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reference thereto. TECHNI CAL FIELD This invention relates to digital
tel evision systens and services and particularly to conditional access

met hods agREBBREFISRE ' AHRervices. 1 17 MAY 2004
BACKGROUND COF THE | WEN%E%@%F%@%%&@%E@% anﬁgmergi ng technol ogy

which is beconipg increasingly popular with the public. One of the nore
i nteresting aglﬁ)'gt,st@nlgaan@ i§ related detthe folddwing capending pateghapmfdations:on
tel evision" (HDTV), the broadcasting of which was recently

10 U.S. Serial No. 09/444 488 , filed on Nov. 19, 1999 , entitled
< "Digital Television Conditional Access Methods and Apparatus with Multiple Data
Transport Mechanism" and invented by Luc Vantalon, Amaud Chataignier, and
Christophe Gcne?ois ; U.S. Serial No. 09/444,490 , ﬁ]ed on Nov. 19,
1999 _, entitled "Adaptive Trans-Scrambling Mechanism for Digital Television
15 Multiple Data Transport System"” and invented by Luc Vantalon, Armaud Chataignier,
and Christophe Genevois; and U. S. Serial No. 09/443, 1;3 , filed on Nov.
19, 1999 , entitled "Signal Filtering Mechanism for a2 Multi-Purpose Digital
Television Receiver" and invented by Luc Vz;ntalon, Amaud Chataignier, and

Christophe Genevois . The foregoing cross-referenced patent applications are

20 expressly incorporated in their entirety into this application by this reference thereto.

TECHNICAL FIELD
This invention relates to digital television systems and services and particularly

to conditional access methods and apparatus for use with such systems and services.




5 approved by the United States Federal Communi cations Conmi ssion. HDTV
wll provide television imges of nmuch higher quality and definiti,o ?gﬁg%@4
is provided by preexisting "conventional definition" television sy

Anot her highly inmportant aspect of digital television is the providing of
rel ated services, such as video-on-demand progranm ng, pay-per-view novies
and sporting 10 events, interactive video ganes, honme shopping
capabilities, high-speed Internet access and the |like. The hone tel evision

set is fagia ORIOROUNDS FDT%E%QM 1 joyNor mati on and services di spensing

medi um of the future. eV| sion services are presently
comuni cat ed by | and- based radi o-type broadcast transm ssions, cable
networ k t r ansniXgitanslearsion pnae egwrging teehnalegyrahishils beearsing mesrasegly o
limt reception to paid subscribers, it is common practice for cable and

sat el Iltep@gsmm{hsth% uBf2 Fhel okt ARk QB A0% £ ihfBHLESod BELS.

custoners to use CI a el# ?op con nscranbl e the recelved

signals. Such scranbllng and set-top box techniques are al so desired by
provi der scadfed éilahddﬁnstmte&@ssmﬁhéfﬁfﬂ'ﬁb’l),errlmethfoalté@aetmg of trehichaxds 1scentlyler
has devel oped its own unique and 20 proprietary set-top control box. Thus,
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situation and, in order to overcorre the problem the U S. Federal
Communi ¢ aprionies tefpnsipa dmages of encbubighengualitycenshis fitivn tar issprovidas box

approach for providing a universal set-top box capable of receiving and

handi i ng SepRAhe PEOMALPLEnRRR deloicibhkggHnat el y, this 1s not an

easy .t hi he sane rre provi the security cont roI
features needed to protect the various service providers from] oss
servi ces to unAneter highdy uswostant aspect of digital television is the providing ofrelated

services, sdch as video-on-demand programming, pay-per-view movies and sporting
10 events, interactive video games, home shopping capabilities, high-speed Internet
access and the like. The home television set is fast becoming the predominate
information and services dispensing medium of the future.
As is known, television services are presently communicated by land-based
radio-type broadcast transmissions, cable network transmissions and space satellite
15 | transmissions. In order to limit reception to paid subscribers, it is common practice
for cable and satellite providers to scramble their transmissions and to require their
. customers to use a special set-top control box to unscramble the received signals.
Such scrambling and set-top box techniques are also desired by providers of related
services. The problem to date is that each provider has developed its own unique and
20 proprietary set-top control box. Thus, to receive and use signals from multiple

providers requires the use of multiple set-top control boxes. This is not the best




SUMMARY COF THE | NVENTI ON The present invention provides an efficient agﬁAYZNM
fl exi ble adaptive receiving 10 systemfor use in providing a "uni verls
set-top control box. This receiving system grants conditional access to
the transmtted programmaterial in a manner which provides a high degree
of protection against unauthorized use of the material. This adaptive
recei ving systemincludes receiving circuitry for receiving signals froma
net work, such signals being in a selected one of a plurality of transport
formats and_j-n_15 .a.selected one of .a plurali rLyption for S, _This
yst em arapelifie Pideis SIdEE s everoorss Uik BiaPlihyfén D SoRERYEY Ghyndhligs
generating transport format independent information signals relating

t her et 0. Jdrnmissich ésrefictirhging ed-dHad t'opers- setepbbi g predchcior pryvitinrg a
descranbl i ng network encrypted portions of the received signals and

rescranbling such portions in accordance w,th a.co rotect encryption
format 20 ETop it PO REPRDIE GIIEReIvin Fii PARCIRS ERRER) Fom RUPHed | or
extracting auxiliary information fromthe received signals and the system

further ipaetiddes Jafdrnalately ek ts MoBard edsyMATh@ @Ddo ard porisd sent anidgrovide
transport format independent information signals and to the extracted

auxi_liary, i nformati on r controlling the trans-scranbl.ing ci-rcuidgry., For a
ot tor -l e iTicha Tt Fage meedrd 10 palfed R Vo Rus SRRHC OV o o
further advantages and features thereof, reference is made to the foll ow ng

descri pt iofBervicdsatvamanthadrpdegderQn W t h t he acconpanyi ng draw ngs, the
scope of the invention being pointed out in the appended clains. BRI EF
DESCRI PTI ON OF THE DRAWNGS Referring to the drawings: 10 FIG | is a
general bl ock diagramof a digital television receiving systemwith a

SUMMARY OF THE INVENTION
The ~prcsent invention provides an efficient and flexible adaptive receiving
10 system for use in providing a "universal” set-top control box. This receiving system
grants conditional access to the transmitted program material in a2 manner which
provides a high degree of protection against unauthorized use of the matenal. This
adaptive receiving system includes receiving circuitry for receiving signals from a
network, such signals being in a selected one of a plurality of transport formats and in
15 a selected one of a plurality of encryption formats. This system also includes circuitry
for examining the received signals and generating transport format independent
_ information signals relating thereto. This system further includes trans-scrambling
circuitry for descrambling network encrypted portions of the received signals and
rescrambling such portions in accordance with a copy protect encryption format
20 required for the end user. Filtering circuitry is provided forextracting auxiliary

information from the received signals and the system further includes control circuitry



security mechanismfor preventing unauthorized display of the transmtted

i mges; FIGS. 2A-2D show different ways of packaging the apparatus of 7 MAG04
1; FIG 3 is a conceptual diagramfor one enbodi nent of the present
invention; FIG 4 shows in greater detail a representative form of

I nternal construction for the set-top box and the conditional access

nodule of FIG 2B; FIG 5 is a detailed block diagramfor the transport
stream co- processor and the mcroprocessor unit of the conditional access

modul e of rdshenside thhife nﬁnsékg"é’g?ﬁ?{xﬁ%’d@g@rﬂeﬁtt | ¥R HrAtEh & %xgﬂgﬁ%& %S;FHcOéhf-a%'iecP”

out - of - band” channel feat e present iInvention; shows a

r epr esent ati,\{,e form of construction for a m croprocessor-to- m croprocessor
data chanaeiigeatnipemation fer periseliing the slenseerambling chR¥ItIN04 FIG 8 shows
a representative formof construction for a Smart Card channel feature of

the present in [Tolak ] at,| f Lon for
the {raneport S0 Sam iy FersierAEBORELRRAR Bybfon B s SAISRILEEAAT,
detail a representative formof construction for the cipher bank unit of
FIG 5; her pdypuiagesnand featuresfhemadf refemsce i triadn t6 she folbowinghdascription
processor of FIG 10; FIG 12 shows the details of a representative form

f | hows th entative form
15 chows. e HEeaffec R wid BOALbn Ry RN IR SOACD! B kAdolibeib,

protect scranbler of FIG 11; .
pointed out in the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS
Reférring to the drawings:
10 FIG. 1 is a general block diagram of a digital television receiving system with a
secunty mechanism for preventing unauthorized display of the transmitted images;
FIGS. 2A-2D show different ways of packaging the apparatus of FIG. 1;
FIG. 3 is a conceptual diagram for one embodiment of the present invention;
FIG. 4 shows in greater detail a representative form of internal construction for
-5 the set-top box and the conditional access module of FIG. 23;
FIG. 5 is a detailed block diagram fér the transport stream co-processor and the
microprocessor unit of the conditional access module of FIG. 4;
FIG. 6 shows a representative form of construction for an out-of-band channel
feature of the present invention;
20 FIG. 7 shows a representative form of construction for a microprocessor-to-

microprocessor data channel feature of the present invention;



FIG 14 shows a representative formof construction for the filter bank
unit of FIG 5; FIG 15 shows in greater detail the construction of‘laﬂﬁ@h;w
the filter units of FIG 14; FIG 16 is a plan view of one formof PCMI A
Smart Card reader that may be used with the present invention; FIG 16A is
a left end view of the FIG 16 card reader; 20 FIG 16B is a right end
view of the FIG 16 card reader; FIG 16Cis a side view show ng one side

of the card reader of FIG 16; 5 1 7 MAY 2004 FIG 17 is a perspective view

of anot her for f JPCMCI A card reader.that .ma be. used w th the,present
Cventi on Fi G108 BSRANE 5 IeHF SRR Yoo P ENrRBRidR! & SR aT P B ehase.
FIGS. 19, 20 and 21 show the packet formats for different types of data 5

t ranspor t festureanfitht paesemynwethandl ed by the present invention, FIG 22 is
a flow chart used in explaining a nultiple data transport feature of the

present invention; ...FIG 23 is a detailed flow chart for a representative
i npl enent at i oni: g¢ ¢ FBOWSJERGICBIRES %’”ﬁéﬁf CPW@P@“Q@%‘%B\H?“&H%I?@F&T“ (alté)

enbodi ment of the cipher bank unit of FIG 5; FIG 25 is a timng diagram
for an i npptut shitedAINtErface according to the present invention, and FIG
26 is a timng diagram for an out put streaminterface according to the

resent inventipn. . . : :
Presg FI5: 10 shows in more detail a representative form of construction for the

cipher bank unit of FIG. 5;
FIG. 11 shows a general form of construction for the cipher processor of
FIG. 10; |
FIG. 12 shows the details of a representative form of construction for the
10 conditional access descrambler of FIG. 11;
FIG. 13 shows the details of a representative form of construction for the copy
protect scrambler of FIG. 11;
FIG. 14 shows a representative form of construction for the filter bank unit of
FIG. 5;
i'la FIG. 15 shows in greater detail the construction of one of the filter units of
FI1G. 14;
FIG. 16 is a plan view of one form of PCMCIA Smart Card reader that may be
used with the present invention;
FIG. 16A is a left end view of the FIG. 16 card reader;
20 FIG. 16B is a right end view of the FIG. 16 card reader;

FIG. 16C is a side view showing one side of the card reader of FIG. 16;



-i ce DETAI LED DESCRI PTION OF THE | LLUSTRATED EMBODI MENTS Referring to FIG
1, there is shown a general block diagramof a digital broadband rec4iVMaQ004
system havi ng one or nore receivers 10 connected to one or nore broadband
signal transm ssion networks. Typical signal transm ssion networks 20

i ncl ude | and- based radi o-frequency type broadcast networks; cable networks,
space satellite signal transm ssion networks, broadband tel ephone networks,
etc. The analog 6 1 7 MAY 2004 information signals intended for

transm ssion (F16. PXAMPh&spUlifR0yRUOBRL RothBHflrh 0P PEMRLEA OiradBldtr BAARL)
are converted to specific digital transport stream rormats for ‘
transm ssi on purposes. Typical transport streamformats are the MPEG
format, tH§sepSyth shgrpresanuinvRBLATM format. The MPEG format is the data
transm ssion format 5 devel oped by the Motion Picture Expel Goup. A

preferred for . i ' [ fined. in.l | EC Standard
13818. The ac;PoIE{/nq‘g'l'D% gﬁéipg@?gi%%%%fitrg? é%'%lrﬂfiye%eé&?fiéns and refers
to a format devel oped for use in transmtting digital signals used by sone
satel | ite opeddfsrd9, 2hendctloshaw thaapuckst dortsats dor diEgnenhrypeswd datansf er
Mode. It is a digital signal protocol for efficient transport of 10 both
fixed ra % i nf i i r o] nhetworks. The ATM
di gigt al rg’?Peam gg%é@%ttgﬁolﬁéglﬁ%ggﬂpgﬁgﬁﬂg&gﬁ%g&tqggﬁ@%n” cells." Each

recei ver 10 deppdul ates its received signal and supplies the denodul ated
signal to a s&&uriRys adlavashermused iSesplainipgrenhitipledata traaspat Seavme ofr
nore of the received signal transport streans and renoves the network

di stri buiHeosres@tuniéntidyers 15 therefrom provided the end user is
entitled to receive the signals. Network security nmechanism 11 also

appl i es cont eEi protection to any of the signal streans that require
G. 23 1s a detailed flow chart for a representative implementation of the

method of FiG. 22;
10 FIG. 24 shows another embodiment of the cipher bank unit of FIG. 5;
FIG. 25 is a timing diagram for an input stream interface according to the
present invention; and
FIG. 26 is a timing diagram for an output stream interface according to the

present invention.

5
DETAILED DESCRIPTION OF THE ILLUSTRATED EMBODIMENTS
Referring to FIG. 1, there is shown a general block diagram of a digital
broadband receiving system having one or more receivers 10 connected to one or’
more broadband signal transmission networks. Typical signal transmission networks
20 include land-based radio-frequency type broadcast networks, ¢able networks, space

satellite signal transmission networks, broadband telephone networks, etc. The analog



it. The resulting signals are supplied to decoders 12 which sel ect one or
more of the signal streams and decodes each sel ected streamto recrea} ¢AV a4
desired video; audio and data signals which are, in rum supplied to one
or nore display units 13 and one or 20 nore recording units 14. Typical

di splay units include television sets and television and conputer

nmoni tors. Typical recording units include VCR-type video recorders 7 1 7
MAY 2004 and various types of conmputer nmenory units. Security nechanism 11
exam nes ; % j i : e i and
controlslb eirﬁﬁ%ﬁ%ﬁgﬂgﬁﬁﬁgakdgégﬁ???@kﬁgﬁﬂgﬁ?§%§?§“ﬁﬁﬁ%§£%§§3§§§@?8 an
unscranbl ed version of the received signal,_provided the required

condi t i oridgrals, oredata signalsddde coovented respecic digjial lanspp@sigagniormats for
programm ng, the receiving systemof FIG 1 also receives and handl es

var i ous rt‘gﬂx%tnﬁ siBﬁ?ﬁ‘r'&Bs%gt AR S GEAsBE R suled I Rirtats glfe %%'M?@ﬁﬁérfﬂﬁ are
vi deo- on- demand progranm ng,” ‘pay- per<vi ew novi es an sporting events,
interactive video ganes, home shoppi ng services, high-speed Internet

access, andStfhamat dmed thasA WM Koitmeats éBrg MREG datraasisghaldatarangossionl fosinghal s
for these 10 rel ated services are supplied by way of a so-called

" oute- of - T qﬂnﬁ,l. S.p: A L Lfe t he
apptgr at utsa%g?bl?l%g 1. elhﬁghggr%l?@a%%@@&wu%ﬁx éﬁ%\%\%%fogglsgg ereqtghe
receivers 10, security nmechanism 11 and decoders 12 are |located wthin a

net wor k SYBEG-2¢ waeeh tsafefined 105 SA/RECH8andard, 1 338, Eraaeronymmelhanistmdil i s

i nbhedded within or permanently nounted within the set-top 15 box 15. In a

t ypi cal EDitRS 1 0P j t j A - 2B
shove an apDE e e ue By R0 2 Bl P oBRE MRt e
security mechani smrepresented by a conditional access modul e (CAI\? 17.
Condi t i ofsg1tacigrals Hertubye samepatdlibtneparaers ed beiacyomumc iy bMs sparslsifaed by
the security _
Asynchronous Transfer Mode. It is a digital signal protocol for efficient transport of
10 both fixed rate and bursty information in broadband digital networks. The ATM
digital stream consists of fixed length packets called "cells.”

Each receiver 10 demodulates its received signal and supplies the demodulated
signal to a security mechanism 11. Security mechanism 11 selects one or more of the
received signal transport streams and removes the network distribution security layers

15 therefrom, provided the end user is entitled to receive the signals. Network security
mechanism 11 also applies content protection to any of the signal streams that require
it. The resulting signals are supplied to decoders 12 which select one or more of the
signal streams and decodes each selected stream to recreate the desired video;audio
and data signals which are, in turn, supplied to one or more display units 13 and one or

20 more recording units 14. Typical display units include television sets and television

and computer monitors. Typical recording units include VCR-type video recorders



mechani sm 11 of FIG 2A. Control access nodule 17 is a renovable plug-in
type 20 el enent which is adapted to be plugged into a cooperating 17 MAY 2004
receptacle or socket in the host set-top box 16. As in FIG 2A, set-top
box 16 is designed to sit on top of the S 1 7 MAY 2004 display unit 13.

FIG 2C shows the case where the set-top box functions are | ocated inside
the cabinet 18 of a television receiver, that is, the cabinet which houses
the display unit or picture tube 13. The conditional access nodule 17 is

he ot si 90 o e Befohe R bt A B E, SeedtlnEini R BLF EERP B b on

set wth a renewabl e, add-on security nechanism represented by the
condi t i orratesed sgahodsigaals7and-i@endDasaheie sepesandeonmsle thdiedesdrambpinigmar y
units are located in separate conponent-type cabinets or boxes 19a-19d.

focer vor B0 oS AR RE RLAURM asE R s G oS T G i BT b8 2 s

connector unit which is connected between boxes 19a and 19b. The

conf i gur aigmh, pfovided th2 Deqoizéd cbedip@ntiaceihaet] y useful in a conponent-type
entertai nment center intended for hone use. Referring to FIG 3, there is

sho a conce%%%llditdéa ram f or .oge embodi nent 15 of t{Be gcresent i hvent.i on.
As there seen, the T8tel Vigh racBg AL IFIRE R G EEArAI R & thE SEF ST HNEEIE ™6 and
an out-of - band channel 21, which are adapted to receive incom ng signals

froma r&iot é Asoadeassiang tetmil ésovari AUsereined @anthmbairadabnerivived] Exatripdes
primary user signals, such as the digital television signals. The

Che el apos SRR Liced s ARk S8R 3RE aoante Bvraale LBl ar o,
e-cornnmercé transactions, etc. Both of
sporting events, interactive video games, home shopping services, high-speed Internet
access, and‘the like. As will be seen, the data signals and control signals for these
10 related services are supplied by way of a so-called "out-of-band" channel.

FIGS. 2A-2D show different ways of packaging the apparatus of FIG. 1. In
partcular, FIG. 2A shows the case where the receivers 10, security mechanism 11 and
decoders 12 are located within a network specific set-top box 15. In one case, the
security mechanism 11 is imbedded within or permanently mounted within the set-top
15 box 13. In a typical use, the set-top box 15 sits on top of the'display unit 13.

‘F1G. 2B shows an open-type set-top box 16 with a renewable and removable
- add-on security mechanism represented by a conditional access module (CAM) 17.

Conditional access module 17 performs the security functions provided by the'security

mechanism 11 of FIG. 2A. Control access module 17 is a removable plug-in type

20 element which is adapted to be plugged into a cooperating receptacle or socket in the

host set-top box 16. As in FIG. 2A, set-top box 16 is designed to sit on top of the



channel s 20 and 21 conmuni cate with various application progranms 22 by way
of a 91 7 MAY 1004 filter bank 23 which detects various defined digital
patterns within the received signals and reacts thereto for establj ;I'Mmgz
connections with the appropriate ones of applications 22. The apparatus g)qé
FIG 3 also includes a smart card channel 24 for providing 5 communi cations
between a smart card SC and the applications prograns 22. A data channel
25 provi des conmmuni cati ons between a CPU (Central Processing Unit) | ocated
in the hog;qug%l, binitflar exanple, set-top box (STB) 16, and the application
prograns 22 n extended channel 26 is provided to transfer network data
over the out-of-band channel fromthe network to the host CPU or vice
versa. 14 Ref eddOngG shawghesashevhere she bewiopi toxgfisations dee licateal inside the
representative formof internal instruction for the host unit or set-top

box 16 and,fine; ¢oRd! tbﬁgﬁllor?f&%?ﬁ HPa‘ti“f{ She £ Qtnegﬁlcfgﬁﬁué% thE dis p'(lé;p{ ﬁgr ,

a signal connector connec €” comnmuni
net wor k suppl yin the signals. This si gnal path 29 runs to an in-band

receiver B@ﬂémdugﬂ [QutThsf caphtionalcaicesy mdguleThe icadapted caplummtda net wor k
is a nulti-channel system and the channel conveying the prinmary video and

audi o si gﬂ%pserbﬁvé F&%&: hﬁ&? :{c’&g? ﬁi:"ﬁ'Sﬁxat'EQec!utSE? ggﬂﬁ%gﬁtﬁggf &%%E@Eéc

carries t signals services I's ca
channel . The set-top box 16 further i ncludes an out-of-band transmtter 32
for tr anstﬁpmseﬁgs & gragratdshickeisiontset withgs talevddile, pidbondecutiyoatetkmtmt he
network broadcasting center. 20 The digital signals appearing at the

out puts of, E-@s%ﬁtéépﬁ t}%p tﬁ'gﬁ't I to the conditional access
nodul e 17e The prl S eo an C%e oBg}l%a s are 10

FIG. 2D represents the case where the primary units are located in separate
component:t}fpe cabinets or boxes 19a-19d. The conditional access module 17 may be
10 removably plugged into the receiver box 19a or the decoder box 19b or may, instead,
be part of a small connector unit which is connected between boxes 19;1 and 19b. The
configuration of FIG. 2D would be particularly useful in a component-type
entertainment center intended for home use.
Referring to FIG. 3, there is shown a conceptual diagram for one embodiment
15 of the present invention. As there seen, the receiving apparatus includes an in-band
channel 20 and an out-of-band channel 21, which are adaﬁted to receive incoming
- signals from a remote broadcasting station. The in-band channel 20 handles the
primary user signals, such as the digital television signals. The out-of-band channel
21, on the other hand, handles the digital signals for the related services, such as
20 video-on-demand commands, security data, e-commerce transactions, etc. Both of

channels 20 and 21 communicate with various application programs 22 by way of a



1 7 MAY 2004 supplied back to a decoder 33 in the set-top box 16 and 7f M0
there to the digital TV display 13. The set-top box 16 includes a

m croprocessor unit 34 which, anong other things, provides control signals
to the decoder 33. A nenory unit 36 is coupled to the mcroprocessor unit
34 and, anong other things, provides storage for various control 5 routines
and application programfunctions utilized by the m croprocessor unit 34.

M croprocessor unit 34 and nenory 36 provide a CPU function for the set-top
box 16. ThertealdiNl Whrth &teasvamBdyldefinedM il RteflGrithin 18 1edeived signals
transport stream (TS) co-processor 40 which receives the output digital
signals fromthe in-ban rec%',ve_r 30 and .t he oqut-of -band.receiver. 31, the

| atter befR rg%f}lﬂ?eéﬁtobg’f\ﬁé‘)? shing QRRHBC?E@“%F"J&&WS agpEeRIEdte A1 P anspor t
stream co-processor 40 also supplies the digital video and digital audio
signal s V\:ﬁ?ﬁ]h]cﬁ[@]sizy_ended for the TV display 13 to the decoder 33.

Condi ti onal” access nodule 17 further includes a m croprocessor unit 42 and
an associ ated nory unit 43, These units 42 and 43 provide fa CPU function
for the condi tilsARPaEieest Figddiabsorincludes apymam cprdehannsh 24ifor peoviding
application prograns 22 are stored in the nenory 43. A data channel 44

provides goglini@fitate@EBEHVERE a0RSark LRI s@%?\ge&e AR cAHDA ST IR 295 SO datii t

42 and the host m croprocessor unit 34. CAM mi croprocessor unit 42 can
al so send digital nmessages and j nfornption back t he petwork )

br oadcast Fbﬁﬁlr@iﬁémvrﬁ% §0F§n%wat159gﬁaw@ﬂ s Eb {Cor diacempnbings  and
the out-of-band transmtter 32 in the host set-top box 16. A renovable

smart carkhcafed’d the hagdephietol @xBRptOnReed e ok gsﬂa? 181 6hQRKOEFSISGtionNni t 42
for supplying control information thereto. 11 17 MAY 2004 An ext.ended

channel 1 s Jrams 337 A exinaty ' Aonhd S8 R provited Afimater nebwork data over the
out-of-ban& channel from the network to the host CPU or vice versa.

10 Referring to FIG. 4 there is shown in greater detail a representative form of
internal instruction for the host unit or set-top box 16 and the conditional access
module 17 of FIG. 2B. As seen in FIG. 4, a signal connector 29 connects the set-top
box 16 to the communications network supplying the signals. This signal path 29
runs to an in-band receiver 30 and an out-of-band receiver 31. The communications

15 network is a multi-channel system and the channel conveying the pnimary video and
audio signals i1s labeled as the "in-band" channel and the channel which carries the

_ signals for the related services is called the "out-of-band" channel. The set-top box 16
further includes an out-of-band transmitter 32 for transmtting signals back to the
digital data provider located at the network broadcasting center.

20 The digital signals appearing at the outputs of receivers 30 and 31 are supplied

to the conditional access module 17. The primary video and audio signals are




to communicate with the host m croprocessor unit 34 and vice-versa. The
incom ng branch of this extended channel includes a signal path 47 MMUBed
to the out-of-band receiver 31 and extending to the out-of-band decoder
41. This incom ng branch 5 includes the decoder 41, transport stream

co- processor 40, mcroprocessor 42 and a further signal path 49 which runs
fromthe mcroprocessor 42 to the host mcroprocessor 34. The outgoi ng
branch of this extended channel is provided by a signal path 50 which runs
fromthe licHl - di | t - Qf ~ban Q . 10
Referri ngﬁ?? FI CE% HSQI,%? E(gcr%galérs%r]\lg%ee%&c{é’t)??)ﬁefdﬁgﬁ%g&oq’git a%?’ g%dgc:?]g?ﬁLTA}Vs
transport . stream (TS) co-processor 40 and the m croprocessor unit 42 of
the condidsRA%I 3actleaset-tapdaixel § @alpdesza oficieipBocebsoAsns 8drnwhithFeGong othéie
transport stream (TS) co processor 40 includes a transport stream (TS) -

i nput unitk; ' j el ;.1 igital input. signals ,TSi.nl and
TSi n2 froﬂr%lt ’e%rﬁ%%%g redégi%[gaﬁg gc})lhaen%actoﬁggégt _%gfe_rﬁg d”?léigg%éf’“@fgfo the
respectively. A serial-type digital signal TSin3 is received from the

out - of - h&AFTPRIOEESASK UBLL. 3 4Tared ,cumrquug odtieg tlaings f prowi ddsestorapetiot Mhtio82c &iteo]
supplied to a cipher bank 54 for further processing. G pher bank 54

pr oduces Ly 3 AWl re connected to.th

pat s of @Rl Afbicatih neBLll ruiqtRIRMEERY B i SRR praitut 5%
selection within the cipher bank 54, one of the two input 20 streans to the
ci pher bAMETSRIOLESser gpitsKeandmeamoiynd @presdide aBRY fonotes $ar thewbt-tap bive 16,
other input streamis sinply bypassed to the TS output unit 55 and the

filter bank S5@heldnkitl, TPo S rQr out put _unit 55 is
supplied to the edegoée?d@éclg%gﬁﬂggggt(-top )Slggé'ﬂi%é_ ‘%D-E%J??%Sn%%p?poﬁ ?
I nput unH. 52 includes a nultiple data transport

S) co-processor 40 which receives the output digital signals from the in-band

receiver 30 and the out-of-band receiver 31, the latter being supplied by way of an out-
10 of-band decoder 41. Transport stream co-processor 40 also supplies the digital video
and digital audio signals which are intended for the TV display 13 to the decoder 33.
Conditional access module 17 further includes a microprocessor unit 42 and an
associated memory unit 43. These units 42 and 43 provide a CPUV‘function for the
conditional access module 17. The primary portion of the application programs 22 are
stored in the memory 43. A data channel 44 provides a direct communications link
between the CAM microprocessor unit 42 and the host miéroproccssor unit 34. The
- CAM microprocessor unit 42 can also send digital messages and information back to
the network broadcasting center. This is done by way of an out-of-band encoder 45
and the out-of-band transmitter 32 in the host set-top box 16. A removable smart card
20 28 is adapted to be connected to the microprocessor unit 42.for s.u-pplying control

information thereto.

11
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mechani sm capabl e of receiving a plurality of different transport Stref‘Wf\Y 004
formats. In 5 particular, it includes a qualifying nmechanismfor (J % Z)
and qualifying incom ng dat a byt es according to their positions and val ues
in their plural-byte data packets. TS input unit 52 further includes a
taggi ng nechani smfor assigning a plural-bit tag to each data byte, such
tag having a uni que value determned by the results of the qualifying
process. The tag bits are used to facilitate the further processing of the
data 10 byt eSAnTmerme@ra%%pﬁg%vwwtfoflanamﬁ% &%G%BWON&EHH QRS Of
60 which is connected to a 32 ARM system b B whi ch typically
operates in a gh sp eed transfer node. Al so connected to the ASB bus are
a menory @r&oé?méﬁé:aﬁﬁﬂvﬂt hghe hest maer@peacsseRicwue 4 anidt viep- vesst. al i mepmungt

63, and a read only nenory (ROVM unit 64. 15 Menory interface 61 is

connect edyrhfcK BFI}QS(ES?feBaEd'&H o iASuBBS 9 e{l‘fa?‘f)a}']ﬂ 142 cbﬂ ledToGhOBLRBEDIRG

unit 42. The m croprocessor conmuni cat ansport stream
coprocessor 40 imd vari ous ot her units % means of a VLS| peripheral bus
VPB. Thi SEUPEChYL 2and extemaing tetheruittafeban dmd@céés&hlsmwmwr@ﬂcla

bus-to-bus bridge unit 65 and the 20 hi gh- speed ASB bus. The ASB bus is

used for heigHed g r 9(?15? th a
| ower prIIOI’I t>e/ As tcﬁgél% ?P'?%%lwt? yfﬁg%ﬁfb?geggégéggoﬁ4 @E%eéﬂ %@1%
needs a (Hl ﬁct an fast access to the external nenory 43 for its ouput
dat a, ghey digna cRﬂ’ﬁlhé‘@t\é@lcbd'uﬂh&%@%%Cromoﬁsééhééém&ft@ﬂt here are

three masters on the ABS bus, nanely, the m croprocessor 60 and the two

ﬁgﬁgnd S mifcrdgi@cédsbi 84. q?%f&kmﬁ oin g}?rané‘}'i BﬁHl@tek%cfE@thﬁﬁﬂeItEﬁﬁgvﬁﬁﬁ%?ras i's

ged by the arbiter unit 6 y way of 5 conparison, the B bus-has

only a Slspg%lang%%Oe W’hICq’laI'r{lE;llS frortnhtﬁe r}Ta1o(s:tr r?l?gr%gsggecs);or6§4 directly to the out-of-band
encoder 45,

10 Referring to FIG. 5, there is shown a detailed biock diagram for the transport
stream (TS) co-processor 40 and the microprocessor unit 42 of the conditional access
module (CAM) 17 of FIG. 4. As seen in FIG. 5, the transport stream (TS) co-
processor 40 includes a transport stream (TS) input unit 52 which receives parallel-
type digital input signals TSinl and TSin2 from the in-band receiver 30 and the out-

5 | éf-band receiver 31, respectively. A serial-type digital signal TSin3 is.rcceived from
the out-of-band receiver 31. The output signals from the ihput unit 52 are supplied to
. a cipher bank 54 for further processing. Cipher bank 54 produces two parallel type
output streams which are connected to the inputs of a TS output unit 55 and a-filter
bank 56. By multiplexer selection within the cipher bank 54, one of the two input

20 streams to the cipher bank 54 is processed by an internal cipher processor, while the

other input stream is simply bypassed to the TS output unit 53 and the filter bank 56.
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The address decoder 62 decodes the address bits on the ASB bus to sel ect

the right target for the data on the ASB bus. Typical targets are thg MAY 2004
menory interface 61, ROM 64 and the various peripherals and other units
connected to the ASB bus. An interrupt controller 66 provides the

interrupt function for the m croprocessor 60, while 10 a tinmer 67 provides
various timng functions. Each of the the units in the transport stream
co-processor 40 is coupled to the lower priority VPB bus for control and

05 o dat ATCoRen o MR R s TR shBplPaTa W BESD AR REL ol |

interface unit 71 provides an interface between the VPB bus and one or
nore periboerlél. devices. For exanple, a smart card interface connector
structure 72 is provided for making connection with a renovable smart card

cture for making connection with a _
fo a sorial typeenarpRieiRepl e \BE T Re e S pRRHIe bdhepdtf V" o

of construction for an out-of-band channel feature of the present
i nvent i onmeTharisputapebldanttcehangel plieaditurod diffetan ésnapon stream-foPmatsandn
channel decoder 41 which receives the out-of-band signal OBin fromthe

Cupp i ed Byasy 1 tehedns® ] A EnE b ik Fo o R ar OCHRNFHinE SnbSming o,

further filtering operations. The outgoing or transmtter portion of the
out - of - badfda MyagmatcordiogudebeiAPhs gosded wvidyes mathem plurddffte dathgpanhdtsa TS
channel encoder 48 which supplies the out-of-band output signal OBout to

recei ves TPR FRACE Sraet bl Shath b [ BRI R o0, |

m croprocessor unit 42. The data to be transmitted is supplied by either
the appl42catdata bpteogueintag havirgd uniquhahieciesproineddur themesuliofghet he dat a
recei ved from

qualifying process. The tag bits are used to facilitate the further processing of the data
10 bytes.

The microprocessor unit 42 includes an ARM7 microprocessor 60 which is
connected to a 32-bit ARM system bus ASB which typically operates in a high speed
transfer mode. Also connected to the ASB bus are a memory interface unit 61, an
address decoder unit 62, an arbiter unit 63, and a read only memory (ROM) unit 64.

15 Memory interface 61 is connected to the external MemOory 43 associat_ed with the
MICTOprocessor unit 42,

The microprocessor 60 communicates with the transport stream coprocessor 40
and various other units by means of a VLSI peripheral bus VPB. This VPB busis -
connected to the microprocessor 60 by way of a bus-to-bus bridge unit 65 and the

20 high- speed ASB bus. The ASB bus is used for fast transfers éﬁd the VPB bus 1s used

for communications with a lower priority. As the filter bank 56 of co-processor 40
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the set-top box 16 by way of the extended channel path 50. This data is
segnented into ATMcells by the ATM encoder 45. These cells are 17 MAY 2004
tenporarily stored in a buffer 10 46. Wen the network grants sone

transm ssion slots to the conditional access nodule 17, the transmt

buffer 46 is enptied by channel encoder 48 and is transmtted by way of
out-of -band transmtter 32 to the network broadcast center. FIG 7 shows a

m croprocessor-to-m croprocessor data channel feature of the present

i nvent i onpecHiSditgatay CANL BT & C r-. un| to .
comuni cate dir elct 'y @mq?ﬁr%ﬁg?itoots{%rﬁ (I:r O%l@g@'&r&ﬁﬁf\o&g%@ﬁ%?@% gté-}\?%srosa.
M croprocessor unit 42 sends data to the m croprocessor unit 34 by way of

data chagfigiecieddo trnd 5B dusuris a 3dnsmgndscejdberetae tthreeGAM aiscTOhELBS Tors, 42

by way of data channel 44b. FIG 8 shows the details of the smart card

 sr s G e oot g SRk e A AR B i TR T

suppl i ed bg_ way of an input buffer 87 to the peripheral bus VPB 15 1 7 NAY
20x4 assddbdtas@nbeativeencheseanagescessanagaditty 2. arbaenufit 66 Breway of
m croprocessor unit 42 is supplied by way of the VPB bus, output buffer 88

and & he d r o_t.he _. rt _card 28.. In a representative
erbodi ment riop He P BBtV B b SEE ey o TR B R
PCMClI A stands for Personal Conputer Menory Card 5 International

Associ ation. THiesaddress demodpr 62idecodesitheasidoedsaiitsom trouAdS8obistolRERt tige
define a standard nenory card interface. The smart card reader 86 conplies

o cat or ASaES! ARG fhe RRERLS. CRERALGPatsitis i) Tedeit s
streaminput unit 52 of FIG 5. The TSinl and TSin2
OM 64 and the various peripherals and other units connected to the ASB bus. An
interrupt controller 66 provides the interrupt function for the microprocessor 60, while
10 a timer 67 provides various timing functions. Each of the the units in the transport
stream co-processor 40 is coupled to the lower priority VPB bus for control and status
purposes. Also coupled to the VPB bus are an extended channel unit 68, a data
channel unit 69 and a PCMCIA interface 70. A peripheral interface unit 71 provides
an interface between the VPB bus and one or more peripheral device_s. For example, a
e smart card interface connector structure 72 is provided for mékjng conpection with a
removable smart card 28 shown in FIG. 4. A serial interface 73 may be provided for
. connecting to a serial type peripheral device PD.
FIG. 6 shows a representative form of construction for an out-of-band charinel
feature of the present invention. This out-of-band channel feature includes an out-of-

20 band channel decoder 41 which receives the out-of-band signal OBin from the out-of-

band receiver 31 shown in FIG. 4. The output of decoder 41 is supplied by way of the

4



10 signals are supplied to input registers 130 and 131. The seri al 1i7n£)4m 0%

signal TSin3 is supplied to a serial-to-parallel converter 132 which
converts sanme fromserial formto parallel form The parallel output of
converter 132 is supplied to a further input register 133. The outputs of
registers 130, 131, and 133 are connected to a three-to- two nultipl exer
134. This multiplexer 134 selects two out of the three inputs and supplies
one of the selected inputs to a TS 1 FIFO unit 135 and the other of the

sel ected i TS2. count er it.136. FIFO 135 provid t he input for
2orer par2Rbdn e ol NG 4 Bir A58 AR SRR Phpud PP TGO RERT
parser 138. Parsers 137 and 138 analyze their respective signal streans on

a byt e- by agsmithergicrtiandfaks ogt of bapwhahnbl inchales 0T BREkc st @ Sbyth8smYor e
particularly, each of parsers 137 and 138 20 i ncludes a qualifying
mechani sm 3V an ual i fying.incom ng data bytes, according to
their pog}’{‘f*%%gg%‘ﬁé 4 GfoBel et iesiaf kL t%@ﬁf-gé@ﬁ@@@@lw SIENg8 17
MAY 2004 representative enbodinment, a 5-bit tag is generated for and

attached OBeach thiavat-bfbend trihemyaén®? ohowhiia FIGbigt TROATM @8E6AH 4ed by
the qualifying process performed by the qualifying nechanism Parsers 137

and 138 - )0 LU connected to el ectio parser. 139 whi ch determ nes
t he %ar t ?%EFQJF Qd{ftlgh‘tlt ﬁﬁ?ﬁl %"?@aﬁ’ﬁr‘?ﬁ%b?eq}%‘e\ﬁﬁi% waenatrdywith theream i s
connected. Referring to FIG 10, there is shown in nore detail a

r epr esent mtéroprdoessorainit 42N Jthelddts €6 bk efankhfined Raipdirakpéil it G 5.
C pher bank 54 receives the two signal streans TSa and TSb fromthe TS

i nput uni : ElLG 9. [The two output buses 74 .and 75 from ci pher _bank
54" ar o comREahn PESkmais il B R U ORrerof HBItHA PRI 58 foms,
t he ci pher bank 54 has two i nput streans and two out put streans. By

sel ect i ortheiset-topl bl 6bgrway &f tHy exended Shaomst path 5be THIPHAaSt ke@fEnied

processed by a :
into ATM cells by the ATM encoder 45. These cells are temporarily stored in a buffer
10 46. When the network grants some transmission slots to the conditional access

module 17, the transmit buffer 46 is emptied by channel encoder 48 and is transmitted

by way of out-of-band transmitter 32 to the network broadcast center.
FIG. 7 shows a microprocessor-to-microprocessor data channel feature of the

present invention. This feature enables the CAM ‘microprocessor unit 42 to

15 communicate directly with the host microprocessor unit 34 and vice-versa.
Microprocessor unit 42 sends data to the microprocessor unit 34 by way of data
. channel 44a. The host unit 34 sends data to the CAM microprocessor 42 by way of

data channel 44b.

FIG. 8 shows the details of the smart card interface 72 of FIG. 5. The smart

20 card 28 is adapted to be inserted into a smart card reader 86 and the data received from

the smart card 28 is supplied by way of an input buffer 87 to the peripheral bus VPB

15



ci pher processor 79, while the other input streamis sinply bypassed quthg
output of its corresponding one of nultiplexers 77 and 78. NUItipIe; r

76, 77 and 78 are controlled by selection signals Si, S2 and S3,
respectively, obtained by way of the 15 VPB bus. For a first set of

mul tipl exer settings, the TSa data streamis transferred by way of

mul tiplexer 76 to the ci pher processor 79 and the output of cipher

processor 79 is transferred by way of multiplexer 77 to the TSoutl bus 74
of the ciaphtesiatedrith ' 1t42s | team
TSb, is supplied by %@E@?ro{%ﬂ%gﬁ@ﬁ@} Q%Bq%%ttapgm?’ﬁgg Stc{h%%%sggf}gpﬁéd?rﬁt he
second set of | tiplexer settings, the situation is reversed. The TSb

data str ESRRIied By Y efithsyV Raybust ontputibuffex 8 161 the st cagshreade7Sa 1 théAY
2004 processor 79 and the resulting processed signal is supplied by way of

mul ti pl ex@ar/d&ries t i o wet:h Lnput
data st rear%ni srsugplliiﬁgdd gégv{cé)t/g%J%P?%%ﬁkgrpi%%?gr%%%?‘ﬁéda?ilﬂ- ﬁ@g@n .
Ci pher processqr 79 outputs both a protected data stream TSp and a cl ear
data st r 82f¢h TF8Eer Mihe peroayer BCMChAdtaBisster dersama Gompiter Membhe€ardut  not

both of these data streanms. Referring to FIG 11, there is shown the
prisgary >l bhet. - r.o 7 | G..10.~ As seen.h, Fl G
1, Ta P R R e b datiort his B AR R adt =SRoblaud olBo8EET 1988 an a
copy proéégti on scranbler 81. Descranbler 80 descranbles a scranbl ed

i ncom ngC&liRf & Alandpghalemeryprasdiinterface] dae stary cand waterl 86 sompdles Todh ek .
Descranbl er 80 is capable of descranbling the follow ng encryption

for mat s:intdgadeVBagadrqr scranbling format used in Europe, the DES and 3DES
data. encryption standard formats which are used in the United States, and

the MULTI 2 fg'gr%at,'v\hi ch is used in Japan. The copy protect scranbler 81 is
used to rescr rang now to FIG. 9 there is shown in greater detail a representative form

of construction for the transport streamn input unit 52 of FIG. 5. The TSinl and TSin2
10 signals are supplied to input registers 130 and 131. The seral input signal TSin3 is
supplied to a serial-to-paralle] converter 132 which converts same from serial form to
parallel form. The parallel output of converter 132 is supplied to a further input
register 133. The outputs of registers 130, 131, and 133 are connected to a three-to-
two multiplexer 134. This multiplexer 134 selects two out of the three inputs and
supplies one of the selected inputs to a TS1 FIFO unit 135 and the other of the
selected inputs to a TS2 counter unit 136. FIFO 135 proviaes the tnput for a TSI
parser 137, while the counter 136 provides the input for a TS2 parser 138. Parsers 137
and 138 analyze their respective signal streams on a byte-by-byte basis and assign a
plural-bit tag to each data byte. More particularly, each of parsers 137 and 138
20 includes a qualifying mechanism for receiving and qualifying incoming data bytes

according to their positions and values in their plural-byte data packets. Ina
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the clear copy signal at the output of descranmbler 80 to preclude the daﬁl
content from 1 15 being stolen at the output of the conditional acdeksMAY 1004
nodul e 17. Scranbl er 81 uses the DES data encryption standard scranbling

met hod. FIG 12 shows the details of a representative formof construction
for the conditional access descranbler 80 of FIG 11. The descranbl er 80
of FIG 12 includes an input data register 140 for receiving the TSin data
streamfromthe 20 nmultiplexer 76 of FIG 10. Descranbler 80 al so incl udes

Cnarypti on T oroasre R Bhodtpent - bt ied BELATRSH IR AR BAE AR PR BAS

3DES- ECB, 3DES- CBC and 3DES-OFB. O her encryption formats can be
accommodal B8 vBlugebihiub iyt tagpisslstérmiocd doti the opalifyidg qudesss peTivemiedrbyidieng
acronyns have the foll ow ng nmeanings: 5 ACRONYM 10 DESCRI PTI ON DVB Di gi t al

Bl cotront & Gde Base EBETENRIRER) ok o ARG T BB eh At RSt iRaeiTer The

ECB, CBC and OFB formats are known vari at ions of t he DES and 3DES fornats.
A descr anpatéer b} frithiele detetremndsbiheqpadtianlanssipei pady TieconEbb1®whEherachne
whi ch one of the primary decoders 141-148 is activated to process the

I ncogni ng @4t Atream is connected.

Referring to FIG. 10, there is shown in more detail a representative form of
construction for the cipher bank 54 of FIG. 5. Cipher bank 54 receives the two signal
streams TSa and TSb from the TS input unit 52 of FIG. 9. The two output buses 74
and 75 fror-n cipher bank 54 are connected to the TS output unit 55 and the filter bank

10 56. Thus, the cipher bank 54 has two input streams and two output streams. By
selection via multiplexers 76, 77, and 78, one of the input streams is processed by a
cipher processor 79, while the other input strea;n is simply bypassed to the output of
its corrésponding one of multiplexers 77 and 78. Multiplexers 76, 77 and 78 are
controlled by selection signals S1, S2 and S3, respectively, obtained by way of the

15 VPB bus.

For a first set of multiplexer settings, the TSa data stream is transferred by way

. of multiplexer 76 to the cipher processor 79 and the output of cipher processor 79 is
transferred by way of muitiplexer 77 to the TSouti bus 74 of the cipher bank 54. For
this same case, the second input data stream TSb, is supplied by way of multiplexer 78

20 to the TSout2 bus 75. For the second set of multiplexer settings, the situation is

reversed. The TSb data stream is supplied by way of multiplexer 76 to the cipher

17



15 stream Descranble format register 150 i s | oaded by way of the VPB bus
with a plural-bit control signal which designates the decoder to be17qﬂﬂ1m‘
This control signal is decoded by the enable signal decoder 151 to
activate one and only one of its output Ilines. Thus, only a sel ected one
of the decoders 141-148 is activated of used for any given data transport
stream 20 It is also necessary to | oad a session key register 152 with a
descranbling session key which tells the sel ected one of decoders 141-148
how to degséabt 29tRE thé ?&%@iﬁg pHdeds&d §igam is SuppliE8 5" e P ok Asuiki@lexs 78 to

| oaded into register 152 by way of the VPB bus.” Regi'ster 152, in turn,
suppl i es th% descranbling key to each of the 19 1 7 MAY 2004 decoders

141- 148 dpel [Peutsbusdd. by thisscaendaese, W Ehairpwedata sugamyis SHEPUoMPY oYay
signal in the descranble format regi ster 150. The descranbl ed data stream
appearin ; Rt ' t %ﬁoﬂﬁ i
suppliedggghgﬁbga$ﬁﬂ?n§§?gﬁF%§$g?g%qqiggpggﬁgg%§g e a éﬁzééﬁ%%ﬂﬁ% %?gﬁ% ed
out put signal TSclear or TSc. 5 Referring nowto FIG 13, there is shown

t he det afpt gfeasn IS subanchear deta Breanafl Sce dvisitiplexers # and Yhsclespynppothect
scranbler 81 of FIG 11. For the enbodi nent showmm in FIG 13, the

desegr anblygler8dui S BEHES FRh SRl 24 Sggﬁrﬁg encoders 155, 156 and 157 for
I .

encodi ng the’ TScl ear signal” from descranbler 80 in accordance with any one

of the followng three encryption formats: DES-ECB, DES-CBC and DES- OFB.
Ot her 10 scrafstemyng wrhiét sl hdbensas shewnithe pesnaycclewentscel 6 GPhel desired
one of the encoders 155-157 is acconplished by neans of a plural-bit 7

control Ejfc%a&orwm shPf@.i@%%%%ﬂ%ﬂ@.%@r@i?gggpi@sfgg& TEH S 258, This

control Signal controls an en e signal de to activate a sel ect

one of i t;}ﬁ_ut put lines, which output lines individually run to different
ones of tPRAIEABBLRGCESI descTambleril) and a/BPRProlEEHOB SEEamblsppéakrorgranblene

80 descram:bles a scrambled incoming digital signal to produce a clear copy output
10 signal TSclear. Descrambler 80 is capable of descrambling the following encryption
formats: the DVB super scrambling format used in Europe, the DES and 3DES data
encryption standard formats which are used in the United States, and the MULTI2
format which is used in Japan. The copy protect scrambler 81 is used to rescramble

the clear copy signal at the output of descrambler 80 to preclude the data content from

S

15 being stolen at the output of the conditional access module 17. Scrambler 81 uses the

DES data encryption standard scrémb}ing method.
FIG. 12 shows the details of a representative form of construction for the
conditional access descrambler 80 of FIG. 11. The descrambler 80 of FIG. 12
includes an input data register 140 for receiving the TSin data stream from the
20 multiplexer 76 of FIG. 10. Descrambler 80 also includes a set of eight decoders 141-

148 for descrambling any one of the following encryption formats: DVB, DES-ECB,
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i |5 output of the selected encoder is supplied to an output data register
160 to provide the copy protected output signal TSprotected or TSp.1 TTQﬁY 2004
actual scranbling process which is followed in the sel ected encoder i
controlled by a plural-bit scranbling session key which is |oaded into a
session key register 161. This scranbling session key is obtained fromthe
m croprocessor .unit 42 by way of the VPB bus. 20 Referring nowto FIG 14,
there is shown a representative cormof construction for the filter bank
56 of FlI . i ol i Egmg t 17
MAY 2004%%?&%%?%%9%& 0 Tg'fit?%gc%tgég el n%%gﬁ?glgsﬁgﬁ a@%l%gi red
packet is identified, its data payload is then stored in the_proper

| ocat i on eNATYRSIAN lpra@tswdn he ascoramwidgtasiby providingepprepnate %ﬂaddﬁ@lﬂalt ype. In
this way, the incomng data nay be filtered or sorted according to the

applicati u f i Lt LS. 1 _ i.cul arly, the
filter bgggogf%rshzglet%ﬁ%’ﬂgggFgfﬂ@s&ﬁ%ﬁ@@ﬁ%ﬁo%hgﬁ?gﬁﬂﬁﬁi convey different
transport streamformats. For exanple, the first input FLTinl can be
connected to the in-band channel output fromin-band receiver 30 and its
data stream is assunmed to use the MPEG packet format. The second i nput
FLTiznl can receive Iq‘;};tm stream fromthe ou pareigcei ver 31 and
thesdata signal s ofAh Ok out -of 10 G o8 me 0 be of

t he asynchronous transfer node (ATM cell format. _The filter_bank 56

i ncludes four filtd?VBits 90-93 whi ch PagitaleVidrocBeradensting (Bwepahp to
process different dAE8 streams. This arDatd Eaturmion Sandaa (U.EX) bl e

adj ustnent  of the gipt e&i ng relsource depeRdnig (Vaetmsoik ype of application.
For exanple, if th ondi ti onal access i,S~s&t _up to support

ATSC-t ype advancedei‘?% evi sion .~ servi cgggﬂu%focé&‘;w&eé, hi gh- defi nition
tellBvision), the f&¥Bfilter units 90- 9Quprtleedhask Block

The ECB, CBC and OFB formats are known variations of the DES and 3DES formats.
A descramble format register 150 and an associated decoder 151 determine

which one of the primary decoders 141-148 is activated to process the incoming data

15 stream. Descramble format register 150 is loaded by way of the VPB bus with a
plural-bit control signal which designates the decoder to be used. This control signal
is decoded by the enable signal decoder 151 to activate one and only one of its output
lines. Thus, only a selected one of the decoders 141-148 is activated or used for any
given data transport stream.

20 It is also necessary to load a session key register 152 with a descrambling _
session key which tells the selected one of decoders 141-148 how to descramble the

incoming data stream. This descrambling key is loaded mto register 152 by way of

the VPB bus.” Register 152, in turn, supplies the descrambling key to each of the
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to the in-band channel. For an open cable type of operation, on the other
hand, up to three of the filter units can be set to process the 17 MAY 2004
out - of - band channel for collecting IP and proprietary nmessages, while the
fourth filter unit nust stay tuned to the in band channel for processing

i n-band command signals. The outputs of filter units 90-93 are 20

sel ectively connected to the m croprocessor ASB bus by a nultiplexer 94
which is controlled by switching signal S4. 21 1 7 MAY 2004 FIG 15 shows
in greate j r.epresent ati.uwe form of, construction for one of . the

(11 Der uraRebR LaP SRR e RS i B dief MicH IS 1PGes GraBeioe Hignal
same construction. The filter unit of FIG 12 is tuned to one of the two

i nputs FuTithe dascranfildifo@ninregisear! 150! ThedeSamied dot Sedant epp@lietaiqRe of
the two inputs by a selector 5 signal S5. The selected input data streamis

supplied T Filter 96 ich refi]fers the data bytes according to
the pl urﬁh%ﬁog%géegﬁcﬁggﬂ%ﬁomeﬁ ilgfltfn TF§UPiPﬁ58tt0@HiQUfB'QI %ta FggEsteD.
The filtered bytes are then stored in an array of filter cells 97a-97h.

Pr e-r ecorldédosprgniade paleaeonunkirembléd bR sigRd IRIggtqctsare stored in a
pattern nmenory 98 and are supplied to filter cells 97a-97h. \Wen a pattern

mat gh 10 occur the corre ing filter cell |oads a_shift register 99,
Conpl et e nessa%%%né?%nogx&omg@’?}ﬂ?fﬁﬁéﬁF‘?Wnrtgﬁidﬂ% @ Fepresantatielorm ehe
menory unit 43 associated with the CAM m croprocessor unit 42. FIG 16 is

a pl an vicenstwictome fdrahencopy Pedletfscrabitilec®l ef Fegde!. tHntthaembdimesethodd h
the present invention. FIG 16Ais a left-end view, FIG 16B is a right-end

act onym BOEPAL 2t B ASe B er LIS oln pOF LA Wb Ry caard Iont b hapa QRAIOT |
Association. This is a non-profit trade association formed in 1989 to
defi ne aestehdgrtbe Misivbyay searad from descrambler 80 in accordance with any one of the
following tﬁ:ee encryption formats: DES-ECB, DES-CBC and DES-OFB. Other
10 scrambling formats may be used if desired. Selection of a desired one of the encoders
155-157 1s accomplished by means of a plural-bit 7 control signal which is loaded into
a scramble format register 158. This control signal controls an enable signal decoder
159 to activate a select one of its output lines, which output lines individually run to
‘differcnt ones of the encoders 155-157. The scrambled &ata stream appearing at the
15 output of the selected encoder is supplied to an output data régister 160 to provide the
copy protected output signal TSprotected or TSp. The actual scrambling process
- which is followed in the selected encoder is controlled by a plural-bit scrambling
session key which Is loaded into a session key register 161. This scrambling session
key is obtained from the microprocessor unit 42 by way of the VPB bus.

20 Referming now to FIG. 14, there is shown a representative torm of construction

for the filter bank 56 of FIG. 5. This filter bank 56 examines incoming data streams to

20




interface. The smart card reader of FIG 16 includes a netallic casinp7 M 2004
which is adapted to receive a plastic nenory card or smart card of
approximately the size of a 20 plastic credit card. The casing 100 conforns
to I SO Standard 7816. In use, the smart card is inserted into the casing

100 and the casing 100 is, in turn, inserted into an 22 17 MAY 2004
appropriate connector receptacle in the set-top-box 16. FIG 17 is a
perspective view of another formof PCMCI A card reader that nay be used

with the gesgie | The,reader casi.ng,10l of FIG 17 has .a shorter
ext ensi on, hencé:, hg\fgﬁ%?fg?ta&%}(gﬁquné%é?%w ‘G 1§ gﬁsm,gﬁcépifquﬁtﬁ%r form of
card reader 5 _that may be used. The reader casing 142 of FIG 18 is a

so- cal | eddgntified cusidataqayiowgl isahen sored aptiedpiaper ¢s@itog ihWaesiok @nemkicsar t
cards. FIGS. 19,20 and 21 show the packet formats for different” types of

data tr I t: hat be handl.ed b he present inventigpn. FIG
19 shomsadtgﬁ%gle?o@r%%t o?&lgﬁpf\‘)g%)({;t}i%‘f-aﬁ%ﬂ}’%é{‘fﬁ)%é%%&@ﬂpp& H%UEIYQWS ltaeed
format for a DSS data 10 stream packet and FIG 21 shows the format for an

ATM dat a tsostéh asebtding e tHéPiplidationedr use fobevidah & ik iaRksARS S M or mat
devel oped by the Mtion Picture Expert G oup. The preferred formof MPEG

i's EG o LS ined i Q L EC. St andar. 13 ...The acronym " DSS"
st a%s f gjra \‘%&‘g??gl Ih%:ﬁ%%ﬁ@&%??% O JHRy gi&ﬂgltaﬁgﬁg%‘l’hm@é@éb’éﬁéﬁeﬁ or
use in transmtting digital signals by sone satellite operators. The 15

acr onym 'dafferens traneigort streais)foanasndity channsibethVbEe inddr HISTia 1 dagigal si gnal
protocol for efficient transport of both constant rate and bursty

of 11 xed P anered R SPCPERE bRl ® oo in Rodie ekt a0 Rudst Ebston oo
and is conprised of a 5-byte header and a 48-byte information payl oad. The
digital tedssymsdoe useghaMBEGrpimkdt fppraly &he second input FLTin2 can receive the
data stream ﬁom the out-of-band receiver 31 and the data signals of the this out-of-
band channel are assumed to be of the asynchronous transfer mode (ATM) cell format.
The filter bank 56 includes four filter units 90-93 which can be independently
set up to process different data streams. This architecture allows a flexible adjustment
of the filtering resource depending on the type of application. For example, if the
conditional access module is set up to support ATSC-type advanced television
services (for example, high-deﬁni.tion television), the four filter units 90-93 are tuned
to the in-band channel. For an open cable type of operation, on the other hand, up to
. three of the filter units can be set to process the out-of-band channel for collecting IP
and proprietary messages, while thc; fourth filter unit must stay tuned to the in<band
channel for processing in-band command signals. The outputs of filter units 90-93.are

selectively connected to the microprocessor ASB bus by a multiplexer 94 which is

controlled by switching signal S4.
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20 use in the United States enploys the MPEG 2 transport stream format for
packeting and multiplexing the video, audio and data signals. 23 1 7 MAMAY 2004

2004 An MPEG packet has an overall length of 188 bytes and includes a
4-byte header field and a variable I ength adaptation field which can vary
in length fromzero bytes to several bytes. The remai nder of the packet is
conpri sed of payload bytes. A DSS packet has an overall |ength of 130
bytes and includes a 3-byte header field and 5 an optional variable Iength

adapt ation fi e qfs s'h%IW%tI'n lthc el Ja%}%e?%lﬁ@e"f Opgg{%art no‘nhr%ﬁ'8§§ of

packet is conpri sed of pay ytes. ow C
expl ai ns tthgeneraI nat ur e of the mul tiple data transport feature of the

present Hhe/BHET Bhits BAGH ol HecEavle@fdlaa &ltoyueitg BORIK1s10Ihis agneexani ned
and qual i fr ed according to its position and value in its data packet (block

10,.125). cdhianeas ek BHE£uba 47190 U900SMa 1R, B WAlobidoiesy (B Pk

126), the val ue e| ng deferm ned resu

qual i fyi nﬂa_process (bl ock 125) The resulting tagged byte is then passed
on as a 4 bEd myitqvl(:mro%kwmd) is dat 1o kelept esent themodipenby atdeteqponcess
described by FIG 22 is perfornmed by the TS input unit 52 shown in FIG 9.

ne par sOPRos A s bty B AR AEREIGHAER PAETAS 20T T 0’

flow chart for a representative inplenentation of the nethod of FIG 22.
Thi s nul Biepiliers thendasa bytaseadsotdiog teitie: phaal-bitdbgesttadhedcorttiemi iorthe Taéccess
nodul e 17 to handle any of the MPEG ATM and DSS transport stream formats.

Fach 1 NGBl Rinfiat oMY, 9. STAL R £ 8 REGOE Bhdistoled hPad Bl B! ﬁ:ﬁ]c@ﬂg value -

Within it packet i's quali catro ant SMoatt aches a

each data bg whi ch tag contains all the |nformat|on required for further
97a-97h. Pre-recorded signal pattern which it is desired to detect are stored in a

pattern mentory 98 and are supplied to filter cells 97a-97h. When a pattern match
10 occurs, the corresponding filter cell loads a shift register 99. Complete messages are
extracted from shift register 99 for storage in the memory unit 43 associated with the
CAM microprocessor unit 42.
FIG. 16 1s a plan view of one form of PCMCIA smart card reader that may be
used with the present invention. FIG. 16A is a left-end view, FIG. 16B is a right-end
5 view and FIG. 16C is a side view of the card reader shown ini FIG. 16._ The acronym
PCMCIA stands for Personal Computer Memory Card International Association. This
. 1s a non-profit trade association formed in 1989 to define a standard memory card
interface. The smart card reader of FIG. 16 includes a metallic casing 100 which'is
adapted to receive a plastic memory card or smart card of approximately the size of a
20 plastic credit card. The casing 100 conforms to [SO Standard 7816. In use, the smart

card is inserted into the casing 100 and the casing 100 is, in turn, inserted into an

22



24 1 7 MAY 2004 processing of the byte. The qualification of each ne\ﬁ/j)Mgfmm
starts with block 103 of FIG 23, which block represents the recepti'on

the new byte. The byte is first examned to determne if it is a header
byte (block 104). If it is, a determnation is then nade as to whether it
contains channel identification (1D) data (block 105). If the 5 answer is
yes, the byte is assigned a 3-bit tag portion having a value of "011"
(block 106). If it is not a channel 1D, then the byte is assigned a 3-bit

tag porti ' Note that the total tag
is a 5-bi%btr§€ﬁéﬂ%ﬁ°€?‘65¥t%o§eg“ I‘a‘:tlgmthﬁ( gée‘(r}%m%’q‘b? 's wi || be described
shortly. If the determ nation of block 104 determ nes that the new byte is
not a header HIG byt =2 pérepedthe hgteofianehgofamaoSBOME] Afcatrdir¢ader that may
non- header byte tests. The first test, represent ed by block 10$, is to

det er m 9 URLNGE SBECRILS: eyt ikt GV abbr. S T0ASTgReT

tag having a code
no, then the byte proceeds to an adaptation field test represented by bIock

110. |If ebcltﬂslixyrt édnse,aws}&dmvtoafte'mihlér@hd Fhést @8 shbes a furtherdssh @i edrdirdadegr
val ue of " ", as '15 represented by block 111. If it is not an

d f h h 112 f d .
o a1 g s, SRt o el sh R S PP pasie,
the byte is assigned a 3-bit tag having a value of "110", as represented by

bl ock 138d 1$ adapted tth eedeyteetws defferennenhapesars.ock 114 to det er mi ned whet her
it is a section length indicator byte. If yes, it is assigned a 3-bit tag

payi oad deci sfaq bilseR0 P82 1ses et Toriss 0% g RRe B NRe P OESRE: ' The
byte is determ ned to be a payload byte and is given a 3 25 1 7 NAY 2004
transport streams that may be handled by the present invention. FIG. 19 shows the
format for en MPEG data stream packet. FIG. 20 shows the format for a DSS data
10 stream packet and FIG. 21 shows the format for an ATM data stream cell. The MPEG
format is the data transmission format developed by the Motion Picture Expert Group.
The preferred form of MPEG is MPEG-2 which is defined in ISO/IEC Standard
13818. The acronym "DSS" stands for Digital Satellite Systems and refers to a format
developed for use in transmitting digital signals by some satellite operators. The
15 acronym "ATM" stands for Asynchronous Transfer Mode. ft s a digital signal
protocol for efficient transport of both constent rate and bersty information in
. broadband digital networks. The ATM digital stream consists of fixed-length packets
called "cells". Each cell contains 53 8-bit bytes and 1s comprised of a 5-byte header
and a 48-byte information payload. The digital television signal standard approved for

20 use in the United States employs the MPEG-2 transport stream format for packeting

and multiplexing the video, audio and data signals.
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bit tag portion having a value of "I 11 ", as indicated at block 1174 7MAfe004
assignnent of the initial 3-bit portion of its tag, the newly received byte
is tested as indicated by decision block 118, to determ ne whether its
data is scranbled or clear. If scranbled, a fourth hit in the tag, nanely,
the SCR bit is set to 1. If not 5 scranbled, the SCR bit is set to 0. The
byte is then tested as indicated by block 121 to determ ne whether it is
the last byte of either a header field or a payload field. If it is a |ast

and 11 not, the LiRD pgiet Bap s Jigry L RoRpPhl 158 Byoarifinchiyet A g 129
qualification grocess and the qualified output byte at step 124 is now in

condi t i omepesr Reldianska prnelledengthi adaptesiondfieldnathicharaal vaay ce dengtb o zETo
The qualification process of FIG 23 produces a stream of output bytes

T oo bstedo OGN LYRRC A e RlinlRe o PAE Hatiepls AARSEN de SIISRRL R

whi ch brodght them con 6Raf ess no
conditional access nodule 17 is enabled to process a variety of different
t r anspor D% pecintihes aatayeral] damgh foif d38btytesnamhiarclwddste Bibyterhtaderfidld @atli on.

And while the described inplenentation supports the MPEG DSS and ATM

t raaspor - : ' r i ‘ n
pachet -t §pePaPRaL I FidE dengh BBt o R o BV ENES sl enalfe i Rpifhoer
enbodi nent _of _t he ci pher bank unit of FIG 5. FIG 25 is a timng diagram

for an i Apthe BESqaskeniserdmpnsetobpailngd bpteshe 20 present invention. FIG

26 is a timng diagramfor an output streaminterface according to the 26

;Ze!;/‘e“zt Zggﬁsﬁgggggi tié'o Qgr;d%%Fgggr%gh%xbﬁ?ﬁ&h@g’&e?ﬁ%&%%% thRGHu R qgke at
transport feature of the present invention. Each newly received data byte (block 103)
1s examincd‘and qualified according to its position and value in its data packet (block

10 125). The examined byte is then tagged with a plural-bit tag (block 126), the value of
the tag being determined by the results of the qualifying process (block 125). The
resulting tagged byte is then passed on as a qualified byte (block 124). In the present
embodiment, the process described by FIG. 22 is performed by the TS input unit 52
shown in FIG. 9. The qualification and tagging of the received data bytes is

' ;J performed by the parsers 137 and 138.
Referring to FIG. 23, there is shown a detailed flow chart for a representative
. implementation of the method of FIG. 22. This multiple transport method of FIG. 23
enables the conditional access module 17 to handle any of the MPEG, ATM and DSS
transport stream formats. Each incoming data byte is qualified according to its

20 position and value within its packet. This qualification mechamsm attaches a 5-bit tag

to each data byte, which tag contains all the information required for further
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enbodi nents of this invention, it will be obvious to those skilled in the
art that various changes and nodifications nmay be nmade therein vm'thﬁthAY 2004
departing fromthe invention 5 and it is, therefore, intended to cover

al i rsuch changes and nodifications comng within the true spirit and scope
of the invention. 27 1 7 MAY 2004 CLAIMS Wat is clainmed is: 5 ~ F An
adaptive receiving J systemconprising, ,/ receiving circuitry for
receiving signals froma netwrk, such signals being in a selected one of

a plurali : ort. fopmats d.in sel ected one of a uraljty, of
encrypt i oﬁn%f: gésrlr]gé g??% B ¢ 1hF figgh %m%&@#%w ¥ yegs é‘f‘h}hg{%kd&& of
generating transport format 10 independent information signals relating

ther et o; Elans3, seliahiblocigrepiresatits the feoeptiaser aribhdwdyhet TRE bydngr Rt ed

portions of the received signals and rescranbling siuch portions in

accordan - 0 pr ot ect nc tion format required for the end
user; fife?g}r%llhgdg? 58%9‘3 f@?lse%&f%é‘%ﬂ?@e &U?F{(ﬁ;@ ?ﬂlfté%r?a‘ilb?téﬁnma@@ntlhe
received 15 signals; and control circuitry responsive to the transport

format i nbiepemiderds toiwiierhBRit c@ft£ihg ORA e Mkt dARVIDY) atLI88K I DERT If the
information for controlling the transscranbling circuitry. 2. An adaptive
sigal regalyl @ye@?%ﬁ]eogﬁ%%gggsiiz%ggé 3-Dit tag portion having a value of "011" (block
106). Ifitis not a channel ID, then the byte is assigned a 3-bit tag portion having a
value of "010" (block 107). Note that the total tag is a 5-bit tag. The purpose of the
other two bits will be described shortly.
If the: determination of block 104 determines that the new byte is not a header
10 byte, then the byte undergoes a series of further non-header byte tests. The first test,
represented by block 108, is to determine whether the byte is a null byte. If yes, it is
assigned a 3-bit tag having a code of "000", as indicated by block 109. If the answer
is no, then the byte proceeds to an adaptation field test represented by block 110. If
the byte is an adéptation field byte, then it is assigned a tag value of "101", as
i5 represented by block 111. Ifit is not an adaptation field byte; then the test of block
112 is performed to determine whether or not it is a table i;tientiﬁcation (ID) byte. If
. yes, the byte is assigned a 3-bit tag having a value of "110", as represented by block
113. If no, the byte is examined per block 114 to determined whether it is a section
length indicator byte. If yes, it is assigned a 3-bit tag value of "001", as indicated at

20 block 115. If no, the byte proceeds to the payload decision block 116. Since this is

the only alternative left, the byte is determined to be 2 payload byte and is given a 3-
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20 receiving signals froma network, such signals being in a selected one
of a plurality of transport formats and in a sel ected one of a pl UM iZB0y
of encryption formats; exam ning the received signals and generating
transport format independent information signals relating thereto; 25
descranbl i ng network encrypted portions of the received signals and
rescranbling such portions in accordance with a copy protect encryption
format required for the end user; extracting auxiliary information from

the recebitad podiieh havidd alvaludBY 2004 Anddicstdwat)eck nansport format
I ndependent Tnformation signals and the extracted auxiliary information

for controlli t he descrampl i ng .and_rescranbli operatiopns. 3, A.system
conpri si ng: S%Pﬁ %E’Lﬁﬂnﬁﬂéﬁ&Fh%H&Hﬁ@'bﬁbPom@@eﬂPf{lﬁ?%@gat BEWH regatvaddnie sm
in one of a plurality of different digital transm ssion formats; circuitry

for convektddng ﬁ]@%été@Bg}dggisgﬂ% @gégrlqegpré BER ik %%]me%%{sqﬂhtﬁ % Shmbled

| ndependent set of sign I spl'ay mechani sm for converting the

transm ssi on fohgat. 10 4. A systemin accordance with claim 3 wherein:
the circo $ier-i Hoicrerabled, ade ﬁthéﬂtﬂ@ thednamianelyothe SleBmihes tritta loylfast  and
a taggi ng nechanismfor assigning a tag to each data byte; and the

recei Vi ngramslaNtho Sy ss iﬁgeictﬁe!d. F'Yhé 8YRORSHhYR téfed ReidReased HabachYheso -

A systemin accordance wt aim4 whérein the qualifying nmechani sm
determine whether it is the last byte of either a header field or a payload field. Ifitis a
last byte, the LTB bit (the fifth bit in the 5-bit tag) is set to 1 (block 122) and if not,
the LTB bit is set to 0 (block 123). This completes the qualification process and the
quahified ou-tput byte at step 124 is now in condition for further processing in the

10 conditional access module 17.

The qualification process of FIG. 23 produces a stream of output bytes which
are no longer dependent on the particular transport stream format which brought them
to the conditional access module 17. Thus, the conditional access module 17 is
enabled to process a variety of different transport stream formats in an efficient

| 15 manner with minimal complication. And while the described implementation supports
the MPEG, DSS and ATM transport stream formats, it can be readily extended to

“handle other packét-rype or cell-type transport structures.
FIG. 24 shows another emb‘odiment of the cipher bank unit of FIG. 5.
FIG. 25 is a timing diagram for an input stream interface according to the

20 present invention.

FIG. 26 is a timing diagram for an output stream interface according to the
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15 conprises a parser nechanism 6. A sytemin accordance with cl ai mi § MAY 2004
conprising: at least two input channels for receiving at |east two data
streans, wherein each data streamis transnmtted in one of a plurality of
different formats; circuitry for converting each incomng data streaminto
a format independent set 20 of signals; a nechanismfor converting the
format i ndependent signals into an imge; and a nessage processing
mechani sm for converting the format independent nessage signals into
percei valfeSediRAPAARN. /- A Ssystemin accordance with claim6 wherein the
circuitry conprises: 25 a first qualifying mechanism a first tagging
mechani sm first signal processing circuitry; a second_qualifying

mechani sm  aVdelédhere kaysi rrpnndashahid hat gra ayprassnpopwidered sebepeelsgdal
processing circuitry responsive to the tagged nessage signal bytes for
Suppl Vi ngh BRARANR 6f BRI chBohNA WRESAIEVIREOGS HIAGKIRED ARt hia fafifal oM
in accordance wth claim7 whetein each qualifying nechanism conprisées a
parser mechanism 5 9. A nethod conprising: receiving data in data units;
det er ni whaggemenchmogdifi¢asipnstrmay befmademethgatia; withoutrde paaseg Som thenevyptien
data, providing a clear output; and

5 and it 1s, therefore, intended to cover al¥Fsuch changes and modifications coming

within the true spinit and scope of the invention.
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in the case of encrypted data, determining a unit size of the recei velﬁ ﬁ?ﬁﬂ”"
unit 10 and perform ng a decrypting function in accordance with the'un
size determ ned, thereby providing decrypted data. 10. The net hod
according to claim9, conprising: selecting a desired scranbling fornmat;
sel ecting a session key; and 15 | oading a sel ected session key in a

sel ected nenory. 11. The nethod according to claim9, conprising selecting
a scranbling format. 12. The method according to claim?9, including
processi ng broadcast signals. 13. The nethod according to claim?9,

i ncludi ng processing burst signals. 20 14. A systemin accordance wth any
of clainms 1 to 13 including a plurality of encoder mechanisns for
scrambling in accordance with differgnipgata encryption formats and an
encoder sel ection mechanismfor selecting the particul ar encoder nechani sm
for scranbling clear information. 15. A nethod for handling any of a
plurality of signal formats, said nethod 25 conprising: qualifying

recei ved data bytes; and attaching a tag to each received data byte to

i ndi cat e whet heWhat uddimedeyd data byte is scrambled and whether it is to
be copy protected. 30 1 7 MAY 2004 16. The nethod according to claim15
conprising: pairing a selected conditional access nodule or card with a

sel ected noglul e;  Isehectippeas@onyg Psthecdmprikd@ni sm and

receiving circuitry for receiving signals from a network, such signals being in
a selected one of a plurality of transport formats and in a selected one of a
plurality of encryption formats;
circuitry for examining the received signals and generating transport format
10 independent information signals relating thereto;
trans-scrarhbling circuitry for descrambling network encrypted portions of the
received signals and rescrambling :such portions in accordance with a copy protect
encryption format required for the end user;
filtering circuitry for extracting auxiliary information from the received
15 signals;
and control circuitry responsive to the transport format indepentent
information signals and to the extracted auxihiary information for controlling the

transscrambling circuitry.

2. An adaptive signal receiving method comprising:

20 receiving signals from a network, such signals being in a selected one of a
plurali.ty of transport formats and in a selected one of a plurality of encryption
formats;

examining the received signals and generating transpost format independent
information signals relating thereto; |

25 descrambling network encrypted portions of the received signals and
rescrambling such portions in accordance with a copy protect encryption format
required for the end user,

extracting auxiliary information from the received signals,
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determ ning a scranbling session key. 5 17. The nethod of claim 15 ir ﬁéfﬂmﬁ
16 conprising: scranbling signals in accordance with a private ciph J y
before they are recorded; and descranbling recorded signals in accordance
with this same private ci pher key when they are played back. 10 18. The
met hod of claim 17 conprising: receiving signals to be protected,
scranbling the received signals in accordance with a |ocally-generated

ci pher key; rec®fdibsiag tthe sasporblfeundi gdependen afsingmah spodagadnedi um

15 pl aying ba he, recorded signal.s; des ragﬁlin t he. pl ayed- back signals
in accordanceE&r%Cﬁedtzf“i]g‘%fa&ﬁiqfv}%’é’ﬂg?’)a"coé’ﬂo e %ﬁesgw%?@aanéaﬁﬁrwm@gt he
descranbl ed sbgaradignst © an end-user system 19. A nethod for processing
control and content information having one of a 20 plurality of formats

and subject to sgcr ' Lsing: receiving, qualifying and taggi ng
according to quali %@g{eﬁ%ﬁn‘?ﬁgﬁ{&, the received control and content
i nf or mati%on; usiangnfiteiggaiahhrriet firk@RiviiRgs 4igitsl Vb IsieAs iRosfte G AaRliie

operation; ans, separating the control fromthe content informatioén. 25 20.
A syst em conpfitkreny digtabirensayissiap fermatgicei ver s confi gured for conmuni cation

with one or nore:sj: ) §SSi - our.ces subject to at.least one
pr edet er ni ned sS(I:I%u{rnlgr{)}?/fl f g{’/@%&%%ﬁdg%e@ﬁgr# {s%‘rﬁu&%ﬁ}fﬁng%Pé@nlelsFlgﬂiwwghe at
| east one secimdepsndertyser of signals;

and a display mechanism for converting the transmission format.

10 4. A system in accordance with claim 3 wherein:
the circuitry includes a qualifying mechanism for incoming data bytes;
and a tagging mechanism for assigning a tag to each data byte;

and the receiving system includes circuitry responsive to the tagged data bytes.

5. A system in accordance with claim 4 wherein the qualifying mechanism

15 comprises a parser mechanism.

6. A sytem in accordance with claim 3 comprising:
at least two input channels for receiving at least two data streams, wherein each
data stream is transmitted in one of a plurality of different formats;
circuitry for converting each incoming data stream into a format independent set
20 of signals;
a mechanism for converting the format independent signals into an image;
and a message processing mechanism for converting the format independent

message signals into perceivable messages.

7. A system in accordance with claim 6 wherein the circuitry comprises:
25 a first qualifying mechanism;

a first tagging mechanism;

first signal processing circuitry;

a second qualifying mechanism;

a second tagging mechanism;
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21. The system according to claim20 wherein said nechanismis a
conditional 30 access nodule. 31 1 7 MAY 2004 22. A system conpri smg:MMtzum
].east two input channels for receiving at |east two data streans; erein
each data streamis transmtted in one of a plurality of different formats;
circuitry for converting each incom ng data streaminto a format

I ndependent 5 set of signals; a nechanismfor converting the format

i ndependent si gnahdssacobdsignelipnegssingeictudrnmessagaepo deasggedgnessagessipmin f or
converting th% format i ndependent . m?ssa%e signals into percejvable
messages. 23. XSO HAPDHDSEESRARHERAINIO e BICaT28F DIOCRHEIESPEChERS | r cui try
conprises: 10 a first qualifying nmechanism a first taggi ng nmechani sm
first signal pro8esAiskigiewiin@otardance vathsdgond wigein eadhnpahfichameshanisna
second taggi ng:tomachani sm 15 ind second signal processing circuitry
responsi ve to THEPEYHBYHEREEFE™ i gnal  bytes for suppl yi ng nessage

signals tgo the nessage processjng nechanism 24. A systemin accordance
with clait 23 whér &P ERICOMPRSIRY i ng nechani sm conprises a parser

mechani sm 25. ABG .a%‘i{%[%fﬂiéj ng: 20 a first testing nmechanism a
first taggi ng mechani smcoupled to the first testing mechanism for
assi gni ng determining an encryption state of the data;
in the case of unencrypted data, providing a clear output; and
in the case of encrypted data, determining a unit size of the received data unit
10 and performing a decrypting function in accordance with the unit size determined,

thereby providing decrypted data.

10. The method according to claim 9, comprising:
selecting a desired scrambling format;
selecting a session key; and

15 loading a selected session key in a selected memory.

11. The method according to claim 9, comprising selecting a scrambling

format.
12. The method according to claim 9, including processing broadcast signals.
13. The method according to claim 9, including processing burst signals.

20 14. A system in accordance with any of claims 1 to 13 including a plurality of
encoder mechanisms for scrambling in accordance with different data encryption
formats and an encoder selection mechanism for selecting the particular encoder

mechanism for scrambling clear information.

15. A method for handling any of a plurality of signal formats, said method
25 comprising:

qualifying received data bytes; and

attaching a tag to each received data byte to indicate whether a qualified data

byte is scrambled and whether it is to be copy protected.
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header byte indicative tags; a second testing nechani smfor exam ning each

i ncom ng data byte and determ ning whether the data is scranbl ed; 257 MAY 7004
second taggi ng mechani sm coupled to the second testing mechani smfor
assigning a scranble condition tag bit to each data byte and giving such

bit one binary value if the data is scranbled and the other binary val ue

If the data is not scranbled; and signal transfer circuitry for

transferring eachédBhameiiod sasdding 3o 8lafh ghedmpagng:30 bits to a data
processi ng mechani sm for_ produci ng usabl e di %I tal information. 32 17 MAY
2004 26. A net hoBagBaprsekicled.condgpralisroesymadela or pardride selersddomodue:host

with a sel ected %Q&Ln?ya_ c@gl_p?ﬁl%&etr}ﬁ%@%%%i r%d scranbling format; and 5

sel ecting a session g o8¢l ai m 26, conpri si ng:

descranbl i ng dat gitefainingdWsasBlimCdeedodgst W th a sel ected nodul e;
selecting a desired descranbling Tormat; and 10 selecting a session key.

28. The ngt hod aggofgli ‘?’g‘rhtoﬁ o?l:]%irfﬁ?_%r efal ggic&gjpg?fhgg a descranbl er having a

plurality of decoders escranbling any one he follow ng encryptions
formats: DVB, DESrBGBlin®EZNEBGn DEGdakS, wihlaTpayat8DEBeERBy b3ESthegBGeand
3DES- OFB, merr%icc?rd%(B means digital video broadcasting, DES

and descrambling recorded signals in accordance with this same private cipher

key when they are played back.

18. The method of claim 17 comprising:

recelving signals to be protected;

scrambling the received signals in accordance with a Jocally-generated cipher
key;

recording the scrambled signals on a signal storage medium;

playing back the recorded signals;

descrambling the played-back signals in accordance with the locally-generated
cipher key;

and supplying the descrambled signals to an end-user system.

19. A method for processing control and content information having one of a
plurality of formats and subject to scrambling, comprising:

receiving, qualifying and tagging according to qualification status, the
received control and content information;

using the qualification tag to determine a descrambling operation; and

separating the control from the content information.

20. A system comprising:
a plurality of receivers configured for communication with one or more signal
transmission sources subject to at least one predetermined security layer; and

a mechanism configured to remove the at least one securnty layer.

21. The system according to claim 20 wherein said mechanism is a conditional

access module.
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15 means Data Encryption Standard, ECB nmeans el ectronic code book, {B®AY 204
means chain bl ock cipher, and OFB neans out put feedback bl ock. 29. A
system conprising: input circuitry for receiving a digital data signal
which is scranbled according to different formats; 20 a nechani sm for
identifying the encryption format of the received signal; a descranbling
mechani sm for descranbling the received data signal; and a scranbling
nechani sm f or regg_rgr‘gl?gtigﬁg;omi@jsg@_scranbl ed data signal. 30. The systemin
accordance with claim29 including a digital television receiving system
25 31. A system ihlegicoradamoe chinnhlscloaireacpangiheleasiniwohéats steimedvitkatia
signal is scranpbled in accordance.wth a first data_encryption format and
rescranbl ed i nc®“A IR H&HRES Tt e%@cod’ﬁ&?aé’{hﬁg"éiﬁé’?ﬁﬁf%m f%/rg‘?%t. 32. A
systemin accor d@ﬂéﬁterbhc&Jv@hl’ﬁ% cH"ﬂ%ﬁié% BRE strbdrd ntd 3t RrBRCHNBIn@Eht
format is a selected one of a DVB, DES-ECB, DES-CBC, DES-COFB, LTI 2, 30

3DES- ECB, 53DESeCBCsignals;3DES- OFB, wherein DVB neans digital video 33 1 7 MAY
2004 broadcasti ng, S.neans Data Encryption. Standard, ECB neans el ectronic
code book. - CBC AEANCTERRN BYSER 8 LB aPD= QRACTERRThEENE® IR L CM &edback
bl ock format andnd hemegean od@%ﬁ§aﬁ€dhﬁﬂ'[sm%rfc@ﬁmﬁn edfolkR hAEFMBen133. A
systemin accordance with claim 32 wherein the scranbling nechanism 5

produces a scriafispedsignalaingg priesiveie glessagesdi f ferent from the encryption
format of the received signal. 34. A systemin accordance with claim 32
wherei n the recei2Bed system isiagrradiancs with claim 22 wherein the circuitry comprises:

10 a first qualifying mechanism;
a first tagging mechanism;
first signal processing circuitry;
a second qualifying mechanism;
a second tagging mechanism;
15 and second signal processing circuitry responsive 1o the tagged message signal

bytes for supplying message signals to the message precessing mechanism.

24. A system in accordance with claim 23 wherein each qualifying mechanism

comprises a parser mechanism.

25. A mechanism comprising:

20 a first testing mechanism;

a first tagging mechanism coupled to the first testing mechanism for assigning
header byte indicative tags;

a second testing mechanism for examining each incoming data byte and
determining whether the data is scrambled;

25 a second tagging mechanism coupled to the second testing mechanism for
assigning a scramble condition tag bit to each data byte and giving such bit one
binary value if the data is scrambled and the other binary value if the data 1s not
scrambled;

and signal transfer circuitry for transferring each data byte and its assigned tag

30 bits to a data processing mechanism for producing usable digital information.
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scranbl ed in accordance with a particular one of a first plurality of
different data encryption formats, producing a scranbled data signal which
s scranbled in 10 accordance with a particular one of a second pIW(MAthU‘
of different data encryption formats. 35. A systemin accordance with
claim 32 wherein the scranbling sequence for the received data signal is
controlled by a scranbling key. 36. A systemin accordance with cl aim 32,
wherein the descrgml jBGod @glggggp&ni smconprises a plurality of decoder
mechani sns for descranbling ta “signals and a decoder selection

mechani sm 37. Assmstbénpidataaccor dance with claim 32 including a plurality
of encoder nechanisns for scranmbling in accordance with different data
encryption for matParingidselfsiedosyuith 3 seleeled Brodptsehani sm for sel ecting the
parti cul ar e”COd%Elect%chm&ﬂ%@is&%Bﬁﬁ ?o%ﬁmﬁlnﬁ ng clear information. 38. A
mechani sm conprising: TIrcuitry ftor & ECEIVi ng multiple format transport
streans; & nmechareRBnALL sdsgiem{b)t_yi ng data bytes according to their position

within their packet or cell; 25 a nechanismfor identifying data bytes
according to theiyy yat URMMatdtckit P8l Fom 2t or cell and producing a match
i ndi cation signal when a match is détected;” and a data extraction

mechani sm r esponsles@amblinghéntarat ch i ndi cation signal. 39. A nethod
conprising: receiving signals to.be protected. 34 17 MAY 2004 scranbling
the received si ghat"®5; e&%&%r‘@éﬁ(‘f’é&\lﬁ@ﬁ"tﬁ‘?{né’gﬁllci y-generat ed ci pher

selecting a desired descrambling format; and

10 selecting a session key.

28. The method according to claim 27 including using a descrambler having a
plurality of decoders for descrambling any one of the following encryptions
formats: DVB, DES-ECB, DES-CBC, DES-OFB, MULTI2, 3DES-ECB, 3DES-
CBC and 3DES-OFB, wherein DVB means digital video broadcasting, DES

15 means Data Encryption Standard, ECB means electronic code book, CBC means

chain block cipher, and OFB means output feedback block.

29. A system comprising:

input circuitry for receiving a digital data signal which is scrambled according

to different formats;
20 a mechanism for identifying the encryption format of the received signal;
a descrambling mechanism for descrambling the received data signal; and a

scrambling mechanism for rescrambling the descrambled data signal.

30. The system in accordance with claim 29 including a digital television

receiving system.

25 31. A system 1n accordance with claim 29 wherein the received data signal is
scrambled in accordance with a first data encryption format and rescrambled in

accordance with a second data encryption format.

32. A system in accordance with claim 31 wherein the first data encryption

format 1s a selected one of 2 DVB, DES-ECB, DES-CBC, DES-OFB, MULTI2,
30 3DES-ECB, 3DES-CBC and 3DES-OFB, wherein DVB means digital video
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key: recording the scranbled signals on a signal storage nmedium ph gyMAYQ004
back the recorded signals; 5 descranbling the played-back signals in
accordance with the | ocally-generated cipher key; and supplying the
descranbl ed signals to an end-user system 40. A systemconprising: a
descranbl er nmechani sm responsive to received scranbled signals for 10
descranbling sane to produce a clear copy version thereof; a scranbler
mechani sm r es ponsdoastingy DHEmehesaDate Gpyryptign Stsdidr EEB mnadbisichgtrosieciodsi gnal s

I n accordance with rivate, ci pher key; an circuitry for supplying the
privately scratmﬂ(e&%sﬁf)@?ﬁp% byn P ePgRaPTs fod &g ”?Fé‘ﬂ%‘/&mmbﬁeﬁ%g%‘ﬁ‘u@%ﬁ a
pri vate T ecor aedngamd ihd\&lcaal dat;é%}gp% St 8Bl fofhal m 40, further

conprising: a playback nmechani sm ayl ng back privately scranbl ed

signals recorded.,op the storage nedi. .S rivatel v scr.anmbl signal s
navi ng been_ scr albl A PR Bacar daRe o FvBreUabE S RRURE g furiin?
de_scranbl ar nq%b&ﬁﬁeﬁmsf:ﬁhb@@ﬁ@dtﬁ hdl%i@ﬂﬁ&iiﬂf&e@cﬁ&ﬁ(ﬂw&@]wﬁoh fbieat 020
private cipher key to produce a clear copy version thereof; a scranbler

mechani sm r espbaisiogved ignhle cl ear copy signals for scranbling such signals
I n accordance with a copy protection cipher key used by the conditional
access systen afd. Aisysteintinyactadasdpglhyclagn 8hevheoy theretdedd dma signanbl ed
signals to an end- 25 user system 35 | ) )
scrambled 1n accordance with a particular one of a first plurality of different data
encryption formats, producing a scrambled data signal which is scrambled in
10 accordance with a particular one of a second phurality of different data encryption

formats.

35. A system in accordance with claim 32 wherein the scrambling sequence

for the received data signal is controlled by a scrambling key.

36. A system in accordance with claim 32, wherein the descrambling
15 mechanism comprises a plurality of decoder mechanisms for descrambling data

signals and a decoder selection mechanism.

37. A system in accordance with claim 32 including a plurality of encoder
mechanisms for scrambling in accordance with different data encryption formats
and an encoder selection mechanism for selecting the particular encoder

20 mechanism for scrambling clear information.

38. A mechanism comprsing;
circuitry for receiving multiple format transport streams;
a mechanism for identifying data bytes according to their position within their
packet or cell;
25 a mechanism for identifying data bytes according to their value within their
packet or cell and producing a match indication signal when a match is detected;

and a data extraction mechanism responsive to the match indication signal.

39. A method comprising:

receiving signals to be protected;
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scrambling the received signals in accordance with a locally-generated cipher
key;
recording the scrambled signals on a signal storage medium;
playing back the recorded signals;
5 descrambling the played-back signals in accordance with the locally-generated
cipher key;

and supplying the descrambled signals 10 an end-user system.

4(). A system comprising:
a descrambler mechanism responsive to received scrambled signals for
10 descrambling same to produce a clear copy version thereof;
a scrambler mechanism responsive to the clear copy signals for scrambling
such signals in accordance with a private cipher key;
an circuitry for supplying the privately scrambled signals 1o a signal storage

medium for producing a private recorded copy thereof.

15 41. The system of claim 40, further comprising:

a playback mechanism for playing back privately scrambled signals recorded
on the storage medium, such privately scrambled signals baving been scrambled
in accordance with the pnivate cipher key;

a descrambler mechanism for descrambling same in accordance with the

20 private cipher key to produce a clear copy version thereof;

a scrambler mechanism responsive to the clear copy signals for scrambling
such signals in accordance with a copy protection cipher key used by the
conditional access system;

and circuitry for supplying the copy protection scrambled signals to an end-

25 user system.




