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SYSTEM AND METHOD FOR CLUSTERED TUNNELI NG OF REQUESTS
I N APPLI CATI ON SERVERS AND TRANSACTI ON- BASED SYSTEMS

w@oppnixyd Notice A portion of the discl osure PET/UKI085/017345

pat ent docunment contains material which is subject to
copyright protection. The copyright owner has no
objection to the facsimle reproduction by anyone of

t he patent docunent or tge pat ent disclosure, as it
appears in the Patent and Trademark O fice patent file
or records, but ot hervvi se reserves all copyright

g ht s vvhatsoever ai m of Pr|or|t¥ U. S. PrOVISI onal

pp S CREEYANE MﬁTétP@\FﬁiEr@ THRED
TUNNELI N(BEQU@IEN&HFN.IMOGMEBVM AND
TRANSACTI ON- BARANSACTEDN-BASED SYST&EMSlo. 60/ 572, 644,
filed May 19, 2004, by Andrew Piper (Atty. Docket No.:

BEAS- 01564US0), and i ncorporated herein by reference.
U.S. Patent Applicat LC&&M&EELNQEEESYSTEM AND METHOD FOR
CLUSTRrtioTofitiEe disclaureedtEs tetent derimenrtarNaBERVERS
AND MRENBAEhiabNs BASIECt B YSPENEht prptedtiont Tae chpyrightf i | ed
May dwnerdtiEmo dlyjestiatr eh&Tgosimilétaprodititoady diyone
BEASfithe padd/Edocuarahtion ey pateat Bbclosuee,radiy appégisence.

Fi elifl thé Fient AETEddeMmarklBffic8 \idhtaie bf ré@rab st
genespbhwisk Qeddbi %ﬁgogg r}@ﬁ{té HIRSRGINY systens,

and transacti on- base and specitically to a

Claim of Priority:

U.S. Provisional Application entitled SYSTEM AND METHOD
FOR CLUSTERED TUNNELING OF REQUESTS IN APPLICATION
SERVERS AND TRANSACTION-BASED SYSTEMS, Application No.
60/572,644, filed May 19, 2004, by Andrew Piper (Atty. Docket No.: BEAS-
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AND TRANSACTION-BASED SYSTEMS, Application No. ,
filed May 16, 2005, by Andrew Piper (Atty. Docket No. BEAS-01564US1),
and incorporated herein by reference.

Field of the Invention:

The invention is related generaily to application servers,
messaging systems, and transaction-based systems, and specifically to a
system and method for clustered tunneling of requests in those systems.
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system and nethod for clustered tunneling of requests
in those systens. Background: In a typical clustered

wenisnmspse | evel application server environmeP€T/US2005/017345

clients may access the cluster using the Internet
Interoperability Protocol (HOP). Figure 1 shows an
exanpl e of such a clustered system The cluster 100
conprises a nunber of seprvers or cluster nenbers C 1
102, C2 104, C3 106, each of which can be identified
by an object request (I OR) specifying the servers nane
or address, and a port identifier. The client 108
makes HOP requests 110 upon the cluster using tunnel ed

B%!rﬁm.probl emis that this only works when the
mmuni cates directly with the cluster and no
proxy is im\aoltypid?l Icgustaszdi endrprise i level ga.gipdicatjora server
roxy 114 js involved then the situation QNMes noy

eI P PEY FOGo3s e CStEThBH AR AT RUTE TSI Chrrgh Bty

PRGC DI, LAY Lo SRR ShbiBRA Culchta BREKTER-sy TR

y om an

can on ick servers at ran then use sonme form
Tioé clustercllOOrezasprises a4 hamibet pf $eradey oni clfistematanavers C1 102,

03yttt Sk edshe Besdhod B pabriesoet o
SRR P SRR el ¢ brepd, it pORidciRfigE S Bfont 108
makes HOR fegnebizel 1@aipom the xiustaraisirgptdnastkeed|@P. The problem

. cluster nenbers. So whereas in the exapple sh i
is gl hie only wiaeks Whe e eland commniseles sty HiBGR clister
o148 5ol B3 R 018538 HERRFiguieF FORY 4R ilbhec

thenghgrétdatipmbetsmeamoral gorpléoatedinnect i ons to the
servers that can be accessed. |n _order togrovi de

ef fi ci ent rqaw-‘i?é‘itaFﬁ;ﬁﬁ@“&Ha lpagl pglasicers are unable to route

requests to specific servers. They can only pick servers at random and then
use some form of “stickiness” in the http header information. Client-side
clustering relies on the ability to route to specific servers;

Proxy’s generally perform Network Address Translation (NAT),
requiring that cluster member (IOR’s) advertise the address of the proxy
rather than the actual external addresses of the cluster members. So
whereas in the example shown in Figure 1, each of the cluster members C1
through C3 have a distinct address and port, the proxy can only advertise a
single address and port to the client;

Unsigned applets can only open connections to the servers that
can be accessed.

In order to provide efficient load-balancing and failover
throughout the enterprise, there exists a need for a mechanism by which

tunneled IIOP clients can work in clustered environment.
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t hroughout the enterprise, there exists a need for a
mechani sm by which tunneled HOP clients can work in

webuwstuesed environnment. Summary: | n accordance RET/OSENS/017345

enbodi nent of the present invention, a system and

met hod for clustered tunneling of requests in
application servers and other systens is provided. The
systemincludes a client,, a cluster having a plurality

of nmenbers, and a proxyﬁsThe cluster does not

advertise the internal addresses of its nmenbers since

clients mght attenpt to directly connect to that
SHBMBAFY: | nstead, the client is configured to include a
tunnel i ng; ' [

The adver tr? é% rdéfaééé{évgh\gfﬁ %ﬂ%6&ﬁ&?§r%ﬁ€ S%ﬁ?'”l‘@ﬂﬁgﬁ @
swem andhmiedtamteior alustdred dlnresting ocbrequests lmruppileatmﬂnservers

t L t t but t
afie ol SYSRATS I pronded: TE suseBnneBHoS & clighig lLsserhaving
avyslwanfmf ARIHBES 3he &Ipwwr TREESter 'd%eécr&ﬁféiﬁ)é?ﬁse the

an enbodi ment the cli’ent sets a cooki e which
|r1t¢r@al Qddtestsestcbfetqomambersrmnm @Jayntsemrghttaiiaempbto: dnrectq/

bt R ArBRE; oSttt Shaciefes RpflalRd  ifdice =

tm\@m@r trwnﬁﬁfwm&h tHRs FIQfxy B@ﬁﬁé&isﬁé 5enTak aﬁb@rtié'ealad%ss
gure shows an exanp a clustered systemt hat

oaﬁ@scluﬁer membarelsdha@ts@’r R header ai§edtienbqRusng runtime,

s S5 B SoBNEER L BB oty B pu BHESFEn TS By e
infération te mndembommuhueatdwmthecupprﬁp@alé@m’stéhmﬁ\b%r
flowchart of a process for handling clustered

InageREtanss with aeen&&dirneﬁt@@@B@@%ﬁ%@aﬁpphleavhleiﬂr@dbenéﬁﬂt
tcPthd Bfoxy NVERE I8 AREWRESthe cookie with the appropriate cluster

member information and uses this information to tunnel the request to the

appropriate server.

Brief Description of the Figures:

Figure 1 shows an example of a clustered system that does not
provide clustered tunneling of requests.

Figure 2 shows an example of a clustered system that provides
clustered tunneling of requests in accordance with an embodiment of the
invention.

Figure 3 shows a flowchart of a process for handling clustered

tunneling of requests in accordance with an embodiment of the invention.
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Description: In accordance with an enbodi nent of the
present invention, a system and nethod for clustered

wao evseldspg of requests in application servers BOUSI0®017345

systens is provided. The systemincludes a client, a
cluster having a plurality of nenbers, and a proxy.
The cluster does not advertise the internal addresses
of its nmenbers since C|I%ﬂts m ght attenpt to directly
connect to that menber. Tnstead, the client is
configured to include a tunnellng l ayer within which
the proxy address is set. The adverti sed address of
the cluster nmenber is then set in a header at the

D%ltéiféﬁ DeQBFii rlrunt| nme, the client connects to the

_DT_UYV—HS_D'E‘P?)TET' but then uses its internal

i nformati bnad:(mrdanwwithwn mbmlllmemtoétm preseheinvention, a
q‘fL ster a‘gﬂ ccordance with an

%ﬁg%ﬁ?@e ﬁ% clustrre %n%'ns ReUsHs PranRlicatiemservars

ah@ oti® syé‘@‘ﬁ/s is PR&VIBE@XYhé §yé‘l’é¢ntlﬁ§lufj BE 20K § c)’t‘.’ls'ﬁ%}htjliegvﬁwg

appropriate cluster nenber or mat ron and’ Uses
aiplealitynof orermbersyandl a tphexy. edhestluster tdknesarpﬂrarpxartﬁeethe

I bl t at are .
e darer e GafamantsiocThdt cleRlay o aitpElsgrecty
cOHMER tbemaeaﬁérdb@rspm@téadc tRET MRS is U&ﬁrge@a BlivcIRd& e
servers at random and then use sone formo

tungieling layes withinwhinb the pioxyieddesssiinset. thtauadwertnsed address

of i3ttt A Ghuoh ShoRSel BLARRe B8, AR kbl BubRar e
thee efiemtntdiet &ws koAt @56xyT aeNBemIre OBut NMASH . uéééqlltbrlh[é}nal
t hat cluster nenber (| &\sdvertlse t he address of

inferanaiosty ceanaelorceaiMyisatevithihesprsppratelirtesnemhet.
PR PR e sh AR OB B BB o
toT'rIr@r proxye T peoxy rpositss thel obolkdeswitrtHeappropriate cluster
member information and uses this information to tunnel the request to the
appropriate server. |

A principal problem with proxy’'s that are hardware load
balancers is that they are unable to route requests to specific servers. They
can only pick servers at random and then use some form of “stickiness” in
the http header information. Client-side clustering relies on the ability to
route to specific servers. In addition, proxy’s generally perform Network
Address Translation (NAT), requiring that cluster member (IOR’s) advertise
the address of the proxy rather than the actual external addresses of the
cluster members. Also, unsigned applets can only open connections to the
servers that can be accessed. There are three proposed solutions to this
problem:

Using the proxy to perform client directed load-balancing and
failover;

Performing server-side load-balancing and failover; and



10

15

20

25

problem Using the proxy to performclient directed
| oad- bal anci ng and fail over; Perform ng server-side

wo omdAalxabanci ng and fail over; andPerform ng clPenusmodel7345

| oad- bal ancing, with fail over via HTTP 400. Proxy

| oad- bal anci ng requires that actual addressing
information is carried out-of-band and acted on by the
proxy. Most Ioadbalancer%bsupport URL-di rected | oad

bal ancing, so it is possible for a tunneled client to
enbed addressing information in the URL, and for t he

| oad bal ancer to route the request based on_thi
enmbedded FeffFmiNg eient-sifesloags Q'ﬂ@C'BQdWﬂhcfﬁ%@v%rV@émTf
gat plugins would not be necessary in the application
server. Instead, each application server is

i ndi vi duaPrgxycoidadgbaladcing treguiread thal aackml oaddedssing
erver that ei yes the request, Wth both

indeimalion [SGeaiRg Qytioiand el aied SRIPKIBEIYOXYeINest lgAc-

beaan% SappsHt @RLycﬁfedéd tléécggﬁé%%c rb@ltrlgq blbsfor a
sent to or received cl uster. pr ox

tmlﬂcbdlajmmmbeduaddm@mlfmtm [ ﬂm:URLc ahdsﬁmtsthe load

o3@niiet Thyta 0380 Rrasl Sfof driaiadintruiis! thighds
tHeEad RIS pYo sty thet bl@gm&llﬂﬁbﬁbe ﬁ@&@@s’a m&he\ﬁdplllcatlon

carry addr essi ng I nf ormat i on he server to
semver.r bgiaad, eashiepplication seTver ls arqi!wéuallyscqnﬁlgured in the Ioad

oFRAREOr REB Sehertl GRENES e Biite cossion o
i nfor mat i With beth sepvisrasidé Bad RIiEnsite IRNbAIANENS sslectibn
requests to that server. The addres&gfg i nformati on

ottéaﬁ tgEoet Servards tigaerad whan arequsstis s tadir neceiredat the
cltiBfer Urhs drlxFRH §s8HAEE 1S hikhtalH QB8RS td SpdHichosts,

only that it can make repeated requests to a server it as already been
connected to. An initial request may be randomly routed to any cluster
member, but will carry addressing information for the server to which the
request is intended. The request is then communicated to the correct
server. When routed the request is infected with appropriate session
information that causes the proxy to continue sending requests to that server.
The addressing information can be carried in a number of ways, including:

Rewrite the URLs to encode addressing information. In this
implementation, tunneled requests are rewritten based on the target server
address and port information. For example, if the proxy is located at
proxyhost:80, and the cluster member is located at cluster1:7001, then a

tunneled request may be written as:

http://proxyhost:80/wls internal/clusterl/7001/iiop
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i npl enentation, tunneled requests are rewitten based
on the target server address and port information. For

wex@spias4 i f the proxy is |ocated at proxyhostP@DUSZNS017345

the cluster nenber is located at cluster 1:7001 , then

a tunnel ed request may be witten as: http

://proxyhost :8qg/wW s_internal/clusterl/7001/iiopor a

vari ation thereof dependi ng on the particul ar

i npl ementation as to howthe requests shoul d be

prepared An alternative neans is to add addressing
custom HTTP header. Havi ng provided

of Eé/%%ﬁ?%ﬁéeweﬂ? 2’@9&91"@6 on %gdﬂ%%ﬁ@m@emtatm alerhow
tﬂ’@yeddyg[g Qi%tﬂ&rbfe%ﬂéﬁgref‘d.t her by server-side |oad

bal anci ng, si de | oad bal ancing. Wth
server-si d@ alteative anednsyjs tmabdnaddressiof informatiostiara

0 proxy requests based on the cluster
CP%‘P&?E@U oﬁs?%éthe URL or header. Thus, even if a
request f gidvingPpRividtitthe é&ﬁés@ﬁif@ﬁﬁ@ﬁorﬂl@é@ bﬁla'h%mg and
host, that request would still end up o

failoyes praiathens Sevierformash either bysﬁﬁmgres'de lgsdtbajamkmg,oor

tains an appropriate cookie for the
@arge#éggérdvtjeélgn?'ﬁat he server has al ready been accessed

by t he | ogditthedrmraceidetibedbaliper@leath MMISSIST the bluske is
fut ed correctly. Wth client-side | oad bal anci ng, the

criigirf do PE0si erkgsts hasedigisthedusier indermatipreinghe URL or
hFES%?E Sthud, REeRSE ¥ ?é%%égt ?ﬁféh 3 té?'-g‘:l% 4 %%d"?@aﬁg% op'#‘&h% Eﬁ%w

bal aricer knew out server

hastg thati neqLigst wbuldcﬂtllltdfr&hupm ihlel gpproprigteds&oen When the
until i eaghed,  anot her server. In this

h . :
rdSPOnER D SPRPASK DS Sigini EoRLGS £D ARPERGrIale caPkie forthe
ta?{;@‘ff%éfvé‘la\’lﬁtﬁeosé?@ fal?é’ao%%eéwgéé&rsbatb% 2% Ebalancer

I hf ormation for ient to u
then subsequent requests wiII be routed correctly.

With client-side load balancing, the scenario is similar, but
instead of routing the request, the server raises a HTTP 400 message. If the
load balancer knew about that server, it would route accordingly, if not then
the client would keep retrying until it reached another server. In this instance
the servers do not need to proxy at all, they simply have to be able to set
appropriate cookie information for the client to use.

Figure 2 shows an example of a clustered system that provides
clustered tunneling of requests in accordance with an embodiment of the
invention. As shown in Figure 2, the cluster 120 includes a number of
cluster members or servers 122, 124, 126 as before. A client 128
communicates with the cluster via a proxy 130. Each of the cluster members
publishes an IOR including the specific addressing information for that
member such as the name and port. However, the proxy cannot advertise
the internal addresses of the server because the client would then attempt

to connect fo that server. Instead, in a tunneling layer of the client, only the
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woraok/1:39enbodi nent of the invention.

Figure 2 shows an exanple of a clustered systemthat
provi des clustered tunneling of requests in accordance

Figure 2, the cluster 120 includes a nunber of cluster
menbers or servers 122, 124, 126 as before. A client
128 communi cates with the cluster via a proxy 130.
Each of the cluster nmenbers publishes an | OR including
the specific addressing information for that nmenber
such as the nanme and port. However, the proxy cannot

S8R e B AR PR o T Y 5 o
adVarised hddreesdnd Pﬁrt@af*th’é‘@lﬁ%té?%érﬁ%l‘ |s%te}1ﬁ1r§s;?%d|§l%ader

only theaddress o roxy is set sot
Thetlisntsended3g@ aapkichhd4 tor theyprosty evheateierthe cedkiadgeeifies

AR AR Mo AR TEOR SorbcR o BReSBER, Bing

moy addnby, ehé prbgy 688K ite SFBRHAIGS it e E8588 o] l%te the

When the client then connects 138 to the proxy usin
Qaiee g ferver.dadinessmbodimant the/prosy sewmesnm:)ctheraudmssubased

s SRARF et FoBa Gt EO e iey’ Bk SPRRIPA4S Thmuseekisn
the | OR ofDiiiey desicveptRshifnhblieFEGAS the ?%@ﬂcg'tﬁéﬁﬂe

in the cookie, During a failover situation
destigation sevephas &iledatThenproxy mavnaiteropt todfomeardiths request

e TR PR LTS 8 0P ST 3

hais| thategeel; tarichatfalibverssydecwilhiencbaniaRg th@ et to another
failover, code will then connect the client to another

SeEYeIeROAIRYAR Y/ POXYhe proxy. Fi gure 3 shows a

fl onmchart t

t unnel i ng Fg u?%g%gé Safo‘\)/\écg%gﬂg C%‘%ﬁ) iﬁngh%%a'f‘ﬁ%eﬁ?d

tarfineling Gf nequastoim. ao@sr@mawnmaﬁeﬂwmalrﬁenﬂ o t19é PReABGh. As
he c ets header information for the specific

SOPYSt 'lalr'f"'ﬁy & IpstaRe 9@y ther client getsrhander infymatiom. for the
spbEific tRéstelt MBmber or server it is communicating with. In step 152, the
client writes a cookie to the proxy with this information. In step 154, the proxy
receives requests from the client destined for the cluster. In step 156 the
proxy uses the information in the cookie to rewrite the requests with the
appropriate IOR. In step 158, the request is routed to the appropriate cluster
member.

The presentinvention may be conveniently implemented using
a conventional general purpose or a specialized digital computer or
microprocessor programmed according to the teachings of the present
disclosure. Appropriate software coding can readily be prepared by skilled
programmers based on the teachings of the present disclosure, as will be
apparent to those skilled in the software art.

In some embodiments, the present invention includes a

computer program product which is a storage medium (media) having

As shownPETIUS2005/017345
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client wites a cookie to the proxy with this
information. In step 154, the proxy receives requests

WO e@siidsed cl i ent destined for the cluster. | n BCEPSHEH017345

the proxy uses the information in the cookie to
rewite the requests with the appropriate IOR In step
158, the request is routed to the appropriate cluster
nmenber. The present invention may be conveniently

i mpl enent ed usi ng a conventi onal general purpose or a
speci alized digital conputer or m croprocessor

. progranmed according to.the teachings of the present
'H&Fryg{'@wf@re 69?&%&%%%@@8@639@@0@% REARYIEHIO

pgf;fsméﬁg o?thesﬂﬁjogéeg'%s%ﬂﬁé%%@rﬁ _irﬁ%%ﬁenpfrhb@%oﬂaat@%&aﬁ]

the present osure, as W be apparent “to
cam dsaudki buteis not lirided 0d,t svay yper of disk inciding floppy disks,

o st iR, CORAME Fitrodnys cindTaSiotm el cs ROM,
RAME, N"EPRENEC EEPROMO BRAMEN$RAM) ﬂggrfméa@tggﬁg%ev&%a

to programa conputer to perf’qrm any o esses
megnetie op petieltcards,dranosystemee(inclodingenalediiamneemory ICs),

i pcl , is not.lim. 0, .any type pof dis

of ARy BB of b il St it stditq nhBcRindaidigrgate
m crodri VEhe 306k géscripgtionca thel presenfRaVEntidifiMas been
EPROVs, EEPROMS, Ms, VRAMs, flash nenory devi ces,

preyislest for the Ppppea Pt Hesiaatiomanbdgserimtion i‘ﬁé In@gintgnded to
o BrEb e G g el e el BBl e

efhbodpnémy wess ichpsewrard deberipsdderdrdente bésdinepidin the
beenl grovi ded for the purposes of illustration and

PriRadRles i e, inventian gad ity Peacical @pplieatiomdhetabyeceabling
oS S B AR Rl Bl hine e
ame switle xyarius trhedificatiorisplifest afe t sidtddnvtenthieopaaticllat wse

C nrtgr%tpilactglj. ﬁ%’ ljnité:nac}eidotﬂ’at %%%%%BX o?{})aeqln\llenr%ion be defined by the

following claims and their equivalence.
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others skilled in the art to understand the i nvention
for various enbodi nents and with various nodifications

Wo b@abt/185e4 suited to the particul ar use cont enpP@r/E8200$/017345

is intended that the scope of the invention be defined
by the follow ng clains and their equival ence. d ai ns:
What is clained is: 1. A systemfor clustered
tunneling of requests with a proxy, conprising: a
cluster, including a plurality of cluster nenbers; a
proxy for receiving requests froma client and routing
requests to nenbers in said cluster; and wherein said

s receives a cookie froma client, said cookie

AP i:of ormati on about the destination cluster
Wrr@%ﬁércyap@%gégused with said client, and then routes
subsequent requests fromsaid client according to said
i nformation. 2. The stem of claimlwherein said .
Tl us AP SRR dusiatad Winoeog of resbiesistiva pry, FPYPAgINg:
each r; Hear : im2 wherein
a cl P?A@%gér&%g@%saa@r?l@%r E%%Eemqlgl@r?%g%out t he
cl usaeprory fidrereceiving segudshs frormaalieat aond rooting eaduesth éo
cooﬁi e.. 4. cf ma{ hod for clustered tunneling of
merRbe/Sie SRiq HUSSs 3%, conprising the steps of :
pr ovinfighginassHUSioRy tetehed Adcbri Yothi 4 light, Céalgt Qlokie
menbers; receiving ' froma client at a proxy, a cookie
sppeibying infirmationr akaut dhe destinationeiwsier membearrio beussedrwith

said c

r,to used, with lient, .and regeivin .
B ERnane el tadel sbsBAlen et RitR so il Bignraing
td eaftiinfdrindges. requests to the nmenber in said cluster
speci fied by said infornmation.
2. The system of claim 1 wherein said cluster members advertise distinct

IOR’s identifying each cluster member.

3. The system of claim 2 wherein a client receives said |OR information
about the cluster member and uses this information to create the cookie.

4. A method for clustered tunneling of requests with a proxy, comprising
the steps of:
providing a cluster including a plurality of cluster members;
receiving from a client at a proxy, a cookie specifying information
about the destination cluster member to be used with said client; and
receiving subsequent requests at the proxy from the client and routing
those requests to the member in said cluster specified by said information.

5. The method of claim 4 wherein said cluster members advertise distinct

IOR’s identifying each cluster member.
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5. The nmethod of claim4 wherein said cluster nenbers
advertise distinct |OR s identifying each cluster

woreowbar2sé4 The nethod of claim5 wherein a cliBEE/US2005/017345

receives said IOR information about the cluster nenber
and uses this information to create the cookie. 7. A
proxy for clustered tunneling of requests between a
client and a cluster, coq8r|5|ng a proxy for
receiving requests froma elient and routing requests
to nenbers in a cluster; and wherein said proxy

t d
6% o TG EHTOR il SANBEIRE diRbt GeeieR SR PR infomgation
abBlPgie él@st@? m&RBeMbAd U884 this irif§haticH éﬁé@ﬂe e Sskie.

subsequent requests fromsaid client according to said
information. 8. The proxy of claim?7 wherein said

Toncn L PRVAR RS WhAGi Bl iRlens Belvad s A glishk o =

cm@erpe@pﬁmngmgs the cookie to map client requests to
said IOR information. 10. A client for use in

cl us PelRreYy fRFRsEiiRg sRquastt ot amdientand traeting requesinitp

béll%tlﬁ rér?’d ng: a tunneling |ayer which
rece| ves i nformati on about a cluster nenber and

uses whieirsini sdidr prixlyoreceivesr 8 atadkic ki £ oibht hsdig ddukie

sen _to_@i proxy; and wherein the tunneling | a)égr )
Segw}wm pr@atianpRraytihe gestination clyster memper toibg yses with
sBid%f¥nt, and then routes subsequent requests from said client according
to said information.

8. The proxy of claim 7 wherein said cluster members advertise distinct

IOR’s identifying each cluster member.

9. The proxy of claim 8 wherein the proxy uses the cookie to map client
requests to said IOR information.

10. A client for use in clustered tunneling of requests between the client
and a cluster, comprising:

a tunneling layer which receives |IOR information about a cluster
member and uses this information to create a cookie which is then sentto a
proxy; and

wherein the tunneling layer communicates requests to the cluster

member via the proxy.



