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INFORMATION INTERACTION METHODS, APPARATUSES, DEVICES, 

AND SYSTEMS AND STORAGE MEDIA 

 

TECHNICAL FIELD 

[0001] The present disclosure relates to the field of Internet of Things, in particular to 5 

information interaction methods, apparatuses, devices, and systems, and storage media. 

 

BACKGROUND 

[0002] Internet of Things (IoT) refers to a network where everything is connected, 

which is an extended and expanded network based on the Internet. The IoT is a huge 10 

network formed by combining various information sensing devices with the Internet to 

realize the interconnection of people, machines, and things at any time and any place. 

[0003] However, in the IoT scenario, due to the complex network environment, there 

may be situations where information cannot be directly interacted between different 

devices. 15 

 

SUMMARY 

[0004] The present disclosure provides information interaction methods, apparatus, 

devices and systems, and storage media. 

[0005] According to a first aspect of the embodiments of the present disclosure, an 20 

information interaction method is provided. The method includes: publishing a remote 

procedure call, RPC, message to a service-side; and in response to detecting that a 

response message with respect to the RPC message exists on the service-side, obtaining 

the response message, where the response message is published to the service-side by 
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a called device indicated in the RPC message, and the response message is acquired by 

the called device processing the RPC message after detecting the RPC message at the 

service-side. 

[0006] In some optional embodiments, the method further includes: adding a message 

identifier of the RPC message at a first designated position in the RPC message; and 5 

publishing the RPC message to the service-side includes: publishing the RPC message 

with the message identifier added to the service-side. 

[0007] In some optional embodiments, the method further includes: in response to 

detecting that a new message exists in a second predetermined message path of the 

service-side, and the new message has the message identifier of the RPC message, 10 

determining that the detected new message is the response message with respect to the 

RPC message. 

[0008] In some optional embodiments, the response message is published to the 

service-side by the called device based on a preset asynchronous messaging protocol; 

and/or publishing the RPC message to the service-side includes: publishing the RPC 15 

message to the service-side based on the preset asynchronous messaging protocol. 

[0009] In some optional embodiments, publishing the RPC message to the service-

side includes: publishing the RPC message to a first predetermined message path of the 

service-side; and obtaining the response message in response to detecting that the 

response message with respect to the RPC message exists on the service-side includes: 20 

in response to detecting that the response message with respect to the RPC message 

exists in a second predetermined message path of the service-side, obtaining the 

response message. 

[0010] In some optional embodiments, the first predetermined message path of the 
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service-side and/or the second predetermined message path of the service-side includes 

identification information of a device published the RPC message. 

[0011] In some optional embodiments, the RPC message instructs the called device 

to execute a remote control command, and the response message indicates an execution 

result acquired by the called device executing the remote control command; or the RPC 5 

message instructs the called device to perform vision task processing, and the response 

message indicates a processing result acquired by the called device performing the 

vision task processing. 

[0012] In some optional embodiments, the method further includes: obtaining a pre-

processing result acquired by pre-processing an image; and generating an RPC message 10 

including the pre-processing result. 

[0013] According to a second aspect of the embodiments of the present disclosure, an 

information interaction method is provided. The method includes: in response to that a 

called device detects a preset RPC message existing on a service-side, obtaining the 

preset RPC message, where the preset RPC message includes information indicating 15 

the called device; acquiring a response message with respect to the preset RPC message 

by processing the preset RPC message; and publishing the response message to the 

service-side. 

[0014] In some optional embodiments, the method further includes: in response to that 

the called device detects a new message existing in a first predetermined message path 20 

of the service-side, determining that the detected new message is the preset RPC 

message; and/or publishing the response message to the service-side includes: 

publishing the response message to a second predetermined message path of the 

service-side. 



 

4 

[0015] In some optional embodiments, the preset RPC message includes a message 

identifier of the preset RPC message; the method further includes: adding the message 

identifier of the preset RPC message at a second designated position of the response 

message; and publishing the response message to the service-side includes: publishing 

the response message with the message identifier added to the service-side. 5 

[0016] In some optional embodiments, the preset RPC message is published by an 

RPC initiating device to the service-side based on a preset asynchronous messaging 

protocol; and/or publishing the response message to the service-side includes: 

publishing the response message to the service-side based on the preset asynchronous 

messaging protocol. 10 

[0017] In some optional embodiments, a first predetermined message path of the 

service-side and/or a second predetermined message path of the service-side includes 

identification information of an RPC initiating device published the RPC message; 

and/or the preset RPC message instructs the called device to execute a remote control 

command or perform vision task processing. 15 

[0018] According to a third aspect of the embodiments of the present disclosure, an 

information interaction method is provided. The method includes: receiving an RPC 

message published by an RPC initiating device; sending the RPC message to a called 

device indicated in the RPC message; receiving a response message with respect to the 

RPC message published by the called device, where the response message is acquired 20 

by the called device after the called device detects the RPC message at the service-side 

and processes the RPC message; and sending the response message to the RPC 

initiating device. 

[0019] In some optional embodiments, receiving the RPC message published by the 
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RPC initiating device includes: receiving the RPC message published by the RPC 

initiating device to a first predetermined message path; and receiving the response 

message with respect to the RPC message published by the called device includes: 

receiving the response message published by the called device to a second 

predetermined message path. 5 

[0020] In some optional embodiments, receiving the RPC message published by the 

RPC initiating device includes: receiving the RPC message published by the RPC 

initiating device based on a preset asynchronous messaging protocol; and receiving the 

response message with respect to the RPC message published by the called device 

includes: receiving the response message published by the called device based on the 10 

preset asynchronous messaging protocol. 

[0021] In some optional embodiments, the first predetermined message path and/or 

the second predetermined message path includes identification information of a device 

published the RPC message. 

[0022] According to a fourth aspect of the embodiments of the present disclosure, an 15 

information interaction apparatus is provided. The apparatus includes: an RPC message 

publishing module configured to publish an RPC message to a service-side; and a 

response message obtaining module configured to obtain a response message with 

respect to the RPC message in response to detecting that the response message exists 

on the service-side, where the response message is published to the service-side by a 20 

called device indicated in the RPC message, and the response message is acquired by 

the called device processing the RPC message after detecting the RPC message at the 

service-side. 

[0023] According to a fifth aspect of the embodiments of the present disclosure, an 
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information interaction apparatus is provided. The apparatus includes: an RPC message 

obtaining module configured to obtain a preset RPC message in response to detecting 

the preset RPC message existing on a service-side, where the preset RPC message 

includes information indicating the called device; a processing module configured to 

acquire a response message with respect to the preset RPC message by processing the 5 

preset RPC message; and a response message publishing module configured to publish 

the response message to the service-side. 

[0024] According to a sixth aspect of the embodiments of the present disclosure, an 

information interaction apparatus is provided. The apparatus includes: an RPC message 

receiving module configured to receive an RPC message published by an RPC initiating 10 

device; an RPC message sending module configured to send the RPC message to a 

called device indicated in the RPC message; a response message receiving module 

configured to receive a response message with respect to the RPC message published 

by the called device, where the response message is acquired by the called device after 

the called device detects the RPC message at the service-side and processes the RPC 15 

message; and a response message sending module configured to send the response 

message to the RPC initiating device. 

[0025] According to a seventh aspect of the embodiments of the present disclosure, 

an information interaction system is provided. The system includes: an RPC initiating 

device connected to a service-side through a first network and configured to publish an 20 

RPC message to the service-side, and in response to detecting that a response message 

with respect to the RPC message exists on the service-side, obtain the response message; 

a called device connected to the service-side through a second network, and configured 

to obtain a preset RPC message in response to detecting the preset RPC message 
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existing on the service-side, where the preset RPC message includes information 

indicating the called device, acquire a response message with respect to the preset RPC 

message by processing the preset RPC message, and publish the response message to 

the service-side; and the service-side connected to the RPC initiating device through 

the first network, connected to the called device through the second network, and 5 

configured to receive the RPC message published by the RPC initiating device, send 

the RPC message to the called device indicated in the RPC message, receive the 

response message published by the called device, and send the response message to the 

RPC initiating device. 

[0026] According to an eighth aspect of the embodiments of the present disclosure, a 10 

computer-readable storage medium is provided, the storage medium stores a computer 

program, and the computer program is configured to execute the information interaction 

method according to any one of the first aspect, the second aspect, or the third aspect. 

[0027] According to a ninth aspect of the embodiments of the present disclosure, an 

information interaction device is provided. The device includes: a processor, and a 15 

memory for storing instructions executable by the processor; where the processor is 

configured to invoke the instructions stored in the memory to implement the 

information interaction method according to any one of the first aspect, the second 

aspect, or the third aspect. 

[0028] Embodiments of the present disclosure provide technical solutions that may 20 

include the following beneficial effects. In the embodiments of the present disclosure, 

an RPC message can be published to a service-side, and a response message with 

respect to the RPC message can be obtained upon detecting that the response message 

with respect to the RPC message exists on the service-side. The response message is 
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published to the service-side by a called device indicated in the RPC message, and the 

response message is generated by the called device processing the RPC message after 

detecting the RPC message at the service-side. When the RPC initiating device and the 

called device cannot directly communicate with each other, the method realizes a 

purpose of synchronous remote procedure call between devices, and satisfies a demand 5 

of service collaboration between devices. 

[0029] It should be understood that the above general description and the following 

detailed description are merely exemplary and explanatory and do not limit the 

disclosure. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] The accompanying drawings herein are incorporated in and constitute a part 

of this specification, illustrate embodiments consistent with the present disclosure, and 

together with the description serve to explain the principles of the disclosure. 

[0031] FIG. 1 is a flowchart illustrating an information interaction method according 15 

to an exemplary embodiment of the present disclosure. 

[0032] FIG. 2 is a flowchart illustrating an information interaction method according 

to another exemplary embodiment of the present disclosure. 

[0033] FIG. 3 is a flowchart illustrating an information interaction method according 

to still another exemplary embodiment of the present disclosure. 20 

[0034] FIG. 4 is a flowchart illustrating an information interaction method according 

to yet another exemplary embodiment of the present disclosure. 

[0035] FIG. 5 is a flowchart illustrating an information interaction method according 

to yet another exemplary embodiment of the present disclosure. 
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[0036] FIG. 6 is a flowchart illustrating an information interaction method according 

to yet another exemplary embodiment of the present disclosure. 

[0037] FIG. 7 is a flowchart illustrating an information interaction method according 

to yet another exemplary embodiment of the present disclosure. 

[0038] FIG. 8 is a flowchart illustrating an information interaction method according 5 

to yet another exemplary embodiment of the present disclosure. 

[0039] FIG. 9 is a schematic diagram illustrating an information interaction system 

according to an exemplary embodiment of the present disclosure. 

[0040] FIG. 10 is a flowchart illustrating an information interaction method according 

to yet another exemplary embodiment of the present disclosure. 10 

[0041] FIG 11 is a block diagram illustrating an information interaction apparatus 

according to an exemplary embodiment of the present disclosure. 

[0042] FIG 12 is a block diagram illustrating an information interaction apparatus 

according to another exemplary embodiment of the present disclosure. 

[0043] FIG 13 is a block diagram illustrating an information interaction apparatus 15 

according to still another exemplary embodiment of the present disclosure. 

[0044] FIG. 14 is a schematic structural diagram illustrating an information 

interaction device according to an exemplary embodiment of the present disclosure. 

 

DETAILED DESCRIPTION OF THE EMBODIMENTS 20 

[0045] Examples will be described in detail herein, with the illustrations thereof 

represented in the drawings. When the following descriptions involve the drawings, like 

numerals in different drawings refer to like or similar elements unless otherwise 

indicated. The embodiments described in the following examples do not represent all 
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embodiments consistent with the present disclosure. Rather, they are merely examples 

of apparatuses and methods consistent with some aspects of the present disclosure as 

detailed in the appended claims. 

[0046] The terms used in the present disclosure are for the purpose of describing 

particular examples only, and are not intended to limit the present disclosure. Terms 5 

determined by “a”, “the” and “said” in their singular forms in the present disclosure and 

the appended claims are also intended to include plurality, unless clearly indicated 

otherwise in the context. It should also be understood that the term “and/or” as used 

herein refers to and includes any and all possible combinations of one or more of the 

associated listed items. 10 

[0047] It is to be understood that, although terms “first,” “second,” “third,” and the 

like may be used in the present disclosure to describe various information, such 

information should not be limited to these terms. These terms are only used to 

distinguish one category of information from another. For example, without departing 

from the scope of the present disclosure, first information may be referred as second 15 

information; and similarly, the second information may also be referred as the first 

information. Depending on the context, the word “if” as used herein may be interpreted 

as “when” or “upon” or “in response to determining”. 

[0048] The embodiments of the present disclosure provide an information interaction 

scheme that can meet the need for real-time service collaboration of information 20 

between devices when direct communication between devices is not possible. 

[0049] As shown in FIG. 1, which illustrates an information interaction method 

according to an exemplary embodiment. The method can be used for a Remote 

Procedure Call (RPC) initiating device, where the RPC initiating device is a device that 
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initiates an RPC request to a service-side. The information interaction method provided 

by the present disclosure may include the following steps. 

[0050] At step 101, an RPC message is published to a service-side. 

[0051] RPC refers to a computer communication technology, which allows a program 

running on a first computer to invoke a function, a program, an instruction, etc. from 5 

another address space (usually a second computer on an open network), so as to acquire 

a result that the first computer wants to obtain. 

[0052] In the embodiments of the present disclosure, the RPC initiating device (such 

as the first computer) issues the RPC message to the service-side, and can subsequently 

obtain from the service-side a response message, which is generated by an other device 10 

(such as the second computer) processing the RPC message. The other device includes 

the called device indicated in the RPC message. The service-side itself does not process 

the procedure (such as a function) involved in the RPC message. The service-side is 

similar to a message intermediate platform that can receive, store, and send various 

messages. 15 

[0053] At step 102, in response to detecting that a response message with respect to 

the RPC message exists on the service-side, the response message is obtained. 

[0054] In the embodiments of the present disclosure, the response message is 

published to the service-side by a called device indicated in the RPC message, and the 

response message is acquired by the called device processing the RPC message after 20 

detecting the RPC message at the service-side. After sending the RPC message to the 

service-side, the RPC initiating device can monitor the response message at the service-

side in real-time while network connection to the service-side is available. In response 

to detecting a presence of the response message at the service-side, the RPC initiating 
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device can obtain the response message in real-time. 

[0055] Through the above method, it is possible that the RPC initiating device can 

obtain the response message with respect to the RPC message from the service-side in 

real-time in a case where the RPC initiating device and the called device cannot 

communicate directly. Thus, the real-time remote procedure interaction between 5 

devices is realized, the need for real-time service collaboration between devices is meet. 

For example, for the IoT, different devices may need to work together, but these devices 

may not be able to connect to each other due to specific network environment settings, 

actual network connection capabilities of the devices, etc. In this case, using the method 

provided by the present disclosure, it is possible to satisfy the synchronous invoking 10 

between different devices in a cross-network situation, that is, the RPC initiating device 

and the service-side are in one network while the called device and the service-side are 

in another network. 

[0056] In some optional embodiments, as shown in FIG. 2, the method may further 

include step 103. 15 

[0057] At step 103, at a first designated position in the RPC message, a message 

identifier of the RPC message is added. 

[0058] In the embodiments of the present disclosure, step 103 may be performed prior 

to step 101. The first designated position includes, but is not limited to, a position of 

the header of the RPC message. 20 

[0059] In an example, there may be one or more RPC messages issued by the RPC 

initiating device, and different RPC messages have different message identifiers, so as 

to distinguish different RPC messages. And the message identifier of each RPC 

message can belong to a same monotonically increasing sequence. The monotonically 
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increasing sequence can start from any value and increase sequentially. 

[0060] For example, the monotonically increasing sequence starts from 0, and the 

number of increments is 1 each time, then the message identifier of each RPC message 

also starts from 0. Each time there is a new RPC message, the message identifier of the 

new RPC message is incremented by 1 sequentially. 5 

[0061] Correspondingly, step 101 may include that the RPC message with the 

message identifier added is published to the service-side. 

[0062] In the embodiments of the present disclosure, the RPC initiating device 

publishes the RPC message with the message identifier added to the service-side, and 

the called device can then determine which RPC message the called device processes 10 

based on the message identifier. 

[0063] In the embodiment, the message identifier of the RPC message can be added 

at the first designated position of the RPC message, such that the response message 

with respect to the RPC message can be determined subsequently based on the message 

identifier of the RPC message, thereby improving the availability of the RPC. 15 

[0064] In some optional embodiments, as shown in FIG. 3, the method may further 

include step 104. 

[0065] At step 104, in response to detecting that a new message exists in a second 

predetermined message path of the service-side, and the new message has the message 

identifier of the RPC message, it is determined that the detected new message is a 20 

response message with respect to the RPC message. 

[0066] In the embodiments of the present disclosure, the second predetermined 

message path is a predetermined path used by the service-side to store the response 

message corresponding to the RPC message published by the RPC initiating device. 
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[0067] Since the RPC initiating device previously added the message identifier of the 

RPC message to the RPC message, then the RPC initiating device can determine that a 

new message is a response message with respect to the previously published RPC 

message if the RPC initiating device detects the presence of the new message in the 

second predetermined message path of the service-side and the message identifier of 5 

the RPC message is also added to the new message. 

[0068] For example, before publishing an RPC message such as msg X, the RPC 

initiating device adds message identifier 1 to a header of msg X, and the RPC initiating 

device publishes msg X with message identifier 1 added to the service-side. If the RPC 

initiating device subsequently detects at the service-side a message such as msg Y 10 

issued by the called device, and msg Y also has message identifier 1 of the RPC 

message, the RPC initiating device can determine that msg Y is the response message 

corresponding to msg X. 

[0069] In the embodiment, after sending an RPC message, the RPC initiating device 

can determine that a new message detected on the service-side is a response message 15 

corresponding to the RPC message based on a message identifier of the RPC message. 

Thus, the RPC initiating device obtains the response message from the called device 

with high accuracy when direct communication between the RPC initiating device and 

the called device is not possible. 

[0070] In some optional embodiments, the response message is published to the 20 

service-side by the called device based on a preset asynchronous messaging protocol. 

[0071] In an example, the preset asynchronous messaging protocol may include but is 

not limited to a Message Queuing Telemetry Transport (MQTT) protocol. The MQTT 

protocol is a Publish/Subscribe paradigm-based messaging protocol under an 
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International Organization for Standardization (ISO) standard. The MQTT protocol is 

a publish/subscribe messaging protocol designed for poor network conditions and 

remote devices with low hardware performance. That is, a remote device can publish 

its own messages to the service-side, and can also subscribe to messages on the service-

side which are published by other devices. 5 

[0072] In the embodiment of the present disclosure, after getting the response message 

with respect to the RPC message, the called device can publish the response message 

to the service-side based on the MQTT protocol using a message publishing manner, 

such that the RPC initiating device can get the response message from the service-side. 

[0073] Similarly, for the above step 101, the RPC initiating device can also publish 10 

an RPC message to the service-side based on the preset asynchronous messaging 

protocol. In an example, the RPC initiating device can publish the RPC message to the 

service-side based on the MQTT protocol using a message publishing manner. 

[0074] In the embodiments, the RPC initiating device can publish the RPC message 

based on the preset asynchronous messaging protocol, and the called device can also 15 

publish the response message to the service-side based on the preset asynchronous 

messaging protocol, thereby realizing RPC synchronous invocation based on the 

asynchronous messages. In the case of unreachable network between devices, if an 

existing asynchronous message communication method is adopted, there may be a 

situation that an RPC message published by a device cannot be obtained by another 20 

device, and a successful response to the service collaboration demand between devices 

cannot be obtained by the device. However, in the embodiment, after publishing the 

RPC message, the RPC initiating device receives the response message returned by the 

called device, thereby realizing the RPC synchronous scheduling based on 



 

16 

asynchronous messages. The called device can monitor the service-side in real-time, 

and after the RPC initiating device publishes the RPC message to the service-side, the 

called device can detect the RPC message. Furthermore, the called device can obtain 

the RPC message, process it, and return a response message. Similarly, the RPC 

initiating device can also monitor the service-side, and after the called device publishes 5 

the response message to the service-side, the RPC initiating device can detect the 

response message with respect to the RPC message, which realizes a purpose of 

synchronous remote procedure call between devices and satisfies a demand of reliable 

service collaboration between devices. 

[0075] In some optional embodiments, when publishing the RPC message to the 10 

service-side, the RPC initiating device may publish the RPC message to a first 

predetermined message path of the service-side. The first predetermined message path 

is a predetermined path used by the service-side to store the RPC message published by 

the RPC initiating device. 

[0076] Correspondingly, the RPC initiating device may obtain the response message 15 

when the RPC initiating device detects that the response message with respect to the 

RPC message exists in the second predetermined message path of the service-side. The 

second predetermined message path is a predetermined path used by the service-side to 

store the response message corresponding to the RPC message published by the RPC 

initiating device. 20 

[0077] In the embodiments of the present disclosure, both the RPC initiating device 

and the called device adopt a publish/subscribe mode for message publishing and for 

obtaining a desired message. Specifically, the RPC initiating device publishes the RPC 

message to the first predetermined message path of the service-side,  monitors the 
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second predetermined message path of the service-side, and obtains the response 

message with respect to the RPC message from the second predetermined message path. 

The called device monitors the first predetermined message path of the service-side, 

and obtains the RPC message from the first predetermined message path. After 

processing the RPC message and obtaining the response message, the called device 5 

publishes the response message to the second predetermined message path of the 

service-side. In other words, the first predetermined message path and the second 

predetermined message path of the service-side appear in pairs. Different devices can 

subscribe to message paths of the messages they need in advance, such as an RPC 

message or a response message. The service-side allocates the corresponding message 10 

path to each device according to the subscription. When detecting a new message in the 

corresponding message path, each device can get the message from the corresponding 

message path, and can publish the message that needs to be published to the specified 

message path, so that each device can get the message the device itself needs in time. 

[0078] In an example, based on a publish/subscribe mechanism, the RPC initiating 15 

device subscribes to a second topic, and the RPC initiating device publishes an RPC 

message to the service-side with a first topic; and the called device subscribes to a 

message with the first topic, and the called device publishes a response message 

corresponding to the RPC message to the service-side with the second topic. 

Exemplarily, the first topic may be set as an identification of the first predetermined 20 

message path, and the second topic may be set as an identification of the second 

predetermined message path. 

[0079] In an example, the first predetermined message path and/or the second 

predetermined message path of the service-side includes identification information of 
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a device published the RPC message, such that the RPC initiating device and the called 

device can publish messages. 

[0080] For example, the first predetermined message path of the service-side may be 

/rpc/device/{A}/request, and the first predetermined message path can be used to store 

RPC messages issued by the RPC initiating device, where {A} denotes a unique device 5 

identifier of the RPC initiating device, which may include, but is not limited to, a unique 

serial number of the RPC initiating device hardware. The RPC messages published by 

the RPC initiating device are all stored in the first predetermined message path, 

/rpc/device/{A}/request, of the service-side. 

[0081] Similarly, the second predetermined message path of the service-side may be 10 

/rpc/device/{A}/response, and the second predetermined message path can be used to 

store the response messages with respect to the RPC messages issued by the called 

device, where {A} also denotes the unique device identifier of the RPC initiating device, 

which may include, but is not limited to, the unique serial number of the RPC initiating 

device hardware. 15 

[0082] In the embodiments, the RPC initiating device can publish the RPC message 

to the first predetermined message path of the service-side, so that the called device 

obtains the RPC message from the first predetermined message path. Similarly, the 

called device can publish the response message with respect to the RPC message to the 

second predetermined message path of the service-side, so that the RPC initiating 20 

device can obtain the response message from the second predetermined message path. 

By publishing the RPC message and the response message to different message paths 

of the service-side, the decoupling of the RPC message and the response message is 

achieved with high usability. 
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[0083] In some optional embodiments, the RPC initiating device needs to obtain the 

response message from the service-side after detecting the presence of the response 

message with respect to the RPC message on the service-side. 

[0084] In an example, the RPC initiating device may use an RPC manner to obtain 

the response message from the second predetermined message path of the service-side. 5 

Specifically, the RPC initiating device can call a subroutine on the service-side to obtain 

the response message, where the called subroutine on the service-side can provide the 

RPC initiating device with a content of the desired message. 

[0085] In another example, the RPC initiating device may initiate a request to obtain 

the response message from the second predetermined message path of the service-side. 10 

The service-side sends the response message to the RPC initiating device according to 

the request. 

[0086] In the embodiments, the RPC initiating device may get the desired response 

message from the service-side timely by using the RPC manner, which realizes 

synchronous RPC between devices. 15 

[0087] In some optional embodiments, an RPC message may be used to instruct the 

called device to execute a remote control command. Correspondingly, the response 

message is used to indicate an execution result acquired by the called device executing 

the remote control command. The remote control command may include, but is not 

limited to, at least one of the following: a remote door opening command, a remote 20 

door closing command, a remote image acquisition and reporting command, a remote 

device start command, and a remote device shutdown command. The execution result 

may indicate success or failure of the called device executing the remote control 

command. 
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[0088] The RPC message may also be used to instruct the called device to perform 

vision task processing. Correspondingly, the response message is used to indicate a 

processing result acquired by the called device performing the vision task processing. 

A vision task may include, but is not limited to, at least one of the following: face 

recognition, face database search, face matching, etc. The processing result may be used 5 

to indicate a result of the vision task analysis and processing. For example, if the vision 

task processing includes face recognition, the processing result may indicate a result of 

the face recognition. Thus, an RPC initiating device can invoke capabilities of a remote 

called device to perform a corresponding task, thereby enhancing the flexibility of task 

processing. 10 

[0089] In the embodiments, when direct communication between devices is not 

possible, it is possible to achieve a purpose of controlling the called device to execute 

remote control command and/or vision task processing in real-time by the RPC 

initiating device through the interaction between the RPC initiating device and the 

service-side, and the interaction between the called device and the service-side. The 15 

RPC initiating device can obtain in real-time the execution result acquired by the called 

device executing the remote control command and/or the processing result acquired by 

the called device executing the vision task processing process. As a result, capabilities 

of the remote device can be used to complete local commands or tasks, and more 

flexible deployment of device resources and capabilities can be realized. 20 

[0090] In some optional embodiments, as shown in FIG. 4, the method may further 

include steps 105 and 106. 

[0091] At step 105, a pre-processing result acquired by pre-processing an image is 

obtained. 
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[0092] In an example, the image may include, but is not limited to, at least one image 

collected by a camera. The pre-processing may include, but is not limited to, at least 

one of the following: cropping the image, adjusting a size of the image, identifying a 

key region in the image, and extracting feature information of the image. The key region 

may be a region such as a human face, a human body, and so on. The pre-processing 5 

result may include, but is not limited to, a remote control command executed by the 

called device and/or feature information required for vision task processing. For 

example, the vision task processing is face recognition, and the feature information 

includes, but is not limited to, face feature information obtained by feature extraction 

on the image. 10 

[0093] At step 106, an RPC message including the pre-processing result is generated. 

[0094] In the embodiments of the present disclosure, the RPC initiating device may 

pre-process the image, and generate the RPC message based on the pre-processing 

result. 

[0095] In one example, the RPC initiating device needs to obtain a final processing 15 

result of the image, and this final processing result is to be obtained based on the 

capability of the called device. To improve the processing efficiency of the called 

device, the image can be pre-processed first at the RPC initiating device, so as to obtain 

the pre-processing result. The pre-processing result includes, but is not limited to, 

intermediate data required in a process of obtaining the final processing result by the 20 

called device. For example, the final processing result includes a face recognition result, 

and the RPC initiating device may first pre-process the image, where the pre-processing 

includes, but is not limited to, extracting face feature information from the image and 

taking the face feature information as the pre-processing result. Thus, the called device 
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can quickly perform face recognition directly based on the face feature information and 

obtain the final processing result. 

[0096] In the embodiments, the image can be pre-processed at the RPC initiating 

device in advance, thereby generating an RPC message including the pre-processing 

result. In this way, the called device can process directly based on the pre-processing 5 

result, shortening the time for the called devices to get the response message, and 

further satisfying the demand of real-time service collaboration between devices when 

the devices cannot communicate directly with each other. 

[0097] As shown in FIG. 5, which illustrates an information interaction method 

according to another exemplary embodiment. The method can be used for a called 10 

device, where the called device includes, but is not limited to, any device in the IoT that 

is different from an RPC initiating device, and the called device is a device to be called 

as indicated in an RPC message published by the RPC initiating device. The called 

device and the service-side can communicate with each other over a network, and the 

called device cannot directly communicate with the RPC initiating device. The 15 

information interaction method provided by the present disclosure may include the 

following steps. 

[0098] At step 201, in response to that the called device detects a preset RPC message 

existing on the service-side, the preset RPC message is obtained. 

[0099] In the embodiments of the present disclosure, the preset RPC message includes 20 

information indicating the called device. For example, when the RPC initiating device 

publishes an RPC message, the RPC initiating device can add information such as 

device identification of the called device to the RPC message. Each device can monitor 

the service-side, and once the device listens to a presence of a certain RPC message 
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published by the RPC initiating device on the service-side, the device can determine 

whether the RPC message is a preset RPC message corresponding to the device. When 

the RPC message is the preset RPC message corresponding to a specific device, the 

preset PRC message is obtained by the specific device. 

[0100] At step 202, a response message with respect to the preset RPC message is 5 

acquired by processing the preset RPC message. 

[0101] At step 203, the response message is published to the service-side. 

[0102] In the embodiment, the called device indicated in the preset RPC message can 

obtain the preset RPC message from the service-side when the called device detects 

that the preset RPC message exists on the service-side, so as to process the preset RPC 10 

message and publish the obtained response message to the service-side. Thus, the RPC 

initiating device obtains the response message from the service-side. In a case where 

direct communication between devices is not possible, a real-time RPC between 

devices are realized. 

[0103] In some optional embodiments, each device may monitor a first predetermined 15 

message path of the service-side, and if a preset RPC message is detected in the first 

predetermined message path, the preset RPC message may be obtained by a called 

device indicated in the preset RPC message. The first predetermined message path is a 

predetermined path used by the service-side to store the RPC message published by the 

RPC initiating device. 20 

[0104] Correspondingly, after generating the response message, the called device can 

publish the response message to a second predetermined message path of the service-

side, such that the RPC initiating device obtains the response message from the second 

predetermined message path. The second predetermined message path is a 



 

24 

predetermined path used by the service-side to store the response message 

corresponding to the RPC message, where the RPC message is issued by the RPC 

initiating device. 

[0105] In the embodiment, the called device can obtain an RPC message from the first 

predetermined message path of the service-side, and publish the acquired response 5 

message to the second predetermined message path of the service-side, so as to realize 

the decoupling of the RPC message and the response message with high usability. 

[0106] In some optional embodiments, as shown in FIG. 6, the above step 201 may 

further include step 2011. 

[0107] At step 2011, in response to that the called device detects a new message 10 

existing in a first predetermined message path of the service-side, it is determined that 

the detected new message is the preset RPC message. 

[0108] In the embodiments of the present disclosure, the called device may determine 

that the detected new message is the preset RPC message when the called device detects 

that there is a new message in the first predetermined message path of the service-side. 15 

[0109] In the embodiments, the called device can determine a presence of a preset 

RPC message by monitoring a new message in the first predetermined message path of 

the service-side, and the called device can subsequently obtain this RPC message, 

which is simple and high availability. 

[0110] In some optional embodiments, the called device obtains the RPC message in 20 

a manner that may be similar to the manner in which the RPC initiating device obtains 

the response message, e.g., by using an RPC manner, a request manner, etc. 

[0111] In the embodiments, the called device can obtain the RPC message from the 

service-side, which makes better real-time information interaction between devices and 
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meets the demand for real-time service collaboration between devices. 

[0112] In some optional embodiments, the preset RPC message includes a message 

identifier of the preset RPC message. Accordingly, as shown in FIG. 7, the above 

method may further include step 204.  

[0113] At step 204, the message identifier of the preset RPC message is added at a 5 

second designated position in the response message. 

[0114] The second designated position includes, but is not limited to, a position of the 

header of the response message. 

[0115] In the embodiments of the present disclosure, the called device can add the 

message identifier of the preset RPC message to the second designated position in the 10 

response message when generating the response message, such that the RPC initiating 

device can associate the published RPC message with the response message according 

to the message identifier. Correspondingly, at step 203, the called device may publish, 

to the service-side, the response message with the message identifier added. 

[0116] In the embodiments, the called device may add the message identifier of the 15 

preset RPC message at the second designated position in the response message, so that 

the RPC initiating device subsequently corresponds the response message to the 

previously published RPC message according to the message identifier, which has high 

availability. 

[0117] In some optional embodiments, the preset RPC message may be published by 20 

the RPC initiating device to the service-side based on a preset asynchronous messaging 

protocol. The preset asynchronous messaging protocol may be the MQTT protocol. 

[0118] When the called device issues the response message to the service-side, the 

called device can also publish the message based on the preset asynchronous messaging 
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protocol. Similarly, the preset asynchronous messaging protocol may be the MQTT 

protocol. 

[0119] In the embodiments, the RPC initiating device and/or the called device can 

publish messages based on the preset asynchronous messaging protocol, and RPC 

synchronous invocation based on asynchronous messages is achieved with ease of 5 

implementation and high availability. 

[0120] In some optional embodiments, the RPC initiating device publishes a preset 

RPC message to the first predetermined message path of the service-side. When the 

called device publishes the response message to the service-side, the called device 

publishes the response message to the second predetermined message path of the 10 

service-side. The first predetermined message path and/or the second predetermined 

message path of the service-side includes identification information of the RPC 

initiating device that publishes the preset RPC message. 

[0121] In the embodiments, the called device can obtain the preset RPC message 

issued by the RPC initiating device from the first predetermined message path of the 15 

service-side including the identification information of the RPC initiating device, and 

can also publish the response message to the second predetermined message path of the 

service-side including the identification information of the RPC initiating device. When 

direct communication between devices is not possible, the method realizes the purpose 

of real-time remote procedure call for information between devices and meets the 20 

demand of real-time service collaboration between devices. 

[0122] In some optional embodiments, a preset RPC message may be used to instruct 

the called device to execute a remote control command. Accordingly, the called device 

may execute the remote control command according to instruction in the preset RPC 
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message, and acquire an execution result. Then, based on the execution result, a 

response message including the execution result is obtained. 

[0123] The remote control command may include, but is not limited to, at least one of 

the following: a remote door opening command, a remote door closing command, a 

remote image acquisition and reporting command, a remote device start command, and 5 

a remote device shutdown command. The execution result may include success or 

failure in executing the remote control command. 

[0124] In some optional embodiments, a preset RPC message may be used to instruct 

the called device to perform vision task processing. Correspondingly, the called device 

may perform the vision task processing according to instruction in the preset RPC 10 

message, and acquire a processing result. Based on the processing result, a response 

message is obtained. A vision task may include, but is not limited to, at least one of the 

following: face recognition, face database search, face matching, etc. 

[0125] In some optional embodiments, a preset RPC message includes a pre-

processing result obtained by pre-processing an image, then the called device can 15 

process the pre-processing result, and acquire a response message. For example, the 

pre-processing result includes face feature information, and the preset RPC message is 

used to instruct the called device to perform face recognition. The called device can 

directly compare the face feature information in a face feature information database 

based on the face feature information, so as to obtain a face recognition result. 20 

[0126] In the embodiments, the RPC initiating device may pre-process the image, and 

then generate the preset RPC message. The called device may directly execute a remote 

control command and/or vision task processing on the pre-processing result, which has 

high availability. 
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[0127] FIG. 8 illustrates an information interaction method according to another 

exemplary embodiment. The method can be used on a service-side, where the service-

side can be a server adopted the MQTT protocol, including but not limited to an MQTT 

Broker. The information interaction method provided by the present disclosure may 

include the following steps. 5 

[0128] At step 301, an RPC message published by an RPC initiating device is received. 

[0129] At step 302, the RPC message is sent to a called device indicated in the RPC 

message. 

[0130] At step 303, a response message with respect to the RPC message published 

by the called device is received. 10 

[0131] The response message is acquired by the called device after the called device 

detects the RPC message at the service-side and processes the RPC message. 

[0132] At step 304, the response message is sent to the RPC initiating device. 

[0133] In the embodiment, the service-side can receive the RPC message issued by 

the RPC initiating device, such that the called device can obtain the RPC message. 15 

Moreover, the service-side can receive the response message with respect to the RPC 

message issued by the called device, such that the RPC initiating device can obtained 

the response message. In the case where direct communication between devices is not 

possible, the service-side serves as an intermediary to achieve the purpose of real-time 

remote procedure call for information between devices and to meet the demand of real-20 

time service collaboration between devices. 

[0134] In some optional embodiments, the RPC initiating device publishes the RPC 

message to a first predetermined message path of the service-side, and the called device 

publishes the response message to a second predetermined message path of the service-
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side. The first predetermined message path and/or the second predetermined message 

path includes identification information of a device published the RPC message. 

[0135] In the embodiments, through different message paths, the RPC initiating 

device and the called device respectively publish messages to different message paths, 

which realizes the decoupling of the RPC message and the response message, and has 5 

high availability. 

[0136] In some optional embodiments, the RPC initiating device may publish the RPC 

message to the service-side based on a preset asynchronous messaging protocol, and 

the called device may also publish the response message with respect to the RPC 

message to the service-side based on the preset asynchronous messaging protocol. And 10 

the service-side supports the preset asynchronous messaging protocol. 

[0137] The preset asynchronous messaging protocol includes, but is not limited to, the 

MQTT protocol. 

[0138] In the embodiments, by the service-side supporting the preset asynchronous 

messaging protocol as an intermediary between devices that cannot communicate 15 

directly, the RPC synchronous invocation based on the asynchronous messaging 

protocol is realized. When the devices cannot directly communicate with each other, 

the method realizes the purpose of real-time remote procedure call for information 

between devices and meets the demand of real-time service collaboration between 

devices. 20 

[0139] In some embodiments, an information interaction system is also provided. As 

shown in FIG. 9, which illustrates an information interaction system according to an 

exemplary embodiment. The system can include: an RPC initiating device, a called 

device and a service-side. 
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[0140] The RPC initiating device can connect with the service-side through a network, 

and the called device can connect with the service-side through a network, but the called 

device cannot connect directly with the RPC initiating device through a network. The 

RPC initiating device may subscribe to a message in a second predetermined message 

path of the service-side in advance, and the called device may subscribe to a message 5 

in a first predetermined message path of the service-side in advance. The first 

predetermined message path is a predetermined path used by the service-side to store 

an RPC message published by the RPC initiating device, and the second predetermined 

message path is a predetermined path used by the service-side used to store a response 

message corresponding to the RPC message, where the RPC message is published by 10 

the RPC initiating device. The service-side supports an asynchronous messaging 

protocol. 

[0141] Further, as shown in FIG. 10, the information interaction method among 

devices in the information interaction system can include the following steps. 

[0142] At step 401, the RPC initiating device publishes the RPC message to the first 15 

predetermined message path of the service-side. 

[0143] In the embodiments of the present disclosure, a message identifier of the RPC 

message is added to a first designated position in the RPC message. 

[0144] At step 402, when detecting that a preset RPC message exists in the first 

predetermined message path of the service-side, the RPC called device obtains the 20 

preset RPC message. 

[0145] At step 403, the called device processes the preset RPC message to acquire a 

response message with respect to the preset RPC message. 

[0146] At step 404, the called device publishes the response message to the second 
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predetermined message path of the service-side. 

[0147] A message identifier of the preset RPC message is added to a second 

designated position in the response message. 

[0148] At step 405, when detecting that a new message exists in the second 

predetermined message path of the service-side, the RPC initiating device obtains the 5 

response message from the second predetermined message path of the service-side. 

[0149] In response to listening to the presence of a new message in the second 

predetermined message path of the service-side, the RPC initiating device may get this 

message from the second predetermined message path. And according to the message 

identifier added in the new message, the RPC initiating device determines a response 10 

message of which RPC message associating with the new message. In the embodiment, 

the RPC initiating device can publish the RPC message to the service-side. After the 

called device detects the RPC message at the service-side, the called device obtains the 

RPC message, processes the RPC message, and generates the response message. 

Further, the called device publishes the response message to the service-side. The RPC 15 

initiating device also obtains the response message from the service-side. Thus, the 

RPC synchronous invocation based on the asynchronous messaging protocol is realized. 

Moreover, the RPC message and the response message are published in different 

message paths, which realizes the decoupling of the two messages. In addition, the RPC 

message and the response message can be corresponded one by one through the 20 

message identifier of the RPC message. Thus, in the case that direct communication 

between devices is not possible, the purpose of real-time remote procedure call for 

information between devices is realized. 

[0150] Taking an access control scenario as an example, the information interaction 
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method shown in FIG. 10 is further described as follows. In this scenario, the RPC 

initiating device may be a remote control device, including but not limited to a handheld 

terminal, a remote computer, etc., the called device may be an access control device, 

and the service-side may be an MQTT Broker. 

[0151] The remote control device publishes, to a first predetermined message path of 5 

the service-side, an RPC message for instructing the access control device to execute a 

remote door opening command, and the RPC message includes a message identifier of 

the RPC message. Multiple devices can keep monitoring the first predetermined 

message path of the service-side. When a new message is detected in the first 

predetermined message path, a called device, e.g., the access control device, indicated 10 

by the new message, e.g., the RPC message, obtains the RPC message from the first 

predetermined message path of the service-side and performs a remote door opening 

operation. If the door is opened successfully, the access control device publishes, to a 

second predetermined message path of the service-side, a response message with 

respect to the RPC message indicating the success of remote door opening, and the 15 

response message includes the message identifier of the RPC message. The remote 

control device monitors the second predetermined message path of the service-side. 

When a new message is detected in the second predetermined message path, and the 

message identifier of the RPC message is added to the new message, the remote control 

device determines that the new message is a response message associated with the 20 

previous RPC message. The remote control device obtains the response message from 

the second predetermined message path of the service-side, and then the remote control 

device can determine that the access control device has successfully opened the door. 

[0152] If the access control device fails to open the door, after obtaining a 
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corresponding response message, the remote control device can re-open the door or 

troubleshoot a problem with the access control device. 

[0153] Next, taking a face recognition scenario as an example, the information 

interaction method shown in FIG. 10 is further explained as follows. In this scenario, 

the RPC initiating device may be a remote control device, including but not limited to 5 

a handheld terminal, a remote computer, etc., or the RPC initiating device may be a 

monitoring device installed in various scenarios for capturing face images and 

extracting face feature information from the face images. The called device may be a 

face feature database, and the service-side may be an MQTT Broker. 

[0154] After the remote control device captures an image through a camera, the 10 

remote control device can pre-process the image to obtain a pre-processing result 

including face feature information in the image, and generate an RPC message based 

on the pre-processing result. The remote control device sends the RPC message to a 

first predetermined message path of the service-side. After the face feature database 

monitors and obtains the RPC message from the service-side, the face feature database 15 

performs face recognition based on the face feature information therein, and obtains a 

face recognition result, so as to generate a response message including the face 

recognition result. The face feature database publishes the response message to a second 

predetermined message path of the service-side. After obtaining the response message, 

the remote control device gets the face recognition result. In this process, a message 20 

identifier of the RPC message may also be added in the RPC message and the 

corresponding response message. 

[0155] In the embodiments, the RPC synchronous invocation based on the 

asynchronous messaging protocol is realized. Moreover, the RPC message and the 
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response message are published in different message paths, which realizes the 

decoupling of the two messages. In addition, the RPC message and the response 

message can be corresponded one by one through the message identifier of the RPC 

message. Thus, in the case that direct communication between devices is not possible, 

the purpose of real-time remote procedure call for information between devices is 5 

realized.  

[0156] Corresponding to the aforementioned method embodiments, the present 

disclosure also provides apparatus embodiments. As shown in FIG. 11, which is a block 

diagram illustrating an information interaction apparatus according to an exemplary 

embodiment of the present disclosure. The apparatus includes: an RPC message 10 

publishing module 510, configured to publish an RPC message to a service-side; and a 

response message obtaining module 520, configured to obtain a response message with 

respect to the RPC message in response to detecting that the response message exists 

on the service-side, where the response message is published to the service-side by a 

called device indicated in the RPC message, and the response message is acquired by 15 

the called device processing the RPC message after detecting the RPC message at the 

service-side. 

[0157] In some optional embodiments, the apparatus further includes: a first identifier 

adding module, configured to add a message identifier of the RPC message at a first 

designated position in the RPC message; and the RPC message publishing module 20 

includes a first publishing submodule configured to publish the RPC message with the 

message identifier added to the service-side. 

[0158] In some optional embodiments, message identifiers of different RPC messages 

are different, and the message identifiers of respective RPC messages belong to a 
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monotonically increasing sequence. 

[0159] In some optional embodiments, the apparatus further includes: a first 

determining module, configured to, in response to detecting that a new message exists 

in a second predetermined message path of the service-side, and the new message has 

the message identifier of the RPC message, determine that the detected new message is 5 

the response message with respect to the RPC message. 

[0160] In some optional embodiments, the response message is published to the 

service-side by the called device based on a preset asynchronous messaging protocol; 

and/or the RPC message publishing module includes a second publishing submodule, 

configured to publish the RPC message to the service-side based on the preset 10 

asynchronous messaging protocol. 

[0161] In some optional embodiments, the RPC message publishing module includes 

a third publishing submodule configured to publish to a first predetermined message 

path of the service-side; and the response message obtaining module includes a first 

obtaining submodule, configured to, in response to detecting that the response message 15 

with respect to the RPC message exists in a second predetermined message path of the 

service-side, obtain the response message. 

[0162] In some optional embodiments, the first predetermined message path of the 

service-side and/or the second predetermined message path of the service-side includes 

identification information of a device published the RPC message. 20 

[0163] In some optional embodiments, the RPC message instructs the called device 

to execute a remote control command, and the response message indicates an execution 

result acquired by the called device executing the remote control command; or the RPC 

message instructs the called device to perform vision task processing, and the response 
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message indicates a processing result acquired by the called device performing the 

vision task processing. 

[0164] In some optional embodiments, the apparatus further includes: a pre-

processing result obtaining module, configured to obtain a pre-processing result 

acquired by pre-processing an image; and an RPC message generating module, 5 

configured to generate the RPC message including the pre-processing result. 

[0165] As shown in FIG. 12, which is a block diagram illustrating an information 

interaction apparatus according to an exemplary embodiment of the present disclosure. 

The apparatus includes: an RPC message obtaining module 610, configured to obtain a 

preset RPC message in response to detecting the preset RPC message existing on a 10 

service-side, where the preset RPC message includes information indicating the called 

device; a processing module 620, configured to acquire a response message with respect 

to the preset RPC message by processing the preset RPC message; and a response 

message publishing module 630, configured to publish the response message to the 

service-side. 15 

[0166] In some optional embodiments, the apparatus further includes: a second 

determining module, configured to, in response to that the called device detects a new 

message existing in a first predetermined message path of the service-side, determine 

that the detected new message is the preset RPC message; and/or the response message 

publishing module includes a fourth publishing submodule, configured to publish the 20 

response message to a second predetermined message path of the service-side. 

[0167] In some optional embodiments, the preset RPC message includes a message 

identifier of the preset RPC message; the apparatus further includes: a second identifier 

adding module, configured to add the message identifier of the preset RPC message at 
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a second designated position of the response message; and the response message 

publishing module includes a fifth publishing submodule configured to publish the 

response message with the message identifier added to the service-side. 

[0168] In some optional embodiments, the preset RPC message is published by an 

RPC initiating device to the service-side based on a preset asynchronous messaging 5 

protocol; and/or the response message publishing module includes a sixth publishing 

submodule, configured to publish the response message to the service-side based on the 

preset asynchronous messaging protocol. 

[0169] In some optional embodiments, a first predetermined message path of the 

service-side and/or a second predetermined message path of the service-side includes 10 

identification information of an RPC initiating device published the preset RPC 

message; and/or the preset RPC message instructs the called device to execute a remote 

control command or perform vision task processing. 

[0170] As shown in FIG. 13, which is a block diagram illustrating an information 

interaction apparatus according to an exemplary embodiment of the present disclosure. 15 

The apparatus includes: an RPC message receiving module 710, configured to receive 

an RPC message published by an RPC initiating device; an RPC message sending 

module 720, configured to send the RPC message to a called device indicated in the 

RPC message; a response message receiving module 730, configured to receive a 

response message with respect to the RPC message published by the called device, 20 

where the response message is acquired by the called device after the called device 

detects the RPC message at the service-side and processes the RPC message; and a 

response message sending module 740, configured to send the response message to the 

RPC initiating device. 
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[0171] In some optional embodiments, the RPC message receiving module includes a 

first receiving submodule, configured to receive the RPC message published by the 

RPC initiating device to a first predetermined message path; and the response message 

receiving module includes a second receiving submodule, configured to receive the 

response message published by the called device to a second predetermined message 5 

path. 

[0172] In some optional embodiments, the RPC message receiving module includes a 

third receiving submodule, configured to the RPC message published by the RPC 

initiating device based on a preset asynchronous messaging protocol; and the response 

message receiving module includes a fourth receiving submodule, configured to receive 10 

the response message published by the called device based on the preset asynchronous 

messaging protocol. 

[0173] In some optional embodiments, the first predetermined message path and/or 

the second predetermined message path includes identification information of a device 

published the RPC message. 15 

[0174] Since the apparatus examples substantially correspond to the method examples, 

a reference may be made to part of the descriptions of the method examples for the 

related part. The apparatus examples described above are merely illustrative, where the 

units described as separate members may be or not be physically separated, and the 

members displayed as units may be or not be physical units, e.g., may be located in one 20 

place, or may be distributed to a plurality of network units. Part or all of the modules 

may be selected according to actual requirements to implement the objectives of the 

solutions in the examples. Those of ordinary skill in the art may understand and carry 

out them without creative work. 



 

39 

[0175] Embodiments of the present disclosure further provide a computer-readable 

storage medium, the storage medium stores a computer program, and the computer 

program is configured to execute any one of the information interaction methods 

described above. The computer readable storage medium may be a non-volatile storage 

medium. 5 

[0176] In some optional embodiments, the present disclosure provides a computer 

program product, including computer-readable codes, and when the computer-readable 

codes run on a device, a processor in the device executes the information interaction 

method provided by any one of the above embodiments. 

[0177] In some optional embodiments, the present disclosure also provides another 10 

computer program product, which stores computer-readable instructions. When 

running the instructions, the computer is caused to execute the information interaction 

method provided by any one of the above embodiments. 

[0178] The computer program product may be specifically implemented in hardware, 

software, or a combination thereof. In an optional embodiment, the computer program 15 

product is embodied as a computer storage medium, and in another optional 

embodiment, the computer program product is embodied as a software product, for 

example, a software development kit (SDK), etc. 

[0179] Embodiments of the present disclosure further provide an information 

interaction device. The device includes: a processor and a memory for storing 20 

instructions executable by the processor. The processor is configured to invoke the 

instructions stored in the memory to implement any one of the information interaction 

methods described above. 

[0180] FIG. 14 is a schematic structural diagram illustrating an information 
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interaction device according to an embodiment of the present disclosure. An 

information interaction device 810 includes a processor 811 and a memory 814, and 

may also include an input device 812 and an output device 813. The input device 812, 

output device 813, memory 814 and processor 811 are connected to each other through 

a bus. 5 

[0181] The memory includes, but is not limited to, a random access memory (RAM), 

a read-only memory (ROM), an erasable programmable read only memory (EPROM), 

or a compact disc read-only memory (CD-ROM), which is used for storing associated 

instructions and data. 

[0182] The input device is used to input data and/or signals, and the output device is 10 

used to output data and/or signals. The output device and the input device may be 

separate devices or may be an integral device. 

[0183] The processor may include one or more processors, such as one or more central 

processing units (CPUs). In the case where the processor is a CPU, the CPU may be a 

single-core CPU or a multi-core CPU. 15 

[0184] The memory is used to store a program code and data of the device. 

[0185] The processor is used to invoke the program code and data in the memory to 

perform the steps in the method embodiment described above. The details can be found 

in the description in the method embodiments and will not be repeated herein. 

[0186] It can be understood that FIG. 14 only shows a simplified design of an 20 

information interaction device. In a practical application, the information interaction 

device may further include necessary other elements, including but not limited to any 

number of input/output devices, processors, controllers, memories, etc., and all 

information interaction devices that can implement the embodiments of the present 
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disclosure are within the scope of protection of the present disclosure.  

[0187] Other implementations of the present disclosure will be apparent to those 

skilled in the art from consideration of the specification and practice of the present 

disclosure herein. The present disclosure is intended to cover any variations, uses, 

modification or adaptations of the present disclosure that follow the general principles 5 

thereof and include common knowledge or conventional technical means in the related 

art that are not disclosed in the present disclosure. The specification and examples are 

considered as exemplary only, with a true scope and spirit of the present disclosure 

being indicated by the following claims. 

[0188] The above description is merely exemplary embodiments of the present 10 

disclosure, and is not intended to limit the present disclosure. Any modifications, 

equivalent replacements, improvements, etc., made within the spirit and principle of the 

present disclosure should be included within the scope of protection of the present 

disclosure. 

 15 
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CLAIMS 

1. An information interaction method, comprising: 

publishing a remote procedure call, RPC, message to a message queuing telemetry 

transport, MQTT, broker based on an MQTT protocol; and 

in response to detecting that a response message with respect to the RPC message 5 

exists on the MQTT broker, obtaining the response message, wherein the response 

message is published to the MQTT broker by a called device indicated in the RPC 

message, the response message is acquired by the called device processing the RPC 

message after detecting the RPC message at the MQTT broker, and the response 

message is published to the MQTT broker by the called device based on the MQTT 10 

protocol. 

 

2. The method of claim 1, further comprising: 

adding a message identifier of the RPC message at a first designated position in the 

RPC message; and 15 

wherein publishing the RPC message to the MQTT broker comprises: 

publishing the RPC message with the message identifier added to the MQTT 

broker. 

 

3. The method of claim 2, further comprising: 20 

in response to detecting that a new message exists in a second predetermined 

message path of the MQTT broker, and the new message has the message identifier of 

the RPC message, determining that the detected new message is the response message 

with respect to the RPC message. 
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4. The method of claim 1 or 2, wherein  

publishing the RPC message to the MQTT broker comprises: 

publishing the RPC message to a first predetermined message path of the 

MQTT broker; and 5 

obtaining the response message in response to detecting that the response message 

with respect to the RPC message exists on the MQTT broker comprises: 

in response to detecting that the response message with respect to the RPC 

message exists in a second predetermined message path of the MQTT broker, obtaining 

the response message. 10 

 

5. The method of claim 4, wherein the first predetermined message path of the 

MQTT broker and/or the second predetermined message path of the MQTT broker 

comprises identification information of a device published the RPC message. 

 15 

6. The method of any one of claims 1-5, wherein  

the RPC message instructs the called device to execute a remote control command, 

and the response message indicates an execution result acquired by the called device 

executing the remote control command; or 

the RPC message instructs the called device to perform vision task processing, and 20 

the response message indicates a processing result acquired by the called device 

performing the vision task processing. 

 

7. An information interaction method, comprising: 
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in response to that a called device detects a preset remote procedure call, RPC, 

message existing on a message queuing telemetry transport, MQTT, broker, obtaining 

the preset RPC message, wherein the preset RPC message comprises information 

indicating the called device, and the preset RPC message is published by an RPC 

initiating device to the MQTT broker based on an MQTT protocol; 5 

acquiring a response message with respect to the preset RPC message by 

processing the preset RPC message; and 

publishing the response message to the MQTT broker based on the MQTT protocol. 

 

8. The method of claim 7, further comprising: 10 

in response to that the called device detects a new message existing in a first 

predetermined message path of the MQTT broker, determining that the detected new 

message is the preset RPC message; and/or  

wherein publishing the response message to the MQTT broker comprises: 

publishing the response message to a second predetermined message path of 15 

the MQTT broker.  

 

9. The method of claim 7, wherein the preset RPC message comprises a message 

identifier of the preset RPC message;  

the method further comprises: 20 

adding the message identifier of the preset RPC message at a second 

designated position of the response message; and 

wherein publishing the response message to the MQTT broker comprises: 

publishing the response message with the message identifier added to the 
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MQTT broker. 

 

10. The method of claim 7, wherein  

a first predetermined message path of the MQTT broker and/or a second 

predetermined message path of the MQTT broker comprises identification information 5 

of an RPC initiating device published the preset RPC message; and/or  

the preset RPC message instructs the called device to execute a remote control 

command or perform vision task processing. 

 

11. An information interaction method, comprising: 10 

receiving a remote procedure call, RPC, message published by an RPC initiating 

device based on a message queuing telemetry transport, MQTT, protocol; 

sending the RPC message to a called device indicated in the RPC message; 

receiving a response message with respect to the RPC message published by the 

called device based on the MQTT protocol, wherein the response message is acquired 15 

by the called device after the called device detects the RPC message at an MQTT broker 

and processes the RPC message; and 

sending the response message to the RPC initiating device. 

 

12. The method of claim 11, wherein  20 

receiving the RPC message published by the RPC initiating device comprises: 

receiving the RPC message published by the RPC initiating device to a first 

predetermined message path; and 

receiving the response message with respect to the RPC message published by the 
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called device comprises: 

receiving the response message published by the called device to a second 

predetermined message path. 

 

13. The method of claim 12, wherein the first predetermined message path and/or 5 

the second predetermined message path comprises identification information of a 

device published the RPC message. 

 

14. An information interaction apparatus, comprising: 

an RPC message publishing module configured to publish a remote procedure call, 10 

RPC, message to a message queuing telemetry transport, MQTT broker based on an 

MQTT protocol; and 

a response message obtaining module configured to obtain a response message 

with respect to the RPC message in response to detecting that the response message 

exists on the MQTT broker, wherein the response message is published to the MQTT 15 

broker by a called device indicated in the RPC message, the response message is 

acquired by the called device processing the RPC message after detecting the RPC 

message at the MQTT broker, and the response message is published to the MQTT 

broker by the called device based on the MQTT protocol. 

 20 

15. An information interaction apparatus, comprising: 

an RPC message obtaining module configured to obtain a preset remote procedure 

call, RPC, message in response to detecting the preset RPC message existing on a 

message queuing telemetry transport, MQTT, broker, wherein the preset RPC message 
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comprises information indicating the called device, and the preset RPC message is 

published by an RPC initiating device to the MQTT broker based on an MQTT protocol;  

a processing module configured to acquire a response message with respect to the 

preset RPC message by processing the preset RPC message; and  

a response message publishing module configured to publish the response message 5 

to the MQTT broker based on the MQTT protocol. 

 

16. An information interaction apparatus, comprising: 

an RPC message receiving module configured to receive a remote procedure call, 

RPC, message published by an RPC initiating device based on a message queuing 10 

telemetry transport, MQTT, protocol; 

an RPC message sending module configured to send the RPC message to a called 

device indicated in the RPC message; 

a response message receiving module configured to receive a response message 

with respect to the RPC message published by the called device based on the MQTT 15 

protocol, wherein the response message is acquired by the called device after the called 

device detects the RPC message at an MQTT broker and processes the RPC message; 

and 

a response message sending module configured to send the response message to 

the RPC initiating device. 20 

 

17. An information interaction system, comprising: 

an RPC initiating device connected to a message queuing telemetry transport, 

MQTT, broker through a first network and configured to  
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publish a remote procedure call, RPC, message to the MQTT broker based on 

an MQTT protocol, and  

in response to detecting that a response message with respect to the RPC 

message exists on the MQTT broker, obtain the response message; 

a called device connected to the MQTT broker through a second network, and 5 

configured to 

in response to detecting a preset RPC message existing on the MQTT broker, 

obtain the preset RPC message, wherein the preset RPC message comprises information 

indicating the called device, 

acquire a response message with respect to the preset RPC message by 10 

processing the preset RPC message, and 

publish the response message to the MQTT broker based on the MQTT 

protocol; and 

the MQTT broker connected to the RPC initiating device through the first network, 

connected to the called device through the second network, and configured to 15 

receive the RPC message published by the RPC initiating device, 

send the RPC message to the called device indicated in the RPC message, 

receive the response message published by the called device, and 

send the response message to the RPC initiating device. 

 20 

18. A computer-readable storage medium storing a computer program, wherein the 

computer program is configured to execute the information interaction method 

according to any one of claims 1-6, 7-10 or 11-13. 
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19. An information interaction device, comprising: 

a processor, and 

a memory for storing instructions executable by the processor; 

wherein, the processor is configured to invoke the instructions stored in the 

memory to implement the information interaction method according to any one of 5 

claims 1-6, 7-10 or 11-13. 

 


