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The wires maé furthernmore be classified as conprising Category 1-5 wiring
according to“FRESEI A/ TI A 568 specification. By examning each packet

recei ved at BL&Q’JK’@R ‘ I e to nake a determnation as to
whet her the T PaCKeT SN I~ be propagated out of a particular port,
and over a parti cm am;cri;seg}rmtm@k eneirsnient kaseiiclomaytiee uiltelsﬁeldrtatfaﬁmawdress
i nformati on associated with the received packet. gure 1

i |l ustrates a%m@%éfr#ﬁ@féms baiween vatipte ﬁ?giQE@ﬁ\nfracﬁmﬁtnelwm&, iof beti#gedh packet

communi catlo n.thre L, netwo e s 1014, 1016,
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a wire 1022, vetiounseivootk d@iés an cowsirbdegmentp or tistBR4nbyvarks aoupldii®,

the respective ports of the switch by respective wires. Such wires may include

copper wires in the form of twisted-pair wires or co-axial cables. The wires
may furthermore be classified as comprising Category 1-5 wiring according to
the EIA /TIA 568 specification. By examining each packet received at the
switch, the switch is able to make a determination as to whether the received
‘packet should be propagated out of a particular port, and over a particular
segment or network, based on the destination address information associated
with the received packet.

Figure 1 illustrates an exemplary packet switching environment 1010 in
which packet communication between three distinct networks, namely
networks 1014, 1016, and 1018, is facilitated by a switch 1012. Of course, the
switch 1012 to may include any number of ports, and made thus couple any
number of networks. The network 1014 is coupled to a port 1020 of the switch
1012 by a wire 1022, the network 1016 is coupled to a port 1024 by a wire 1026,
and the network 1018 is coupled to the port 1028 by the wire 1030. Each of the
ports 1020, 1024 and 1028 is coupled to a switch core 1032 (also known as a
"switch fabric") through which packets are propagated or routed between the

ports. The switch core 1032 is shown to be coupled to a memory resource in



and the network 1018 is coupled to the port 1028 by the wire 1030. Each of
the ports Yo20y/168824 and 1028 is coupled to a switch core 1B32U%54/09335 known
as a switch fabric") through which packets are propagated or routed
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il lustrates an al ettraparkpaokitthisgichoirongheen 01Dl ratetOaFigara)ithd t he
wi res 1026 and 1030 are bundl ed together in a common cable 1342. In such a
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respective wire. Consider, for exanpl'e, the transm ssion of a packet from
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between the wires 1026 and 1030. The cross-talk is most likely to occur in close
proximity to the ports 1024 and 1028 when a packet is being transmitted from
one of these ports, while the other is listening on its respective wire. Consider,
for example, the transmission of a packet from the network 1014 to the network
1016, as indicated at 1044. As the packet is transmitted from the port 1024, the
.signai strength is at a maximum. As the wire 1026 is brought into close
proximity with the wire 1030 while propagating a high-powered transmit
signal, there is a possibility that a cross-talk signal may be generated, as
indicated at 1046, on the wire 1030. A receiver of the port 1028 may beina
state of maximum sensitivity for the purposes of reception, and accordingly the
cross-talk signal may be received at the port 1028, and routed to the switch core
1032. As the address lookup device 1036 may have previously learned the
source address of a packet, embodied by the cross-talk signal, as being
associated with a device on the network 1014, an incorrect modification to an
address lookup table may occur. Specifically, the address lookup device 1036
may indicate the source address of the cross-talk signal as belonging to a device

on the network 1018. This may in turn result in packet switching errors.
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If so, the sens rece
further port of the multiport network device. If so, the sensitivity of a receiver,

associated with the port, is automatically adjusted from a first level of
sensitivity to a second level of sensitivity.

Other features of the present invention will be apparent from the
company drawings and from the detailed description that follows.
BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example, and not

* limitation, in the figures of the accompanying drawings in which like

references indicate similar elements.

Figures 1 and 2 are block diagrams indicating exemplary packet

switching environments.

Figure 3 is a diagrammatic representation of a multi-dwelling unit

(MDU) within which the present invention may be employed.

Figure 4 is a diagrammatic representation of an access concentrator,

according to an exemplary embodiment of the present invention.
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Figure 7 is a block diagram illustrating the structural details of a
receiver, according to an exemplary embodiment of the present invention, that

may be incorporated within a physical-layer device.

Figure 8 is a flowchart illustrating a method, according to an exemplary
embodiment of the present invention, of initiating and implementing an
interrupt service routine (ISR) that identifies ports on which a cross-talk

condition has been detected.

Figure 9 is a flowchart illustrating a method, according to an exemplary
embodiment of the present invention, of implementing a polling loop that
adjusts the level of sensitivity of a receiver.

DETAILED DESCRIPTION

| A method and apparatus for adjusting the sensitivity of a receiver
utilized for the reception of data transmissions within a communications
network are described. In the following description, for the purposes of
explanation, numerous specific details are set forth to provide a thorough
understanding of the present invention. It will be evident, however, to one
skill in the art that the present invention may be practiced without these
specific details.

Figure 3 is a diagrammatic representation of a multi-dwelling unit
(MDU) 10 within which the present invention may be employed. The MDU 10
is shown to include two buildings 12 and 14, and each of the buildings 12 and
14 is shown to include a number of units 16, which may be apartments, hotel
rooms, offices, or booths. The units 16 may be located on muitiple floors within

each of the buildings 12 and 14. The MDU 10 mav be a high-rise apartment
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which are bundled together as a single cable within a sheath. Within each unit

16, a regular telephone unit 22 and a computer 24 (via a Network Interface

Card (NIC), modem, or other adapter) are shown to the coupled to the wiring

20 via a respective R]-11 socket 18. The wiring 20 within each of the buildings

12 and 14 is shown to be coupled to a Main Distribution Frame (MDF} panel 26

within a wiring closet 28 of the building 14. The MDF panel 26 couples the

wiring 20 to the Public Switched Telephone Network (PSTN) 30. The MDF

“panel 26 is also shown to be coupled to an access concentrator 32, which is

constructed according to the teachings of the present invention, to provide

access to the Internet 34 to devices coupled to the wiring 20, such as the

illustrated computers 24. While the present invention is described below

within the context of a network implemented utilizing POTS wiring 20 as a

carrier medium, it will readily be appreciated that the teachings of the present

invention may be implemented within any network environment within which

switching occurs, such as a network utilizing a carrier medium that supports

higher transmission rates, such as for example Category 3 cabling in the form

of four-wire twisted-pair cables that can transmit data at 100 Mbps to support

- technologies such as Ethernet or Asynchronous Transfer Mode (ATM).

Figure 4 is a diagrammatic representation of the access concentrator 32,

illustrating further details regarding the construction of this unit. A first
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socket 18. The wiring 20 within €ach of the buildings 12 and 14 is shown to
be coupl ed t cccdletdtiemobDeight liheicirds 4franerecpieR)to paaimgle MUN dand 46 &Y Wi ri ng

closet 28 of Lo il ding 14, T \D papel 26 couples Lhe iying 20 to the
Mbps LANSs coupled to respective ports of the line cards 44 into an aggregate
10 Mbps or 100 Mbps LAN. The aggregate LAN may be connected to a local
router 48, local server 50, or to a Wide Area Network (WAN) via a T1 WAN
card 52.

Figure 5 is a block diagram illustrating further structural details of a line
card 44, according to an exemplary embodiment of the present invention. The
line card 44 includes a switch 60, which may be an Ethernet switch based on a
Texas Instruments TNETX3100 switch. The switch 60 may provide eight 10
Mbps ports and two 10/100 Mbps ports. The switch 60 further has a direct
interface between each port 62 and a physical layer device (PHY) 66. In one
exernplary embodiment of the present invention, the PHYs 66 may be
HomeRun PHYs, developed by Tut Systems, Inc. for facilitating
communication server POTS wiring. The PHYs 66 may also be conventional
Ethernet PHYs, depending on the carrier medium of networks supported by
the various ports of the switch 60. Eight of the ports 62 are shown to be coupled
via the physical layer devices 66 to respective LANs 68. In one embodiment, a
LAN 68 may be implemented in each of the units 16 illustrated in Figure 3
utilizing the POTS wiring 20. In this case, the twisted-pair wiring from each of

the units 16 will be coupled to a respective PHY. Two of the ports 64 and 65
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would be able to set up a web server, that could be accessed by users of the
other LANSs, without utilizing the services of an Internet Service Provider (ISP).
This may be undesirable in certain situations. For data security purposes, it is
desirable that a user coupled to any one of the LANSs 68 not see traffic
transmitted to and from users connected to other LANSs 68. Further, data
transmissions should be secured in both directions (i.e., the upstream and the

- downstream directions indicated by the arrows at 78).

Figure 6 is a block diagram illustrating an exemplary implementation of
the switch 60, shown in Figure 5. A switch core 80 (a.k.a. a switching fabric) is
shown to include the ports 62, 64 and 65, an array of corresponding Media
Access Control (MAC) ports 82 and an External Address Match (EAM)
interface 84. An external physical layer device (PHY) 66 is coupled to each
port. Each of the PHY’s 66 may be a 10BaseT PHY, or a specialized PHY to
facilitate communications over POTS wiring 20. In one exemplary
embodiment, such a specialized PHY may comprise the HomeRun PHY,
developed by Tut Systems, Inc. of Pleasant Hill, California. The switch core 80
also includes a data path, switching logic, internal single-address compare, and

network statistics logic (all not shown).
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Conveniently, the
Y logic in the form of an address-lookup device 86 provides an input, in the form

of a port-indicating (EAM) signal 90 to the EAM interface 84 of the switch core
80. The EAM signal 90 is a multiple-bit signal (e.g., a 16-bit signal EAM [0..
15}) that indicates to the switch core 80 to which port(s) a packet should be
forwarded within the switch. The EAM signal 90 may also indicate whether
the switch core 80 is to implement the single-address compare. For example,

' EAM [15] may be either set or reset to select between the single-address
compare or the external address match modes. In the event that EAM [15] is
reset (i.e., low), the external address match mode is implemented, and EAM {0..
14] represents a mask of the ports to which the packet is forwarded. For
example, if the packet if is to be forwarded to ports 00,07 and 14, the EAM
signal 90 would be "100000010000001".

A memory resource in the form of a Dynamic Random Access Memory
(DRAM) 92 is coupled to the switch core 80 by a DRAM bus 94. The DRAM 92
implements a packet buffer, and enables the switch core 80 to support both
single-access operation and page-burst-access operation. Specifically, all valid
packets are passed by the DRAM bus 94 to be DRAM 92. The address-lookup
device 86 is shown to be coupled to the DRAM bus 94, and actively snoops the
DRAM bus 94 to implement the external address matching functionality of the

switch 60. The address-lookup device 86 captures the destination address of a
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M cr opr ocessanveétfion the deviderB6acolfidtisks the mlmhd&i‘ésu%&ai@&e‘h@e Figure

3, the users on the LANs 68 (coupled to each of the g_grts 62 ‘of the switch
60) are typ| éamfammd/bna‘sxa%k\«s gt oh Palies. Texas-i eﬁddweﬁwlﬂmlpl ed to

rmy concei vatty B seibie Bt AahRePEEtba tariRESSs (8, toup AFRH 208 o A
user on anot h‘!ﬁfd A:ﬂ\h@@stﬁ@tmé@@inég th BRarsetarl BQintEiH 408 drdst id&ug%ﬁfehvab' e

that a user on a first LAN 68 would be able to set up a web serv
coul d be accéﬁ@eﬂaby&s&mm‘tsd ektetiad StatheRahddis, AWewMﬁmwy (SRANY 10D eThe

cer tv:a.CESS?I st ok e Gloapr i %ré%?é’gress@s S s aéﬁgeesééﬁé%b%eu's&
ioers connecteaats s 1t ARR Suiten e RERs el 6 bE R Qkiore bRafiler e

secured in behérabpeetid packeld reeived & d&&éﬁrﬁﬁ@@Wﬂ\éi&@%@kﬁﬁ@%me
di rections indi cated by the arrows at 78) ure 6 is bl ock

di agramil | usér ﬂi‘*ﬁ'rﬂjo%ﬁéis@)‘(é@iﬁtmﬁ)ﬁmgrfbe@dém%tlodmptabghé%w zteﬁem.'ﬁbto ashown in

Fi 5. A h fa h | ud
Thoberts 62 e qeamitE foradhBuats By B M- ERN o B0 SanSs SR by hats| 19°
(MAC) ports %%ea@péa@éa Ffe%raa@lres%qsé At ebo (tgﬁ‘@ﬁnkﬂt&f 538 été‘}nazégf;ch of

external physical |ayer device ( 6 'S cou to each port.
the PHYs 66 rigyerpenatidn BamaWhEdh\pom rckpeltdvihg acledthi¥d t destimatibhtagideess

Cpoci al | pect” PRRSHEDE TR ILORREPOHLRER PR B0 paavsy SR | o

T el e 53 e S AR ©

statistics | egtes ¢ak hiloatthskddngss lookup device 86 to be auto-configured. In an
alternative embodiment, the initialization data may be downloaded from a
microprocessor 120 coupled to the address lookup device 86.

As mentioned above, all valid packets received at the switch 60 are

passed across the DRAM bus 94. The switch core 80 may write data to the
DRAM 92 in a specific format that is recognized by the address lookup device
86 to determine the correct destination and source address of the packet. The
address lookup device 86 is able to detect the start of a new packet from flag
byte information included in the packet transmission. For example, a row-
address strobe signal (DRAS) and a column-address strobe signal (DCAS) may
be utilized to identify the position of a forward pointer, a top level of a flag
byte, and whether the nibble contains the start of a frame code. Data bit 35
may be de-asserted (i.e. , set to 0) to denote the start of a packet. On the first
word transmit on the DRAM bus 94, data bits 27-24 of a line may indicate an
active port number, and the column-address strobe signal may also be used

identify the presence of destination and source address data on the DRAM bus



7 The switch core 80 may support both cut-through routing, that
enabl es tra¥@PHHSBh on a destination port before conpl et e rRCEHPEIRSHT a
packet and store-and-forward routing, that requires that the entire packet
be received I5df dkarordingsy, i opagatraplarp emleelitriengtto detgratihe tiadtattiifaughout

br ovi des. ¢ he TEBRFIIS 2067/ RRR AANES 56 (S EUAT 1o @11 Brward ponter, Tireg
ket - f ' ' 2N ' ;o I
B nternal - S none B FheCif Alf. LURLEBRILEOONM O SL ke e vl

node and a f r3sehotdkbe gert) tadicdtivgg £AMid packétaerirBds dpsasetittahamidngfeguppor t
of nmultiple addresses per port, as oppoSed to the single-address node

conpar e t hat wansjers fsing the eolymyaddregsisieeke, tthe dpinationasisiressrgidthet o

t [ tipl LAN 68 | ed .t h t 62/ 64/ i t chi
oo "t he SPuer Sfdide Ot e setkelask X Pagen dor SRemA proesing iR > T he?

formof a poréctdr_?_%'elﬁékiﬁf%(réé:%. @Al red 15&*@@8%%5%%{ ﬁ%g&n%a of the

switch core 80. signal 90 Is a multip It sign .0., a 16-bit
si gnal EAM [ Qookidpkycle batactesdingatheaddeedsliookup tabile 00, eh86ses anwippebppatet (s)
a packet shoul d be forwarded within the switch. The EAM signal 9 y al so

i ndi cat e whetHeM e WRaHPaged tothe EAM mispRresdhef hesvdidhgioge ﬁaa?‘ Es
. F ' . ,
Che i myl oo adeA TSy TANEAM (oY FFaR OBl Bhaling BRCInck ABLRRLep Ol MooT

t he singl e-address ‘conpare” or n the

event that EANelplb¥ided ih@h@publisiiad ddt@heett i6r @xtBUPAK3 BIdIBEMeBivitah NDde
I's inplenmented, and EAM 50.. 14] represents a mask of the ports to which

t he packet | sarfdotheaidETX1FAE addaess|leckyp devise frook dexad Insiuraerd® f or war ded

to ports 00,07 andﬂ%ed'édcgrggs E%éyu}%ic%@?ge S%Oimmﬁgxl(n%nps%n;e]i‘gggtgqg %r?cﬂgach%%;ﬁges
to the address lookup table 100. Specifically, interrupts are generated by the
address lookup device 86 to indicate when a new address is added to the table
100 (i.e. a NEW interrupt), when an address changes ports (i.e., a CHANGE
interrupt), when an address changed ports and is secure, and when an address
is deleted by an aging process. To indicate an interrupt to an external device,
such as a microprocessor 120, the address lookup device 86 asserts an interrupt
signal 122 (e.g., the EINT signal). The address lookup device 86 further
includes an interrupt register 124, an interrupt mask register 126, and a new
port register 128. The interrupt register 124 is accessible and readable at all
times by an external device, and contains information concerning ail current
interrupts. The interrupt mask register 126 facilitates the masking of
interrupts, by only allowing the interrupt signal 122 to be asserted if an
interrupt condition corresponding to a mask value stored therein occurs. For
example, the interrupt signal 122 may only be asserted if there is a one-to-one
correspondence between bits stored in the interrupt register 124 and the
interrupt mask register 126. In the event of a NEW or CHANGE interrupt, the
identification of the new port with which the address is associated is provided

in the new port register 128. The contents of the registers 124,126 and 128 are
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A nenory respghgesshh the formof a Dynam ¢ Random Access Menqr ‘SW 92
Is coupled to the switch core 80 by a DRAM bus 94. The DRAM f)fl np STents a

packet buffer, an nabl es, th witch core. 80 to support th sinpgl e-access
oper ati on anaccﬁasg‘gl-eb r &t ?’étgﬁ%agﬁbdbc&%{” .théﬁ*%’éf?ﬁr@&gqs?? 12‘&"‘%% a%packets’
are passed bﬁﬁd}go%@{l(m@)géﬂm be DRAM 92. The address-I| ookup device 86
Is shown to be coupl'ed to the DRAM bus 94, and actively snoops the DRAM bus
94 to inplenment tHbeexicmpratesaodtsis shawohiory dowpddd onah héspchited he swi tch

60. The address-| ookup device 86 %%%ur s the destination address of a
8 pack &P e Eg-beF 3 énmi s Ylemort G MBS WBIshst@BSEBr t he

pur pose of g Ak : | . R lar nbedi nent, ,of t he
resent i nvenrrnarn sarrREAMEUBRTIA0 & pdilnB g ke ofRReL VT,
devi ce manuf ags,wnelch sut of focabvamialles MO U BhomitRbleesseBSs aBRGoadH:8SS.

| ookup device 86 inplenents a nunber of state machines 98 (e.g., l-ookup,

del ete, add, angsdeaitd thggequencss ofdostrndinsttbaheorapseniherfBRriB4iandahe addr ess
| ookup table 00 Jin associ ated exter,nal Static Randgm Access Menory
(SrAY, 10, - PREER PR aR6 BN B6E G0y AU aeSR L dhAtSTEs (o. 3.
MAC addr esse ' e . Hﬁg}’ r of
the switch ngf)tgi}%i@gﬁﬁ%?}%é fﬁgglprégg}%g (%gc' lggétﬁgé 1‘rﬁreécel ng &%s&%:égééro%éénsgg by

the address [2@KTpe ghobateatthled 188 mdttesscallvaeinbidsr 1U0tHre girh el elswa o
| ookup tabl e, 100 isl rgf erred to as the "learning" of addresses bé t he
switch 60, ORe&2BFPlad F‘\‘ééémséﬁ'&ﬂuﬂé@s%?rﬁé@ﬂw@éhe Briseapracessor usitddar dbe

ook (20 080 Ry SAELSE, SEITy A eGSR PR 20 L V"

one enbodi Mepbfrwack) haséwhkao kb BnglEir®A o Mer&st. For the purposes of the
present specification, the term "machine-readable medium” shall be taken to
include any memory resource (e.g., the RAM 132), both internal and external to
a machine, that is capable of storing a sequence of instructions that may be
executed by a machine {e.g., the microprocessor 120) and that cause the
machine to perform the substance of any one of the functions specified in the
current specification. Accordingly, the term "machine-readable medium" shall
‘be taken to include, but not be limited to, solid-state memories, magnetic
memories, optical memories, chemical memories, or carrier-wave signals.

The microprocessor unit 120 is also shown to include a General Purpose

Serial Interface (GPSI) 142 via which the microprocessor 120 is able to
propagate data to any one of the PHYs 66, and via which data can be
transmitted from the PHYSs 66 to the microprocessor 120 over the connection
144. In one exemplary embodiment of the present invention, each of the PHYs
66 operates in a slave mode, and the microprocessor unit 120 is accordingly
able to control operation of the PHYs 66 via the GPSI 142. Each of the PHYs 66
supports a variety of control and status registers. Specifically, each PHY 66
includes a noise threshold register 146, which is implemented within a noise

follower 148 within a receiver of the PHY 66.
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coupl ed to an EEPROM (not shown) that stores a sequence of initialization
codes that aWpewi¢she address | ookup device 86 to be auto-confrcgmusesiossian an
alternative enbodinent, the initialization data may be downl oaded from.a

ni cr opr ocessor 12053Fmomchm@cmeagaaﬂmmtﬂaga WrtHley §ie€ctifal details of A%

menti oned above, all valid E)gckets received at the switch 60 are passed
across the Drexemriaroweceivpe 1alithat maypobeirgorpepted withinleach afthe PETYREM 92 in

a specific fopmat, that.is. recoani ze t he, address | ookup device 86 to
detorm e t helkorseee il REPI B AR Rt iR Re B T ek aurtne e
addr ess | ookugpceigut €50 86 POTSRIRideOndRiRk 158N A Sl Ly Qb viavRgERacket from
flag byte information included i nthe packet transm §sion. For ‘exanple, a
row address cumptigingiageedivédsifBal, dnpropagatadhfrendiheassketlsohe asi gnal ( DCAS)

may be utilized to identify the position of a forward pointer, a top |evel
of a flag byt ?tt%?r‘f\‘}’r%‘ugifﬁrei/&v H‘g‘iﬁh‘ HBPETRHHE ZisREctt lanaskaliaitng thef r ame eode.

Data bit 35 n@éﬁ? s Ghe- Lz £ t e .t.he.starnt of a
packet. On the &&?}ggﬁ agrﬁ'%el{eégﬂg%k 3%1’“{ %Mﬁ%%%gggﬁ%%ﬁ’aﬁﬁ? Erfg- 24 of a
line may indigahsl igtherOpropag@etltirdhe But@pdotifiled! 16010 adifmamia! r obe
signal may al so be used identify the presence of destination and source

addr ess dat a amplifier BRARN® then onto an envelope detector 166 that outputs an éhvelope 94,
Accordingly, i.n_agng ex | ary enbodi nent, .to determne the start of a
frane, the adﬂ%@s&%’&%&ﬁorﬁﬁ? 63‘93’%’955@1%ﬁ§%g ISFGEWQ%S’@?‘ag f%‘?\ﬁé?’%ﬁgﬁﬁi nter,
and decodes t I3 f | Lu : %ﬁ%{l L Sncase,
data bit 35 sﬁgﬁ%lég %faenz%fag},lﬂii di cﬁ%ﬁgigo%ﬁlgﬁagac tl sagtoéréﬁnﬂgg 6%’3%%?% to

a link bufferwheznsisdelividséchtp phise detactor lagily B¥oswiidtob ¢llustheted s bérthandn

address and the source_ address of éhe.packet are extracted for_ external
processi ng by eca¥e signals from threshold logic 172. Specifically, the threshold logic 172

propagates analog signals to the pulse detector logic 170 that indicates a noise

threshold level to comparators included within the pulse detector logic 170. To
this end, the threshold logic 172 includes a noise follower 148, which
implements a noise threshold level state machine, and includes the noise
threshold register 146. The noise threshold register 146 stores a 8-bit sequence,
that may be incremented or decrement by, inter alia, the noise threshold level

 state machine. The 8-bit sequence is propagated to a digital-tc-analog
converter, which transforms the 8-bit sequence into an analog signal that
indicates the noise threshold level to the comparators of the pulse detector
logic 170. The output of the pulse detector logic 170 is then propagated to a
decoder within the PHY 66. Referring back to Figure 6, the microprocessor 120
is shown to be able to increment the 8-bit sequence stored in the noise
threshold register 146 via the connection 144.

Operation of the exemplary switch 60 shown in Figure 6 will now be
described with reference to the flowcharts to shown in Figures 8 and 9.
Specifically, Figure 8 is a flowchart illustrating a method 200, according to an
exemplary embodiment of the present invention, of initiating and
implementing the ISR 134. The method 200 commences at step 202, where the

address lookup device 86 interrupts the microprocessor 120 by asserting the
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address |00 vice 86. The address | ookup device 86 then pgrfQidiRsi
| ookup cycl wgggéégﬁssi ng the address | ookup table 100, chooses an

appropriate EAM code. to tputted to the, EAMinterface 84 of the swtch
oPPeCBO. and MR EHEIATAL Lo B SR ERa arpRarn ey 819 SRR BER Ehe. Snoop

procedure arg.RERYhIEd édhffék%%edpgbma%%@y ety sHiehNGBintd RN ER %3 %R0
Et hernet switch and the TNETX15AE address | ookup devi ce frorg Texas

| nst runent s. interrupt sigral a2Ritess adsentedp Iowill beapgracmiéd taittasCHANGEuUpt s to

i ndi cate changes to the address | ookup table 100, Specifically, interrupts
are gener at edNyTUR ViR BIETHIEE RN Sy W%E’YB%ESFHIC’?SGSE%? E‘”&)f@ﬁerﬁmﬁﬂﬁ

address is a tp . 1.apl i: - i ddr ess
changes portg'qg‘lglfeeg,iﬁ%%éo S%%g leééri%lg%l)lfl" eﬁd%qgggrmét)sismmﬁgsggr%orts and

i's secure, angabRniapadef @aboliddeithirethibyros AR isiihabpasessasly Ravimdicat e
an interrupt to an external device, such as a m croprocessor 120, :the

addr ess | ook ljperlessarinted witts anethenpottnsuaty agthe giogh 10201 dp respogse te Hie B NT
signal). The address .|l ookup device 86 fur r.includes an interr

Ceqi ot br 104 STEDT AL T BUCTHDK 51808 SretrD 108 e T PRRSRoTR [0 R eahe 1 og.
The interruptichegh st elepbdd. ’I‘?\eﬁggaﬁﬁ' blfeaith i@ﬁ@?@fo@kﬁ% dthicelgemBs thy an
external device, and cgnt alns in orngtlon concerning alt current
interrupts. Takvent MAGpddmeskhaegirersed tR6 iftariupit bat dsr theenteaskirgasin

interrupts, by only allow ng the interrupt signal 12 tocge asserted if an
i nterrupt corfdks Whiethasra reyp dAdrers 'es baemnagiectes QFewhedIeEd FABERP o .

one-to-one. cIFRERD AR b ar e aHoBr LT PR R e R et RIS 2,
and the intergupis JFBSKiBIEBY $h&mididBrodeBsdiTE208 ke P0G} tNEWR134CHANGES
interrupt, the identification of the new port with which the address is
associ at ed i sthemew per registend 28 ofvtipadduesslookep device 8thel hoSRePdds of t he
registers 1245’\(:%:%1%5%&@ agb%g 0 {c{eentify the new port 62/64/65 with which a Media Atess
Control (MAC) address is to be identified (e.g., the port 1028). At step 207, the
ISR 134 stores the relevant MAC address and the determined interrupt reason
information.
At decision box 208, the ISR 134 makes a determination as to whether
' the interrupt was generated as a result of a known MAC address appearing on
a new port (and therefore on a new network) or whether the interrupt was
generated as a result of an unknown MAC address appearing on a port. In the
event that the interrupt was generated as a result of a known MAC address
appearing on a new port (i.e., a CHANGE interrupt was generated), the
method 200 proceeds to step 210, where the ISR 134 deletes the relevant MAC
address from the address lookup table 100. Specifically, as a communication
path becomes inoperative when a MAC address changes port, the step of
deleting the MAC address preempts the MAC address being deleted by an
aging process. The communication path may thus possibly be reestablished
before an upper layer protocol can terminate the relevant connection. At step

212, the ISR 134 confirms that the new port on which the MAC address was

seen is coupled to a predetermined network type. Specifically, the ISR 134 is
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accessi bl e by an external device, such as the mcroprocessor 120, via a
dat a i nput/ c¥@pwEss0DI O) bus 130 The m croprocessor 120PCEUShBME3st o be
coupl ed to an associ ated nenory, such as a Random Access Menory (RAM 132,

whi ch st ores abie fontentifiptheSemvpos URbiting the( doBidntlcF4he aeRobdrit Regibieop28.36, a
set of global_variables 138, and a set of |ocal variables 140. The

m cr opr ocessdmeiSB 134 may Burikerieve 25cesh i @ POt /NetVREK SEAFEABRINE |

i nstructions _that,. h SES [.SF n Lj oop 136, .which are
accordi ngly salgg{\%ﬁi”t%%@gjs}‘? %eth%gﬂzy?g%o%ﬁéttglig%% 6%? F{ép&% %?'\Rngtaﬁ?c‘}?attﬁ% | ocal
nmenory (e.g.,wBlREREensRBYTY ) InUnd iemplefoanbsemsett, #ROSRTM Mhphateriaid abl es
138 and the | ocal variables 140 are sim |l arl shown to be capabl e of

resi di ng wi t whethegihetnaw parttiscoupled teiadhome 1 Amea Nep@orkiléANpgi ¢ and

functionality of the present inventio however..resi de in software,

har dwar e, or Wa%ﬁ%?é‘gwgﬁott %PE‘HP.C&FEEX?}W?\Q%:{?%@%@%’SW%E@C'p?re Ent—
speci fication;,t . i ' iy - | : $10Ncl ude
any merory 1 akst PR TL TR g FAEE0S € ol valiab e AR,
machi ne, thatPH¥ esafahe aewfpast oy indirate gequaencs-atk naitasioconsed bdth may be
executed by a machine (e.g., the mcroprocessor 120) and that cause the
machi ne to perﬁﬁmcmtf@@m@pﬁn@@r@ﬁamie,@rr@smctmgiﬁmd@mhhe HRESEREL? i n

the current specificatiQn. . r.di ngl t.he te " machi nes bl e nedi unt
e, urrent SPRBC BR 1o «REERR L BoY iR bRl T RMSERSFAEE o e
magneti c NMenmgh@at@Pit st 218 MEdording BN eMvifbe BP?FHdiﬁéd R4t thakfidtRbd ROy €

si gnal s. The m croprocessor uni't” 120 is also shown to include a
CGener al Pur pdsént8anipakdrivener f ace (GPSI) 142 via which the microprocessor

120 is able to prqpagate data.to a e qf the PHYs 66, and yvia which data
can be transnitted ¥gg PAY P “r@@:?gﬂ’c"ﬁ%‘%ﬁ {ushrbrgadaet s ver t he

connection 14 tmlcﬂmg@@e?é&ﬁﬁgkgﬁﬁb%@ﬂﬂgfép@g%g?{rﬁé&ﬁ R ERRIN of M?ﬁtn‘lémmﬁe ach

of the PHYs 66 operdtes in ave no e mcroprocessor unit 20 is
accordi ngly alkeding opri3h iogerwhi The ofiethbd 2R8Ypefdieyiraa thetirablodp}2. Each
of the PHYs 66 supports a variety of contro|l and status register iére A
Speci fi cal | y,anshismopiiyepgipt driven. The method 240 commences at step 242, w.
number variable, having a maximum value equal to the number of ports (and
accordingly PHYs) within the switch 60, is reset to zero ( 0). Atstep 244, a
gtobal variable under consideration is copied to an associated local variable,
and the relevant global variable is cleared at step 246. At step 2482
determination is made as to whether a local variable under consideration is set
to a logical one, and accordingly indicates that an associated port received a
cross-talk signal, and that a network or line coupled to the port experienced a
cross-talk condition. If not, the number variable is incremented by one at step
250, so that a next successive global variable and local variable, associated with
a further port and PHY, will be processed and considered during a subsequent
iteration of steps 244-248. Alternatively, should the relevant local variable the
set to a logical one (1), the polling loop 136 queries the associated PHY 66 at
step 252 to determine the noise threshold level thereof, as indicated by content
of noise threshold register 146 of the PHY 66. At step 254, the noise threshold

level for the PHY 66 is incremented by a predetermined increment (e.g., 10 mV)

to thereby decrease the sensitivity of the receiver within which the PHY 66 is
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i ncludes a %b%ﬁ/ﬁ%&ﬂ‘} eshol d register 146, which is inplenent echpél&b%

noi se follo within a receiver of the PHY 66. ure?is
a bl ock diagram.illuys her. structural.details e

oot ver - 100 i porEd (e g e g et R 1eh e qteS brveriaER 2
recei ver 150 théc&ﬁ%@ﬂohqzi& “ﬁh%ﬂs BeRRfdED zy @%@%ézﬁ‘&ﬁﬂ% 1ag] &%ré‘s%{@'u‘a ng the

receiver 150 to a POTS wiring network 15 A multi-cycle waveform
conpri si ng athe8diivedusngnatored én ﬂrmmagatmﬁsﬁoldrmgxlsterﬁéémg&&rbmeated

Butterworth filter 162, which inplenent spect r.al lLimting the
bandwi dt h of BynePTesietsrmine PE\%‘F‘H% E%E‘ﬁégr}( g‘e\?‘%ﬁ‘ﬂ lrge c?@)‘Fi&e"etfhe filtered
signal is th t. ferenti al
anplifier ?} OQE%R? %en on{ Ja@%\??l%ﬁg ec%%#é&l%rglﬁlﬁ?’ts %ﬁ%ﬁgétés %f]

envel ope si gﬂfﬂl&*eﬁﬁh \tﬁéinﬁfs@mﬁebﬁold@béﬁ m&i dé&féaﬁm ttRe echsitggiey, \Widhe PENAl .

Thi s envel ope signal is then fed through a un Iar operational anplifier
(opanp) 168, & the neiling leap 136 seeks t@f@@@'@hﬁ)m‘&eéﬁjbﬁ%mﬁpﬂlb@t@ degtinghi ch

|S|Ilustratedto end nal s .from t hreshol

socet {1 onl 1y okl b dall A RE S E R aR a0k IR b ORP R Al G i

pul se det ect gf aqgl g1 As &Zﬁﬁw%xlz%' £ALRSan AR nt.mee Whb@¥eknd Rvised
conparators i thin the pul se detector logic 0. To this end, the
t hreshol d | omcﬁthmeshm iebebofbihedtIS¥ 6bds gmmer thdfl a ;vxfedeﬂammcémtmum noi se

threshold | evel state machine, and includes the noise threshold register
146. The noi SwissirasHwld sveli | serihesgleypnt BE Y06 Hof recegligheed 19 hat may be

| ncrement $ﬂe0r§1_§%i§r§1Egmtr99¥ed ln%s%rth?és ? e?r%i %ﬂgstﬁe Hl{tﬁc?@%lrgc%eﬁgg rec @l

nachi ne. sequence 1 s conv rte
whi ch transf apmecishth Bo>b17.62 S@N@l@ﬁﬁ@e!y“ﬂ@e E%Wr%o%ﬁerétﬁt&{ isl r@dl cat es
the noise threshold level to the conparators of the pulse detector logic
170. The out pnwmﬁgﬁmd@ q@w@ethaéﬁ*é@e@mmghcesmm leyet taitep?ehasated to a

gggo der wi thi C?E ter mmaFYn 18 fheﬂRef Clsqgl(':& %OX%GEI Y rtﬁer t’hetnq,ﬁ%z ercxya%ﬁfb? (i essor

indicating any one of the PHYs of the switch 60, has reached a predetermined

maximum number (i.e., the total number of PHYs included within the switch
60). If so, the variable number is then again reset at step 242 and the method
240 performs another iteration. If not, the variable number is incremented by
" one, and the next iteration begins at step 244. |
In summary, the present invention proposes detecting a cross-talk
condition when a network address appears on a port of a multi-port network
device that would not, under normal operating conditions, be receiving packets
with the relevant network address. The present invention seeks to address the
cross-talk condition by dynamically decreasing the sensitivity of a receiver of a
port for a network or line on which the cross-talk condition occurred.
Accordingly, 2 method and an apparatus for dynamically adjusting the
sensitivity of a receiver to reduce cross-talk conditions have been described.
Although the present invention has been described with reference to specific
exemplary embodiments, it will be evident that various modifications and

changes may be made to these embodiments without departing from the
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is showmn to be able to increnent the 8-bit sequence stored in the noise

t hreshol d r &P 8¥&F07146 via the connection 144. Oper atHIiUSP0%HE
exenplary switch 60 shown in Figure 6 will now be described with reference
to the flowchamkdet scophawd spirifofghe dsvéhtnd Accobipiegly, ithabpasififitionrd8 is a
flowchart illuystrating a method 200, according to an exenpl ary enbodi nent
of the pr esen‘ajfal"‘ﬁvgﬁﬁ'@oﬁ‘?,bed?gﬁchﬁ ipEryusHaty siatbeeensgstrivive s|ses4. The
met hod 200 conmences at step 202, where the address | ookup device 86
interrupts the mcroprocessor 120 by asserting the

12 interrupt signal 122. In one exenplary enbodi ment, the interrupt
mask register 126 is configured so that only NEWor CHANGE interrupts cause
the interrupt signal 122 to be asserted. It will be appreciated that a

CHANGE interrupt will be generated in the situation described above with
reference to Figure 2, in which a cross-talk signal is received at the port
1028, the source address of a packet enbodied within this cross-tal k signal
previ ously having been associated with another port, such as the port 1020.
In response to the assertion of the interrupt signal at step 202, the

m croprocessor 120 initiates the ISR 134 at step 204. The ISR 134 queries

t he address | ookup device 86 for the relevant MAC address that generated
the interrupt and for the interrupt reason (i.e., whether a new address has
been detected or whether a change of address has been detected). This
information is provided in the interrupt register 124 that is accessible by
the m croprocessor 120. At step 206, the | SR 134 accesses the new port

regi ster 128 of the address | ookup device 86. The ISR 134 is accordingly
able to identify the new port 62/64/65 with which a Media Access

16



Cont r ol (mgl?%gg&%s is to be identified (e.g., the port 1028} sh8,0035£P
d

207, the TS stores the rel evant MAC address and the determ ne

i nterrupt remform&ti on. .. .At-deci'sion box 208, the ISR 134 nakes
to whether the interr

a det er m nat %& Wener ated as a result of a

known MAC addr eSSVM%@EﬂaGﬁe@%zaéﬁL erefore on a new networKk)
or whether the interrupt was genémuae : sestlt of an unknown MAC

addr ess appearing on a port. In tHe évent that the i nterrupt was generated
as a result of a known MAC address appearing on.a new part (j.e., a, CHANGE
interrupt was genér at edmethpd ?éﬁ‘ﬁ‘éﬂﬂ%) ep?egélé‘@éfé'qr}&nﬁ%ﬁe‘?%?mﬂl@% t he

| SR 134 del et I . MAC address fromthe address | ookup table 100.
Speci ficall yﬁ%%&%%c%‘r%ﬁu:é?c%g'ti on path becones inoperative when a MAC
address changes port, the step of deleting the MAC address preenpts the MAC
address being deleted by an aging process. The comuni cation_path -nmay thus
possi bl y be reestabl i shesgcissingraenetwarkpddressyoda iprstto setwekrdavienyithtde t he
rel evant connection. At. step 212 the ISR 134 confirms that the new port on
whi ch the MAC address &6&%@5&?\}? ?%QBBTJ‘&FWW%%SY’@H ernmi ned network type.
Specifically, the ISR 134 is 13

able to identify the new port utilizing the content of the new port

regi ster 128. The | SR Hakctiny réceptivarofithy ectecdssidressompastdaret paxtlof t ype
mappi ng, according to which the ISR 34 is able to identify the network type
associ ated with the neW$BHLPH refgcEkderaandebodi ment, the 1SR 134 nay
determ ne whether the new port is coupled to a HonmeRun Local Area Network
(LAN), operating according to the protocols devel oped by Tut Systens, Inc.,

or the automatically adjusting the sensitivity of a receiver, associated

with the second port, from a first level of sensitivity to a second
level of sensitivity responsive to the reception of the network

address on the second port.

2. The method of claim 1 wherein the step of automatically
adjusting the sensitivity includes the step of automatically raising a noise
threshold level by a predetermined increment to decrease the sensitivity of the

receiver.

3. The method of claim 1 including the steps of determining
whether the second level of sensitivity of the receiver exceeds a minimum
sensitivity level and, if so, then retaining the first level of sensitivity for the

receiver.
4. The method of claim 1 wherein the step of associating includes

the step of constructing an address loockup table that records the association

between the first port and the network address.

17



like. At step 214, the ISR 134 updat “ '=:‘ il e 138 associ at ed

wi th the PH¥W86%/8§50T he new port to i ndfigis ngmﬁ Ss- t al RCevesisoksas
occurred with respect to the new port. "Fof éxafipl &, a respective gl obal
variable may be se&l to Thelmeihoalof @ifm( 4 vHedeihMHE fakPoINRIGEQS B HMidesavent .
The met hod 200 then term nates at step 216. Accordingly, it wll be

appreci at ed t¥iagiathecesrtrodobBGALS addressrafhe tametemetwork devifar ni ng now t o
Figure 9, a flowchart illustrating a nmethod 240, according to exenplary
enbodi nent of the present invention, of inplenenting the polling | oop 136
is shown. The nethgpd 2 ) i b et nk | fL.errupt
driven. The net h0?2404%?%?2?5%&%?%%@{2&%@%%%% Qja{‘dnuﬁbef’%{}gg?% ?\tg '
havi ng a naxistepn ofakcavinguapadiet bhéhasedad pirt phihean (hipbreseoratk righicePHYS)
within the switch 60, is reset to zero 0). At step 244, a gl obal variable
under consi dél&PErRcHEBiRpNEAVIE asdrasssBemdhedackrtal vari able, and the

rel evant global variable is cleared at step 246. At step 248 a
determnation is made as to whether a | ocal variable under consideration is
set to a logical agne, anegAewREBIRMIN 4 MHesdheRe blaplofalkiatnOGhALALS Rl t
received a cross-talk signal, and that a network or line coupled to the
port experi ersteplobacsessing thel dddressdiopkup table tnidentifpéhafirdd porbasticitg e i s

i ncrenented by one at st 250 o ,t.hat ext successive gl obal variable
and | ocal var Sﬁ%‘i‘%t;egé’gi%g}f‘)ea?eg?.‘?}%;taﬁdéeﬁsﬁtt RFETRR N SANE PR IHi | | be
processed and consi dered during a subsequent iteration of steps 244-248.
Alternatively, should the relevant | ocal variable the set to a |ogical one
(1), the polling I&op I3& meikodest cldim hedeediattrd siepbfaletatingtingudetiico
determ ne the noise threshold |level thereof, as indicated by content of

noi se t hr eshdltePS Fgniiading AR pingitficagion taR RIPERFSOE ANdiFRCHII SN

t hreshol d | R i S0 det.er i ' t
(o eSMOLE Ty Btertft seBRcEHYhle v Anl A GIRICRE: PepBRBLERE R et NOT TN
whi ch the PHWdffidagion. 14

9. The method of claim 1 including the step of indicating the
reception of the network address on the second port utilizing a global variable

associated with the second port.

10.  The method of claim 9 including the step of cycling through a
plurality of global variables, each associated with a respective one of a plurality
of ports of the multiport network device, and adjusting the sensitivity of at
least one of a plurality of receivers associated with the plurality of ports in

accordance with an indication provided by at least one global variable.

11.  The method of claim 1 including the step of determining whether

a network coupled to the second port is a predetermined network type.

12.  The method of claim 11 including the step of determining
whether the network coupled tc the second port is implemented over Plain Old
Telephone (POTS) wiring.
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i ncor por at e jpfically, the mcrop 120 may out pu i

signal on tﬁ'g{}?gﬁ%@gti on 144, whi ch {{ggis i 'g Mﬂﬁ[he noi se_EJFgﬁzgé/&egggﬁm&
and results in the 8-bit sequence, st0f i se threshol d register
146, being incremented by a predeterm ned amount. Accordingly, the noise
threshol d | evel pnrgpag SRPAL AL MR Q : gic
70 is increased. é}gkpi n??%gg%tﬁghizﬁéﬁhm se %ﬁ%gh{ﬁ %@Ped\?ge%ggg?ggg?ng
the sensiti viadgressfiromehPelldress lodkup fabld fesgohsioptd Bfe ee@ksor thek@ifder t he
PHY 66 | ess susceptible t? detecti ng cross-tal k signals, which typically
have a | ower 8Eecye oW Pf thedaultingit paiwerksadsiasss. At deci si on box 256, a
determ nation is made as to whether the revised noise threshold | evel of
the PHY 66 is greater than a predeterm ned naxi mum noi se threshold | evel.
I'f so, the rel evany, PHYHabné#oldf cdesoniinarsiadhs ﬁtdlﬁ?bﬁ%ﬂ%@ﬁeﬁﬁé‘ ised
noi se threshold |l evel, and the nethod proceeds directly to decision box
262. Alt er natdoneprjsestatsaviRHY 66 under consideration is re- configured to
utilize the revised noise threshold | evel at step 260. A determination is
t hen made at decision box 262 whether the nunber variable, indicating any

one of the PHYs ofict he sw : @ { ] Emﬁi m
nunber (i.e., the 1tS(')t alﬁ#uetﬁ%%% gg?dlgﬁé?ﬁ%ﬁgg?&{?ﬂ?ﬁ&% gp’ggue C g%). | f
so, the vari dhtledimptiersiess éfhen again reset at step 242 and the method 240
perfornms another iteration. If not, the variable nunber is increnented by
one, and the next iteration begins at step 244. In summary, the
present invention propQg t i ross-tal k,condi.ti when_a net wor k
address appears on a podfe?escg%%é%%ﬂt&%-%gﬁﬁ nﬁg‘ﬁi@? %d%rgﬁ,égex%ﬁgfn%{ﬁraoﬁot,
under nornal operating feeRegit H6nse, da {369.55{‘{!1@ﬁuﬁﬁ%&ﬁtr&ﬁ%ﬂbdéﬁ@ef el evant
networ k address. The present invention seeks to address the cross-talk

condition by dynam cally decreasing the sensitivity of a receiver of a port
for a network or line opn whi.ch th {I_{?oss-talk ondj tion occurrcgd._
Accordingly, a nethod IS WRSHFE TR Peigyor: PSS A8 sh Y iR
sensitivity of a recei YgHhbPrERMYEE: £ alt L4 ave been

descri bed. Although the presgnt q#nv%nt‘?%ﬁoﬁea}{sé%’gﬁgggggmd;d with reference
to specific .

if so, then automatically adjusting the sensitivity of a receiver,
associated with the port, from a first level of sensitivity to a

second level of sensitivity.

16.  The method of claim 15 wherein the step of automatically
adjusting the sensitivity includes the step of automatically raising a noise
threshold level by a predetermined increment to decrease the sensitivity of the

receiver associated with the port.

17.  The method of claim 15 including the steps of determining
whether the second level of sensitivity of the receiver exceeds a minimum
sensitivity level and, if so, then retaining the first level of sensitivity for the

receiver.
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exenpl ary embodi nents, it will be evi deﬁé %ﬁﬂmﬂyw gJ difications and
changes may We bHkE87 t 0 t hese enbodi ment SkME ng f FOEE9536
broader scope and spirit of the invention. Accordingly: the specification

and drawi ngs are 8. be Thegasttied of nladm 13 indkidimg thesstepbhédetetdndmingestrictive
sense.

includes the step of accessing address lookup information that records

respective associations between network addresses of remote devices and ports

of the multiport network device.

19.  The method of claim 15 including the step of retaining the first —
level of sensitivity of the receiver associated with port if the network address is

not associated with the further port of the multiport network device.

20.  Apparatus for adjusting the sensitivity of a receiver, the

apparatus including:

a memory to record an association of a network address of a
remote network device with a first port of a multiport network

device;

a detector to detect reception of the network address on a second

port of the multiport network device; and

an adjuster, coupled to be detector, to automatically adjust the
sensitivity of a receiver, associated with the second port, from a
first level of sensitivity to a second level of sensitivity responsive

to the reception of the network address on the second port.

21.  The apparatus of claim 20 wherein the detector comprises an

address lookup device.

22.  The apparatus of claim 20 wherein the adjuster comprises a

PIOCessor.

20
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23.  The apparatus of claim 20 wherein the adjuster automatically
raises a noise threshold level by a predetermined increment to decrease the

sensitivity of the receiver.

24.  The apparatus of claim 20 wherein the adjuster determines
whether the second level of sensitivity of the receiver exceeds a minimum
sensitivity level and, if so, then retains the first level of sensitivity of the

receiver.

25.  The apparatus of claim 20 wherein the memory stores an address
lookup table that records the association between the first port and the network

address.

26.  Theapparatus of claim 20 wherein the network address
comprises a Media Access Control (MAC) address of the remote network

device.

27.  The apparatus of claim 20 wherein the detector detects the
reception of a packet on the second port of the multiport network device and

‘extracts the network address from the packet.

28.  The apparatus of claim 25 wherein the detector accesses the
address lookup table to identify the first port as being associated with the

network address of the remote network device.

29.  The apparatus of claim 20 wherein the detector initiates an
interrupt notification to adjuster and the adjuster executes an interrupt service

routine within the adjuster responsive to the interrupt notification.

30.  The apparatus of claim 20 wherein the adjuster indicates the

reception of the network address on the second port utilizing a global variable

agsociated with the second port.

T
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CLAI V5 What is clai A met hod of adjusting the
sensitivity WP 01§58¢ei vertTI Hi”‘lHH di ng the steps of PCT/US99/09536
associ ating a network address o a rrenst exnet work device with a :

first port of a multiport network device; detecting

reception of the network address on a second port of
mul ti port network devi cée agpgratus of claim 30 the aéwéﬁmwbamr@ughjmwaigyt he

sensitivity o 0 rt,
Froma firet VafASRHBles, ARBRRIISEY with g eppective $hE 0¢ & BRpEGETOGER
sensitivity rﬁ&ﬁ@&&kiﬁ?oﬂ%e‘tﬁ@r}f B6@RS, 0 £judth T 8RIKity of at least one of #ddr €ss

on the second port. The method of claim 1 wherein the step
of automati cavﬂuyaletmojgeqengers h@osr@m withi thy phmaltityl o6 potte irs aeprddnce with

?gt gggﬁggggl %’ﬂ@&i % ?ng?lgﬁsgfg?? g(? | d | q\)/},JealiVa&‘/mg1 predet er m ned |.ncrfrrent

32.  The apparatus of claim 20 wherein the adjuster determines

whether a network coupled to the second port is a predetermined network

type.

33.  The apparatus of claim 32 wherein the adjuster determines
whether the network coupled to the second port is implemented over Plain Old

Telephone (POTS) wiring.

34.  The apparatus of claim 25 wherein the detector deletes the
network address from the address lookup table responsive to the reception

thereof on the second port of the multiport network address.

35.  Theapparatus of claim 20 wherein the multiport network device

comprises a switch.

36.  Apparatus for adjusting the sensitivity of a receiver, the

apparatus comprising:

detection means for detecting reception of the network address,
identifying a remote network device, on a port of the multiport

network device;

determination means for determining whether the network
address is associated with a further port of the multiport network

device; and
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Second level "o Szt ity oA I cecos a m i i eag ity | J°

: ceeds a mnimmsensitivity
| evel and, if so, then retainihg‘thé first [-evel of sensitivity for the

receiver. _ 4. The nethod of claim1l wherein the step of

associ ating includes thgnstReniGheS Bt GUEShAGCH a%ﬁ@gtﬁfgsme%h&mvhg@f% that
records the association between the first port and’the "network address.

17 ' 5. Theceinsr hasdodated| witintie mhgy £om & fiestietslof keradidviey s

[ Media A Cont r.al C) add f th t et k
Govtcer o o g R SRRtV PV SRBRERIYS A S FSPBPN GBERR i ng
i ncludes the steps of h@ﬁ%xgéMr@sﬁﬁ?ﬁ@hxﬁﬂme&@?g\%ﬁ%ﬁ@%@éﬁk z?cfdﬂegkﬁgle

mul ti port network device and extracting the rk- address Trom

packet . 7. Abschmedradihothe dlisther fomivd tles ﬂuﬂﬁpoﬁ&@ﬁw@fk dediesli ng
i ncl udes the :

37.  The apparatus of claim 36 wherein adjustment means
automatically raises a noise threshold level by a predetermined increment to

decrease the sensitivity of the receiver associated with the port.

38.  Theapparatus of claim 36 wherein the adjustment means
determines whether the second level of sensitivity of the receiver exceeds a
minimum sensitivity level and, if so, then retains the first level of sensitivity for

the receiver.

39.  The apparatus of claim 36 wherein the determination means
accesses address lookup information that records respective associations
between network addresses of remote devices and ports of the multiport
‘network device to determine whether the network address is associated with

the further port of the multiport network device.

40. A machine-readable medium storing a sequence of instructions

that, when executed by a machine, cause the machine to perform the steps of:

detecting reception of the network address, associated with a first

port, on a second port of a multiport network device; and

automatically adjusting the sensitivity of a receiver, associated
with the second port, from a first level of sensitivity to a second
level of sensitivity responsive to the reception of the network

address on the second port.
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step of accessi n}:; t he address | ookup table to identify the first port as
bei ng associV4P&YI&Th t he network address of the renpte net W KUSREFPEE.

8. The nethod of claim1 wherein the step of detecting includes the
steps of initiating an interrupt notification to a processor, and executing
an interrupt service routine within thelfffocessor responsive to the

interrupt notification. 9. The method of claim 1 including the
step of indicating the reception gfishe network address on the second port
utilizing a global variable assofiated with/tifR¢ second port. 10.

The nmethod of claim9 includi ' ing through a ph@6ality of

gl obal variabl es, each associjated wigfir@4r especti ve G of a plurality of
ports of the nmulAi1ddért networik device, and adj usting the senSitYviyy of at

| east one of a plurality Jdlecei vers asg mergk - Wttt I of
ports in accordanee 1620 i cation pr?\j\g; by at |eds %ﬁi@béf‘ 1)

vari abl e. L, . The | mgthod of claim1 incl digpg the step of
det er mi ni ng @K e-HORT gd—Ho.tHe se¢ond port is a-predetern ned
net work type. - e fELhod SWIETHIGTSL i ncl uding the step of

det erm ni ng kDﬁﬁj’“ ed t 60RRe {$egepd port is i mlsemnt ed

over Plain Od Tel ehone (POTS) “WT i{mp.
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13. The ”ﬁ&ﬂﬁﬂéﬂ% claim4 including the step of del eting teleruses sk
address fromthe address | ookup table responsive to the reception ther.eof

on the second port of the nmultiport network address. 14. The
met hod of claim1 wherein the nultipq$$ networ k device conprises a switch
15. A nmet hod of adjusting the sensitrvity of a receiver, the nethod

I ncl udi ng the steps of: detecting reception of the network
address, identifying a renote net wor k device, on a port of the
mul tiport network device; det er mi ni ng whet her the net wifk
address is associated with a further port of the nultiportg
net wor k devi ce; and if so, then automatically adjustingf} he
sensitivity of a receiver, associated with the port, fr
first level of sensitivity to a second gevel of sitiagcg.
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16. The met hod of claim 15 wherein the step of automatical | I ng
t he sensitiwpteyié3at| udes the step of automatically raising %ﬁg?@?fé}gg&

threshold | evel by a predeterm ned increnent to decrease the sensitivity of
the receiver associated with the port. 17. The net hod of claim
15 including the steps of determ nir§g8whet her the second | evel of
sensitivity of the receiver exceeds a mninmmsensitivity level and, if so,
then retaining the first level of sensitivity for the receiver.

19 18. The nethod of claim 15 including the step of

determ ning includes the step of accessing address | ookup information that
records respective associ-ati ons~bel WeeHn NetWork “addr esses of renote

devices and ports of the nuktip net weede—aiEyi ce. \ 19. The
met hod of claim 15 including t he ning the first _
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| evel of seRgidhii¥doty Oof the receiver associated with port iPCThSsTEsKor k
address is not associated with the further port of the multiport netwoerk

devi ce. 20. Apparatus for adjusting the sensitivity of a
receiver, the apparatus including: gag a nenory to record an
associ ation of a network address of a renote network device
wth a first port of a multiport network devi ce;

a detector to detect reception of the network address on a second

port of the multiport network device; and an adj uster,

coupled to be detector, to automatically adjust the

sensitivity of a receiver, associated with the second port, froma
first level of sensitivity to a second |evel of sensitivity responsive
to the reception of the network address on the second pgrt. —21. :
The apparatus of claim20 wherein the detector conprise¥ an address | ookup

devi ce. 22. 2y apgapas uSzet.cl ai m 20 wherei b the adjuster
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20 23. The apparatus of claim20 wherein the ad
aut omat i calW9 8/@88%ts a noi se threshold | evel by a predetern‘f é‘g‘%’}g’ﬁéﬁ”gmnt

to decrease the sensitivity of the receiver. 24. ‘The appar at us of
cl aim 20 wherein the adjuster determ nes whether the second | evel of
sensitivity of the receiver exceefd a m ni nrum sensitivity level and, if so,
then retains the first level of sensitivity of the receiver. 25.
The apparatus of claim20 wherein the nmenory stores an address | ookup table
that records the association between the first port dnd the network ¥

addr ess. 26. The apparatus of claim20 whérein the netwo

addr ess conpriseg,a Medi a Access Control (MAC) address of @h

network device. ¥ \\j ru»;;--ug
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27.  The appakakis of claim 20 wherein the detector detect gctrhssy®ssption
of a packet on the second port of the nultiport network devite and extracts
t he network address fromthe packet. 28. The apparatus of claim
25 wherein the detector accesses tﬁ% address | ookup table to identify the
first port as being associated witihthe network address of the renote

net wor k devi ce. 29. The apparatus of claim20 wherein the
detector initiates an interrupt notification to adjuster and the adjuster
executes an interrupt sekw ce routine within the adjuster responsive to the
interrupt notificatio 30. The apparatus of claim20 wherein
the adjuster indicate ception of the netgaork address on the second
port utilizing a glob bl e associ ated wi t§ the second port.

31. The apparatus o mM30 t he adj uster c%@les t hrough a plural -ty of
gl obal variabl es, eac cjated with a respedive one of a plurality of
ports of the mul{fiport rk device, and adjusts the sensitivity ?%*at

| east one of a ural ity pf recegyers associatig with the plurality

ports in accordarce wi th an indication provi dedsby at | east one gl obak

vari abl e.
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32. The apparatus of claim20 wherein the adjuster deternines whet Qe
net wor kK coupbeeri4%67 t he second port is a predeterm ned net WorkE ’?%3’89”3

33. The apparatus of claim 32 wherein the adjuster determ nes whether the
network coupled to the second port is ipplenmented over Plain O d Tel ephone
(POTS) wiring. 34. The appar &°us of claim 25 wherein the detector
del etes the network address fromthe address | ookup table responsive_to the
reception thereof on the §& Gpienmaiel oty pordd2net wor k addpesdil

35. The apparatus of cl di DL (=il | t gPOr't net work dgxsfe
conprises a swtch. ‘ I fadj usting the sitivity
of a receiver, the apparatjus CoTprisymge-- Vit detection neans for

detecting receptlon of the™
renot e net work—devi O of- . néfhor
devi ce: VICROPROCE I RS iarﬁwﬁssw’ C%B@@'Fwsab wh§(hér the
net wor k THAT QUIRESSEHE ADDRESSLORKEE SRVIGE Z0R AMARer por§ of the
mul ti port netjwor k ADDRESS THAT GENERATED THE iNTERRUPT AND THE
iNTEHRUPT HEASON (l E NEW ADDRESS OR CHANGE OF ADDRESS)

|dent|fy|ng a

LITE 11Ul

ISR ACCESS IS NEW PORT REGISTER
IN ADDRESS LOOKUP DEVICE

207
SAVE MAC ADDRESS AND

INTERRUPT REASON INFORMATION

INTERRUPT REASON = MAC
“~_ ADDRESS CHANGED NETWORKS? _

DELETE MAC ADDRESS FROM
ADDRESS LOOKUP TABLE

212

CONFIRM SECOND PORT (LE., THE PORT ON WHICH
THE MAC ADDRESS APPEARED FOR THE 2ND TiME)
IS COUPLED TO TARGET NETWORK TYPE

pra

UPDATE GLOBAL VARIABLE ASSOCIATED WITH
PHY OF SECOND PORT TO INDICATE CROSS TALK
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devi ce; and wo o0/16507 _ _ _ 22 ~ PCT/US99/09536
adj ustnent neans for automatically adjusting the sensitivity of a

receiver, associated with the port, froma first |level of sensitivity
to a second level of sensitivity respqgggive to the reception of the
network address on the further port, it the network address is

associ ategggv th the further port of the nultiport network device.

37. The gpparatus of claim 36 wherein adjustnent means aut orrat ically

rai ses a no He T Tecy ease t he
sensitivity off ThETECEI Ve P

appar atus of ¢laim 36 V\/nerel n the adJ U'S beiiedadie e TRV aa ATV aT=Y, er the

second |l evel ¢f sensitivity of the receiver exceeds &
| evel and, ifliso, then retains the firs he—
receiver. 39. }
means accesses address | ogR et ]
associ ati ons hetween netwdrk addresses b VARIABOE [SLOBAL MARIABLE_NOY t s of t he

CLEAR GLOBAL VARIABLE
[GLOBAL _VARIABLE_NO] :

GLOBAL_VARIABLE_NO

LOCAL VARIABLE
~~GLOBAL_VARABLE NOJ= 1 _o®

| GLOBAL_VARIABLE_NO
1 %1

QUERY PHY
{GLOBAL_VARIABLE_NO}TO

i~ 252
DETERMINE NOZSE THRESHOLD LEVEL

262

INCREMENT NOISE THRESHOLD
LEVEL FOR PHY
[GLOBAL_VARIABLE_NO]BY ONE(1)

254

GLOBAL_VARIABLE_NO
= MAX

REVISED NOISE THRESHOLD
N LEVEL> MAXIMUM? @

YES

RECONFIGURE PHY
[GLOBAL_VARIABLE_NO] TO USE
REVISED NO?SE THRESHOLD L!:VEL

260

FIG. 9
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(57) Abstract

A method of adjusting the sensitivity of a receiver requires the association of a network address of a remote network device (16),
such as a comnputer, with a first port (62) of 2 multiport network device (60), such as a switch. The reception of the network address of the
remote network device at 2 second port of the multiport network device indicates the possible occurrence of a cross—talk condition between
networks coupled to the first and second ports. Accordingly, the seasitivity of a receiver associated with the second port is reduced in an
atterpt to reduce the sensitivity thereof to a point at which cross—talk signals, generated as a result of the cross—talk condition between
networks coupled to the first and second ports, are no longer detected. The sensitivity of the receiver may be reduced by increasing a noise
threshold level below which signals are not detected.




