WD 2004/ 105305 PCT/ EP2004/ 050854 DEVI CE AND METHOD
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encrypting and decrypting a block of data known as
bl ock ci pher, the size of the input block and 5
out put bl ock being the sane. This operation is
controlled using a key which could either have the

SanPEVICE AND METFHODOE®RENCRYPIINGVAND DECRYPIMNG A BLOCK OF
size, generally a larger size. This invention refers

to a symmetrical encryption/ deRN/-ﬁtl on net hod as
opposed to the asymmetrical nethod. The symmetri cal

MefThedp Heéeﬁt'"'ﬂ’f\éﬁh@rﬁ ' ri‘#éi'sbib Sidagicehand 18 sk sr "e?ncryptmg and
encrypt and decry ,Pt the data while the asynmetri cal

rrede@mptu‘geg bdocks o datanpwinoas Mnolpipkerdthe sige afdhedgput block and

bi pUUpE{HBLchaRo b Bomd | o))" Cuf i oh (4ab-bit  key),

Tvvof| sh (256-bit key), and Rijndael (also known as
AEBhlsmraﬁm ibegoﬁiroll%preim@imgepwhﬁdhecmquleitbart havesthe same size as

E@Sw ﬁ{j havedtf%g [, Qwn adva taﬁ and._ 15

ot AUl 4 ARl 4, 5B 0 EHah Pl%Ehed

descrl bi ng these nmet hods. Patent US 5, 214, 703
deThisiib@shtibhecfses twd slyr'mwtriea drﬁﬁ/btiﬁMdebfyplnoh snétheé as opposed to

8.5 d , f 4
oS ShvguReERbmetath e SiRmaTiaah st Regacterized By using the

deééms%wera t HRdNdd @ Ypt tEBQda@é’mllb&hé %?Mrﬁéth&éi A¥thod uses a
Lai - Ma§sey scheme usi ng dition nodul o 216,

rruflliSI ey ’@aQﬂQﬁYPtlﬁﬁdlﬁ 8)9@1161 kﬁ']{ ’E@ﬁ’@C'b’Pi Wes@t%xcu& ve R,

The two maj or requirements for an encryption nmethod is

thw%&&mﬁ%&g&‘é@%g@@ lgka;y vlcady z:'wehxk%w EBffish (448-bit

t he conput ational spee factor or the
robelys)t ﬁ'er@‘lshs(Zaﬁﬁhblteu@d) band hidijrtlafe! (gisonkedrcas AES,. 256-bit key).

ouCRaE g ol ARPIGEREE el SRS Bl Bovantage and

25d|§hgvammt ational speed is mainly determ ned by the
type of mat hematical and |ogical operations needed.

e Cco oper at i ons | vision, Ltiplicatio ma
or SPUSTE! TS hEAE, e, bl Bherihitg Bhoss coelbdSydatent Us
208414093 Ut éFORAHY0& AN as IDEA™ which is based on a 8.5 rounds
operations encryption process for 64 bits block length, each round using 6 sub-keys
derived from the main key. The core is constituted by a Lai-Massey scheme using

addition modulo 2%, multiplication modulo 2% +1 and bitwise excusive-OR.

The two major requirements for an encryption method is the robustness against any
form of cryptanalysis and the computational speed. One key factor for the
robustness is achieved by the diffusion effect, i.e. when one bit is changed in the

input data, all the output bits are influenced in an unpredicted manner.

The computational speed is mainly determined by the type of mathematical and
logical operations needed. More complex operations (division, multiplication) may

prolong the time to execute the encryption process.



2 The purpose of this invention is to propose a new
encryption nethod which offers a high Ievel of

WG e@undI3ys conbi ned with a hi gh executi on speedPCITRPR04/050854
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aimis achieved by a nethod to encrypt or decrypt

bl ocks of data X to Y, based om a main key R this
nmet hod usi ng several serially connected nodul es, each
5 modul e using a sub-key RA derived fromthe main key

R @Rg paseiof itiig inveetishn &P proposd apieit éngystionl reghiodtwiich offers a
initial values XOL and XOR m Xing the at | east two

vahighdevahof ﬁ?fﬂ—"ﬁmmgmﬁgr"\‘ﬁhaa RigberxeraiionEsneed. obt ai ni ng
a value X2 by mxing a first part RAH of the sub-key

RATI**i\fstef‘mtlé1 ch’vfé{/étﬁby A@nethod %’bﬁbx?bﬂ&' decrptiffockd d¥¥ata X to Y, based
applying the value X2 to a subsftitution |ayer, the

sug@ta MAin dieyl By dhis cfﬁﬁ’fﬁ\oids!-'ﬁgg Aeveealsterigy connected modules, each

con gpﬁﬁ%@? k% ealée?b%}é)den‘é H%g@é{nuﬁ%yoﬁéﬁ ﬁ%ﬂqmprﬁlng the steps
t hef:i nput serves as the poi nter and t he pointed

t ant th { ' I
Xi- by ISR M GNP ToXOmand }Ber mit ati on type
baseghigig tﬁ@%t%ékﬂﬁ:&%luésk@l_ haiXOR R %f&ﬁh%%&éﬂ@tﬁkugxm

m xi ng a“second part RAL of the su

valueblaninglat \alue X8 bymaixirg mérs‘K@adﬁNﬂpﬁmeh—be;t R& with the value
val ug(1x5 a substitution layer, 20 - obtaining a val ue

X7 by*mxing a first part RAH of the sub-key RA with

the \b@ltaimngxé va1uén>e9 Og émﬂym e Oéﬂué\ﬂ)ti‘tér@sluﬁbﬁtu%n layer, the
at | east two val ues to obtain

| eastsubsigutien déxemsprrmﬁ@lrmat bzt aene msﬁwﬁ%sbﬁm (#§ox), each
the %HB?MP’uorY ?Bk’%oﬁ?é rgﬁ éégefeﬁer I ’%ab?esof ggﬁsr’%%p‘gp which the input

usi ng at Teas or eac

new sehsdsas tRA pmrﬂergn'msfmatmmﬂéd consthet saves asiheRyutphie

|n|t| .val ues fir nmodul e bei a :

ol v GBI Bp vy iiing.d Wi Konsiufheftautaign type based on
and X&walietdye |ast nodule form ng the output data Y,

and this nmethod further conprising the step of
appl wbianing a value X5 by mixing a second part RAL of the sub-key RA with the

value X4,

— obtaining the value X6 by applying to the value X5 a substitution iayer,

— obtaining a value X7 by mixing a first part RAH of the sub-key RA with the value
X6,

-~ mixing the value X7 with the initial at least two values XOL and XOR to obtain
the at least two values X8L and X8R, X8L and X8R representing the output
value X8 of the module,

this method using at least two modules, where for each module a new sub-key RA

is generated from the main key R, the initial values X0 of the first module being a

division of the input data X, the output values X8L and X8H of the last module

forming the output data Y, and this method further comprising the stép of applying
to at least one of the value X8L or X8R an orthomorphism function before applying
these values to the input XOR and XOL of the next module.



to at | east one of the value X8L or X8R an
or t honor phi sm functi on before applying 30 these
WO 2004265309 t he i nput XOR and XOL of the next nRCUUER200W30854

2004/ 105305 PCT/ EP2004/ 050854 3 The two main parts of

the method are the substitutiong ayer and the multi-

permutation matri x. The purpose of the substitution

| ayer is to transformthe input value to an out put

valfhe wd imalh pargs gl theahgsthodiiare r ibkasbilstitition |ayersand the multi-
ﬁ the quickest way is to use 5 a |ookup table

coReEHARR $tants which can achi eve the expected

confusion result. Since in this enbodi nent the input

datrre agpdsd @ﬂﬂfel"sﬁstlﬁﬁlohl Ib§ ert BeonkEagsmPthe ﬁ'@ﬂu!vaalmbSto an output

will be 232 val ues each 2 bit length. According t
a paleedvithegt @ﬁﬁﬁ@lﬁr?é@ﬁbralpﬁﬁlaih%ﬁhlp detiais why fhe guiekest way is to use

5 9" QUBSKIH t§ol@ choéﬁﬁﬁﬂghcorﬂshen t 5 L Q%a%a ! %ﬁ%ﬁéﬁ confusion

constant's e i nput
or re&dltbi t |s di vi ded in bytes of 8 bit and applied to
the substitution box to obtain an output of 8 bit.

T8 O Loty R RS B RS0, it B B, the number of

| mpbestEnts atill ba 2tevdioes eadmmsut ngtt.abl es are the

sane for all 15 groups of the input data (32 bit or

64 ,bi t [,n another e iment, the st an tabl e

o B9rEingr B A PRI, ERBTBIRa e kit BRfRIS SALkiR. STays of 8-bitlength
10 COffiisaBSCiAg Beehurnbert & conb@itLtodn 3B ytéd.xed permutation

of nunbers V\,hl ch are all different, encoded by a

i Ropara gpt S Biniapior 87 ohas niddd e gt B anc appled to the
”E‘Bulbéﬁtut-gheb&‘ hé iobtd® a?ﬁbﬂfﬁhﬁbf anlffafﬁé hpud o%té‘?é‘%@d as address

matrix wth property that every possible square sub-
mapeinjeriaad tae getnedhongiantds tHecouipytl. of zero:; the
elements of the matrix are elenents of a finite

: e .
V'e?tegena_ PS I tﬁbqﬂlgrégﬁérﬂéfl&gn@ﬂ'@ ?ﬁescrzélar)ﬁ(btgﬂg’t gtglgf%{s?’dﬁg Qriu%‘same for all
15 a gﬂmperofvﬂlec:lhpuisdatef (32ebit Lo B4ebit)hén anviner .enBpadifent, the constant
t f d i 5 : T fi 1 sh
C Rt rat b A sRe S A e el Sebn i he 64 bit

ver si on,
The constants stored in this table are a fixed permutation of numbers which are all

different, encoded by a number of bits equal to the table width.

The second main part of the method is the multi-permutation matrix. The multi-
20 permutation matrix is a square matrix with property that every possible square sub-
matrix has a determinant different of zero; the elements of the matrix are elements
of a finite field. The mixing operation consists in multiplying a vector of input

elements by the matrix, resulting in a vector which is defined to be the output.
Brief description of the drawings
25 -The figure 1 shows the block diagram of the main module in the 64 bit version,

- The figure 2 shows the main process including an example with two modules



- The figure 2 shows the main process including an
exanple with two nodul es WO 2004/ 105305

wWOEOAE3004/ 050854 4 - The figure 3 shows thePCTEPR200E050854
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part of the main nodule, in the 64 bit version - The
figure 4 shows the bl ock diagram of the main nodule in
the 128 bit version, - The figure 5 shows the bl ock

di agram of the orthonorphi smfunction, - The figure 6
sheike figeresd bhows treninfernaltpaet gfdéhe matin arodofe, ifthe 64 bit version
substitution box, 5 - The figure 7 shows the internal

P o8 gb 8 RO P bk B r el SR Eihe 17 version,

with two nodules in the 128 bit version, and - The

f i gThe figush®ssowestire blecldiagresn véthe arthonfiorphiem function,
substitution box. Detailed description of the

i nvept i.on The Figure 1 shqws,the skel et of the .

ent JRAB0R § PO MR P ST be SaRRIn o i aistfiion box,
the nodule MOD. The entry data XO of 64 bit, which is

r epThs figled? sows e ipterhal psdlofdhel méRnafduls imtHe 280hit version
are firstly mxed within the mxing element M to

obtagin the X1 value. This mXxin | ement ains to, .
prbj-:haéc'gé"%g Haws; Tggmapy Propges ?\C %3N sxample Wwith jwo modules in
Thite tx8ibilvé8ioacBheved in different ways such as using

15 XOR function, addition with nodul o, or by using any

grouaﬂl_aw. The next step is illustrated with the bl ock
f 32 ThRfigHredshawsan gitermalye vergionefdha sybstityliansbeyt put
X7 as well as using a sub-key RA. The detail ed

depetaiid @esctiptidh 6f tHedfkentiéngi ven with reference to
figure 3 (see below). The output X7 of the block f32

is_applied to the two m xing bl ocks MX which are 20 .
conRediigdew showadhe wkelskan pithexencryplipnay depryption) process which

r el bidiis %?é moéﬁrl?nm.%ﬁﬁg_ﬁg%‘kot&%4 ¥e \ﬁﬁicﬁiiizepresented in

out put X8 lgure 2 shows t
whtie ppris céd sants XAR it 32 biisachyarentvglly esixedowithinhille mixing element

spMith AN e 1 (REe TP el ppribrit B ob BT SE: bit mage o
vatwie siméeL32 s cbf XE., Tisisdoukf bdZadhidvet éndliffiereWOways such as using

2 1 P P2004 4
OQ(ZCL{R %%%%gn, a%Titl%n v91’81 éﬁ%ggl%?or by using any group law.

The next step is illustrated with the block f32 which has a 32 bit input X1 and a 32
bits output X7 as well as using a sub-key RA. The detailed description of this block

is given with reference to figure 3 (see below).

The output X7 of the block f32 is applied to the two mixing blocks MX which are
connected with the two entries X0L and X0H.

The resuiting data X8L and X8R represent the two 64 bits output X8 of the module
MOD.

The figure 2 shows the whole process using at least two modules MOD. The input
data X is first applied to a splitting module SP which convert the 64 bit entry X in
two output values X0L1 and X0R1, each of 32-bit length.



5 The function of this splitting nodule SP could be

achieved in different ways such as selecting the
woowesos3dts for XOL1 and the highest bits forPCIIRP2000050854

every odd bit for XOL1 and even bit for XORI. O her

met hods of dividing the input data X could be wused as

long as all the bits of X are conprised in XCOL1 and

XOR1. 5 The outputs XO.1 and XORLl are then used as

enThe &sndtion tof éhi isph;ttmgmhdum Sﬂfabuld féashieved in diffeheheways such as

rocesses,t a first, sup- RAL. i
PSS RE R TR edoweSt i R BL 1 3a0 Sedinlahest nils B DRyc of every odd bit for
desoLh ke aepobit FdaXOR1.FOfher hethbds oPH dgtms‘ mbbt 8ata X could be
first nodule MODL are two outputs X8L1 an

or Uhedhes figsn allietbierofiXsargmgmpriseddn 9b1 @ﬂdtm%‘e
outputs, for exanple X8L1 as 10 illustrated on Fig. 2.

5 ThenauWaits ¢ l4' éﬁ&‘@(ohﬁoé?ﬁet kA ﬁeh%{agﬁﬁgﬁmtﬁ@@ﬁt'rﬂagu|e MODA.

is reference XOL2. The other value X8Rl resu
f r dhist fiest pmodeles |prrg:e159e$ Hbef datat whitedusiag MaDirst ssubseay RA1. The

e neroBbong T3 XL AP ki) B8 Spri o8 it AR o Fia. 1. The

nogutpatsVd2 thid hiist seedok MODY! ardViiad detbthHXSESBSand X8R1. An
their |ng¥ht dat a based on a second_ sub-key RA2.
ouPBD‘P%‘O IsmpidnetianoisaRrRlgd te Qesof eréﬁe?iéﬁﬁtsaﬁor@@é“p'e X8L1 as

an o] 2.
TSRS 2 IS ST M, 58, S5 R ARy fncin

As.refmngedraa 0b2AShe gthartvalusaX@R T cassitingrers theprocessing by the first
D OTDP48 3.B RSl ERLPE et Y082 e rom tne
di bftroaotphignafantiien,sipl iat seécthdpebdessiBf moduleh@@DM This second
e 2 S b ks oo op G 37 R Lty Raz. Tho

15 deb@tpluts 6fhtﬁlsfé§&,%hHQﬁ§dlﬂé aﬁ‘@?ef@l‘é?l%ﬁdfa%@(&z EH@X%F@%r?Flg 2. These
t hi bl ock, a 32-bits length data X1 is the

| nputputsraresamlgd ¢ fupuingtenerypiedidedk Y withig-thgiassembler module
oﬁg&g%oﬁu e&sbhasxt]ne S J@I@ﬁctlbnre%h Qplﬁt r%fo'dl;l% SP but works

so nment I one
bI ovkerdeds Itibdéo bametddithat ithenmaanéhte rebenld:l’éraomutndoY could be different

© REBE henraitio Mogtlsr S5, St Be dithremaifs dod sate. MRbit of X8L2 and
2ot hxgReshsal B piceehbihahd oatpudlyue X2a, X2b, X2c, X2d
(formng the value X2). This m xing operatlonlsthe

sar_I[gPé%%Ht@hg | B}?\/@dl%sdcertéllbgtﬁe Ift?ncrtlgﬁ e?thewbltolg:ktflélf of the %lgure 1. In this
block, a 32-bits length data X1 is the input. This data are separated in blocks of 8-

bit length (X1a, X1b, X1c, X1d) through a splitting block SPMU, also mentioned X1'

in the figure 3. This block has the same function as the one described in respect of

25 the block SP of the figure 2. Each of these 8-bit blocks are mixed with a first part
RAH of the sub-key RA to obtain a value X2a, X2b, X2c, X2d (forming the value

X2). This mixing operation is the same as the one described in respect with the

block MX of the figure 1.

The generation of the two sub-keys RAH and RAL is made through the splitting
30 module SP. This module has the same function as the one described in the figure
1.



The generation of the two sub-keys RAH and RAL is nade
through the splitting 30 nodule SP. This nodul e has
wao bh@4ge3385 f uncti on as the one described in thePET/BP2064/050854

1. WO 2004/ 105305 PCT/ EP2004/ 050854 6 Each of these

val ues X2a to X2d are applied tg a substitution |ayer,
conprising at |east one substitution box (sbox), each
substitution box containing a table of constants for

vthabh ohéhdsepudlusseK2a t0 a@dt dre appjlledj éo assubstihdiopdaydredomprising at

t th ut data i
- oREHE RoeasusTRuich” pop “(sRE) Seish peesiviRg PR Casidaingea table of
X3borﬁ§iar’r_tb Jor WhickBe Ipjub86rves a8ene bélrﬁertéhosthé%ﬁﬁtéﬂbonstant serves
table is to use a ?seudorandom generator. One shoul d

r efdiiee auipUbUbhe eutrat dala, issreferenerd agakia, é@’%t)@m X3ﬁl (forming the

th | nique. This data is introduced in a
) #’?‘Hé?@h |figl\}ﬁ4 of (4,4) multi-pernutation type. The

10 out put data of this diffusion box is referenced as
X4@ne>methoal4o gexedatedbiseeanistastt yabl¢ fiwtoruag a pesudararslom generator.

e Iuf et el Bipfels valias o et BLN BislF in shis table is
4Xt4mh{Lté whose el enents bel ong to the finite field

vvith 256 el enents; these elenents are denoted I\/U(i,
refers e ro

ol Rt e nropHesq oa diior e R o ki Brpeimutation type. The
10 Ve@&t@ht ﬂtéta(éf‘%ts é‘?ﬂ‘bsno?ﬁ%x |§4€ﬂeréhbeﬁ% Kﬂbrxltb Mt4c,i %4 respectively

vect or (Yda, Y4d) where these val ues are
ob(farrweg the Vfadﬂet m Thetétlt&tsmzt@qx cqqsnst&anmuttmkytng the input vector

Q% )(ﬁbk%éli:zx4§§ pi%bé"qrd%&iajn% gfa(ﬁ I\thf( %f!éﬁ‘%f.t%a%long to the

Y4ftn|te fidld (Wath 256 démentaylildse, el@neNisbare dﬂm(eﬂ MBYi* ¥Awhere i refers to

}bwé}:aéﬁgniomﬁﬁg 4:6% 4§@dgx,]_fg;e>e<l%sytt o%@g@i%%%?\ 041-‘ the vector

15 ad9(4a o4, D(4td‘le(4fd?1fﬁiyttﬁefméﬂn§d MMl is & "'vdcter (Y4a, Y4b, Y4c, Y4d) where
mul ti pI i cation el ements of Mu4 are chosen such

t hiese yalugasuip ebiFnebahAlawpons needed to eval uate
the four above expressi ons is mnimal. The nunber of

muih Bl NiGa| q?:xt . .\é+ thﬁaw)@tbawmh AeXed eMIRY, 4)Xad

denoted i den S s'therefore been chosen td be
Y4b =Mu4(2, 1) X4a + Mu4(2, 2)*X4b + Mud(2, 3)*X4c + Mu4(2, 4)*X4d

Y4c = Mu4(3, 1)*X4a + Mud(3, 2)*X4b + Mud(3, 3)*Xdc + Mu4(3, 4)*X4d
20 YAd = Mu4(4, 1)"Xda + Mu4(4, 2)*X4b + Mu4(4, 3)*X4c + Mud(4, 4)*X4d

Here ,** denotes the addition in the finite field and ,* its multiplication. The
elements of Mu4 are chosen such that the amount of computations needed to
evaluate the four above expressions is minimal. The number of multiplications by
the constant “1” (thereafter denoted “identities”) has therefore been chosen to be as

25 large as possible.

The data is then mixed with a second part RAL of the sub-key RA to obtain a value
X5a, X5b, X5¢, X5d (forming the value X5).



25 large as possible. The data is then mxed with a
second part RAL of the sub-key RA to obtain a val ue
wWX2@4/108hy X5c, X5d (form ng the val ue X5). WPCT/EP2004/050854

2004/ 105305 PCT/ EP2004/ 050854 7 Each of these val ues

X5a to X5d is then applied to a-substitution bl ock

(sbox) to obtain a value X6a, X6b, X6c, X6d (form ng

the value X6). These values are mxed wth a first

paEaciaifi tidsd haluss ixSaetp X3d isothent appliedele & slbstiuidMmblock (sbox) to

X7h, , X7¢c, X7d form alue X7). 5 7 t hese ,

v aBbiel &yaltecran, o Xk o8 (i iR e S6T oieeBglues are mixed
OUirtHta fiest parfRAMI dfhh@_shbﬂ(e?m_ffbkﬂﬁaiﬁw Qalles 3Fa, X7b, X7¢, X7d
described in res)%ect with the figure 2. This data

cokfPeBipgiar valgerka: out put data X7 of block f32 in Fig.

1 During the encryption process, the main key Ris

di v i I I I
3 e el Py X8, XIHPXKERT BREas i B 4 (iR obBut data X7
usw@ithinthe agsemhisr mdu%mA&i asrdesesbed ifutespheiDLittatie figuge 2. This data

ot eAERs SRRl RtERY dRefBRAR &) (e data v

and the key R, the sane process as described in the
r eDeripgdfes encriypiiorf prgpoess, the maip ey Briswivited Ingo sederal sub-keys, one

di f f t b- ted.in th _ _
Feber EBofRMED thdfe siemels s fodiReh Bp FiststiorkPviBAT in used in
10 t hgorhbingtionoglith ehd/PRBdAE MO 2HB- 1Y sBédnd SuBMeYi RA2 is used in

to the second nodule MOD2. According to the genéral
pr FerBbiprboRWithphe madue MO t he nunber of serially
connected nodules MOD is not |imted to two nodul es.

| NTEISHRdinttRe ddth B Baded BRUNe i St Qﬁés’the ﬁ?égqjii ﬁ\'&cgargg%ocess as

shown that 9 rounds are optinmal to obtal resul t
whilescribedlin threrejerente e thediguas 368 @pppied with ghe oslydifference that the

Thij ; t r ' I .

{ oo Re He, GBI b 387 Re g L s EkEy RALIsIRen appiiea to
15 enthedfirse moddle tMODtodnd e¢hé dubdkede RAgN&dapplied to the second module

prd%‘gﬁﬁi ng 128-bit length data. The inputs XO.L and

X ‘e m xed together wthin the m xing el ement M

to formthe output value X1 L and in the sane
According to the general principle of this invention, the number of serially

connected modules MOD is not limited to two modules. In order to achieve a good
robustness, experience has shown that 9 rounds are optimal to obtain a result
20  which could be qualified as an encryption process. This number could be extended

to 12 or more in order to obtain more robustness.

The figure 4 describes an embodiment of the module MOD64 designed for

processing 128-bit length data. The inputs XOLL and XOLR are mixed together

within the mixing element MX to form the output value X1L and in the same
25 manner, the values XORL and XORR are mixed together to form the value X1R.

The next step is illustrated with the layer 64 which has two 32 bits input X1L and
X1R and two 32 bits output X7L and X7R as well as using a sub-key RA. The

detailed description of this block is given with the reference to figure 7 (see below).



25 manner, the values XORL and XORR are m xed toget her

to formthe value X1 R The next step is illustrated
wowado/1043es | ayer f64 which has two 32 bits i npupCIEP1004/050854

and X1 R and two 32 bits output X7L and X7R as wel |

as using a sub-key RA. The detgled description of

this block is given with the reference to figure 7

(see below). WO 2004/ 105305 PCT/ EP2004/ 050854 8 Each

of EEFES%EWEW# 5 mieeldwvith two tn\put 'datalLttf teatrvdafe MDD64 within the

nodul e 4 Wt same el enen ln . )

ouPaBRARYING, e'?ﬁ\?"w{){;nf‘ %I%@Wﬁ tﬂg %B&‘éda{}deth%lt femixed with the

I nmg;ht XOLL aﬂﬂ @(dﬁﬂ-%sb@éﬂﬂﬁé]‘} aw&kné aurtsui m;@xlm% nYiRéd!Kith the input

is mxed with the input
rexpBbandQKQRR@eamctwelm @h@mlmpor@blnaboausalso possible, such as

3 Stk fhe S (e R7 L TR0 Gnd KR 1 ety EQlaliigon.

is an illustration of an enbodi nrent of the
or Theriigurehb snar illustration ofTare embogdinentatfdhé srthomecphEm function. The

oL B e Ste o2 T80l g s ot o

fi [slie hrthednetiing Thwmnldaﬁ;szﬂb fiegtdivife®into tMA®vaIAEE ZL and ZR of
size with the splitting nodule SP._Then the two val ues

ar hensaneg SWPtVI’i”Wi’@ spiittikg readule R heniha éW@ valuegtarg mixed with the
h f
10t §o %@Htlﬂg gﬁ’ﬁ@% %4%5??! 32? utge%%xtﬁgt gP tﬁé“”ﬁlerﬂéﬁteg%ﬁﬁhed to the

Irectly app
t oassmntdeserrtblﬁﬁ. They dther spfit walueodR iswtiietily applied torthies assembler

O RS B S IR 8580 i comoines
I nﬂ@Séediaztati’Oaﬂﬁerhme Swbut valg AOJOing bdduld&vorks mversely than the
parti cul is that the i

P hepltéit, Slad SP. The P laHa T debisemBonang 4 § 4t g puts of the
15 Ouhgéttnsblef midRiIcS B Hdsgsd W@l@fﬂ/@ thhe oiﬂb%tg botHe Q;H&tm& module SP.

of the splitting nodul e IS ap dto the
i niﬁbe right tolaiéput o283 h@rSpfﬁbldglreOGNSe ls lmeplied io cﬂm Iﬂﬂ input of the
ZL t I e
t hg&ﬁe{r{\]@gr %@tdhfe A@%n{&qﬂg &f §F’¥Jyﬁgﬂgﬁ‘o Jpq %&%&Mﬁgle\%ﬁ after being
ap p1me&b\miﬂ®tftdkﬁher glhtput mfrihe spfitting Ineodaes 8 Rpiseapplied td the right input of
AS, 20 As far $ &substituti on box is concerned,
t hifiecassembernedilp possibilities to realize this

function. W have previously described a nethod

20 UnjAguialh YasbmeesubiitldionCloms i dbnéarhbe, thERe dxist sdﬁfa*eﬁp pbSsibilities to
reduce the table size is to split t he i nput and t
apfRalize dhig fungtion; Weyhayr: Hf%/mSiyeﬁe%C&'BEQ a method unlquely based on a

constant table. The first step to reduce the table size is to split the input and to

apply this part to a much smaller table.

The example of figure 3 shows a substitution box working with 8-bit data length
25 thus embedding a table of 256 constants.

In some cases, in particular where the memory size is an issue, other alternatives

are sought. Such alternative is described in reference to the figures 6 and 9.

The figure 3 shows a subsystem Cbox of this substitution box, this subsystem
comprising one input C divided into two inputs CL and CR and two outputs CL' and
30 CR.
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where the nenory size is an issue, other alternatives

are sought. Such alternative is glescribed in reference

to the figures 6 and 9. The figure 3 shows a subsystem

Cbox of this substitution box, this subsystem
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l ength of the input value C. For an input having
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e! SEEIE it 366 Rlorforhiasl Pl vAJese el ement s are

randomy generated, taking i account that each
el ement has a uni que value. The figure 9 describes how

t oThe dighree? ﬁﬁa@nt@sdmyv(tq esehilnel module (Hoex touild @ substitution box. The
ooy S8, 01 sl 5B, S M o 1 REGReRE bl o 1 e

deermdUlmew'(t Iasrcﬁsenlmd:anthcrefergweetoBf gurb e8. dtrtepouitpof of said module

Saggg,f{? dul JonYa ﬂ(i]tgu%ﬁf or Sﬂ@ él?q»&. qexifggtgpeoﬁpﬁts of the first

t hrrﬁod%sfm fPid casdCLOY, pkiér @paqépryuﬁ@td thel §oR8GRGLIETUHR &2, is given
CVBox2, given to an orthonorphismfunction OR The

extcan PHhO"@PFRWfé“;i,%'PPtQRl on box uses generally at
| east two subsystens Cbox, each having a different

COMRL ARkl ﬁ tﬂ_@subﬁltﬁﬁ’tﬁl bhox Ysds gér%qal neh&: twbgubsystems Cbox,

substitution box is made using thtee subsystens
an€achehainga sdifierenbeconstant table ubAydo ethehalwsmated example, the

or [ c [

or SOGTRRRA S50 L84 R yRRe Qs Aehe CHEE HARE RS of tn s
desnhisylsmln has hoguthen@rpldesi fgnettbrnf OR acdetdingfo thié-dmbbodiment.

| ength. The structure desi gned for 32 bi ts is largely

du ated,to 64-bit of  dat nput

X" P& TAhE fisien RIGaTVRBf b sbrYERaRdRsSsr T goyfe 5. designed for
| eagtahof( B4 it @ngﬂn h)heaﬁtmd@u:@ceéﬁgﬂed fort 52 LH8N. la@réﬁeaupncated to
as described in respect with the fllqureS

rraPWCé?fif‘ﬁérféhefed@fé The iyt glatg od;is liv m@amcaqf “With glements of

8-bit length (X1a to X1h) and processed in the same manner as described in’
respect with the figure 3. The main difference is in the diffusion box Mu8 which is a
square matrix of 8x8 elements of the finite field with 256 elements. The elements of
the matrix are denoted Mu8(i, j), where i refers to row index and j to the column
index. For an input vector (X3a, ..., X3h), the multiplication by the matrix Mu8 gives
the output vector (Y3a, ..., Y3h) in the following way (“+” is the addition and “*” is
the multiplication in the finite field):

Y3a = Mu8(1,1)X3a + Mu8(1,2)*X3b + Mu8(1,3)"X3c + Mu8(1,4)"X3d +
Mu8(1,5)*X3e + Mu8(1,6)*X3f + Mu8(1,7)*X3g + Mu8(1,8)*X3h;

Y3b = Mu8(2,1)*X3a + Mu8(2,2)*X3b + Mu8(2,3)*X3c + Mu8(2,4)*X3d +
Mu8(2,5)*X3e + Mu8(2,6)*X3f + MuB(2,7)*X3g + Mu8(2,8)*X3h;
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MIS(7, 6)*X3f + MUS(7,7)*X3g + MI8(7,8)*X3h; Y3h =

gég 3 @%81 % 2@@%@? Sg?gﬁé§@§}*i§c + MuB(8,4)*X3d +
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the conp ete process using two rounds of executi on of
4 The splitting nodul e SP divide
gh% gu[eeg ROTRES d%S’PgP Igte; ﬁ‘fog‘i§ FY0g tyarr P%“d%ﬁﬁ%’f%lcu’“o” of the
X%aulé@dﬁm X@Bstnﬁiﬂ rPfSEhFFé 4P ahidda%ht h@s\l@]{ !é%g%fpbnput data X in

Two parts of the resul he nmodul e MOD64-1 aré

apfour @artsm%melurxmcbﬁoxgh%nXORuﬂ]anﬂo)ﬁOliﬁl (b@mmgethsaahgs X0). Two
f
S?S?rrt]égﬁg'rtﬁ}'gsuﬂ fttlngnibgfréj & MO g1%ea a(P-Epo ?ﬁ%’ t6r?rﬂ>morph|sm

onor as regar
oufumotien @?,mfnre being used as input of the next module MOD64-2.

The position of the orthomorphism function OR as regard to the outputs of the
module MODG64 is not decisive. One can select the two left outputs of the two right

outputs depending of the implementation of this method.

The output Y is directly obtained from the last module MOD64, without having an

orthomorphism function OR in one of these outputs.

In case that more than two modules MODG64 are used, the orthomorphism function
OR are placed between each medule MOD64. Even if in the preferred embodiment
the position of the orthomorphism function OR is the same regardless of the
module number, in another embodiment, the position of these orthomorphism
function OR can be changed to be connected to a different output of the module
MOD64.
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ley (MBBY Ysipa B St kem (RADpderivedfrom thesmain Key (iR ﬁ@mpnsmg the

Os RS oY: Hy.pt or decrypt blocks of data X to Y, based on
a main key R, this method using at |east two serially
c orneampLeiingrai Ipasicdol ieitial( WOBs X@laahd X0R; nodul e ( MOD)

e e ALl 5hbs S0k AR B e -,
t
l/g: u'ed?tx?&i\ ge\?lxm tad(}fjm?ﬁﬂ% %ﬂFﬁi‘)E)é %I{-l%ﬂ?é ?ut?ﬁ‘ét RARith the value
obtal)(ﬂl ng a value X2 by mxing a first part RAH of the
RA with th bt I (3
by abBgg 2 B Bt ectfhcd oy sl taver, the

substsubgfituion | YT mwmrsmg g fast eard Q.fb%tltutlon box (sbox), each
substitution box (sbox), each substitution

cont &URstitytien bapentaininga dakie o& constantp f@}whlﬁl@ theh {pput serves as the
Servepirer Mbethe%lﬁ%@ lcoRS8Gnt g@v?@ Ylf‘éj%l)ﬁitBG{St ant serves

as the output, obtaining a using a

di £f urbrta)mng axvatde Ky ugireg andliffutsiomnbaxygfemiispedmatatioh igpe based on
val U? él taining a value X5 by m xi ng a second

par t Yalyp Xhe sub-key RA with the value X4,

— obtaining a value X5 by mixing a second part RAL of the sub-key RA with the
value X4, ‘

— obtaining the value X6 by applying to the value X5 a substitution block,

— obtaining a value X7 by mixing a first part RAH of the sub-key RA with the value
X8,

— mixing the value X7 with the initial at least two values XOL and XOR {o obtain
the at least two values X8L and X8R, X8L and X8R representing the output
value X8 of the module,

where for each main module (MOD) a new sub-key (RA) is generated from the
main key (R), the initial values XOL and XOR of the first module being a subset of
the input data X, the output values X8L and X8H of the last module forming the
output data Y, and this method further comprising the step of applying to at least
one of the value X8L or X8R an orthomorphism function before applying these
values to the input XOR and XO0L of the next main module.
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by m xi ng the value XOLL with and XOLR and the second
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oA B8R 6 AR SRR, B TSR schy B i g R iput and 8-bit
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inLtial _values XO.L, XOLR, XORL and. XORR. 4.
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output, the input of the substjtution |ayer Dbei n%

di ¥ decﬁmq{y@p%@q ge@fyptgm'bmetm%@ft glaim 4, wherein the table of constants

for each substitution box (sbox) is the same.

7. Encryption or decryption method of claim 4, wherein the table of constants

for each substitution box (sbox) is different.

8. Encryption or decryption method of claim 4, wherein the table of constants of
the substitution box (sbox) is changed at each main module execution.

9. Encryption or decryption method of claim 1, wherein the data length is 64
bits and the diffusion box is a matrix function Y3 = M * X4, the argument M defining
4*4 additions, multiplications by a constant, or identities, of which at least one row

and one column comprise three identities.



5. Encryption or decryption nmethod of claim4, wherein
the table of constants (TA) of the substitution box
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Encryption or decryption nmethod of claim4, wherein
the table of constants for each,substitution box
(sbox) is the sane. 7. Encryption or decryption nethod
of claim4, wherein the table of constants for each
subgt i t BhérOptidPsr dsdrgption Metholdf ETofiiin 9, 8vhdramiIrtyig tré®aindig rows and
decryption nmethod of claima4, wherein the table of
c ofSNaiRing celumasef e FEgyment Meopwiise dwesidentideghanged
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Encryption or decryption nethod of claim9, wherein

the remaining rows and renaining colums of the

argunent M conprise two identities. 11. Encryption or
decryption nethod of claim1l, wherein the data | ength

is 128 bits and the diffusion box is a matrix

function Y3 = N* X3, the argunent N defining 8*8

additions, multiplications by a constant, or

identities, of which at |east one row and one col umm
conprise seven identities.



