1 DESCRI PTI ON Comruni cati on apparatus and conmuni cati on nmet hod 5Techni cal
Field [0001] The present invention relates to a technique to control the
conmruni cation bandwi dth in comruni cati on conducted via a network between a
transmtting apparatus and a receiving apbaratus. 10 Background Art

[ 0002] Wth recent progress in the network technol ogy, traffic carried
in a network such as the Internet hasegepteirexeasing. The | P (Internet
Protocol) used in the Internet 15and the like plays a role to transit a
packet to the counterpart apparatus. The conmunication realized by the IPis
" comuni Cat'@&m‘d‘ﬁﬁf‘@é‘ﬁiéﬁléﬁﬁ&i‘éﬁdé-aﬂ-@aéornﬁuniéﬁﬁignq{? Jgt assure the
arrival and the order of arrival of data. [0003] The TCP (Transm ssion
Control Protocol) is used to 20realize "conmunication with reliability".
Her ei natter, mi iyl S that the "comunication with reliability"” refers
to connénica?%%%ﬁf%gﬁﬁﬁgﬁﬂ?ransnitted data is forwarded w t hout excess or
deficiency ifothe] orderhef chearsid ssiwmt {Q004¢ Wide tbe aTGR oUW TQM | ¥o

occupies a Iargg gf&% of 25traffic, the actual condition is that Its
per f or mance It e communication bandwidth In communication conducted

via a network between a transmitting apparatus and a receiving

apparatus.
10
Background Art
[0002] With recent progress in the network technology,
traffic carried in & network such as the Internet has kept
increasing. The IP (Internet Protocol) used in the Internet
15 and the like plays a role to transit a packet to the counterpart
apparatus, The communication realized by the IP is
“communication without reliability”. That is, the IP does not
assure the arrival and the order of arrival of data.
(0003} The TCP (Transmission Control Protocol) is used to
20 realize “communication with reliability”. Hereinafter, it is
assumed that the “communication with reliability” refers to
communicaticn in which transmitted data is forwarded without
excess or deficiency in the order of transmission.
[ooc4] While the TCP currently occupies a large part of
25 traffic, the actual condition is that its performance is
unstable and wvariable. In order to provide multi-media
distribution services and the like of video, it is necessary
to stablilize the TCP performance.
[0005] The TCP bandwidth contrel technigue is one of known
30 technigues related to the TCP performance. The TCP bandwidth
control technique relates to controlling the traffic to a
predetermined amount or less, which is a technique in which,
basically, the congestion of the network is avoided by assigning
priority according to the type of traffic and discarding traffic

35 with a low degree of priority.



unstabl e and variable. In order to provide multi-nmedia distribution
services and the |like of video, it is necessary to stabilize the TCP

per formance. [0005] The TCP bandwi dth control technique is one of known 30
techni ques related to the TCP perfornance? The TCP bandwi dth control
technique relates to controlling the traffic to a predeterm ned anount or

| ess, which bssalrbeghal ggerhvewbieh, basically, the congestion of the
network is avoided by assigning priority according to the type of traffic
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| nventi on [000f}AceArd) NG5t o BReGomYenLional; Ailn LREEGR, Mamacbiackion
to adjust the data transm'ssion speed by flow control at the tinme o
congesti on. Fhethantiionc bperayest when tlher ungtilonc opgestiesn whand tasrleong
as tran%nitteg gata rga%gesatgeaggﬁgkpalsgpz%ﬁgﬁg ggdtggkéeceivhgg %&%e
wi t hout beinb drscarded, trites 6 i'ncreate the per?ornance. That 'Fg, ile
it is capabl eeohihptr enspargathe per f enrancecaceondi ngido theheendi bkongof
t he conmuni cation, caontrol such as suppressing the 108erfornanqe |l ow to an
appropri ate FangereaAnotr bes gt fHRERSS FOB0TFE FPFERICE he Chimii/c 4fi-df
performance thalgsa-£€5% 8k N, £OMANE LAt PN HEPH A RS 15 RELIQIJTRNGE Al hak i
determ ned by the application or the system adm nistrator. Then,” given
perf or mance AcASithentsdr oe caere dat gy f spraneed Bahas §uw0p s gat@ithiened
dynam cal |y i o] e, ac nj.cat.i C ition. i f the
increagﬁng t?é%ggg%gg?%f%%g ?%E%gg%ﬂﬁpgea2§%9f%ﬂﬂ§3g%%%%%é?? F§r§8%$?§r t he
bandw dt h, féboexanpl &irsa,ashtoctamenitheiperfeor frncend: wert zhecactual
comruni cation condition is good and,thg%ﬁgrfornan e B excee%g t he

per f or mance SBHRMUERGAE 0P NETRAEEST N PETGIHERCE B Whdh 1T 4o STEdeshiY to
i ncrease thetper LepTange :Bn [DO08]AN sohjreat i meniofi dtheqresentnhénvestian is

to provide a technique with which a bandw dth adjustnent to obtain
requi red perPoFRBABENFR BoAsi HBRatp6ASHl fRErBal&neérberfeefrcet Rethat is
15 determined dynamically according to the actual communication

condition. Inviewof the increasing trend of traffic in recent
yvears, 1t 18 necessary to control the bandwidth, for example,
so as to lower the performance B when the actual communication
condition is good and the performance B exceeds the performance
20 A, and to increase the performance B when it is necessary to
increase the performance B.
[0C08] An objective of the present inventicn is to provide
a technigue with which a bandwidth adjustment to cbtain required

performance in consideraticn of the balance between the

25 bandwidth adjustment and increasing perfcrmance.
[0009] In order to solve the problem above, a communication
apparatus disclosed herein is configured o he a communication

apparatus that controls a bandwldth of communication when a
transmitting apparatus and a receiving apparatus perform
30 communication via a network, having a measuring unit configured
Lo measure a bandwidth for communication of at least one
direction of two directions from the transmitting apparatus to
the receiving apparatus and from the receliving apparatus to the
transmitting apparatus; a storing unit configured to store

35 information regarding bandwidth adjustment including a target



25bandw dt h adj ustnent and i ncreasing performance. [0009] 1 n order to solve
t he probl em above, a conmuni cati on apparatus disclosed herein is configured
to be a conmunication apparatus that controls a bandw dth of conmunicati on
when a transmitting apparatus and a receiVing apparatus perform 30

comuni cation via a network, having a neasuring unit configured to neasure
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the retransm ssion of packets.” Brief Description of w ngs [
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Brief Description of Drawings
[0011)] FIG. 1 is an overall view presenting a communication
system having a bandwidth adjusting apparatus according to the

15 embodiment.

FIG. 2 1s a configuration diagram of a bandwidth adjusting
apparatus according to the embodiment,

FIG. 3 is a configuration diagram of a bandwidth adjusting
relay unit.

20 FIG. 4 is a diagram illustrating a method in which the
bandwidth adjusting relay unit of the bandwidth adjusting
apparatus according to the embodiment measures the bandwidth
of a data packet.

FIG. & is a diagram illustrating a method in which the

25 bandwidth adjusting relay unit of the bandwidth adjusting
apparatus according to the embodiment measures the bandwidth
of an ACK packet.

FIG. © is a diagram illustrating a bandwidth throttling
method for the data packet transnitting direction.

30 FIG. 7 is a diagram illustrating a bandwidth throttling
method for the ACK packet transmititing direction.

FIG. 8 1s a diagram illustrating a bandwidth enhancing
method for the data packet transmitting direction.
FIG. 9 is a diagram illustrating a bandwidth enhancing

35 methed for the ACK packet transmitting direction.



FIG 2 is a configuration diagramof a bandw dth adjusting appar atus
according to the enbodi nent. FIG 3 is a configuration diagramof a
bandw dth adjusting relay unit. 20FIG 4 is a diagramillustrating a nethod
in which the bandwi dth adjusting relay unitt of the bandwi dth adj usting
apparatus according to the enbodi nrent neasures the bandw dth of a data
packet. FIG 5 irgca dbagr amiichlcustr-abrdge s 1S RO d s i khiheng P ocess
bandwi dth adjusting relay unit of the bandw dth adjusting apparatus
accordi ng to°fhé sRBBAVAENPAAEASUres the bandwi dth of an ACM packet .

FIG 6 is a dia i1l ust rat} | tLld d.far. ata
packet transm t%ﬁ%g] dlllr eu"L(s:Et'E i%n#fg%%r%?@%%g%n%?ggr gmblgﬁfiﬁg%j?gt fnr?gsélm%gd
bandw dt h t hpottksng nmet hod for the ACK packet transmitting direction. FIG

8 i i il ti bandwi dt h_enhanc; thod for, the data,
packet. Or anon { B APy 66 Fonl BTG 6 1S St St it 11 0GPt i 4 Dendl at

enhanci ng 35gebhadwfiacnt BajACKipackebckeansnitting direction. 4 FI G
10 is a flowhart presenting the discrimnating process of a received
packet . FI G161 13sid #1bhereh 2 brraseiiti @ Brhffindgt oidasddivgg 1ng

process. 5FIG.-12sks a flowchart presenting an interrupt process in

FIG. 14 1s a diagram illustrating a method for buffering
10 for a data packet.

FIG. 15 is a diagram illustrating a method to use a buffered
ACK packet.

FIG. 16 is a flowchart presenting a buffering process of
a data packet.

15 FIG. 17 is a flowchart presenting a buffering process of
an ACK packet.

FIG. 18 is adiagram illustrating a process todiscardbuffer
data,

FIG. 192 i1s a flowchart presenting a proxy retransmission

20 process of a data packet.

FIG. 20 is a flowchart presenting a proxy retransmission
process of an ACK packet.

FIG. 21 is a diagram illustrating an automatic proxy
retransmigsion method of a data packet.

25 FIG. 22 is a flowchart presenting an automatic proxy
retransmission process of a data packet.

FIG., 23 1is a diagram illustrating a method to distribute
the bandwidth adjusting process by using service notification
information.

30 FIG. 24 is adiagrampresenting an example of a settingmethod
of the service notification information.

FIG. 25 is a diagram presenting another example of a setting
method of the service notification information.

FIG. 26 is a flowchart presenting a session managing

35 process.



a bandw dt hadj usti ng process. FIG 13 is a flowhart presenting the

bandwi dt h adj usti ng process. FIG 14 is a diagramillustrating
a nmethod for buffering 10for a data packet. FIG 15 is a diagram
illustrating a method to use a buffered AéK packet . FIG 16 is a

flomchart presenting a buffering process of a data packet. 15FIG 17 is a

flowchart presenticng 27 busf erirngwprecesofsaalt MK Packetssion mgl’lggl;i% i's
a diagramillustrating a process to discard buffer data.
19 is a fl owbh&FESHr BSéRPi aea85rﬁkyer@9Faﬁéﬁﬁ§épan12©9r@éés§n@f a data

packet . FI@EEQOQgSj% leW%Q@EErQr%§%@%h |rax vﬂggrﬁe%nki%ﬁglon

process of an ACK packet. ram i Iustratl
aut omati c pr&xgcr erransmi-ssi on nethod of a data packet. 25FIG 22 |s a

fl owchart prese g,@n; aut oma ti C_prox transm ss rocess of dat a
packet . gfdz] 2?5 a i &aggr% PFu%FPiFPﬁg acf%%t thp%% SR BIEeCf he
bandw dt h adpuséslgoﬁreeess by using service notification information.
30FIG 24 is a dia r%51present|ng an exanple of a setting nmethod of the
service notificdti nt Bramatiie6R AN Presepelngs? j@ond i ugtehpessantieng £

anot her exangggsggnatgggglagtgethod of the service notlflcatlon
i nformati on. FIG 26 is a flowhart presenting a session

managi ng 35process.
10 Best Mode of Carrying Out the Invention

[0012] Hereinafter, an embodiment of the present invention
are described in detail with reference to drawings.
[Configuration]
FIG. 1 is an overall view presenting a communication system
15 having a bandwidth adjusting apparatus according to the present
embodiment. Inthe communication systempresented in FIG. 1{a),
two units of a terminal apparatus 2A and a terminal apparatus
(hereinafter, terminal) 4B are connected to each other via a
netwerk 10, and perform communication such as video image
20 distribution (moving image distribution) and the like using the
TCP communicatiocn for example. Examples of the network 10
include, for example, a wired access network such as ADSL
(Asymmetric Digital Subscriber Line), FTITx (Fiber To The x) and
the like, and a wireless access network such as WiMAX {(Worldwide
25 Intercperability for Microwave Access) and the like. The
terminals 2A, 4B consist of, for example, a network device for
home or a small size office, a personal computer, a mobile
terminal, a network connection adaptor, and the like.
[0013] Fach of the terminals 2A, 4B has bandwidth adjusting
30 apparatuses 1A, 1B and the bandwidth adjusting apparatuses 1A,
1B adjust the bandwidth of a packet that the apparatus itself
transmits/receives to an appropriate value according to the
communication. In the description bhelow, symbol “A” ig
assigned to apparatuses on the data transmitting side, and

35 symbol “B” is assigned to apparatuses on the data receiving



FIG 27 is a flowhart presenting the session nmanagi ng process using the
service notification information. FIG 28 is a flowhart presenting a
service notification flag process. FIG 29 is a diagram presenting a
configuration exanple of a session table. 6 FIG 30 is a diagram
presenting a configuration exanple of session table data. 10Best Mde of
Carrying Qut sthe,l nvention [0012] Herei nafter, an enbodi nent of the present
invention are described in detail with reference to drawi n

S.
[Configurati dRP1EIG 1ThS %@P@v@@?la%‘éﬁb@%s@ﬁﬁiﬁ@tﬁs%%ngﬁni ¢t "6l Hgst em
15 having a i J I pat.a rdi ng., t he Bt esent wni
enbodi nent . P%gg%g%%ﬁ% i@%ﬁq%ygtge%#g? }g%%tte%ei% %%h@llc(ﬂg) , tvvghljjﬁpt S

of a term nakthapfalfatis R#clard aayverow nabsapped at ugIGherleiaiafpteesetes manal )
4B are onnected.to e ch_ot hel%xiv' a.a netnv(\pr.lét#g ang ?erfaorm cotm‘runi tion
such as “vi de6 T FagB 20 6 st "Bt oh™t oV G hege) dr seP Y st B Vi’ fhe

| i ke using the J&P c@maHcahi o ftotarexanlie.g Exanphes ofdthe retwarkni0

i nclude, for exanple, a wired access network such as ADSL (Asynmetric

Di gi tal SubséfiBeRatine), FTTx (Fiber To The x) and the like, and a

wirel ess accegg; et worgk sughy,as\y %&M'Mﬂ?@@ﬁ&{ epeali EhY: ke
M crowave Access) and the like. The termnals 2A, 43 consist of, for
exanpl e, a nénwonkcdevic é@argiviydire agi ugtsmdl brshzetvdfl caccar plars dimalthe

conputer,, a iLle.term net.war k L. QN 0 nd..the like.
0043] B%ch of PERE Fer T nante o M e e A A AR e SO Y%, hrtites
1A, 1B and t heebarhaiididi .adj Dat itdhg: appanal 8sesebAntEN ath ustr @ .hel bandwiadt h

of a packet that the apparatus itself transmits/receives to an appropriate
val ue accor dﬁ)ﬁﬁd%gf“ﬁeggéﬁﬁﬁﬁP&a?PBﬁFaFHSt & d&s¢PrpEPeRabEfon” §yﬁ6§lay" A"

i s assigned hppappanat uses Qmd hedala d ransm thingysiele, apd 35syrbelkt”B”
is assigned to apparatuses on the data receiving
transmitted/received between the terminal 2A and the terminal
15 48 tec an appropriate value for the communication.
[0016] Here, the relay apparatus 3 refers to a network device
which reccgnizes the TCP partly or thoroughly and provides
functions related to the TCP. The relay apparatus 3 includes
not only a router, a bridge and the like but alsc, for example,
20 a proxy server, a load balancer, a traffic shaper and a WAN {Wide
Area Network) optimizing apparatus and the like.
[G017] Meanwhile, in FIG. 1{a) and FIG. 1l(b), in order to
explain the setting position of the bandwidth adjusting
apparatus according to the present embodiment, only the
25 bandwidth terminals 2A, 4B and the relay apparatus 3 are
presented while simplifying the configuration of the
communication system.
100187 Hereinafter, with the configuration of FIG. 1(b),
that is, the case in which the bandwidth adjusting apparatus
30 1 is installed in the relay apparatus 3 positioned in the network
10 between the transmitting terminal 2A and the receiving
Lerminal 4B as an example, a method in which the bandwidth
adjusting apparatus 1 adjusts the bandwidth between the
transmitting fterminal 2A and the receiving terminal 4B is

35 explained specifically.



6 side. [0014] The bandw dt h adj usting apparatuses 1A, 13 may be positioned
in any place as long as it is a position fromwhich the TCP/IP packet nay
be observed. FIG 1(a) presents a 5 configuration in which the bandw dth
adj usting apparatuses 1A, 113 are provided in the transmtting term nal and
the receiving termnal. [O0015]FIG 1(b) is a system configuration diagram

in acase  [0019)n whinh, tthe dandwirdtiadiusi /Y 2pRA AtUs b %%%%qidﬁ% to
the 10present enbodi ment is incorporated in an apparatus other than the
termnal . | n3R&seXaiPprasentarshrdi to(H)e paepandwirdras iadinust | Age

apparat us 10 ﬂa%dw@%%p%%@gi'hQe%é&i@&’ué‘glp%%‘é%r%teﬁngna‘é’it&.Stf ftﬁhs: 54O po

bandw dth of a packet transmt ecel ved between the term na
term nal 1543aneivadtappdopstate nalaje uhar st he, chimami eatdonion [10006] 18er e,

the rel appar . refers to.a network devi ich recognizes the TOP
partly o ¢ heRe T BESVaabor ety GRS Fel o 60 TTEE SGHC e Hreftay

apparatus 3 i"ethedesodaleordy, a2rodherpadsds itdgepandet hes Mg duhoal.ses for
exanpl e, 20a ﬁro§é”server, a | oad bal ancer, a traffic shaper and a WAN
(Wde Area Nétwork) OFEPRCZiNE ¥pparatus and the |ike. [0017] Meanwhile, in

FIG 1(a) andobbG) 1(lhe MBr@EdenolQ) €XPE A rBé'h?Li%%fsttir@QeBOgﬁtﬁ“P@. of a#@e
bandwi dt h adj usti ng apparatus according to the present enbodi nent, only the
25 bandwi dt hnﬁéwwﬁaﬂgvzm 481 apds tdved rel e gppratals s3aarkes presentedinhi | e
si npl i leJi ng ttgg féﬁ@)} QHEDQEEQQSOJ, éQSh%%M‘éﬁ% io%rés%)é%tpear%kets including
the TCP/IP packet.
10021) The bandwidth adjusting relay units 11, 12 in the
bandwidth adijusting apparatus 1 receives and passes packets
from/to the other modules 30-33. If the received packet is the
15 TCP packet, the bandwidth adjusting relay units 11, 12 perform
bandwildth adiustment for the direction from the transmitting
terminal 2A to the receiving terminal 4R and the direction from
the receiving terminal 4B to the transmitting terminal 2A
respectively. Meanwhile, in FIG. 2 and FIG. 3 that is to be
20 explained next, each transmission direction is described as the
“A->B direction” and the “B->A direction”.
[0022] The session table 13 stores information necessary for
when the adijusting relay units 11, 12 perform the bandwidth
adjustment. Details of the session table 13 are to be explained
25 later with reference to FIG. 29 and FIG. 30.
[0023] When packets in the both directions from the
Cransmitting texminal 2A to the receiving terminal 4B and from
the receiving terminal 4B to the transmitting terminal ZA pass
through the bandwidth adjusting apparatus 1, the bandwidth
30 adjusting apparatus 1 performs the bandwidth adjustment to the
both communication directions. When only packets in one
direction pass through the bandwidth adjusting apparatus 1, the
bandwidth adjusting apparatus 1 performs the bandwidth
adjustment in the bandwidth adijusting relay unit on the side

35 through which the packet is passing, of the band width adjusting



[0018] Herei nafter, with the configuration of FIG i(b), that is, the case
in which the bandw dth adjusting apparatus 30 1 is installed in the rel ay
apparatus 3 positioned in the network 10 between the transmtting term nal
2A and the receiving termnal 43 as an ex&nple, a nethod in which the
bandw dt h adj usting apparatus 1 adjusts the bandw dth between the

transm tting feeiRi Rali 2A gndi 1 hesi@cetvidg hecstoaly43nksrdaexphainedne
specifically. 7 [0019]FIG 2 is a configuration diagramof the bandw dth
adj usti ng appF&F&ies tagéeofdi ng't® RIedyprdde mdBridodineftlayrive idawdwitaenh
adj usting ap tus; d.i i | . Aas bandwi dt j i
relay units I%%l,h%lz&é%% déil %Eég?gﬁg{t%}g? g) a?g.w%é% %Tﬁgy\ggnﬁwgmlﬂl%a?%gg i%%gl%r%el ay
units 11, 12tpecéievecaspackegbileom3" ot her nodul es 30, 32" and passes the

packet t.o "other dul 31, .33" respectivel.y. [0Q020] The "ot her nodul 31,
33" || Ust rat[@@zi4 FI éﬁlsGZ g;tsr'e-ls & r‘?&r%rq?r gt\?io@e[d&lﬁig\f]&ms Ogn%t“@t gpdﬁ'llgt%g‘col
stacks provi deduisit 116t he: 18} aypppparat s SheeacthdfidMH chdprecesgescpackets

i ncluding the TCP/I P packet . £0021] The bandwi dt h adjusting relay units 11,
12 in the baR@REdERU&d] ddti hglapparatis 17rettf ves® andGasisss pFackerket

fromto the %ti@%ﬁ:_im@'éltﬁigagﬁj@@-ﬂ,fatélesg_i‘?ﬁ?}MﬁQ?PF}@Kﬁ{iﬂ 82t he ol 1 TOR
packet, the bandwi dth adjusting relay units 11, 12 perform bandw dth
adj ust nent f angvé dgihr mes foni iy omitthé 3t r ansmduwidigy eeimisidng2anid 2hend

Ecel VL ¢ a2 R0l e, et B LLaTLppecekyl g Ler el 3t
that is to be0o2@expl ai nEdaneXt leeacitcansii gsicap digreitduatisordeser iched as
the bandwidth adijusting relay unit 11 in the A->B direction is
illustrated in FIG. 3, tThe configuration ¢f the bandwidth
adiusting relay unit 12 in the B->A direction is similar to the
15 configuration of the bandwidth adjusting relay unit 11
1llustrated in FIG. 3, and the bandwidth adjusting relay units
11, 12 share the session table 13 and the buffer unit 14.
[0026] The packet discriminating unit 21 determines whether
the packet received from the other module 30 is a packet to be
20 the target of the bandwidth adjustment or not. Specifically,
whether or not it is TCP packet is determined.
[CC27) The session managing unit 22 performs the management
of the TCP session when the packet discriminating unit 21
determines that the packet is the target of the bandwidth
25 adjustment. The session managing unit 22 performs processes
such as to store information necessary for the management of
the TCP session, and to take out necessary information from the
session table 13.
[0028] The receiving bandwidth measuring unit 23 measures
30 the receiving bandwidth of the packet being the control target
of the session managing unit 22. The receiving bandwidth
measuring unit 23 stores the measured receiving bandwidth in
the session table 13, and when necessary, stores the received

packet in the buffer unit 14.
35 [0029] The bandwidth adjusting unit 24 adjusts the bandwidth



"A->B direction” and the "B->A direction". [0022] The session table 13
stores informati on necessary for when the adjusting relay units 11, 12
performthe bandwi dth adjustnment. Details of the session table 13 are to be
expl ained 25l ater with reference to FIG 29 and FIG 30. [0023] Wien packets
in the both directions fromthe transmtting termnal 2A to the receiving

termnal 43 andda omithe FRegiow fig-i aLM Mk 43 Wt e &) ansm-{-4i ﬁgeﬁgg(@ nal
2A pass through the bandw dth adjusting apparatus 1, the bangvvl dt

adj usti ng apparcdtds i1 peprf errsiehet dahewi 3t h Sadjaidtimsntl w0 thise bbotiwidth
conmuni cati o L Lens. \en I ts in o Lrection pass through
t he bandw dt %dgéﬁsﬁglﬁﬁfgﬁ)par atrgr{sé%?Q?ﬁ%%b%%&ﬁedﬁﬁaaa?ﬁg%ilro'nrd larb ea}fvaatmuév%l
perforns the phandwisdt Aocadjeust ment shorthe bardetrdihgadjtust the r ekayitnke on
t he side 35throu lich the packet is_passing, of the bandw dth adjusting
5 rel ay Ui PLTe13t 18R SEOYES At S 4R SRR SPRREVORCT n IHE SHGS o SPgbI o
13. The bandwkeuliaghUstddig de@l ayodntheofcdrhierather «si d&admyh@e%fc%@ltlge
bandwi dt h adjustnment. with reference to the session table 13. 5[0024]FlI 3
i s a confi guf&RiFan di agram et hd NraRduiveth nadhashpAge ¥ élhay tapparasasonThe

bandwi dt h adj;yst.i-ngr sk ay appar i j 3.1 ncl-udes a
packet discr iln‘i n;a:ti ng ug)i\ét 21:3é gg g%)s%%oénxﬁggﬁg%u%?%§£§m}4 g%glg\?leﬁ&e
bandwi dt h neasuricagiogist 23, a bandwi dth adjusting unit 24 and 10a

e 1 (B3N O TERRO LY 2R OB RMLL o ahiLg onl e
direction isthe bandwidth of the packet forwarded to the other module 31
according to the bandwidth adjusting unit 24 and the packet
forwarded to the other module 31 from the packet discriminating
unit 21, and stores the measurement result in the setting table
15 13.
[CG0317 Meanwhile, differing from the description
“transmission” “reception” in the explanation of the operation
inthe<xmmmnicationsystem,jj1theexplanationcﬂfthereceiving
bandwidth measuring unit 23 and transmitting bandwidth
20 measuring unit 25, the description “transmission” “reception”
is anchored to the bandwidth adjusting apparatus 1. That is,
since the receiving bandwidth measuring unit 23 handles the
packet that the bandwidth adjusting apparatus 1 “receives” from
the other module 30, and the transmitting bandwidth measuring
25 unit 25 handlies the packet that the bandwidth adjusting
apparatus 1 “transmits” to the cther module 31, such description
is made.
10032 The bandwidth adijusting unit 24 transmits/receives
information related to the bandwidth adjustment to/from the
30 bandwidth adjusting unit of the bandwidth adjusting relay unit
12 in the opposite direction. As described above, even in a
case in which the bandwidth adjusting relay unit of one side
is not transmitting/receiving the TCP packet and is not
performing the bandwidth measurement, the bandwidth adjustment

35 is performed based on information that the bandwidth adjusting



illustrated in FIG 3, the configuration of the bandw dth adjusting rel ay
unit 12 in the B->A direction is simlar to the 15configuration of the
bandw dth adjusting relay unit 11 illustrated in FIG 3, and the bandw dth
adjusting relay units 11, 12 share the seksjion table 13 and the buffer unit
14. [0026] The packet discrimnating unit 21 determ nes whet her the packet

received from:the other,mmodul 630,15 & Rackeh 19 e 20khe Largel ¢ of 3 Ly
bandw dt h adj ustient or not. Specifically, whether or not it is TOP packet

i s deternm ne¢oneo2 7 Mhermssirone ranaging aint ke 22 hsar por il ¢ be avdnsge ment
of the TOP s%&s@iton when the packet discrimnating unit 21 determ nes that
the packet is thé target of the bandwi dth 25 adjustnent. The session
managi ng uni t{0223perf oras pilacessesesiucin aBIGo S+OTE.I rf,or tadi danAecessary
for the rranagﬁrrent of the TOP session, and to take out necessar

n

i nfor mat’i o emtthads FS B kbl & IR EE8] The riécei ?/?%u%h?\%l&}%hand

nMeasuri ng ungkrg3 rfRasteshadlwh BEnr eeeiud therRandwrdih Lfarfche paskel bei ng
the control target of the session managing unit 22. The receiving bandw dth
measuri ng unPeEN2Zadt §eEFerhePeasare@nreéeichi g Basdwrache KTRe Seagsiron

table 13, and. e ; or. el kn.th ffear _unit
12 S5l o020] The ERRR R e b IR A oA RAEKEL M e G ot a
on i nformati déasdehdas Theo meiaisur et o lEahidve tdt he andhrtshre. ttiike stodeddtn fiche

sesst ongtobl g3 o Speehh iy e Uandudihoad st b o peronEd by
the magni tudgigh accuracy cannot be expected by such a known bandwidth
adijustment technique.
[C034) That is, even if the bandwidth adjustment is performed
by the applicaticn, there is a possibility for burst traffic
156 in the transpcrt layer (such as the TCP), the network layer (such
as the IP), the device driver, and the like, depending on the
scheduling of the operating system. In addition, when the
bandwidth adjustment is periormed by the application, the
situation from the TCP layer to the network layer cannot be
20 understood accurately, and the application cannot recognize the
discrepancy between the communication performance expected by
the application and the actual communication performance, and
cannot perform the bandwidth adjustment according to the actual
communication. For example, even for the data to be the target
25 of the bandwidth adjustment, the situation such as the amount
of data actually transmitted/received/retransmitted cannot be
recognized on an real time basis. For this reason, the
applicationonly performs the bandwidth adjustment so as to make
it to “the communication performance reguired logically for the
30 communication”, and cannot perform the bandwidth adjustment
based on the actuality.
[0035] On the other hand, the bandwidth adjusting apparatus
1 according to the present embodiment is capable of monitoring
the actual TCP communication and performing the bandwidth

35 adiustment based on it. Compared with the bandwidth adjustment



5 correlation between the target bandw dth indicating the bandw dth
required for the communication and the actually neasured bandw dth. The

adj usting nethod of the transm ssion interval of packets is to be expl ai ned
in detail with reference to drawi ngs. 10[ ®030] The transmitting bandw dth
measuring unit 25 neasures the bandw dth of the packet forwarded to the

ot her modul eb%lt@@%%ggii%%tti%nt,h&@@@ﬂ%@b%g{%@éé g @Wikh%n%@@%c%ﬂgag?ket

forwarded to the ot nodul e 31 fromthe p crimnating uni

and stores tHéymdaswegkemnedesult in the setting table 1513.

[ 0031] Meanwhi l e, differing fromthe description "transm ssion" "reception”

in the expl anati %L?]l% &t Oergoopf‘rerCacfﬁllmol’{r%J"icnasctlhoerﬂcom"runi cation system in the

expl anati on of tites receisviing ibandwidl ha leas wridngheuni ¢ c@8v angl taansmEit tirng

bandw dt 20 neasur.i ng unit 25, the descri$ti on "transmni ssion" ' recegti on"
e

i s anchoted t'6SPRETBIRIN dERTEHGsBi G AppAr R ustd FhalCH Padisicé ot k
receiving bapdwh@thplBasusi-ngninit 23 changdhgsyt RenPACKSL « that. hhe- handwi dth

adj usting apparatus 1"receives" fromthe other nodul e 30, and the
transm tti ngiBaftd®i domidsasatiieg 25 uaiinatzsl Handies. theapdckeéE, t Rat thie

bandw dt h adj . " its" to t ¢ | j ;
bandut oL h 0L sting SoRRESLISaR, CLUBpSLe: 19, Uhe SLgr ol 2 cous

transm ts/receevesoimiroramition Lel dtted Re>Bhelibandvicdt hamd) st nemdé Bebfr om
the 30, bandw.dt h _adjustin nit_of the handwi dth adjusting relay unit 12
in the ]oogpos! %G r&tti o 99@%%‘5??%@%@03@? E%gﬁg‘i HTase PRPRAPER St he
bandwi dt h adjiust-bhgdeel @y ttr@fnsﬁﬂ%silo%epbﬁhﬁ@é%t}jm& tinRgbLeeek vi-RY

the TCP packet and is not perform ng the bandw dth neasurenment, the
bandwi dt h adj*&$fFBAES3SNSNPErIVESR baSeeR dh imierisat PORN thatkehe Halibi dt h

adj usting 19a%§|§¥cHQEta9é1ﬂn§PQ%hE%C§qua§EOf§ éPdé%eI§ﬁ§§hg&)H9Pk8613
and control information received fromthe other bandw dt h”adjusting unit.

[ 0033] As i | | gssratedhiiciFleGthbFbGe 8f ithve deardwidiht or the ACK packet.

15 For example, even in a case in which the relay apparatus 3 having

the bandwidth adjusting apparatus 1 relays only the data packet

in the A->B direction and the ACK packelt goes through another

route, only the bandwidth adjusting relay unit 11 of the

bandwidth adjusting apparatus 1 monitors the data packet and

20 performs the bandwidth adjustment.
[Bandwidth measurement)
The method in which the bandwidth adjusting apparatus 1

according to the present embodiment monitors the data packet

and the ACK packet and measures the communication bandwidth is

b
o

explained with reference to FIG. 4 and FIG. 5 respectively.
[0038] FIG. 4 is a diagram illustrating a method in which
the bandwidth adjusting relay unit 11 of the bandwidth adjusting
apparatus 1 according to the present embodiment measures the
bandwidth of the data packet, and FIG. 5 is a diagram
30 illustrating a method in which the bandwidth adjusting relay
unit 12 of the bandwidth adjusting apparatus 1 measures the
bandwidth of the ACK packet. The upper part of FIG. 4 and FIG.
5 illustrates the flow of a data packet DP, and the lower part
illustrates the flow of an ACK packet AP, and the same applies
35 below.



5 adjusting apparatus 1 nonitors the TOP comruni cation and perforns the
bandwi dt h adj ustnent. For exanple, many of general server applications such
as the Apache HITP Server, Lighttpd, Squid cache, BitTorrent, and the |iKke,
have a function (Bandw dth Throttling) tol@adjust the transnitting bandw dth
for 10 each TOP communi cati on. However, bandw dth adjustnment with a high

accuracy cannefyshe exped edzRy1sucth & riknown papde di hiadisuskreRtfechnigue.
[0034 ] That is, even if the bandw dth adjustnent is perfornmed by the

appl i cati on, ivh&héchsthepbasitifdtbyadorsburgtanpardies 15 jisn inge mocardsot t

| ayer ( such; t T t ay ( h t R) e Vi ce
driver, and tlﬁltsatol ?%ae, Cge%ngi%%ﬁ%}]a%% %bhgicgilﬁjl iﬁg&ofgtﬁﬁeggﬁgla% n%gsfseeem
I n addition, ewipérnizhe chandiwbdt h fejaistaerdr | $hpeekolaedthynt he reppd iwdath on,

the situation . fromthe TOP | ayer .to the network,. | ayer cannot be 20
Lnder St 0o ad28 SELPY. “BRATE RS aRpRs CAPOR Coh it Y e dhn T SPHEtiose Filfancy

between the eommuD:Gaid an: Pl oF pence M@Qbﬁﬁl@¥ & heviapphi ©ad ic@r @nd e
actual communi cation perfornmance, and cannot performthe bandwi dth
adj ust nent aSYSLEMEC 1D teher e uet thenhuRY EBtTNn 2lper fexdipl Ehevemifleir t he

data to be t target 25.0f fhe dw.dth adjustoent,; \tLhe shiyati S as
t he anpbunt o atal acét ua??y tran@%nt \tﬁerg)}res%gi: ve%i%?et ?"gnsn‘itted cannot Lﬂquh'g
recogni zed onnarrpeakteidmeshasfsiware Bod thirsiwegason, the application only

per for t he i dt h_adj ust nent. so.as to mke it to. "the ¢ ni,cat.i _on
erf o nince. MeaatTed | 3G arar o s A RhF o Sha 2 darisior e
performthe bandwidth adjusitmeni bppedaonst he act gaki tysldy 003pkoattihe 3

ot her hand, the bandw dt h_adjusting %{)Ppar at us 1 according to the
present enbodPRERCTPstREpEBTe RFACHohitor-PAG Hhe aerudlifomme it i96n

and per form g hheqbapdui di b 3pad) Ust AP Pagednen: ht. nERPAL B Wit R L he .

bandw dth adjustnent 11 by the application, the bandw dth adjustnment wt
nmor e accur acyheaye el perd dererd naflDi B édiitone of L veding dat & enjckEieDP sends

transmt.ting, termpal .2A ap he.t Lvip ermn 43 r ivel
transm']t5 a dgtagkpag‘gett%aendtgﬁkiﬁktgggﬁetL%%&l%%‘gl nglﬁ’ft e?f)@rtlﬁ%g%?néen%l .%en
t he bandwi dt koadgjustiang cappanatwisizh.in the configuration illustrated in

FIG 2 and FI.G .3, the bandw dth adjusting rel units 11, 12 respectively
moni tor s ¢ he (C8RMIN ca SRS AOERE ATSASURLEE FOR S AL ¢He- G DATRG-Ath

direction. Fek hBhsureasep. cidehanduidih adisusthngrappanat isricproviged on
the transm ssion path may performthe bandw dth transm ssion not only in
the case in WeekNBeEhopabRatyishht ke ddita SPadke”d avd YHETACK fackete dane
forwarded, b I i.n, the. i Lch _ei hset_r : 1{]% t. or
the A packé%}.p%r%gu o‘? Eggaﬁﬁgwggggé?gog gaseenil)ggv{)fcﬁglac% t %B&%b%%%rl£
apparatus 3 hael sggtdecdbancdwiedt HSEQD) ustility dpparat uded inekaysdand wadietdat a

packet |, the 2R, Shioctien. 2t Uhe ACK pRckel goss pLirough another, ot e
apparatus 1 menukoby the data paekeh.and
[00403 In the case of measuring the communication bandwidth

25 is measured by the ACK packet, as illusirated in FIG. 5, the
reception bandwidth at the setting position of the relay
apparatug 3 in the communicaticon system is measured by counting
the increment of the ACK, based on the ACK number (ACK in FIG.
5) inciuded in the ACK packet.

30 [0041] The ACK packet has a smaller data length compared with
the data packet, and the data length does not differ
significantly for each data like the data packet. For this
reascn, only the ACK number 1s observed, and the reception
bandwidth is measured by accumulating the increment of the ACK

35 packets that the relay apparatus 3 relays within a predetermined



20perfornms the bandw dth adjustnent. [Bandw dth nmeasurenent] The net hod
in which the bandw dth adj usting apparatus 1 according to the present
enbodi ment nonitors the data packet and the ACK packet and nmeasures the
comuni cati on bandwi dth is 25expl ained wi th reference to FIG 4 and FIG 5
respectively. [0036] FIG 4 is a diagramillustrating a nmethod in which the
bandw dt h adjﬁgiid&g relay unit 11 ofthebandw dth adjusting apparatus 1
according to the present enbodi nent neasures the bandw dth of the data
packet, and FIG @m@mma@mtma] I ustratl ng a nethod in which the

bandw dt h adj usti reI nit 12 o th ad ustl n ar at us

measures the bandwi dth %%é ?%mm‘;&la(:p c(f(%t Dlgﬂwel% gﬁ@mft;ﬁﬂisﬂ G

5 illust rat es,zmmtfﬂamwmﬂnamtat a paegkeic DR, ané biﬁlﬁd\k;@@@lﬁ a&ﬁj&sﬁirl@d%&%t es
AP, and the sane applies 35bel ow. 12 [0037] The

the flo cke
exanpl e\g’ C—f? Ehﬁfﬁf‘rﬁs"@d@ PR HSE - BESPRATE TS & A8 WWHTeht hpdapsivdwit h

adj usting ap@@rj@tslmelml §y' @&?u@@iﬁc%%é Mot heycel gy %9 éﬁ@ a%'k%ttshe
sanme appllestothe expl anation bel ow. Hereinafter, e anatlonls made

with 5 the rléhgy dipparzacissd BS andetver IAC&’e\p%PkEﬁs ) eiiamal ehebut 1l s
i t | F | t t
i ver r ecei ve “FRETEH B iy s R IT ¢ R BRRERE! Sriee TEn S e arous

process es ex phaithed belowcray he excenporaked iae doftbwane amdchar dwaner

10[ 0038 recei vi,ng .bandw dt h. neasuring unit 23 in the bandw dth
adj[ ust i g apﬁgraﬁ‘tsﬁlés igp RWQ W@f‘ﬁy%ﬁpﬁ%‘g? U R PG He Yatta PFREREE DP

that the transmiding. teemn N 12A=3ndSc# thergeaé@@@tt\fla&gmtlgrsmo@lalté%a@{@d
the ACK packet AP that the receiving termnal 43 that received the d

packet DP sehl§ i5B&ck E8rvRe SRARSATL tFigt@ras mar 2amethd armmz@s; ttkpe
CO”““”'Cat'0@h€%%$ﬂﬁ%fkatlonkmndw1dthn@asuredknrthen@thodemsdescrlbed

above in the explanation of FIG. 3.

15 [0042] Hereinafter, to perform the bandwidth adjustment so
as to make the time interval of the packet transmission longer
is defined to as the “throttle of the bandwidth”. Andtoperform
the bandwidth adjustment so as to make the time interval of the
packet transmission shorter is defined to as the “enhance of

20 the bandwidth”. First, the throttling method of the bandwidth
by the bandwidth adjusting apparatus 1 according te the present
embodiment is explained.

[0043] FIG. 6 1s a diagram illustrating a bandwidth
throttling methed for the data packet transmitting direction,

25 and FIG. 7 is a diagram illlustrating a bandwidth throttling
method for the ACK packet transmitting direction.

(G044 The bandwidth adijusting unit 24 in the bandwidth
adjusting apparatus 1 of the relay apparatus 3 controls the
communication and throttles the bandwidth when the

30 communication bandwidth measured at the receiving bandwidth
measuring unit 23 exceeds the target bandwidth indicating the
bandwidth required for the communication. The throttling
methods of the bandwidth include a method to control the
Transmission interval of the data packets and a method to

35 control the transmission interval of ACK packets.



[0039] I n the case of neasuring the communi cation bandwi dth i s neasured by
the data packet, as illustrated in FIG 4, the transm ssion bandw dth at
the setting position of the relay 20 apparatus 3 in the commrunication
systemis neasured by observing the sequehte nunber (SEQ in FIG 4)
included in the data packet and the data | ength of the packet and obtai ning

the accuml atieg ¢l ue of the datanbengt hofODADLLN Lhie case of) measuring

t he conmmuni catl on ‘bandwi dth 25 1s neasured by the ACK packet, as
illustrated |tmaﬁ|561351omhenm@¢@pﬂ| mﬁ baadwitr ratkethe set tlllriglqdwtteiCbrimf

the rel ay apparat heco rign syste i u cu |ng
t he mcrerren'?a‘,[@a ;@e ﬁélsde ng“}f%&n% erc ZéK&? Eﬁ% l%%ﬂ’)ndlanc uded
in the ACK p@.@}ﬁ@t&‘tl&@{ @@‘ﬁaﬂa]dﬁhesA%Baﬁkemsh@SnﬁrshBécb eazsda:ta;erﬁgﬂJ?e the
conpared with the data gacket and the data length does not diffe

si gni fi cant | PAPEHIEALNCHatE IGake Pﬁ‘é%%t%%%&?@t tr%?mfﬁfl%“ge%%wn%l% t he

ACK nunber i g 0bserved, ?Qc&?@cé@;@ ti0n handwi gty 9 -eeaaured HYe data
accurul ating the increnen the ACK 35packets that the relay apparatus 3

rel ays withi @a@kﬁﬁ@dex%rmm@@plh%d pepi Géat] Bardw dthsrriflust freshp targetasu ng
the communl catial RandM ALh, dﬁgggﬁéﬁg dn &he Jehads bLidstraled, |

and FIG 5, the vm "dt uni t the USltI ng
apparatus 1 pe;rcﬁ@mttTBollmd hla:rida\nwdﬁ:hmc@ vsenent sy nad| Jtrsm.q';eﬂg tAI’ere:otzjdmlgly,

interv to transnit packet data acket and .t he acket
TR IR N AN R A S M LRI RS LI e

whet her a preg¢esgata 1%&2@@' e Hé ra%llmﬂee:re\aaltoothéhﬁe@@%@ﬁg HDrminal 4R
transm ssion (to nake the tine interval |onger) or a process to shorten the

ti me intervalilof-heh@rpsekermingds fegsivenittt-o nake the tine interval
rsrgg;hrefezj sholod4Rg Penialtic 1 &0 ¢RLdind Loch S SAMBINLEA KON DALY,
y the meétho escri bed abov |nt eexp anation o .
15[ 0042] Her eiinaktrere,l tod perd okGH tihecbandw ds hiaddjpasraeat so &9Gto maké«t he
e | oherveb ol pagkel LSISTLo8 o0 d onger s delietile SRS
to make the tipe rapter vabefothe @@ﬁk@bltE@%éﬂﬁ@lm&ﬁlﬂré edhd aefiinad to
as the "enhance of S , )
of the ACK packet that the transmitting terminal 4A transmits.
Specifically, the forwarding interval of the ACK packets is
controlled so that, with respect to the target bandwidth, the
20 increment of the ACK number per unit time is within a
predetermined range.
[0047] Generally, the transmitting terminal 2A transmits the
data packets corresponding to the windows size as burst traffic
in the early stage of the TCP communication, but for subseguent
25 data packet transmission, the transmitting terminal 2A
transmits the data packets addressed to the receiving terminal
4B in the bandwidith according to the receiving bandwldth of the
ACK packet. For this reason, by the control of the transmission
interval of the ACK packets as described above, the transmitiing
30 terminal 2A is to transmit the data packets according to the
increment of the received ACK packets, and the bandwidth to for
the data packet transmitting direction may be adjusted
accordingly.
[0048] Next, the enhancing method of the bandwidth by the

35 bandwidth adjusting apparatus 1 according to the present



20 the bandwi dth". First, the throttling nethod of the bandw dth by the
bandwi dt h adj usti ng apparatus 1 according to the present enbodinent is
explained. [0043]FIG 6 is a diagramillustrating a bandw dth

throttling nethod for the data packet trakhsmtting direction, 25and FIG 7
is adagramillustrating a bandwidth throttling nmethod for the ACK packet

transm tting Iy -eatd-on. (0044} The bandwi dth adjusting unit 24 in the
bandw dt h adj usting apparatus 1 of the relay apparatus 3 controls the
comruni cat i ol 0&d@ It hr ofX¢ e§ 1he Daadwidtih weeratheng 88ecormmi tag inethod

bandw dt h ne [ he cel vi bandw dt surin nit 23 exceeds the
t ar get bandvm% tﬁ'%lgnglggé ilﬁéﬁt ﬁ%rb%ng]%w&admﬁ% H6t @irgaedfafn& t#em@o%ﬁic atFon.
The throttlimgdrethods of & heidanewi dthudned wdey a metdhotid pMdtelod he
transm ssi on intgaé | .of the data packets and a nmethod to 35control the
transni gsi on it WiGt-DAERTpAERe S K PRAKPGOASFRSFIEkAREI €1 7£644P8I-ng t he

control of theotsnansm ssiopataial Lfdde data, packet s, asel Lustrated in
FIG 6, the bandw dth adjusting unit 24 of AR ekl R adj usting Lo
apparatus 1 péfiteiisdcane?oltsd lagl ttda hedey|avndie LB Bareinf eltrhs cbnttheldat a

packet that the 3?[}? 1t ng ! r i Lt cal th
forwardi ng i tr%{e}erévrg O(%E t%}égdg%gg%gﬁgt g”/‘ﬁslleg1 g{(}%ﬁr %?ﬁ“%ggggéﬁé , %ﬂdﬁ’lg&g‘pect
to the targetnebandwiddsh,tchecicrd véngnibandivi fieh seguenciennunhier 2 pers beilbwt | me
is controll eg to _be vv“ hi n a.q[i)r edet ermi ned range. Accordingly, 10 even

when the trahdf FEFRGEL R Hat - R A} PSR t F3FF i TR PR SFadket

may be delivenedttfot HRifQGRINHIG berMhadardi il henpradel @ Mded thods

bandwi dt h. of the bandwidth include a method to contreol the transmission
interval of the data packets and a method to control the
fransmission interval of the ACK packets.

15 [0051] Regarding the control of the transmitting interval
of the data packet, as illustrated in FIG. 8, the bandwidth
adjusting unit 24 of the bandwidth adjusting apparatus 1 buffers
the data packet received from the transmitting terminal 2A in
the buffer unit 14, and transmits the buffered data packet to

20 the receiving terminal 4B at least once. The retransmission
of the buffered data packet may be performed a plurality of times
according to the target bandwidth.

[0052] Hereinafter, the bandwidth adjusting apparatus 1
transmitting the buffered data packet to the receiving terminal

25 4B is referred to as the “proxy retransmission of the data
packet”. In the explanation below, it is assumed that in
contrast to the transmitting terminal 2A retransmitting the
data packet by the retransmitting function of TCP, the bandwidth
adiusting apparatus 1 retransmitting the data packet is

30 described in this way.

[CO53] The receiving terminal 4B that received the data
packet sent by proxy retransmission refers to the sequence
number included in the data packet, and when it is recognized
as an unreceived data packet, sends back an ACK packet

35 corresponding te the data packet sent by proxy transmission.



[ 0046] Meanwhi | e, regarding the control of the transm ssion interval of the
ACK packets, as illustrated in FIG 7, the 15 bandwi dth adjusting unit 24
of the bandw dth adjusting apparatus 1 perforns control so as to throttle
t he bandwi dth of the ACK packet that the {®ansnmitting terminal 4A
transmts. Specifically, the forwarding interval of the ACK packets is

control |l ed sagythat ,,With &igsped Lockhe bargel Randwidhh, (hhe 200 ner eqgrnt

of the ACK nunber péer unit time is within a predeterm ned range.
[ 0047] Gener aldnpxyt heetrameni ssiogy ©odr nihal d2Aat reachets tthe dafh packetts

correspondi ng, tQ t i.ndo .z S [ LG dn.t | t age of
the TCP comr%rcﬁrggtsigg)ﬁl\,glgl%t%giescﬁabseaggqﬁt& %6%%%% b&%@kgfsﬁgéﬁé%%seg’%@ﬁ% t he
transm ttingther néhal 2 ar=ansnitand haedad@e packetsraddréssed st setbi@ack

receiving ternmnal 45 in the bandw dth . according to the receiving-bandw dth

of the ACK pddkét ‘PeoreChid WPeadsi™B\? 1t HE control of the transm ssion

interval of tiaesAGK packel.s iasdascri bed afoveestNB1Er aRS¥dd NEha80 the
terminal 2Ais to transmt the data packets according to the increnent of

t he recei ved gelRupEck dendvafld it hier barRiwRdt R €6 7E6F 1 PRe (Gaka tpackatitting
transmtting,dir I.QN y | e C I y. t

enhanci ng mtb%gﬁgtﬁlhéfg%aﬁg\% %tg%ﬁH%% ?%ggﬁég%%% d%%ig%j%ﬂa&%gtha%g%rrﬁe&s 1
accordi ng tohbehelwicesens tHEE ehbodiamentissiexplfathedlaf{20048kELG. £ 8ot $ha

packer 14 ans eI WiPec rORT B FT 6 01 14°d dagP R POSEPSR HEE O
enhanci ng nethedrahdbthe chandwiath nbofe then ACKApacket c 1&@nsR t tidi®rding
direction. to the above enhancing process of the bandwidth, the
transmission of the data packet by the transmitting terminal
2A is enhanced because the transmitting terminal 2A transmits
15 the data packet that should be transmitted next, upon receiving
the ACK packet corresponding to a data packet sent by proxy
retransmission.
[0055] Thus, by performing proxy retransmission of the data
packet when the measured bandwidth 1s below the target bandwidth,
20 the sending back of the ACK from the receiving terminal 4B and
the transmission of the data packet from the transmitting
terminal 2A are enhanced, and an effect to enhance the delayed
communication is obtained.
[0056] Meanwhile, if the receiving terminal 4B has already
25 received the data packet sent by the proxy retransmission, the
receiving terminal 4B discards the data packet sent by the proxy
retransmission, so the proxy retransmission process does not
negatively affect the TCP communication.
[0057] In addition, according toe the conventional TCP
30 improvement system, 1in order toc enhance the transmitting
terminal to transmit the data packet of The next sequence number,
the transmitting bandwidth is enhanced with the relay apparatus
transmitting a proxy ACK packet. This is a TCP relay technique
known as “Splitting TCPE” and “ICP Spoofing”. These

35 conventional TCP relay techniques solve problems such as the



[ 0050] The bandwi dth adjusting unit 24 in the bandw dth adjusting apparatus
1 of the relay apparatus 3 perforns control to enhance the bandw dth when
t he conmuni cati on bandwi dt h neasured at the receiving bandw dth nmeasuring
unit 23 is below 10 the target bandwi dt ht'hentioned above. In a simlar
manner to the throttling nmethods of the bandw dth, the enhancing nethods of
t he bandw dt b sncl ydg; d tr t ansiy.ssi i nter f. -t he
dat a packets@)and a netﬁ%gg%gpcﬁlftorg?@t @%rgﬁéﬁpsﬁn@nﬁ vé?‘l o%/ﬁ% h%LE[CK
packets. 15[ (@®PlRegaridinng-atel centeabyof simtearr apsdi tthiengdi ff ervaty ofirt he
dat a packet, illustr i.n.FlL.G t.he _bandw.dt justing unit 24 of

t he bandw dt ﬁ%&uﬁé}h nﬁ%%“g’gércg?&g frgﬁfefsgr%ss ?I}{ewggt gpggjgggﬁ-r ecei ved from
the transm t tlioogstier mHwde @A ,i rhthe defderedinixpibhatdnc §Eanshiisd Bhece
buffere% dat a, packet to fo &qﬂgcei ving termnal 4B at |east once, The
retransm ssi ORCGE £hE DUPFET 5 &Y - belpelr t bF hedd af of W iGF of
ti mes accor dispgotranyhe %ﬁégekebépdv\é;ﬁé&ai@Q5?dﬂﬂ% einaflglat dhe handwiegt h
adjusting apparatus 1 transmtting the buffered data packet to the

recei vi ng t eFRTAENL1CRE 1285 Srefefeder Brapenastihe taymeng enfarsnd sgioncof

t he data pac " £X ﬁ i - it 1S . assu c t.rast
to the transﬁgipt?%ﬁg&%%{% na ggq;rﬂeét)?ggg%gtwﬁgn%e% e dat gg‘%gté’%gi?“@;t‘?%gls’
retransm tti sgrbosetilgn of sTOMg tiher thahdwi @t 4 padjlest cograppandtug tle the

A TR 8 D B RS At ST
retransni ssi erafgfier sat Qat hepsegpense ‘uhem daneluded -1 -tihe data ;pagket

and when it is reCQ%ni,zed as an unreceived data packet, sends back an ACK
packet 35cor FEEpSHdihg Bot eRB Hat of ekett Sdm rByPpreRyt e ras fidsperketle

Thus, by the.enhapge RERRSSS 00f) the W%@ér@’ré@é‘ivéé’a@ytg.@ergrc%)ﬁé

retransm ssion of the data packet, the ACK packet corresponding to t e Ydat a
packet that K&smbeoen, dilstarded e weerkettheACE IrayappaiCdt us 3 lavd t Reere

5 VL0, ou b8, b8, 9000 REEK (Ot el £6SLIOLRLMISLAEL oo
received a false proxy ACK packet discards the previous data
{data up to sequence number=10), if the relay apparatus stops
operation or is removed from the network, the discarded data
cannct be recovered again.

20 [0C59] By contrast, according tc the bandwidth adijusting
apparatus 1 according to the present embodiment, there is an
advantage that even when the data packet is sent by proxy
retransmission, the transmitting terminal 2A does not discard

the data packet sent by proxy retransmission, and even if the

25 relay apparatus 3 is removed from the network, data is not to
be lost.
[0060] Regarding the contrel of the transmitting interval

of the ACK packet, as illustrated in FIG. 9, the bandwidth
adjusting unit 24 of the bandwidth adjusting apparatus 1 buffers

30 the ACK in the buffer unit 14, and transmits the buffered ACK
packet to the transmitting terminal 2A according to the target
bandwidth. The retransmission of the buffered ACK packet may
be performed a plurality of times according to the target
bandwidth.

35 [CC&1] Hereinafter, the bandwidth adjusting apparatus 1



measured bandwi dth in the A->B direction (the transmtting bandw dth for
the actual data packet) falls below the target bandwi dth is that the
transm ssion of the data packets fromthe 10 transmtting termnal 2Ais
del ayed, as the ACK packets are not reachttg the transnmitting term nal 2A
sufficiently. According to the above enhancing process of the bandw dth,

the transm ssiomsafi tthedat fe packeb by thec t papsBELt tiddeher MnalsdAd s
enhanced because the transmtting termnal 2A transmits 15 the data packet
that shoul d Bemassnifted nebarraghén eddisi g orver Ackapavkesion of the

cor respondi ng. ko 3 fat 8 pagkeln Sl 0y, 0Ny HLOLLANSH $51 o1k, [ 0055] Thus, by

perform ng proxy retransm ssion o ata packet whent he neas
bandwi dt h i s coeltawstcthéot Ahgetebahdiindt her20ns het’ ersh g dyacke nig titree ACK

fromthe receiving term.nal ,48.and fhe transm ssio f the data packet from
Lhe t rars t R Ser EPRATSBA B o GHARCOTD ARG TaRoar f ettt SHIGHSS (e
del ayed commamikc glic®ti § sObfeaicreded Q056HhNMeanwhil e, if the receiving

term nal 48 has alreadﬁ 25 received the data packet sent by the proxy
retransm ssi ORV%He retefviRgNEBERThAY 48T8isear d& fhetdadEsepacketars ik by

the proxy retransm Ssi,on, 1,50 r J 1 SSi o] ; ot
negatively a?ﬁgcﬁttﬁghﬁng oéﬁgﬁ?gag%%ﬁéﬁf%ggé Iﬁ g%%iﬁ%ogsggéggﬁgFggi¥%
t he conventi ¢ralhsTOR 304 ppreverentosysspandingoradahe 3CEnpmricet t h@hus,

transmtiing,.termnpal to transmt .the data pack f next sequenc
number 1 he Y aRERT BEThEC bRRTNY it 1S CRHaRen S 1% AGR, BT ape bR A
transm tti ngmaapuexy AGKnpackeh. Thi sbéSom TOR:r ef @ygdechirgue ddrown @
"Splitting TOP" and "TOP Spoofing". These 35conventional TOP relay

t echni ques s&fF¢8SPreEreRs CsubhcadatReradhehdeyr el RN Tt g e rromalel ay

apparatus inohhe; AGARRIJLat by LevekrEateway) syskemeandht h%i@r@\ﬁﬂt%‘& ty
in executing conplicated processes by TOP Splicing. [0058] However, Ile
det ai | ed explkamaunaraitsosnilist eteiineel. 5 these are publicly known

ot e DR L U SR St L ) hamer s e
perforns newct@Preoantenhnatien for tihe Mmectei vhngotatngnad . tiAce afedibdg @,
this. supposediy, 2ssUming4hat Lhe; data packet (CQrlesponding Lo LS ets
successively, the transmitting terminal 2A regards that the
discarding of the packet is temporally, and retransmits the data
20 packet withecut reducing the congestion window size. According
to the above proxy retransmission process of the ACK packet,
the retransmitting function of the data packet by “Fast
Recovery” is enhanced, and accordingly, an effect to enhance
the bandwidth of the transmitting terminal 2A may be obtained.
25 [CCe4] Meanwhile, even if the ACK packet sent by proxy
retransmission has already been received at the transmitting
terminal 2A, the transmitting terminal 2A processes the
redundantly received ACK packet similarly to the conventional
manner, so the proxy retransmission of the ACK packet does not
30 negatively affect the TCP communicaticn.
(00657 As explained with reference to FIG. 8 and FIG. 9, in
enhancing the bandwidth, (the relay apparatus 3 that has) the
bandwidth adjusting apparatus 1 retransmits the packet as proxy

for the transmitting terminal 2A and the receiving terminal 4B.

35 Since the proxy retransmission by the bandwidth adjusting



10 ACK packet that the relay apparatus transmtted as a proxy (for exanple,
a data packet of "sequence nunber=10+1=11" that the transmtting term nal
transmits in response to the ACK packet of "ACK nunber-10") has not been
received at the receiving terminal, the ptoxy ACK packet (ACK number=10) is
false. There 15 is a possibility that, since the transmtting term nal

that recei vedippaiahsg® PreXYe AEK-RAS ket 1dicscands thhe, previ ous data i (data up

to sequence nunber=10), if the relay apparatus stops operation or is
renoved fromitthéhfet@bERNSTARLENG chreell datel Aot helnetovesed ragaiivh
20[ 0059] By c r r.di.ng . d J usti a ratus, 1
accordi ng toqt tee%%trse’cgg%gggnggditPﬁgn{),g&f%gp}gg\% ség%@]giﬁéén rggcehet Ef:gatathev'_j‘enr(f1 en
t he dat a packtsrugptsent thy qumoxyniettriansmssshoprokherdiraarsamidd ngn trarmgnal
2A does not discard Lab[tlte? d%ga gacket sent % % OXé retransm ssi on, and even
if the Zbrel dy dpparatis & i Tenoved F BT The ABIRBRAC2HAPR PEeR6t MO8 be
| ost. [0060] Begandiing the control of the transmtting interval of the ACK
packet, as illustrated in FIG 9, the bandw dth adjusting unit 24 of the

bandwi dt h adj[&@fig apphdraiaserenariier §1630L 4 Hel ACK3i nt i BebBPtekn whilchi4,
and transm t s pthe buff grgd e t 1144 terninal
according to the taarget baﬁd%ﬁ?%ﬁgﬁgﬁgﬁ?gﬁs%a%%élgo%]&% tthoe tbl)ef erreegn,&CK
packet may berpecisemsdmanptaral pagkots timssractorddi mgreiovedédareget the

bandw dih. 35| .Her.ei naf t er., the bandw dth adjustin ar at us 18
t ransni {({'I ng%tr%gg#]ﬁ?%elggd%ﬁ&u&?&ke A ta@#mhlcek? rﬁfﬁé%grﬂ?%g%gg?lﬁpﬁgl 4%Aai“§
referred to asrtfberspraxybsetinaosni ssjvsteént her ACK qrackiety od Rnthh@cing
expl anati on it is assunmed that in contrast to the receiving term nal

43 retransni ?ﬂeﬁ‘é@ph&iﬂ& 15 pEicket et Hel andvh TR I et i (g flemebaalt s
ELrSneT 18067, A RS s dnsechied Lok pobely { OBSRLTHR i
retransm ssi ®ACK&S SaCpossEbelivey packearnsnitheapdakat phicketitioraesponadiing t o
e R packon e, 40, EESALTLOR BLgny, AL AR ER00 T s 40X
transm ssi onpobctbhe dataspecked ibyFide 1tr ansmd reagpteomaabh @Ackst From
enhanced, angtggrekg %HegOB%?h%QC%Stgetgaégggyed conmmuni cation i s obtained.
[0068] First, in step S1, whether or not the received packet
is a TCP packet is determined, and if it is a TCP packet (if
20 yes in step 31}, in step 82, the received packet is passed to
the session managing unit in FIG. 3, and the process is
terminated. If the determination is made that the received
packet 1s not a TCP packet in the determination in step 81 (if
no in step 81}, the process proceeds to step S3withnoparticular
25 process performed in the bandwidth adjusting apparatus 1, and
the packet is relayed and the process is terminated.
[0069] The discrimination of the packet in step 51 is, in
the embodiment, made by referring to a predetermined field in
the IP header. For example, whether it is a TCP packet or not
30 is determined by referring to the value of Protocol field in
IPvd, and by referring te the value of Next Header field in IPv6.
Since it is a known technique, detail explanation regarding the
format of the IP header is omitted.
[CGOTG] As illustrated in FIG. 10, in the embodiment, whether

35 or not it is a TCP packet is determined, and all TCP packets



15[ 0063] I nci dental |l y, "Fast Recovery"” is one of congestion control

techni ques for the TOP. According to this technique, if the transmtting
term nal 2A receives three same ACK packets successively, the transnmtting
term nal 2A regards that the discarding of0the packet is tenporally, and
retransmts the data 20 packet w thout reducing the congestion w ndow
size. Accordigi@ bectBesahoye RN chetf ansdi S5 ORePEAC@SSAOf dNe AN,
packet, the retransmitting function of the data packet by "Fast” Recovery"

i s enhanced, Larid tdeicoris nygty, 2anieiftetione ehhane&anné chav@wildih cofs tave
transmtting ramnal e i . 4 Ll ven.if the
ACK packet s tr??asbmyq%r (Sjééhp%%/;%ng%?%gigﬁ haes%glif%g%/g%elgg]?\réggeﬁ%zég ngL}m}:ﬁre
transm tti ng inerlmideal i2Athth&Pt handart éndgtierifhate2be priocessgs 3he and
redundantly r. ived ACK packet _simlarly to the conventi onal nner,, SO
e brod T errarbh S9ORS8r St He AR PaCK L e ot SO b Ga ARSI GF ST WA ¢ he
TOP comuni catire®., [A865}Aseexpbrdaesimitd shefesencentior it G af and Hf&q 9,
in enhancing the bandw dth, (the relay apparatus 3 that has) the bandw dth
adj usting appdr &itsar It PARSAT 1" £he digs g IRFIESE -t hBY thesisif g ng

term nal 2A and tbe, 8ol yidg Lok Hﬁﬁbé§-i§%5%gr% SkleRbawy LakLansmasi on

by the bandwi dth adjusting 19 apparatus 1 is orned earlier“than t
packet retransmiossi orf byha heen@tidinsnadl iagnéunct ionbetorhe TORsikdea wase
in which the di r di of .t he, packet has occurred_in_the th and i

di sr uptflbng t grgc%)%rr?unir{gla i obna}n%‘ﬁlc#&br o?@jlﬁ%?rp%lﬁ i ng’gﬁgﬁﬁggé’ 5i torpogsﬂeol e
to recover thkemmonhialtdomTuniztaiccon sicatte iFDr edamiiaidys. [ 00G8JeW tdresent
reference to FIG 10-FIG 13, the nmethod in_which the bandw dth adj usti ng
apparatus 1 ZEERERG PBYtHe Plessitt I8REEEIMYNEC MATFHYC Patkegotocols

transm tted/ recei vedvhehweahdhean be used as an index to identify a session
and values indicating the order of packets in the sessicn. Such

15 communication protocols include, for example, IPsec (Security
Architecture for Internet Protocel) ESP (Encapsulating

Security Payload), RTP (Real-time Transport Protccel) and the

like.
[0071] PIG., 11 is a fiowchart illustrating the bandwidth
20 measuring process by the receiving bandwidth measuring unit 23,

The packet that has been regarded as the target of the bandwidth
adjustment by the discriminating process of the packet in FIG.
10 is passed to the session managing unit 22 in FIG. 3. The
sessionmanaging unit 22 registers necessary information in the

25 session table 13, and passes the packet to the receiving
bandwidth measuring unit 23. Upocn receiving the packet from
the sessionmanaging unit 22, the receiving bandwidth measuring
unit Z3 of the bandwidth adjusting apparatus 1 starts the
process illustrated in FIG. 11.

30 [0072] First, in step S11, whether or not the packet is a
data packet 1s determined. I1f the packet received from the
session managing unit 22 is a data packet (if yes in step S11),
the process proceeds to step $S12. In step 812, the data amount
relayed per unit time is updated, which is independent from

35 whether the sequence number of the data packet is duplicate with



10 transmtting termnal 2A and the receiving termnal 413 and perforns the
bandwi dt h adjustnent of throttling or enhancing the bandw dth is explai ned
with reference to the flowharts. [0067] FIG 10 is a flowhart
illustrating a discrimnating process of 2 recei ved packet by the packet
discrimnating unit 15 21 in FIG 3. The bandw dth adjusting apparatus 1

starts the proeessr lthbtgﬁatd}@étegewlﬂa@ Aiandtile £egepti®roalisappacketsf rom
ot her nmodul es 30, 32 as trlgger 8>68 First, in step Si, whether or not

the recei vedtpatkeP $1°a FEP: @d?@fk@% f@@teéﬁ’rﬁdnééoma?féﬁ ie sl grsmgnygPng
packet (if 2Qnyes3 stérﬁﬂc§@acl}<g£ 335910% <R é?ffa' ved E%Eac%(@gs F%gegi%?lgshteo

t he session managing unit in and rocess is term na
det er mi nat i odrics phee ©Shat tbheteecéilved packet is not a TOP packet in the

S5 i th ho paPVEN ar upreeess polForhen The (R DR R RruserRgr e "

apparatus 1, panttethespackelargedelrayeduand t be poocessidie irgimEdat @i le
[ 0069] The di scri m nation qof the packet_in steP1 Sl is, in_the enbodi nent,
made by ref ePPirhglEELE EPéﬁ%?@ﬁﬁFﬁ@&dﬁ%ﬁ%ﬁ RRENER T HeAGEMURAT ERARDFeE,

whet her it isca-JOBRagket @k Dé’%gé’*@t %ﬂ@@éﬁbﬂg%&m&@fﬁ@&% Eﬁcﬁﬂ@e&a' ue
of Protocol field in IPv4, and by referring he val ue of Next Header

field in | Pv6nSthage ALK p@@éekﬁo%hateéhﬁ|é@édwaéth|adé%ptanataanamégasdﬂng
the TorgRt of theyLf headsr hscomitedi LOQIOIAR LI Lystraled LA FLG 10, in

t he enbodi nent,” Wwhet her isTa T M ned. Yal |
TOP packets campalrengrbhesbemdgeast hmm@umib@ﬁ ae@dtlmft}t@esammdjml Gttah)le 13

adj ust ment, but is is not ali ation. .For exa ri.ations are

possi bl e sucR s J[:‘I %@?é”rur‘%ejf t?etmt% aﬁ&F@%%’egnBa‘EEg porfgﬁﬁ‘r‘?o&m{i RETGEEd i n
the | P headekrafige theciGRhpadeEbwi Ns 3tRP18-geand( brifed he addsesss)andythe
port nunber belong to a predeterm ned ran t he grocess pr oceeds t'o step

S2, and t heyPaPECFEgAFdedcds thes i gdtd pgélkéive@f the BandWidemoaditusernent .
By regapdi ”guhg df’m@q%rﬁ 82884, ROLS AW ?Scégsga sert'g' %%prey})ge ?% the
0ssi e e

target of the dthajustrrent it cones eto rform

bandw dt h adjthsthéﬁtnpmbactq)f/eitlyefmc&ireed packet is not the largest (if
no in step S13), the ACK packet of the ACK number is regarded
as having already been relayed, and the process proceeds to step
815 with no particular process performed.

20 [0074] In step 515, whether or not the unit measurement time
per unit has passed or not 1s determined, and if the unit
measurement time per unit has not passed yet (if no in step 515),
the process is terminated with no particular process performed.
The unit measurement time refers to the time determined in

25 advance to perform the measurement of the data amount of the
data packet and the ACK amount of the ACK packetf, and its value
is stored in the session table 13, Details are to be explained
with reference to FIG. 30.

[0075] If it is determined that the unit measurement Lime

30 has passed in step S15 (if yes in step 515}, the maximum value
and the minimum value of the data amount/ACK amount per unit
time is updated in step S16. Along with this, the value of the
data amount/ACK amount per unit time updated respectively in
step 812 and in step 814 is cleared, and the process is

35 terminated.



comuni cati on between certain termnals. The present invention may be
applied generally to comuni cation protocols to store values that can be
used as an index to identify a session and val ues indicating the order of
packets in the session. Such 15 communi cat¥on protocol s include, for
exanple, IPsec (Security Architecture for Internet Protocol) ESP

(Encapsul ati ngoSegurity Payl qa@%awﬁ%(ae?hstcm@ Thanspeornt Feetoeal) and
the like. [0071]FIG 11 is a flowhart illTustrating the bandw dth 20
neasuring pr ¢EEsY sy el iedeing iy et %I@%e%esughﬁgcemp@rzaonmé patket
that has been ear dedas e v Gele ol dhe handu il adiialaeny by, e
di scrim nating process of the packet E IS passe ssion
managi ng uni&&ﬁﬁwuﬁﬂﬁ(EGSSuﬂh@gs@ssmepannﬁﬁps@raﬂﬁd 29 ﬁ@@lsteﬁs The
necessar |nfornat|o t sessi bl and asses.th t to
e recd vi nd CHOTRA 0E K ERIAT TG Eo sy Y SRRt | SRR RAeAE S BLEREE Fiom

t he session r’fﬁlﬂﬂgigngtunh&cBZthéhlﬁazﬁ@ﬁ_edWh ngd basdiv glt dppeeastrd g Atidi 23 0
bandw dt h adjustlng%apparatus 1l starts the process illustrated in FIG 11.

30[ 0072] Fi r =16 FESRRPASKEL vt fér bFTHod Aih@ [SACKET +RTaT AP h BFREIGRS s

determ ned. Id,.t haspagket recained fiemdhe Sessi O aRIAg) %mm&%t'
data packet (if yes in step S11), the process proceeds to step Si2. In step

S12, the dat athlﬁemﬂrfrcmna;ﬂédtp*ehe TG ek tits: gpdated, imkethups dmdependent
fr om 35phet "l BePEIRNCS. PRI O e dala, RACKEl o S dunl] cate iy 21

that of the p recéive r'evd ‘oust pr 6CESs™ pr ocee
315. If the pamkekemeaemmedtbrwmﬂthazsesslon nanaglng unit 22 is

anACKpacket (|f 1 pro ess proceeds fromstep SI| to step
313. 5[0073]|Hos7 E%,IS i% i? ﬁﬁﬁbéﬁ&isttrﬁélf“@c&f\?e&%@ms

the | argest @@6c@%@b%ﬁ len%bnh%l@ﬁ%e%@j%%@1n@h@ﬂ%d@%%mﬂf3ﬁﬁéaﬁé%&%idih
described later, the largest ACK nunber refers to the oné with the | argest

val ue anong ﬁﬁéUAGKn@uﬁﬁeFéﬁiﬂcﬁ@déﬁsﬁﬁlbﬁ@Eﬂ@%?%@eketéet¢mﬁ0@hm@®endmkﬁth
adj ustifng apparalMd$icd, a&ﬁuéf %‘%’%%{é@ sd?tseéé%ﬁ%agh%npi -SLER 131344 abed

performed by conparing t nunber in t e Session
and the ACK nunfér:. oﬂ2thegméae&weatpac@e@detbrmhee@CKlmmﬂmmtaﬁwime

recei ved pac I argest (if in st S13 t he rocess r oceeds
o sten 3ha. (PR78ep Fo L tnd Al oRnsy BEFERES ki BOT: B & tpdarh STand
the process mmecae@@rﬁ®§pe@léai5to bErtBemAGe mic!ﬁ’@@ku@% ﬁﬂ&és&&ﬁhg%%ﬂ
is not the largest (if no in step 313), the ACK packet of the ACK nunmber is

regarded as R&viAgearteady %ﬁneepayéad %ﬁdﬂt%énﬁﬁééfels%— preeeedsha D nsattep
S15 wi tdy no particul,ar f{p%%ssnpsﬁégrs*@ﬁ g1§1:leg585spt s n JNEY %&
t has pas and

not the unit nmeasur tinme per uni not determ ne
if the unit neasameaenﬂaml@EOpeﬁsumarf@ayemot passed yet (if no in step

S15), the prﬁé s§g|s t%fnk@%;%>k¥ﬁbh no, pgé; %%%g 3 CP%%% gﬁgforned The

unit neasure I e I’ ers to

performthe peasecenest ofsibe phaﬁayeasrraulntsteb the) datlae RRcked s At ddee ACK
amount of the ACK}gacket and its value is stored in the sess|on tabl e 13.
Details are 8 beflexplai e Jandy ibferenbatiIReCRDs, and 1f determined

25 as necessary, a process to adjust the target bandwidth are
performed. Details of the bandwidth adjusting process and the
process to adjust the target bandwidth are to be described late
In addition, if necessary upon the execution of the bandwidth
adjusting process, the packet that has been buffered in the

30 bufferunit 14 isused. Thebufferingprocess istobe described
later. The process is terminated after executing the bandwidth
adijusting process.

[O080) FIG., 13 is a flewchart illustrating the bandwidth
adjusting process by the bandwidth adijusting unit 24. As

36 described above, the process 1llustrated in FIG. 13 starts with



[0075]1f it is determned that the unit neasurenent time 30 has passed in
step 315 (if yes in step S15), the maxi num val ue and the m ni nrum val ue of

t he data anount/ACK anpbunt per unit time is updated in step 316. Along with
this, the value of the data anount/ACK an®unt per unit tinme updated
respectively in step 312 and in step 314 is cleared, and the process is

35t er mi nat ed.+1:22L,00%6] Theobandw gib-adi ust ng,ainidc 24 per f t
bandw dt h adjustiﬁg processebasgd gn %he conpggésoﬁ&ﬁﬁﬁfﬁg{fgiggﬁ E%%gﬁﬁdth
and t he neaspesdetfagdwiadthigheai.-ned by the bandwi dth measuring process

illustrated imn .kl 11.. The . ri to,.perfarmth ndw dt h adj usting
process i ncl gngLe #?ﬁ?%ﬁ ég : ?%%ﬁﬁﬁewgggéﬁfdpﬁn§§]g§ fﬁ&géﬁﬁﬁngﬁggl
recei ves the trigleadya paeketqd iandet Bemihading Wfe auneguadnduitrey £ Upé” PLOCessS,
for instance. Ig t he, embodi nent, the bandw dth adjustnent is to be
performeéd at “Che"Fi ity '6F "EREVF Bt arda it dOrHY dprgcaisuntoand-itheelay

bandwi dt h adja@stiraguRr 9cessr ivhet Bh§t0§<§fué*§i§@<9ii@ﬂé1%gs%59 peference 4,9
FIG 12. [0077]FIG 12 is a flowhart illustrating the interrupt process of
t he bandw dt Ara8f @88t FAy) prdcesyrdseasherivasdwisdth atpnstdng uni tst2p SAg,

CeserL 080 SHOXE, nEnat e Tedngt D BSRTG ALY B0 LS o 1
interval. [©@78kEdsste $PestEP S21F whet et t oxdnodt thve winid Hasmelekady

10 passed (if yes in step S31), the process proceeds to step $33
with nec particular process performed.
[0082] In step 533, whether or not the data packet has besen
buffered in the buffer unit 14 in FIG. 3 is determined. If the
data packet has been buffered in the buffer unit 14 (if ves in

15 step 533), the process proceeds to step $34, and further, the
bandwidth regarding the data packet and the target bandwidth
are compared. Specifically, whether or not the unit forwarding
amount of the data packet is below the target forwarding amount
read cut from the session table 13 is determined. Here, “the

20 unit forwarding amount of the packet” refers to the data amount
forwarded by the bandwidth adjusting apparatus 1 within the unit
adjusting time, and being the forwarding data amount for the
direction measured in the bandwidth measuring process in FIG.
11.

25 [0083) If the data packet has not been buffered in the buffer
unit 14 in step 833 (if no in step 833), the process proceeds
Lo step 536,
10084 I the unit forwarding amount of the data packet is
above the target forwarding amcount in step 834 (if no/throttle

30 in step 534), the throttle of the bandwidth is performed, and
the process preceeds to step S36. As described above, in the
throttling process of the bandwidth, the transmission interval
of the data packets is controlled so that the unit forwarding
amount of the data packet falls within a predetermined range.

35 [0085] If the unit forwarding amount of the data packet is



the interrupt period to performthe interrupt process has passed is
determned. If the period of the interrupt process has not 20passed yet (if
no in step S21), the process is termnated with no particul ar process
performed. [0079] On the other hand, if thélperiod of the interrupt process
has passed (if yes in step S21), the process proceeds to step 822, the

bandwi dt h adjiStdngnBrocess: randadiget enshiAedin 23 ASSBECESS Y / A HRI-RLESS
to adjust the target bandw dth are perforned. Details of the bandw dth
adj usti ng prddesseant4)he theoreage s o HdjaEstda he $eydS handdi drd sahenae be

described | ater..l 1%9& i | u ti f the
bandwi dt h adjoﬁgﬁhﬁ% pr oc“zalsggc,rh tJhée %%%E%%ﬂ%%ét p%;s&%gcégﬁg%?f éfrggggf nE?‘hgheSO
buffer unit »fhasaisedprihesbubferhagbpnoeedshj stiho dret dgsaridiedHaat éras The

process ,Js termnat after execuyti t he .bangwi dt h adj ustin r ocess.
P0080] Fits 159 BUFTGAEHart 11T JuiTiln Hitn osndu it od SoALGaRt vy
process by thecbandweat Fcatdjaustingg atitht24. As 35descri bed above, the
process illustrated in FIG 13 starts with 23 the regular interrupt

process and tlR&8tecept i oRLsR Tt hENFelF Pakket £91& Ol ghEPCCFBOSATIFI tdre in
step 531, whether0r «noly the dililopdjisd g LAJE, NafiePBaSE i b8 ndekerpiied.
The "unit adjusting ti refers 5 to e tine to neasure the data
forwar di ng amoweessf folfethel agcappandtdsr8etidnt he amd taBbidiusttiary I3de shas
not pasge r.ocess

332, "R hel GonCE TG val B 1 SHOUTES FLOhl SHPR e Br Do ds Frosacas
to step 533. thf pheronit tad usiidgcling bas a@hkigadyndOpdssetk (iHany®s ddh
step S31), tQ%C%E%ﬁ%%stﬂf%ﬁ§EQ§aééﬁéﬁ§§)Eﬁ%%tion of the unit forwarding
amcunt and the target forwarding amount of the ACK packet if
the ACK packet has been buffered in the buffer unit 14, which
156 correspond to the processes for the data packet in step S33-step
S35, respectively.
[(0087) Meanwhile, the interrupt period in step 821 in FIG.
12 is set as a shorter time than the unit adiusting time in step
531 in FIG. 13. This is in order not to make a blank period
20 in which the bandwidth adjusting process is not performed, by
setting the interrupt period shorter than the unit adjusting
Time.
[0088] As described above, according to the bandwidth
adjusting apparatus 1 according to the present embodiment, the
25 TCP packet forwarding amcocunt that goes through the bandwidth
adjusting apparatus 1 is monitored to cbhtain the bandwidth, and
if it exceeds the target bandwidth reguired for the
communication, the packet transmission is controlled to
throttle the bandwidth. If the obtained bandwidth is below the
30 target bandwidth, the packet that has been buffered 1is
retransmitted (proxy retransmission) in place of the
transmitting terminal 2A and the receiving terminal 4B, to
enhance the bandwidth.
[0089] One of the problems with the conventional TCP

35 communication 1is occurrence of burst traffic, that is,



Wi th no particular process perforned. [0082]In step 533, whether or not the
dat a packet has been buffered in the buffer unit 14 in FIG 3 is

determ ned. If the data packet has been buffered in the buffer unit 14 (if
yes in 15 step 533), the process proceeds®to step 534, and further, the
bandw dt h regardi ng the data packet and the target bandw dth are conpared.

Speci fi cal |yt tpether, ©fafolc thenuiht ghasawear di Rg ARRUHL o%ftﬁé%c%%e%% ket

is below the target forwardi ng anount read out fromthe session table 13 is
det er mi ned. Kér &ursthéraf@ignils fopkar dicmg capppde, ok ftthe packetantetdr s to

t he data ano e st pparatus 1 within the
uni t adj usti lr%%tstsﬁ%e %gggf‘){gl}éﬁég }%gg?g%’mvx‘/g%ghﬁgll%a Aaln%ﬁ%uﬁ]?a ot t%éim%’urré&| on
measured i n theffaedwidt ht neasurt t bgd protess dre FIEGrstl. t25@0083] I t heedat a

ket t been buff t he_buf f t 14 tep, S33 (jf
Crep 338, RGTRTBAEEL B OLOR 0 Kuolr 9B FUTARIT: THE b FEof ddedi no

anmount of t hehdaterpackeh tirs aboyeithe: ¢ argeh dommandidgs %@P@\kek &c%%%% S34
(if no/throttle 30 in steE 334), the throttle of the bandw d
3

per for ned, aR@ "RéXpriBcESE ﬁéée@é%ht%hgt%%t‘%Bk B ‘@&o‘?ﬁ%‘é@ra‘mﬁ% il t he
throttling pracess.of: the handu dtbiscthe, i ansmiss! ogohnt %P\e%llg%féaw% dat a

packets is controlled so that the unit orwar i ng anount it 'a packet
falls wthi ntaem%&jesedmuﬁe@llah@by t835p0885EItfo rheeume&ﬁedvmﬁltmgfmmunt

of the ta pac e . target, forwardi.ng anount in step S34
(if yesﬁgnhange{(ﬁé blfmt %§E)%Jtﬂch%éﬂ5%%% b e eEFS dsggpag%élsea’h&lfjﬁe
enhance of tlﬁﬁettamivmd:hlhq sfpefd prorde iAsl drstyithed-abpue, thd cbhe«erhanci ng

process of the bandw dth, the data packet that has 5been buffered in the
buffer unit PAITE Por haFdEECEEEoPBFNG Koo hEhEaRGEE Foffar di ng anount .

[0086] After thesbhandwidlhgontd, ok npNAcesS EQhmtAcation, the application

programtransmits data, which is processed by the protocol stack
15 of the TCP and IP using the mechanism of the operating system,
and the network driver eventually transmits the data. In a
normal computer system, the application program and the
operating systemoperate with a scheduling in a time~divisional
manner. For this reason, every time when transmitted data goes
20 through various programs, scheduling is involved, and a process
is to be performed in a bursting manner. There is a strong
tendencythatjj1aserverwithealargeload,theknmstingnature
of the process expands, possibly leading to the burst traffic.
[0091] The burst traffic may become a cause of congestion
25 in the network path. Particularly, in a router rand the like
that aggregate many TCP sessions, there is always a risk of
occurrence of congestion. Hewever, according to the bandwidth
adjusting apparatus | according to the present embodiment, when
the actual bandwidth exceeds the target bandwidth, the
30 throttling of the bandwidth is performed. Accordingly, it
becomes possible to hold down the burst traffic effectively.
[0082] Furthermore, the bandwidth adiusting apparatus 1
measured the bandwidth of the packet that goes through itself,
and controls the packet that goes through itself. There is no

35 need for the receiving terminal 4B to send notification of



transmtting direction is perforned, the bandw dth control process for the
receiving direction in and after step S36 is 10 perfornmed. The processes

fromstep S36-step S38 are processes to performthe throttling or enhancing
of the bandwi dth according to the magnitud@ relation of the unit forwarding
amount and the target forwardi ng anount of the ACK packet if the ACM packet

has been buf fiered d @ §8e QUL 8F rultik t34n W eBr18COE FESPANE L AotiEminal

processes for the data packet in step S33-step S35, respectively.
[ 0087] Meanwhidfe Lot ReaisREer EapaYPERPT odVE Y sh@pkeRl ah il Gha Zzanyegdticis:la

shorter tineqthan uni.t justi ti i tep 1 i LG 13..7This is
i n order not Tto matlgg@g Ekgﬁgg%grl%%tgez ir?r\%hlﬁdh tﬁgh bg!r%gg\ﬁlcg%}ﬁ’adjl%-sttﬁlr?g
process i s néEnperifdahmed usy iset ebpg rehesi it £5rppev péed ooh stios tyertH hamed he
unit adjusting time. . [0088] As described above, according ta the bandw dth
2 st 1 apRarbUSel GRPaiRE BEoTRES St ShBaar reEY Rh e e Fras
packet forwaisdi g @Rt ntbatsgeestdhraughr dhen Dandil ddymnadi ISbngnd the
apparatus 1 is nonitored to obtain the bandwidth, and if it exceeds the

target bandwir@IFVe§E r e@rTorat hd Foohfrukicc atHohpPefe Wddket ner &AW sl®dn i s
control I ed tqdhrttle the bandwidth. If the obtained bandw dth is bel ow
the 30 target "bandw™dth, the packet that has been buffered is
retransmttedO0@Roxy rénr ansiitdsinon)id nipl beeapbunhe thanshet ipag keer mianal

2A and er iving termnal, L 43, t nhance. t he bandw dth. [0089] One of
Che. br ol s SwucEh SEHES COTIER FOREA S SaBGRun BEr ooy s SRtTrT eRE
burst traffiagatihattithe appatr@nper any: tyead fdenvichb Bahighdpleald - uEhengayse

of the occurrence of burst traffic_is that, for exanple, after the start of

a session, f & Fﬁ@?@?a‘??%é%?ﬁ e GO EPSreRscue” BRACHEF sEItead iedd s
transmtted “Hen heef bhWedd MBerwb? it B8vices. However, in the bandwidth

adjusting method according tc the present embodiment, since
15 only the forwarding interval of packets is controlled, such a
problem does not occur.
[0094] Then, in the bandwidth adjusting method according te
the present embodiment, the communication in which the measured
bandwidth is cver/below the target bandwidth is determined as
20 reguiring the bandwidth adjustment, and the
throttling/enhancing of the bandwidth is performed
respectively. For the communication that does not require the
execution of the bandwidth adjustment, only the forwarding of
the packet is performed. Since the bandwidth adjustment is
25 performed in such a method, even 1f conflict between
communication that requires the bandwidth adjustment and
communication that does not require the bandwidth adjustment
occurs in the relay apparatus 3, it does not alffect the speed
of the communication that dees not require the bandwidth
30 adjustment.
[Buffering]
As described in the explanation of the bandwidth adiusting
process above, the bandwidth adjusting apparatus 1 according
to the present embodiment pexforms the throttling and enhancing

35 of the bandwidth by buffering the packet in the buffer unit 14.



5 communi cati on between a server that provides service and a user, the
network on the user side is often connected as a sl ower access network in
contrast with the network on the server side. If the server transmts burst
traffic under such a configuration, the u8ér side is unlikely to be able to
receive the burst traffic. 10 In the burst traffic that cannot be received
by the user side, the di0a/ditng @fe the PRGKRL IS Jddehy 110 LQegur; aly the
connection point of the access network of the user side. [0090] Meanwhil e,
in the TOP comfftilcat i BF: - el appiizatinon lpusgradningansaines haat 5o bwHifetr i s
processed by .the ot ocoly stack 15 of the TOP and IP using the mechanism
of the operating system and the network driver eventually transnits the
data. In a ndrOfelé jconpiut erl bysttiemed hien & i cat,i amephegriamdand ddi@sting
operati ng system opctera ewth a sch%gul ing in ati ms-di3vi Si gnal manner . For
this reason, “SVary time Mheh {FAndni et HaY £ J6Ea 10 3t ARbhghsS viis sasa
programs, schediddtngn shienyokyed, uand a4piQCess. i 5. t oHee Pef-om i@,
bursting manner. There is a strong tendency that in a server with a |large

| oad, the bulstivwdimst apeage tifelpfoebisablpabits, dpos tastket dadfifry ad ithe
burst traffig. The: burst _t.r I cCoR e.of,. 1.Qn
25 in the netGth\er %Q%%ﬁ.%%?H%ulagg%%k?%giggr% ter rsgsngﬁgﬁeagitk%%{}%g%ﬁnﬁ
aggr egat e mayeTORPSésitens datthe pe cike taltwaysea reicsk vohgoceurnieade 46f.

congestypn. r, cording to,the bandw dth adjustin aratus 1

accgr diino(g) tow@\r@\l]gr esg’ﬁ?e%%gg?an%% J;C?W@ jl”ﬁglggt : a]b%%‘g%ip A eXeeRde e he
target bandwsgtle theha80uttheet thing obntihesbanein gt R HeSapRIEBR BB £ the
Accordingly, it becomes_ possible to hold down the burst traffic

ef fecti vel y. "E86$2] “Fuite PRBAY - Hhe 2R NGk 8Ch 2RBRESTEVSg Lagpsr ahes relay
measur ed t he ;bandw-dih 30f tthe _dra%rg% ct%%%t n99e$ et b ugh delss %'i{tﬁg%d pEQRLy ol s

the packet that goes through itself. There i's no 35need for recei ving
term nal 48 Pyfdesgdnot ETeRat T omhofdioe: pirkeatatdi seardithddsnbortmatiaoheand

for thetransm.ttLng. ' r I for ever acket, .as_in
the convent i %gﬂgl E%‘Eg{t%ﬁ'g?@%rp%ﬁéd# %Eggtﬁé%&%ngg%f]%a&nma%%}% gcnefmlufﬁatlth

bandwi dt h adjrestriangmappat bt usa s ipaqitatyildedonyt brepathct the o5 thandwiedt h
adj usting process %gscri bed above ma)ipbe performed, so it is not necessary

for the tranSW PEPRgSFerti ARM™SRIAG1ORe OFEEEPYi ng termi nal 48 to be

equi pped wi t hobbe jbandwidhbkagditstt NG apparat ise e 10093k A agdifdpn, 1if it
is assuned that the packet is 10 altered to change the packet |ength, the
packet needs?t 8lBe-rhdeaayar -atthehdudppadacus it hae Perd aram<athe dyamdwitdt h

ad] ust Rt . WhECACR USSR, CONCRE 08, EQLot k] i essing. | oad ;and
i nfl uence on ot her etwortk %ev?“ceg. 8%81\/\@3%1? ?&feﬁ%t%%gcgéﬁ%%%d?ﬁé %gijnllt?stlf ﬁgs
nmet hod accor dikrgetiedt heipresent remzddiimentersiineé 4&5romtyndret § arwardikng

interval of acket s istceo _tur%I'I.%d, 8 _h robl em does not occur.
[ 0094] Then, Ih {k(ﬁe Bandin ath “Ad0s lr:té“‘?rgt ddngc%%&i’if% t'o “PREMPr&8&R LT
enbodi ment, theueenmuni cation in which the neasured
{00991 Furthermore, the configuration may be made so that
25 the bandwidth adjusting apparatus 1 performs the following
processes using the buffering function of the packet in the
buffer unit 14.
(01007 For example, the data packets and the ACK packets to
be buffered may be buffered while arranging them in order of
30 the sequence number and the ACK number. For example, depending
on the path of the network, the order to arrive at the receiving
terminal 4B may change. Even in such a case, by arranging the
packets in order of the seqguence number and the ACK number, the
order may be corrected in the network device (in the embodiment,

35 the relay apparatus 3} that has the bandwidth adjusting



bandwi dth is over/below the target bandwidth is determ ned as 20 requiring
the bandw dth adjustnent, and the throttling/enhancing of the bandwi dth is
performed respectively. For the comrunication that does not require the
execution of the bandwi dth adjustment, on¥§ the forwarding of the packet is
performed. Since the bandw dth adjustnment is 25 perforned in such a

nmet hod, even gihagnrbilsi gt, bet ween conmuni cation that. requires the bandw dth
adj ust mrent and commruni cation that does not require the bandw dth adj ust nent

occurs in theOlélldy apparatdisipn, tthgoésdnencaf fegper hand pdeel AKX trheber
conmuni cati o h d n equi ndwi dt.h ' nent f.f ering]
As descri bed%Llntr(%l'fLl 5 gg%ﬁaﬁgt%oﬂg%%%%ge%%ﬁﬁ%wt aédﬁ?ﬁcg#% prowcle%gl{ahﬁ)osvee,

t he bandw dt lvfadj pstkayg @pparratus lreachobadiengbtié fehedpiesent anbioet menitt

per for the.thrott|ing and enhanci ng 350f the bandw dth_ by buffering the
kot Tt hd burrid Doreteadon e BRie Ry ik nouC R ted FASTBIRT G
packet is exphaireedd.[ 0OROSHIE Geddih sl aashhagianm i {dustraiding dde amished to

buffer the data packet. [0096]As illustrated in FIG 14, the bandw dth
adj usting 5%&ppafatts tropravicdedd hethénpeldy apFar aE0sigehuiferaaled dat a

packet in thephufferyualt d4.1 A ELG: <3+ Then 4 bandwi.d dj i.ng .
apparatus 1 gupl incat es t%e d%t 1:packgt t())uf erce In thewéu?%%? jglﬁki%}tke%&lsand
perforns a peddedsasech as to transnit the duplicated data packet to the

receivi terni.nal, 4B. 0 .[.0097 hen_t he, bandwi dit h_adjusting apparatus 1
roni tor Dt he FOBRE0 i n i BT o Pull o TA ahd FSEbOn Zaet LR IgHTEL b
the menory ok bherbardwindih padjxést.i ng apparatus 1 and the rel ay apparatus
3, the data packet may be djscarded without being buffered. Even if the

di scarded dat'd1ifddket FRELHIHING SRENREK PES XSte FEEEPFIngt BB GANTAITWMB L iGimce

the transm t{,Q0pEersmdal, 28 E61 T ansh {15 thendat 2 :Pagkebt! 8L el By Ad8 o g
function of thé TCP, no problemin comunication occurs. [0098] The A

packet is al $6 buf fBredlh racdian hayingy thenlargpat| &FK minmes: tanarhe the
bufferlﬂg OfAbRen%%&%r%a% tthéﬂﬁﬁkléacket that the bandwidth adiusting

apparatus 1 received is buffered. This is because, with the
TCP, as long as the largest ACK number is given, the sequence
number of the data packet to be transmitted next may be
determined. In the example in FIG. 15, when the bandwidth
20 adjusting apparatus 1 of the relay apparatus 3 receives an ACK
packet AP{5) of the ACK number “5” from the receiving terminal
4B, it discards the ACK packet AP (4} of the ACK number “47 that
had been held until then in the buffer unit 14, and buffers the
ACK packet AP(D) having the largest ACK number., Then, the
25 enhancing process of the bandwidth described above is performed
using the ACK packet AP{LH).
01047 Even in a case such as when the data packet has not
been received at the receiving terminal 4B due to packel loss
and the like, it becomes possible fTo provide stable
30 communication by performing the enhancing process of the
bandwidth, as described above. Therefore, even if the number
of ACK packet to be buffered is 1, the bandwidth adjusting
apparatus 1 performs the bandwidth adjustment by duplicating
and transmitting the buffered ACK packet {(in FIG. 15, the ACK
35 packet AP(5)).



20 the ACE packet is discarded when the capacity of the nenory is exceeded,
since the receiving termnal 413 retransmts the ACE packet by the function
of the TCP, no problemin comrunication occurs. [0099] Furthernore, the
configuration may be made so that 25 theZbandw dth adjusting apparatus 1
perfornms the follow ng processes using the buffering function of the packet

in the buffer ity 14. g)jél&%l r, ex e, Kk ) :
packets to be[ Olt;lm‘g)f]e}r} edI rEmay eﬂ:%u]ff'eﬁgghg\hﬁ%e%ér{?%éﬁ&%%g ? hgmﬁ?% %%eﬁfl 30
t he sequence wiimiret hame dehe IAQKE aumbes 1 4Boi s exdanpt e 1 diapendiendgs on phhdepat h
of theqnetwort, EE order,to arrive a th%e%einﬁ ng_%erm’ nalr@éllS r%g .
change. Evenim sughp%c%%@el,s SﬁngrPﬁﬁ%i%og e "pALRBES R or HEP BT t4ik At
sequence numhercant:ihe rACguauaber (fdhecidgl ey ke cOF4LEt ednianibhe) .
network device (in the enbodinment, 35the relay apparatus 3) that has the
bandwi dtth adjT@ﬁneﬁ@r@zstaﬁd%%wiih OLETINY aBBPFRORS T Ke'Redififtte 2dnber
and the ACK punber;and.fbedy 5%c(]?;fetabﬁPﬁé’fé@qrpﬁﬁé%%ﬁé’%gﬁ?_g‘)wa&?% th

those of a packet that has al ready been buffered in r unit 14,
and a redundate paskerchay ise sdnschrded wmittiotrabemhagtbotfesenindl Athet

term nal appar 1 receiyi m nal,, 43 the trapsmttipg.term nal
2A) that rec%i ?efsjesc%eg}’eé%%lc ee(f, ﬂf%gu%éé%' f olr”lfahé@gérj caecgkse 058&%8?Qgg and
redundant packetsig telkidnfratedhel BLAXR2] khG: 18 iis ardnagramed lfustr ahieng
the method to use g buffered %K packet . (LglOB Regar di ng t he ACK packet,
furthert ther@SﬁflinﬁlgaWHﬂllﬁig be e Sst” 88 T T At hbwBermét tpadket

to be buffereédrminal 2A redundantly. But the transmitting terminal 2A
performs the process within the range of the known IP network
specification. Therefore, no prceblem occurs in  the
communication due to such a retransmission.

16 01061 Next, regarding the buffering process described above,
the method to manage the buffer memory constituting the buffer
unit 14 is explained with reference to FIG. 16 and FIG. 17. The
buffer unit 14 is managed by the session table 13, and is a gueue
prepared for each of the A->B direction and the B->A direction

20 in FIG. 2. The gueue is realized by a data structure such as
a linked list and the like. Since the linked list is a known
techniqgue, explanation is omitted.

[0107] FIG. 16 is a flowchart illustrating the buffering
process of the data packet. Upon receiving a data packet from

25 the setting managing unit 22, the receiving bandwidth measuring
unit 23 of the bandwidth adjusting apparatus 1 in FIG. 3 starts
the process illustrated in FIG. 16.

(0108] First, instep $41, whether or not a data packet having
the same sequence number as the sequence number of the received

30 data packet exists in the queue (the buffer unit 14) is
determined. If a data packet having the same sequence number
exists (if yes in step 541), the process proceeds tc step S42,
where the received data packet is discarded, and the process
is terminated.

35 [0109] If there is no data packet having the same sequence



to 1. The ACK packet having the |argest ACK nunber anong the 15 ACK
nunbers of the ACK packet that the bandw dth adjusting apparatus | received
is buffered. This is because, with the TOP, as long as the | argest ACK
nunber is given, the sequence nunber of thé data packet to be transnitted
next may be determned. In the exanple in FIG 15, when the bandwi dth 20

adj usting appaf@le4s i1 @het HBLEGhaYaRPRAT §Bu§t§pr§@'§' VEE AN ALK RAC 1 AP( 5)
of the ACK nunber "5" fromthe receiving termnal 43, It dlscards t

packet AP(4) tofe phecASK nnavseds" 40 steat SKdd Wewre h@mﬂ@m itk Ctkiedinl & raacidmi
buffer unit %% t%nd Qg éergbérgaAMJ%cp%%ket éP% Eg thﬁ Iar est ACE
Phe ban mn %es ri SHOVE T s

nunber. Then, the 28 anci ng ess of
per f or med usmmgm@he AGE maek@&oAB@S)&s[&b&@hﬁ@e@d n a case such as when the

dat a packet t been_ received at the receivin ternlnal 43 due to
backer 1hes AldIDNe ITRES TTThitoned ! pHCEPEre l\t{&"%rt&?lt&élgstéﬂﬁl Putgering
communi cat i op Yy-cper B@rﬂh@gzx@fb%)aﬁﬂ@m @9)091" 9@@@%9 the handw did, @3,

descri bed above. Therefore, even if the nunber of packet to be buffered
is 1, the baids ot ht By n@ma@gngptﬁmbﬁes nh@éremwemghealb@wuwama@mmwmnt

by Oupli oat) ugands S AZaT hik 0 Ahe BlLares AGERIcKel) (NERLG Lo bl
period in whitdl ¢h®qmaaﬂﬂmﬂqpﬂmaﬁndmdn481@3 hot rEE@Lvﬂﬁglﬂhesdabaeﬁaeket,
t he Al acket is se tran tt|n certain
requen 2 Cr ErosRarols STt SruBtiatir i hd S I Srafer Aok isinad ot n
adj usting appanatiys 1 miupdd catescapdssy ﬁﬂﬂﬂéﬁl@eﬁ he- AGKk paeketkbuffipsedd n
the buffer unit 14 so that the ACK packet is sent back to the transmtting

termnal 2A é@earﬁﬁééeﬁérﬁ?ﬁeﬁa?F@Eu@ﬁ%ytthk?VQ?§%dﬁ%eﬁf&&bﬂﬁﬂﬁﬁ&%&ﬁﬁ}
transmtted fromt Ilﬁ:}@‘rﬁfnﬁn% ugfttfilell r’e%eﬁ%@sﬁhkrﬁéjctﬁé@mst s Ell? zl%cﬁ%_fevétng

termnal 4B, and Is to be received at the trans Ing termna
redundant|y. VdeetheongdﬁynﬂﬁﬂiHQCkemﬁlhhhtZMap@ﬂﬁﬂﬂnsetheVpdoeesﬁamu&ﬂﬁ n

t he range of the kn wn et rk specification., Therefor obI
occursngh t h& cofntint %E%E ©1RTSUEH” TR FanE nt S st ofF %%%?01

regardi ng t heel@@flﬁreﬁlm pae@ceislsdese&alaeddabﬁmethb@ﬁrdrﬁistmﬁstt@xmﬂmmd he
buffer nenory constltutln the buffer unit 14 is explained with reference

to FIG 16 andlFfG 17T The BUKrer™bfr 1044 0% meefagsd By thaCsessian Wbl e

é?’ atnd I's a)queuerpyepaked, figfe 8aCR AL nLRE of 2B Higeaidon; andethe, By
I recti on
551}, the process proceeds to step 553. Then, in the case of

20 the configuration in which the bandwidth adjusting apparatus
I holds a plurality of ACK packets, the ACK packet is added to
the gqueue according to the order indicated by the ACK number.
In the case of the configuration in which the length of the queue
18 1 and only one ACK packet is held, the ACK packet held in

25 the gueue is discarded and the received new packet is stored
in the gueue, then the process is terminated.

[0113] Since the buffering processes in FIG. 16 and FIG. 17
are processes performed when the bandwidth adjustment described
above is performed, unlike the conventional art, the

30 transmitting terminal 2A does not keep transmitting too many
packets centinuously. Accordingly, there is no occurrence of
an endliess increase in the number of packets to be buffered,
and a consistently large value.

[0114] As described above, in the embodiment, at least two

35 buffer memories for the respective communication directions of



20 in FIG 2. The queue is realized by a data structure such as a |inked
list and the like. Since the linked list is a known techni que, expl anation
is omtted. [0107]FIG 16 is a flowhart illustrating the buffering process
of the data packet. Upon receiving a data3packet from 25 the setting
managi ng unit 22, the receiving bandw dth neasuring unit 23 of the

bandwi dth adjaustipgi ARRAIAS 1nkR i Gro HALLS FLhe B SERFS [led in
FIG 16 10108j Fi rst:,L instep 541, vvhlet he? or not agda?g pac@et&%ugg\il/i%;aé: eﬁae
same sequenceénsuhbethgadou e satgieAdd il er cddfe tt dhree peepiaved . 3Dhdatabgacket
exists in th fter..uni t. 14) i etermned. |f a data packet
havi ng t he sgnfgﬂgggﬁ(é%r;go %u% glrf%ﬁegt %“(??%%&ﬁ%%?‘%ﬁ"@!ﬁ‘???ﬂgspcffbg S
proceeds to stigfes42cenhesievdéde rtaeeinathatat aapaekathi sirdi seae dedasandd he
process js term nated. 35[0109]I1f there is no data packet having the sane
sequenceg SO%ﬁfPﬁB’éfﬁ?‘n tﬁ&roeé‘f E?ﬁ‘?ratriegﬁridﬁngt@be%%k{@? OroPRAKEEEH BhP)
the process piggeeds St Hd:a Weteet herdat axpagket iscadded £.9.Lhe
queue according to the order indicated by the sequence nunmber, "and Fhe
process is t &Rt 6d. PSCHELE] PEGEhe7 ICS aiftlewcikdre idurdstr &hieng ntiteal
buffering pregess ofith A@L% k I V] an ACK ket, from._t he
setting managi ng lf%lgltgzgf t e'%?%c‘g%’@ﬁ“ﬁggg%‘%g%dﬁg%éﬂasur| ngﬁgﬁﬁﬁ%a&@% he
bandw dt h adjtestingeapparataissil dat oG tBesbatferthenproces 4 Idiusbratked in

FIG 17, FIG_ 17 ill rates a 10process to buffer. a CK packet having the
ar gest K AOEPS [08 141 51 S¥.29 HUCUEH CBT. Lnbt norl Gr Tt A ha ACK 30
nunber of theyreeei ved AGKopacketphasetheid angest oualnye dspdeterioneds | f

t he ACK nunber of the received ACK packet is not the |argest value anong

the ACK packefsifhat HaVEDEEr PEEEPFelcBVafofi thaddmiaiep rsande nhe
5 . Step Sk "
process procegds iQe L 3% th%&éﬁ?fﬁu&ﬁ%ﬁ%\%&n%@?&&%%#}ﬁna@:Lso%arfg

and the process is termnated. [0112] e recel ved ACK
packet has tReérfargest Vatuenavann idetier i fatfber ivmist ép, SSie (drfowas oifn

step S5%), t CessS, proc s to.step S53. . The in, the case of 20 the
conf i gﬁl%))ati oﬂgfﬂﬁg&h%hl%)ﬁge%:% W g‘t T Eﬁf’ggt%i %an%g%ar Q—é%e 1 Foldes g that
plurality of 2AcKl pagkes pet e oACGK pagked 6 radded 4 gettheeguevs aecardiag to
t he order in%i %%t ed by the ACK nunber. In the case of the configuration in
whi ch the | eRYtRSEF%r hERGUBNRBURS AT dNANORY v* BHE 2K Tpadkdt Kid ohelt@s pre ACK
packet held kBs25onthe gugusykasdirscandedoand.thepecei ved new packet is
stored in the queue, then the process is termnated. [0113] Since the

buffering pré€és&és in FI @inte amdieFl Grappmitting bandwidth from the
20 transmitting terminal 2A is controlled according to the target
bandwidth by the bandwidth adjusting process, the average
buffered amount per sessionbecomes 10 packets or less actually.
If a buffer memory of 1 gigabyte is prepared, it is possible

Lo process even a simultaneocus relay of 100,000 sessions.
25 [0117] Even in a case in which the capacity of the buffer
memory has been secured in preparation for relaying a plurality

of sess

ot

ons simultanecusly, the depletion of the buffer memory
may stiil occur. In such a case, the bandwidth adjusting
process is continued without buffering the packet. As
30 described above, since the transmitting terminal 2A and the
receiving terminal 4B performs the retransmission of the packet
by the function of the TCP, no problem in communication occurs
even 1f the buffering is not performed when the memory is
depleted. Although there is a possibility that the buffer

35 memory 1is temporarily overloaded, the bandwidth adjusting



are processes perfornmed when the bandw dth adj ust ment descri bed above is
performed, unlike the conventional art, the 30 transmtting term nal 2A
does not keep transmtting too many packets continuously. Accordingly,
there is no occurrence of an endless incrééase in the nunber of packets to
be buffered, and a consistently |large value. [0114] As descri bed above, in

the enbodi meynoRlsd aas HWO33buhhen TBMHAAS fOKat De18SReEELVE g the
comruni cation directions of 31 a certain session, that 1s, for the

buf f eri ng of amEUga@gacket and for the buffering of the ACK packet are
orepar ed The qunfier of . packels. 10, besbyf Lered, i, sachy byl Ler omory -

depends on the difference ween t he target” bandw dt h and e neéasure
bandwi dt h. Farrekdrjlheadlegal.dingobdres husriied sof hpackiet s atopae thisf Sesedif or

t he dat acket, for exanmple, .the approxi mate nunber, of packets of the TOP
i rdow O Dol ke Rl IR, B e BB TS, BT o e R io6h A% For

Assum ng t he @iteartideShatedt Beapackeiatdaia et ke rbuhien ABMIYF&8i64 is
kil obytes 10 and the TOP wi ndow size during the initial forwarding as 1450
bytes, the ndfserl e Faeket £39 &< abouttEard/ 1350Be4bvpaeKket s it 145] WEithce

the buf fer meuniydor therpacked s icbiuds, ot oBk¥chbe daia; of 4 de, packet s

but al so managing information for performng the nanagenent of

unit 14, thevwarmintnoobufle megory irsduarger ishaxptlae npacket | ength. Here,
assum ng, t hat i.l oby per, packet .. up.to 5 ackets _per,session are to
o but {2} ed. 1 Arount 15 rinory T o4 TE SLABRCKET DY GESper oCes g 1
gi gabyt es f orlik@a0Q0 sE&Fe0RatrQ116] Since the transmtting bandw dth from
the 20 transmitting termnal 2A is controlled according to the target

bandwi dt h by ‘Hé BandwiRit’h "&diSt Mg pidce $6.Ckette 50@%%%@%#%&@%@%
per session hecougss ) agketsk 9k JkesswRei ¥ald Yrud fnd RUf §{ 85, OBID Y e 1

gi gabyte is prepared, it is posSible to process even a sinmuftaneous relay
of 100, 000 sedsicbrsdatasppoia?] tiwentha araayelihnimwhiagpatet wagdeigheudfd t he
buf f er nor en cured i reparation for_relayin ality of
session%ﬁsinﬁf?§%g§EET§$€TE@ﬁggﬁﬁg%%ﬁﬁﬁégthgnﬁh %geﬁéﬁ% fﬁﬁgéggﬁﬁqgéi
occur. |In suthearease,ariper drandsildthiagjtist bagdptocassdd ss comg iapged adddhout

buf fering thj packet. As 30 described above, since %he transmtting
termnal 2A an@°CREE8el i hgStRTAPFAF ARPPEITEr s™ THer § €t drishise U 6

the packet by.the fynchion ofcitdes TEPhBOLREODLam i 1coMyALEat § 8N, QGRUTr S
even if the bufferlng is not perforned when the nenory is depleted.

Al t hough t heP@cketaopddsi bpiRepce Harmliche chuteposgnaoiy the reapovadiAGK
overl O%ed’ h%b‘%%”fl&‘s%@eﬁ%&’ﬁé%, %%e ACK packet is discarded without
being relayed, and determination is made that unnecessary data
packets have been buffered. Then, data packets that are older
than the ACK number are discarded. That is, data packets having
smaller seguence numbers than the sequence number of the packet

25 that the transmitting terminal 2A next are discarded,
(03121} Furthermore, the relay apparatus 3 determines that,
for data packet of sequence numbers whose values are smaller
than the ACK number, buffering and forwarding are not required,
and discards them.

30 [0122] In the example illustrated in FIG. 18, the relay
apparatus 3 having the bandwidth adjusting apparatus 1 receives
the ACK packet AP (S} of the ACK number “57. This indicates that
the receiving apparatus 4B has already received the data packet
LP(4) of the sequence number “47. Therefore, the relay

35 apparatus 3 determines that, for the data packets DP(4), DP(3)



process may be perfornmed w thout negatively affecting the conmunication.
[0118] Furt hernore, when the network device having the bandw dth adj usting
apparatus 1 is the relay apparatus 3 as in 5 the enbodi nent, the
configuration my al so be nmade so as to déterm ne and discard a data packet
for which no buffering is required anong packets stored in the buffer unit
14. Wth ref gienee skqukhGe 18npkhe; Beshods to, discard. a «dat &, pagkat, J alhg
which no buffering is required is explained. 10[0119]FIG 18 is a diagram

i |l ustrati ng e amcdsaes ¢ reo ndits cagu Lvett, e e ndadd s ce@E20bUgon recei ving a
dat a packet, r.ecei-Min rmpal_A4B sen an, Al K il

i ncl udi ng thébgggdencgﬁﬁﬁ%bég:%?P$#£3n 3§’g§%E§%¥PH% e%ﬁgpﬁﬁgﬁé%ghﬁfﬁﬁt
appar at us 2Aaskioti slcdbdingnand tanexpachkdt 4 he AGK ruinbesppbpanukes eiawiing t he
ACK pacﬁgt th relaé aﬁgara us 3 having the b%ndmjdth adéusting aggaratus 1
accor di fg t o THRe preE¥art? 4 e %Hﬂ%ﬁ%?qga t heN3BGERATEY Murfber- Off ¢4t a
packets in thecbubigr appdrdidss Bhen, chd & data Rpckehiohit e Sequenced,
number corresponding to the received ACK 20 nunber has been buffered, the
ACK packet i &hdicdcaraéd Lkitksut cheiang ndelt@ye d e dand edebaffieratinonnits made

t hat unnecessar ata s, ha e . Then, . dat at
are ol der ch%l%ﬁg AC&ﬂﬁﬁﬁﬁgﬁigré%dggggfgggg %ﬁg%l%gfq”£921%§22%§§£ﬁ5#?hg
smal | er sequenddesnumgesspthanut Heasequdnog turtther poksehe gacketmabt hatheat he
transmtting,term, 2A next are discarded. 121] Furthernore, the relay
hpparatils 3 HECEMIRREST HAT R Por DAY BRERGETBR bh iR, NS AHET

val ues are snwl bgnythas dheAGMWeRo But-berkngsand fios wardi g rar-e iRet
required, and discards them 30[0122]In the exanple illustrated in FIG 18,
the relay appafatidi® Fdvihig: tHel bandhi dehadaiust FAYCEppar aedsriingcdinges
the ACK packslABSE5)oaf; dhe AR NuEBRE: " Bl sy JbiscLadipates {hatcddga ;.
recei ving apparatus 4B has already received the data packet (43 of the
sequence nunpeckes’ . tThér ébor shet beommelhdy a38apparatils 3 -dét erimiemds. anhalts,

for theﬁpatac%%%%%ﬁﬁegpéggedqgg%%e %%atus of the ACK packet, that is, the
communication in the B-~>A directicn. Therefore, the process
of discarding the packet in FIG. 18 may be applied to the case
in which the communication in both directions is monitored.
[Proxy retransmission]

20 In the explanation of the enhancing process of the bandwidth,
the bandwidth adiusting apparatus 1 transmitting the packet in
place of the transmitting termina) 2A and the receiving terminal
4B {proxy retransmission) was described. Here, the specific

method of the proxy retransmission and its application example

25 are explained in detail.
[0125] FIG. 19 is a flowchart illustrating the proxy
retransmission process cf the data packet. For example, the

bandwidth adjusting unit 24 of the bandwidth adjusting

apparatus 1 in FIG. 3 performs the proxy retransmission process
30 of the data packet illustrated in FIG. 19, as well as the

bandwidth adiusting process illustrated in FIG. 13

1012¢] First, in step S61, whether or not the measured

bandwidth is below The target bandwidth is determined. If the

measured bandwidth is below the target bandwidth {if yves in step

35 561), no particular process is performed, and the process is



whose sequence nunber is 5-1=4 or smaller, the buffering and forwarding are
not required, and discards them [0123]Thus, by referring to the ACK nunber
of the ACK packet and discarding old data packets at the relay apparatus 3
havi ng 5t he bandwi dt h adj usti ng apparatus34, unnecessary traffic fromthe
relay apparatus 3 to the receiving termnal 4B is reduced, which
contributes tQ.$aRG¢L he required buffer amount. [0124] Meanwhile, as
described earlier, with the bandw dth adjusting apparatus 1 according to

t he present difB&di ImentOn the ot10ebarrdvi Atk Bl Waféme%?nﬁé’lﬁéhfm rEddln a

case in which _a i I i ljon t he. A->B
direction anEOt %g%%%g& %H? gc%tr?égﬁngagévé%%%gaflc—)é%vel\\?g?géé?gtalr di ?1%8 the grsoscess
to discard tlperom:@(eldst tbl $tsp rsized iThekhl, &hé&aﬂ&@a@a{tea packet, a tdhajudrsse t he

conmuni c,atlon n the A->B directionis co troI[L ed based on the st tus

of the ACK él%@t RS9 S5 14 contimi 1:?&9%?\ i R3tHE BE>A3dPFEcHGm. *

Ther ef ore, Hl%r@fe@ﬁ:eﬁ§l@é a‘ﬂioﬁ?@aﬂﬁlé G K herPack alariatdd G +18 BBYsbenappii.ed
to the case in which the commnication in both directions is nonitored.

[ Proxy retradsnii§sPsR]-12elRdt RECBxplanaef 6A ofnt hel enhaifdl 1y rest dss tafe t he
bandwi dth, the bandw.dth adjusti '4%9 %@p%t obddAnSMttiNg, LR 21 packet in

pl ace of thetransmttlngtermna A an he receiving termn 4B ( proxy
retransni ssi djl2&ds desdtlithed?C Hemse, a t fidowpbeirti ¢l nstdtotktoiing hehpr gryoxy

retransyj ssion.and it.s application e are pla in detail.
[ o125] s *1 842 M emiathly PERERS: Fhctiy AGTS HEOBr r of Paniht SR ibtess
of the data packet. pxﬁﬂfe@(dmhﬁ,tﬂaft%&ﬁﬁdﬁi\l(dlﬂ%dLﬂ@tbd&gﬂ“ﬂi’tﬂﬁh 248 ofs thihey

bandwi dt h adj ustlng apparatus 1 in FIG 3 performs the proxy
retransm ssi Ofipr 6 e§‘§y36éf30tlﬁ%r§%¥’a PARIRTOXY | IREFH T T F @ramesainel |

as the the ACK packet illustrated in FIG. 20 together when it performs
the bandwidth adjusting process illustrated in FIG. 13.

15 [0129] First, in step 871, whether or not the measured
bandwidth is below the target bandwidth is determined. If the
measured bandwldth is below the target bandwidth (1f yes in step
571), no particular process is performed, and the process is
terminated. This is same to the case of yes in step S€61 in FIG.

20 19.

[0130] On the other hand, if the measured bandwidth is equal
te or above the target bandwidth (if no in step S71), the process
proceeds to step 572. Then, the ACK packet having a ACK number
whese value is the largest value among the ACK numbers managed

25 in the session table 13 is duplicated from the buffer unit 14,
transmitted to the transmitting terminal 2A and the process is
terminated.

FOL131] The effect of performing the proxy retransmissiocn of
the data packet and the ACK packet in the bandwidth adjusting

30 process is as described in the explanation of the bandwidth
adjusting process.

10132] Furthermore, it is also possible to determine whether
or not the retransmissicn of the data packet is necessary at
the bandwidth adjusting apparatus 1 and to automatically

35 retransmit the data packet when it is determined as necessary,



bandw dt h adjusting process illustrated in FIG 13 . [0126]First, in step
S61, whether or not the neasured bandwidth is below the target bandwidth is
determ ned. If the neasured bandwi dth is below the target bandwidth (if yes
instep 35S61), no particular process is p&formed, and the process is 34
term nated. [0127]On the other hand, if the neasured bandwidth is equal to

or above the {argetRandwdth Cbf PRshDsStER %ceéﬁ% PLOCEST: p%%%?c%ﬂi,% to

step S62. Then, the data packet having a sequence nunber whose value i's the
| ar gest val ué ldrsitgeged tihad Ithe LPapgestiGal @€ .anong t he ACK nunbers

managed in t sio b 13 .0 8. i cated fraomth uf fer unit 14,
transnitted H?l?’ﬁ’z re(r}éjit(jsi %g %%ran‘;&ﬁgai{;lpélﬂg lZlnngStthreaQCplrn ngg LT i A REEEY
[0128] FI G 2Cetsaashliewdthar treithbdsbrathegdishe peexygtl0 retransni ssion

roce ft acket. In.th ame, manner as the process illustrated in
P 0.t he Bandh B rESE ot R T o HE e areBt Pek bor fr TRE. BPbrely
retransni ssi eppRreeess3of chhe ACG packel htkusieated tan G 29 4.0gether

when it perforns the bandwi dth _adjusting process illustrated in FIG 13. 15
[0129] First FeCRLFEEF SPErmwRéthefBordhetaxdhe rdusurfdd basdwiedt hviis hibeltow

the target bandyw IS+ dst ' f ndwi.dr h i s .bel,ow_ t he
target bandw %?wa??j?nyes ?nggt‘:g]p}g%g]ﬁ& %%h%}a% cu %ﬁ%ﬁggg\gg%%sm&é ?@r rjfé[d,
and the procéss fsteepadhat ethriBasoridisanme toet AeKgasekof hees HaershepdSel

in FIG,2019., 3 t he other, hand, if the neasuyred bandw dth is equal
to or aogve tlﬁlgag%%%‘gf%ﬁﬁﬁwtdﬁﬁ'(i‘g”ﬁojc]l“ﬁ %atrb%ﬁég% ,adtjﬁgtﬁf]&cégEaﬁﬁégéeds
to step S72. 1Themshhes ACK packetehaving paAGE Runbies Mwhese; Ma) e ring nhihe

| argest val ue_anong the ACK nunmbers managed 25 in the session table 13 is
dupli cated fF8m the"BaFFeriddi £he4cass dishiicadted TR tHarising temginal

termnal 2A apd:- £18spf 0632 LSriLEMARI LI data packet according to the ACK
number included in the ACK packet, since (the bandwidth

156 adjusting apparatus 1 of) the relay apparatus 3 transmits the
data packet corresponding to the ACK packet, it is expressed

as the “automatic proxy retransmission” of the data packet here.
[0135] In the example illustrated in FIG. 21, the relay
apparatus 3 having the bandwidth adjusting apparatus 1 receives

20 the ACK packet AP(5) of the ACK number “5”. The bandwidth
adjusting apparatus 1 does not forward the ACK packet to the
transmitting terminal 2A if the data packet DP(5) of the
sequence number “5” has been buffered in the buffer unit 14,

and duplicates the data packet DP(5) of the sequence number “5%

25 in the buffer unit 14 and retransmit it to the receiving terminal
48, When it receives the ACK packet AP(6) of the ACK number

“6”, it also automatically retransmit the data packet DP(6) of

the sequence number of the ACK number “6“ in the same manner.
[0136] Meanwhile, ag described earlier, with the bandwidth

30 adjusting apparatus 1 according to the present embodiment, it
is possible to perform the bandwidth adjustment even in a case

in which the packet of only one direction of the two directions

of the A->B direction and the B~>A direction is relayed.
However, regarding the automatic proxy retransmission process

a5 illustrated in FIG. 21, the data packet, that is, the



[0131] The effect of performi ng the proxy retransm ssion of t he data
packet and the ACK packet in the bandw dth adjusting 30process is as
described in the explanation of the bandw dth adjusting process.

[0132] Furthernore, it is al so possible to®@eterm ne whet her or not the
retransm ssion of the data packet is necessary at the bandw dth adjusting

apparatus 1 afghrt@iistcammt i gathy 235mell aasHl bnt he dattaDackebawhench teHes
determ ned as necessary, 35 using the proxy retransm ssion processes of

t he packets 980ty af éd'd ACKIRG KD ahBaFI G, 2be OB} PP 191 dnsthe diagr am

illustrating 4: mat i et sm,ssl et f dat a packet .
5[ 0134] The bgtnlgv% 'ltitr?glédj u@ﬁ?ﬁgﬂgﬁéphr rzg'?ll%srglﬁ?do tﬁ ?gg‘ég aItpépj)C:fraat us %ﬁkéﬁhar
recei ved an ACkgeackabytranspplied ifr dma be seetri whhgh tEramiaralnudld aditsicar ds

t he ACK Eloacket \g?tt@}outi feoqzmar dSi ng. the ‘%G(eﬁia(:ket to the transmtting
terninal® 2A i'f* tife dgtg ﬁa&?é)t ¢ rf“é’?ﬁor?dfi g to the ACK packet has been

held 10 in tfha3yufferruoit 224isAad fibechartdwidth sadjauShigng epparaius: ide
transmts the buffered data packet to the receiving term nal 413. Conpared
with the cas®LoKYwhireRSPAESEPRNBRPEEPACCE dhf Aalta2RaEKEhsni T tgndwiath

correspondi n%a?%ts%i%cl&ﬁtitagqoragi Rg:t 03 ther ACKnDuIRer, d el dided i L hg ACK
packet, since (the bandwi dth 15 adjusting apparatus 1 of) the relay
appar at us 3 thraAd@i-t 82t Wetldatize parketl corias pdndilegACs LhebACKe padketACH t

i s expressed t he ! o] [ roxy..etransplssjion’ .of the_data packet
her e. fUSlBS]p%%r}\{e{%hef%(%npgﬁé ﬁq%t?&)&rda hedg(?ﬁég]fé%z ,nl%helr% eF§§ a%%aors ecJss 3
havi ng t he bardwodtibnadjsust itng gappar atus 1 receives 20 the ACK packet

AP(5) of the A unber, "5". The bandwi.dth adjusting apparatus 1 does not
forward the A@%ﬁgcketh%%sq'helq rrfei g ji'nd”teetjrkfﬁlﬁeﬂrgzwpqpfth(%éjadﬁ FIFasdet

DP(5) of the geguenceqgnunber nﬁ§ﬁeba§op§@§1ﬁgﬂai§@egoi nd heo Ut fr@fe MNjitty 14,
and duplicates the data packetqﬁDP(S{jﬁog the sequence nunber "5" 25
DUgoeke P

in the
buffer unit 14 afdtrBEpansheth ECENY iME Pecketaredsivent itthe

recei ves: t he e ): A r.—8",. i1t al utonatically
retr ans?ﬁ t tfkij'e%g?g{ltEl glcclglarglgé\{a %&n%)u%gf% tlﬁ; tgl %ggjgjr?é) e r%w' uenbc%rraeoﬁctqﬁqi}e hﬁg bneue er
"6" in the sawermanner the[ GL36k Meanhwhi beffas destribedsedetéeeninadt h The

bandwi dt h 30Q.adjusting apparatys 1 according,to the present, enbodi nent, it
e el bl o ek T R RRP AL Al Br AR o vl BhERELETRN S 1
packet of onlsgignendi peetienlal phectws dikreetionsc@f ihe MeBidacd ian

and the B->A direction is relayed. However, regarding the automatic proxy
retransm ssi 6/ BroEESS-35i | lustrated in FIG 21, the data packet, that is,

the 20 [0139] If the corresponding data packet has been stored in
the queue (if yes in step S581), the process proceeds to step
382, Then, the corresponding data packet is duplicated from
the buffer unit 14, retransmitted to the receiving terminal 4B,
and the process is terminated.

25 [0140) By performing the autcomatic proxy retransmission of
the data packet illustrated in FIG. 21 and FIG. 22 at the relay
apparatus 3 having the bandwidth adjusting apparatus 1, it
becomes possible Lo reduce the round-trip delay time from the
relay apparatus 3 to the transmitting terminal 2A and to save

30 the traffic.

[Automatic redundant transmission of the data packet]

It is alsc possible to perform the redundant transmission
of the data packet using the buffering function ¢f the bandwidth
adjusting apparatus 1. That is, on the path from the relay

35 apparatus 3 having the bandwidth adjusting apparatus 1 to the



36 conmmuni cation in the A->B direction is controlled based on the status of
the ACK packet, that is, the communication in the B->A direction.
Therefore, the automatic proxy retransm ssion process nay be applied in the
case in which the comunication 5in both & rections is nonitored.
[0137]FIG 22 is a flowhart illustrating the automati c proxy transm ssion

process of thedata Rackeh nhhespandm iy adjugt s ngy Ut bn44: 1 P
performs the procesé)%?l I ustll?at ed in FIG 22 V?II th t%e%ﬁ%ﬁ%ﬁ%nﬁo ?&thﬁe
ACK nunber ofPadretACR PepdéRearfieom the bahawi aitte adjustd ngrinidatias tthe

opposite dir i_on trigger. Lrs i n. st S81, whet her or ,not
the data pac%%%tlaof pt%%(}aégeqhgncge n%%%%%%ﬁée%%onf |en(gbpetnockf hé'’ R o e
(that is, matchiunglathd yACKedunbeny ofahbmi AEKopackethd ecgiavedipatatzhes 15

bandw dth adjusting unit_in the opposite direction has been stored in the
queue in’ the dﬁ%ﬁréqgnﬁrﬁ tuie4_ ?Eoﬁ%r?&rlrﬁ%eﬁ?rl F%h@%@s‘b‘bnﬁ?n&@&@éd&éﬂcket
is not in thecguewarl fton@nieh retbel v38l) «thQuRaLYE gubancRr 9gege .S

perfornmed, and the process is termnated. 20[0139]1f the correspondi ng data
packet has bdérd4dtlor ed i AStesqegsipile §lext ithestep? G8PPATElESPS addssts

D bt FLRPL8 o el - LbenSont aspandlng. 481 3-packehd fodupl (23130

fromthe buffer unit 14, retransmtted to the receivin rmn
t he process i tepairnatedn 25[1040EBg ypeehdwiring ihelaitomethee rppoaxydant
retransm’ SSi %n of t.he .dat i i d FIG 22 at the

retr 289 3 ggcéet | 1 ;ﬁﬁtrat&d in FI G.%l and Fl G
y appar atu iy L hECHARRR 4L h adf USTS i HpPrEtdy £ih8CtHetords
possi bl e to redugetshesdleindahi phdetaye iRy beetaenr ety apRafatus 13 to
the transmtting termnal 2A and to save
he”transmitting direction of the ACK packet). For example,
if the receiving bandwidth is small with respect to the relay
bandwidth including the redundant +transmission, it is
15 determined that there is a high probability for the data packet
transmitted from the relay apparatus 3 to be discarded, and a
process such as to increase the rate of data packets to be
redundantly transmitted is performed.
[(G142] By the redundant transmission process of the data
20 packet as described above, it is also possible to decrease the
probability for the packet to be discarded and to improve the
performance of the TCP communication.
(01437 Meanwhile, as described earliiler, with the bandwidth
adjusting apparatus 1 according to the present embodiment, it
25 is possible teo perform the bandwidth adjustment even in a case
in which the packet of only one direction of the two directions
of the A->B direction and the B->A direction is relayed.
However, regarding the automatic redundant transmission
process of the data packet described above, the data packet,
30 that is, the communication in the A->B direction is controlled
based on the status of the ACK packet, that is, the communication
in the B->A direction. Therefore, the automatic redundant
transmission process may be applied in the case in which the
communication in both directions is monitored.

35 [Multiple usage]



30the traffic. [Automatic redundant transm ssion of the data packet] It
is also possible to performthe redundant transm ssion of the data packet
using the buffering function of the bandw dth adjusting apparatus 1. That
is, on the path fromthe relay 35apparatu& 3 hayi ng the bandwi dth adj usting
apparatus 1 to the 37 receiving termnal 42, if there is a high

probabi lity for ghe packetnto,be,disearded nihens ehayo 2R A NS B usting

duplicates the data packet at a predeterm ned frequency and transmt
redundant | y (redindanieeansed sbour) .2 Pherpéliay cdpparaces 3y bedetoerimiares

the probability r.th ackef t di r accor di t,0. t he receiving
Stat s of ¢ NS AERE RSP RE Glod Pt | TR BERAREREE Sl it Pl Sl
apparatus 3 adpnsysadnestatithot rbheriedundant tbrandnd s Porkaee radidi@iirg t he

result of observation of the relay bandw dth including the redundant 10
transni $si on “Gt hBbERERF O TG e ¢ Pl PﬁngFWéegi bReoFh e it 4he

packet) and theiktecehv pecbandwi dif4tdeshandw did ddxdihe d ransmdding o
direction of "the ACK packet). For exanple, if the receiving bandwi dth is
smal | with redpeetlity t el r ebaydvadtini deklliuscliodi nerer ¢ egidelanen the

transm ssion, it . e i ere.l I.gh. ! Iy 4 far. the
dat a packet 'EC r gﬁg%itctaégog r %%KE%{] hgﬁrgef'!zgna/llﬁ aa%%aér a%éurgf%%%e&é%ggg}rﬂdleéﬁ “and a
process suchtasdadithcr edsesthecsr abppafatata pagketSortms behreediredantilath

transmitted is .perfornmed. [0142]By.the redundant.transm ssi.on proce of
ha ot 0 R R A ity o TBtge, e ardty IR R L Pu PR RERaed ¢ he

probability fonttheepaskedr tihdedicvcardedagndct eyl _ggpgygttzael pesfardampnce
of the TCP communi cation. [0143] Meanwhile, as described earlier, with the
bandwi dt h adftigtidfg CdppdratRAC e actdr BRR§OTBeEhe T hPeSeRAVERBSdIafEIMS LN 25
is possible r.for.m.t Randw  adj Ustarent. [ casge i fy uhi t he
packet of on}ag)p%%gftgisggcit]iggn of]\{\%ﬁgeb%g\%ig%r ectl oﬁés{&gfm?lﬁg A- i@éé]{&rl\gc}toﬁgn
and the B->Awdithectddn bsnrdeldybd,addoweviery regarding thepaufomming the

packet 10 30’ CRAE 2o AB. CarhIR| BBTBRS| rtha ATSH: g1 BKET oF T BHHs o ed-
based on theestatgstdf dhe AGkgRackeks fhat nky, bé hexsosmadi caipOnd W itde
B->A direction. Therefore, the automatic redundant transm ssion process nay
be applied i n"'fh&3cEse ™ inficiPthe e¥fmumt tabf ofi"fn PBEH 1dihe ddloms g
moni tored. 33LMuktipke 1U$R9ehrms the bandwidth adjustment.
[0144] Meanwhile, when multiple units of the bandwidth
20 adjusting apparatus 1 are used and the buffering described above
is performed in each bandwidth adjusting apparatus 1, it is
desirable to set the target bandwidth relatively low. This is
because an increase in delay in relaying due to the buffering
being performed at multiple peints on the bath is expected. By
25 setting the farget bandwidth relatively low, it becomes
possible to make the freguency at which the buffering is
parformed to enhance the bandwidth low, and therefore, it is
expected that the increase indelay in relaying may be throttled
effectivelyv.
30 [Service notification]

When the session table 13 of the bandwidth adjusting
apparatus 1 becomes full by managing many sessions, (the relay
apparatus 3 that has) the bandwidth adjusting apparatus 1 simply
performs the relayving of the packet only, for the overflow TCP

3b seggion. For this reason, the bandwidth adjustment is not



38 Regardi ng the network device having the bandw dth adjusting function
descri bed above, a plurality of devices nay be provided on the

comuni cation path. The bandw dth adjusting apparatus 1 only adjusts the
transm ssion interval of packets according® 5 to the target bandw dth,

wi t hout perform ng the change of the packet and the like. Therefore, it is

possi bl e t0 ROMHHe R pbyr@ié &%9&9@%@ dthsadhusting, %&ﬂ?«%&ﬁf@ u(?ﬂﬁ:tshe

comuni cation path and to make a configuration in which e dwi d
adj usti ng appdr abaseangerdior ﬁﬁljuﬁémbaﬁcﬁ/wmltﬁtm@ 1ad13 ustdwigiqut ooesise pHhus,

even wth th%u%ogglﬂ% l%rlg fﬁnflﬁél pl@t‘ﬁ ndw1 tRan&i u lhl’lC_g é\%rétt%\

apparatus 1, sincé no chang packet Pg per orrre
adj usti ng apﬂadasusebed gloonot meagaial\ﬂgj,ytafafﬁahdea@hhoidmrstnlm addict=isen,

with ea bandw dt h, adj ustin paratu erformng the 15 bandw dth

adj usti iy prdcess® Phe f&%?#ﬁlﬁ?%‘gt ?85 stts“a@o EFgesgqsr?lé)?Pchci)5¥hedaﬁ@rél§rreat er
effect may benexpected coapar @g W bBste: case Mz whi &by aly onRe Ut efp the
bandwi dt h adj usti ng apparatus 1 perforns the bandwi dt h adj ust nent .

[ 0144] MeanwhitFénsiRées 1ol &1 e daires mn@%wmmmmngz@paajratusn@ the
apparatus 1 aredisedrandythe.pulf erlng,desqrd et pheve,! s %@t%%uen each

bandwi dt h adj usting apparatus esira to set tthe targe
bandwi dt h relbaimdxwaldychl ew.] uFhiisgi sppecauseean Li I&O.IL@&% in delay in relaying

due to ebf rlngb rforrred rrult sonthe bath is
expect e]g}h etti %%‘h At gefnbihﬁwsd’t FY oW i ¥LbBc dhss
possible to m&mpﬂ@ furegtenCcyn A b Chin t madbuét%gn%e&h@&rf@f MREtt @he
enhance the bandwi dth | ow, and therefore, i s expected that the increase

i ndel ayi nr el &G myBat AP6RL el %W%@t*i‘?/et[fﬂﬁ oI REAfite @ Hots ircariresE s s
Wen the sesgponitiale J8 phet Bgn%@a%dta@ sy ;;'t %@%@ﬁ$ Rﬁgo'?;%s

full by managi ng many sessions, (the relay appar
bandwi dt h adpostiuggdapp et E@Plpm}n@ﬂ:y gévef bangwi dehrat pys nihokpphe apack et

ly, f h | oP E h d
A e T R R s S e

mul tiple uni t&eobathetbandwdhhhadhasbmn{wlaipma@alt;]u%tlnlgs p@b@‘éls@edsoﬁoﬁ,he
path due to the _nultiple usaﬁ}%of t he bandwi dt h adj usting apparat us
qefcufty,

descri bed abBF& Ch lﬁgﬁma&W%&PﬁéF?ﬁ@nﬁrBE%E%HSO%’ §Q%LB@

perforned fopathetTOR SessiQbLabki edeeqtddiernadheretore,theare; is,a
possibility that, for the overflow TOP transm ssion at the first ban vm dth

adj usting apparawisth, adwmmﬁﬁﬁsamm@@mm@m@ hotrpeet ooned lak ttibe
TheCeddRn! DANAMLALD, Bkt BRG, BRET ANUSESa B e e L e i
on I

the systemc i guration W|t t he nul I e usage, OI’ITB.tIOI’]InI
whet her or nobtubiecpackzet1hﬁsﬂneémosu@m®@®d‘fdmtﬂ‘r&a fresmating i et adujustulﬂg
process in either ratuses 1 may be i ncl uded

T e kit VR S ABPa E LUE P SV

(01467 FIG, 23 1is a diagram illustrating the method to
distribute the bandwidth adjusting process by using the service
25 notification information. FIG. 23 illustrates an example of
a case In which the transmitting terminal 2A and the receiving
terminal 4B performs communication via two units of relay
apparatuses 3A, 3B. For the sake of explanation, the paths
between the transmitting terminal 2A and the relay apparatus
30 3A, between the relay apparatus 3A and the relay apparatus 3B,
and the relay apparatus 3B and the receiving terminal 4B are
assumed as path (a), (b), (c), respectively.
[C147] While two packets P1l, P2 go through the paths (a)-{(c)
are received at the receiving terminal 4B, the relay apparatuses

36 3A, 3B having the bandwidth adjusting apparatus 1 relay the



15 1 perforns the bandwi dth adjusting process preferentially for the packet
for which the bandw dth adjusting process is not performed yet. The

i nformation indicating whether or not the packet transmtted on the path
has been subjected to the bandw dt h adj usti-é')ng process is assumed as
"service notification 20 information", and the nethod to refer to the

service noti fj.caldr@nph NfOF MmN, and, pPaLH ol ﬁé"@ir%?%%ﬂa?ita&&f!ﬁéﬁhi, OB of
process is specifically explained bel ow. [0146]FI is a diagram
i | lustrating tige reelsed ive diederi bararehespandi dih e estingp coessi dry

usi ng the seryj , nat i.ti i i.nf tion...Fl 3 id ustrates an
exanpl e of anggggz_lc%%\%%?zcﬁntfﬁ%ha&gﬁgmoﬁ :Eﬁlég %grcn%éﬁz% %A aEJr?d t%nélarpeecreﬁ)\ﬁnhg
term nal 13 pErsftorimstdommat ddie dpavdal dwo aditstbhigr ekrayeappanatuses: 1H3A,

38. For the sake of explanation, the paths between the trapsmttin

Sorm nal® DA SHITERG PRG) SRPaFl uBY BBt BRTER wt KA BTy PR 3A
and the rel ayragRaattus 138, f@d nhga LAY APPRY 8h 3B A i hE afcfEQféLV_ﬂrﬂ;g
term nal 4B are assuned as path (a), (b), (c), respectively. [0147] Wi le

two packets PIrOREsgdashnelglheehe Reatismes) ved): are received at the
s
1, P2.

receiving tergmnal, 4B, rel }plalag;gger easﬁ];% R\ ngd ). dt h
adj usting app[ar@rlg?ds 1 1rr%alhdglylt Hgé/ paﬁgﬁt%s lN?b‘l?he éﬁ%\ﬁﬂc}ﬁh adj \l{IgSAtI ng
appar atuses YAz 1Bof pehé respecti vealred ayndppatahgsesha3A, B8 refretwitdr i he

[ tificati i nf ti f th ket 1, P2, per f ,
G st 11 L1 on 66 CEiia SaRBRCHLH SORTSF NG “Brbe St Wit Yere 18 COMARA cdti on

system Dby penkanrm sgrihecbandwidtBaadpust mpabrpeeienenti atly fomdheich
packet for which the bandw dth adjusting process has not been perforned

yet. [0148] | RASTIRG PAOKEES &achi 1G-St e 1R8] APPappardt jd PRILOINS Wis
the path (a) ba%d\@'d% %@%§%éx@~9 ;Ja!lactidatﬂl%/ bandWdLh 10 Byt DG LrORESS

"has not been perforned yet" 1s stored in their service notification
i nf or mat i on. FEeeandii dnkl &dj.usthagrprecksg 1A otlakedr abaytapparatus 3A

per for t he i dt h,adj ust ment . partially for the ket P1 of the

rel ayegl%pack«aitl?ji'mgﬁlI ang”ﬁgﬂ.e ‘Fﬁlémﬁatcﬁgtpaz&f%y% é:legfté]&nagg%ﬁF Ji:%fay PEHGTAOS

Wi | e anpong Be vilackets geachimg, thevaehayiappanatys 3Bavi anchepathddy, a
val ue indicati ng t hat the bandw dt h_adj usti ngq process "has already, been

per forned" i €906 Fed% NP ReS S eMASCR ABEFYIRGRT BRTTAFBFAat + D (OF echd! pdket

Pl, a value iadigaki ngdifalddhe bantm,didt adi ust | ige PHAEREE Dhas gNaf, 1hgen
20 perforned yet" is stored in that of the packet P2. Therefore, the
bandwi dt h adpasficagiagpahat usha Baofdwify elcay sggpar arasesB thiernaeo Hewem

e KGR DLl Lm e DKL Sy oA Pl NG REAT, e
bandw dt h adj:bet bagdpidcessi-has:ing apparatus 1B of the relay apparatus 3B
refer to the service notification information cf the packets
Pl and P2, and performs the bandwidth adjustment preferentially
for the packet P2 for which the bandwidth adjusting process has
25 not been performed yet. In the path (¢}, the packets P1, P2
that have been subjected to the bandwidth adiustment are
carried.
[0150] As described above, with the multiple units of the
bandwidth adjusting apparatus 1 provided on the path and
30 referring to the service notification information to determine
the packet for which the bandwidth adjusting process has not
been performed yet and to perform the bandwidth adjustment
preferentially for it, the bandwidth adjusting process may be
distributed. Accordingly, it becomes possible to increase the

35 possibility that the packet carried in the path is subjected



25 not been perforned yet. In the path (c), the packets Pl, P2 that have
been subjected to the bandw dth adjustnent are carried. [0150] As descri bed
above, with the nultiple units of the bandw dth adjusting apparatus 1
provided on the path and 30 referring totthe service notification
information to determ ne the packet for which the bandw dth adj usting

process has t ; d . ﬁﬂd- - f bandw j nt
preferential?&fﬁggg??gﬁ% ghba d&ﬁ%% aéﬁ%???%ﬁpéfg%gﬁé nayﬂ%gﬁgﬁgg%ﬁghggd.
Accordi ngly, appalrecoresd .possi ble to increase the 35possibility that the

acket carri i-n.the path is.subjected 41 t bandw dt h.adj ustnment in
o ther of thz%t}éﬁr&w' At ] ﬂ%fﬁn@égep’ﬁ%ﬂ%? S g1f(3[ g%ﬁ??@ﬁ@f{ gﬁtﬁi F&Ferefice
to FIG 24 apgtahb®e 25 tiee seliviirg axanmpkeaef chhens@rNd €eomatd bixgakiigag.

information is explained. 5 [0152] FIG 24 is a diagramillustrating an
exanpl e of al8étfilng nethod?bf ithe dervred hotiFrEatiBa PRf GRAEPLENCII A t he

exanpl e i |l usthated ko flEor2he g.éw@.ctef}ﬁ?@in@iéﬂgéicﬁ?&%omgt&eﬁer Vﬁ% biL of
the TOP header, thé service notification infornmation a service notification
flag fl is addedpte ttHeuFORate0 packeéf:. Pd,i ssasguimbé that biift, bkongexaepl e,

"1" is stored. e .service notification. flag,.fl, it indicates _that .the
bandwi dt h adjg&ss'tglxtrylgg3 pﬁ%cegg h%ée alrlrcga yeapde?lf’orrjfég for the pgc?ﬁétf,lc &T&Oinf
"0" is storednfbrmandotas es:thate hhe Fardwidhhfadyusl iingapteaess #as Toot

been perforned yet. Since it is a 15known techni que,  exp|anation about
ot her fi%I dspéf%?ﬁe TEP Teddermed dmictt éd - ?@JIS%TWP%% tihg thétsand de

notificationcheaGdtvide @notitiebR9@nascidd ustrater i AnkkiGatrdd WHRHOUL L,
perform ng the addition of a TOP option and the like, the change of the
packet is kepBnggigtbhadfivfithing POAGA3F| Gas25 Lveaglvdi ek aenmied user atiheg

another example;Qt  ..4 if “0” is stored, it indicates that the bandwidth
adjusting process has not been performed yvet. Since it is a
15 known technique, explanation about other fields of the TCP
header is cmitted.
[G153] By setting the service notification flag f1 in a
method as illustrate in FIG. 24 without performing the addition
of a TCP option and the like, the change of the packet is kept
20 to the minimum.
[0154] FIG. 25 is a diagram illustrating another example of
the setting method of the service notification infermation. In
the example illustrated in FIG. 25, regarding the packet with
M0 being set in an Urgent (URG) flag £2 of the TCP header, the
25 service notification information is set in an Urgent Pointer
p field. Here, explanation about other fields is omitted in
the same manner as for FIG. 24.
[01550] In the specification of the TCP, the urgent point p
is defined as being valid only when “1” is set in the URG flag
30 £2. For this reason, as described above, when 0 is set in the
URG flag f2, the urgent pointer p is to be ignored, and does
not affect the normal TCP communication.
[0156] The relay apparatus 3 having the bandwidth adijusting
apparatus 1 forwards the TCP packet after setting a value

30 indicating that the bandwidth adjusting process has already



the setting nethod of the service notification information. In the exanple
illustrated in FIG 25, regarding the packet with "0" being set in an
Ugent. (URG flag f2 of the TOP header, the 25 service notification
information is set in an Urgent Pointer p4field. Here, explanation about
other fields is omtted in the same manner as for FIG 24. [0155]In the

specificatio t t wpoi i i j-ng-val nly
when "1" is s%eétgr% %Q? ﬁgg@l%%'f aéé% 9%8 fg. 1;1;%35595[ hji%s(érgtéja‘gg%‘:-)ziﬁll\,fﬂgl%t}lgjeeslé:glrjiCla;éleﬂdldorP
above, when (liasy dét. Bnct hie) URG fHeagp rfeRie tehranurege dit epdi nferhp TGP traaduber

i gnored, and does .nof,_ affect. t oryyal T ni catian. [0156] The rel ay
apparatus 3 ﬁfvi%&%%teraﬁcaeﬁgvjﬁnd&ﬁ[dz}djjl;&gtainng rre2s é“%lp%lr zi’[ntuéef]}?ooglj\‘/%fd?? he
TOP packet afi=rdwsietitn ngljasalarg I@mdi Catd nadiat Adve ibanrdwidich adjtusdd ng
processa{ws al ready 42 been perforned, that is, "1" here, in the service

notificati on FAERF IS -andS F25® of U1 hé Sprictet &R nithed HFARIGE of OF hvhFeP Hewdler
as illustratedidyikl& a%éu%&qn@ Grodaswhensi hopesfon ned- theyhandw dth, .,

adj ustment for a TOP pacKet received fromanother 5 apparatus.” Since "0"
is set in théypEekettY sdiwpiténat ArPhEREWS dt Weddjsitiasy vpedbessohasondtheeen

perfornmed yet a i | 1.Ng.: t 1 m.pes et her or
not the bandvﬁa&%ﬁﬁ?&?‘uggﬁgg?%?é[lsé?élss%g%gquﬁug#%r’e?g%?%g%gg% e°value of
t he predet er mfnedhef ipeledie tEOnQ1EH Meariwhi | e, the service notification flag
i ndi cat t hat dwi dt h adj ust nent has been perforned b t | east one of
he bantini dt 1 Oach et | MiF et Suet Ao SHERG R TGP Tt 18 ot tes

bandwi dt h adj-ustd BGnapRakat usjksehehRenpat BeedhBlr ESrmEQrod her packet widh

“1" indicating the already perfornmed status 15 in the service notification
flag, the baﬁ%\/\}@% keadidstherd] walylhe apeprainedl f areRert iy mahbihép units

bandwi dt h adjysti,ng - s. s i age.d ib ve.
The bandw dt r? aﬁij&lgs??ﬁggggggr%ﬂ%ggilﬁ%ﬁ%%%%@% %e%%agggt Eggﬁf hgﬂkggér)ée " of
t he bandwi dt Hcadf ustorerite r egahdl €534 nofi cehieé ngat ue adfrethly serfoceed2G atus

noti 1 o on it 88l {o LNELE % 1910 STRLY £ SRRCG | L%, 3507 90 L 2BL& 431 ]

be performed further by ancther bandwidth adjusting apparatus
1, for the multiple usage described above. The bandwidth
adjusting apparatus 1 may regard the packet as the target of
the bandwidth adiustment regardless of the value of the sexrvice

20 notification flag if there is any empty space in the session
table 13, for example.
[0158) The above values of the flag are one example. It can
be assumed that the wvalue indicating that the bandwidth
adjusting process has already performed is “0” and the value

25 indicating that the bandwidih adjusting process has not been
performed yet is “17,
[015¢9] As explained above, by performing the service
notification described above, even when the multiple units of
the bandwidth adjusting apparatus 1 are to be used, the

30 bandwidth adjustment is performed preferentially for the packet
with information indicating the at the bandwidth adjusting
process has not been performed yet stored, referring to the
service information such as the service notification flag. As
a result, the bandwidth adjusting process is distributed to each

35 of the multiple units of the bandwidth adjusting apparatus 1



[ 0158] The above values of the flag are one exanple. It can be assuned that
the value indicating that the bandw dth adjusting process has already
performed is "0" and the val ue 25indicating that the bandw dt h adj usti ng-
process has not been performed yet is "1"4§0159] As expl ai ned above, by
perform ng the service notification described above, even when the nmultiple

uni ts of the handwedt inadi Ustdnith ARRANAIUS L ek §R1 P8 Msed jrﬂﬂ%o.s%gble
bandw dt h adjustnent is performed pref erentyl ally for the packet "Wt
i nformation itedPeatehy the mndwiesltitaadiidthngdpusteng Process Bassnonsbeen

perfornmed yet st . referri tq .the service information such as the
service notifi caﬁegsgsjﬁrnagn?an&dggnernes]ul t, the bandw dth adjusting process is

distributed to eechd@50fibbe mubtiiple iumitise obxphenhandw dith adiupkicRet

appar at 1 43 provided in the conmmunication system which nmakes it
possi bl & to HFFor PG BAnRECGER Sadifustitng Pl ockes PBROORE s@saiBRéng

[ Sessi on managereAtlisA3 desWddied e i émoddenexPl 2835198 fhet haRacket
5 discrimnating process in FIG 10, the bandw dth adjusSting apparatus 1

accordi ng t oCERerBFbedi aem TCEgarasethes pdekéerdeter i Hewl et tIOP paoket
the t he .t | 4 h i ; i i
as the arge%nﬁgnklﬂgcﬁfQ&&aEQﬁd@f&tﬁp %Q&!8%88%&§£§5%§ﬁ%¥%§%?8ﬁ£g%atus

bandwi dt h adj usti ng apparatus Identifies t I units
of flow by " Perdditiow id9 tQeellhgbmmumniages onhen sesgisons fierw POP Besg§ilen and

per for t he . process such_as e bandwi dth adjystnent,. As explajned with
el erende. toCBPEinE” Pl s G oSS Ut Mo B BETRRAo ) SRk e rep
sessi on usi ngrbhessesstBnatabhe HandWdher managi Ngndret Nod ok xhe 1$e8SleRni S

specifically explained bel ow._15[0160]FIG 26 is a flowhart illustrating
the session REASGPRGSPIrVEESs byt bhbasieedidsh Fhnagt HeP aRPer22 ysnl PRGAISS The

session Managhear¢inbbsg2oAlAlls L8 HIQORSSLLLLUSIY At edel i fl &3, 2RMHBLN
reception of a packet fromthe packet discrimnating unit a
det er mi ned t Rhat thheseesépvedspapket fisadlyOPxpaeckatd below.

15 {01e0] FIG. 26 is a flowchart illustrating the session
managing process by the session managing unit 22 in FIG. 2. The
session managing unit 22 starts the process illustrated in FIG.
26 with the reception of a packet from the packet discriminating
unit 21 that determined that the received packet is a TCP packet

20 as a trigger.

{01617 First, in step 591, a session identification code is
calculated. The session identification code is information
for identifying which session the TCP packet belongs to. The
specific method of obtaining the session identification code
25 is described later.
[C162] In step 592, whether or not the session identification
code obtained in step 581 is registered in the session table
13 is determinec. If the session identification code has
already been registered in the session table 13 (if yes in step

30 592), since the session has been subjected to the bandwidth
measurement/bandwidth adjustment in the bandwidth adjusting
apparatus 1, new registration is not required, and the step
proceeds to step $100. In step 5100, the packet is forwarded
to the receiving bandwidth measuring unit 23, and the process

35 ig terminated.



20as a trigger. [0161]First, in step S91, a session identification code is
cal cul ated. The session identification code is information for identifying
whi ch session the TOP packet belongs to. The specific nmethod of obtaining
the session identification code 25is descfftbed later. [0162]In step 392,
whet her or not the session identification code obtained in step 391 is

registered !Wﬁﬁhﬁysessiﬁ”kﬁéﬂgé%sE%ﬂ s qdekeraicRedonl EobBECBESShON in ste
identification code has already been registered in the session table 1§3(

if
yes in step FU Bep)nosihren tiew isdsdiash iRashoeese sib} dctde 16 vhe bartdvé dt h
nmeasur enent / andw J, U a3 ~t nay j-ust | ar.at us. 1
new regi strati on\%ng%%&?%rne%h%o? Sgr%dbtfﬁgl%sg}gp%%%%?ezgé tlggs%oe%'%lqﬂn
step 5100, thHe paekeesesohotaateed tic treeureeel, vEng baadwt ctds sreasiddads

et i 1at] 7 CORE GRCa nod 7 hOB( B° SO HHLCROT Buh TUS te Y Pt
session tabl gpkZeyeh tRetbesdeberrimps i1on sid gstepr3924(i f RO hArStLP 592) |
the registration to the session table 13 is required, and the process
proceeds empty space {yes in step 593), the process proceeds to step 899,
and a session registering process is performed. Specifically,
the session identification code, the target bandwidth according
10 to the session and other necessary information are registered
in the session table 13, and the process proceeds to step $100.
The process in step $S100 is as described above.
0164} When a session is registered to the session table 13
in the session registering process in step 599, the setting of
15 the initial value of the target bandwidth is performed. The
configuration may be made so that, as the initial value, a
predetermined initial value is selected from a plurality of
values that are defined in advance, based on conditions such
as the range of the IP address and the TCP port number and the
20 like.
[0165] If there is no empty space in the session table 13
{1f no in step 393), the process proceeds from step 593 to step
584, where whether or not the existing sessions, that is, the
sessions registered in the session table 13 are valid is
25 determined. If any invalid session is included (noin step 594),
the process proceeds from step 594 to step 598, where the session
termination process is performed, and the process proceeds to
step S99, Specifically, a termination notification is
transmitted to the terminal being the transmission destination
30 of the packet and the invalid session is eliminated from the
session table 13, and the process proceeds to step $99. The
processes in and after S89 are as described above.
[C166] If all the sessions registered in the session table
13 are valid (if yes in step S9%4), the process proceeds from

35 step 594 to step 595. Then, in step $95, whether or not the



5 to step 593. In step 593, whether or not there is any enpty space in the
session table 13 is determned. If there is any enpty space (yes in step
S93), the process proceeds to step 599, and a session registering process
is performed. Specifically, the session id&ntification code, the target
bandw dth according 10 to the session and other necessary information are

registered i pddheSessikanstabl &n 131eands L he: f5,0¢ess Q%%%Qéiﬁ@dsir?%tfeipoo-

The process in step S100 is as descri bed above. [0164 en a session
regi stered t@thdssédsioN padpket 13r ian R pessednisegestrringdpr obessam

step S99, thesetting initial, value of the target bandwi dth is
per f or ned. Théﬁgo%b?gﬁgg%f%ﬁn%€§0%gi%gl5ms§ytﬁ%.?r%%n ﬁé)gﬁﬁtfgaevgﬁaéfla
predet er m ned-HeniftUralhesalewe is sel ected froma plurality of values that are

defined in a %ggﬁﬁ, baquH§§ conditions such as the range of the I P address
and the TCP 3[0 unber® antf (9 S0t i1 1&%. 21 L5 RFhGterd i°® Ao TemstGkepdde in
the session tal @et3rm{hitnonim step $98)i4 PesPIOGRSD BHI¢CedS: S oms1iLep

S93 to step S94, where whether or not the existing sessions, that is, the
sessi ons r egiPtErEEd s RO tHER €83 oh sttall 8913 Hrare Ahpds¢ 351 @5 tdemgmaitied, | f

any invalid $gesi i s;incl in st ....tLhe proces roceeds from
step S94 to stepe%%b, ﬁ%er theléggéion tggﬁﬁgééFg%lgfocégs ?§333r §9ﬁgh,
and t he processigicedéds t dsst epaBo8itcSpeci focathy, w@etmerminaticdmg the
notificagtion,. s transmtted to the term nal being the transm . ssion
destination 3 %PS %gsﬁg@kg?séﬁaa he™i €giﬁﬂp?§§§%0napg AF 1M date d SEedm he
session tabl ekt idndatthenproces sbpaogeeds nt @ tekep s399.chEhe PreGesses nigh

and after 399 are as descri bed above. [0166]1f all the sessions registéred
in the sessi Of°CabPe 43 aPéadarfd (13f9Eet PRt 850884)the heogreseegding

proceeds frome333tep; $34:tQnsken 5% TRk d NoSteR 1395 wWaat her p2orRe5 ;Ee

45 packet whose session identification code was obtained in step
FI N packet ofSafeRSINg&€Ket is determined. In step 595, the determ nation

LZCEE?QV£yanEﬁﬁ%gggkgﬂf%ﬁg %* b%%g%@g%?%eﬁ?ﬁIﬁ%%ﬂ:Qﬁ:éég%gzégﬁp%%%et
(1f no in step S95), the process proceeds from step S95 to step
596, where the packet is relayed as it is without being subjected
to the bandwidth measurement/bandwidth adjustment, and the
process is terminated.
20 [0169] Meanwhile, the session identification code obtained
in step S91 is calculated, for example, using the pair of the
17 address and the TCP port number. The length of the pair of
the IP address and the TCP port is 10 bytes for Ipvd and 34 bytes
for IPv6, and a session identification code of about 4 bytes
25 is generated from them. As illustrated in the explanation of
the flowchart in FIG. 26, the search in the session table 13
is performed using the session code identification code.
[0170] In the embodiment, in order to perform the search in
the session table 13 efficiently, a known hash table is used.
30 In this case, the session identification code is a hash value.
(01713 Specifically, a hash value is obtained from the TP
address and the TCP port number, and the obtained wvalue is
regarded as the session identification code. To generate a
sessionidentificationcodetﬁuﬂ:isappropriateaszahashvalue,

35 for example, by using checksum, CRC (Cyclic Redundancy Check)



the determnation in step 595 (if yes in step S95), the process proceeds to
step 595 to step S97, there the session term nation process is perforned.
Specifically, a termnation notification is transmtted to the term nal
being the 10 transm ssion destination of4§he packet, and using the session
identification code obtained in step S91, the corresponding session is

obt ai ned, i nf-QrERikQRNKADOUL: | BB GRNMRSPORUEND: 1S5S QN chactid yhaalied:d.rom
the session table 13, and the process is term nated. 15[0168]If the packet

is neither afeRiNYB&Edket nor an RST packet (if no in step S95), the process
proceeds fro t S95, 1 : s h - IS At 1S

W t hout beingbgagﬁect2&é%fﬁiﬁ?i%ﬁkhﬁ%?ﬁﬁﬁéagﬁgggéﬁéﬂggﬁﬁ%%%%pfjlﬁ&%%ht
and the processinhsoterninat efl. t120[H69]|deanwhillPeadthessessdorhe TCP port
identification code obtained i tep,591 is, calcul ated, faor exanple, using
the pai r® of THECPE BUGPESS ST ITE" FO o7t  Harber “Fhe et roor - ¢ Y a1
of the IF addfiesssand &h@d:posd e HAh Ryt @sef BEAbPVELaNnE:34 hyti@s of

| Pv6, and a session identification code of about 4 bytes 25is generate

fromthem A®e [Aifdargeddanuaie lekplandt2ehi 6f - t ¢ | bhckliie 53 SPIGEiEs,
the search innthe Sm%%%?k% 130S (per Laed Using sthe QN 3608 £

identification code, e enbodi ment, in order to6 performthe
search in thersessisen tablae nli3-wefficiemdy, ope kaowng hashlt ablze adouwsed.0

30In thjs case, the session identification code is a pash val ue. 0171
Speci 111021 Ty PRRoRASRT 0% T S0t bi Ada g e % oty BESTARE. FAEIHES hor
nunber, and tihetebit-aiined .val ue is regarded as the session identification
code. To generate a session identification code that is appropriate as a

hash val ue, 35fdrlexarfl 825671 REFRPLHRCREGMTIERE FOFAIS B° REHDAMRIGS IHbck)
46 code and theplike cdde:Mal ug, of nkhe, gensrat ed,sedeemmy becdifferedicn

reasonably. [0172] Alternatively, a value obtained by integer addition of
i nformati on efjukéipgi eppérehes| P dddrigss thrdsehel TOP portification code

15 every time when it receives a packet, and determines whether
or not the obtained session identification code is registered
in the session table 13. If the obtainedsession identification
code has not been reglstered in the session table 13, new
registration to the session table 13 is performed, and if it

20 has already been registered, the measurement of the bandwidth
and the bandwidth adjustment are performed using the registered
information. Thus, with the bandwidth adiusting apparatus 1
according to the embodiment, as long as the TCP session being
continued can be recognized, the measuring and adjusting

25 processes of the bandwidth may be performed tracking the
sequence number and the ACK number, and there is no need to
monitor/track the astate transition of the TCP communication.
Therefore, by adopting the session managing method described
above, the load put on the bandwidth adjusting apparatus 1 may

30 be reduced.

[Monitoring of the sessicn/eliminaticon c¢f the session]

The TCP communication is, generally, terminated by an FIN
packet and an RST packet. This is as in step 95~step $97 in
FIG. 26. However, other than this, due to factors such as the

35 abnormal termination of the terminal (the transmitting terminal



5 nunber may be regarded as the session identification code. Even with such
a generation nethod of the code, the code value may be differed adequately
in practice. And in this case, the entire tinme required for the code
generation process is, if processed by a #icroprocessor operating at 1 GHz,
about 10 10nanoseconds for about 10 instructions of nmachine | anguage

i nstructi ons.o; I ccendi ng .t o. i i_.ng
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i denti ficati O CId&SEFESTEt dPed PR TRE €&¥si o Tabite T3 PP e 65t & ed
sessi on i dentiisf Deati entgode hasndale e veeyist ereshhdal g, Sessirantiakl e

13, new registration to the session table 13 is performed, and if it 20
has al réady BdeRavedesterddnatre fegskrerdft toferREthandwdt I SaRd "ete
bandwi dt h adjgt/ment afe-perforned Using the,degist anedddyf ggmidQn, sthus,
with the bandﬁﬁdgﬁ adjustindugiggratus 1 é%%%rding to théﬂinbodingﬁk, as

| ong as the TOPI$€ssion ibdiongaddnmi, noedreanobdingcloyiibzede s s hennasiidialg
and adjustin sses of_ t.he L dE b, may r.fort tracki,ng the
sequence nun%%?zgﬁﬁﬁ%%% ehdﬁﬂér?P§£9 h%?%n?spggd%gggaggggnﬁﬁgéPﬁt%ﬁbk
the state transigeironiefel hei T&P-¢ ofmmmittat isers.sibhereborel 3yt adoptiing nighe

sessi on _managi_ng net hod descrj bed above,, the | oad put ,on.the bandw dth
adi usti Mg appér BEGSS 1 Ry AGHe Ar RGBT S i Nbni POFFRGAGH VERE, DY Searching

sessi on/ el i mepat 5@RsQbnt PELSESSE A the ihBErTER SOMMPMLAIIOMired time,
generally, terminated by an FIN packet and an RST packet. This is as in

step 95-stepi3dprmgtEe igeelipweserd dfhehetrfahs thise st tig MY @rsuch
as the 35abnorngl..terminatiqn . of . r.m.nal r R erm na
47 2A and th%agggg%vpgg%tépﬁiﬁgfl?%?,%?ﬁgkggs %%ﬁ%g%f@%%%l Fﬁgqﬁéfmork and
the like, thdO&dmiuni c&tusonbyayedeytiefingithhautctreimged et hatsededm laft

I . Ev if the i cati i.s left wthout bei t erm.nat ed
nor el Vay, GGl 115 t Ay~ B8 Eer ithat edl°dU8 t 6" Dhe RS-t "ar fhe

termnal. [@kélktAcear dhfighyatasnt Beopr 0E8Ss€Ssidn st 8Pl S9% stiep ha2Bmay
FIG 26, information, corresponding to the session in which any packets
have not arrPPE§Hde &CpreéaérernthedupRETBESREY | ohdet, OFf sthe i gmatcdd theom

the session tahl:€ 13cab1Ehest LAY, perform the bandwidth adjustment for

more sessions.

20 [G176] Meanwhile, at a timing to perform the new registration
of a session or in the case a session in which the packet has
not been arrived is found for more than a predetermined period
as a result of monitoring having heen performed, the bandwidth
adjusting apparatus 1 eliminates information from the session

25 table 13, sends notification to the terminal that the
communication is to be terminated, and performs the
communication termination process. In order to perform the
communication termination process, the monitcoring time of the
TCP sessicon 1s by a timer in advance. If there is a session

30 for which the set time has passed, information abkout the session
ig eliminated from the session table 13, and the termination
notification is sent to the terminal. For example, the
termination notification is performed by transmitting an RST
packet including “RST” what is one of TCP commands. The

35 terminal that received the RST packet performs a forced



10 of registration of a new session. Alternatively, by searching the
session table 13 at the interval of a predetermned tine, information is
elimnated if there is a session in which any packets have not arrived for
t he predetermined period. [0175] Thus, by f&cogni zing that communi cation has
been left 15 without being termnated in a normal way and elim nating

regi stered i nformatiQn.f emdthe gessi-an stable 13, it becones possible to
excl ude the unnecessary usage of the area of the session table 13 and to

perform t he baddwildt h adjaistigser e nbreveessifons. T20] 0196 Meanwidaesaat a

timng to perfar i.stratlo fa.eimgor'n h se
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the TOP sessit&fsigesy faon g bamdadedicad RETERErarparatsedsi oN1tB0a fusb

the ToP : o _ | eSSl ) d
I ch the sel; tlig %?Zax?g%?%%ﬁdlénlog ’T%b!,%o?‘@%‘é%l%alﬁgi néaz! 08 i mecht e’(g)at ﬁe

fromthe session ta the térm'nation no catiron i s sen
term nal . Forlhexafplre, theptefrirmahgoa Horcédcatrromasi@erddroied dBssion

transmjting,an RST packet including " " at is one of TOP.co nds. The
St erm 1l DRt e vBHCPRE R SRS | DEHE 8 (O CBtE anL o R on
of the TOP sgssisamlel 04 £AlAs fdestitiBedeaboveshd bracteR:i8€S56 00 RACOABS e

unrecoverabl e due to a breakdown in commrunication and a problemin a
terminal, théesdRveridhd a HE QR W Er Min&CSs&cf-orms a 5 forced

termnation of the. OB, SessiQndfal hag bgconeunnecoygr abl epacconding to
the termnation notification received fromthe bandw dth adj usting
appar at us 1. nwetilf igakglns ény @erderawddxanpl e, it 100, 000 sessions need to

be man d. Ther.efore, .hy rform.nng,a forced rm.natjon of the session
10 that has becorﬁrejrlee unlrsé“clsc/)l\pgl&a §'e “fr krheab?gngqﬁg{éﬁ %j%sej%:%rﬁ%sp possi BIEYY
si gni ficantl yheeduteiphe priagessivig: baadwpdl hoid 1 et S @i alatch sat [ ayige;
amount of access. Sessj on mapagenent in a case in which the service

notification“§ PEFFoF C PRt Hr 3 M BT BF 16h8S bR HR 9 &diUsita g

Process amN@ere, the method to use the service notification information
when managing the session 1s explained.

20 [0178] FIG. 27 is a flowchart illustrating the session
managing process using the service notification information.
Here, a case in which the service notificaticn flag illustrated
in FIG. 24 and FIG. 25 is used as the service notification
information is presented.

25 [0179] In the series of processes illustrated in FIG. 27,
since the processes in step S8l-step S100 are similar to step
591-step 5100 in FIG. 26 respectively, explanation for them is
omitted here, and the processes thalt are different from those
in FIG. 26 are explained.

30 (018073 In step 290, the TCP header c©f the packet received
from the packet discriminating unit 21 is referred to, and if
a value indicating that the bandwidth adjustment has not been
performed yet is stored in the service notification flag, the
process proceeads to step 391. And the session managing process

35 in and after step 591 described above is performed. If a value



the nultiple units of the bandw dth adjusting apparatus 1 using the service
notification information is as explained earlier. Here, the nethod to use
the service notification information when managi ng the session is

expl ai ned. 20[0178]FIG 27 is a flowhart49|lustrating the session nanagi ng
process using the service notification information. Here, a case in which

the service nokitleation thagid bistiaked 1o, ke:nsdpandolCnad hs U

the service notification information is pres In the series of
processes il kestrpeeforme®|iG s2presi mé:ftmeepmc:eszsemfncstepn%nac_s,t @&peS100

are simlar p.S91- 500| resp tivel anation for
themis oni t%)% egr el% c#a[ 6 déraosce%}é%e %% ?f e?S%POFr %}%nlaﬁgglgrﬁ n
FIG 26 are explaitneth 30018834 n0st e@rS90nd henIEP headeheof ptdhes packet

received fromthe packet discrimnating unit 21 is referred to, and if a
val ue i ridi cattleﬁ@lf“ﬁ&ec*t Heé “BaR@wPath 154 GSt RERCCREs PROE Ch&&R - per f or med yet

is stored inpheiservi cgnret idficatbbenet! ag E8§w9£85§5%opr@l§§e%cte%v§’h P
S91. And the session managing process 35in and after step S91 describe

above is perb@ﬂﬁ@ddthfmaaﬁamw@q ngltnéﬁcapdnghﬁh@ﬁopﬁéSbé@dWﬁdpﬁré@Fmgﬁung
process has alt %%@Xngeﬁﬂepﬁéﬁgégﬁgnks Qﬁgqﬁkgﬁﬁﬂ? SErV.68 Notd fication

flag, the pack t 1S regarde excep ed fromthe session management tgrget
in the SeSSI SﬁO@anagengaﬂmetJ.Qcmcahz‘anqpr‘ﬁdwfssthes etretidtat ed wisttmena has
particul ar pr ces perforne I{ﬂﬁlc? %V\hen thﬁ packet.is forwarded to é

recei vifg baﬁl \ﬁe& kr’r%%%t?ré? 3 @hdt B CpP BELESE 18 We- et F i

regardi ng th@n”&ﬁéﬁe@QBU Oﬁnﬁhehéeﬁib@@sbs1@0ﬁﬁkﬁhﬁdtbﬂ .step S100, the

val ue indicatin at the bandw dth adjustnent has 10al ready been perforned

is set in thé? &g?0|ce &ﬁqf|%%tF@naﬂﬁﬁywqﬁ%mbpt@mmﬁr%#kp@héhgr@@é§QCﬁs

termnated. notification flag process. FIG. 28 is a detailed flow of a

service notification flag check process in step S%0 in the
15 session managing process in FIG. 27.
[C183] First, in step 85111, whether or not the service
notificaticn in the TCP header is on, that is, whether or not
the value indicating that the bandwidth adjusting process has
already been performed is stored in the service notification
20 flag is determined. If the service notification flag is coff,
that is, 1f the value indicating that the bandwidth adjusting
process has not been performed yet is stored in the service
netification flag (if no in step S111), the process proceeds
to the session managing process in and after step S91 in FIG.
25 27.
[0184] Meanwhile, if the service notification flag is on (if
yves in step 8111), the process proceads to step 5112, and whether
or not there is any emplty space in the session table 13 is further
determined. If there is any empiy space in the session table
30 13 (if yes in step 5112), the process proceeds to the session
managing process in and after step S91 in FIG. 27.
[0185] If there is no empty space in the sessicon table 13
{1f no in step 35112), the process proceeds to step 5113, where
the packet is relayed without being subjected to the bandwidth

oy
ot

measurement /bandwidth adjustment, and the process is



[0182]FIG 28 is a flowhart illustrating the service notification flag
process. FIG 28 is a detailed flow of a service notification flag check
process in step 590 in the 15session managi ng process in FIG 27.

[0183] First, in step 5111, whether or not5®he service notification in the
TOP header is on, that is, whether or not the value indicating that the
bandw dt h adeQEh%gt%Bchss has al ready been performed is stored in the
service notification 20 flag is deternmined. If the service notification
flag is off, [tOH&C]i s, Ndanviel \eal Uélae ol atd g o ekt e rizandwi tdtdr adj ustti ng

process has not been erforned s St red in.the Vi notific

flag (if no |%E§Fe688 ; 6?65%53 p?ﬁbég slPo F%Eise§§|ﬁ%fﬂh gﬁﬁg
process in andg qﬁéﬁfoﬂh@@ BéﬂzaulﬁeFl Gvaxb27f [D184tMeanwhid ealiéatihe wmenvice
notification flag is yes |nsteR Slllg the process proceeds to step
S112, ard méﬁlﬂ?érec&‘fdn?i? FH@r@anwé% ePPiy Eb%%epﬁc?%% S8 ot el 6113

is further d%tt%pmsff!@,(i% | Eft Bﬁé%e' $safyy CORL Yy %?é:@e i e sesslon tabhe

3013 (if yes in'step t he process proceeds to the session nanagi ng
process in aﬁr@:aflt’ferl%té@tsgmlnﬁdFltGatZIhG{ m@B}wxdtmea@Justm@némﬁy $pace

P e BASALE % DG SR I LS 06008 BESCERC | B e
35neasurenenbﬁb&mdwm@@hS@d|u&tﬁﬁmt,2§nd the process is
10 (0187] In addition, while whether or not there is enough
empty space te newly register infermation corresponding to one
session to the session table 13 is determined in step 5112, this
isnot a limitation. For example, the configuration may be made
so that a predetermined ratic or a threshold may be set, and
15 whether or not the empty space in the session table 13 is less
than the predetermined ratio or the threshold iz determined.
[0188] Thus, referring to the service notification flag,
when the packet 1s determined as the process target in advance,
the session managing process in and after step 591 is performed.
20 In other words, for the packet that is not the process target
for the bandwidth adjusting process 1, it is determined that
the session managing process in and after 591 is not necessary,
and the process is not performed. Accordingly, an effect to
reduce the load put on the bandwidih adjusting process 1 is
25 obtained.

[Activity insertion/activity elimination]

As described earlier in explaining FIG. 26 and the like,
the bandwidth adjusting apparatus 1 registers information in
the session table 13 and starts the measurement of the

30 pbandwidth/bandwidth adjustment, with the reception of a TCP
packet as a trigger. That is, the bandwidth adjusting apparatus
1 does not need to monitor the state transition of the TCP
communicaticon from “SYN” to “FIN/RST” for the bandwidth
adjustment.

35 [0189] For this reason, even when the relay apparatus 3



50 term nated. [0186] Meanwhil e, the process to determ ne whether or not
there is any enpty space in the session table 13 in step 5112 is perforned
because, even if a packet has already been 5 subjected to the bandw dth

adj usting process (even if yes in step S1d1), if there is any enpty space
in the session table 13, it is determ ned that the bandw dth adjustnent may

be perforned, f | i Ln-and: k. Step
S0 n FI G 37 o OB T o w T o et her o hor “Chore 12 Sabsan

enpty space t¢twewlky ineghsterddhe orfmat cemtednr espohding t ol e sHdslicond o
Lhe Session LeARLs S SMIPOD:ShER: 400y 1L 358,08 ol Lmation

For exanpl e, “the ¢configura y € SO a pre
a threshol d mmyabeisedn, andrldiwitet her a9r 2ot r&hes enpekyispace: ibankhe dth

session table 13 is |ess than tﬁﬁ,gredeter ined ratio or the threshold is
determ rfed. FOPEST I TRUSEPFER PP i St IHES S &rvRR Tfotid PEREFBRVFI 4G, Witfen

the packet iscdet eigi Redaagatne PROCESS 1AFDSIHI Tk adMANGE ot R 38SSHAN 3
managi ng process in and after step S91 is perfornmed. 20 In other words, for
t he packet tHh&t r§lAGENFhecpPBerssatapyet $rCE helFandwidiar ladj usttiongss

process 1, ilelsg detarmaed that  khe, s§Ssi0n, aanagi g B'&%%%%’Sx déf‘f?@éj (gt er
S91 is not necessary, and the process i§ nof per of ied. ACCO ihgly, an
effect to red@fecoheundadtpetn.on the bandwi dth adjusting process 1 is

250bt ai ped. | ivity insertion/activity elimpation . descri bed
earlierﬂ%n e%@ﬁgpﬁing EF@F’Zégﬁh&qﬁﬁﬁﬁ'@&Qtt%g %éﬁd&ﬁagﬁlggfu§¥wﬁﬁtlng
apparatus 1 eeghstens Lnfefsatiordihiieasass epstahl euidnand sdadites tike
measur enent of the 30 bandw dt h/ bandwi dt h adj ustnent, with the reception of

a TOP packet "&4S&TEFi gy " That Vi sy iR Tdmawi -deRdddjust iRg nappanaushe
tocse"eh TestpbRuTeRkl ek LhEssb el AT ol e5chl b IR R ol tny rom
even when théuﬁéhgyaa§§§ﬁapusi3 referred to as “activity elimination”.

15 [01911 Since the activity insertion and the activity
elimination can be performed for the bandwidth adijusting
apparatus 1 according to the present embodiment, there is an
effect alsc from the operation of the communication system.

[Session table]

20 Ag described for the TCP session managing method above, upeon
performing the bandwidth adjustment for a received packet, the
bandwidth adijusting apparatus 1 registers information
regarding the sessicon to the session table 13. Here, with
reference to FIG. 29 and FIG. 30, the data structure of the

25 session table 13 and the like is explained.

[01982] FIG. 29 is a diagram illustrating a structure example
cf the session table 13. The session table 13 illustrated in
FIG. 29 is a hash table {(one-dimensional array) storing session
information of the both directions of the direction from the

30 transmitting terminal ZA to the receiving terminal 4R and its
opposite direction, which stores session table data in
associlation with an index.

(10183] In the embodiment, the identification of session
information is enabled by setting the value of the remainder

35 of dividing the hash key code by the size of the table as the



havi ng the bandw dth adjusting apparatus 1 is inserted into the network in
the mddle of a certain session, it is possible to performthe bandw dth
adj ustment fromthe received TOP packet. In addition, even if the relay
apparatus 3 having the bandwi dth 5 adjusPfng apparatus 1 is renoved or the
relay apparatus 3 shuts down due to a fault and the like while the rel ay

apparat us 3 ii$,de8l 8¥l Pfe GBRIMEAL ONg,8hNg end i D sbtagn@ﬁﬁC@%@ index
descri bed above is perforned, it does not negatively affect the TOP
conmmuni cat i oSEE0ROIDODHEEE g s -nsT AR | s £ hée bt it atii egldf nsmi e
apparatus 1 ing. oprun| i I ssiqn.is.referred to
as "activi tyé?ihlgfegr)?i%g%", a!r%{g%tg %é%f%ﬁéﬁﬁﬁé%ggﬁ lg%gﬁa%%\%eaf: %lggﬁuas O|"Tneg’
apparatus 1 flridfi4lhe cBm@unidbaticon systermdurlilngtaasassi an danffieferdeibit o

as "actiyity elimnation". 15 [0191 i nce the tivity insertion and the
Boti i tyP el | AR N Eancbe erar etk o SERE - barldh dEH SUTTSEPHY CagpHiat us
1 according taddg Peesenthamodhaentsr thergass ran1ef { e¢trAlised Femdhe,
operation of the communication system [Session table] 20As described for

the TOE ses$i%Wifihagiff nethbdCaboveanagd pénfformard othePhanddi de h D2
adj ust ment f%nd@.c%%‘i‘?fg“é‘ﬁe%&a?éi%ﬁ he Qégg%gtimiﬁ&lﬂr!?ﬁj!w i%prg‘% aé[}ltgos]j%e
e e "13." Het e,

registers infornmation regarding the session to t session ta
wi th reference meotEloB, 2etand3Fk€&gad3dingheéhdal 8 stduesaranoftider@5gessi on
table 13 and the |ike._is,_gexplained. s[0.192] FIG 29 is .a diagramillustrating

a structure exAmSi'e 6f tHESsdddBH tabI @ 18°0FHE s8EEi or'¢ abii@ Bission

illustrated ideshliGatd®n sfachashdkabl et (Qpeidhareasional atd ay)-29t, 08 iyig +
session information of the both directions of the direction fromthe 30

transni tting &NPRaIMTIO T REYHEHNI ALt AT U BAGPE S tHppasa .
di rection, whigh Shones:sessiAn habl g data i:é(;?e%?é%d; QOB W LR -am jdex.

[0193]In the enbodi nent, the identification sessi on I nf or mat’i ‘'on
i s enabl ed bylaget DilAgreterdanuetlod At merem ndéne3bof fdirviidiagbl heohadte key
code by, he %ia%‘?{e%f. the table as the

[0185] The managing information D1 is information that the
session managing unit 22 of the bandwidth adjusting apparatus
1 uses for managing the session table 13.
[{0196] The data B2 indicating the location of session
20 information in the opposite direction stores the location on
the session table 13 of the session infermation that is paired
with the session information illustrated in FIG. 30, that is,
the “index” in FIG. 29. FEach part of the bandwidth adiusting
apparatus 1 such as the session managing unit 22 accesses the
25 session information ¢of the opposite direction using the data
DZ. The data DZ is invalid when the traffic of the opposite
direction is not relaved.
[0187] The data D3 regarding the IP address and the TCP port
number of the transmission source and the transmission
30 destination of the packet includes the hash key code {(session
identification code), the transmitting IP address, the
receiving IP address, the transmitting port number and the
receiving port number.
[0198] Meanwhile, in the data D3, the IP address and the TCP

35 port number of the transmission source and the transmission



52 index of the hash table. Such a nethod of obtaining the index uses a
known techni que. The hash key code is obtained fromthe pair of the IP

address and the TOP port nunber as described above. [0194] FIG 30 is a
diagramillustrating a configuration 5 ekanple of a session table data.
The session table data associated with the index of the hash table is

provi ded for a%%%qn%%a%inen?na% Lpel osdifme{}ﬁgi gl nformation L.c.data D2
|nd|cat|ngthe | ocation’o session I n OHTB.IO'I’] I N eopp05|te |rect|on,
dat a D3 regardidegbthegl Phaddres &egndotihel T@manted 1@ ingnbee it hef the

transm ssi on _sour,ce and tcgg trfé?m s%i on destinati og‘of t he packet, tine
data D4 (04- I aRrd9Bis2)20% i Tok Pré toB mReasurét bahaw th TP dats 988 A10&r get
bandwi dt h datcaeDéatrebay: hanew i tdhat ac08+ 1dat ar 09 ¢ £gad didvd Ihe: isgayence
nunber, data D10 regarding the ACK nunber, the buffer data D | of the
15packet® [ 019%] THeC Fhha G A GtHosh mat i ih aDEOI R0 orTei Sh ¢ hkd L€ hesda@ssi on
managi ng unit t i Jrust o) agi-ng
'he Session T4el o018, "T0105] The dara 02 Iaar catrh Phs Fosairan S eadd on
20 i nf or mat | exdirgstshendiposTCe wirtectinprrst ofegetvhe, lkgcatbonngn:lideadessi on

table 13 of t ion_i.nformati t hat i aire Lt h,the session,
oyt on PEEGaTRE R adYRrE ARl Neta kT B LT e hiae: BRSSO regt
part of the Hamdwedthaadjnystihrghappakatiesmbysieh rasut-ke.sessi on managi ng

unit 22 acces;ei% the 25 session information of the opposite direction

usi ng the datld'B2) Thetate R 43Fa Mralind WG 17¢ Lo i€ NEReTa5poS t e
direction isRetrbehayede A/ dhe Lata 93 1e9andhngst g IR addness ;apd
the TOP port nunber of the transm ssion source and the transmssion 30
desti nation &fimehetpacketayncluelast tthe Kash kagkebdeng¢sédssimmnlay time of

identificati C ) ] ns tt.i I d , . the Lvi.ng I P
address, t he(%gﬁaﬁgﬁﬁatcil}%g“ tE}E)lrat nu lek%g'an(jgj‘)o heggé} cjéela’vignaéggf%yntul eerv.alue
[ 0198] Meanwhiikeys¢ad sthe data tG3e thtud Rraddiesseand drive cFORB5p06ta numeer

of the trans Zsi o}g s%urce nd the transm ssion 53 destination, and in the
'He"Ses3t

enbodi mént , ug A EENTY FHCHETBh - EBAE BEiHY e Hhsh ke cpsdetien
obt ai ned usi Bgstbe paik =ef 71 hey] P rddegsspand 4 BesTORnpastt el on At hi s

reason, regardi n% the data D2 indicating the |ocation of sessi_on .
informati on if ¢oPtained from the difference between the current time and
the sessicn start time, and the elimination process of the
session and the like is performed using the cbtained session
20 continuation time.
[6200] The unit time D5 is a numerical value representing
the length of the unit time of the internal time in the network
device (the relay apparatus 3 in the example above) having the
bandwidth adjusting apparatus 1 and the terminal and the like.
25 Since the unit time may differ in every session, it is set for
each session in the embodiment.
(02017 The measured bandwidth data D6 stores the bandwidih
measured in the receiving bandwidth measuring unit 23, and
respectively stores the measured data amount, the maximum
30 measured data amount, the minimum measured data amount, the ACK
amount, the maximum ACK amount and the minimum ACK amount per
unit time. The measured data amount and the ACK amount per unit
time is the traffic amount measured by the receiving bandwidth
measuring unit 23 within the period of the unit time D5, and

35 as their respective maximum value and minimum value, the past



5 the opposite direction, it is also possible to calculate, using the data
D3, while swtching*transmtting/receiving of the IP address and the TOP
port nunber. However, by storing the value obtained in advance in the area
of the data D2, the tinme required for genétating the hash code may be
reduced. 10[0199] The tine data D4 includes various time information

regardi ng the, handw dth adj.ys{ %gltl'r%ﬁrp Bs the sessiQpptart tinme, the
the re

relay time of the data packet an ay time of the ACK packet and the
li ke. For exdd®,] a genénalthé msavgkte pandwedtsuckntas B7ti men Matueet ion
units of m croseconds. .and tine 5 value fo imng . by nmninmum_tinmer

i nterruption JEoefprtehséer%plenr t?%% égg?émasxnuoc netasO%i M“f? C%otraye%)(%?r%%, agdsets}%? on
conti nuat i on itidrenich tobf ai e d ckrigae k&e tdi HE erenogdenweed e euneenthdd me
and the session start tine the elimnation process of the session and

, d t S
the 11K i pert oPRedESrRgPEReY bBE A Mok Coeed on PSOTERtEnaAL FORR L) HER Of

[ 0200] The unithd ic-J& ik R iGAla Val Yaderesentdng fhe 4 ength, of ¢ he
unit time of the internal time in the network device (the relay apparatus 3
in the exanplsgoatssyeyhdravithg t9vs Pardwndnhgadpustiing appaeatys degirek ¢he

termnal and. |.ke. |nc ' ' Lffer_in_.every session,
it is set forltngg)éjﬁdals%soéll ég) ?hgtﬁeeégﬁ%%gilén%in% qej[’g%%jﬁdﬂfﬁ% ?raezialéﬁr%% dndw dt h
dat a D6 st or esdchel ibandne dtth emeasasedenant hecesadei whgtbandwindidn imeasish ng

unit 23, and respectively stores the asured data anmount, the maxi num 30
measur etf dat Qaﬁ‘ﬁ;@’dﬂt, Phe™ I PPRISIEaS uF 86 43R %ﬁﬁfﬁf“?ritehe ATHgurted t he

maxi mum ACK amuih e a6 st nif hi Ml ACK: 1dTBHRUWREE hyNie tirABs fERgpTRasU £d
data amount and the ACK anount per unit time is the traffic anmount neasured

by the recei WS§rBaRéw d0A tnEasar LAgthai acoanwidhiantee Hee i Gk ofanthertuni t
time D5, and-35 I i i 1.1 I .
bast 54 M E e an T Vel B LEbLE A LB tlfRe
bandw dt h datia D3t tihd ommeterem tr eprigse ACKnga t ket tlotrad t tamount hefiddweendatia

packet gnd the .o acx.

[C203] The relay bandwidth data DB stores the bandwidth of
the packet relavyed by the bandwidth adjustment by the bandwidth
adjusting unit 24, and includes the relay data amount, the
maximum relay data amount, the minimum relay data amount, the

20 relay ACK amount, the maximum relay ACK amount and the minimum
relay ACK amount per unit time. The data amount and the ACK
amount consist of the accumulation of the data mount and the
increment of the ACK, respectively, in a similar manner to the
measured bandwidth and the target bandwidth. Meanwhile, if the

25 ACK does not increase, the relay ACK amount is “0”. Inaddition,
if the ACK amount decreases due to the switch in the order of
tne ACK packet, the ACK amount is measured while ignoring the
corresponding ACK packet.
[G6204] The data D9 regarding the sequence number stores the

30 sequence number of the data packet buffered in the buffer unit
14, and in the example 1llustrated in FIG. 30, stores the largest
sequence number and the smallest sequence number among the
sequence numbers of the buffered data packets. With the data
D9, the analysis of the packets buffers in the buffer unit 14

35 becomes unnecessary, and the process in the bandwidth adjusting



i ncrenent of the ACK packet to be relayed in the unit tine, that 5 is, the
target bandwidth is stored. As value of each item of the target bandw dth
data, a predetermned initial value is stored when the sessi on nanagi ng
unit 22 newy registers information to thébsession table 13, and the val ue
i s changed according to the nmeasurenent result of the communication 10

bandw dt h of aﬁ%% ARSIt § érwg% QN for exanple. As explained for the

measuri ng met the ban the transferabl e data anmount per unit
time is the adcimil atiome @fattmmﬂaragam)ung tHen ACGNhinabert otohes, tHh@ACK

backet | ongt TS RE EhEr rinPe thbT PhECARR 1B 0% T e 3{;1%%?40@“
data D8 stores the baaﬁmétmpﬁstf@t@@clketmel ayedsbyrébethandw gt ack

adj ustment by the bandw dth adj usting unit and includes the relay data
amount, % he FERRIMATENEy tdst é‘%ﬁﬁﬁ%extshé’fmtﬁlenﬁ’hﬁfﬁfélrﬁ@ &&ta ParBent, t he

20 relay ACK @mount, the naxmmJaal ay, ACK amunt: and | t%ep@aﬂe@@r%roe'o% ACK

anount per unit tinme. The data anobunt and the ACK anpunt consi st
accunul ati on 26K e kddt dnmedwet caediet-he i ncrement of the ACK, respectively,

inasim’lar rt ban dt the_tar etbnd dt h.
Meanwhi | e, rg)‘%r@)nﬁ %g%&élé%%%o e%i ﬁgrg%\%e ibt'he relay® ﬁ% Cyglta "G
In additi on 1|2f8 bp%é%:ammturdeﬁteﬁtseindmnee tchl Adver iswi Beh Bﬁ6tklsgeteﬁ§ derr of
t he ACK ackg Q{pe ACK amount_i s rreasured whil e ignoring Lino

cor r espohdi n HHSCN T 02047 THRL At SRPD FEFRFd ng t%em%aﬁgﬁ@e AdSer
stores the %@s%@%%%nﬁgynbl@%giﬁtéﬁ@.dah% paekel rpaf f ereediddn & 1%%1‘ fer

unit 14, and in the exanple illustrated in FIG 30, stores the 1argest
sequence nunf&e aRESEAR %&M@é&mgéq@@ﬁt@mﬁjbﬁaéﬁéﬁg Wh*éhs?e“qu@@@@yﬁ@@bers

of the buff erf%q g %}aOQ@ é%?gsslorg%tar}xdt 9?6% t%eé I}% 1Sc:=nOfsets@eio‘?lack(at S

buffers in the becones u essary, FOCéSsS in the
bandw dt h adj ust Stgctﬂpparﬁtnlse It drsyate duoetly 1 GH0205] The dat a 010 regar di ng

but for Uit 14, "R RROERG RS PPPGStY SR T BrGT S0 et o ee e

largest ACK 3pughercam@Agthhes ACK: SHMber se of 3 the bufifered ACK packet 0,
The configuration may be made so that the initial value of the
target bandwidth is, for example, selected from values defined
in advance, according to the range of the values of the IP address

20 and the port number. By determining the target bandwidth by
the IP address and the port number, it becomes possible to set
the target bandwidth based on each communication. Such a
process is performed by the session managing unit 22 for
example.

25 [0208] Once the bandwidth adjusting apparatus 1 recognizes
the reception of the TCP packet and starts the bandwidth
adjusting process, it is also possible Lo dynamically change
the target bandwidth after that. The timing for the change
include, for example, when the session table 13 is referred to

30 in a certain packet process, when the regular interrupt process
illustrated in FIG. 12 is performed, when the administrator of
the bandwidth adjusting apparatus 1 intentionally changes, and
the like. In either case, the data amount that may be forwarded
per unit time and the ACK amount that may be forwarded per unit

35 time in the data D7 are set as needed, referring to the session



[ 0206] The buffer data DI stores the data packet and one ACK packet in the
queue. [0207]As illustrated in FIG 30, the session table data is 128 bytes
per comunication in one direction and 256 bytes for 10 two directions.

Assuming that nenory is 1 megabyte, 4096 &e&ssions may be registered. At the
current technology level, the session table 13 nay be realized easily, with

25 megabyt es .f 1 0 Ssins, a or 1 L1 1. ONS.
[Setting of (Fe fardst bandn diny 151AS Taroer bandwi di i deed T iRe 1%

bandwi dt h adjpestiiongegr bgess irecstioried bandhadsbyston it bbl eni3d 38 and the
illustrated i,n Iél é%orS%. Th econfiguration may be made so that the initial
val ue of the ]Tlgrg baR&dt is, for exanpl e, selected from val ues defined

in advance, gocordi ng decthe; rarge aebetthpanal/ueshofythei ¢£1 addsessi e 20 and
the port_ nunber. By determ ning the t ar%geot bandw dth by the | P address and

the port® nuniéed usitt théc e oS Bisd o TS tFE SORATEE BEdif ta R IEEEd fon

each communi GaldQ%: ngUGh R HRN QCe$% 1 S oRRIkAIIRA By, the session managi ng
unit 22 for exanple. "25[0208] Once the bandw dt h adj usting apparatus 1

recogni zes tHé&2lécept i oAsofdasir IThER! pakkee, andcsrrarny tie baadkeadidvidch
adj usting prageste bl Lapal s0,posatbleta dynamopl Ly ebangs. dhe Lar dsf

bandwi dt h af t'er that imn hange i u exanpl e, en
t he session ftabldeiB3h sadpferiregd &opadftun a4 centidiarpacket ppraeessyoimhen

t he requl ar interrﬁg&bgrocess il trated in FIG,_ 12 is performed, when the

adni ni st4 at o 'GPV ﬁ’&\ﬂidéfﬁﬁtgg%‘]%%‘f?ﬁbn%ﬁﬁmslli 5 orral"RF civatiges,

and the |ikepekhyeint heE GaSR: bhgadabanaimiinta 4 had «eybheaf osvanded, Ralq
unit tinme and the ACK anmount that maybe forwarded per unit 35tinme 1n the

data D7 are $€t a§eneetednifefeépri Apdt Bhe Heeawssedmchert dbinelad (Arg
bandi di h eRSer TR U T 23 And (R [T ReoT o LAty b, 1 0506) Gt 1 g The
t arget bandwiodt hhety namipealilsprenabbhes tbebadjagstr etthéapamvdwitdt kexusieny more
reasonaBJe t%%%%%tb%%%%hghgh, the transmissicn timing of the packets is
contrelled tec “throttle” the bandwidth so that the packets are

transmitted at a certain interval, that 1s, the target bandwidih,

On the other hand, when the measured bandwidth is below the

target bandwidth, the bandwidth is “enhanced” by retransmitting

20 the packet buffered in advance to the transmitting terminal 2A

and the recelving terminal 4B by proxy. By the throttling of

the bandwidth, the communication performance is throttled

within a predetermined range, which leads to the effective

throttling of the occurrence of burst traffic and the like, and

25 - wvariation in the communication performance among terminals is
throttled. Accordingly, it beccmes possible to improve the
communication performance that is originally about 1Mbps to

about several Mbps. In addition, by the enhancing of the

bandwidth, the packet transmission by the terminal is enhanced,

30 which effectively throttles the increase in packet
retransmission and in traffic due to the packet rettransmission.

Thus, by performing the throttling or the enhancing of the

bandwidth so as to make the actual bandwidth approach to the

target bandwidth, it becomes possible, regarding the

35 communication that goes through the bandwidth adjusting



according to the actual comrunication. [0210] As descri bed above, according
to the bandw dth adjusting apparatus 1 according to the present enbodi nent,
t he bandwi dth adjusting apparatus 1 nonitors the packet going 10 through
t he bandwi dth adjusting apparatus 1, nmake87a conpari son between the target
bandw dth i ndicating the bandw dth required for the comunication and the

nmeasur ed act i dt hy .a rf t Eg i quq i.ng of the
bandw dt h ba;é?é)a%% t\@eqéoﬁgag?ggﬁ.t%got e }er%tg%%{eé%an waﬁ{ﬁeae%xlcée}%ﬂls % he
15 target bamdwidditerrtimed rangm ssdé o trihmiotd lef thherpackessi ssicontf alHeed

to "throttle" the bandw dth so that th ackets_are transmtted at a
Cortain i nt oRIRE L AT erS I VERG ¢ APGER BARWE T TECEh 1HHo S it i
t he neasur ed thandwireiuh iicsithelnQqw t he target bandw dth, the bandwidth is
"enhanced"” by retransm tti ngt]} 20 the packet buffered in advance to the

transmitti ng [erlhilnal WA Ehd-lthe' & &&iWATY 1R1GH ml UB gntsrees By the
throttling ofy jhe bandwidtho khs. 50 RO RENOLHRNGE- S LPLAk 8d
wi thin a predeterm ned range, which leads to the effective throttling of

t he occurrendelélbudistyt.r abPhilerahbiishackivkek, attie 2envaridati enljius tiieet
comruni cati o rf.Qrnman t 1N is.throttled. Accordingly, .it
becones possi%ﬁa%é%rtl%ei@arrpggggg?ﬁg c%%ﬁ%ggi ofnorpe(rgilgr n%%n(%u?h%?{?%l that
original ly alboutvitMapshé o' aboutniseveral wihpsre 1 naladoli t ¥ osuddy akhehemanci ng
of the handwi dth, the packet transm ssion by the termnal is enhanced, 30
ohi ch eRT act ORI TEEGBLTds. THEN CF SHSEnThY pRiR el TariArsamon i
traffic due g éAen packehanet iARsTA $6b @RcutRUSH tBY: PORAOK MERY: ENua1ity
throttling or the enhancing of the bandw dth so as to nake the actual
bandwi dt h appréddiedoairradt Ahgetcpandm dt h, F¢% Gedunes possioltée segardi ng

t he 35conmun I .t hr i di.h_ad] i {.apparatus
1, tolimt F%gkgggﬁggggzggﬁﬁjper?%gﬂgﬁggﬂgﬁ?g¥kgé18?e3§%%92%%%§0$ghggeand
to throttl e tserretidansmd:ssimgn ofst benpaekély efdnectdtesl yto whi akelhad vany

ef f ect ﬁﬂr sﬁabLIiza%ion of the communi_cati on. 5%%%%%4V%il the I P network,
such as't he MtePRECaRECERE TTREts a4 hERREr & Het®Drroviidegment,
"comuni cat i e weherhis@kihabehhiycingnder thbishmetvorg okhendandwdihn

adj ust nent descri bed above is perforned for the comrunication that provides
the "communi EEEFEAPREE h %I | FRY"  SREEE Gad orep. bedge eany értrirdmalllsy
uhen the netparkospead sham tomanhlyadlbheis by eachderainaly suphalance
occurs in the comuni cation quality provided anong the term nals. For
exanpl e, whill@z2tihe sererapdovidingatherdenyi te ktsecoandetiddht adgusting

hi gh-spged n Ik h er-side terminal is generally caonnected to a
elat oBry "TEERER e aees ek et foth e Sl T e at i onfent
by per f or ni ngltbhepenbhantingoandniherttiotpdding: ofn tdre: kandwididh deser i-ked
above, the cognunicatioq between term nals performng the "connmunication
with reliabi Iy T8 P ApRoven. 7 (R AEEHHO6H, a%&‘c%?dﬁl%% ko e the
b?nd“ﬂdth_adeﬁHW@ﬁth?Qd?@Q@ﬁéﬁH%oé1§ﬁ§%ﬁ%b&ngQeEE§oHEeﬁﬁ@£e?ﬂ?9§iE%%H’
since it is also possible to nonitor the packet in one direction only of

t he comuni c&Pi BROVAAEhe Pabredrarpabasuand 1o agse titorf,ort hehd nbdadwingth

adj ustnent o he. ir i.gn,..there.js need. to .provide a paire
appara?ﬁs. I&agdgFgé%ﬁ%:?kéﬁﬁ%&ﬁ%ﬁfhgﬁtﬁhé pQQh, @ﬁ% RIS J%sxd% cost

' may be reduced. Furthermore, even when multiple units of the

bandwidth adjusting apparatus 1 is provided, since each
apparatus monitors the packet flowing through the apparatus
itself and performs the bandwidth adjustment, no interruption
30 to each other occurs between the apparatuses. Rather, by
performing the bandwidth adjustment in each of the plurality
of the bandwidth adjusting apparatuses 1, the bandwidth
adjustment is performed at a plurality of places on the path,
making it possible to further stabilize the TCP communication.

35 [0213] Furthermore, without making a change to the TCp/IP



25 may be made in any place on the path, the network design cost may be
reduced, Furthernore, even when nmultiple units of the bandw dth adjusting
apparatus 1 is provided, since each apparatus nonitors the packet flow ng
t hrough the apparatus itself and perfornms58he bandw dt h adjustnent, no
interruption 30 to each other occurs between the apparatuses. Rather, by

performng t Handy | t,.l C f . th I i f.the.. .
bandw dt h adj%%stl ng%g{ﬁ}r%jéu%%% rgglg %%rﬁe}n%g%%w@%?%’ géﬁ%u}g%ﬁ%\h%é{}:g ape}rqfaotrlnr%s% at
a plurality gfroggleacesapheat her patihed mekinggenly possidsiiett optuathen dtlabidd ze

the TOP i cation. 35[0213] Furt, it h Ki n h to th
TCPI 1P £8 padkerSt hatT R 6et 6 The Cifing Bht FORL e BANE deh Al bttty
process may he tperfher redaysthg eAkylihe packely opes adiwdcal dowed 41k thep

"comuni cation without reliability” in the IF [ayer and with the relay and
the |ikein SHIUBREd 8t | othGt  @héardpidshe Cdtd oRrosheh gay be
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by the bandw dth adjusting apparatus 1, even in the case in which the
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relay TCP s ol Jbenubngted as,in Lhe;vd0 conventi onale KP LachlAlg add
addition, the ban th adjusting process 1s not dependent on the existling
TCP/ | P pr oceseafsurericorn./ Shine whaldwi it hu sidjarst | agdapper adtidss,1 asdcapgble: of

Ipﬁ][ ];?;r;gtalngnt h%aﬁﬁgg\geglgr‘\‘g%é%?%gépcﬁ%s p%%:kre%f ?.B”cl’qg I‘Itl("?t}’tl\fpg a:eosrgrri%led
above. Regarding the moniteoring and eliminating processes of
the session, an unrecoverable session is terminated with the
terminal sending the termination notification from the
bandwidth adiusting apparatus in the apparatus itself to the

25 TCP lavern.
[0Z215] . Furthermore, in the bandwidth adjusting process by
the bandwidih adjusting apparatus 1, even in the case in which
the bandwidth adijusting apparatus 1 is provided in the relay
apparatus 3, the reiay TCP i1s not terminated as in the

30 conventional TCP technique. In addition, the bandwidth
adjusting process is not dependent on the existing TCP/IP
process function. The bandwidth adjusting apparatus 1 is
capable of performing the bandwidth adjusting process by
referring to the control information of the received TCP/IP

35 packet, and reqguires no complicated process. For this reason,



35packet, and requires no conplicated process. For this reason, 59 even in
the case in which the bandw dth adjusting apparatus 1 is incorporated into
the relay apparatus 3, it becones easy to inplenment a high-speed TOP
splicing in the corresponding relay appar®us 3. Therefore, it has an
effect to inprove the 5 scalability of the processing performance. In

addi tion, by dhe hpprovesent of wherseakabhhhilyaef é@fﬁ@%ﬂﬁgj é%&atus

perfornance it becones possible to performthe bandwi ment whil e
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not a |initaPPEKEtFdF exdnplPeckefie BRAJWE BE ATAY) U3t invgdwisithod ddestmenpad
above may al 3¢ Be;j @ppls §Qsé{‘oﬁ§‘e 3R ﬂ?@ﬁ!ﬁﬁe&a #J@e%é%ec&fthgef@%@ AT

30conmuni cation using the SCIP (Stream Contr ol ansm ssi on ocol and
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the transmitting terminal 2A and the receiving terminal 4B, it
becomes possible to install the bandwidth adjusting apparatus
1 additicnally in the communication system and to eliminate it
from the communication system, without discontinuing the

20 communication. Therefore, it becomes possible to realize the
stabilization of the TCP communication without degrading the
reliability of the netwoerk due to the addition and elimination
of the bandwidth adjusting apparatus 1.

[0217] Meanwhile, while the method to perform the bandwidth

25 adjustment in the case of using the TCP explained as an example
for the communication between the transmitting terminal 2A and
the receiving terminal 4B, this is not a limitation. For
example, the bandwidth adjusting method described above may
also be applied in the same manner to the case of performing

30 communication using the SCTP (Stream Control Transmission

Protocol) and the XTP (Xpress Transport Protocel) for example.



5a receiving apparatus perform comunication via a network, conpri sing:

a neasuring unit configured to neasure the bandwi dth for comrunication of
at | east one direction of two directions fromthe transmtting apparatus to
the receiving apparatus and from 10t he re€@iving apparatus to the

transm tting apparat us; a storing unit configured to store

i nformation rggamg ng bandw dt h adj ustnment including a target bandw dth

i ndi cati ng a bandw dth required for conmunication; an adjusting unit
configured to readout, fromthe storing 15 unit, the target bandw dth of

the direction for whig Qﬁ%ﬁgggg\hdt%})ﬁ%ﬂp&astéroal(}lgaﬁ%dpe%orggn#%?t tling

or enhanci ng of t he ban y adj a transm’ssion interv

packet s basethaomiva dEdmpdr bsmmunﬁcalueobawdmda htmutrtetcttrag e reeasurdrng
uni t anqithe read out tar t dmnd h. 20 ﬁnnunication appar.at us
accordi ny to %clamiT* e petﬂ%nﬁdfﬁgPPﬂbcﬁ P aditts s e o<,
bandw dt h, mkiﬁmyﬂlgia@nglng the packet transmtted/recei ved between the

transmitting apparatus and the receiving apparatus, by 25 performng
packet process to 6|%%%¥Hrt%%1ﬁaﬁk€93f#§P§§doF0F%ﬁﬁ%ﬁﬁtt@ﬁeb%%%%é@thrﬁﬂﬁn/

or transmit %d@dﬁﬁyd§fﬁo%fog%ﬂlﬁ%%%% Bﬁékﬁf§ec@ﬂgmCﬁ@@k&qﬁlﬁgc{{@hs from

transm ssion i nterval of pac ket s. . communi cat 1 on appar at us accor di ng
to claimi1, viher éranm@tthegrmmﬁramgs v:tm thebseradesiray sppemd tpacked fdvat

the recgjvin ppar that recel i st pack frontthe transntttlng
appar at ﬁjs se%orr‘% l%%é:k%l R raafr':iasm t %Oné:haap%a:r a Sﬁ“s‘}ec AE RERAFES The
bandwi dt h f or connunat@tim@tnﬁxﬁcbnamgﬁkéanngsdbmactmﬁ@rmétthﬁ:@égaﬁuing

packet; and 35t he ustln uni t conﬁggls the a transm ssj on |nterval 61

of the secon 6%%@2¢%aﬁ335 FRGP s TEAFBEENPNG bR T ehh AR HYE G (I ISidi Ht h
by ext endi ng 50t $RQ1RM RGNS o aRsM SR iteral of the second packet.

54. The communi cation apparatus according to claim3, wherein
an adjusting unit configured to read out, fromthe storing
15 unit, the target bandwidth of the direction for which the
bandwidth was measured, and performs throttling or enhancing
of the bandwidth by adjusting a transmission interval of packets
based on a comparison of the bandwidth measured at the measuring
unit and the read out target bandwidth.
20
Z. The communication apparatus according toclaiml, wherein
the adjusting unit adjusts the bandwidth, without
changing the packet transmitted/received between the
transmitting apparatus and the receiving apparatus, by
26 . performing packet process to discard the packet, relay or
transmit the packet, relay or transmit a plurality of duplicate

packets, and, contrel of the transmission interval of packets.

3. The communication apparatus according to claim 1, wherein

30 the measuring unit observes a second packet that the
receiving apparatus that received a first packet from the
transmitting apparatus sends back te the transmitting apparatus,
and measures the bandwidth for communication in a transmitting
direction of the second packet; and

35 the adjusting unit controls the a transmission interval



t he measuring unit neasures the bandwidth in the transmtting direction of
t he second packet, based on information included in the second packet
indicating the first packet that the transmtting apparatus should transmt
next; 10and the adjusting unit per8brns throttling or enhancing of

t he bandw dth by controlling the transm ssion interval of the second packet
so that an ing nt, .| he_ | r i i ndi cat.ing..t-he first th

the transm t{&ﬁlgﬁ%p%gkg{lgssghg%ﬁdﬂtﬁﬁgm gﬁtei%}gbtelglg}%sorile@%%%ﬁégt ﬁ%t

t ar get bandwitditeh. b dihied idonpuniegathdhngppar atiuse aociorgi higet @ raéhamms sion
further conprisin packet storing unit configured to store a first packet
20 that the 9P§ﬁ§%ﬁgtpﬁgt§§p§F§Pﬁg PA&KEMits and a second packet that the
recei ving apparatus sends back with respect to the first packet, according
to information included in the first and second packets indicating an order
of the packet:: whefBPFIBIHE Gifj it RRBE AL ES CERPEIESY UPEH arldcdi vhegean
packet via the netwaek, nlhe.t nfor Mkl on deadicall ngnan o1deh: 8f { N6, Pagket
.0:f. the received packet and the Information indicating an order of e
packet of a paecketnistoned darehéipackef stioei rmpamid; mkesd0whérdedie on
information i.ndi.cati.ng_an order .af e packet match each other, .discards
one of e ¢ nerl LR BECRE: LBE LRGPP €HE DAkt PrGEng INFE LoRoi HE Facsived
packet, and stakes thetothertpackelttind heppackeals sron iy tuRinsmitbRext ;
the adjystin %nit duplicates the packet stored in the packet storing unit
when t he' ban dth in a transm ssion direction of the first or the second
packet is below thentaggetsbangwheih JoFrdhes aomm cald oy digGldien, -and
transmts the 5duplicate packef at a transm ssion interval based onthe

t ar get bandwit@ehtardvedsh ohcentrolling the transmission interval of the

second packet so that an increment in the information indicating

the first packet that the transmitting apparatus should

15 transmit next becomes closer to the target bandwidth.
5. The communication apparatus according to ¢laim 1, further
comprising

a packet storing unit configured to store a first packet
20 that the transmitting apparatus transmits and a second packet
that the receiving apparatus sends back with respect to the
first packet, according to information included in the first
and second packets indicating an order of the packet;
wherein
25 the adjusting unit compares, upon receiving a packet via
the network, the information indicating an order of the packet
cof the received packet and the information indicating an order
of the packet of a packet stored in the packet storing unit;
and
30 when the information indicating an order of the packet
match each other, discards one of either the packet stored in
the packet storing unit or the received packet, and stores the

other packet in the packet storing unit.

36 6. The communication apparatus accerding to claim 5, wherein



7. The conmuni cation apparatus according to claim®6, wherein when the
second packet is not recognized for nore than 10 a predeterm ned period,
the adjusting unit obtains fromthe packet storing unit, the first packet
whose nunber indicating an order of the fibEst packet corresponds to the

| ar gest nunber anong nunbers indicating an order of the second packet, and

transmts a duplicate %Slllﬁ‘étti %Hﬁtoéﬁgwégt&ér%epﬁ&éﬁét?&t& 1885
recei ving apparatus. 8. The co ni cat1on apparatus according to claim
wher ei n pacidegn sherfngstinpacketen sthet teechgritzedifi or nora dinars 2on

pr edet er m ned, .peri.ad, the_ .adjustin it obtains fromith 0 cket storing
L the SecHITHacTer eHESE iar TSRt AR AR er et D67 oPhoiSechE.
packet is thedmngesth Twrbehe avbdnthansaibs aiduptieat eapackeinofithene
obt ai ned. second packet to the transmttjng apparatus. 259. The conmmuni cation

appar at us acEOFhG toPeFAPM A avhied i SS1on IntREVad) iRt PRAPUARE Gangdves

the transm t g Landwidt h At hg dgansm tting apparatus by transmtting
duplicate packets continuously nore than a predeterm ned nunber of tines

for the second packets having a same nunber indicating an order of the

30packet. 10..The c ' 1 0 I or di to claim.l, wherein
t he measuri ng;'uni t%gr%&%rﬁ@wé%s %Sgéﬁgﬁ%ﬁgé%&%lﬁg ;Efé)g(\gsluarji%g’dﬁﬁreaﬂh a
first adjusting unwheconhiegaeedntioppektor ik 3hdancwt odii re@SEHE €Mt e adithn

bandw dif h adj ust nent, respectively 3 for. one of the two communi cation
directi ]EPns bét \%@ﬁiettﬁéﬁtlﬁ‘fﬁjsrﬂetrﬁior‘ﬁg é:g”ﬁaraﬁjd?idﬁ‘cg the- T &8y Bpardtas,

and a second xRagi kARG iRt uADE, aseqand tadhuskicNgnyBktn GRHE + GH LA 410
per f orm bandwi dt h neasurenent and bandw dt h adj ustnment, 5respectively, %or

the ot her comfufiréarioh Wi ééesenpagkdt correspynduie Ajet heraeasurime: uni t

and the adjust] [ ri. - ol justent Jn 1 cti.on, of
the two com"n%tr[]dlo%%t ?lo%#bgfr%egﬁd&?salﬂl%%ﬂ%%eg:gcollifzt I's Sréedg)ong&]n%zaed{eeﬁ’offdrhe
comruni cat i o rapparidtsus dopdideng pecekai mESthahebesined first packet to

15 the receiving apparatus.

8. The communication apparatus according to claim 6, wherein

when the first packet is not recognized for more than a
predetermined period, the adjusting unit obtains frem the

20 packet storing unit, the second packet whose number indicating
an order of the second packet is the largest number, and
transmits a duplicate packet of the obtained second packet to

the transmitting apparatus.

25 9. . The communication apparatus according to ¢laim 6, wherein
the adjusting unit improves the transmitting bandwidth

at the transmitting apparatus by transmitting duplicate packets
continucusly more than a predetermined number of times for the
second packets having a same number indicating an order of the

30 packet.

10. The communicaticn apparatus according to claim 1, wherein
the measuring unit and the adjusting unit has a first
measuring unit and a first adjusting unit configured to perform

35 bandwidth measurement and bandwidth adjustment, respectively,



anong the second packets received fromthe receiving apparatus, the

adj usting unit does not send a packet that is to be discarded in the
transmtting apparatus, and discards the packet in the apparatus itself. 15
12. The conmuni cation apparatus according6¢o claim 1, further conprising
a managing unit configured to performregistration of information to the

storing unit aMdhopgcepti pRe Ofyp, PAGKSEL ] EOM 020 &he Lrapgm }Bé{rxpg APRylatus
and the receiving apparatus as a trigger, and starts managenen of a
sessi on bet wdgmmntshg tirigngs mrrd Yt Wppandt tseantk e ingcel vipcR appas at 88 a

wherein the stori i res.onfornmation regardi ng bandw dth 5

adj ust nent f%re%{oﬁler&gé%gssihor%%%aggékéi a ?jn% W?%nf%c%}% i"6h Yden i FVitey TEtk
sessi on bet ween gdref dmansmdiidigh appasat ¢se @ndahbebhaaeh i AY 2PRALHS, -

13. The communi catign agpparatus according to claim12, 30wherein t he
sessi on nagrier?é)e&r?iltv%aé’f%rfé’ I &henPdhRet FORTRECadEET AiTREtiREK e D
representing a stabe LHhanshli O Afe LOMMHY %ti!toandaﬂﬁe'édﬁléf@mﬁdjrnﬂe Gating
ternmination of the Session between the transmtting apparatus anhd the

recei vi ng app&rdodd ikamsstdrledainusheenhf drmethondiepessent iafy the stat e

transition, 64 elinnates t Lnf.or i Jd.dent | fyi .he _session and the
associ ated i r?f or m?tli 5N %@g&ﬁ%&ﬁggﬁaﬁﬁkdg’ﬁ%ﬂj I%S r?er}ft%%f rEomrteﬁgggtlgFlgng
unit, and generates and transmits, to the transmtting apparatus or the

ot 111 Rt i on packet RGITTYIHG Torth GPROACO AoOHHIGay Srha L ey PR
comruni cati on appakabidg @geordidihd GLdi@dil Ldeceived from the receiving
apparatus, the adjusting unit does not send a packet that is
to be discarded in the transmitting apparatus, and discards the
packet in the apparatus itself.
15
12. The communicaticn apparatus according to claiml, further
comprising
a managing unit configured to perform registration of
information to the storing unit with reception of a packet from
20 the transmitting apparatus and the receiving apparatus as a
trigger, and starts management of a session between the
transmitting apparatus and a receiving apparatus;
wherein
the storing unit stores information regarding bandwidth
25 adjustment for the session, associating with information
identifying the session between the transmitting apparatus and

the receiving apparatus,.

13. The communication apparatus according to claim 12,
30 wherein
the session managing unit refers to information included
in the packet representing a state transition of communication,
and if a value indicating termination of the session between
the transmitting apparatus and the receiving apparatus is

35 stored in the information representing the state transition,



wherei n 10when the session managi ng unit has not recogni zed a packet
related to a session that is being managed for nore than a predeterm ned
period, the session nanaging unit elimnates the information identifying
the session and the associated informati ofi4regardi ng bandw dt h adj ust nent
fromthe storing 15 unit, and generates and transmts, to the transmtting
appar atus and itiiye J-8CeI WY APRAALUSon 8; RBLKEEy DOL | %Méngefs%&@nn%aowé
communi cation. 15. The conmuni cation apparatus” according to claim1l

wherein 20 tafsadjaistd mgfumn@tsen§eq@duﬂwb@adkedth@dmm¢emﬁdwmd¢me

adj ust nent has he rfor i.nf or.nat i |nd| t|ng th ndW| dt.h.

adj usting prozce%s?}?aggélgfea IEEF 6:éersf %%r?(?re A dltba’se @ﬁgv&w HEr O Hbt
the infornatixppdrs:tseat cﬁprtaere@eje\z_mn@acﬂ@araiﬁisermmleg \aheiﬂmfszmSmnthe
recei ved, 25packet, i s subject to bandw dth adjuystment.

comuni cat i o SIPERAIRD dtcotef e £ 68 et aPm“?%l whE&PR tpl"i‘é?kfd'] Ut § gy iR t

sets 0 in an {RENLDIdn ofr &ckeRini3Qitfransm ssion Control Protocol) header
of the packet, sets information indicating that a bandw dth adj usting

process has al ready been perforned in an URGENT pointer field, and sets a

val ue incl ud'f;ag a \f%'euec&&nﬁﬁfcgﬂoﬁnfg mation i ?ﬁofﬁfﬁgs%f%%?ﬂ Ofléhe

packet . The comruni cat1 on appar accor | ai’m wher€fh
t he neasuri ngihwnigirconpares t he neasured bandvvl dth and t he target

bandw dth, and if t asured . bandw dth exce the target bandw dth,

i ncr easgg the tar gé’?’eﬁl GER-RECH &Y %né%qlﬁn%ﬂ% T (?ﬁéjﬁ‘gfﬁiet
bandwi dt h setrdintadvance: @8¢kidn tHigateasurednbandwedeh lf%rb@ddl\& tdheard af get
bandwi dt h, reduces the target bandw dth wi thin the all owabl e range, and

stores t he cafged @ iged BaRdGH dtH S ﬁeﬁﬁéogltré@n@-@l@m|utnltlgigm:|:ﬁéteS the
comuni cat i on aPRA-ALLS, aqeRLdiRg he CLAEM 12, YWHRT€ifld the associated

information regarding bandwidth adjustment from the storing
15 unit, and generates and transmits, to the transmitting
apparatus and the receiving apparatus, a packet notifying

termination of communication.

15. The communication apparatus according tc claim 1, wherein
20 the adjusting unit sets, for the packet for which
bandwidth adjustment has been performed, information

indicating that a bandwidth adjusting process has already been
performed, and based on whether or not the information is set
for a received packet, determines whether or not the received

25 packet is subject to bandwidth adjustment.

16. The communication apparatus according to olaim 15,
wherein
the adijusting unit sets 0 in an URGENT bit of a TCP
30 (transmission Control Protocol) header of the packet, sets
information indicating that a bandwidth adjusting process has
already been performed in an URGENT pointer field, and sets a
value incliuding a value of the set information in a checksum
field of the packet.
a5



t he managi ng unit changes the target bandw dth of a session bei ng managed
based on a range of a network address of a packet, a type of a

comuni cation protocol, a duration of 15 comunication, time period, the
measured bandwi dth or a transnitted data @mount, and stores the changed
target bandwi dth in the storing unit. 19. A conmuni cation nethod to control

a bandw dth ef;, ZOC@HH%EMﬁ%Hﬂ@&ﬂM%Hhﬁbéf@@@@hk%b@@lﬁ@ﬁﬂf@H%ﬁm&ﬂdwﬂereln
receivi ng appar at us perfor m conmmuni cati on via a networ k conpri si ng:

measuring the bandihethed onr ConTami atdrar wfs éﬁthe{ sastsuore dareetidon ehdt wo
directions féﬁg‘lﬁi‘&é&{ ansm, L Hiag cﬁ%rfab‘i'é dhed 8&%&%&{39@?‘eogcﬁegeaés“%h%”d

fromthe rec NG Apparatus to’ 25t hé transmtting apparatu
readi ng out, tfalf:gm:absmdwurighunllhoo:@rafslegsun:eﬁé tion ISt eaarﬁtﬂmmi ehtregardi ng

bandw dt.h nme i ncl udi tar and [ nd| cat a bandw dt h
requir e% forggg Hﬁgltch%?I?%% Or}gﬁgetﬁ?g twﬁtﬁﬁ 6f th’é HetG oR b £
whi ch the bagswi s w30 was dweas e, nandwperd ardig: %Qh@%tlldltmlg Pkduces
enhanci ng of the bandwi dth by adjusting a transm ssion interval of packets

based on a cbhpdrdati Bﬁnﬁﬁédﬁﬁd&wféw SFd- e HE P he redad  oapdtsdragets the
bandwi dth.  -nanged target bandwidth in the storing unit.

10 18. The communication apparatus according to claim 12,
wherein

the managing unit changes the target bandwidth of a

session being managed based on a range of a network address of

a packet, a type of a communication protccol, a duration of

15 communication, time period, the measured bandwidih or a

transmitted data amount, and stores the changed target

pandwidth in the storing unit.

19, A communication method to control & bandwidth of
20 communication when a transmitting apparatus and a receiving

apparatus perform communication via a network, comprising:
measuring the bandwidth for communication of at least one
direction of two directions from the transmitting apparatus
to the receiving apparatus and from the receiving apparatus to

25 the transmitting apparatus; and

reading out, from a storing unit configured to store
information regarding bandwidth adjustment including a target
vandwldtih indicating a bandwidth required for communication,
the target bandwidth of the direction for which the bandwidth
30 was measured, and performing throttling or enhancing of the
bandwidth by adjusting a transmission interval of packets based
on a comparison of the measured bandwidth the read out target

bandwidth.



