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What Is Claimed Is: 

 

1. A computer-implemented method for creating an account for a transaction 

activity in a blockchain system, the method comprising: 

receiving activity data for creating an account for the transaction activity from a 

user, wherein the activity data include at least an identifier of a smart contract in a 

blockchain and an expiration time of the transaction activity, and the smart contract 

includes computer-readable instructions for conducting the transaction activity; 

sending the activity data to an authentication server for requesting a digital 

certificate of the activity data, wherein the digital certificate stores the identifier of the 

smart contract, and an expiration time of the digital certificate is set to be the 

expiration time of the transaction activity;  

receiving the digital certificate from the authentication server, and causing the 

blockchain system to perform: 

determining whether the digital certificate is valid using a public key associated 

with the authentication server; and 

creating the account for the transaction activity based on a determination that 

the digital certificate is valid, wherein the created account is associated with the 

identifier of the smart contract; 

receiving, from the blockchain system, an identifier of the account for the 

transaction activity; and 

sending an indication that the account has been created to the user. 

 

2. The method of claim 1, wherein the account is created to protect sensitive data  

including at least data indicative of an identity of the user. 
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3. The method of any preceding claim, wherein the activity data further include a 

budget of the transaction activity, and the digital certificate includes data indicative of 

the budget. 

 

4. The method of any preceding claim, wherein the blockchain is a consortium 

blockchain. 

 

5. The method of any preceding claim,  further comprising causing the blockchain 

system to  set a balance amount of the account to be the budget. 

 

6. The method of any preceding claim, wherein the receiving the activity data 

comprises: 

in response to receiving a request for creating the account for the transaction 

activity from the user, receiving data indicative of a payment amount for the 

transaction activity; 

permitting the request based on a determination that the payment amount 

exceeds a predetermined amount; and 

in response to permitting the request, receiving the activity data for the 

transaction activity from the user. 

 

7. The method of any preceding claim, wherein the smart contract comprises 

computer-readable instructions for enforcing a rule of the transaction activity. 
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8. The method of claim 1, further comprising: 

receiving input data for conducting a transaction of the transaction activity, the 

input data including the identifier of the account for the transaction activity; 

identifying the digital certificate based on the identifier of the account for the 

transaction activity; and 

sending the input data and the digital certificate to the blockchain system, 

wherein the transaction is conducted based on a determination that the digital 

certificate and the smart contract are valid. 

 

9. The method of any preceding claim, wherein the transaction activity comprises 

a sales promotion activity. 

 

10. A device for  creating an account for a transaction activity in a blockchain 

system, the device comprising: 

one or more processors; and 

one or more computer-readable memories coupled to the one or more 

processors and having instructions stored thereon that are executable by the one or 

more processors, wherein the one or more processors are configured to perform the 

method of any of claims 1-9. 

 

11. An apparatus for creating an account for a transaction activity in a blockchain 

system, the apparatus comprising a plurality of modules for performing the method of 

any of claims 1-9. 
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12. A non-transitory computer-readable medium having stored therein instructions 

that, when executed by a processor of a device, cause the device to perform the 

method of any of claims 1-9.  


