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The number of the users in the user group and a first '
predetermined value are acquired from the management device in
response to a user being determined as a splitting user for
splitting a transaction key, where the first predetermined value
indicates a minimum number of users for recovering the
transaction key, and the user group is configured to manage the
transaction key
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The hardware security module randomly generates the
transaction key associated with the processing authority of this
transaction based on messages about other users from the
management device, where the messages about other users at
least indicate public keys of the other users except for the
splitting user in the user group
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The transaction key is split into a plurality of sub-keys of the
same number as the number of users, and each sub-key in the
plurality of sub-keys is associated with one user in the user group
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Each of the plurality of sub-keys is encrypted using the public
key of the user corresponding to the sub-key
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The hardware security module acquires, via a management
device, a recovery message for recovering a transaction key from
the user device of the recovery user in response to verification
that the user is determined as a recovery user for recovering the
transaction key, where the recovery message at least indicates the
number of verified users in the user group who agreed on the
transaction and an identifier of the recovery user, and the user
group is configured to manage the transaction key

! 304

The hardware security module recovers the transaction key based
on the sub-keys of the verified users in response to dertermining
that the number of verified users is greater than or equal to a first
predetermined value, where the sub-keys of the verified users
were generated by splitting the transaction key in advance
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A transaction request regarding this transaction is signed based
on the recovered transaction key

FIG. 3







S

502.

5/6

500

S0

User device of group-
forming user

] l Key management system

Initialization of

user device of

group-forming
user

Initialization of
user device of
other user

Split the
transaction key

Recover the
transaction key

B

.

‘;—‘: Hl4d—
B3

- 518 -

&2

=

‘@

52—t}

&
=

SDE
User device of recovery
user

User device of other user |

536

FIG. 5




6/6

[ I/0 interface

T/“"GDE' vy — 007 I/""ED'B I/,..-E.GQ

Communication
unit

[ Input unit ] [Output unit ] [Storage unit

FIG. 6



