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Obtain behavior features of a user in different risk
dimensions within a predetermined time period

\ J

Calculate, based on predetermined weights of different
behavior features, absolute weights of the user that
correspond to the different risk dimensions, where the
predetermined weights of the different behavior features are
determined based on existing user samples through

supervised learning

\ J

Separately map, to standard intervals based on a
predetermined mapping rule, the absolute weights of the
user that correspond to the different risk dimensions, and use
mapping results as standard weights of the user that

correspond to the different risk dimensions

A

Calculate the geometric mean of the standard weights of the
user that correspond to the different risk dimensions, and
determine the calculation result as a security awareness

score of the user

FIG. 1

S101

S102

S103

S104



2/5

User security awareness score

- g . Ticket refunding Relative or frien
Order disclosure Merchant deposit et AHVE OIS g
and rescheduling impersonation

Shopping ‘ Transaction “ ” I i l Ticket-related | Relationship '

| i ”I . I Capital flow | Communication ll i”l . |

FIG. 2

Order disclosure

P =0.8501

Security
awareness score
L3

Security awareness

portrait
L2

Security awareness
variable
L1

FIG. 3



3/5

Order disclosure

0.8501
Relative or friend impersonation Fake order part-time hire
0.512 0.5388
Ticket refunding and ré;c;eduling Mercﬂant deposit
0.9535 0.834

Obtain samples from historical data, determine a deceived
user as a black sample user, and determine an undeceived

user as a white sample user

A

Train a logistic regression model by using the black sample
user and the white sample user, and determine different
parameters in the logistic regression model as weights of

different behavior features included in the black

sample user and the white sample user
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Obtain social data, payment-related data, and security research data of a
user within a predetermined time period, and extract behavior features of

the user in different risk dimensions from the obtained data

Y

Calculate, based on predetermined weights of different behavior features,
absolute weights of the user that correspond to the different risk
dimensions, where the predetermined weights of the different behavior
features are determined based on existing user samples through supervised

learning

A

Determine an absolute weight of the user in any risk dimension, and obtain
an overall average weight and standard deviation of all users in the risk
dimension, so as to determine a standard normal distribution function of

the user in the dimension

Y

Calculate a standard weight of the user in the risk dimension based on the

standard normal distribution function of the user in the dimension

A

Calculate the geometric mean of the standard weights of the user that
correspond to the different risk dimensions, and determine the calculation

result as a security awareness score of the user

A

Establish an equilateral portrait of security awareness of the user by using

the different risk dimensions as vertices based on the standard weights of

the user that correspond to the different risk dimensions
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