1 Transm ssion nethod in an ad hoc nmulti-hop I P network The

. present invention relates to a nethod for transmtting information in
an ad hoc nmulti-hop network including the transm ssion of a nessage
froma source transnmtting node to a final receiving node through a
series of hops froma transmtter node to an i nmedi ately foll ow ng
recei ver node, using: 5a) a reliabilitﬂ nanagenent mechani sm
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The nodes in the network may or may not be mobile.

20 These networks are ad hoc networks, in that the network does not include a
predefined infrastructure. They are often referred to as MANET.

Due to the mobility of the nodes and the radio propagation problems, the
connectivity varies considerably over time and space, complicating the transport of data,
in particular due to the lack of reliability of the transmission on each of the radio hops

25 between a transmitting node and a subsequent receiving node and any congestion of
certain nodes having to transmit more messages than they are capable of transmitting.

In this context, the transport solutions developed for networks using an IP protocol
(Internet Protocol), for example the TCP transport protocol, are not satisfactory for the
following reasons.

30 The source node and the destination node coocrdinate to regulate the dispatch
speed of the data and decide on retransmissions. Ad hoc networks, however, require that
the throughput of flows be well conirolled on each radic hop and that lost packets from the
source node not be systematically retransmitted.



30The source node and the destination node coordinate to regulate the
. dispatch speed of the data and decide on retransm ssions. Ad hoc
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30 the next proxy.

This solution is located at the transport level (layer 4) by intercepting the end-to-
end TCP connections. It therefore does not work transparently with respect to the
transport protocel. Furthermore, the hop-by-hop mechanism adjusts the output flow in
proportion to the flow rate of the acknowledgmenis received. It does not allow a



preventive reaction to congestion and nmay needl essly transmt

. messages while the follow ng node is not capable of receiving them
Layer 4. Many adaptations of TCP for ad hoc networks have been
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Hoc Networks. | EEE Journal on 5 Sel ect %d Ar eas i n Communi cati ons.
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30 Hop operates in connected mode. The nodes must open and maintain connections
on each hop coming closer and closer to the destination. A keep-alive mechanism is
established fo ensure that the blocks are still transmitting on the downstream nodes. If an
acknowledgment from the final destination is not received within a certain amount of time,

the intermediate nodes may retransmit the block.



(supplying a service providing reliability, orderly delivery and fl ow
.monitoring). This is the case for vTun, SSH and certain VPN tunnels,
whi ch are based on a TCP connection. This solution is used in a
network such as the Internet, the TCP connection not being optim zed
to pass through a constrai ned network. 10Laver 2. Sol utions of the
ARQ (Automatic Repeat ReQuest) type nmale it possi ble to make up
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* Adaptations of TCP that remain end-to-end and require transmission from

the source even if the loss is located very close to the destination.

It must be understood that the solutions developed thus far do not make it possible

to benefit from the IP service on an ad hoc multi-hep network and in particular a radio

25 communication network, by offering a transparent IP service with optimized transport of
the flow of packets irrespective of the transport protocol used (TCP, UDP, SCTP, etc.) and

making it possible in particular to operate with an IP-Sec encrypted environment.
The invention aims to provide a solution to this problem.

To that end, the invention relates to an information transfer protocol of the

30 aforementioned type, characterized in that the congestion management mechanism is
applied only hop-by-hop, the congestion information only being transmitted from a
receiving node to a transmitting node over a same hop to limit the throughput of only the

transmitting node toward only the receiving node.



- the retransm ssion law for .a gi'ven - transmtting node accounts, for
.the non-retransm ssion rules, for the nunber of nodes al ready
travel ed by successive hops fromthe source transmtting node;

- said nmethod includes a step for nmarking the type of information
contained in the 10nmessage and the retransm ssion | aw accounts, for
the non-retransm ssion rules, for the type of information contained
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- the congestion management module uses a definitive non-transmission of certain
messages from the transmitting node to the receiving node in case of congestion of the
receiving node;

- the non-transmission of messages is applied to messages having traveled
20 through the fewest hops to the transmitting node and/or messages having the lowest

probability of reaching the final receiving node;

- the information contained in the transmitied messages is information formatted
for transmission on a network according to the IP Protocol and the transmitted messages
include, in addition to information in the IP formats, a header (HBH) capable of providing

25 the reliability management and congestion management mechanisms; and

- the header includes information representative of the transport protocol.

The invention will be better understood upon reading the following description,
provided solely as an example and done in reference to the drawings, in which:
30 - figure 1 is a diagrammatic view of a network in which the method according to the
invention is implemented;
- figure 2 is a diagrammatic view illustrating the flow of information from node to

node in the network;



- figure 3 is a diagrammtic .view of the 'header of the nessage used
.in the protocol according to the invention; and - figure 4is a
di agrammatic view of the functional architecture of a node of the
network. 5Figure 1 shows an ad hoc network 10, or MANET, whereof the
nodes 12, shown by circles, are for ex | e formed by nobile radios
carried by mlitary vehicles. network 10 al |l ows
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finally being transmitted to the receiving node 16.

The method according to the invention separates the handling of reliabilization and

that of congestion with different parameters:

25 » it handles the reliabilization on each hop with a message window W and a
reliabilization effort parameter p. The window W makes it possible to reduce
the overload related to acknowledgments and manages the simultaneous
dispatch of transmissions or retransmissions. The data may be lost after a
certain reliabilization effort p that may for example be a time or a maximum

30 number of retransmissions. Thus, the parameter p defines a non-
retransmission rule for packets since, when the retransmission effort is

above a predefined maximum effort, the retransmission does not take place.

e |t handles congestion with a hop-by-hop back pressure mechanism that
regulates the maximum output flow A from a node based on the congestion
35 of the following node.



7 I'mpl ementation in an | P context: : “This method is inplenented
~in an ad hoc radio as an optim zed |IF packet transport service. In
that case, no adaptation of the application is necessary. The
protocol regulates the data throughput to avoid congestion of the
network. It provides hop-by-hop 5reliahjlization that is adjustable
based on the protocol and the additiondl applications used.

The need for confjqurahle,. not_ total., reliability is due to the fact
t hat nost of t(P'J;l le en?:gonmanll.? Snfe on protocols in addition to IP
al so use acknowhpdge®ol BERPRHHTERL inTaYiHIhd® rahid iRV En Iptidlzed 1P packet
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returns, aéhew beisgvahtherransewt ievel adthinshe eening dutive RIS v 4y dt is defined as
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thei r usebPiveeRie IEdteager arddheiBanAperiheader (TCP or UDP; fonpxampleh dhg methed
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36 in figure 2. ) )
Figure 2 also illustrates the processes and queues necessary for the operation of

the method. We will outline their use in the rest of the document.

Figure 2 shows the gateway nodes 18, 20 as well as the intermediate nodes 12 of
the ad hoc network. The node 18 receives information from an IP application denoted 30
30 or a node of an IP network denoted 32.

The message received from the application 30 has a format known in itself, with
the receiving IP address, followed by the indication of the transport protocol used, for
example TCP, followed by the payload, i.e., the data specific to the message.



Thé detail of the added header is illustrated in figure 3. 5The
.information in the header of the protocol is as follows: TPE
represents the TyPE of a packet, i.e., data or acknow edgnent (DATA
or ACK). RQT: this flag indicates a special ReQuesT. An
explicit request for acknow edgnent for8 a DATA package, or the

i ndi cation of congestion for an 10ACK. ©~ Option Value: represents the

size of the SA I r ACK D E ata . packets DATA
it my be used%h%ﬁ#dﬁ @fa{hg ntoggﬁ ﬁggr'% C%ﬁﬁgbgiiegagh% ey d? qu O(S)tle_élt:’sdfa né(?ﬁde%'
On case oftheloksshgeiiy modibed tofdd the Hizt keadepybetweent tha s ieades and filmat of the
exanpl e) d § faf [ f p LurE9nt ai ns
t he seque%esaoﬁrﬁggcﬁg%%ﬁf%@%tgﬁ g agﬁ%s@ ﬁ%‘%é’ﬁﬁéﬁ%ﬁ%ﬂ@@?“@ or the
acknow edged pabcéeetall of thA@HdgubradadéeSs illugitared iDfigaert ai ns t he uni que
value_ that identifies the flow This value is calcul ated upon each

hop when a new!'P? Biprmationsiadpeiernder darrielntP! it 8ntodPHE the checksum for
the packet . 20§r %%@5@3% 'trﬁ'léj*r% &Sa hdlkel) 'i'.%’gétlagr ﬁ%ﬂ%ﬁéﬁﬁ%ﬁg(ﬂm or

protocol (TCP o exanp ssage
conpleted is plad€l)in an output queue 38 hereafter referred to as

out put Q ased .on the tput, fl.qw cific to.the nod
18, IOt he rressagoestc))rTéBs%%'t ﬂlgﬁ irﬁga%gqﬁeﬁge%age F@P&%@?eﬁqpegxélgﬁt ﬁeeq“e& FT‘or
fol |l owi ng node lackntivedgmeanti fingatldMehk datkage nordibe I8i¢adion] @oheorgesiian fon@wn
in iféself fromtp\ﬁK! F address present in the nessage 36.

Si mul t aneously, the nessage transmtted to the node 12 is al so

transm tted wd hOptidrivalueo ebpres8nisan@side ahibe ISACK uglva (dOthe dieapdoréts. For

referred to as n e%% T@ gueue incl ydes, nessages_far

whi oh acknowt edgfEAEAES HATAISEHS: Be ascaip it BoneracE g, Thpetre

been destroyed. oolist queue (in case of definitive loss of the packet by the transmitter, for
example) and to add FEC information, for example.

15 o SegNb: contains the sequence number for DATA packets and the sequence
number for the acknowledged packet for ACK packets.

o FlowlD: contains the unique value that identifies the fiow. This value is

calculated upon each hop when a new flow is recorded.
o Checksum: contains the checksum for the packet.

20 o OrigProto: Indicates the number of the transport protocol (TCP or UDP, for
example).
The IP message thus completed is placed in an output queue 38 hereaiter referred

to as outputQ.

Based on the output flow A, specific to the node 18, the messages present in the
25 queue are transferred to the following node 12. The routing toward the node 18 is done as
is known in itself from the IP address present in the message 36.

Simultaneously, the message transmitted to the node 12 is also transmitted within
the node 18 toward another queue 40 hereafter referred to as nACKedQ. This queue
includes messages for which acknowledgment has not been received and which have not

30 yet been destroyed.

The unacknowledged messages 26 that must be retransmitted are sent from the
gueue 40 to the queue 38 based on predetermined rules to allow them to be retransmitted
to the output flow A in the order of the queue 38.



Thé unacknow edged nessages 26 that nust be retransmtted are sent
.fromthe queue 40 to the queue 38 based on predetermined rules to
allow themto be retransmtted to the output flow A in the order of
the queue 38. 9 The sane steps are carried out in the

i nternedi ate nodes 12. At each input of an internedi ate node, the

FI BH header is nodified in partlcular 2o specify the nunber of nodes
t hrough whi ch EFe nes s e has r.oba

|
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el i abi | i . : _ h
done-ont y SRoE MBS e implemepBlith §5he MR AA@RaBREC! BT 00, W
to manage the Uheprirel @bvidack edliabilizBiien flezartdm tahe avdongestod\nitdby&aent

t he maxi num unber of ﬁ}et? transm aﬁi {13 or. retrpﬁism sSsions). h
awai ti ng 28° %moma@&% "FROH RS0 VETSIRER g 41e OKerpdep TR the
(Round Tr nptwbrkrd)., for exarrpl e using an Additive Increase Miltiple

Decreqese (Al MD)., nechani sm has a m ni.mum val ue and a nmaxj num val ue.

Wi st educed whgredn§ehaasing a@é%@ﬂ?&te@é&ﬁ?‘a‘ﬁ itsQsies g degetippd below.

(Retransm ssi ofeHbiiBaifantnedQhis®@ Packet in the nACKed() queue).
Decreasing Win case o0f ToSS nakes it possible to be nore reactive to

detect the di sﬁlpmediatallzamromewamanghhﬂone nojy B6p-bparde and oot eedaophe It Gdee

et pur U RO Vi GEDe  eBloh AP e 0L ey,
rel ati vel yefiiesste APRKImEN nusaPer z0f grackdts) Wlmnarorb@mmsﬁoremv@@mg

packg) s, EQhofARARRER: The wmdowW?s kata eﬁé ?‘Erﬁodﬂdtﬂl ar uﬁ@)qﬂﬁre?%nple

nunmber SeqNb appearing in the header so t e recei Ui n% node can
identify HY8gé&d Adtitivedarigate Mylinjgabreeass fA|MQ&é'3€§QWSf"TH‘e 89 a minimum

recei vi ngvagsandig %xmwwb@w] VerealisbdSHeR Gl IbySis ae%ae%&%&mtof the RTO

e e Bt TG B e Re S bR i o ¥ e o

transm tt iogg makdeit pobdisl ¢ 08 inidre ReactiVietoR(edt tragdigdppbarafcd biea déﬂglﬁbonng

packz%t S OI’nocijr-,‘[,) ?cpr ech'r[n%fé 'TRQ si%fa o?theoﬁlﬁdgw %flugnceg ?he %%I{J%leﬁ bulf is not used
for that purpose here. The minimum and maximum values of W are preferably relatively
close and not too large, in particular between 5 and 10 packets, for example.

The packets are sent with a sequence number SegNb appearing in the header so
that the receiving node can identify losses and reorder the packets if necessary. The
30 receiving node uses a cumulative and selective acknowledgment mechanism that
indicates to the receiver which packets have been received. The dispaich of
acknowledgments is activated by the transmitting node, which positions the RQT flag at 1

in the data packets or upon detection of a loss owing o the sequence numbers.



10° The transnmitting node rieeds to estimate the RU to be able
-to update Wand define the RTO (Retransm ssion Tinme Qut). Upon

recei pt of the acknow edgnent for the nessage M the nethod estimtes
the RU, its variants and the RTOw th a noving average. 5The
reliabilization effort p associated w 61 a flowis a global paraneter
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advant ageously vari.es. aver .tjine. In the case of the TCP 20 transfer
for exanpl e, p'n%?'msggh?wa{'%’ té[('/%f’fdh? B‘T‘%ﬁﬁ'gﬁt?ettfqrﬁﬁo'%@%r‘ packets from
the source, butrh@stibbilRg of BW RARGLR abiardeRblsly PERbvdualy AMGH Si5E brvirdd
packet th%t |% al r,eaﬁ%/ bei nrg retransmtted fromend to_end by the
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t owargl t he despsafdid Amhd hiaRed packet that has just left. The
paranmeter p may be associated with the flow on the gateway node or
upstream by anTheSelabéirasioppeftort pris cadp@RrageORsly | defined difererdy drase opethe
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option. 30Congestion managenent mechani ) _
reliabilization, unlike a transfer of noncritical data from a time perspective.

Furthermore, this effort p advantageously varies over time. In the case of the TCP
20 transfer for example, p must be high to avoid retransmitting lost packets from the source,
but must be low enocugh to avoid local retransmission of a packet that is already being

retransmitted from end to end by the source.

The reliabilization effort p Is advantageously applied gradually along the route. To

that end, the reliabilization effort may be increased upon each hop, as it is more serious to

25 lose a packet that has already traveled a substantial portion of the path toward the
destination than a packet that has just left.

The parameter p may be associated with the flow on the gateway node or
upstream by an IPSec encryptor or a PEP TCP. It may for example be conveyed along
the route in the header of the method or in an IP option.

30 Congestion management mechanism

The congestion management mechanism is done only hop-by-hop and not end-to-
end.



Thée congestion nmanagenent nmechani'smi's done only hop-by-hop and not
.end-to- 11 Congestions are detected using a threshold Si that
is conpared to the nunber of packets in the queue output() plus those
of the queue nACKedQ Wien the threshold is crossed, a signal is sent
to the preceding transmtting node to rEﬁduce its throughput. On each
node, the transm ssion throughput of eaCch flowis nonitored by a
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t he HBH header « pstag éetre permiahadtlydercunment or are prow ded by anot her
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module of the system (e.g.: number of hops for the routing module).

For each node and as illustrated in figure 4, the architecture of the node includes a
module for intercepting packets 70 supplying a receiving module 72 and a dispatch

module 74. The different queues are managed by a flow management module 76.
25 The functions of the different modules are outlined hereafter.

The interception module 70 intercepts the IP packets entering the MANET network
10 and records the unknown flows with the flow management module 76. The flows are
for example identified with the IP source / destination n-uplet and additional information
(source / destination ports if accessible, SPI field in case of IP-Sec encryption). The

30 packets belonging to known flows are transferred to the receiving module 72.

The flow management module 76 keeps the list of active flows. For each new flow,
this module instantiates processing that will be responsible for processing it. This
processing consists of flow reception 72 and dispatch 74 modules. The module may

perform the following operations:



The flow managenent nodul e 76 keeps the list of active flows. For
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seconds, geashp ea‘{jéh%Mﬁ‘Ngg EWWOrk aFe themirgnsmitadom ‘@9 'OC?h”GtT‘H%rk
out Eau quguer_l_ nﬁ@ahﬁthé @bplRasdh. 1Fb6€hﬁ:- o‘}hé?q:)abm!mrpff‘arfs’lt rigé batrpam §fdkg@338_aér6
aut hori ze ngest | nsmte ue I ecte Si n
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to t he pr ecedaiting anbkdewlsdgrbdrdat it reduces its throughput (according to
t he back pressure mechani sm Er evi ousl %/mdescrl bed) The ooli st,

out put Q and nA HRFEIRL LT A% engwiedgements ithee paqhegs AEsvefimipRieds frepp the
| ost when t h&CKetE 8GelRY 4D. ﬁublsndlﬁg mdw%écm&mmamﬂm:mé atknbRRdiRbhis

Randé%m Ear| % useé ?Crteldgc?e thetv\ye%% tﬁe %c&ln%r\}v o%gr%léﬁtlsysee rechablllty" section below).
After having remained beyond the RTO (Retransmission Time Out} seconds, the
packets are again placed, with a high priority, in the output queue to be retransmitted.
A maximum of P retransmissions are authorized. The congestions in the outputQ
queue are detected using a threshold s1. When that threshold is exceeded, a signal is

30 sent to the preceding node so that it reduces its throughput (according to the back
pressure mechanism previously described).

The oolist, outputQ and nACKedQ queues have a finite size. The new packets
are lost when the queues are full. A random loss mechanism (of the RED - Random
Early Detection — type) is advantageously used.



13" Mobi l ity manaaenent . When an internediate node is no | onger
.on the route for a given flow, the packets it has acknow edged but
has not yet sent may be lost if no route exists for the destination.
5The new i ntermedi ate node records the flow as a new fl ow. The net hod
according to the invention procures thgafol | owi ng advant ages:
Transport of |F packets fromend to end”in an effective manner

Provi des an agno§/f0im(l:I i i on for the transport protocol (e.g., UDP,
TCP) Is |PS€C-CD‘I’I’pH‘EYIS£g4_Eb%—Ia)' timl use of resources (local flow
rrﬁni tﬁri nghand S;Nrteﬂba\reinléérmesia@(rj ﬁod@rif@;r@mggérgén GRC hbukoRt a eV kBkehe
t he t hr oughput .the end-tqg-e raffic ack pressure ,

Rel i abi || 3o BaHEE L HEF ROMRNEATLL FRS PioRt ARANTGY REAR I Bbleeexists for the
hop-t o- hop aeitmawdredgnent nechani sm 15 Relies on typical |IF routing

Processes I F flows unidirectionally. Qperates in soft state. After
a cerain amount T8¢ N¢¥ iemefiateode cscords theew Beaneyiieessed, the

menory context rehaed b %c%&?& nd {OOIW? L@eﬁ%ﬁ?g@%ﬁ%&?g fo%\rgig@ Eg\ﬁag?aggg‘.t a

fl ow whil e avoi di ng congestion”on e no

partial ly reli abftanzporgof20 padietstifornsmd ®ndnsawefeedambeier The ai m of
the mechanismis to avoid congestion and push | osses back toward the
first node in *caBeviges apagesstic selutioader the transpart@raiensl (egiir BBP.eTCP)
reliability whilg Ie,gg(i:_gci)rﬁlgaﬁglréd-to- end retransm ssions fromthe
source. 25

10 » Optimal use of resources (local flow monitoring and suitable transport protocol
for each hop)

» Regulates the throughput of the end-to-end traffic by back pressure

» Reliabilizes the end-to-end transmission with a configurable hop-to-hop
acknowledgment mechanism

15 ¢ Relies on typical IP routing
* Processes IP flows unidirectionally.

. Operates in soft state. After a certain amount of time, if no packets have been
processed, the memory context related to the flow is destroyed. Transports a data
flow while avoiding congestion on the intermediate nodes and partially reliabilizing

20 the transmissions on each hop. The aim of the mechanism is to avoid congestion
and push losses back toward the first node in case of congestion, and to ensure

configurable reliability while avoiding end-to-end retransmissions from the source.

25

30



14 -CLAI V5 1.- Anmethod for transmtting information in
.an ad hoc multi-hop network including 5the transm ssion of a nessage
froma source transmtting node to a final receiving node through a
series of hops froma transmtter node to an i medi ately foll ow ng
recei ver node, using: a) areliability fenagenent mechani sm

i ncl udi ng: - upon the or each’ c conpliant receipt on each hop
of at | east one nessage by 10 the receiving node, the sending of an
acknow edgnent nmessage to the sole transmtting node, - applying a
retransm ssion | aw of the nmessage ongthgsdop, fromthe transmtting
node to the receiving node, said IaM/ udi ng nessage

non-retransm ssion rules |leading to the non-retransm ssion of the

message, 15 b).a mb&m&m&m&m&ma&na&% WME@Eb@H]uQithobh%tv{?B?Q%Iudmg
providing for a limtation of the throug or sen ing froma

t r anshi t t tRRGIASTUSSIAY of & BRIsAge Ffamrﬂaa@r%rrﬁr&mléigg 0B9R;i9e3 107} reteiving node

i nf or mat i @nofighomdehes bRRGIsVIrdt Ba&nSRItndde th e frinfdtfidly FoIReingodeeiver
characteri 2@9 | n that the congestion nmanagenent mechanismis applied

only hop- Y%hop, the congestion information only being
transmtted fram aaliahﬁldighmhagpmmﬂimeblunrﬂsm fnalgingt ti ng node over a same

hop to limt the tL}BBRH%h&L%aC oﬁﬁé]a\ﬁt FEQ?J Err‘?ggéﬂ BCE ! g'fgatrlle(r)a% r'%eor\%%rs% 8%' y
t he receiving node - € nethod aceordi I Ag t0o cPla s Y
charHtterized the telqarvmg h@dEetheaa@ﬁrwsbbnnl@kncﬁVdedmnegﬁ veevssagaamsma sblRg
node accounts, fQy ]ﬁ,pg pgn-retransmssion rules, for variables 25
related to the no P t he precedi ng hops betmeen the source
transmtting node ERYRhE TetEARSHission ngwneldéhe message og. theThep. nEemole

according to ClaidMifing erﬂﬂbafbt ®ld Z6&kniny hBad, tA8 KAt IRRAMNYSHeshgkaMen-
for a given transm tting node accounts, for the non-retransm ssion

rules, for therqjﬁ‘ﬁﬁ@'ﬁs'%'? ryesdeading tp dhaRPne el AR mBFI g Of 1R PEE8A%e hops

fromsa he sour cp) 4 rebisdrignt fon ghanagieg catheston ofTh@nmtsfm@jca@mf dlhfiﬁaﬁdh of
i ncl.ude

atep Tor mar E?WE BRESO R Sandial o re iR Ihe FESUEgdRdRy
t he retransm skilosing avngestaouintamafiar frérh éhen cazeiviaty rrexds reesistodhe trah@sitting
for the type of,dnformtion contained in the nessage.

characterized in that the congestion management mechanism is applied only hop-

20 by-hop, the congestion information only being transmitted from a receiving node to

a transmitting node over a same hop to iimit the throughput of only the transmitting

node toward only the receiving node.

2.- The method according to claim 1, characterized in that the retransmission law
for a given transmitting node accounts, for the non-retransmission rules, for variables

25 related to the nodes of the preceding hops between the source transmitting node and the
transmitting node.

3.- The method according to claim 2, characterized in that the retransmission law
for a given transmitting node accounts, for the non-retransmission rules, for the number of
nodes already traveled by successive hops from the source transmitting node.

30 4.- The method according 1o any one of the preceding claims, characterized in that
it includes a step for marking the type of information contained in the message and the
retransmission law accounts, for the non-retransmission rules, for the type of information

contained in the message.



15° 5.- The nethod accordi'ng to any one of the preceding

- claims, characterized in that an acknow edgnent nessage is sent only
upon conpliant receipt of a set of several nessages. 6. -
The net hod according to any one of the preceding clains,
characterized in that 5the congestion ['T%D genent mschanl sm uses an
Additive Increase Miltiple Decrease (A |l aw to cal cul ate the

t hr oughput (A) of .

according to any Tg%tep"? eng&f%é préce &l g ec?fép?r%r,ec%%%grClalﬁgr?hzaéa ter'zegﬁ‘tpat
t he congesni anknoniaag e Messodelie serd emiyauper cormpliane raseipt of ansatrios sevaral
of certai ?né?é‘é GRges fromthe transmtting node to the receiving node
in case of congestion of the 10receiving node. 8.- The net hod

accordi ng to cPailhemetigdacaerdiwite any pre 9fHbg Prepedinbelaimsaghanaotesized inghat

messages itfe abYebch h@n@m%chmmmsbé %HeAcﬁﬁ’avbhh&HQéb Maﬁfpfeems*&éase
hops to the transmt havi n | owest

pr obabi | i t4Mi) '?"ég’c‘fﬁ"%‘\'&‘?‘% ihe tWrPFﬁ]p“?@b%ﬂtWH %‘Eﬁé’ nog 9 - The net hod

according to amy Tﬁ@meﬂioddworﬂrn@(t@dhm®éléfahé7§recm@@ifr@ﬁbfﬁa%i:térﬂe@ mahat
the informati on Cﬁntal ned in the t{eansmtted rressa is.inforpmtion

e
f or mat t ed "OrrOPIRHH BRTAIRMERT SuEPEE A EBIMVRgD 'bﬁ?%sé“'?%@'b tGEBN
and t he t massagestfed thestsagmitinghoddede, the recadtdngtnoda i oagendfatongéstiom of the
t he P fo r?odléleader (HBH) capable of providing the reliability
rranagerrent a congestl on managenent nechani sns. 2010.- The net hod
according to cBaiThe Setiddeacgondingi te edin 7, ¢hasactarized methatehe nowtraniagssion of

Lor O Mt T fksLARECRCAIES MG AbsshbEs aARG RARLBY RIALRARE 1Eitd:i Hdpd' ) the
transmitting node and/or messages having the lowest probability of reaching the final

receiving node.

15 9.- The method according to any one of the preceding claims, characterized in that
the information contained in the transmitted messages is information formatted for
transmission on a network according io the IP Protocol and the transmitted messages
include, in addition to information in the IP formats, a header (HBH) capable of providing
the reliability management and congestion management mechanisms.

20 10.- The method according to claim 9, characterized in that the header includes
information representative of the transported protocol (OrigProto).

25



