APPARATUS AND METHOD FOR MANAGING A NETWORK OF
INTELLIGENT DEVICES Technical Field and Background Art The present
invention relates to managing devices in a network and more specifically to
managing devices using a device-independent communication interface. In
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Additionally, these systems are designed only for reporting and not for
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a management server of a network, wherein group membership is derived
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heterogeneous network addressable software components is disclosed. The
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involve logic that may be Software, hardware or some combination thereof.
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machines, stereo systems, sensors or any other machine that is capable of
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Summary of the Invention

In one example a distributed platform for managing a network of devices using
heterogeneous network addressable software components is disclosed. The platform
allows for control tasks on a device that are performed in the real world under intelligent
control. The platform includes a server component and a client component where the
client component and server components involve logic that may be software, hardware or
some combination thereof. Each device is associated with a client component. A device
is capable of executing or interpreting logic of the client component. Examples of
devices include computer terminals, kiosks, printers, robotic machinery, vending
machines, stereo systems, sensors or any other machine that is capable of being
connected directly or indirectly to a computer network. The device is connected to the

network through the client



component and directly communicates to the server over the network using
the client component. The platform provides a service-oriented architecture
wherein the client component is configured to contact the server component
on either a periodic basis or at the occurrence of an event using a
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component does not need to know how the request is processed or how the
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reporting, for example, if an error condition occurs over a period of time without
resolution through self- healing, the device will contact the server which will send a
message to a designated address of a user. The server could send an e-mail message to a
technician. If the error persists, and this is communicated to the server, the server may be
configured to contact a manager within the organization that controls the devices.

The server component includes a user interface for entering business rules. These
business rules may be executed by the server, by the client component, or by a
combination of the server and the client components. The business rules are sent to the

client components



client components 2 that are associated with the devices when the client
component requests the business rules from the server. There may be
business rules associated with a unique device, a class of device, with
multiple classes of devices or through some other determination of devices.
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supported by implementing a parallel database platform.

Communications between the client component and the server component may
occur over different channels or on different networks depending on the communication
message and the module of the server that is being communicated with. The division of
communications between modules at the server provides for scalability, security, and no
single point of failure. Communication is accomplished using protocols, such as SOAP,
and XML over HTTP or HTTPS. By having the client make requests to the server
through an Internet connection, the platform avoids communication issues due to

firewalls. A direct



through an Internet connection, the platform avoids communication issues
due to firewalls. A direct 3 communication and HTTP session is established
by the client that allows for transfer of HTTP to the client even if behind a
firewall. Thus, the client component can receive commands for execution
and instructions within the SOAP protocol structure. Simple XML over HTTP
Is used faor sendin mponent status. information. to the server. where as
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the creation of the customized business rules. Business rules such as
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computer/device that is capable of makin Internet connection and
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displaying a browser window using . Thus, the
of both dialog boxes and pull down menus that allow for the creation of the customized
business rules. Business rules such as reporting and self-healing that are defined through
use of the user interface are provided to and executed by the client. Other rules, such as,
sending out communications based upon error reports to targeted individuals are
implemented by the server. The business rules can be divided into five classifications,
error handling, alerts and notifications, scheduled reports, and scheduled maintenance.
The user interface can be accessed from any computer/device that is capable of making an
Internet connection and displaying a browser window using HTTP/HTTPS. Thus, the
user that is configuring the business rules that are stored on the server component does

not need to be physically located at the server. Each screen/template that is provided to a

user that is accessing the server



user that is configuring the business rules that are stored on the server
component does not need to be physically located at the server. Each
screen/template that is provided to a user that is accessing the server 4
component is based upon information that has been entered from a previous
screen. For example, the user may configure or create business rules/error

handling for an organize roup hRased upon location of devices, type of
B R P D e el DO SIS RS, o
devigeslcothanseotiigrcehagacterigtieithatiis storesdndahendenviderprofilgmizEdus,

the sebdeHiRra LR RS URE RO SpPligue RUSI@ssH g RN FaRRELs, so that
intelligent analysis can be made including tracking sales data and usagg

infSTHRAHBI *ESHRLHhING' dRGitsr CEh S HEU fOBEFRE R B s R dRd

prosidegiditére end user can be tailored to the end user's business role.

Marke_ti”&lﬁf%%@f’ﬁt@ﬁﬁb@@qﬁ%@ﬁ@lﬁ@ &QﬁgHE%E%QQWE@E‘ﬁ@Q%HSS% that
sales information can be monitored by sales marg}z%lg%ers and error reports

caf' BHESHOARYYES BY Heanadruied Sk Bt a&\ﬁtmﬁ?éré%&?ﬁ%, a
methaaindfgdanaging e e tweide O Tintedhigentha exd pesvidedormhewnitattonawtth a

sehyerds BiRseniad. L G REoL MEHAGR A SAER A EYIGR SRIRIEHNG a
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selectable set of devices on the network. A business method downloa
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method download process running on the server may cause download of business
instructions pertinent to the selectable set of devices, for storage local to each of the
selectable set of devices that implement the business rule at the device level.

In accordance with another example, a method for automatic configuration of an
intelligent device in a network upon connection to the network is presented. The method
includes configuring a server to accept queries associated with a device. A client process
associated with the device is established causing issuance of a query to the server. The
device is recognized at the server based at least on the query, causing issuance of

configuration data to the device. A client process associated with the device is established

for automatically configuring the device based upon the configuration data.



device is recognized at the server based at least on the query, causing
issuance of configuration data to the device. A client process associated with
the device is established for automatically configuring the device based upon
the configuration data. 5 In accordance with an embodiment of the invention,
a method for management of intelligent devices within a network is
presented. The metho inclu%es_receiv' at a server a set of criteria
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access level and based upon a received access level from the networked device, the server
may determine if the networked device can receive group information. The associated
access level may provide selective access to device characteristics. Device characteristics
may include, for example: location, hardware model, software configuration, and device
type. The change to the criteria of the group may be originated by a networked device.

In accordance with another example, a system for managing networked intelligent
devices in communication with a server is presented. The system includes for each
networked intelligent device, a client process module for establishing a client process

causing issuance of a query to the server. A server process module responsive



devices in communication with a server is presented. The system includes for
each networked intelligent device, a client process module for establishing a
client process causing issuance of a query to the server. A server process
module responsive 6 to the query causes (1) downloading, for storage local
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module receives a set of criteria including device characteristics defining an
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characteristics of intelligent devices within the network. There is also
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sends a signal to the server which updates the group membership. The
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determines whether the device is still a member of the group based on the contents of the
update signal.

In accordance with related embodiments of the invention, the system includes an
interface for receiving at the server a signal indicative of a change to the criteria of the
group, wherein the communication module updates the group membership. The group
determination module may update group affiliation based upon the update signal. The
signal sent by the communication module to each member of the group may be received
by a client associated with the intelligent device. The client may translate the signal into
one or more instructions understood by the intelligent device.

In accordance with further related embodiments of the invention, an information

module may receive a request for group information from a networked device other than

one of the intelligent devices causing the communication module to send one or more

group



signal sent by the communication module to each member of the group may
be received by a client associated with the intelligent device. The client may
translate the signal into one or more instructions understood by the
intelligent device. In accordance with further related embodiments of the
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program code includes computer code for causing, in controllable response
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a
data pertinent to the device. In accordance with related examples, the
computel EAERABRPHEBIaIH CotaTRES Hiiciote CoimpLel eoerdrels may

intecfageckinpssociakiaor with thecavespemoiitivig @stablisheientiof a
busj verning man 0 i f a sel of
o SIS SR AL R AR Lo
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level. In"accordanée with another example, a computer program product for
udBlopess rule at the device level.

In accordance with another example, a computer program product for use on a
computer system is presented for automatic configuration of an intelligent device in a
network upon connection to the network. The computer program product includes a
computer usable medium having a computer readable program thereon. The computer
readable program code includes: computer code for configuring a server to accept queries

associated with a device; computer code for establishing a client process associated with

the device causing issuance of a query to the server; computer code for



computer system is presented for automatic configuration of an intelligent
device in a network upon connection to the network. The computer program
product includes a computer usable medium having a computer readable
program thereon. The computer readable program code includes: computer

codeofarAig g AR eI BEeRliGHErieh-3RsRAateH Mith A deyice;
computer code for estaplishing a client process assq.ciated with the device
e e e o S T A G S
thesgevitd attthbesérver foasednaticdistconfthieigwthydeausiryad spemnide of

configuration gata to the device; and computer code for establishing a client
process associated with the device for automatically configuring the device
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network. The computer program product includes a corgl%ﬂer usable
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the networked intelligent devices. The computer readable program code
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computer readable program code includes computer codeé for sending from
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the computer program produc mcl%udes computer code for receiving a
dr&iosRitLaigieg ARG MERSISEmBY i @G RSP REBHK Y deeaftprEeE fodFiLTor
mesxddenshigrdpoaneiharrembadimenistbalinigligenh deyicensents @it ipdate
signalia e SeNGROSIEINCAMAYIGIGOdR 3L Ie saen dRiRITURGS Wheiher
the updated device Is still a member of the group. The intelligent devices
MR HUEMSTGED FRATRUATR CAYE At HSBIPT delatmieatidhabrTHemplstehs Tirghestill
organizBé graidprdRcBeidrRNce Wik iekbied enhodimeants phihiedavention,

theugﬁmguter rogre rgslgrod%:et(gp%.;urther include 1) computer code for

tlonfl n ed group, .
receiving at the server a ghange the Eriteria of the organized group, 2)
computelnéeeradiice sndlirrieted eiperdieneftgpbls srmarjan. the computer program

product may further include 1) computer code for receiving at the server a change to the
criteria of the organized group, 2) computer code for sending an update of group criteria
to each group member, and 3) computer code for receiving a dropout signal from any
member of the group ceasing to meet the updated criteria for group membership.

In accordance with further related embodiments of the invention, the computer
program product may further include computer code for receiving, by a client associated
with the intelligent device, the signal sent to each member of the group. The computer
program product may further include computer code for translating, at the client, the

signal



to each group member, and 3) computer code for receiving a dropout signal
from any member of the group ceasing to meet the updated criteria for group
membership. In accordance with further related embodiments of the
invention, the computer program product may further include computer code

folg calviRehdaYistlietRssasiated vyith thelinigligant.device, the signal sent
to each membe(é of the]?ro#lg. E‘P’e clom ut%r Fr%%ra roduct may further
include ¢BATSOHEIEO AL TSP HrinEERE AR URALS M SIgYI8"t8 one or
movanstrpctinns pmdertstegdnblpdhé)iptedlige nodievicecdiviagebtidarrcewith still
futhgeselaigd.ambadimenis:ahing iYeRtRRvdALd SEMRWEE R GRIPRdUCt

may include 1) program code for receiving at the server a request for
oAttt grelsps AR m At PSRN & Re O HRE SV DI A S SEEB RS
inetligentigeviceskahd: 2y pidgregrocodeforcsekding infotndatiorny gyl ding
th@oﬂwfﬁgrﬁ%&@ttﬁ%&?%ﬁﬂfﬁ%g @é/ﬁ&‘;ﬁné?@&&le %P&Qe%ﬁh(iﬁ@?&%‘% an

associated access level, the computer program product further comprising
coiitidt BOAE OrFEITHAR B M At tHeS SRR TP EE MR ST REF HEGRES A
receivergrideseipformatioss.(d hevassboiatedsaccdds tevek chayqondsticemay

SElRGIYE AGRE S HEPAAEN G B AL BRIRHS LG LR AP UIREIC AL AT E EHCS it er

include location, hardware model, software configuration, and device type.
THEEBRRREN oY M SIBRE YA TRHET CORB ALY Wit dBte at a
netwairleatlcddvice forhseidingthie ghaipge to the criteria of the group. Brief
Description of the Drawings The foregoing features of the invention will be
more readily understoooBief Rescription afihe Buaying
taken with reference to the accompanying drawings, in which: Fig. 1 shows a
platform ¢ Fﬂ%ﬁ%@%%ﬁﬁ/ﬁﬂ%ﬂé%@@@ﬂémr&éﬁé@ lﬁﬂéﬁ@ﬁﬂ@ﬁt
inteféaces kithd Aibaillaekidiageacrshaningnthatplateite in achstaiech ang
diﬁgg@%tgesgine‘wiig&nment; F_ig. 2 is a block diagra_m showing the autonomous
services and the communication between the client component and the
server ceippaneiiivkig. plisdlackdiagrapinghaswingktile eivisessagdanadides

that are Hart .o[t e _server component;
1ndepen ent inter ace,

—_
>

Fig. TA is a block diagram showing the platform in a clustered and distributed
environment;

Fig. 2 is a block diagram showing the autonomous services and the
communication between the client component and the server component;

Fig. 3 is block diagram showing the services and modules that are part of the
server component;

Fig. 4 is a block diagram showing the services and modules that are part of the
client component;

Figs. 5 and 6 are logical connection diagrams that show a seven-layer application
architecture for the client and server;

Fig. 5 shows the layers that are applicable to the server;

Fig. 6 shows the layers that are applicable to the client;
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Fig. 4 is a block diagram showing the services and modules that are part of
the client component; Figs. 5 and 6 are logical connection diagrams that
show a seven-layer application architecture for the client and server; Fig. 5
shows the layers that are applicable to the server; Fig. 6 shows the layers
that are icable to the cljent; 10 Fig. 7 shows a block diagram _of the .
physical o S PSR T YA TRt Re SR T B
theisofiaardonie thephadwabe arftvshoontotitie dpsiemts addisthibutelk aspents;
Figisdibhisaadnede! showing a security view of the platform at the network
level; Figs. 8-23 show screen shots of the user interface for creating
businesd/erroArslesjodriganivied groups; view theelideprafilesicdndrkileating

reports; Figs 8 SHOWYS, A RLQNSRPHRNRMASIRLSEHEERING WIng &/ Lask Rak,
Fig. 8A shows a screen shot for creation of an intelligent device profile; Fig.

SBSAUWS & AT ¥ 1O 85T BtLHBHIEATREE yroup of intelligent
devices; gy 3 8dvs a diagramtsiiowingther¢elatidndhinbetneen business

rules, depices PIRTIRS, QP AR NZCH AIAHRSHTIRS Rhp RIRW3GEREN shots
for the creation of a business rule for error handling; Fig. 16 shows a device

profile i TGN SR6UREN e IREE FILESY detieriged 8P rEREN stteen

shitader creation of a business rule for content distribution; Figs. 22-23

show scigen ROl for AR MRS AHNAHERAUES s igbad s HINaRs SYRk layer design

of the server; and Fig. 25 is a high level layer design of the client. Detailed
DEEH PRI &PEEti& 2 Phodiments Definitions. As used in this description
and the agsonipanying elaims;she thellowing térnbssakeallrhivertitreomeadiings

indicate Eé{qlgﬁo%ea%g%% rggﬂeewgl;;e requires: The term "Hypertext
r

Transfer Protocol” ("HTTP") shall refer to an application level protocol that
providestagskt Somilddssice ki RingEe'between a browser and a server. It

Figs. 18-21 show screen shots for creation of a business rule for content
distribution;

Figs. 22-23 show screen shots for generating reports;

Fig. 24 is a high level layer design of the server; and

Fig. 25 is a high level layer design of the client.

Detailed Description of Specific Embodiments

Definitions. As used in this description and the accompanying claims, the
following terms shall have the meanings indicated, unless the context otherwise requires:
The term "Hypertext Transfer Protocol" ("HTTP") shall refer to an application level
protocol that provides a set of rules for exchanges between a browser and a server. It
provides for the transfer of information such as hypertext and hypermedia, and for the
recognition of file types. The HTTP protocol is at a higher level than the transfer layer
protocol such as TCP/IP. HTTP provides stateless transactions between client and server.
The term "Simple Object Access Protocol” ("SOAP") shall refer to a protocol for
exchange of information in a decentralized, distributed environment. It is an XML based
protocol that consists of three parts: 1. an envelope that defines a framework for
describing what is in a message and how to process it, 2. a set of encoding rules for

expressing instances of application-defined data
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provides for the transfer of information such as hypertext and hypermedia,
and for the recognition of file types. The HTTP protocol is at a higher level
than the transfer layer protocol such as TCP/IP. HTTP provides stateless
transactions between client and server. The term "Simple Object Access
ProReahd SPARInthal el dQ aiREtach! frbcaxehangal infermationdp a
de 1entralized, distributed enviro(?gt]ent. It is an XML baseggﬁéotoc%logwat

cohSIEb SFPRTERTEMEE 11 ol BROQHETHEE SEYHR U R AEWER 6P ) t©
desoribing shaitis:ipregrme ss dge andoh evwtoiodessnpRraiset vfeencoding
rules for. expre sRingdnstancew of application:defineddaia drivpes and 3. a
convention for representing remote procedure calls and responses. SOAP

Al AT OGYAMK FimRag" ﬁ?ﬁged?%ﬁ%?ﬁﬂﬁé°§%‘?%%a&°&cﬁ%‘%‘\§ﬁndows
2000) Roucoomen theiesiteingithtapt dgfrasimicnteevshnueboimgtiethterakineb o fidamg
0%‘?@%%&’%&@0@1&#&@%&@%)@% WStAg EB&M@QH&MQ%M eﬂ'a?tf'a%PerteXt
Transfer Protocol (HTTP) and its Extensible Markup Langua%%(XML) as the

mECHALHS Y MBI ATS T EREAANGE ORI VEMS GURMHHE 358G Internet
infrastivetUvétivdtheus. Pellagnifeddo 'any Bpetatingftsysidmdlanguageeor object

MOGGhi S HASEIDHYS SPSAHIGRHNL TIE IR RIBHRTY affIRNS HoHifSystem

ingludigg”s,erver components and client components that are associated with
deVReaYCAs 8 G RPbAEREIC A B &S AtIYRICE LA PRI SPERLTE GIMEytfidanguage
cambindtiogef thectivanA genifiondnilbanche 'tomipesedeokmastyrditfenent

mQH&éﬁﬁts@bé&ﬁQ ldt:%;'gﬁeélltp ISCQK)HII I'cp(%&rcﬁ*éﬁ Qa%o%%g%c&iﬁp%ﬁtion or

object-oriented computer language that is designed to perform a specific
talR b RriRg sk gdisoadoice Perstdshean T dlish ard sy LA ELEed
totpetfalinated dedi daiechtask o thertaaorgampuédtiemarotextadpsitténg and in

aqailipn A% A0ARSQEARD FAROIGE ANG.OGMRDAIPEMENHQURE. Jhe

dedicated task. The controller and memory may be internal or external to the

intOMGEEEAUFE REARTHEDT IRtaTAEiETt e \IEs I8 tisah b RT BSFbtwork of

ccny}mugedisﬂﬁeitefmse'_w@ﬂﬁﬁﬁesﬁa'kphgba@ﬁqrdsﬁn@"cmds'.'ame lm;tesfhs;laaéhbe
St YOS I d&?ecg&%ﬂt?g% 041G, AECAMRANY Wﬁeﬁ'ﬁ{ﬁf-

us
S
The term "metadata” shall refer to about other datatoncerning t

devieEsthinditdingens saaserdanedilpe retHe et iy eramphel nedtdasappy be
maglifighantt galptacts onex@mAls, metartatas vraydbacelate ahoutpe:"
Praparies. 8Qa'hac}&ﬁ'%E%Soraff(‘?c%%rﬁbvbﬁ%% pladevice, The term, 'space, shall
refer to a pny Cg? memaory Vocatlon wnere tasef< entries and their resuft entries

ardosbpadhe sliens- ik AR SRIEVRPYTEOIRANSS ARRYTRALBY BBDhE Hisakedhat
the ehealih@rdsy other information that is required to execute that specific task. A result

entry contains information about the result of the execution of a particular task including
the output of the execution of the task.

Fig. 1 shows a platform 100 for managing networked intelligent devices using a
device independent interface. The network 110 can be either a wired or wireless network.
The intelligent devices that are shown include mobile phones 120, casino terminals 130,
jukeboxes 140, ATM machines 150, information display systems 160 and PDAs 170. The
platform includes a server component 180 and a client component (not shown). Each
device has an associated client component that is in communication with the device. The

client
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to execute and any other information that is required to execute that specific
task. A result entry contains information about the result of the execution of a
particular task including the output of the execution of the task. Fig. 1 shows
a platform 100 for managing networked intelligent devices using a device

indeRpaAsntINtRriagss 1eLewerhiQ can hrigitheua wirad opwitsiess

network. The intelligent devices that are shown include mobpile phones.120,
i eyt e R i el e
displaysystentgsitOrantdrDsi 1§ @riibecqlagforivincicriesdssbpiat content,
comPAaRtdSR BRhAR!IE M CUNPOREHRAL SRR FaeRodyics hasan

associated client component that is in communication with the device. The

cliRATYD L8 BN ERT RAM B OBE s Mot Ret 8L 4PN PR S BHE I G EH
devicerR henpietiforii 0L 50bisudedigné dofombrisitiessomginag énare dteaflimtieliigent
d%ﬁ%&%@&%@ﬁé’ﬁﬁ@ %Qﬂﬁigs‘?anﬁﬁn?e ﬁﬁ@e@é&‘i{ﬂg ‘?eﬁlé%%%ﬂ&ﬁ%ﬁﬂﬁi‘é%lf&ﬁ?”e
service configuration, receive distributed content, and send error information
to¥HBPSBHEr component using the client component. In the platform, the
client compdhent bbrtadisthe sewiep s ardneguedtstnstructidsnsover a

nevaLsSenNeRlon 110 mihsipniiRly al commisaiensariolais.lan;the

client side. The server component 180 includes a queue for receivin
3&‘?5\%?19

re QRS YRET et TECE REAE O AR aPRYCHE Y XYY A B4R grdr
theeplationn, ir0aRcIbstk ked andpdisiriilioec sepuritermgnietoeliseitwes the

COIRRONEALL 80,88 SHOWRIN iR S TRAPAIMSIL IR SRMAGSE Y. of (HRIGS servers:

a web server 200A, 200B, an application server 201A, 201B, and a database
seRiEm I Aespay e dURdsetyer SEepraoaRM orf desispardtiityRipier the
distrilfatie ithéxsjpredes siagiasseedu esiigpatenmadBeljutiecdliehicarmparents

ARG AGAWIN L0 ARUESS LENED ML INAIR RN RGNYIFTSHR QL EVEN, o

thousands of devices within a platform, the platform is designed so that the
serEr LBm3sTeoB A B SIS AP Os shrafethers itedeadeydRIvrsSo
thaidh jeadribalancere? kpptanidil eat éeque sisalbas sap@NOpr idiecseivediments,

(Z%Q'I%d%&é%})%% YBOL: 95%%%%%@%P%ds\’lylngfd@t?aﬁﬁg%noégﬁﬁg iif?d%)ende iy
reaundancy between eacn server (XNeb server, appllcatl n server, andn ata
ba¥esGuFIErICIF oMl iERBbYiFARhIS Vifs & W dated o P e Gapy AR L BASHYFENt

mayukeps ihdividechiane eanoapesat@dralapensentifamsapasate servers.
Additionally,.each service could haveits own server and the, server could be
12.’23S a block diagram s 0w1n§ he autonomoys ?erwces and thé

located locally or remotefy on the same or on a different network.
communication between the client component 220 and the server component 230. The
platform is a service- oriented architecture for distributing services to the devices by way
of the client components 220 and server components 230. A service exists as an
independent process and has a well- defined, discrete function, providing a unique and
clearly delineated responsibility. Each service is associated with its own protocol. A
service is defined by one or more modules or objects that make up the service.
Communications for services are originated by the client components associated with the
device. The implementation details of a service are encapsulated from the devices.
Therefore, the services may be reused among many different types of devices. Further,

the services themselves are kept as separate entities and therefore, changes to the

implementation of a service do not impact other services.
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Fig. 2 is a block diagram showing the autonomous services and the
communication between the client component 220 and the server component
230. The platform is a service- oriented architecture for distributing services
to the devices by way of the client components 220 and server components
5_30- A S?fg’.ig%l%&i%% é&ﬁ{ﬁlé Q@ﬁ&%ﬂﬁﬁ%d@él%%l@%eﬁﬁllg%@@e?\gcweﬂhgﬁféﬂlgd,
iscrete function, providing a unique and. cle elineated responsibility.
A A S A ARG BT BT LU S8 T DA by one
ordnareambidieldsdcobjeotmthat ke tggue tsdhviceyeCompuamicationsi forg
SENYIEER-A §rApainAtash Y Re CHERb LOMPANERIH AS605 AIRR Witibihs Aaviee-
The implementation details of a service are encapsulated from the devices.
THEFSRSTE e EERILRE HAY BE FelsEE AmBIg sy BRTaraht 1) prb s server
deviogsndauPiterndh s eevicasitherniselves: aheckephasbeparate tatitiesand

th%ﬁw&n@bﬁmgmn@smm@m Rtatigmetia Sehdse AR DRtPRAcLatber
)}

services. 13 Fig. 2 shows an example wherein there are three separate
SIS THEFMBIGE NEHENCURPBLRCTHCAS NS TEEE MK B ©afsabia bf
displsiyingiconteint thaiuseneictiveticlevicerasid theeclient component can

make a Requestin N BaNRr SRMRANE ThIAFACaIVIRAN S IRAL REW QL HRdaed

content. For example, the device may be a music station located at a record
StOSWRBTER FBRGHTLIRYS T BB (Y IR ARMBEHE COMPBHENE D20 Shd the
serueorgo mpoidenh 280hsendsthésnéwtimu $ig .1 dnevel eviceldirner tainices:

eMRQGIRENROINE SRIVESH GRMRORE ML ERNARPL QY ABSRS BHGR Alion is

determinée the content to be distributed to the device. For example, a
buBIHYES By fBerRiEP O BRATAH YIS AT GHRF ARSI CANEORItER I FOIC i tEation
statianein Baeaciassibakepuaivseetiarofeay ituisit stonedBle csitiseitiie kwervices

are autonomaus, the,sarvices.2nd he.Mosuies fansHRRPHing those services

can be distributed among multiple computers, computer systems, or
networkdigh AdBtibHN %?él&ﬁﬁﬁéﬁtoe Eri i SPET G BhEM B\ S TS AeRReRsRAl
senmvdagsclidie capigetatiopeaanlice 2bflanadenicesstakis serntedigtbudgain,
communisaiians, Iltated Rolba.clent eamRenEntNEh sends e deyice
status or requests configuration upadates. Because of the separation between
seRMoEsSIrEMedhsavire ot RitiH e cajterda Reriseerinaypecgidtipied,
buintherentite qlatéorize Bk ot Tal. prigsms ande4 tshawdihes intenaatriogulas
that operate within the, server CompRngat Ang Eﬁ&g&%‘%&%ﬂ RRNGNL and the
respecﬁ/rrl)e?y to |mplement services. ﬁishere are ?lve IStri utercll services which
mayetisP iR wedmndiss sheratfecauaulisstienfstrese diesdisicenddEachch

and for distribution of services. The second module type is a server-side module. The
server component modules operate exclusively on the server. The third module type is a
client component only. The client component modules exist solely within the client
component and interface with the device.

With respect to Figs. 3 and 4, the distributed services and modules will now be
discussed. Elements denoted with an "a" refer to client side modules/services and
elements denoted with a "b" refer to server side modules/services. Elements referenced
herein without a designation for Figs. 3 and 4 reference both the server and corresponding

client
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remote commands service 302a, b, content services 303a, b, a reporting
service 304a, b, and a rendezvous service 305a, b. The platform divides the
modules for the services into three types. The first is distributed modules that
are distributed between the server and the client. Distributed modules allow

forpanyunicationbatvesn: the client angd J@ﬁp’f&é\é@ff nehifeudistributionnt
services. The second n&odule type is a §erv%r-sicge.module. T#f server
SAthe ird’

cOMPBITEHHFHSHGIAS BlsePars BRI SYGRP MM 1908 type
is iafelivtbedwpdrencortly (hFhercliefhis ovvipement wodikes exisKadblelyewithin
therpiient eesmenahanddnistiacritbihedevice. With respect to Figs. 3

and 4, the distributed services and modules will now be discussed. Elements

denoted WRACHI®LPIREPLS Ehigkt 2t i SahEYLE e ably Bsemtshts
denpikditwithsentdgrefiep tocsmmerdsitehn ddule $/senhic esyE | dnabons users

referenged. Nerein-Withext %QQ§&@@@QJQVO|§@§@%§B&§%@T%§ RgeoRAthHhe

server and corresponding client 14 modules/services. The heartbeat service

3014 UM BB RS SThed web service that provides infrastructure and
ways andihmeansiofesendiig dewice staiustbnaddesicahaltbminboicagsionnt

fromiie Gigdk NG EERGEGHE WRRPAIMIER HGE S FRGRITRIS MY Ing

HTTP or REST for communication and data exchange. The remote
cAhSR TS QL iia g oK s &GI8 that enables the system capability
of sendiffaempotegammantisdabhs thenpsfmmdahdisecver .t allofususers

US| NG I8:SRME MR IIEIIBGH JAAX GRS 3 BUSNES MR AHPRR [ocRI gnithe

remote client. It uses SOAP for communication. The content service 303 is a
WEH SEIYIcERPTER 8RS BHAP TP HRSABhm e RARTES HEHHlqtreporting
digtribattiomeintitding congeaiAlstribution parameters such as scheduling and

activatiopniormalion {taM.Sery gFo"\%cfé'i‘?ﬁ‘J-cI&%iﬁ%Pﬁ’Jéﬁéﬂ SINIGE. RO Gpables

the reporting capabilities of the platform. It allows clients to send their
rePBFiAG aa BN RE IS Hes S tait MR SeRfda1and e edBivartsm
repariteg ardianalysisett gravid egasstandapomeans ahgen etststgdiierming

repRt Q&liﬁda%%an ap afﬁ%@%ﬁ%r i@g?')ﬁ#iﬁﬁ%%%@@nﬂh‘%‘i%@q%‘d&ﬁ%g §£ﬁ¥éce 305
provides the capability needed by the platform to” manage anddistribute
confBRiFEtcHrerataneRIAG riBtadrates aHsceniRg Mrifberration Mseameenith
cligeteaid he seues 30himdfeastsuaiurenpravides sianeardiwaydrovides
p%[lfeo{rmelrl?gce for changing the rules. The rendezvous service also interacts with the device
deployment module 306b that manages device properties and metadata and device
deployments information on the server and the client. The Error Handling module 307b
works with the rendezvous service 305a and allows users to configure error handling
business rules on the server and send the rules to the client. These rules include service
provisioning and self remedy actions. The work flow of this module supports escalation
and notification as well. This module provides the interface for configuring these rules.

The rendezvous module 305a will distribute these rules using the rendezvous service and

the catapult bizrules module will execute the rules on the client (See Fig. 4).
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synchronization of data on the platform and device configuration including
device properties, error handling and business rules. This service also
interacts on the server with the rendez vous module 305 and detects any
configuration or business rules and provides the interface for changing the
rules. The,tendezvausaRWI6R AkaiinterRcis-Witbths Aayisssdepleyment
module 306b that mapages device rf)pertie[% and metadata and device
decﬁrgiﬁ%ré?%%‘lﬁﬁ?ﬁﬁ% 15 06.!?1%50%«5%?%%’ & e s R PSHEFAHAMHS
mtduier 30 7hie WotkswivitHaheteenee Zhous welvige V805 thamdealiowfsrusers to

configune R isbandlinge RUSINESS WeR ORithe sepverAnd SRR duesdo
the client. These rules include service provisioning and self remedy actions.
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service and the catapult bizrules module will execute the rules on the client

(SHEEY ) 21BN G R RSB ATIS P 8RR L& Uatapbnent
30Baialovwstacmgfigsinegy blsinessinges éohmdmiponingsalel i ofictiiens ystem
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module provides the interface for configuring these rules. The rendezvous

setidBeliFliatriFanetHRlsd v ase 1 SaRvIds Lemie Fammls Fetdeled dtile
3GBatthe ctirrtcompuhentlwit execute tiiesdibusingss¢ul @scaphigesdrver's

scheduling BOFNIG.HOFPIAVHES A SR RARIIASHHEIHIE ! nschadyling

maintenance acfivities, service reports, business reports and content
distiblatibin SHdractvaticierrg A s e dRIdg0 g F’Eé‘é'bgﬁs?ﬁﬂvérfor
executinghaltodevicksmbnitoringl tid Sirtkdsiidlesinglpdin g fexmaehandingioalerts

ang pRUlicaHoNS ang. SGR&d ldkﬁgaﬁl‘ﬁ@?&%-emf?g%ﬁiQ&ﬁ%tf&ﬁ?’fh‘?ﬁ%hﬁle allows

executes all business rules that the server and the client are responsible for
exXBEURHTHEHE PREHAHEIBUESARHARES eSSy da lipditsned sy atkipnievel
orddibeiel operationsihattie: cigndicgovpenentiscapadie ofivpesfomning

Ioggélfé QR Qf% & t%}/p.clgtrigﬂi% 1{%995{!% Ig.rovides the infrastructure needed to

enable this feature on the client and allow users to interact with it from the
server. THE EoAtERE SheRBORBMeBRME Biradicantiewes 8 Faoring bfent
distguiiatiuendlhe:sysiepiiticheingteniemn sptgading sehadelinpianddule

actﬁ/ation. This n%odule allows user to coqﬂ ure coRteint distribution .
allows user to Co 1ZUre report 1n§lgarameters on Server. alsq executes all reportin

parameters ont e server. _t 0] executes all Co_ntent |str|bu'§|0n opt rations
orPPREMEMSANI e GHeRbIROYHESRARSTHNI A SR eaTdrateiaAtitiss EREESRS syMteior
servisefon Jistperian OfLantefensing module 314 manages all licensing aspects on

the server including seats managements, communication with the licensing the server and
monitoring and prohibition of seat replication. This module also generates licensing
information on the client and sends it to the server using the rendezvous service. Each of
the previously mentioned modules has both a client side and a server side
implementation, since each of these modules communicates information between the
server and the client side.

The server only modules will now be discussed and are represented in Fig. 3. The

user accounts module 315a manages user accounts on the system including user roles and
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The reporting and analysis module 313a handles all aspects of reporting on
the system including data manipulation and scheduling of reports on the
server. This module allows user to configure reporting parameters on the
server. It also executes all reporting operations on the client including

fep&%@ﬁd@tﬁeﬁﬁﬁﬁ@g QR AL Hﬁ%&ﬂ@ﬁ%ﬁﬂﬂaﬁ%ﬁd cAJonLARRMINGISf on the
data. The licensing module 314 manages all licensin ects on

reportin as

th§' e B i AR A A AR R Eo GRS Ft%s%{‘é' ﬁé&ﬁ%%‘
thersele/dioand serranitogimgadid joee hititiory wf s datereplidationetddie mbeltde
algeganaiaiessicansingviNarmationan e alighband-seadRdbiQithe server
using the rendezvaus service. Each of the previously mentioned modules

hd856th R AeRile Bn e desicirreida MrdBie AR A R ES EaEH s i se
modalescormmeméoates! infonaafioriloe tléencthen seryestambathe aligwirside.

Tf}ﬁeéﬁﬁ%'@%ﬁé{@%b@%e\é’iﬂ@% bediscissed andiatfleRiRsgRtd in Fig. 3.
The user accounts module 315a manages user accounts on the system

inSHFSGRUE8PY SIEE Gl 16 JRFHiIERiSRs. Permissions on the system are
granularBrdialovsasdr g oeité rolggses thitheasysiemdbéiseothorafoiiligwedl

aGHESTIGUNRUICRANIGR AN LRVICES, QR 18 RYSIERY dEDRABYLES oRIRlME

allows users to organize devices on the system based on their metadata to

behdP IR B FRGENLLTh Y R eliEng fRaHAGEHR ARIREEYdRY! RS tHe™s
entarphisétbusiaess prbiiessf s is hakdiecuky therfievioerpreihe mmddule
316a..;This module allows users to create service, content, and business
profiles of devices on the system based on their metadata. Profiles can be

used latdByOtFet SeRivde toneridothierariicddd iitaliigetay and
effectivetykafien thieirservicatdhe deviaetisealch ergineshd acerabids the

segching ARG Iliesing $BRARIIGS QL. H& SRR of S SNAING AURNS HR'S to

search the system for devices based on their metadata and error conditions.
It AN AigenB s SEuFEH B SABIHP IR U f SrA EHeRRn
segtiens anbblistalef itemsdaunrakesthapisenpplefacei moratidsabld)ancuding
functi . The server alsq.i es a notification frame 3 T
o S e AP RO TA Mlemey
th&Y§&Mrer and integrating them into the work flow and business process of
the alertyghmaglificaioRs 18ngreviads Aaschhngion thensenerichhss dacilitatas

SRR W SUSIALEnISIBYISR AUSIE SN Brads I asiupre for

enterprise zsaergﬁﬁr(l:%tloﬁ%ntegratlon Inc ing
preferences. My Catapult includes components from reporting and analysis, alerts and
troubled devices, user accounts, content distribution as well as quick links and favorites.

The client only modules are shown in Fig. 4 and include the component

framework. The component framework 320b provides the infrastructure for adding and
customizing client components such as application programs and hardware components.
This module enables the remote management capability of these components and
provides a standard interface for configuring these components using the rendezvous
service. The job framework 321b provides an interface to implement specific business
process and integrate it into the client component. The space framework 322b manages
the memory for the tasks and results of jobs execution on the client. It stores entries that

encapsulate business logic and processes. The space framework provides synchronous

access to entries in the space, as requested on
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customer relation management (CRM) systems, help desk and support
systems and legacy systems. My Catapult module 319a provides a
personalized dashboard view of the system based on user's most frequent
actions and behavior on the system as well as user's preferences. My

Cataridbinehider companeiz Qe PG 3Rt R SisnleH R M into

troubled deviceﬁ, yser accounts, content distribution as well as quick links
anteCrRISHEE LT A RSt only modules are shown in Fig. 4 and include the
componé&igs. Famehvoekodited convporredit framahno sk 820 ke proligesiphbceation
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application programs_and hardware components. This module enables the
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the’space, as requested on 17 ad-hoc or scheduled basis and processes the
erftraeAtisa e PELAMAG R ReAME (e QLS cHRE reaiebbelts. Figs.
5 andGraistdohisalagenndotisfodiagiams thahsthousdcspentaysysapplication

ArGRIGSIIG for g clent AR SeIYedlP& ﬁﬁﬁﬁ%&éﬁ‘éﬁ%@éB%?e&W%ﬂermits

reusability since the service-specific modules are isolated fromthe data and
SySEFASECE NI RIdHEE M Hus, the business logic is device independent and
can be ratseddandifiergrt fypesrefpaaititesr pigvidishowadiieniayecs)that are

anpligaRle It SERvELANG .G ﬁﬁﬁﬁglmeﬁﬁﬁcmﬁ? e ARRIcARlG ig the

client. The seven layers are: Enterprise Systems 500, System’ Services
AcBaRIsssICkB e GEcRidberd ook ef st é@%fé%@ fe 5eg 'Relr Seividempds and
Prasertatioad5@ahandmpaskoR rmeessiighpiyarifiodatestaanthtoalieyt) 506 may
S tl latf i ersyallaws for the layers t '
R e R o TS IR
il ATEREAMS R GRS By HEWiPE VRS oSt 8INIfF O RIA S GEREEE STHEes-
presentatigaysehe isayespimsible takpravidingndi weesdnteeiaaa)e

application. This layer contains all service end point interfaces and processes client
service requests. It provides common functionality for data binding and accessing the
core application functionality between the server and the clients. This layer isolates the
XML message data so that the application business logic is independent of the
communication.

The message layer provides a message-oriented middleware (MOM)
infrastructure, which allows for looser coupling within distributed systems by abstracting
translation, security, and the underlying communications protocols from clients and
servers. This layer is also used by the Web Services layer 505 as an Enterprise Message
Bus to allow for asynchronous communication between the client and the server using
SOAP (Simple Object Access Protocol) and XML based messages. This layer utilizes

Java Messaging System JMS and Enterprise Message Driven Beans.
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services for the specific application and managing user interaction. The layer
separation enables quick alteration of the look of user interface to meet
renewed user demands and business needs without impact on the rest of
application. The presentation layer 506 may produce HTML pages for a Web

app'iCati@Hleuyf\ﬂMb199@1‘?%9(%00’15%@%@39@%E@Hgm@%rwgﬁ%@oﬁﬁmﬁs
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busifiess logidds independentotthervoes fouticapidiraldnecongssage layer
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for looser coupling within distributed sl)'/.ostems by abstracting translation,
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Enferaise: Messags, BLS 0 3ILaK Ih ARYBRERRYUS LAMMLNIFAIAR between

the client and the server using SOAP (Simple Object Access Protocol) and
XOASE4ESEE messages. This layer utilizes Java Messaging System JMS and
Enterprishdgssager DedgenyBSansari8asidyedmisiness IKigic pwailH ownkdurer

SQZ R LESPRAIPIESY PROWIAING RURIDGSS AIRERSR SHRYIESRa LRESE 100kup.

components coordinate multiple core functional services based on given
bulSiFsEx AfelreganEatises BiRsHa S HTE MG BT JFfT e Bt SeWiides
enablésctheyrettsabilina pbéheseagal icaghbinandaipliactess dayek b2 stikee as

frameWorkisyIGI: A% 4RI AGRTS HP MRANGALE. QM R g3 Provides common

data access Services for the apgljcatlon components regardless of where or
how the BRIEAPRSS OYSEMTHIS Q08 i SERartidn e Bracaatss thidéntBkth so
thabagplikat ondatan g anshkensiorspaial mainyraiftace niyeletab asesphatioreis:

T ‘féw&f%%%%?&cé? ine ﬁgflig'tg?‘ﬂ%”dgt%ﬂ%agw s?iﬁ[@&tl&h euf??@r%ﬁﬁ%% laYgl s
Isolates t un erlyln?g a structure as well as the c nnectlon etal s and
maRHessafe At pdradaties! TIRecsysteiHRip Ao aiur BIL i8eHiEngs
Sysiee 9ar/stEs B, 3pspides standariuspivieasbhitapppeatinnsdelhassble
se \ﬁ)%?gﬁ h@ﬁ!g?ﬁﬁ?%@?ﬂ Nt naming and objects lookup.

The Web Services Access Layer 505 provides common interfaces for accessing
web services. The interface is the starting point of a client's interaction with the service.
This layer also handles other responsibilities, such as sending client requests and
receiving server responses as well as service locating. This layer also handles the
mapping of the XML documents to equivalent object representations in the web service
access layer before delegating the request to the business logic.

The Task processing layer 504 holds all business logic encapsulated in Task and
Result objects stored in the space. It provides the infrastructure for managing space

entries and executing the required business processes wherein the Master object generates

a request for a Task and the results are written in and retrievable from a Result object.
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Security and directory services are also considered system services. For
example, security and directory services may be leveraged throughout an
application. Some services, like session management, may be contained
only in the presentation layer. Enterprise Systems layer 500 is responsible for

pro_\lliqli%@%ez\@%l %qéi%ﬁﬁigégﬁn §f@lé?9$ysﬂ@a¥@im_d_ ghgagf§¥|§é§mn(~1mtﬁ)rﬁ@d
mall. ata laver IS responsiple 1or providai pnysical data storage.
TRbise Ve, SEe s AoF TR S Pl SRR s e pigRee
systeenss dikiehylatfespacsupply s ktigéeliatabagbisthyctpresitdiading
Ot lh%%%@heﬁ?o@gd MymQ@hand fostgre Mistiple datahase-ryppart is

ro

made available through using JDBC and Hibernate. The Web Services
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and receiving server responses as well as service locating. This layer also
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business logic encapsulated in Task and Result objects stored in the space.
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19 Fig. 7 shows a block diagram of the physical view of the server platform
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server configuration, and their major interactions with each other. Thus, the
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configuring a clustered environment. The environment includes session
refciEns amreteanieachivihin ribg Briernrraion thhsrns jenepansaiby
iImplemanting autisieigtuemstenaantiodpal icalien eemneisnd ik willfhanglen

the %ow Igvel i Ielmentation of tlA? fault .tolerﬁllnce @nd f{;\il safe over in case
1INIOor, 10N to the Clie COl’l’lpOl’lCl’lt. ter receiving € conliguration inrormation, the

one of the servers %aIHS.
client component will set the configuration parameters for the device and the device will
then be active and ready to use within the platform.

Fig. 7A is a model showing a security view of the platform at the network level.

As already stated, the services and modules may be deployed across multiple servers. A
demilitarized zone is created by configuring firewalls. The public DMZ (demilitarized
zone) 715 allows users to contact the platform through the Internet 716. Servers in the
private DMZ 716 cannot be contacted directly by Internet based users and can only be
contacted indirectly through a server in the public DMZ 715. As shown by the arrows,
traffic into the server component is only allowed to pass from left to right. The public

DMZ servers 715 can only pass requests/data to the private DMZ 716, and the private
DMZ 716 can only pass
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The platform can be scaled by adding more hardware in a cluster
configuration at the server side. The application server 701 will handle the
details of distributing load between the different nodes in the clustered
environment. Each of the devices that are part of the platform is first entered

i nt%kb%@@ﬁé% t@i@ MRANERL KB Qﬁ?@@@&rﬁ&f&ﬂlgnf@zfntbg rﬁiﬁ}@ %Iﬁ% ‘iﬂ%rﬁal
accompan INg client.component, e client ymponent Is installeq on the
it Rt Pl s el e
thdigetlyet! & oropomentatithe sargeseomponent ghibedettifyhithesdey/ IEETRNd

regagnizg hah this isHba st conMesiQR: NG SRMSDGLRAOBE HeWhhblication
automaticallgl retrieve configuration information for the device and send the

coihgUAHIOR I RSP At LifbhPASHISHERE ARdr PERNifdthe
comfigpmatioyimfiosuvhtiot <5 Blert ootdbankhtabil et the 02 sfigidation

D%@mtﬁ{ﬁlfzoﬂrﬁh@e%%&%@ i‘ih%éjﬁ}(/i‘zea}%_' 'totﬂéaﬂ&gcéﬁtﬁfcﬁxﬂﬂlqlﬁﬁ@@ééo use
within the platform. Fig. 7A is a model showing a security view of the platform

g. IA nov
attHE Rt IR fe AT IR HTHY Aty AU U A B LB AR I dEREL S5 he
déplayedoacrobsarmafifipte sehvensriet demilitarizéd cove isapeatedsibipne

copfiguing. frewalic: 16 pedlic,RMA (AR TUHRNIZG0, #RBRY 4 LpRIRWR USEES

to contact the g)latform throu rll)the Internet 716. Servers in the private DMZ

718 Latist BB RErEY Biraiy by Iritertie e bakutiterst ad-tdrrBHg et
cantgefedhnditepty tiroLiglrabedventin thesi pbbliedd MZ wdbbe Asrstodwinl ye the

ArfONSssJ\RFIG IO NG ISR AQMRRAS R RN RUONEH ECQn%%%%‘?HP left to
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infertace ma acces usm%an Internet connection 1kom fny , the uselr
server component Is ne using the secure socket layer protocol. In

ceftsifresnBddl méy]tg:’ avedfie s spr YRiitself or at a remote location using a web

browser. Fig. 8 shows a user status window (My Catapult) 800 that appears inside of a
browser after a user logs into the server and validates his/her identity. The user status
window shows To Do lists 803, messages in an Inbox 802, and any analysis 801 that has
been performed. As shown in the analysis section 801, a report displaying the percentage
of time for a given store for which all connected devices were functioning is shown.

In certain embodiments a user, can create a device configuration profile by
accessing the device profile module 316a from Fig. 3. The device configuration profile
indicates device attributes and may be reused, so that a user need not re-enter device

attributes for a
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Web Server 705 and the SMTP Server 703 is only allowed through a
pre-determined port to perform mail operations. In embodiments, traffic
between the web server 705 and the database server 702 is only allowed
through a different predefined port to perform database transactions. The

datghase &eivelyf0Fsoniaing datd-suahasdhe favicepiofigsk anddpatiser
profiles. On top of the network §nd fié%\)/v F’” security infrastructure, the
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tirggpggﬁﬁegigpﬂﬂes&gmgpr which all connected devices were functioning is
shown. In certain embodiments a user, can create a device configuration

profile by* ACEE%; ﬁﬁ‘tﬁ@%ﬁ%@i%r@‘ﬁ’%ﬁl‘éf Assigetdhendare orn FigioS. ‘PHEdRvice
canfipurationivatibenindicaiés dievoel atirdtute Hanid iy ayrie ratsedsiso, that a
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example, a user can define a profile for a “Kiosk." The profile may include
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sutiias pOSESSar dpes ao mnguiricdtiesuproracoleprinting capability, @gdre a
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sidecphihavplalf@i®yroup a listing of the group criteria. If the device attributes are
changed, for example, through a hardware upgrade so that the device is no longer has a
group attribute, the device will contact the server. In one embodiment, the server will
check to see if the intelligent device should still be part of the group by accessing the
group criteria and comparing the updated criteria for the intelligent device to the group
criteria. In other embodiments, the device will send a signal to the server indicating that
the intelligent device is no longer a member of the organized group. The server will then
remove the intelligent device from the organized group listing and will no longer contact

the intelligent device with updates for the group. It should be understood, that there may

be multiple organized groups each having
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automatically propagates changes to an existing profile definition to the
devices associated with the profile. Similarly, if a user switches profile
assignments or modifies profile attributes, the server will update or remove
device associations depending on the capabilities of the device. A user may
also create a grouping of devices that share one or more common attributes.
Attrihutes may include, without limitation, locations, contact information
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search for all devices that meet the criteria, creating a listing of these devices
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In other embodiments, the device will send a signal to the server indicating
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gr@m@pess rule 840. Additionally, organized groups 860 can use device profiles 850 and
business rules 840 as indicated by the arrows in the figure.

After selecting the rules button in Fig. 8, a user causes an HTTP transmission to
the server and a new screen will appear for the rules accessing the business rules module
309A. Fig. 9 shows a screen shot of the business rules page. A user can then select from
various rules categories 900 to create a new rule or the user can select from an existing
rule accessing error handling module 307a. The screen shown in Fig. 10 is presented to a
user if a user selects to set up a new error handling rule. The user can then select from any
of the devices within the platform. As shown, the user is provided with a listing of 1000

devices that may be selected. The user can filter out devices by selecting the "Find

devices using filters"
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listing and updates each of the current group members and new group as to
the device's status for the group based upon the attribute changes. The
process of updating the group members happens automatically without
intervention by the user. As a result, organized groups provide a mechanism
fo[’man?goelmen}g of large numbers of devices. @ tribute- b%sed rou ing and
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rules module 309A. Fig. 9 shows a screen shot of the business rules page. A
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set up a new error handling rule. The user can then select from any of the
desiersopdthmst s ﬁﬁ%fﬁé%‘?%s@ﬁ%\mq,%ﬁ@‘ﬂé’é‘?ﬁ@?ﬁr@ﬂ@éﬂsmﬁ% listing of
1000 reewaesdhatinayibhatgeladedasthenusanicianiéiier mubdeiicesiby the
seslglgt@ the "Fipd pevi&:es using filterﬁ" 23 button 1001, or the yser can

; seryer, the selecte f)r anize grou]% evices, user_ah orization,
identify particular types of devicesthat the user wishes to implement the rule
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taken 1402, and the conditional statements for the actions. The actions that are taken can
occur on the client component or on the server component. For example, the script will be
interpreted within the client component and the alerts will originate from the server
component. Fig. 15 is the final screen that is presented when an error handling business
rule is created. It should be recognized that the screen shots of Figs. 9-23 are provided for
illustrative purposes and many different combination of business rules and reports may be
generated based upon the intelligent devices within the network using the system

architecture disclosed in Figs. 1-8 and 24-25.
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can be created. In Fig. 12 the user has selected to create a rule for a printer
1201. The user selects the next button 1202 and is presented with
component status/error type screen 1300 as shown in Fig. 13. The screen
displays selectable errors/problems 1301 that are specifically associated
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Fig. 18 is a screen shot showing the selection of the digital content icon 1800
which accesses the content distribution module 312a and the content distribution service
303a. The screen indicates the title of the digital content 1801, whether a transfer has
been authorized, the status of the digital content 1802, a category for classifying the
digital content 1803 and as well as the targeted devices 1804 and a date and time for the
transfer 1805. A user can filter the listing of digital content and may also edit, delete,
activate, deactivate or change the distribution schedule by selecting a corresponding
button. As already indicated, when a button is selected by a user, using an input device by

graphically selecting the button, an
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selection bars 1603 that include: actions, history, rules, and profiles. The user
may move between this information by selection of the bar which will result
in the display of a new screen. The selection bar is also context sensitive
based upon variables such as the selected business rule, device, location,
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information about the device and also the accompanying client component.
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the device, a different selection bar may be selected. Fig. 17 shows the
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a and the content distribution service 303a. The screen indicates the title

of‘{ﬁezﬁ‘iﬁh%FPéj&ﬁ@ntT hRBPIWhRAST 4 tFAASIRT TR BRABHAUIMGI2EA! the
statustaifitve digitedcevinte pit kB Ocheautat egpaddic claasifyingtied digitalkontent
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for the transfer 1805. A user can filter the listing of digital content and may
alSEPSaRTaeI Bt aHRsREC A tivite UrERaTge tHE didtbution schedule by
selectingraagitrespospdingn plit@maAsnalr eadyidadicaiede ihesoa Hedtantishe
selegied ('H}r%?at’cs&’ieh{?lﬂ%&@s'P %st, 9§r}%§§r9}6n91¥1%§{§§$'1}5 ,%ﬁées%mg JE‘S@H&B‘?”'
an 25 instruction is transmitted from the computer terminal as an XML/SOAP
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prsee gcrt]ég qlzei frte%';)t selcgrel %.Oﬁlh%futsré?c&lhtﬁgrgseelect a predefined report for viewing or
can create a report. If the user decides to create a report 2201, he will be provided with a
series of screens wherein each screen is based upon the previous selection. Thus, the
screen that is presented to the user depends on all of the information that is selected and
provided by the user. Fig. 23 shows a screen shot when the predefined report entitled
"Log Activity by Profile" is selected. When creating a report, a user uses the report
module 313a. The report module 313a allows the user to configure reporting parameters.
The report module also executes all reporting operations on the client including reporting
data generation. The reporting module 313a in combination with the business rules

module 309a may be used to create reports that are generated based upon pre-determined

events or specific device types.
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distribution schedule” bar. From the profile of all of the devices, the server
component filters out the devices that are capable of receiving digital content
and those devices are presented and are selectable by the user. In Fig. 19,
the ZenCheck device is selected. Fig. 20 is a screen shot that allows the user
to select the time and date for distribution of the digital content, which is the
"Boston agrea Valentine promo” 2000. The .user. can set the varioys
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provide g,more detailed view of Figs. 3 and 4, respectively, More particularly,
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Mg WIBIM technologies, using JSPs to render the presentation layer and servlets to

perform process-intensive tasks. Here, the servlet acts as the controller and is in charge of
the request processing and the creation of any beans or objects used by the presentation
layer, as well as deciding, depending on the user's actions, which dynamic page to send
the request to. The page is responsible for retrieving any objects that may have been
previously created by the servlet and extracting the dynamic content from that servlet for
insertion within static templates. This approach results in a separation of presentation
from content. The platform's design ensures that the presentation layer 2401 does not
contain or invoke business logic directly, but enforces the separation of business logic

layer from the presentation layer. In
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the layers. These modules support the services and corresponding
application modules as shown in Fig. 3. The presentation layer 2401 will first
be addressed. The model module 2410 represents the business domain and
the rules that govern access to and modification of that domain. The model
2410 provides the ability for the view to query the model about state and
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components access the service through it, the interface is the starting point of a client's
interaction with the service. The interaction layer 2400 also handles other responsibilities,
such as receiving client requests, delegating requests to appropriate business logic 2421,
and creating and sending responses 2420. The interaction layer 2400 also includes the
logic for how the service delegates the requests to business logic and formulates
responses. When the service interaction layer 2420 receives requests from clients, the
interaction layer 2420 performs any required preprocessing before delegating requests to

the business logic. When the business logic processing completes, the interaction layer

sends back the response to the client.
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In addition to the controller servlet/module, the presentation layer includes an
Action base class, error handling support, form beans to interact with forms,
and JSP views. JSP Tags are utilized to access some of the application
interface components. JSP Tags provide clean separation between the
back-end& frontendcade PrRYiSINY reamlessiteiewatiatpeipesndbtent
back-end IIand ront-end.co%e, wherein the front end is %:e user interface and
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strategies. The controller servlet provides a centralized entry point that
controls andatnlanagés webmeguest thansiivgeBiprcentralizing decision points
and controls, the controller servlet also helps reduce the amount of Java
code. Centpattpingticoptralsiing he)ciont fotl 1 sernviet . anch redualtingabusipesst.
logic in the view module promotes code reuse across requests. The
controller <épdleing nisiyascihaddlod)wal ednposants meededehyf theuser
applicatiop, arg pitialized when needed. The service interaction layer 2400
has several major responsibilities, including providing an interface the
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appropriate business logic 24 creating and sending responses 2420.
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layigk 4aileane:pae eSS Msiness services such as EJB exceptions, JMS
exceptions, and so on. The web bean may intercept such service level exceptions and
generate application level exceptions instead. The web bean provides an opportunity to
cache results. Results can significantly improve performance, because it limits
unnecessary and potentially costly round trips over the network.

The platform's web service tier provides the infrastructure of communication and
data exchange between client components and the server component. This tier includes all
the web services end point interfaces. Web services may be designed and implemented as
Document Style web services. Adaptor objects are used as a proxy between the service
interaction layer 2400 of the application and the business logic layer 2450. Requests that
are made to the service end point interface will be translated and passed to the business

logic
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layer 2452. As previously mentioned the server component includes an
action class. The Action class is responsible for handling the events
generated by the user. A typical Action class will implement logic including:
Validating the current state of the user's session. Perform the processing

regyired $0rdhjsJQAUEStATHGD: 3B cal NUE @ FYBRARA M essHRBIY thQomain

server-side ohjects used to create the next page of the user interface. ..
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volatility in the implementation of the business service API. This reduces the
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bean also handles the exceptions from the business services such as EJB
exXEEPRYRY, W& wsespiondlamisseofa s HbitiensesHATE A @b din

sewvibedguehaxceptions and generate application level exceptions instead.
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significantly improve pérformance, because it limits unnecessary and
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services end point interfaces. Web services may be designed ari
inpRiFieteBrasnHeey MRSt dNTe RS ERA Cas ARG IEH SO e LSBE%s
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dasppiidation severs provide support for clustering MDM as well. Message Driven Beans
(MDB) are used to process messages sent from the client to the server. MDB delegates
the business process the business objects in the business logic tier.

The business logic layer 2450 utilizes Business Delegate Pattern and Handler
Pattern. Business Delegate Pattern provides decoupling of the Business Logic Tier and
the System Services Tier, and provides a proxy interface to the services. Handler pattern
manages query execution, results and results processing. This results in higher modularity
and reusability of the application code. It also increases the application scalability.

The business tier employs a limited number of EJB to the architecture such as Message
Driven Beans for JMS message processing and Stateless Session Beans to be used with
the timer service for scheduling actions as shown in Fig. 5. All business services
implemented using EJB Message Driven Beans or Stateless Session Beans will have a
facadeobject 2466 (shown in Fig. 24) that hides the detailed implementations of each

business service from other components that interact with the service.
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objects and delegate the service request to the business logic 2450 to
perform the specific business process. Adaptor objects 2460 allow the
decoupling of the service interaction layer 2400 and the business logic layer
2450. They also provide a transparent way to access application functionality
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business objects and the XML message data. They also provide a
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provide support for clustering MDM as well. Message Driven Beans (MDB)
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delegates the business process the business objects in the business logic
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Handler Pattern. Business Delegate Pattern provides decoupling of the
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Essentially, the DAO acts as an adapter between the component and the data source.

The system services access tier is now described. The platform utilizes factory
classes to create application services including data access service 2464, messaging
service 2465 and logging service. The factory objects provide a standard way of creating
and accessing these services independent of their implementation. It allows for an
important separation between these services and the objects that use them, so that
different implementations can be swapped in and out. (e.g., database messaging).

The platform utilizes Java Naming Service, RDBM, File System and Mail Server.
Java Naming and Directory Interface provide a standard way for accessing system

services and resources. It also increases manageability and portability of the application.
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business service from other components that interact with the service. 30
The J2EE timer service as shown in Fig. 5 will be used for scheduling actions
at certain intervals to initiate specific business processes. For these types of
actions, applications usually employ some form of a timer service. An
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2463 uses the simpler interface exgosed by the DAO 2463 for its clients. The
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changs ywhen the underlying data source implementation changes, this
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between these services and the o jects that use tﬁe , SO tha
2502 posts task entries asynchronously to the space 2503, as requested on ad-hoc or
scheduled basis. The responsible workers 2504 process the tasks 2500 in parallel
returning the results into the space as result objects (2501). The master 2502 collects the
results and handles them. There are number of advantages to using this architectural
pattern. The interacting processes are decoupled by using the space as communication
medium which allow the architecture to scale linearly. New features may be added to a

service without affecting existing services. Access can be made simultaneously to data

and system functionality. The space transparently
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different implementations can be swapped in and out. (e.g., database
messaging). The platform utilizes Java Naming Service, RDBM, File System
and Mail Server. Java Naming and Directory Interface provide a standard
way for accessing system services and resources. It also increases

manageaklinhansheqrakilin el ihparrlicaiani 3l Hae-patiarmalsouiizes
a%Emmonﬂn%arface for applicatjon Io%%g?. This |rt1t r.fa(t:e IS awragsp%rl

ardUh P R PG eI E &L p ALk, S hBt e e Rk ApITeEUR AR AR
comiponentssiretpbcahploationtuse. this wrapper to log debugging and error
informatifin. s allows yarRlicaiianl0agipg @l uiiimaovithqutcade
modification. It also enables a standard mechanism for_application I_o%;glng.
TR AYAB AS4 that ﬁ?ﬁs@&%’fﬁ%ﬁ‘@‘bIE?FoWH{IE?BEéO%‘B?Sr?Q\S’g YEdERSRyOIe Tor
applicaiigratbgitatAdditiopdilyhiheplatformvdoks notgleasbltaloleespagegnwith
any QRer-OPIgRLS NRING R8I SHREIRIGN3SE1 IR AMRIES BRUIRHSKRsiREE

platform supports HTTP as the underlyingB\Zommunication protocol between

thESE P AaHE Rahe19dePeReHdsd BettiedrnthEchdht aht the Sehoer is
handiedottingughkuX MicarZaddtSORPweovahioatiothe Xidons: v gchteppridivide
lightweight ;protocol for sending frequently generated data such as
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this disclosure. The client application design is shown'in Fig. 25. Client
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them. Thﬁ{&%} e number of advantages sin u att

r fo using fhis architectural pattern.
. mmon sgstem services are r?w % in sgch a way as to enable them to be
The interacting processes are decoupled by using the space as
comrgndedcatipglified without affecting the modules that uses them. Common system
services include: configuration service (services to retrieve run-time configuration
parameters), scheduling service, logging service, system services such as JNDI, JMS,
mail, and database connectivity, and XML Service (interfaces to create, retrieve, update,
and delete XML documents).
The platform's Notification Framework is a server-based set of modules. This
framework provides a number of APIs that allow for creating custom notification actions
on the server and integrate them into the work flow and business process of the Alerts and

Notifications and Error Handling on the server. In addition, this framework facilitates

integration with external Enterprise Systems and provides infrastructure for Enterprise
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medium which allow the architecture to scale linearly. New features may be
added to a service without affecting existing services. Access can be made
simultaneously to data and system functionality. The space transparently 32
satisfies the simultaneous data access operations of multiple processes
running iRparale! Ilie.8pRaeRaIs S StidarMeshanm it Gvaranises
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clients that® ARiTEARS ¥OTh B AtALISH B SRR tha ARt uHd iR Sier Gifd
perfeirmizativel hoéfixredsiand disoretenpursimdsscprocigsitAl can déngreated
that aese eaddy MR iRRIE Lo1daskR AR sFESHIUOIPE RYELS,ARThRBISER into

shown within Fig. 24 are well known to one of ordinary skill in the art and
sHaflABtBERAHbrated on within this disclosure. The core services layer on
the clienTsid® (aSeshiowr Hisfig. RSribXivilc Daiendic desstObjectspanth dre the
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services are provided in such a way as to enable them to be extended or
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services such as JNDI, JMS, mail, an'cfS atabag'e' connectivity, and XML
Service (Miferaksarigrersame vetrpbedinsante therieveietd XMecebdistasesy.
Thadplatbeppsrdrotiicatonfieamenoik is.avaaove ckagathsehplimagidigsal his

be made which will achieve some of the advantages of the invention without departing
from the true scope of the invention. These and other obvious modifications are intended
to be covered by the appended claims. It should be recognized that although the
embodiments described here is referred to the use of Java and Java based components that
other preliminary languages that provide similar functionality may be used without

deviated from the inventive concept.
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framework provides a number of APIs that allow for creating custom
notification actions on the server and integrate them into the work flow and
business process of the Alerts and Notifications and Error Handling on the
server. In addition, this framework facilitates integration with external
Enterprise Systems and provides infrastructure for Enterprise 33 Application
Irftégrdi®n (EAI) including Customer Relation Management (CRM) systems,
Help Desk and Support systems and legacy systems. The platform's
Component Eramework is a client.side set qf mod . This fr. W
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components to communicate with the server component and perform a
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reéspectifehyctadth darghanagiousexé mplhigegndbodements dhghe inentiorfundiee
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changes and modifications can be made which will achieve some of the
advantaGE SR VENGOh WG (R HESaHRY B H H U 8pe of the
inventiompdhhieserandhethergiiyvious modifications are intended to be covered
by the appended claims. It should be recognized that although the
embodiments described here is referred to the use of Java and Java based

compone e BRa oo AR BIFHI ALY RISGU AR S ThATBIOVRIE SiAifal> Wherein the
fungetidnatitytanay b encised withiouierdgviateebéiom thedmientivescameepith the

intelligent device.

4. A method for management of intelligent devices according to claim 3, wherein the
client translates the signal into one or more instructions understood by the intelligent

device.

5. A method for management of intelligent devices according to claim 1, further
comprising:

receiving at the server a request for organized group information from a networked
device other than one of the intelligent devices; and

sending information regarding the organized group to the networked device.
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34 CLAIMS: 1. A method for management of intelligent devices (120, 130,
135, 140, 150, 160) within a network (110), the method comprising: receiving
at a server (180) a set of criteria including device characteristics defining an
organized group of the networked intelligent devices (120, 130, 135, 140,
150, 160); determining at the server membership of intelligent devices (120,
180, 13%, mathoddor TBOISKAERN hagRbgpbASEscs IS Uik s eldBndainfifgen
chaviasteujstict@fs bielligente 0668 3e(tRehdli0e dldhn kd0ecl 2, 2L &R Withiftdhe
neuork (L0 sending from (he server (1490) & 8dnalfq,each member, of (e
group providing each member with the set of critena deﬁnlng the group;
réeeiiagean update signal from a group member; wherein the server
determines if the updated intelligent device (120, 130, 135, 140, 150, 160) is

sull a member 9fihe group based o ihe cpntents of ihe,update, %i%}?e'f % fRe
méthod for management of intelligent devices according to claim 1, further
casssiRipdgeeesdivitigrayidne sdgvisicacshstrigdadaheharittgintiob the organized
group; updating group membership. 3. A method for management of

infelligent devices accqrding to claim 1, wherein the signal sentto each
nfg. A thog t% 1 r{] cll %ﬂwi{%nﬁ%lé:s iﬁ%@ilibné:ll’ﬂde'

member of the grétip’is feceived By a Client associate
devigenghadwethoeifbrsnianagemientrafintelligenicdéxieces according to claim
3, wherein the client translates the signal into one or more instructions
understood b Hﬂe intelligent device, 5. A method for management of .
in%elligeétlﬁggf’ce R BRI R AT R PRRR NG AR hibe
sehvegeaadgueistfop Oitganiredsgragipirddnmatiorfkeddevivetworked device
other than one of the intelligent devices; and sending information regarding
the organized group to the networked device. 35 6. A method for

mahagemBTee ifteiyBrit HetitBs ladt oriith S Ekis BPORR &S S8t
incliddeSthh gsspaetettacedss levgltandpased apowamechivedrasddsdietrel

frQfer to set an operating rule for one or more of the group members.

11. A method as claimed in claim 10 in which each client component is operable to

translate the received operating rule for the operating system of the group member.

12. A method as claimed in claim 11, in which the group members are addressable

commonly or individually.

13. A system for management of intelligent devices (120, 130, 135, 140, 150, 160)
within a network (110), the system comprising:

a receiver module located at a server (180) receiving a set of criteria including
device characteristics defining an organized group of the networked intelligent devices
(120, 130, 135, 140, 150, 160);

a group determination module located at the server (180) determining membership
of intelligent devices (120, 130, 135, 140, 150, 160) within the organized group based at
least on a database containing characteristics of intelligent devices (120, 130, 135, 140,

150, 160) within the network;
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the networked device, the server determines if the networked device can
receive group information. 7. A method for management of intelligent
devices according to claim 6, wherein the associated access level provides
selective access to device characteristics. 8. A method according to claim 1,
wherein device characteristics may include: location, hardware model,
softwardedHfigl retengdiridgiceypél ) A peHod foeihaprabrrme teogroup
inieligent devisesrecaming o claim 2 whengimth@oghange to the criteria of

the group is originated b etwork evice. 1 t claj '
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{ rece1ver. mo € recerving an u { s1gnal 1rom any nu er he roup and
translate the received operating rule for thecoperating system of the group
mistaivenin ifAhn egotednttliased davidainh201 1 i0.wiHith ithe §P8upohembdisa

arg-AderesgRRIRuF PMPARNOLIREMdANY u Bk diskatem for management of
intelligent devices (120, 130, 135, 140, 150, 160) within a network (110), the

system comprising: a receiver module located at a server (180) receiving a
sétof criteriatinciodingnasvicet ciantdtarstidsveiefiniingrdmo tganhized! grduphof
thenstyeeked intelligent devices (120, 130, 135, 140, 150, 160); a group

determination fmooflule located at the server g18,0) determining membership . of
intelligeAt H&VicEs

o € A1 e 1 - T A 218) R T O (A SR s 0 AT R o
baktd gbueastdon a database containing characteristics of intelligent devices

(120, 1301 3R AQmmihc AR MU0 Hhe Re M. 3 G FAfRARIfPr sending

from the server (180) a signal to each member of the group providing each
member with the set of criteria defining the group; a communications module
located atsthyenlient{@ag;MS0 ol B&;1140; 450;c3 60)oohngactiameibehatithte
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ership; and the receiver module receiving an update signal from any
member of the group and determining if the updated intelligent device (120,
130, 133, $demloOmb6Qrisestilifantelligent devices according to claim 13, wherein the

signal sent by the communication module to each member of the group is received by a

client associated with the intelligent device.

17. A system for management of intelligent devices according to claim 16, wherein the
client translates the signal into one or more instructions understood by the intelligent

device.

18. A system for management of intelligent devices according to claim 13, further
comprising:

an information module receiving a request for group information from a networked
device other than one of the intelligent devices causing the communication module to send

one or more group listings to the networked device.

19. A system for management of intelligent devices according to claim 18, further

including a security module wherein when the information module receives a request for
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member of the group based on the contents of the update signal. 14. A
system for management of intelligent devices according to claim 13, further
comprising: an interface for receiving at the server a signal indicative of a
change to the criteria of the group; and wherein the communication module
updates the group membership. 15. A system for management of intelligent
devite HEEEEHIh G W @ antvakedyiraieinthsscgrd prads drisETivas b auRsiated

upshatesgoupaffiiationbased apen the.0rapowcsignahcliicAdssiandar the

mana(grgn&%nt.of intellic%ent.dtevices according to claim 13, wherein the signal
netw €VICE can re Ve 1N10r ton . .
sent by ffie communication module 'to each member of the group is received
by a client associated with the intelligent device. 17. A system for
managensplaf istalligarhdpMtesaceaiding e abmild uvingrein, theecliemt
translates the signal into one Qr more instructiotns under t%o(cil by the .

. securit odule use ser profile to determine 1 etwoﬂsce Vice .can_ receive
mstémggnfn evice. 18" A System for managemen?o? inte |genf’ evices

aodoraitigto claim 13, further comprising: an information module receiving a

request fos,geupinfarmation pmdaiseiweked devise.athatithag ane-ahte

instgclllligent déa\{ices caus%r\}g tplﬁ (t:ogggr%plicatgon module to seq]d one or m?rtﬁe
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intdtligetipelevices according to claim 18, further including a security module
wherein when the information module receives a request for 37 group
infgrmation from a ne.twodrked device, the iséﬁcuril;y module determines an

asgociated” RELSCTAS AN BYREd dhS fRe SEERSEMDPRICHE iy with
meduld detennipesiitbbe. netvwhorked deviveaanareceiveriniprvdtionb2(hyAhe

systemdQtmanagsmenhofintaligant deyige s s arding to claim 19, wherein
the security module uses a user profile to determine if a networked device

can receive information. 21. A system for management of intelligent devices
acsording tptetaim d8imyhensihithe2sécwiynractuldiansesmapusert iy ofleade to

dgLetmingdfa.uses gﬁéaaaﬁgng@_fshﬁ%aqtﬁig{%msf fymatang2: A
system as claimed in claim 13 in which a client component is associated with
24, A system as claimed in claim 23 in which the group members are addressable

commonly or individually.

25. A computer program product for use on a computer system for management of
intelligent devices (120, 130, 135, 140, 150, 160) within a network (110), the computer
program product comprising a computer usable medium having a computer readable
program thereon, the computer readable program code including:

computer code for receiving at a server (180) a set of criteria including device
characteristics defining an organized group of the networked intelligent devices (120, 130,
135, 140, 150, 160);

computer code for determining at the server membership of intelligent devices
(120, 130, 135, 140, 150, 160) within the group based on a database containing
characteristics of intelligent devices (120, 130, 135, 140, 150, 160) within the network;

computer code for sending from the server (180) a signal to each member of the

group providing each member with the set of criteria defining the group;
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each of the group members, which client components are commonly
addressable by the server to set an operating rule for one or more of the
group members. 23. A system as claimed in claim 22, in which each client
component is operable to translate the received operating rule for the
operating system of the group member. 24. A system as claimed in claim 23
in whiclr PO H8dN EPRES vRE Addiivpsshlsienad ooty Bicipkpvieil Iy somip
Aceip tiendetagy anepAABiuGE e tiiie ON a computer system for management
of intelligent devices.(120, 130 , 140 . X6Q) within a network (110
the com BB e et by R ot L SRS e
hébgin gualtsationter reekesibipprdby argaieadeilthe computer readable
program code including: computer code for receiving at a server (180) a set
of criteria including device characteristics defini n.organized group of the
oS T R 126, 90 DAL A0, Db BB S fbuter codo
for detesmimirier apdhdosepveivinerh Bershiisiof thraliyenthel eviess of 1R orpa@zed
13%up40, 150, 160) within the group based on a database containing
characteristiqs of | t?lli%endt devicea 129, 130, 1t35, %40, 50, 160% vgithin (tihe
network; camputer code for SendiRg fronthe’ servet (1 S} & Signai'toeach
memberohpher grlapfprowdivigeeachapmeinbenalifrothasetsitritesia thie faning
the SRR GRAMPUIRICeHSi fabrersily ehddigRpout signal from any member
of the group ceasing to meet the criteria for membership; so that the
intelligent devices (120, 130, 135, 140, 150, 160) automatically monitor their
qéalificatienrfpntangmobershipdodthe ordagire dignodp. REh& conmsies program
PERHUES RECNHRDI0, Sl R AWEh e GEoRe %l%iﬁ%én%@%%?%e%@ fQfnt to each
receiving at the server a change to the criteria of the organized group;
cOIFPRRERBYE 8P sending an update of group criteria to each group
member; and computer code for receiving a dropout signal from any member
ohghe groupGeASNGSAMEEhINe LRI &@fﬁﬂﬁzfﬂrf%ﬂapcﬁﬁﬁm&ﬁé%&ﬂp&zr

A computer program product according to claim 25, further comprising
c6MPIREFBIaE o rEESUMG 15y S SHP 288 SERSH M R iRy by the

dewetigahesignal sent to each member of the group.

29. A computer program product according to claim 25, further comprising:

program code for receiving at the server a request for organized group information
from a networked device other than one of the intelligent devices; and

program code for sending information regarding the organized group to the

networked device.
30. A computer program product according to claim 29, wherein each group includes
an associated access level, the computer program product further comprising computer

code for determining, at the server, if the networked device can receive group information.

31. A computer program product according to claim 30, wherein the associated access

level provides selective access to device characteristics.
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28. A computer program product according to claim 27, further comprising
computer code for translating, at the client, the signal into one or more
instructions understood by the intelligent device. 29. A computer program
product according to claim 25, further comprising: program code for receiving
at the server a request for organized group information from a networked
dé¥ice GHTOMPERT BIETaMtRRIHEE HRgeRt et cBEn ZAd Progians desaeh decteristics
sendinglitormaiion, rRgavaingdbe, asganizeddiupita, thel eetwatked device.
30. A computer program product according to claim 29, wherein each group
includes an associated access level, the computer program product further
cémpristhgOEBMPUREP LBt R PP eRsAtininty, it SchVEICTIF oD e PR ter
deyieaiGarkRGRMaIGRY B INRAIRNhdbe Ao CRGAIR! AT@g@BProduct
according to claim 30, wherein the associated access level provides
selective access to device characteristics. 39 32. A computer program
product according to claim 25, wherein device characteristics may include:
location, hardware model, software configuration, and device type. 33. A
computer program product according to claim 26, further comprising
computer code at a networked device for sending the change to the criteria
of the group. 40
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