AUTHENTI CATI ON SYSTEM AND METHOD Fi el d of the Invention This invention
relates to an authentication system and nethod for enabling i mage- based
nobi | e paynment transactions. In particular, but not exclusively, the
invention 10 relates to a system and t hod when an image of a financi al
instrunment or encrypted account nunber is used to initiate an orderlist or
paynment for goods and services as at |least a part of the authentication
system Background of the Invention 15 El ectronic and nobil e paynent
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Internet. Paynents using nobile tel ephony devices are in the process of
evol vi ng. Vari ous net hods of nobile paynent nethods are used for paynent
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r epr esent at isericesang ldasiespaatrof the@uipptteationsyseron of data pertaining to the
user. The digital image is sent to a server for authentication of the
user. 30 The data pertaining to the user may include a card nunber or
account nunber g@ ﬁnﬁgxﬁ ted inmage form The data pertaining to the user
may al so be EE"BWPB gihe ff™entication may conprise extracting froma
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the methods are used for payment via SMS or MMS payments using inbuilt RFID.
Many have problems with security and authentication. Quite often, complex
20  systems are involved to provide security and authentication. Many such systems
have not been a success, or even adopted, due to their inherent complexity and/or

cost and/or inconvenience to users.

Summary of the Invention

25 In accordance with a first aspect, there is provided a method for authenticating a
user for a payment transaction. The method comprises capturing a digital image of
a representation forming a part of a financial instrument. The representation
comprises an encrypted version of data pertaining to the user. The digital image is

sent to a server for authentication of the user.

30
The data pertaining to the user may include a card number or account number in
an encrypted image form.
The data pertaining to the user may also be compressed.

35

Authentication may comprise extracting from a key database, a key for the user;
using the key to decrypt the representation and extract therefrom the data
pertaining to the user; extracting identity information regarding the user from an



data pertaining to the user; and conparing the identity infornmation

- regarding the wuser and the data pertaining to the user for authentication
of the user. According to a second aspect, there is provided a nethod for
aut henticating a user 10 for a paynent transaction. The nethod conprises
receiving a nessage containing a digital inmage of a representation of
encrypted version of data pertaining to the wuser. A key for user is
extracted froma key database of encryption keys. The key is used to
decrypt tshe isepityertbast theidehitly Diirraation rdyarditattize yser tamimisingattleastthe user.
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identity information regarding the wuser are conpared to authenticate the
user. Preferably, the representation forns part of a financial instrunent.
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er

connected to a conput digital inmge may be sent by MV5, SM5, enuil,
i nstant nessage, digital data transfer and any other inage transfer
mechani sm 35 According to a third aspect there is provided a financi al

i nstrunment fRrefeeblyaiceptesertaton $aws pahef afinendiah@isirumnenmt conpri sing a
representation conprising an encrypted version of data pertaining to a
user. Th¥® data pertaining to the user nay be corrpressed The data

ertaining to the user nay conprijse. a east o
P g For both aspects the){:}ata ertaining to %he user may Qe compressed The data

pertaining to the user may comprise at least one of: a number of the financial
instrument, an expiry date of the financial instrument, the user’s name, the user’s
date of birth, the user’s address, and a photograph of the user's face. The financial

25  instrument may be a credit card, a debit card, internet banking card, prepaid card
or a letter of credit. An authentication message may be sent to a financial
institution, and an acknowledgement of authentication may also be sent.

The image may be captured using a mobile telephone with a digital camera, a
30 telecommunications enabled PDA with a digital camera, a digital camera able to be
connected to a telecommunications enabled computer, a ielecommunications
enabled digital camera, and a web cam operatively connected to a computer. The
digitat image may be sent by MMS, SMS, email, instant message, digital data

transfer and any other image transfer mechanism.

35

According to a third aspect there is provided a financial instrument for a payment
transaction, the instrument comprising a representation comprising an encrypted
version of data pertaining to a user. The data pertaining to the user may be
compressed. The data pertaining to the user may comprise at least one of: a



nunber of the financial instrunent, an expiry date of the financial
<instrunment, the wuser's nanme, the user's date of birth, and the user's
address, and a photograph of the user's face. The digital inage may be
sent by MV5, SM5, email, instant nessage, and digital data transfer. 10
The financial instrument may be one selected fromthe group consisting of:
credit <card, a debit card, a letter of credit, prepaid card, postpaid
card, an account, virtual bank account, P2P paynent instrunents, a
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first refer to gure 1 th ere i's shown a financial 1 nstrunment 10 that is to
be used the representatlon a server for:
{i) receiving the digital image;
20 {ii) decrypting the representation to obtain the data pertaining to the

user by using a key for the user extracted from a key database;

(iii) extracting from an identity database identity information regarding

the user; and

{iv) comparing the identity information regarding the user with the data
25 pertaining to the user for authentication of the user.

Brief Description of the Drawings

in order that the invention may be fully understood and readily put into practical
effect, there shall now be described by way of non-limitative example only a
30 preferred embodiment of the present invention, the description being with reference

to the accompanying illustrative drawings in which:
Figure1 is a schematic illustration of the system architecture;
F.igure 2 is a schematic illustration of the server architecture; and
Figure 3 is a flow chart of the methodology.

35
Detailed Description of the preferred Embodiments

To first refer to Figure 1 there is shown a financial instrument 10 that is to be used

to effect a financial transaction at a financial institution 18. The financial instrument



to effect a financial transaction at a financial institution 18. The

+ financial instrument 10 may be a credit card (as shown), debit card, letter
of credit, prepaid card, postpaid card, an account, virtual bank account,
P2P paynent instruments, or other suﬂj table financial instrunent. The
financial transaction may be a paynent, receipt, transfer of funds, or the
i ke. 10 The financial instrunent 10 contains financial instrunent data 11
relating to the owner, holder or user of the financial instrunent 10. For
exanpl e, sand0asays b arcreditorard (asr #divt), cabiti carhieleRgreirreedi piepaid caident data 11

may be the %%&E%@%ﬁﬁugp%%cdhﬁt Q/frtualt lgH?ik %fc@&“n¥ p@@r ﬁbynfehtelnﬁmpriernté date 15 of the
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to the card 20 hol der. For example, the other t he date of
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devi ce 12. Threcrpdibgped, @mxgm*ﬂjea%oﬂa@cwt Fagd.caRg a '@”Eﬁ”c%{gtﬂeh?qr?]g a digital
i mge 9 suchyopgs, for exanple, a digital canera, a nobile canera phone or
PDA with a digital camera that is tel ecommunications enabled or can be
operativigly connected to a conputer that is tel ecomruni cations enabl ed, a
web 30 cam operatively connected to a conputer that is tel econmunications
enabl ed and Thedinkogial instGamettu @ ridpot ineludegga i rAPEseRtalian 4 9ngHAN % aY nent
transacti on.qenASpB@ldrsif off d3g pdriaiMmg @b Be UsbiaMERGEpresentatibre1d magels® of the
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holder, a facial photograph of the card holder, biometric information, the address of

the card holder, the maiden family name of the mother of the card holder, and so

forth.

25 A tag or a digital image 9 of the representation 19 is captured using an image
capturing device 12. The image capturing device 12 is capable of capturing a
digital image 9 such as, for example, a digital camera, a mobile camera phone or
PDA with a digital camera that is telecommunications enabled or can be
operatively connected to a computer that is telecommunications enabled, a web-

30  cam operatively connected to a computer that is telecommunications enabled and
so forth. Capturing the tag initiates a mobile payment transaction. As part of the
financial transaction, the image 9 of the representation 19 is sent to a server 20.
The sending may be as digital data transfer, as an MMS message, as an SMS
message, as an email or instant message, or otherwise as required or desired.

35 The methodology for sending the image 9 may depend on the nature of image

capturing device 12.

The process of encryption and authentication for credit card based tags 19 is
described as an example. Encryption of the tag 19 requires the financial institution
40 18 or card issuer to sign up and associate with a Tag Authentication Provider. The



The process of encryption and authentication for credit card based tags 19
. 1s described as an exanple. Encryption of the tag 19 requires the
financial institution 40 18 or card issuer to sign up and associate with a
Tag Authentication Provider. The 5 Tag Authentication Provider generates a
PKI key pair (RSA 1024 bytes key length) for the financial institution 18.
Tag generation and encryption software is supplied to financial
institution 18 or card issuer. This software is used to encrypt the credit
card nuniser , Tag\Atheativhion Provjer gerdbrates Pléitkep paidiSé 19R4 byies kexrdebgi t h t he
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confi r mat i orenciypted n@d dnitrodtioneinto,a 2helot t@mé@ dfep madigy %W@Cld%[ﬁ@% ed Tag 19 to

the Tag Aut fk%é?éem@rtth&aeﬂ &Yd ﬁtﬁﬁbevltﬁre%u%ﬂc\rr\hﬁ@h@awh@na s&&ﬂi&h@ enabl ed
nobi | e phone 12. The ical. format by a Tag

t
Aut hent i Cat |96H'ra\ﬁP'?)€%%sTag gﬁ?er?tﬁ%ta?gé%%ﬂexﬁ%ﬂ‘t ?"@?@fi%‘ﬂ ”t%#]% re%?ard The first six

digits of the tag 19 are used to identify the Card Issuer or financial
institution 18. The corresponding Public Key of the PKl key pair is used to

decrypt the g |d?;1h5}gfop b?égﬁttCa?@-BQseﬁ §r1§:re<$u|ﬂ65 capvuring rfmﬁéusﬂo'ﬁﬁr and
expiration 25 date. ecr¥9|t ed in %ﬁf sent %hentl cation

Co 't ho. Car f (eskar 120 19 RARE [SgHVPeSom PORTED,® gne smhedp il
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25 date. This decrypted information is sent for authentication to the Card Issuer,
financial institution 18 or Visa network. Subsequently, the appropriate amount is
debited from the card by the card issuer.

From the server end, the server 20 receives, decrypts and attempts to match the
30 captured image with a corresponding image stored in an image database (not

shown). The image database is connected to and communicates with the server

20. If the captured image is compressed, the server 20 decompresses the

representation 19 in the image 9 to obtain the data pertaining to the user. This is

used to authenticate the user, and the authentication can be passed to the financial
35  institution 18.

The server 20 has several modules. These include a processor 21 that receives
the data of the image 9 from an inwards communication module 27. The processor
21 also communicates with a database controller 23 for exiracting the necessary
40 key of the user for decryption from a key database 24 of such keys, and also
information relative to the user from an identity database 25 of user identities. The



35 institution 18. The server 20 has several nodul es. These include a
»processor 21 that receives the data of the image 9 from an inwards

comuni cati on nodul e 27. The processor 21 also comrunicates with a

dat abase controller 23 for extracting, the necessary 40 key of the user for
decryption froma key dat abase 24 of uch keys, and also information
relative to the user froman identity database 25 of user identities. The 5
user identities contain at |east the data pertaining to the user as
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r epr esent atlmgrekpesb afengbypted (34) using the correct user key extracted
from dat abase 2 I f necessary, deconpressed to obtain the data 2p
pertainifg to the user Aut henti cation then takes place (35) using the
information relating to the user extracted fromidentity database 25. The
i nformati on Trel fimtvi imghawa in Figunesse rUrion ¢heupkymensit traneaxtion bdireg iditiatad (Bt ai ning to
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process nen ere descri ed in the foregoing
description fﬁlﬂéﬁ@%r@dﬁerﬁfﬂ‘ﬁ%ﬁ’dﬁé’m igerdity qatARasi Bsent i nvention, it will be

understood by those skilled in the

The information relating to the user includes at least the data pertaining to the user.
Authentication is performed by comparing the decrypted version of the data
25  pertaining to the user with the information relating to the user as obtained from the
identity database 25. Upon authentication, an authentication code or message is
sent to the financial institution 18 (37) and a confirmation is sent to the user (38).

The authentication process then ends (39).

30  Whilst there has been described in the foregoing description preferred
embodiments of the present invention, it will be understood by those skilled in the
technology that many variations or modifications in details of design or construction
or operation may be made without departing from the present invention.



technol ogy that many variations or nodifications in details of design or

- construction or operation may be nmade w thout departing fromthe present
invention. The Clainms: 10 15 A nethod for authenticating a user for a
paynent transaction, the nethod conprising: (a) capturing a digital inmage
of a representation formng a part of "a financial instrunment, the
representation conprising an encrypted version of data pertaining to the
user; and (b) sending the digital image to a server for authentication of
the user.5 A Ted Qlaohsas clained in claiml, wherein the data pertaining to
the user is conpressed in the digital imge A nethod as clained in claim
1, wherein the dafastedtieanthaeicaiingtcesepinep paymen gapresipseeinethode server. 4.
A method as cl ai nggndrigingny one of clains 1 to 3, wherein the data 20
pertaining to the user conprises at | east one selected fromthe group
consisting of: a punbesapaking haliditinaage at a irepsésentadont forngimg edppitrof adat e of t he
financi al instrunent, . ) age, er’ f bl , the user's
address, and a phot ogr%%ﬁm%f%ﬁ‘{"ﬁ@eﬂse_m% rsebﬂggeggh?ﬁigag%ﬁﬁr@t ﬁ%’(qugeg clainmed in
any one 8 the clains Yeriien of dalaiperiaining tofke YSPRaPti al i nstrument is sel ected
fromthe group consisting of: credit card, debit card. and |letter of
credit. 6. A neth&d asseé'g'a? He 4igta) Imzap t8ﬁéé%?r%%rlaﬁﬂhﬁ@'cftmc??g‘? "Rier ei n

aut hentication 30 conprises: (a) extracting froma key dat abase a key of
the user; (b) using the key to decrypt the representation and extracting

therefrom the datg rr%%ﬁ Ak BfiRd P cikiRer, WhBfein RS &S berilifAB hd@ef [SOM an

identity database identity information regarding the user, the identity
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3. A method as claimed in claim 1, wherein the data pertaining to the user is

compressed in the server.

4, A method as claimed in any one of claims 1 to 3, wherein the data

20 pertaining to the user comprises at least one selected from the group
consisting of: a number of the financial instrument, an expiry date of the

financial instrument, the user's name, the user's date of birth, the user's

address, and a photograph of the user's face.

25 5. A method as claimed in any one of the claims 1 to 4, wherein the financial
instrument is selected from the group consisting of: credit card, debit card

and letter of credit.

6. A method as claimed in any one of claims 1 to 5, wherein authentication

30 comprises:
{a) extracting from a key database a key of the user,

{b) using the key to decrypt the representation and extracting
therefrom the data pertaining to the user;

{c) extracting from an identity database identity information regarding
35 the user, the identity information comprising at least the data

pertaining to the user; and



pertaining to the user; and (d) conparing the identity information and the
- data pertaining to the wuser for authentication of the user. A nethod as
claimed in any one of claims 1 to 7, further conprising sending an
aut henti cati on nessage to a financial g institution. 10 A nethod as cl ai ned
in any one of clains 1 to 7, further conprising sending an acknow edgenent
of authentication. A nethod as clained in any one of clains 1 to 8, wherein
the image is 15 captured using at |east one of: a nobile tel ephone with a
digital canera, ald) nobtompadniBe ddeptip indormatianeandtberialaiReHRIDBHE BRabl ed PDA
with a digital caneragepiobhdidnidatisidriicusapl e to be connected to a
t el ecommuni cati ons enabled conputer, a digital canera able to be connected
to a nobile telephone, a tel econmunications enabled digital canera, and a
web cam 20 operatively connected to a conputer. 10. A nethod as clainmed in
any one of cT.ai nsA InathwdOas olhienediim anhenelioficlaims i tade further semprisiyg one
sel ected from t hesgggiRyh &Rﬁb?lhé‘atnbr{‘ﬁe%fagei}s"\éﬁma@@unsﬁmn , I nstant nessage,
and digital data transfer. 11. A nmethod for authenticating a user for a
paynent jg ansaction, the nethod conprising: (a) receiving a nessage
containing a digital inmge of a representation of encrypted version of
data pertai ng.ng ta\ methodiserclaiB@ nbgnyeserdatdimg 1fteoinferthiee pompiisiibase of
decryption keys 3ggk ){g ;rpéckhmedé%%moggl)thgnqgat,g@ ng the key to decrypt the
representation to o taln t data pertaining to the user; extracting from
an identity database identity information regarding the user, the identity
information conprising at |least the data pertaining to the user; and

9. A method as claimed in any one of claims 1 to 8, wherein the image is

15 captured using at least one of: a mobile telephone with a digital camera, a
mobile camera phone, a telecommunications enabled PDA with a digital
camera, a digital camera able to be connected to a telecommunications
enabled computer, a digital camera able to be connected to a mobile
telephone, a telecommunications enabled digital camera, and a web cam

20 operatively connected to a computer.

10. A method as claimed in any one of claims 1 to 9, wherein the digital image
is sent by one selected from the group consisting of: MMS, SMS, email,
instant message, and digital data transfer.

25
11. A method for authenticating a user for a payment transaction, the method
comprising:
{a) receiving a message containing a digital image of a representation
of encrypted version of data pertaining to the user,
30 (b) extracting from a key database of decryption keys a key for the
user;
€ using the key to decrypt the representation io obtain the data
pertaining to the user;
(d) extracting from an identity database identity information regarding
35 the user, the identity information comprising at least the data

pertaining to the user; and

{e) comparing the data pertaining to the user and the identity

information to authenticate the user.



(e) conparing the data pertaining to the user and the identity information
- to authenticate the user. 12. A nethod as clained in claim11l, wherein the
representation forns part of a financial instrunent. 13. A nethod as
claimed in claim1l or 12, wherein the data pertaining to the 10 user is
al so conpressed. 14. A nethod as clainmed in claim12 or claim 13, wherein
the data pertaining to the user conprises at |east one selected fromthe
group consisting of: a nunber of the fi nanci al instrunent, an expiry date
of the fiSnanci al 15 instrunent, the user's nane, the user's date of birth,
the user's address, and a hot ogfra ph of the user's face. 15. A nethod as
claimed in atdy orfemgthog H@C'é'm&ﬂﬂﬂ; aim il QWheRein R dpREPEPMIAH RS RAR A a

instrument is selgsmiardalfifsedmétte group consisting of: credit card, 20 debit
card, and letter of credit. 16. A nethod as clained in any one of clains 11
to 15, further conprising sending an authentication nessage to a financi al
institution. 25 17. A nmethod as clained in any one of clains 11 to 16,
further conpld si fymethenas ﬂg'”@ﬁ"h@%ﬁdﬁ%d@%ﬁ'"B‘Pdéﬁtﬂ?gﬁf"f‘%éﬁ'ihﬁn 18. A
met hod ag cl ai med,skfis aBY céti@eddbd.cl ains 11 to 17, wherein the inmage is
captured using at |east one of: a nobile tel ephone with a digital canera, a
30 tel ecommuni cations enabled PDA with a digital canera, a digital canera
able to be connected to a tel econmuni cations enabl ed conputer, a

t el ecommuni cBt i ors methap pe glaidiegiin elpimctenesciaim ABguhersiithe dakh REFEFRG vel y

connected to ahCOcHEHétL%ér coRprided-at Radtiona BeIbddd ﬂ’dﬂﬁmélgmﬂfcoviw‘tm@ofpayrmnt
transaction, the in trg}%n;lqt conpri.sing .a re r§ %eat %otn q‘?ﬂ?&dls' ng an
3 RO, ieyithgnt o 5

encrypted versi o I'nanci al
i nstrumerst as cl answmechentnthe| usera nene, Wﬁ@rihdatﬁ@f bieth. dh?)éﬁiqfélaﬁf’fﬁ@’ to the user

is also conpressegy a%ot()@aﬁﬁ HanciRls fafst runent as clainmed in claim19 or
claim 20, wherein the d

15. A method as claimed in any one of the claims 12 to 14, wherein the
financial instrument is selected from the group consisting of: credit card,

20 debit card, and letter of credit.

16. A method as claimed in any one of claims 11 to 15, further comprising
sending an authentication message to a financial institution.

25 17, A method as claimed in any one of claims 11 to 16, further comprising
sending an acknowledgement of authentication.

18. A method as claimed in any one of claims 11 to 17, wherein the image is
captured using at least one of: a mobile telephone with a digital camera, a

30 telecommunications enabled PDA with a digital camera, a digital camera
able to be connected to a telecommunications enabled computer, a
telecommunications enabled digital camera, and a web cam operatively

connected to a computer.

35 19. A financial instrument for a payment transaction, the instrument comprising
a representation comprising an encrypted version of data pertaining to a

user.



10 pertaining to the user conprises at |east one selected fromthe group

- consisting of: a nunber of the financial instrunment, an expiry date of the
financial instrument, the user's nane, the user's date of birth, the user's
address, a photograph of the user's face. 22. A financial instrunent as
claimed in any one of clains 19 to 21, wherein the financial instrunment is
one selected fromthe group consisting of: credit card, a debit card, a

| etter of credit, prepaid card, postpaid card, an account, virtual bank
?ccount, $2P paynent instrunents, a paynent, receipt, and transfer of
unds. 20 23. A systemfor authenticating a user for a paynent transaction,
the system %Oorrpr‘%/ﬁ'ﬂaﬁ'@i?" ingumgniras paTBEehIN Gaie | Porhersin H‘Srﬂa% ’%‘/ﬁ”ﬁ'ﬁmﬂ
representati on, tihehe useps esetdndiréssed.conpri sing an encrypted version of data
pertaining 25 to the user; (b) an imge capturing device for capturing a
digital image of the representation; (c) a server for: 30 35 (i) (1)
receiving the digital image; decrypting the representation to obtain the
data pertai mding A fnanpial "ﬂ%’éme'ﬁfslﬁél”fﬁj’ iny CIRigy 1S Qj clajpy g0, ydereineRe falt ed from a
key dat afjase; extgenghingdo fiied lRertoing@es idt Yesdnbmbasiectédleovhithey granpor mat i on

regardi ng the user: .and conparin he ] i I nf or nat [ rding the
user with the dat> S'%@Pto iag;i")w&e{ gf {hﬁgn%nggpﬁw%th}rfnégﬂtaﬁe%ﬁlwc%{?? gﬁggf the user.
financial instrument, the user's name, the user's date of birth, the user’s

address, a photograph of the user's face.

15 22, A financial instrument as claimed in any one of claims 19 to 21, wherein
the financial instrument is one selected from the group consisting of: credit
card, a debit card, a letter of credit, prepaid card, postpaid card, an
account, virtual bank account, P2P payment instruments, a payment,
receipt, and transfer of funds.

20
23. A system for authenticating a user for a payment transaction, the system
comprising:

(@) a financial instrument containing a representation, the
representation comprising an encrypted version of data pertaining
25 to the user;

{b) an image capturing device for capturing a digital image of the

representation;
{c) a server for:
(i) receiving the digital image;

30 (ii) decrypting the representation to obtain the data pertaining
to the user by using a key for the user extracted from a
key database;

{iii) extracting from an identity database identity information
regarding the user; and

35 (iv) comparing the identity information regarding the user with
the data pertaining to the user for authentication of the

user,



11 24. A nmethod for authenticating a user for a paynent transaction, the
met hod conprising: performng inmage recognition on a captured digital
image to obtain authentication data, the captured digital inage being a
representation formng a part of a fl' nanci al instrunment, the
representation conprising an encrypted version 10 of data pertaining to
the user; processing the authentication data by decrypting the encrypted
version of data pertaining to the user; and transmtting the decrypted
data to & sever A oethadfohenhensigatingr user fohe paysrant rafisection, the methpd payment of
the transactigpsidg 25. A nmethod for producing a representation provided on
a financial instrument for a paynent transaction, the representation
conprising an enceyfpinfi Vﬁsl’g&l mﬁog‘m'itnondcata pepndred riigtg hege hte ogan, the net hod

conpri si ng: cr ing.t I rivate key
of the Publ |%“l{|1 %’Df@ %tarip E%s tr‘%% 'ttaq %gbel{&/& P%;&Eﬁﬁ%‘gﬂféﬁc%gt ed data
pertaini ng tnﬁrttdh@ﬂu@@tal lnrsmmammﬂnﬁgrepieaentatﬁg CPfﬂﬁfﬁtrigfﬁ"ﬂPWBtﬁd NeffB@rs of the
financi gy i r@ﬁgtgrﬁmnmg’;}m@%brf raud numnber and expiration date of the
financial instrument; and converting the encrypted version of data

pertaining to theprmafng thé euttentipaiied eltarby deegpimgrthe encofpteg vetsiontad def i ne t he

representati ccording to claim25, wherein the anti-fraud
nunber is a%%@%@hﬁ?&tﬁ@@%ﬁ% aI ue (CW) nunber. 27.The method according

to claim 25, V\hert%hamm%tﬁer@éc 120 dafemtd Sdrealidrath3MeiesiShabsernot a Bank
| dentificati on Nub met hod according to claim25, wherein

the slots ar® é‘??@ﬁ‘g"é‘éﬂ ?WNLthﬁH??ﬁa%t'O”SSZQ. The met hod according to clai m 25,

wher ei n 1tshe slots are circul ar.

25. A method for producing a representation provided on a financial instrument
for a payment transaction, the representation comprising an encrypted version of
data pertaining to the user, the method comprising:

encrypting the data pertaining to the user with a private key of the Public
20 Key Infrastructure (PKI) key pair, the encrypted data pertaining to the user
including trailing identification numbers of the financial instrument, an anti-fraud

number and expiration date of the financial instrument; and

converting the encrypted version of data pertaining to the user into a
predetermined number of slots to define the representation.

25
26. The method according to claim 25, wherein the anti-fraud number is a Card
Verification Value (CVV} number.
27. The method according to claim 25, wherein the trailing identification
30 numbers are not a Bank ldentification Number (BIN).
28.  The method according to claim 25, wherein the slots are arranged in a
matrix.

35 29 The method according to claim 25, wherein the slots are circular.



