CONTROL SERVI CE FOR RELATI ONAL DATA MANAGEMENT COPYRI GHT NOTI CE [ 0001] A
portion of the disclosure of this patent docunent contains material that is

subj ect twoonymnight protection. The copyri ght owner hagcmasebjpesiszon to
the facsimle reproduction by anyone of the patent docunent or the patent
disclosure as it appears in the Patent and Trademark O fice patent file or
records, but otherw se reserves all copyright rights whatsoever. BACKGROUND
[ 0002] As an increasing nunber of applications and services are bei ng nade

avai | abl e over net @ONTRON SERVMICE RORRELATIONAdaP AYAnunber of
content, application, and/or service providers are turning to technol ogi es

such as cloud conputing. C oud cNIANAGEMIENGEneral, is an approach to
provi ding access to el ectronic resources through services, such as Wb
services, where the hardware and/or software used to support those services
i's dynam cal l y scal able to neet the needs of the services at any given
time. A user cust omer typi caFOPYRIGHY NRTICEcase, or ot herwi se pay for

access to r ﬁ’%@ﬂrecﬁ‘:?r Eﬂ"&@&k&ﬂe g;&‘élo%r%? ?@zﬂ%&é *&g%&g%oﬁ't%s ARGl ‘t&hpﬁr chase

and nai nt ai war e andad/ or So e access to

resour ces. $ubRaBlo cdpyiightpratectionc &hehapwidhe ewneidvs nopditctibmto theabl e a
custoner to,_adj st t he conpute cap C|ty for, an application. or service in
the ol oud ofpert Pﬁaﬂmfrﬁﬂpﬂgyw& heosit pstgnemh oF te prispl diadletBpats. 1 n
Some cases, j; 3,)4R i HPicht aRd qﬁd%ﬁﬁrl& éfﬁ%re%‘éteﬂﬁﬁletd?@éco?&ba%ﬁﬁhéw?éést omer to
manage conputing capacity, such as to obtain or boot new server instances
in order toespriveskilycopgagle righteaehdtsoevirot h up and down, as conputi ng

requi renents change. [0004] The adjusting of capacity can be advant ageous
for applications avail able across a network or froma renote | ocation.
Otentines, these applications w BaAacropINDOr take advantage of, at |east
one data store or other such repository hosting data that is used by the
respective [@Bpli cas a@mcrammgemmber pf appdsasions aekgracices,are being medppl i cat i ons

T T A X T
not si m | ardpyplication, and/or service providers are turning to technologies such as cloud

computing. Cloud computing, in general, is an approach to providing access to

electronic resources through services, such as Web services, where the hardware

and/or software used to support those services is dynamically scalable to meet the

needs of the services at any given time. A user or customer typically will rent, lease,

or otherwise pay for access to resources through the cloud, and thus does not have to

purchase and maintain the hardware and/or software to provide access to these

resources.

[0003] Various services have been developed that enable a customer to adjust the
compute capacity for an application or service in the cloud over time, making Web-
scale computing easier for developers. In some cases, a Web service interface is
provided that enables a customer to manage computing capacity, such as to obtain or
boot new server instances in order to tp.ﬁckly scale capacity, both up and down, as

computing requirements change.

[0004] The adjusting of capacity can be advantageous for applications available
across a network or from a remote location. Oftentimes, these applications will rely
on, or take advantage of, at least one data store or other such repository hosting data

that is used by the respective application. While the processing capacity for the



adj ustable. Typically, perform ng tasks such as provisioning and scaling
data storage are tedi ous nmanual procedures, in which a custoner has to
provi de avoavmbasesadm ni strator (DBA) or simlar experPCuasromiorddze
configuration information and requirements, such that the DBA can determ ne
whet her the configuration is valid. The DBA typically then has to enabl e,
tune, and optim ze the data repository. There is no easy way for a custoner
to dynam cally adjust the data storage capacity, or nanage other such
aspects of a data repository. BRI EF DESCRI PTI ON OF THE DRAW NGS J0005]

Var | badi . : o _ . 11 b
doscri bed vibHPLp D deRiGR HERE Guilitd bbb FARRGR IRy AuBEatta | D
i |1 ustrat es iserfgry, thedame iépobitoridsivpbn whidhabsseeppldditioentedy aramobgmilagy enent ed;

[0007] FIG 2 ilJustrates an exanpl e separation.of. a contr.ol plane and a
data plane pARstaplen Tﬁélcéﬁléd’effﬁmé]@%ffsﬁ%ﬁ@ W‘WW&?W%B@‘?%#%M s; [0008]
FIG 3 "'U%Eat?gtg%ge RBic%: ﬁ{ﬁﬁhﬂ ﬁé&ﬂﬁ@,ﬁ%&@@aﬁ&}mma@& @6tigen through the

control plane e perforned’in t data plane in accordance with one
enbodi nment ; dh@BLeJadmiGstratord (RAS) oriredaramperk asgp Mathmoobgestidmipmmitioor i ng and

aut omati cal | erform ng actions i.n the data plane in accordance with one
embodi ment ; a%f@) JreIRpRes; Sgg]? h%@?r@?‘%§%§‘gm%g8’g‘ﬁﬁﬁ%€‘8§??{8ﬁﬁﬁo&$ bet ween
hosts in a dai@ PhanBARPicallyMick hhOow p8bIY] fe,lald bREmERhE @ta RIpaSiforiN

accordance w th one enmbodi nent; and [001 1] FIG illustrates an_exanpl e

of a di spl afhtmwris geawsyardyrigr acustepuerso dynamigelly adjustiha drsa starage sERAGHY:L 0 be
submtted tgQ_a user t. nt erf ace  of tge[ Cé)ntsic[ol pl ane in accordance with one
enbodi ment . BEPAMSED §E‘ﬁf‘?—’§??‘ﬂ(§\lof% aﬁf p§ys(frg'ms and net hods in accordance

with various enbodi nents of the aresent di scl osure may overcone one or nore

of the aforenentioned anBRBIHEESHEITTICBhEOFEHBIRAVENESd i n conventi onal

appr ggﬁﬂgﬁ t T[(fi]ﬂg?g;%r{&ca g@pgﬁhﬁn&fin g&togqoag%@mg%é NI gisasgdre Qi b

varrous e I ments provide a separa?e contr ol
envi r onment deffibedwith otfefethen®, the Gatviggninehidsed to control aspects of a
data environnent, or data plane. The functionality of a control plane can

be [0006] FIG. 1 illustrates an environment in which various embodiments can be

implemented;

[0007] FIG.2 illustrates an example separation of a control plane and a data plane

that can be used in accordance with various embodiments;

[0008] FIG. 3 illustrates an example process for requesting an action through the

control plane to be performed in the data plane in accordance with one embodiment;

[0009] FIG. 4 illustrates an example process for monitoring and automatically

performing actions in the data plane in accordance with one embodiment;

[0010] FIG. 5 illustrates example communication flow between hosts in a data
plane and a workflow service in the control plane in accordance with one

embodiment; and

[0011] FIG. 6 illustrates an example of a display for generating a request for
action in the data plane to be submitted to a user interface of the control plane in

accordance with one embodiment.



provi ded as a set of Wb services, enabling the control plane to act as a
virtual database adm nistrator (DBA). A user or custoner can submt a
request twothm/aensrol plane through an external | y-vi si pce/mspabiocsats on
programm ng interface (APlI), for exanple, which can be analyzed to
determ ne actions to be perforned in the data plane, such as actions that
create, delete, nodify, expand, or otherwise nodify a data store or data
storage instance. A nonitoring conmponent of the control plane also can be
provi ded that can nonitor the health or status of conponents in the data
pl ane, and can automatical |y deFdAH.RR REYCRIIION be taken in the data

pl ane. St at e, i.nfor ion_can be, passed.to a. e £ a plane for
each task nZ‘&@?iari}%feﬁsﬁ‘é*ﬁf%eﬁ}ﬂdtsH%a%{’é’%f%%’ﬁ?Wéug’ggﬁ‘%a&?ﬂ?ém‘%@ﬁ?f%% pl ane can
manage the pesstrdimneardhaj beréqaskendbrihentof liavifognidhtiaed sadotrs into the

data stores or other such conponents of the data plane. Once provisioned, a
user can natlefidcapiesespeiencedin eravantionat nPERACEYs oanangging genecs A det2 and can

si nply point i St . ! S (in AW a9 bt : t he DNS
(domai n narrétog%ﬁtd;elrarfIl glaeg%gﬁelg(sé%%oq’%feﬁgrml ocat |% . gr&?rlg!t)l onh]gg’r%‘?ﬂée)a
particul ar iseskaeeentrol BRVieonngenf@r kesttdliplinepthancanrbediséd watontvol aspeasief y

nodel s or other such functionality, as a usey n cont]ieﬂrlue to_ use

c
appl i cati on@ C’@E‘i qnyirpRmiaLaey dataplaeg. T heguneligna s @rForke %&eepaflé’éhnol ogy.
[0013] FI G ploviddadtlse Srowal sEiRUPlRattingdflc GONICY ARREREact 80, [Rfual P! EMTENL I N

aspects in accordance wth various e i ments. e appreci at ed,
al t hough a \éafabixasdoimstvitoiidihl Asisaseduftomepuapabest ofeqasspicathat i on,

di fferent envirqnpents be used, asg.,appropriate, to_.inplenent ri ous
R A T AR S A NG
devel opnent fpartion (Bichdaf Bl aRflfzd 18 URHAL QB RRMS b PerfdiRdRA BURE ON
portion includes an electronic client device 102, which can include any

appr opri at e ptimy, sueh epatinbs that cregtesdtlete,dnodibe eypand eopdkaryise mpeifygedata
orinformation over an appropriate network 104 an nvey. infor i on back
to a user ois{g’fen%”!f‘é?{/%}%r@gg@ Ef'e’gnb(fmtgﬂe%C%rflp%rhetngﬂgt\?l%%%rqlﬁ)j: Sgg%per sonal
conput ers, ¢ he PROMIGS thah datheh RS BéalthtY sBRMioF@Smpbitsip tikodaut er s,
set-top boxes, personal data assistants, electronic book readers, and the

| i ke. The nelanerdadean avipoitiedlydvcrapprasperstoderatendn ke datrchlaen- nfatan
el (Ao S8 e AR L S AL Ay AL 100,09 er o
system can gep&ffimahe hesil sich thanke ¢opaol plage tarpeaareipe et pwofokmand/od the

tasks without having direct access into the data stores or other such components of

the data plane. Once provisioned, a user can native access to the data instance(s) in

the data plane, and can simply point existing applications (such as MySQL

applications) to the DNS (domain name system) address or other location

information for the particular instance. There is no restriction or modification of

query models or other such functionality, as a user can continue to use applications

built on MySQL, Oracle, or other such database technology.

[0013] FIG. 1 illustrates an example of an environment 100 for implementing
aspects in accordance with various embodiments. As will be appreciated, although a
Web-based environment is used for purposes of explanation, different environments
may be used, as appropriate, to implement various embodiments. The environment
100 shown includes both a testing or development portion (or side) and a production
portion. The production portion includes an electronic client device 102, which can

include any appropriate device operable to send and receive requests, messages, or



envi ronnment sel ected. Protocols and conponents for communi cating via such a
network are well known and will not be discussed herein in detail.

Conmmuni cavoaniopaes23t he net work can be enabl ed by w red ecTwisec@bopss 7
connections, and conbi nations thereof. In this exanple, the network
includes the Internet, as the environnment includes a Wb server 106 for
recei ving requests and serving content in response thereto, although for

ot her networks an alternative device serving a simlar purpose could be
used as woul d be apparent to one of ordinary skill in the art. [0014] The

data store TGS RRD R RS pRbon R Pp B ARR B PR U Fust® 20 2

appl i cati on ¢Setievivice. [Eay@pkes ofsuchidienit ivReehiichide pesord semputefs, cdhponent s,
whi ch may be chai ned or otherw se _configured, which can interact, to perform
tasks such @5oeas: bandheld restaging dvices. 1ADIEP SPPPHICE. sritep Rwpraersega herein
the term"d re. £ YafdB¥L G &g@fﬁgﬁ#] devi ces
capabl e of 2%%¥%ﬁ§f%§g%§§§%§5?£g§%’ret%%ggéﬁgm§ata? |2ﬁﬂﬁ%yglnclude any
conbinationapm@pﬁmﬁheﬁwﬂkjddhdmgen@muam&mhﬂhﬁmmnuacaﬂaban&&mﬂagdodévices,

and data storage nedia, in _any standard, distri.buted, .or_ clustered
envi r onment ArCPHETEYE) AR OFT §‘é$\f?=?rtwﬁ‘§rf’ricﬁ{?|%ﬂ’&go%m?r%p CSRRORER'S Hs§dwar e

and sof twar g,f QL7 &&ﬁ%ﬁl&e\qﬁ_fameamn gﬁ% Apci @F &y RDIAeRHRE ab oL xecut

aspects of one or re applications for the cliéent device, handling a
maj ority of ehhieordadnd seleted sPratvdolsasil nempotents for f@nmanicaipyg vieavéhon. The

application server prqvides acce nt,rol servi.ces .in,cooperation with the
dat a store,nﬁﬁﬁnfénﬁﬁag ‘H“b@ﬁ@?i@%ﬁBBHF&W?agﬁgﬂnégd@@&temﬁ?ﬁﬁﬁﬁ@gf audi o,
and/ or vi de@ytanh ﬁeﬁafo@lﬂ@infelfer e%lbl%@ b ﬁré{ﬁﬁ Fyirdlddk ebnriEBNoMREakBdonesindtRnk he user

by the Wb server in the formo XM., or another appropriate

structured Ithamepfadethinexaniple, dheamgpwerk imeladesahellntergetos the enyieapmest s and

and Che. apprcAdteaE yaferdBl it oo RARBREM AL oleR hoBMset choul 0

be under st oggkréthadlihbhieh M bilrpdctapts MadlietiatiseimetsSsedvity Heimileguipoed and are
nmerely exanpl e conponents, as structured code di scussed herein can be

execut ed on ca bapsedasveld beanmasent & opfoeftordinary skl ndhgadcussed el sewhere

herein. Further, the environment can be architected in such a way that a
test aut omafétd] f ridweelastiaticacnienpreavindedess la@ssatevipphcdtionwhivehl1(8 user or

N ot cmon e R8RAGTOaALD. o SHVET ba PR SToX LG M Rah Do DRI
servers, layers, or other elements, processes, or components, which may be chained
or otherwise configured, which can interact to perform tasks such as obtaining data
from an appropriate data store. As used herein the term "data store” refers to any
device or combination of devices capable of storing, accessing, and retrieving data,
which may include any combination and number of data servers, databases, data
storage devices, and data storage media, in any standard, distributed, or clustered
environment. The application server can include any appropriate hardware and
software for integrating with the data store as needed to execute aspects of one or
more applications for the client device, handling a majority of the data access and
business logic for an application. The application server provides access control
services in cooperation with the data store, and is able to generate content such as
text, graphics, audio, and/or video to be transferred to the user, which may be served
to the user by the Web server in the form of HTML, XML, or another appropriate
structured language in this example. The handling of all requests and responses, as

well as the delivery of content between the client device 102 and the application



herei n, although various other inplenmentations can be used as well, as

di scussed or suggested herein. [0015] The environnment also includes a

devel opmewD 2andi1er23t est i ng si de, which includes a user ®eviuseo1dd4aé | ow ng
a user such as a devel oper, data adm nistrator, or tester to access the
system The user device 118 can be any appropriate device or machi ne, such
as i s described above with respect to the client device 102. The

envi ronnment al so includes a devel opnment server 120, which functions simlar
to the application server 108 but typically runs code during devel opnent

and testing before the code i ed and, executed on . th dyction side
and i s acceSSV'Hi {90%& Vo) %qnglfdjaggﬁ‘g&@%ﬁw&aﬁﬁﬁ%ﬁg%’?1“2%%0 Cﬁ%‘%é@ﬁel{ﬁ?bs, an
appl i cati 0“a§@5;{¥;ﬂfcaﬁéﬁ‘seﬂ’%i’§§x‘e%t ARuRcdRWPA0 BIBRY e8hME Comphikn&epar at e
production and testing storage nmay not be used. [0016] The data store 110

can i ncl ude stestaed codediacussas hfagia cambt ewcuigd rabay arpropratd dendec efdost st or age
mechani snms and, nedi a. for _st.ori.n ata l.at] to. t t. For
exanpl e, neRies o8 Fr@sed hovRes BEYR,Enfi, R bR RaL thEbe BenfRRge
production gahrhbhiayamet e autdrhBloREianivotl 6an Mhprotidedas Hecruisetb t 0 serve
content for the production side. The data store also is shown to include a

mechani sm f owhidraorsengr appbicating @asabseibe. M RuloaRtipe TaZedow ¢ behe user
¥ or e on 18 e 9541054 Lt SAGUL AR Al B her e can be

many ot her gspects t ored in ata store, such as
for page i mhgein, Bfisuphtviatibusstierdapbasentdtiohs camfeorsaditis onll, ashiichssedor be
stored in any of the above listed nmechanisns as appropriate or in

addi tional fe2asslRd B#EIN-n the data store 110. The data store 110 is

operabl e, through | ogic associated therewith, to receive instructions from
t he appl i caf00ds] sdheenvit@8nant abievalwjzreneveepuent an@Oy teatin Hiht, arich updat e,

or otherw se process ta Lo response thereto. .In.one anpl.e, user m ght
subnit a sedlFCHFRYURL ISP 128 @@?“?‘&gﬁ‘ UsEruClps § favrloner Cﬁﬁi%%’é@%f%o{’he dat a
store m ght (RGERER dcb&siRedysich. OTHBRIskOMVIQR M8lchh Ye biEapAleHad evide drhe user,

and can access the catalog detail information to obtain infornation about
items of thatachippeuchheisidasaibedebors witlerespeshtotbe elaeny dadee 1@2.t Hee user, such

as in aresults listi,ng.on a b page that t user A s ab {. i via a
by owser on Errast 480 S0y AAR ot 1, VER Sk St RS
i nterest capplRaNoEWReri108 ButSHicany Aths Raged@ingicheiopmedht dntitedingbsfic [ 0017]
Each server typically wll include an operating systemthat provides

the code is deployed and executed on the productionside’and is accessible to outside

users, for example. In some embodiments, an application server can function as a

development server, and separate production and testing storage may not be used.

[0016] The data store 110 can include several separate data tables, databases, or
other data storage mechanisms and media for storihg data relating to a particular
aspect. For example, the data store illustrated includes mechanisms for storing
production data 112 and user information 116, which can be used to serve content
for the production side. The data store also is shown to include a mechanism for
storing testing data 114, which can be used with the user information for the testing
side. It should be understood that there can be many other aspects that may need to
be stored in the data store, such as for page image information and access right
information, which can be stored in any of the above listed mechanisms as
appropriate or in additional mechanisms in the data store 110. The data store 110 is
operable, through logic associated therewith, to receive instructions from the
application server 108 or development server 120, and obtain, update, or otherwise

process data in response thereto. In one example, a user might submit a search

5



execut abl e programinstructions for the general adm nistration and
operation of that server, and typically will include a conputer-readable
medi um stwoingy/itmesr ucti ons that, when executed by a pr®ceaser1004rhe
server, allow the server to performits intended functions. Suitable

i npl enentations for the operating systemand general functionality of the
servers are known or commercially available, and are readily inplenmented by
persons having ordinary skill in the art, particularly in light of the

di scl osure herein. [0018] The environment in one enbodinent is a

distributed co ing environpent utplizing several computer st enms and
conponent s F‘I"?é"?ngg’igléa W@Bﬁﬁgg?lﬂdﬂwjés %?6?73%%&%%??56&}%%%%0?31}?Hége?one or
nore comput elrRRINNAMK Sedy HE [RAKYIMEEEE, QRS cari0B¥EFe cdtilogtitthil be

appreci ated by those of ordinary skill in the art that such a systemcould

oper at e equatfbymatisin|to phtai iwfemetivhabdunferepbthabype Fhelfemapontse of

conponents than are illustrated in FIG 1. .Thus depi Gt i {.he
system 100 ‘" ﬁmrfeiﬁ?;{ﬁ? PSP R a8 tesihr#g}n% P?%???baﬁ%\e/gﬁ%t%n%%ru}rse, and
not |imtingplko the s apeowder bhehedisscdasieri®2. [RRARticATfoenpationaEidmsuch as
that illustrated in FIG_ 1 can be useful for a proyvider such as an

el ectroni c phieesicarbe viged &  dedicatedipage 96 $RdqW ghihe BEOWSSEd t o perform
tasks such as serving content, authenticating users, perform ng paynent
transacti ongo019] Rch edremgpiealyy @ill achdebeopeiting dystensthatproagks. Sonme of

these hosts may be configured to offer the sane.functiopality, il e other
servers m gﬁl‘e%@b@d?Tng@H‘rléﬁr‘%%‘oﬂ%%F drergegeral %‘g'%‘ﬂusérﬂﬂ%“ @?‘P‘P@F%%P O\Ifﬂﬁ%t i ons.
The el ectropj i A 1 [WaTos 5 ddii Al

component 5 SaToR L ARAEL il R, SRR R bl e SRS, e

confi gur at i dmt,20knekedtitdd by2a paicesussfabe sarvatesliivw theskow: tof 306N 1Sy st ens and
met hods i n acco 8%21’({:& Wi h,obrie.e odi nent c‘ﬁrﬁ’\éi de rel gti On(ii| dagabase
servi ce (" REECUCE ARCUghR HHERD g YR BSEPLONSTE G MBFE e P St h & & Kor i zed
users to easilyofMfly 60k s8hERG MRlwh GRlvainieréinby aeifabBUAmR] dreétadilpnal

dat abases so that users can performtasks such as storing, processing, and

queryi ng r efmpleowaled dsiparsset kaving erdiphouddill invthe ertt prrdcudachnipl leht ef E scussed
wi th respect,. tﬁ t thFI nternet, Wb services, and |nternet-based technol ogy,
it shoul d b&SHRFEFIEWEY that aspects of the various embodiments can be used
W th any appropriate services, . o .

[0018] The environment in one embodiment is a distributed computing

environment utilizing several computer systems and components that are

interconnected via communication links, using one or more computer networks or

direct connections. However, it will be appreciated by those of ordinary skill in the

art that such a system could operate equally well in a system having fewer or a

greater number of components than are illustrated in FIG. 1. Thus, the depiction of

the system 100 in FIG. 1 should be taken as being illustrative in nature, and not

limiting to the scope of the disclosure.

[0019] An environment such as that illustrated in FIG. 1 can be useful for a
provider suéh as an electronic marketplace, wherein multiple hosts might be used to
perform tasks such as serving content, authenticating users, performing payment
transactions, or performing any of a number of other such tasks. Some of these
hosts may be configured to offer the same functionality, while other servers might
be configured to perform at least some different functions. The electronic

environment in such cases might include additional components and/or other



avai l abl e or offered over a network in an electronic environnment. Further,
while the service is referred to herein as a "rel ati onal database service,"
it shoul dwvbeowndesst ood that such a service can be usedPartus2@0929476
appropriate type of data repository or data storage in an electronic
environment. An RDS in this exanple includes at |east one Wb service that
enabl es users or custoners to easily nmanage rel ational data sets w thout
worrying about the administrative conplexities of deploynment, upgrades,
pat ch managenent, backups, replication, failover, capacity managenent,

scal ing, and other such,kaspects, of data_.nmanagenent . \VA rs. are thus
freed to de%ﬁ%@&ﬁh?@iaﬁ%‘ﬁa%Hsgﬁtﬁgélbﬂjleic(?%ﬁg‘gﬂt O%@Eogﬁ{ﬁﬁgr 3‘3%?%§|edabout
the conpl exit h&asi glio@@nagi ng the dat abase infrastructure. [0021] An RDS in
one enbodi nent provides a separate "control plane" that includes conponents

(e 9., har dyg and aoliuar ol Ul Wl b TRARGHOG ASRECLS Bl he data

storage. In a nmanagénent appli catl

progr ami ng rdiidal dasssé MRl (RDIY R challés devtlopéBcasioatets, pr otherled t hat
all ow a user or customer to make calls into the RDS to performcertain

tasks rel at angotized usersde easilytaad spu-effepidvaly abtam andcophgire sdatignal g r ect

interfaces qr, APl s t i 1 LLori g}gﬁ\%ver, and
can use thea%éa-sgsf)seocﬁl?ﬁ%!%%i s%gﬁg%ggson ﬁggg%ﬁg%}?g%k%%%agﬁqﬁe essary to
manage the daitorat Qatagas ora gead. owila ik exdnaple fsadifcusdcd @AM refled toZhe

illustrates_an exanmple of an RDS inpl enentation 200 t can be used in
accor dance JW?W%N@%%SMMW%F@% £y, itgh Wlas ﬁgt%‘éi/tgete 202f or

an end user (5 SO pioRCeABl ikl KB B ikt i, QphhoaRSkiRidk 206 [ nto a

control plan to performa task such as to provision a.data repository
of the dat aapdimbk & bfferslheens actwork mrenap@itioost dnyiroR0dntc Enrthacwbie thee

provi sioned repositqry directly through,gn interface.of a data plane 210.
Whi | e an end*TKEss ré"g‘?‘r%"ﬁltt? ii‘@re i%gelaﬂ%%§W$%g§?WeaﬁESW§@ % or purposes of
expl anat i ony,idsshPia s RE aUBHRIaA BE ubdBhitR By ARPERDIE §HE 0P8RS .

application, service, dEVICEh conponent, or resource _can access the
i nt er f ace( s)epokitarfier dgatstondgeph anelegmetiio endemanept. afve REXS iaphisspamplee in t he

vari ous enbodi nents,. Furt ,._While the conponents are s pnto
control and? ?a‘lr%s at;lf"%tsﬁ 8ee Wq%pseg’ﬁ??ﬁ?f eﬁlgblﬁ%g“gq Ss?ro%latofrﬁﬁlsttot% %@fgﬂ%%ﬁag? efer to
an actual OfelMidnhl@ta SRPFHBSItWbrBfin@dbduedRladaRMEBrdtRe QUMpRSItlce 0f. , har dwar e
and/ or software) used to o . )

deployment, upgrades, patch management, backups, replication, failover, capacity

management, scaling, and other such aspects of data management. Developers are

thus freed to develop sophisticated cloud applications without worrying about the

complexities of managing the database infrastructure.

[0021] An RDS in one embodiment provides a separate “control plane” that
includes components (e.g., hardware and software) useful for managing aspects of
the data storage. In one embodiment, a set of data management application
programming interfaces (APIs) or other such interfaces are provided that allow a
user or customer to make calls into the RDS to perform certain tasks relating to the
data storage. The user still can use the direct interfaces or APIs to communicate
with the data repositories, however, and can use the RDS-specific APIs of the
control plane only when necessary to manage the data storage or perform a similar

task.

[0022] FIG. 2 illustrates an example of an RDS implementation 200 that can be

used in accordance with one embodiment. In this example, a computing device 202



provi de the respective functionality. [0023] The control plane 208 in this
exanple is essentially a virtual |ayer of hardware and software conponents
t hat handwveomonteel and managenent actions, such as pr eeirdaiseniong47scal i ng,
replication, etc. The control plane in this enbodi nent includes a Wb
services layer 212, or tier, which can include at |east one Wb server, for
exanpl e, along with conputer-executable software, application servers, or
ot her such conponents. The Wb services | ayer also can include a set of
APl's 232 (or other such interfaces) for receiving Wb services calls or
requests fr acraoss_t.he, network . 206, i h b i er can
parse or ot ?]igllr?\llﬁ L}Eﬁralls)?g%w? }g&cfe%béﬁtr%mngeﬁéﬁ%gs %sh{(gu&s\ﬁéao?e?‘g{;:r i%ﬁgnéﬁg%ded to act

on or processnfrilel&rl 208 t&pErfenaaRsE such D paRtsiircedaatdpositgibf the darcei ved
that includes a request to create a data repository. In this exanple, the

Web servi ce®langy?dP. dhepusnaos an epdicpidep ik cangeerss Bedirpdsipped epplops  dat a
repository t v StQr of

har dware r edjgrg%?ye%}%agﬁj%gﬁ%%%}g%er&%t%ga?pléﬁéc#ﬁgs\ggg%%f&Fﬂ%sglﬁ ér-r&w;llt]}l5 %%Ef or the
request can doeicyhnd aglichtioredie ashdi fof pirpadek ofieXpladiibn,"i) stdatdbesimlest@d2, or

ot her appropriate storage |ocatijon, or jaob queue, for subsequent processing.
[0024] A Viebhal @py pRgoprigfe BsetAPBHEAOROBHEY Fe AE VI CPTIRRESTY, WSO et  of

cust omer - f agL g, ﬁ@iﬂt%ﬁﬁce@%h%n@é@élw g&@gﬁ&g@;g@g@gg&ﬂ%e API's and

return the appropriate responses . ations. The Wb
servi ce | ayeariadssontzaimems| Eatéheatwhikabe camponsBis asesepheied iatperontrplamdi n one

enbodi nent consj sts of st | ess, replicated servers i ch process the
cust omer Apfdta f’f?é‘e%ﬁ S@%‘ﬁé%ﬁ@? Et_f’ocgg‘ﬂt ad ﬁ@%a\é\ﬂﬁag?rm&servi ce
front end fealiiRs FUCRa@I0AULEBRLEALE NGNSt ANBOEsdTRRRE) 138d € edent i al s,
aut hori zing the custoner, throttling customer requests to the APl servers,

val i dat i ng psevids thpngspeciive fomatiohaityi ng or unmarshal | i ng requests and
responses. The APl |ayer also can be responsible for reading and witing

dat abase cop§iayr atlednesliHate08riAMit Bemadeisvssintially onirdat Ryatare, in
response to the APl calls. In many enbodi nents, the Wb services |ayer wll

be the onl yhasdwarnand spfiyass esmeponenip divé hendlesrcopiial | anageeH @pOMShat | s
isible to, _apd i f P | cer
visiblieto 0 Vz%g 1§1%h1?1%,§sc n ?éﬁf‘-cgﬁ%rbgtco The Qﬁnt?&ryle{ng n a{ ééﬂgﬁ(ﬁdélgl}ﬁ'tgnt al l'y

a

servers of tgﬁce servi S er can be stateless and sc

as known i niddigleabtWetARvisey apsr 212 a% tisglwhisscdnhiaclpds stilsdseote Waba store, can

be spread across nmultiple data _centers in a .
server, for example, along with computer-executable software, application servers,
or other such components. The Web services layer also can include a set of APls
232 (or other such interfaces) for receiving Web services calls or requests from
across the network 206, which the Web services layer can parse or otherwise
analyze to determine the steps or actions needed to act on or process the call. For
example, a Web service call might be received that includes a request to create a
data repository. In this example, the Web services layer can parse the request to
determine the type of data repository to be created, the storage volume requested,
the type of hardware requested (if any), or other such aspects. Information for the

request can be written to an administration (“Admin”) data store 222, or other

appropriate storage location or job queue, for subsequent processing.

[0024] A Web service layer in one embodiment includes a scalable set of

customer-facing servers that can provide the various control plane APIs and return
the appropriate responses based on the API specifications. The Web service layer
also can include at least one API service layer that in one embodiment consists of

stateless, replicated servers which process the customer APIs. The Web service

8



region, for exanple, such that the servers are resilient to single data
center failures. [0025] The control plane in this enbodi nent includes what
is referrwd20m/henei n as a "sweeper” conponent 214. A SREEASR010020GANENT can
be any appropriate conponent operable to poll various conponents of the
control plane or otherw se determ ne any tasks to be executed in response
to an outstanding request. In this exanple, the Wb services |ayer m ght

pl ace instructions or information for the "create database" request in the
adm n data store 222, or a simlar job queue, and the sweeper can

eriodically check the admn.d store.for t st andi jobs... Vari ous ot her
gpproaches X%’ﬁ’r vk @%ﬂﬁ)ﬁfi’f g&%eseﬁ’bﬁaﬁ‘érﬁten&gea ?%‘Fﬂgf%iﬁltﬁgﬂfa B¢ 11 in the

art, such agy{iheeMeRseifdniréRaithRY R B AP cdstdiRé frédldeQiusioter SWeeper
that a job exists. The sweeper conponent can pick up the "create database”

request, andequsitaty thafAd revesnvalighatingreser expub ond swrsheling oz vpwguballingcal |, or

ot her such co nd to a workflo onponent 216 operable 10,1 N ntiate at

| east one M?C{HHFT?{BW orPTReE: @Ed&ﬁ?%ﬁ OV%?E? F%&ﬁ?sﬁbq%%oer rg?%%%ﬁ‘gnt i's
gener at ed a'%fitﬁ%'dﬁfa@hﬂ%nﬂgﬁrﬁﬂo@d%@fdﬂfrbﬁ%éﬁn\ﬁm&aﬁ@ iga dioissed el sewhere
herein. A workflowin general is a sequence of tasks that should be

execut ed t orgephssrinihe Is. T oy, enrbrslimentritho N sbsseridtesdawer 3él barhenor k,
but an abst rf‘z‘fte'g?gr}‘%aﬁ{(v_\;ihgl\gn"éﬁﬁr&pﬁgﬁfqrc‘tﬁ%ﬁlﬁ'c@rgb@ﬁegﬁgﬁ}"ﬁ%{isibl@ft&raﬁﬁt' on and

execution of™n Oow al'so” ca as d state

machi ne, whigédes¢ible HypARGMRNOT the toiitrol ishieicet dhe saved of lRCWsB savicany tinme
during execution. A workflow conponent ﬁor ySte%f cog&)ﬁnents) in one
embodi ment  layeppry hepttatcless and segjed beripoprallyer KBRHA e Ads A GCRRT: Execut i ng
Of | wor k! | oveel Ok RS Rs SHENaANor QAT sBFtd B8R h Ol R {dnfd 0. and

del etion; recovery and: bac up; security group creapl on, deletion, and

nmodi fi cat i omgiets dor exnmpinsuchltbatbnsgereat resilimht kesinglotlathicenteafrdursedent i al
managenent. Such wor kfl ows can be inplenmented on top of a workfl ow service,

as di Scusseﬁgﬁ'sf eWHRI Bl AR in FIHE MBS IeAMNEIRARONIRA s RFSRIGE RelBNRTE
di fferences between workfl ow steps used for different database engi nes,

such as M S@‘swespet mmpodenti2li#nd swoackén cowmporenticae belarssanpoepritée essari | y
Bl I RBIENCCC e MR N R T N
extracted fge@ihing afY tadkd1@/belcREMRS in rEROn@XB AR betstanllingteqeequashisi s for a
MySQ.(r) Rel ati onal t abase Managenent
example, the Web services layer might place instructions or information for the
“create database” request in the admin data store 222, or a similar job queue, and the
sweeper can periodically check the admin data store for outstanding jobs. Various
other approaches can be used as would be apparent to one of ordinary skill in the art,
such as the Web services layer sending a notification to a sweeper that a job exists.
The sweeper component can pick up the “create database” request, and using
information for the request can send a request, call, or other such command to a
workflow component 216 operable to instantiate at least one workflow for the
request. The workflow in one embodiment is generated and maintained using a
workflow service as is discussed elsewhere herein. A workflow in general is a
sequence of tasks that should be executed to perform a specific job. The workflow
is not the actual work, but an abstraction of the work that controls the flow of
information and execution of the work. A workflow also can be thought of as a state
machine, which can manage and return the state of a process at any time during

execution. A workflow component (or system of components) in one embodiment

is operable to manage and/or perform the hosting and executing of workflows for

9



System (RDBMS) instance, as opposed to an Oracl e(r) RDBMS or ot her such

i nstance, then a specific task will be added to the workflow that is

di rect ed wowarodi1de$QL i nst ances. The wor kf | ow conponent palras2@an2sies ect
specific tasks related to the amobunt of storage requested, any specific
har dwar e requirenents, or other such tasks. These tasks can be added to the
wor kfl ow i n an order of execution useful for the overall job. Wiile sone
tasks can be perforned in parallel, other tasks rely on previous tasks to
be conpleted first. The workfl ow conponent or service can include this
information in the workflow and the,tasks can ,be.execut iLnfornmation
passed as néaég%ﬂ!cg[aétff?‘imﬂw ‘Eﬁ?}m Elo‘jg]?:g Vi) aﬂgfiéiﬁg%%'te%fg%fa?@%a#%ulp ’a

cust omer m ghdurinGlouf 8feali RS KisleBibR Mnd nd¥i RM4Sh OReNgredeialsanglagéBiedtNst ance,
al l ocating a volune of off-instance persistent storage, attaching the

persi stent sndkexpotaiionang crodentipd mpaegemanbr SughigerkHews cambmimgplerseded ng and
attaching a DNS addre Qr_ot.her addres Lnte identifier

Shi ot e coanEr s Wi s BELISEP el Ry e BhoThE Sori Ry | CeTL

i nstance. | goimpPbfeneXladBirEmaihgd efferbiced bovwicde dhovitfldw sibes Ubfadiiffasst and a
port address to be used to access the instance. The worKkfl 03/\/ al so can

i ncl ude t asKatabase gagines sechasdviy Hat a9 thapsdeslying weakilgy servifsdoeh®r nat i on

used for th%eéeg%ié%jél%ﬂjggta storage technology (e.g., MySQ.). The workfl ow

conmponent can han € execution of these and any related tasks, or any
ot her appropriate caonbinatio ks, and.can eneg@t r.esponse to

n of ch tas e.a
the request [§138] cdp #H@e%wl%rag%?@ﬁwwgﬂ tankpied gsing g QKGN derplafe; o
“create dat ghasey inf g%gﬁﬁase m'aﬁﬂgggiﬁ%}ﬁxti&p&t%ﬁam PhedriddlaRrehn e

i nstance in the ane 210 provide the DNS address to be used to
access the Foséxangde, itheseuestheforadviy$QL e Belatineal databast Masagemsntince

directly using t address and port, withoa vin Q_acecess or go
t hr ough t hesggﬁ?pgp_lﬂs&%ﬁ%? aﬁ/éﬂ?@%?i@c??ﬁ%@%o%&# 8t At€s can be used
to perform §igHnk@fthdrnPsHeciF @AskasildR QHENG, the WoakiM@thaOk direéted yowgd one  of

nore data store | !’lSt ances, such as to increase stor age. In sone
enbodi nent s My instakédsowhie ok comporeninlse camselast stesifisgasks selatedo | east

one separateg executi conmponent . (not s I erw cesses or
recei ves t agl?smi‘odmt@psg%gﬁ%(g&e%%ds fpﬁtﬁ%%dv\%% ﬁ%u%\%vmlg}ﬁ ’o({rma i Sﬁ& For
exanpl e, thejsks. M1gRE 108 @ndrdidded RAhEHOWiivoi M réarperantiol hatfulfsecut es
provi sioning tasks, and this con'ﬁonent m ght not be cal fled lf(y t he

the overall job. While some tasks can be performed in parallel, other tasks rely on

previous tasks to be completed first. The workflow component ot service can

include this information in the workflow, and the tasks can be executed and

information passed as needed.

[0027] An example “create database” workflow for a customer might includes
tasks such as provisioning a data store instance, allocating a volume of off-instance
persistent storage, attaching the persistent storage volume to the data store instance,
then allocating and attaching a DNS address or other address, port, interface, or |
identifier which the customer can use to access or otherwise connect to the data
instance. In this example, a user is provided with the DNS address and a port
address to be used to access the instance. The workflow also can include tasks to
download and install any binaries or other information used for the specific data
storage technology (e.g., MySQL). The workflow component can manage the
execution of these and any related tasks, or any other appropriate combination of
such tasks, and can generate a response to the request indicating the creation of a

“database’ in response to the “create database™ request, which actually corresponds

10



wor kf | ow conponent, but can nonitor a task queue or can receive information
for a provisioning task in any of a nunber of related ways as shoul d be
appar ent .wpQofdii4923 nenti oned, various enbodi nents can relkasadvandsage of a
wor kf | ow service that can receive requests or calls for a current state of
a process or task, such as the provisioning of a repository, and can return
the current state of the process. The workfl ow conponent and/or workfl ow
service do not make the actual calls or requests to performeach task, but

i nstead nmanage the state and configuration information for the workfl ow

t hat enabl es the conponents of the con | pl ane, t ermne. the next task
to be perfofhdata éﬁqg’P I&?fﬁn‘ierff‘gli‘ "i‘B]ﬁn%%L[géﬂgPlé?rv 1qeﬁ§? B&sﬂﬁrﬁs gonbegener ate
the appropraligo Galekd fk ihdtlRet Reusdfthan BirPdtCedskd didh BgrdiRgthncdtdateetly

i nformation, whereby a conponent of the data plane can nmake the call to
per f or m t heusing the W8S kidrosssandport; witheutdharingso seokesorr godhiongh &ieonEPL i n or der

to increase {hr ut and maxi i ze. prqocessi [ u P ssed, the
actual perf Bfaﬂ? 2{!? g‘P aRGE k‘é‘”@‘f‘?’ teg%pgﬁfs i) uesgggot é{:‘f‘%ﬁ:&ﬁ?ﬁﬂ%ﬂ?@tﬂ he tasks
wi Il origingtc & demihd @r&@nkf @lmadifng: ofef neradihastord stancgskduchws apnponent

can communicate with a host nmanager, which can nmake calls into the data
store. Thusincfesse gorgeg.eh somsienzbadinents diug Workdlowaigbormatiohis “WigflPow ser vi ce

passing cer i PALATRLS Ghe SHASHEDNe G MARKILANBEGNGS oGy ates L he

sequence of ST TO OW and prov nt state, such

that a taskofherwitdgcpisesemniecdiratasks anbdexaetel bassddipoAtheerorkfiewt ask i s

performed (or otherwi se resolved or c%ncl u&iﬁd) a conponent suc{: s the
ated R 3

host managetfemmtivapFyr exsmpie theass piight be e TRVHRQ Yy SRR mat i on
b h i At ;
about the n%eécﬁ%e?ﬁ)%vﬁﬁorﬁ#%%a\éﬁ éltlc% %co?#ﬁﬁeﬁthﬁfgh@ 8 peexfiedRske can be

per f or med. nme one s tor the workflow is perfornmed, the
servi ce canwptkiltwlenaponewt, baistantnooriier persk qnerechrigat rdceiviaenfwonaidnder ¢ s

conpl eted. Further, |tiple_threads can, he runninhg,i aral lel for

di f ferent \ABW%SF%X}%%%WP@%‘P@%F% fﬁg@%e‘%@’isﬁas%‘ﬁﬂ@ E%E%‘F‘ii?'l ow. [0029]
The control plane 208 in this enbodiment also includes at |east one

noni t ori ng {9ERpnestmati®nediverioss ahehadinends eavctakd glvenieae etk warkleav dat a

o ane. 0oL LA, Lol LR ANG R Sl S50 PP 08 1 L1
that the nmopi hepidiskisiah@osi %@si&ﬁﬂ, 4@ can SeRahd aQrttat sastodtie process.an be a
portion of %ﬂg Evofkrﬂogvaéo?npsc}ngrrlteanfl?oﬁ wo?l?ﬂc?w service do not make the actual calls or

requests to perform each task, but instead manage the state and configuration

information for the workflow that enables the components of the control plane to

determine the next task to be performed, and any information needed for that task,

then generate the appropriate call(s) into the data plane including that state

information, whereby a component of the data plane can make the call to perform

the task. Workflows and tasks can be scheduled in parallel in order to increase

throughput and maximize processing resources. As discussed, the actual performing

of the tasks will occur in the data plane, but the tasks will originate from the control

plane. For example, the workflow component can communicate with a host

manager, which can make calls into the data store. Thus, for a given task a call

could be made to the workflow service passing certain parameters, whereby the

workflow service generates the sequence of tasks for the workflow and provides the

current state, such that a task for the present state can be performed. After the task

is performed (or otherwise resolved or conciuded), a component such as the host

manager can reply to the service, which can then provide information about the next
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distinct set of tables in an Adm n data store 222, or other appropriate
repository. A nonitoring conponent can access the information in the

noni t ori godatoa1s428re to determ ne active instances 234pcm/ush@od2d4ds pl ane
210. A nonitoring conponent also can perform other tasks, such as
collecting log and/or event information fromnultiple conponents of the
control plane and/or data plane, such as the Wb service |ayer, workflow
conponent, sweeper conponent, and various host nanagers. Using such event
i nformation, the nonitoring conponent can expose custonervisible events,

for purpose I i [ j S. I LQrdeng
conponent cgtﬁ%ggﬁgﬁa‘g%{%wm@?%éﬁ%ﬁﬁ%f %ﬁ g‘?b%ﬁrﬂtgﬁe Eﬁ%%%g&n?ggosi tories
and/ or i nst araeasksffertht herctow Isglerfptrast thakehded canlpeofide b uew task taby of t hese

i nstances, and initiate the appropriate, recover rocess(es). [0030] Each

i nst ance 232ciormedamnghthg Vﬂﬂéﬁ%‘”ésa"r?ni‘ %tF@rd_gmé}fefi ‘é&l_g‘i’_ﬁ?&ﬁ@aéﬁ‘f % ore 226 and
a host  manager, cOTRARGRI 1of ANHOH: v RENIRER dREciBaRMhdhRAcARGT A 0 the data

store. A hos adger 1 n one e ment 1s an application or software agent
execut i ng owoalflamst ance and/ or application server, such as a Tontat or
Java application server progranmed to nmanage tasks such as software

depl oynent pgpoflatie bRt RRRMABIIPNSs crABodibht A WBINHEQM 936t shest at e of the
data store and/or the respective instance. A host manager in one enbodi nent

| i stens on aopieting taepaant 218 When z date insthnte israredied indhedaanlaggst em

conponents, .and is not.available to custone r_Qther I ities. In
sonme enbodi Wﬁo{lﬁ‘ér tﬁ%él{sl[ar?ﬁ%‘éaélet?e ﬁ%&o %4#% |&8 eel}1 ghﬁaycoggf)félg?eﬁg {(1;& he
control pl apes hdwRbrinddd9 sbrd 02 gEshoGRIHOGdeRERANEI Hhembaitorigaiiang and/ or
perform ng tasks such as setting up the instances for a new repository,

i ncl udi ng’ sefotd ¢ag be sepgricaliasiirarmssan he PPN eneiher datngem TPhes Yat abase
bi nar i es ang88adss oo ShIn A HareShROBA b ey LERBRIi&L Fbosifbr)OK - MRNageT

can nonitor e hea 0 a store, as we nrtorirng”the data

store for epfodftoG@NeirpaRnt GHabeas the/idoemnatiorsinahe thahoritgotateg@orertoor s, and

can restart the data store if ne,cessary. A giﬁt mangger. al so q%grf rm and/ or
pr 10

mange the i Aetemnipgpstie ipytancss 2xhindhe date plage g YR °a store
d/ j ; t trics,
and/or oper g/ e}?kg{oyﬁ%tﬁé&ﬁﬁs,@géﬁ ag%'ﬁgﬁﬁdlglal})%%n@/%f‘e&% 186 inatish @vant netrics

such as may r menory, a usage. [0031] The nonitoring
conponent camltjdeoemparht githd @adirobplhye and/dr datghlateg suchraatlzey®icb 2e8ideor
noni tored | PSt ancei 234, such as by sendi ngﬂ a sdpeci fi £od e%ylest or

ayer, workflow component, sweeper component, and various nost managers.

Using such event information, the monitoring component can expose customer-

visible events, for purposes such as implementing customer-facing APIs. A

monitoring component can constantly monitor the health of all the running

repositories and/or instances for the control plane, detect the failure of any of these

instances, and initiate the appropriate recovery process(es).

[0030] Each instance 234 in the data plane can include at least one data store 226
and a host manager component 228 for the machine providing access to the data
store. A host manager in one embodiment is an application or software agent
executing on an instance and/or application server, such as a Tomcat or Java
application server, programmed to manage tasks such as software deployment and
data store operations, as well as monitoring a state of the data store and/or the
respective instance. A host manager in one embodiment listens on a port that can
only be reached from the internal system components, and is not available to
customers or other outside entities. In some embodiments, the host manager cannot

initiate any calls into the control plane layer. A host manager can be responsible for
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by nonitoring heartbeats fromthe host managers, to determ ne a status of
each host. In one enbodi nent, the nonitoring conponent includes a set of
event prowewemwE4{2er nonitoring servers) configured to iPsTUs2@oN2BENEs t O
each host nanager, such as to get the status of a particular host and/or
instance. If a response is not received after a specified nunber of

retries, then the nonitoring conponent can determne that there is a
probl em and can store information in the Adm n data store 222 or anot her
such job queue to performan action for the instance, such as to verify the

pr obl em and - | S :Qg-i I qﬁﬁﬁ r can access
this inforng%ﬁgﬁhgégﬂkﬁgﬁ%o 5%@%%2%@%%%¢%§%k Ioé%?ggagﬂg%?ﬁggance to
attenpt to inddy] @alubingrsetioy ep 1dgicahvbhmncs and iteesystEhs, nssilingaiatbese 228 can
acosimty
act as a proxy for the nonjtorjing and other conponents of the control
;

pl ane, per f SIRFIAYANAAERES. ARf SEREE OR SOBNBE STRPHUREN A SPSUTHEIAET @0l pl ane
conponent s. {J&85he ’E@%}i%ft 8418 BloRT Mk 2@ oo %gle(aﬁﬁ Pre tlt@rioRSt ances,
such as the correspondi ng host, 1 nstance, or volu crashing, rebooting,
restarting, ceaditionswhtlhs ¥@Qrnots drelagicitarege autrematlicemtdstart the dgnestosrdiodi nent ,

there is a loggin onent ot shown hat can Il.o hese .and ot her
cUstoner vi BRORIRy KATBHREE AR BEBITG SR IGHER od BT R A THAR | or
ot her such batRefA8RpaHals foPale dafa Abrelal8bABE@atiry HRMAI A 8Bt endn@Er Asdder i od
of time, a custonmer can call an appropriate "events" or simlar APl to get
t he i nf or matameplleeigalestinigngtties, evabras mayrrekignte GHdanemeryr alleQussagy be | eft
pendi ng when an instance fails. Since the control plane in this enbodi nent

i s separat e[go3aM tihe nelsi@ring a&ﬁﬁoﬂehﬁcaﬁmh{r@éni@t@ﬁﬁid&@o&ﬂy wigcekl @sstt he dat a
request and thus cannot queue the reauest f or subsequent subm ssi on

(al t hough i masesss 288baneriieres inptarces ghdrshel poby wading a5eeeibe faveEdTt o t he
control pla i j hadi i
infornationgféﬁ?ﬁgH%%g%&ﬁggggéﬁﬁ%ephgqﬁg% %%&b§8£.1gg&g§€%%gﬁg d%%?e t he
request as heaessattodimé@0B2modstotlhg carspeEnt oludeensdt bf twnt procssspurs@ui Si oned
and a user is provided with_a DNS address or otheh address or |ocation, the
user can seR@NRERESTES)FepEgyrd to sy qamds 1g,¢ach EoSTANALETSHAR B K2 net wor k
usi ng a Jav e r 9 i irectly
i nt eract mﬁgﬁqﬁiﬁgﬁgﬁgt %@gﬂ g%gt%ﬁﬂ%ﬁggéﬁgbéfigﬁg?ﬁfEﬂmﬁg?gﬂﬁfgﬁggtakes

t he form of agpacifad duadet of medasgehsn tdre menipaing cofmposent carpditérngnathotd

envi ronnent, or.a S of b services and resoyrces that ovi des dat a
st or age and’[here 1sa proeélem and can store information 1n tﬁe RHmm 3ata store HZ or another

such job queue to perform an action for the instance, such as to verify the problem
and re-provision the instance if necessary. The sweeper can access this information
and kick off a recovery workflow for the instance to attempt to automatically
recover from the failure. The host manager 228 can act as a proxy for the
monitoring and other components of the control plane, performing tasks for the
instances on behalf of the control plane components. Occasionally, a problem will
occur with one of the instances, such as the corresponding host, instance, or volume
crashing, rebooting, restarting, etc., which cannot be solved automatically. In one
embodiment, there is a logging component (not shown) that can log these and other
customer visibility events. The logging component can include an API or other such
interface such that if an instance is unavailable for a period of time, a customer can
call an appropriate “events” or similar APTto get the information regarding the
event. In some cases, a request may be left pending when an instance fails. Since
the control plane in this embodiment is separate from the data plane, the control

plane never receives the data request and thus cannot queue the request for
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access across a "cloud" or dynam c network of hardware and/or software
conponents. A DNS address is beneficial in such a dynam ¢ cl oud

envi r onmewn,20es114923t ance or availability failures, for examstep/ocsnsbe
masked by programratically remappi ng a DNS address to any appropriate

repl acenent instance for a use. A request received froma user 202 or
application 204, for exanple, can be directed to a network address
transl ati on (NAT) router 224, or other appropriate conmponent, which can
direct the request to the actual instance 234 or host corresponding to the

DNS of the request. As disc ed, such an approach. al Lows.for instances to
be dynani calVSCHERM ubRisHAR éi‘,io? iSBQFéH}bOBE’&‘?n,tS %m@&m?%m@ﬁ% t he user

or applicat if&gva}&dctg?kga%nﬁbﬁpl%. PhuQ R onRBrpRESInUBREniRIREGRSS the

i nstance. As discussed, each I nstance 234 can include a host manager 228
and a data gtoidesi@ermatih todie ey egatdingths faibmesdte kegy candenediethcor copy in
persi stent storage 230. Using such an approach, once the instance has been
confi gured F‘Fﬂlﬁﬁfg’ﬁnf’%s%ntrol pl ane, a user, application, service, or
conponent can interact with the instance directly through requests to the
data pl ane, [0#3houks disarisseg, orreandegance ieprovisioned apsl anwer Faprovided wWetkanpl e,

the user ca irectly igsue,structured er . ©f her such
comands rei)a{ﬁ ﬁ‘g‘ff?sé TR eﬁgq(%eslsﬁ)rﬁ e l?%g#ea%%ékaﬁhnsrggggﬁu% ﬁg‘%ﬁ%ﬁgd{ ress. The
user woul d e datdplific 21 BFEGLE $hd REwEANIsinY a ivaMatabhse CenngsivitydDBE )t 0
performa task such as expandi ng the storage capacity of an _instance. In at

| east one emrbetiensieh clienrdo fiprslyiipiseact vythdpal inganes dd4-oln gnesmbosgseitan be

of fered as at a 0 S i.ce j . e
related to g"epéag%/ﬁl & o8 tﬁ %gdrgia?gxfo%al%es??fg@%%%{ﬁgkamgg?jﬁag Oy }Eemg(B%O#iQr d-party
servi ce t hatneigsmniat,wsadet of Welpwirsicenamandsoueeea gent gatvades dataatres: dnd t he dat a

plane, and can al so nonitor and ensure va'g%leagi litaégff those instances in a
separ at e da@gceps aess2] gloudpondynanuc geteors Sk wHE a8y OLIIBYECt o provi di ng

the functiopghhby. fpgaxgzgﬂ ks Pk BRKARRI T WER a3GhMhELIAI QLNSAmEMCR ser Vi ce

is that the contro unctions as a virtual database adm nistrator
(DBA) and austaise bhavailelstityf ailums,HoneranipBA ceio bp waskedrhytraegremenstinalys

D ocedure,  fem PN EARTb s aPyerrAE sl ot YRR A

o 1T 1 ekl i 0 00 oLt 204 gy L

amount of t emetvemkl address transiation (NAT) router 224, or other appropriate component,
which can direct the request to the actual instance 234 or host corresponding to the
DNS of the request. As discussed, such an approach allows for instances to be
dynamically moved, updated, replicated, etc., without requiring the user or
application to change the DNS or other address used to access the instance. As
discussed, each instance 234 can include a host manager 228 and a data store 226,
and can have at least one backup instance or copy in persistent storage 230. Using
such an approach, once the instance has been configured through the control plane, a
user, application, service, or component can interact with the instance directly
through requests to the data plane, without having to access the control plane 232.
For example, the user can directly issue structured query language (SQL) or other
such commands relating to the data in the instance through the DNS address. The
user would only have to access the control plane if the user wants to perform a task
such as expanding the storage capacity of an instance. In at least one embodiment,
the functionality of the control plane 208 can be offered as at least one service by a

provider that may or may not be related to a provider of the data plane 210, but may
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effort. Further, such an approach provides many opportunities for error,
whi ch m ght not be discovered until after data is lost. Using a control

pl ane or wenviwk4®s descri bed herein, a user or custonerCTars20m0oreae subm t
a call including information such as a type of hardware and a version of a
dat abase product. The control plane or service can then performthe
necessary tasks to create, delete, nodify, expand, or otherwise nodify a
data store or data storage instance. The control plane also can support
several different database engines in a consistent fashion, wthout

requiring a DBA to he an exper.t |,n each of.the engines. ce ovi si oned,

t he user haém?ﬂﬂj?/@%?iégirg’ %)GSVLP% ab%a[n;bei%gqg)n%rg ‘Sgn aﬁﬁa‘la%‘; e%a:?arrlrpl y poi nt

exi sting applst£atd i8Me {4 pRnaSnYSths@Rhiteeddansire boaildbditdibihagsdr ess or
other |ocation information for the particular instance. There 'is no

restri cti oninstangesdinfaseparpigrslatsfplefsey. nodel s or other such functionality, as
a user can continue to use applications built on MySQ., Oracle, or other
dat abase t eqiu3a| 09y difdeRd] ondsidvantagemoqievitingshecfunasortalinsef aticmorussed above,

FIG 3 illustrates an exanple process 300, by which a, custgner. can request
the perfor nalee app Websshtisoprathegisaeh soqgike thﬁthee%‘ﬂé‘@f plage glnc?l%%f'sats done data

i nstance | nvﬂtu%?&ﬁa%@%“&ﬁrﬁ%%& r(ﬁ%’l@.aﬁ@?w% ﬁaefﬁle for aYii3d DL (gont r ol
plane or a simlar dafa control ‘service. I'e the term"custoner" is used
herein to reédomi taskdvach anpevisicingdtia, Proviswnilet datsis praseuntly 4 tedtamnce host ed

by the RDS system it shoul d be Iblggerstood hat the ter.m customer is nmerely
30 fesgpech Ropt

an exanpl e, MEAEalDRRed WS reqBsing Sy C HETEFOpEERR"BR al l owed to
access the %&% é}ﬂf‘guk'eﬁ‘ hRevARL, bptiai-8RhedingBR: s. A
request, such as ﬂgn% serl\ﬂﬁ]glelgﬁrgglhlp? S relgei v‘éd th?%%lgh a custoner-facing

control pl aimsstann¢, endl pegomooihenewrh 38 whithetake g signtficant aarauny ebdne endiet er mi ne
at | east oneffact'o needgd tﬁ@pr cess.dt he request ?f04 As_di clggsed, this
can take t h&P%r CIoSUCH AP SRR QRO RGP RA LM ]Ie§§(grerr852rvgl Ag the
request to ﬁﬁé}ﬁrnmB@df%&ﬁze?éﬂtdrﬁmﬁﬁér@ﬁi@%sﬁ.%ﬁﬁ?h@@nﬁdl@lﬁéio‘is@ﬁib@dismsnt,
information for the action, such as the type of action and paraneters to be

used to per fescribechleereiot 4 B¥er of susigmertcen instead spiypit qgelh énchisbng wiRmagen my be
lqﬁgﬁteeg aln . bg&lﬁaﬁ irzra]ttg?eg(%f h%ré\%%tre §r51 [B )\/fglsﬂ)%rof %%&bgste%&gﬁt.l ?ﬁfédnﬁ@% %im«?oﬂ ob

Su a sweeper cornponent, (0] rmne the

presence of sdrofe catf BeABEiform FRSecadithry MRty @bate, elteymiddify, expaddtect ed, a
request can be sent to initiate a workflow for the re u?sfed action 310.
Thi's can i nethgrEsamedifyiagelasigie opgata storage instance. The control plane also can

support several different database engines in a consistent fashion, without requiring
a DBA to be an expert in cach of the engines. Once provisioned, the user has native
access to the data instance(s), and can simply point existing applications (such as
MySQL applications) to the DNS address or other location information for the
particular instance. There is no restriction or modification of query models or other
such functionality, as a user can continue to use applications built on MySQL,

Oracle, or other database technology.

[0034] Using components such as those discussed above, FIG. 3 illustrates an
example process 300 by which a customer can request the performance of a control-
related task with respect to at least one data instance in a data environment, here the
data plane, using the control plane or a similar data control service. While the term
“customer” is used herein to refer to the “owner” of data, or a data store or instance
hosted by the RDS system, it should be understood that the term customer is merely
an example, and that any appropriate user or developer can be allowed to access the

control plane and data plane in the various embodiments. A request, such as a Web
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t he sweeper conponent to a workfl ow conponent and/or service to instantiate
a workflow. In other enbodi nents, a workflow conponent m ght nonitor the

j ob queuewbaniguale3 or a conponent of the Web services lpayas2omep2siend t he
job information directly to a workfl ow conmponent. [0035] Upon receiving the
job information, the information is anal yzed to determ ne and/ or assenble
an appropriate workflow for the requested action 312. As discussed,
different tasks can be selected for the workfl ow based upon factors such as
the type of action requested and the type of database engi ne being used.

Beginning with.the first task of the workflow state inforgation is sent to
2 host | nanagEricencelhd fae kD turishmont st Wt Bon e are

i nformation LRndRR B0 MehdrehASK it PalRe PR deRiAmieb at BRKT HeMctibendaded toM t h
respect to a data repository and/or "data instance, and return a response
upon conpl etpraessohe reguest 388k ds4liscupsod, thissai (aka ghet foem oé ¢ sompencnt hea wor kf | ow
conponent de{#{eb:m nes whet her t ereuisi agqt hengi %Salétitrgﬁei errefgés edd 316. |If
so, state inf® HEPFSHAYE PAPHS REIGIUP LG drterdige freaste d% “Hanager, and
upon conpl et eHis @hbddidbntl AFkmidtion festhe BRAJAIChSE AdSype bRaHONEAd L O t he

wor kf | ow conponent. After the final task has been conpleted, a nessage is

sent to the Presgstsss torky wsed fopastorpdhe agiivnnisrviiprte poogecua 8¢, sughps i cat i on,
or | ocation) tHhat e S . CLI : t he
action has %%a Ir%’aepkér eéirl%e%g?ﬁ;}%lg%gﬁas (%)r?@; Qii%gr g@ﬁg‘m? %%ﬁ%ﬁ 1 3@&@&%3% he data
i nstance upesn Bhinohitébe, sack hoby nesedper f@npment) & dgerminatha prastedefefgeb of t he
data environnent, wthout accessing or, passi n%eq%grough the control plane
320. As nentifereion 308 apdevhendnb HHETRHEE I EPRECUTH BB AR Por t  nunber,
for exampl eyl fdiRhow ol e r@RbONadiBR $16.0 Inis Rall BERRR Wreles AahALOF

anot her simlar acti on, the custoner or an application can continue to use
t he sane DNSheaepas:omphhatt tavh Worlftovdcompdredt 4ml/drivervagedo aptangite d ocati on in

the data plane._[0036]. Sim.larly, FIG illustrates .gn exanpl e process 400
by which a W‘%’Y éﬂ‘hh“ée bo, Bﬂ‘%/“rt%la"%(_gké?‘i‘fé(’%ﬂn At r‘“‘i“ﬂn@gﬁ’&ﬁ?‘gr mance of
a data instanae HhPfobdaka cdhpbfent bE RRSWER N vicsd Bydr hdy #nd@MeFoBNVi r onnent,
here the dat'a plane. A request for status is sent to a host nanager

conponent f ifoanatmnalijectdy wrrowokdizwAodygoeenti nation i s nmade as to whet her a
response is received within a specified amount of tinme 404. If no response

i's recei ved{pg3s) | UptpledeNing thejbie iTeimatioh the sifeinthtion TD@fal@kd ke quest s

determine and/or assemble an appropriate workflow for the requested action 312.

As discussed, different tasks can be selected for the workflow based upon factors
such as the type of action requested and the type of database engine being used.
Beginning with the first task of the workflow, state information is sent to a host
manager in the data environment operable to use the state information to determine a
task to be performed, perform the task with respect to a data repository and/or data
instance, and return a response upon completion of the task 314. Upon receiving the
response, the workflow component determines whether there is another task to be
performed 316. If so, state information for the next task is sent to the host manager,
and upon completion of that task the host manager sends a response to the workflow
component. After the final task has been completed, a message is sent to the
requesting customer (or another appropriate user, application, or location) that the
requested action has been completed 318. After the action has been performed, the
customer is able to directly access the data instance upon which the action was
performed using a data interface of the data environment, without accessing or

passing through the control plane 320. As mentioned, the user can provided with a
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have been sent 406. If a threshold nunber of requests have not been send,
anot her request can be sent 408. |If a response nessage is received, the
response we 2araliyead to determ ne whet her the nessage i RCTuesoama7errors
or tasks to be addressed 410. If not, and the instance is determ ned to be
heal t hy, the process can continue with another request for status being
sent at a later tine. If the response nessage indicates that an action
needs to be perfornmed with respect to the data instance, information for
the action, such as the type of action and paraneters to be used to perform

the action, 4 jtten,to.a job queue 412 . b ed in an
Adm n dat a Ql\i%é\gd(g 55 ﬂgprtgﬁ@ﬁers reﬁalgpfeb%%:?l :{%%'fﬁlﬁg@tj}'ogbr%%d&fégzﬁ can be

noni tored t eniemeat iRt dremphesameier fiohObe ciftomsBirianpglicitiosuah as by a
sweeper conponent, and when bOb information is detected, a request can be

sent to ini epriineedo wesrike g POIS addecss.arhiels il badirectisl ta tlee anproRsiatier

enbodi nents,; _a.. onent mght nonitor the job queue for jobs, or
a conponent 1%?“%@%%&%%?%?'0% | ayer may send the job information directly

to a workfl ow component. [0037] Upon receiving the job informatiqn, the
i nf or mat i on[‘?Qsa%naglﬂgﬁilé‘ﬁly=tl‘[6(3détl_hﬁ‘%%ﬁé ag ¥grBple _%Céﬁso‘_fdé’ob&’nw ﬁlbﬁﬁﬁ?tf‘ﬁt e
wor kf I ow fOE)IaEQSIE esdreide 2t hBRitdikRe pg?(%kﬂa Oséﬂb@tgf WiddinsHfcd dot gﬁta;aSk of the

wor kf I ow, state information Is sent to t manager i n the dat
envi r onnent stoee, peobiosry ¢the it adka amdronxent)therd the dae pkintow ¥@@:st Buch as may

be acconplished . usin rocess described with .respect.t eps 314 to 316
of the proc&§8sdi Selﬂf%aa@gt P’Ianig‘?éc?tpﬂ%en{ggl?‘fa? leﬁﬁ&eéﬁ’éd%s‘??é?fgfg%%%@rﬂ y, the
data inst ange,cansh MkhheF PRISHOME if ReOVQERRRIN LPOHELS aBBRt Jf RTD AMSt OMEr S
or applicationsvia a data plane interface. If any task cannot be conpleted

successf ul | ¥ nearesppwsaigacesavedbis isdaterminedavbeiberartbresiiadd nambertdrequspieopri at e

user, application, or cation). i.ndi cati a t,ential, probl.emwth the
data i nst ang%‘fe Rysp F%ébgt ﬂf[@rt?lr%wlafl@%‘%ﬁg%ﬁ%%&?v%gat bgg%ﬂern,d’ SUch as
generating audsich®Bbe Bt 4H8 CAtireshoAftheNsa@didirei@ivedf the Fepo8 id falyre@r 1 OF

| og. Specific Interface Exanples [0038] As discussed above, users of the
control pl atedaterminewheher themieswaac inehidss py errorp gr tasksdabs adsssed #d0i es and

dat a i nst anges_ usi of K t i r - he the
sel ection aﬁ%oﬁaa#gg&oﬁséﬁee 1%95@%521&2@' ]Ss?e %%gh%gfg%pgpgérsgﬁér?gﬁlgg%éh
expl anat i onandthersbquekiobetamp paihg Bénttabalatatiiies. Heheetponssmesagbi nat i ons,

indicates that an action needs to be performed with respect to the data instance,
information for the action, such as the type of action and parameters to be used to
perform the action, is written to a job queue 412, such as may be located in an
Admin data store or other such storage location. The job queue can be monitored to
determine the presence of job information 414, such as by a sweeper component,
and when job information is detected, a request can be sent to initiate a workflow for
the requested action 416. In other embodiments, a workflow component might
monitor the job queue for jobs, or a component of the Web services layer may send

the job information directly to a workflow component.

[0037] Upon receiving the job information, the information is analyzed to
determine and/or assemble an appropriate workflow for the requested action 418.
Beginning with the first task of the workflow, state information is sent to a host
manager in the data environment to perform the task and execute the workflow 420,
such as may be accomplished using a process described with respect to steps 314 to
316 of the process of FIG. 3. If the final task is completed successfully, the data

instance can simply continue to process requests sent from customers or applications
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nanes, and ot her aspects can vary between the various enbodi nents. As

di scussed in one of the exanples above, custoners can create a data store
usi ng a "WoeatoeDad2abase” or simlar API. The user can calChr/ms2Mél2%@6 vice to
specify any desired values for an instance type (which describes the CPU
and nenory capacity), storage size, repository nane, port, and other such
val ues. The custoner could also utilize a "DescribeDatabase" or simlar API
to poll on the status of the repository to determ ne the state of the
repository, such as whether the repository state is provisioned. Wen the

status of database js "AVAI LABLE " for exanple u r etrieve
an endpoi nt i @aﬁa ijn? H]tt?ffa}‘fgd%a@yﬁgﬁﬁcaﬁo)@ercg@sgﬁm%gsu %e%%%gﬁlﬁe@%g? YeDat abase
cal | . Cust ogR{ Be &b iPLb@idEng (bERRTick approiate NSt appHcAtRINN@ lacation)

"Del et eDat abase" or simlar API. Custoners also_can have the ability to

hi ber nat e aindigasing agoiengpl prableaieidh theldate ingjangs. Vissiognetler pptidicalioieep™ st at e,
for exanple, using a "H bernateDat. " Or  Sid) b . ing such a

"sl eep” staiﬁr“‘ét,lontS ﬁgn dats %?%%?“?%E@?%ﬁ%%%‘i rbozfﬂg%‘:‘tjé(glg%l @Iead u? the data wl|
be backed upfdtrafhyte afdsbolmer s can wake a hi bernated data repository or

i nstance using a "ResuneDat abase" or simlar API. [0039] As nentioned
earlier, a . rvice can handl e the conplexity of not just
dat abase pr% Q&ﬁgkmgljﬁ?c@%{% go tasks such as upgrades, patch nanagenent,
backups, and failover.. A custoner cap.contrql .the tines for. backups and

mai nt enance 138 viAs ‘_ié%"“ﬁ%ﬁdé’gﬁm’ PGS BE@ESH%tF‘g pﬂ@%_ﬁ‘é@fﬁm WOHB%“IS#% t he
backup w ndgé’l’atﬁ{éq MR SRABAS MANRRWNEh RS u¥ih b Qetl JTVAKNS BBotBer such

" Cr eat eDat abase’ ?or" Modi f yDat abase” or simlar) API. Um;g a

" Modi f yDat abdedicefAPWhile tixt ssheetion emhnamesrod dlsecampledBlsageussdder  change t he

i nstance type, or dify variaous her fields, ,[0040]. Custoper | so can be
provi ded wi Bﬁmﬁfésloggé?l%%‘ém"]ﬁgﬁ%‘gg%am’@&eé’g@%ﬁ%h%faé% % gftmr}l arRPl . Wien a
dat a reposi Lk hid 61hePdPests LMY bafvcER el vaYio@N@nBudimeite. AXiditined security
groups to restrict network access to the repository. Customers can

aut hor i ze abtesssofithe exaanplespbere. srstomprsaad cregtepedaln ¥aiedWingA es to t he
security grgq I.S-appl i.ed i i -[;rs‘u h as an
Aut hor i zeDBS{gEe&H?%[/ aS(;)&uﬁ)rlg Elgnrngags Pl‘[ﬂgé}%{% gﬁn%]{rlgé i(%elrv]éssg S(?atg @'PCI of T énove

security gr deedivaRey forlaf PRtdrice typedivhivhydetdribes thei G and ARmosuedbacisy)a
"Modi f yDat abase” API. Custoners can create (or delete) securitu)( %roups
usi ng si mi | &PTIRPISIZE, KSHRHORENANS, QOB ISR SHEY Yahegso e cpgipmer could also

" Del et eDBSeglf; 1L Y HQURBeDatafake” or similar API to poll on the status of the repository to

determine the state of the repository, such as whether the repository state is

provisioned. When the status of database is “AVAILABLE,” for example, the
customer can retrieve an endpoint which is returned as part of a response to the
DescribeDatabase call. Customers can delete a repository or instance using a
“DeleteDatabase” or similar API. Customers also can have the ability to hibernate a
repository or instance, placing an instance in a “sleep” state, for example, using a
“HibernateDatabase” or similar API. During such a “sleep” state, the data typically
will not be accessible but the data will be backed up durably. Customers can wake a

hibernated data repository or instance using a “ResumeDatabase” or similar APL

[0039] As mentioned earlier, a control plane or service can handle the complexity
of not just database provisioning, but also tasks such as upgrades, patch
management, backups, and failover. A customer can control the times for backups
and maintenance activities by enabling customers to specify (or modify) the backup

window and maintenance window times while invoking a “CreateDatabase” (or
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[004] J A control plane also can provide at | east one "Database User
Managenent" or simlar API. As part of a CreateDatabase API, for exanple,
cust oner swonomna4eabodi ment can be expected to supply tireTaseonae7@nd
password for a special repository user, such as may be called a "Repository
Omer." A Repository Omer is a special type of user who owns the
repository schenma objects. After creation of a repository, a custoner can
performtasks such as to add nore users to using a "CreateDat abaseUser™
APl , renove users using a "Del eteDatabaseUser” API, and |ist custoners

using a "Desgcfi baseUser.s" 7 QuUSt r |.s a bt al n hi story
of events (SW§§%§§?§gé’£ SIB:H]Z@I)KQF #7&?%?%%%3%?3% aégugpgeﬁhgttogl&&g%gnt s)
related to Qﬁt@ed’s@lﬂ%&xﬁé& ﬁﬁe,@ﬂﬁgemﬁetmm ty5d, g middifPeasudemvalds. or
simlar API. Custoner anple [0042] In this exanple a custoner wants to

provi sion a d I NS ' . [ [, Qe ing an
exi sting M/ﬁ‘m!i ata(tz:i Szgosf%efrg ?1%8 ? i‘-ﬂ lgéqér&g%g? g‘}jlth{]éﬁ !aeg%%a(cins@ t %&aﬁ%% dat abase is
60CB, and sihagl @rsoulldr ANl iWdnesdas epasitoun s ct&fed) esersront dpeciBassdoron t hese

initial capacity requirenments, the custoner, selects an instance to be

provi si oned M@Are BXisHNG FFCURYISreups de rasirich petpigricercessia thejspPwerY-chooses a

mast er user NBsLer I R £ 4 &gy igeenent s
chooses an acglggoprlg eaug%?it&e ﬁﬁc%n%%\gra #eer.egsgtog%gggd(gng%%% he dataei nst ance
will be |isteniringglotp4al isHpeliedsithersppsitdry nsihg ah APddychsisgmed up or
subscribed to the tro| servjce, ign up for the service., In sone
enbodi ment s AWHEIZG gge%ir}t}’ %Sé@gt%@g 4 #lpo addbuIEmQNe porids ace
page thr OUQ}éTch%g filoff z?fcf&@ﬁtor{r O ar§{ARPhEng ADAPT Wichlas ﬁl“l\/ﬂ)ﬁiiﬁf]}éfa%éset’%lﬁubm t
requests to't control plane or service. For exanple, FIG 5 illustrates
an exanpl e @lus@narsEnaycatO@r dbleteg secupogrongmesengsimilar APlsy 9wbes aappl i cati on,
that can allpow a r to ke cal i t h ontr.Ql, plane. As illustrated,
the interfac r@ﬁﬁﬁ%@%ﬁﬁ%ﬁ i(SESééﬁtﬁﬁth?lgﬁ;"@Wélpﬂgéjfﬁto enter information
needed to performa control action on the data plane. For exanple, the

i nterface pdfditan cordtaliglane plsp eamproyids e leestyong “Paabasetlbioy Magpgem@tact i on
502, select an agti 0.h f£.0 4 eci i r the
acti on 506, °CaBnLATE A3papaEE TR s  ALP IS SBRRIC $ulRhE TS of2

request ed, ambwinlenBSanviRY &pedted 1f WppRtthOmsebdheamdgiabevord teta spptinions. | n

ot her enbodi nents, a user can manual |y éor ot herw se) cf{eat,e atz)d submt Web
servi ce repository user, such as may be called & “Repository Owner.™ A Repository Owner

is a special type of user who owns the repository schema objects. After creation of a
repository, a customer can perform tasks such as to add more users to using a
“CreateDatabaseUser” API, remove users using a “DeleteDatabascUser” API, and
list customers using a “DescribeDatabaseUsers” API. Customers also can obtain the
history of events (such as outages due {o maintenance or backup related events)

related to the repositories and instances using a “DescribeEvents” or similar API.

Customer Example

[0042] In this example a customer wants to provision a new data instance, instead
of maintaining and managing an existing MySQL database. In this example, the
existing CUSTOMER database is 60GB, and storage growth estimates are around
10% per month. Baséd on these initial capacity requircments, the customer selects
an instance to be provisioned with an initial capacity of 80 GB. The customer
chooses a master user and master user password, and based on firewall requirements
chooses an appropriate port number (e.g., 4030) on which the data instance will be

listening.
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calls to the control plane. In the foll ow ng exanple, the custoner
generates a request to create a new data repository using a command |ine
tool . A rwquesiiie®d take the formof, for exanple: rds-eceasesdarabase -
identifier custonerprod - dbnane custoner - size 80 -class small - engine
nysql .l - master master_usernane - password master_pas sword - port 4030
The custoner can have the ability to check on the provisioning status, and
can request a connect string using the command |ine tool to describe the
repository, such as by submtting: describe-repositories custonerprod The

custoner can qgrant_access to.the default security.qgrou such, as .fromthe
address r an&@%§35&1@29ﬁ?’@ﬁ1(‘5f 1y atreashysigned gp 85?‘&1#/‘? d1g nfmllﬁﬁv %0 . 0/16

The cust OWEE%I?Ai%Qngﬁﬁtﬁé‘&?ﬁc&mntéaﬁ]e%h%aﬁn&ﬁs,%uéef Wil Rhargestiwayeh as by
submi tting: descCribe-group default[0044] Once the request has been

submitted, whilkacostaminteplaenpagedhroagly tedniemst Jbyexapwda that il abegadser t o

provi sion the repository. A "Descr,i beDat abases" or_simJar: AP be used
o det er i i HEHGEaHBE 17 478 CERRST ey d peoumEroblGio fithef@hr,
progress, thenstiabes diblal 586 0Wa$ padeatslierd iaarbivadt applietioghapeee, and can
be changed to a state such as "Created" once the provisioning has been

conpl et ed. Aflow hiuserpoimake callreintotbe opnstol planeh Ay éllugirpted nibe iHerdicheaR on
necessary for,connecti o the reposi i 4 r jfory has
been provis F’(‘fh@ﬁ Ogﬁﬁn% tggtaagl b tg?) P FP? %%5@&1%%%%@%1 %‘%ercll %@?R%@%n\? ???ﬁfﬁfs a>c/t i ons

on the dat aa@io@hr&-mggﬁta ekasPFer exahle; st iorEhcepizepapitlchide optiensGUSTOMVER
repository, such as by using a MySCL dunp utility or sim!] data transfer
process. Thépesif egprository fomihg ag Zes‘?l‘iﬁﬁnéc%‘rﬁ?ﬁ’ﬁd’e(fP%‘?ﬂ%mﬁ e source

S ot g A PR A PRI S W stiinatonoe
be requested, as well as version information 508 or other such options. In other
embodiments, a user can manually (or otherwise) create and submit Web service
calls to the control plane. In the following example, the customer generates a
request to create a new data repository using a command line tool. A request can

take the form of, for example:

rds-create—-database —--identifier customerprod --dbname

customer --size 80 -class small ~-engine mysglb.1 —-—
master master username --password master password --port
4030

The customer can have the ability to check on the provisioning status, and can
request a connect string using the command line tool to describe the repository, such
as by submitting:

describe-repositories customerprod
The customer can grant access to the default security group, such as from the
address range 205.192.0.0/16 by:

authorize default -s 205.1%82.8.0/16

The customer also can check on the status of security changes, such as by
submitting:

describe-group default
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end point hostnanme --port 4030 -C custoner The custoner also can verify
that the required tables are created, such as by submtting: $ nysgl -u
mast er _uswornemm4928 end_poi nt _host name - port 4030 -p nRETAIS2(a53%06 d
Mysql > show tables; + + | Tables in customer | + + | Tablel | | Table2 |
Table3 | _ " , mThe repository is ready for use by one of the custoner's
applications. The custoner changes the connect string (or other pointer)
for the application to point to new instance database i nstead of the
original self-nmnaged database. [0046] In this exa t he custoner al so
wants to i nid@HkntOutatibe Bapent h@%/betemsb iited othe corgend @ @é@@h%sm@lﬁpﬂwsy Bef or e
turning on the vi sioned and.l oaded data inn ki i nst ance
tﬁgm%b@fz %R{OVI?(&P ?po (Fﬁyr é%%@ﬁﬁ g)ag?s 0[1]91 i ?

avai |l abl e, ase access control such

that a develgam@aAbe L&A Gelctmbe Vi st@adoihi reuaac 88isild srovibieningdestilt ar y but
busi ness anal ysts will only obtain read access. The client alio want s

"mast er usemrogeseds statusiwil shews ap sPeIding Gratian| B cxarpleradd €@ ehe remai ni ng
devel oper s %ﬁ%dgt ﬁtgﬁfslfa 'O oAt ahase, #@gﬁer rghgxsop r@%ﬂbeé?f é&&;{]@cé@eﬁ{ to the

control plarie e custoner "can su 0 create the new dat abase

user using tikie peREMENchstonie chiwbive dlioke xfanmptien nstshargSorlwpnsaeching td thag t he
follow ng: create-user - identifier custonerprod - usernane devel opl -
password de\fﬁ?%ﬁqﬂ}’create user - identifier custonerprod - usernane anal ystl
- password anal ystl The customer can al so check on provisioning status for
t he request JoB15¢h @scehlye repository has been provisioned and is available, the customer

can perform various actions on the data plane. For example, the customer can
populate the CUSTOMER repository, such as by using a MySQL dump utility or
similar data transfer process. The customer in this example runs a command (i.e., on
the source MySQL database server using a compatible client utility) such as the

following:

$ mysgldump -opt customer | mysgl--host
end point hostname --port 4030 -C customer

The customer also can verify that the required tables are created, such as by
submitting:

$ mysgl -u master usernname -h end_point_ hostname --port
4030 -p master password

Mysql> show tables;

e +
| Tables in customer |
T +
| Tablel I
| TableZ2 I
| Table3 |
e +

The repository is ready for use by one of the customer’s applications. The customer
changes the connect string (or other pointer) for the application to point to new

instance database instead of the original self-managed database.

[0046] In this example, the customer also wants to implement data security
through role-based access control. Before turning on the provisioned and loaded

data instance and making the instance available, the customer wants to implement
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subm tting: describe-users custonerprod While provisioning is still in
progress, the status can show a state such as "Pending Creation," and the
status wwb 2om/almeaged to a state such as "Created” oncecrhms2oo%9436 oni ng
has been conpl eted. The custoner can now perform necessary tasks for
securing the users in the data plane. [0048] The custoner then can, with
respect to the data plane, grant read/wite privileges to a devel opl user
for all tables owned by master _usernane, such as by submitting: $ nysqgl-u
mast er _usernane -h end_point_hostnane - port 4030 -p nmasterl Mysql >grant
select, insert, update, delete on master usernane .. .to 'developl '@%"' ;
The cust omerOEDASe a56°sy CaMo rSH%IHT?lfﬁar A E?H{tgar&ﬁ“gr?ﬁﬁ/geflﬁ%ﬂgggcﬁ‘eg)sr@ al |
tabl es Ovme%ﬁ')érﬁgtﬁtgfyﬁiﬁ%ﬁﬁﬁ% analy Y S8 oMy BBEiEFeall 8€eBA MEhe dlient also
end_poi nt _hostnane - port 4030 -p master| sqgl >grant sel ect on_

mast er _user rveamss “migster ‘usarhgessd lim@d gphapdiu of scajar epembiess, sp Sicd@8ings been
runni ng for ile, the,gust r. may degide to scale up the size of the
i nst ance, s@gﬁe grery peeql G%PP@%brﬁéegés.erﬁcﬁ% customer in this exanple thus
can submt a request to nodify the database capacity using the command |ine
tool, such 4804y sWihirespeeido therenfol planea Bsastoniey eat Submdta ©g¥eshier proci -
size 150 If th ste j . i - I ce for
conmput e or 6?632%)@%fl%‘@r@%%é%g,u%yh%ﬁ%thg? %ﬁ%%&ﬁéﬁ){) ﬁé@ﬁe"%@pﬁé‘%&?ﬁ he sane

or a siml asusamimhtie Bylispagi fyi ng an additional paraneter value. The
custoner al so can check on a provisioning status for the adjustnment by
subm tting a commadtsugdras-ideseriike- datehmsesoaustosrerpamed The request ed
repository nodifi calviec0Bs1i A-piswerboddvreEnplt ake place during the

mai nt enance w ndewespeciddred-hyettief icus togernas rdds eussethaabove. Wil e the
changes are in progi-2gstlthe shatdsabel, ystar exanpl e, "Pendi ng

Modi fication,"” which :

The customer can also check on provisioning status for the request, such as by
submitting:
describe-users customerprod

While provisioning is still in progress, the status can show a state such as "Pending
Creation," and the status will be changed to a state such as "Created” once the
provisioning has been completed. The customer can now perform necessary tasks

for securing the users in the data plane.

[0048] The customer then can, with respect to the data plane, grant read/write
privileges to a develop1 user for all tables owned by master_username, such as by
submitting:
$ mysgl-u master username -h end point_ hostname --port
4030 -p masterl

Mysgl>grant select, insert, update, delete on
master username.* to 'developl'@'%';

The customer can also grant read privileges to an analyst1 user for all tables owned

by master username:

$ mysgl-u master username -h end point_ hostname --port
4030 -p masterl
Mysgl>grant select on master username.*tc'analystl'@'s';
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can be changed to a value such as "Active" once the provisioning has been
conpl eted. As discussed, the custoner does not have to take any actions on
t he dat a wbanm/gikee during the execution of this requesPCT@s2¢1002%0601 I Ol

pl ane side, the custoner can subscribe to a service such as an auto-scaling
pl an. Once subscribed, the custoner does not have to take any action, even
on the control plane, as the autoscaling can be configured to manage
capacity for the customer and scale up or down as needed. [0050] At sone
poi nt, the custoner nmay wi sh to inplenment inproved or updated processes for
vari ous devel opnent. needs and . may w sh to_.set test instance .of a
particul ar WQ} sﬁﬂeéale?ﬂﬁa@ﬁ?@%ﬁﬁnmnﬁi@&‘ﬁ%?&%leocuﬁtgwrglagﬁgﬁlgﬁot of the

producti on \t/ﬁh}mﬁ’%é 828 bathe iRemb e Shict ASthbaBEER! oF stodhdey TROBM@h&dnand

conpar abl e the production date. The custoner decides that, for the
particul ar tiéedsmpic thoecaresibimiin roce thunedify the deabassrrapaciiaisingiths ze a SMALL
i nstance for pur es 0 rocessi ng..capacity, and can provision the sane

st or age cap%@ﬁ?’ﬁg‘ggn‘i@(’[ﬁg@?s Y%B‘g&ﬁg ion. The customer thus can subnit a
request to clone the database using a conmand |line tool, such as by

submi tti ng: cr eat BodEiasAseLas% deridPRf &F | YUSUSHEFREERICY ~aBnafet T ust oner -

size 150 --class small- engine nysql .l- naster master_usernane - password
mast er _passifahesystepoalso 4080 Bhadjustibe sire of eminstingolos fe@RUISPr PHESHRE/i Si oni ng

status by submttiing a conmmand such gs:. describe- dat. ) onertest The
request ed nﬁﬁ%ﬁt@%&’ﬁ@‘?gﬁe@ﬂ%gﬁ%@@rﬂ isﬂae?ﬁ%g%}%%?%@%ggg i ndow
previously %@yﬁ%gﬂ 2B¥itibAA patsslcFRAluc Wikt eudthaechangashagieod @ progr ess,

the status w il  show as "Pendi ng Mddification," for exanple, and can be
changed to arosisinéngssieths fos therdiyspmentysubmingp 6UnB1BGh 1 das been

conpl eted. The customer does not have to take any actions on the data pl ane
side during the gxecu.tbiquaggbgshgss quggglg%;pm@ the control plane side, the
custoner can subSEFibe to"a servi ce such 'as autoscal i ng, as nentioned

reviously, such that once subscribed.the custoner, does not ha to take
gny act i o% @]"S}%W‘lk}?ﬁtﬁfépwﬁﬁf ’S‘Paﬁcéﬁ‘f’”één Pﬂ%eﬁﬁ?ﬁmg%tég*%@a%ee L\ﬂng\éﬁ%vi N

maintenance window specified by the customer as discussed above. While the

changes are in progress, the status be, for example, "Pending Modification," which
can be changed to a value such as "Active” once the provisioning has been
completed. As discussed, the customer does not have to take any actions on the data
plane side during the execution of this request. On the control plane side, the
customer can subscribe to a service such as an auto-scaling plan. Once subscribed,
the customer does not have to take any action, even on the control plane, as the auto-
scaling can be configured to manage capacity for the customer and scale up or down

as needed.

[0050] At some point, the customer may wish to implement improved or updated
processes for various development needs and may wish to set up a test instance of a
particular data store. The customer may also want to take a snapshot of the
production instance so that the test instance is fully populated and comparable with
the production date. The customer decides that, for the particular needs of the
testing procedure, the customer can utilize a SMALL instance for purposes of
processing capacity, and can provision the same storage capacity as is used for
production. The customer thus can submit a request to clone the database using a

command line tool, such as by submitting:
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manage the scaling for the custoner. [0051] As discussed previously, the
use of a control plane or service in accordance wth various enbodi nents
does not webrwuaw8he type of SQL queries that a custonmecTaseowomg4’@and does
not inpose any restrictions relating to construction of a schenma, such as
to be partition ready and not allow queries spanning partitions. Instead, a
repository such as a rel ational database can be provisioned in a conputing
"cloud" without restricting the users' schenma or queries. As conmonly
known, even thougheiherf tiapade theQialh ¢abr SQs tphandasd,—baa®el qui rks,
syntaxes and thei r.-hehgyiors s(8e0150 NUldi zBanghd Ng)-=vai e asrees .di-ff er ent

rel ati onal dat abasgsengi fes reudernddeSQ, Oracle, or Postgres). For at

| east these reasongssdgHES nABYe Ml stvorghoose aosel ational dat abase engi ne
that is famliar for purposes of progranm ng and operations. Such an
approach al lgus, GHsLATRER0A m&@gro%@ﬁaﬁﬁggtaﬁgb?@mﬁ%%w&h@aﬁchat the
custoners hzsiﬁlc%au_se previ ous?y for tasks such as data nodeli ng,

devel opnent and debuggi ng, even when the custoners mgrate their data
stores to the ceraud qr el %ewher e) vitamlépgesc;control pl ane. Using such an
approach, cust onBFECEIE 6Pyt red P8 T ewrite their application or any

operational tools, which |owers the barrier, of entry significantly for
cust oner s tghﬁfﬁﬂée%‘é’f%‘0@’@0??@15&%@??&95@“%’ ﬂﬁé?%?%’f‘ané’ga‘%’? Wepositories

can be moved,fn, EI&% ?Jiﬂ%’(fjb} he QG oRERL OFINTE Me B¥nFddRRL RGrbhi@ss, BRAMHROT | €S on
conput e nodes of 8 ou

conputi1 ng environnment. Bl ock |evel storage
vol umes, suefll slsowid "HendingMadiftaioaddovatampds anthaan peehanged toridgépendent | y

fromthe life of an.instance, can be used with these.instances for storing
the reposit 849 i HEHYE" 96y ed’ﬁ%l‘_”\S}B?J_&grg'@S, g‘?e&cog%?z‘ﬁl}r%q? g_meﬁléﬁng:ﬁ%g%osp%%ach can
be advant aggQiso @S dndGciidrstondhd dah bRRe Bde MRS tHeler¥ddioh iof yhi eeqaest.ckl y and
easily scale a conputé and storage resources for a repository. Further,

such an appPoabhcanr! ploeside, thoruspeneicen enhscbotoayierviee Susk a8 PI0d. [ 0053] As
krown e 18 T LSRRl Bl s, soch

as may i ncl cated, or replicated and
partiti onedpa 16 Uslc@m® actiotbvealohtha@kes] phe a¢ el ak-ahlinpialicewd: to run for
a repository based on the availability and scalability needs of the

reposi tory awdageibe peading fadhe estidmeost of ownership (TCO). Sone
applications and services to not require a repository to be highly

avai | abl e aqghsdpr atsl discuased peayoushs tieade of & kcomteol plane or service in accordance

with various embodiments does not restrict the type of SQL queries that a customer
can run, and does not impose any restrictions relating to construction of a schema,
such as to be partition ready and not allow queries spanning partitions. Instead, a
repository such as a relational database can be provisioned in a computing “cloud”
without restricting the users’ schema or queries. As commonly known, even though
there is a theoretical SQI. standard, the SQL quirks, syntaxes and their behaviors
(e.g., NULL handling) vary across different relational database engines (e.g.,
MySQL, Oracle, or Postgres). For at least these reasons, users may wish to choose a
relational database engine that is familiar for purposes of programming and '
operations, Such an approach allows customers to use the same set of databasc tools
that the customers have used previously for tasks such as data modeling,
development, and debugging, even when the customers migrate their data stores to
the cloud (or elsewhere) via the control plane. Using such an approach, customers
are not required to rewrite their application or any operational tools, which lowers

the barrier of entry significantly for customers to move data to the cloud.

24



stand-al one repository that is able to tol erate outages on the order of

m nutes. Other applications and servers can require a repository to be

al ways awsolatwm492and require the repository to never | ese/usadid/oemesn in the
event of a failure. In this case, the applications and services typically
require a replicated database offering. Sone users, applications, or
services require a nmassively scal able repository that can partition data
across multiple repositories, such that scaling can occur beyond the
conpute and storage capacity of a single database. To address these

different u ses, an a ach i.n accordance wt ne, enbodi ment offers
at | east twi&rﬁg ed) C‘é%‘?fﬂelggag? ’é?ﬁﬂSi{@h“&ﬁgth}FFomﬂY%ﬁoz}Qea@P‘é%ﬂ My, for each
dat abase engjBEdimealBy ANAH (HERlpdsidhRS of Ch@pue woH ETaI Ol d@lﬁdﬁﬁ% r own
partitioning |ayer on top of either stand-alone or high availability

reposi t or i esnvif@ds4]. Bockisvel soeds velnmes.sreh e ofpiingtance sipege yahmegk e

advantage, ar _ "sit on top,",of various_.bhasi of s for

per f or m ng ?rﬁ"é Egsg%ﬁe@gﬁéﬁt%{rgﬂ@q lllt%é’ Fa8 F%ﬁng%s%él\?@;eﬁl 3%4 %Eﬁ:%r%g secur e
communi cat i %t&@%@ht&ﬂﬂ%th&@;ﬁbsﬁtb@m . Ippnagerduats, fhrexdapk. pahanand t he
conponents of the control plane, installing software_on the instances of

the data pl apesoachrnpentmnirasquy as thsudrtepdizairsrropdesdipibiig o y
d . [ 0055], F . : | t f
e, (905 Sl SRS A ChRS et prioke har a0 o

a wor kf |l ow erwcg nage wor

char act er i shpgroadh canyprovdddfor PersBrgt forags it thaicldude engi ne enabl es
asynchronous and resumabl e processing. As discussed above, a workflow can

be t hought iosap SLAWR RGNSk Ahkhs dith afin Abbichl mdbal e and_goes

through a s inter late state transitions by executing different
steps of t heuchasskiidydnclnéd: stamdrabach{nographieatedidirepbicdted, Phireplicatdd gohl can be

t hought of as t.he rmnal state of .a state. machine. A workflow service
of fers the BHHFPESH oPHEioBNt W@%ﬂﬁéﬁ‘%&%%ﬁh&i’éﬂ%\ﬁm P &et er mi ne the
current st ah?ogiftor?bgée\ﬂ% MORIi B AR deBBbBILERLER) of B REXkithe it ed. The

service can store the current state of the state machine, keeping track of
the steps whicotredsotd wogdfomncsbir (TIG). Sametapplicatiopsandugtvieasde npe execut ed

to keep the workfl ow noving. ,The service es, N0 i L actually
execut e t he™ St & r‘fﬂoéﬁgriytt? %ﬁ ?Q@F avﬁélabl?ﬁﬁg g?%Bfugsgéﬂdt%%kg‘%%? d gii%zéeu ing the
tasks for asmpd-kioheyeptkitdry iifht Publc RIBREIEBIhSsR thesider sRdidyest hércl i ent "
conponents of the workfl ow ) . ) .

applications and servers can require a repository to be always available, and require

the repository to never lose data even in the event of a failure. In this case, the

applications and services typically require a replicated database offering. Some

users, applications, or services require a massively scalable repository that can

partition data across multiple repositories, such that scaling can occur beyond the

compute and storage capacity of a single database. To address these different use

cases, an approach in accordance with one embodiment offers at least two modes,

such as stand-alone and high availability, for each database engine. Some

embodiments also allow customers build their own partitioning layer on top of either

stand-alone or high availability repositories.

[0054] As mentioned, the control plane layer can take advantage, or “sit on top,”
of various basic software frameworks for performing tasks such as: implementing
workflows, establishing secure communication channels between the host managers
of the data plane and the components of the control plane, installing software on the
instances of the data plane, and performing various database backup and recovery

procedures.
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[ 0056] Since a control plane can have multiple workflows running in

paral lel at any given time, and these workfl ows can be for performng

di f f er entwoastosi1492Be control plane can take advant age ofcansaroledsect ure
that is able to schedule multiple workflows and execute nmultiple activities
in parallel. In one enbodi ment, the control plane includes various worker
fleets that are programmed to execute the various workflow tasks. The

i nteraction between these worker fleets and the workflow service will be
described with respect to the configuration 600 of FIG 6. Each worker host

omoonont 60BN o5 cirapls Lo Lom e PR S S RTERIEE ooy ol 0
pol I er threag.; whi ﬁﬁnf’%%'e&&khb%s.%édﬁ%ﬁoﬂy%Swﬁ,oike%ﬁ&ﬁra\d&ﬁgﬁé emiryype. The

deci der queues are po d 1n one enbodi nént based on the priority order of
di fferent wevddflowetgipes.thfdhe ingiteamebles edyachtenouseind qeraunedlequncdseingol | ed

for a recovery,.workfl ow ahea f a repository creation,workflow I.f, for
exanpl e, a g‘éM*ﬁBﬁeéé‘gﬁ%w‘{ OWaﬁftﬂ?%Q@O‘ég}ﬁSﬁ?se%%?‘ﬁ iacRyne fpat ga\({:%sg{lglns, t he
pol I er can fQimahdidihsndiar tiroish 4 Rrich6f BesmdeiatceipaneiionsBye deci der
conponent then can make a decision regarding the next task to execute in a

gi ven wor kf kwsoutiagdiffssent staps ofsthe swodefione beforeripachine e and apalabhisigdadd t he
task 1o the a0l by bt oldfiis o Ale BndLy SMOHK] LW o Mil LRAARN L. L he

pol |l er can 70 3t e decider queue returns enpty

resul ts, andseanhdsbilityttberaaat wkiyweuederoisdastoaks faldealinetht yiuae” or
simlar API. If the pollActivityQueue APl returns a non enpty list, this
list can besttarrfadivirevorkfoy aH diratienerio prxidsdFseHted whiiC s B g sked
W th execut| LML Y i of the
wor kf | ow actl w%,ﬁt %%E %iﬂ}%:%a?‘f@}%%‘%%{f %ﬂ@gﬁ&ﬁfiﬁnﬁf%&%\gﬁ@ggﬁ&g@cal | ed,
which will gadcksstikiby amdrikd tops thetrmmist be trecatedue liecy the woekftter neivong. dikeue.

[ 0057] Each wor kfl ow host in the Vﬁ)r kfl ow fl eet runs aégol I ELT’t hr eader,

deci der, an&°THics &a%%:%xmtgﬁ%‘ _éld BOBHL Gxeeyp %l_le%ﬁﬁf”és.mel*ﬁ Wot kPf BI#*™Ean be
defined in gug @ﬁ@%ﬁ?%&e BREOQr 8 oABMRY 841l BSaky SABMHknts BB PedortRik | ow

application can hese definitions at start'up by reading fromthe
appr opri at ebgltesspenti compenanty dffthowoddloni.ce host first registers the |ist
of registered workflows and activity types using APls of the workflow

sevi ce suchimmep "Gifk@adofiroMbdd daWhyPultpldworkepniraifes inpdalkype” APl .

Since these APIS are idenpotent in this exanple, each :
any given time, and these workflows can be for performing different tasks, the
control plane can take advantage of an architecture that is able to schedule multiple
workflows and execute multiple activities in parallel. In one embodiment, the
control plane includes various worker fleets that are programmed to execute the
various workflow tasks. The interaction between these worker fleets and the
workflow service will be described with respect to the configuration 600 of FIG. 6.
Each worker host runs three components in this example, a poller component 604, a
decider component 602, and a dispatcher component 606. Each host runs a single
poller thread, which polls the decider queue for each workflow type. The decider
queues are polled in one embodiment based on the priority order of different
workflow types. For instance, the decider queues can be polled for a recovery
workflow ahead of a repository creation workflow. If, for example, a
pollDeciderQueue API returns a non-empty list of decisions, the poller can forward
the decisions to the decider compenent. The decider component then can make a
decision regarding the next task to execute in a given workflow, and can call a

“startActivity” or similar API to add the task to the activity queue for a given
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APl can be called multiple tinmes fromnmultiple fleets. [0058] New workfl ow
i nstances of different workflow types may need to be created for tasks such
as reposiwonyiwcrieasi on, repository del etion, repositorypoodisbéioare4oe,
repository recovery, repository backups, user creation, user deletion,
password reset, security managenent, and ot her such tasks. Each of these
wor kf | ow i nstances can be created using a sweeper that constantly sweeps
the Adm n repository for any changes to be executed, as discussed above
with respect to FIG 2. For instance, if a user wants to create a new

repository then.the Web service layer, can store .the r ired..configuration
P o De RO DR e e, 1o SRR s (s ok R whe R 2

host can runges SWeRRSApty MRS shBkn sMEBRSCHGE %mﬁedahgbase or security
group records with status set to PENDI NG CHANGES, and can start a workfl ow

accor di ngl y “Pploasdjity@iecne’ darsingidarer RnHdbl peldiviliQuowsr AP) sraes Bee' s

" t eVor kf | ow',. APL . b | | di 1y f ' I
Soon s the PO PasIOnFRgH v o T st kbR NS ER, 7T 9

calling the té&@éd(ﬁritHWXMEiﬁ'lg(ﬂ% Work86¥Iapticign Upeashéceksfulacompbetiphas eéhecommi t
style problem |f the workflow is notavailaple fromthe workf p\ﬁ/ s,ﬁrvi ce,
then the Adonkfiespasivitar gn (pefiiy§ompleted or sunilas AT sap he galledgwhich wi

Cr eat eDat aba Pl . - T Ly t wo- phase conmt style
i ssues, var fc%g@eewn%gg!ﬁwnggﬁéﬁﬁ;?ﬁ%ge%%%eg\g\g!‘élglelrﬁﬁé%éhi tecture that is
operable to sweep for new workfl ow actjyities to be started by ] ooking at
changes to 1MS7hdrHash Poplaw Bes) i thegyarstiow flgetyuag %P?leer f’a‘%& %Qder’

PENDI NG—Cl_IA%&rsB;tt%er S AIRE1 inlFREQAmAROTRE kol il SRR HiALEL man be

utilized advantageously relates to providing secure conmunications to the
host manageembofinieneuddag an pirateiohs Gramewerke ampameritivospplicetidnosn byildne. |1 n

one enbodi nent, .t he workf|l ow and nitori.ng conponents of e C rol plane
are const arr:&ey?e é%thiﬁ%‘?ﬁsc?éfﬁaﬁﬁp oM %&egarpﬂﬁogg'@ escq?stgp%%rﬁ}‘r %Ogg#oiwous
tasks (e.g. gedRbRBATRITREBABOG AeLiSOl VR RS4RI dealitPibes @sngrel | as to
check the status of the various instances and/or repositories. It is

i mport ant i rPas of thasworlsve sendsouirena Sregisier Warkflookpaniedt i ons bet ween t he
control plape and,the host,, ers, oc Qver, . t
prevent s any%?ﬁb“tqf%waf%@%d@@%‘?’hcésﬁ%‘?se?@é%f“ﬁg‘d%‘ﬁ%ﬁgﬁgé %ﬁ%%z%@%%% s to the

host API can be called multiple times from multiple fleets.

[0058] New workflow instances of different workflow types may need to be
created for tasks such as repository creation, repository deletion, repository
modification, repository recovery, repository backups, user creation, user deletion,
password reset, security management, and other such tasks. Each of these workflow
instances can be created using a sweeper that constantly sweeps the Admin
repository for any changes tb be executed, as discussed above with respect to FIG.
2. For instance, if a user wants to create a new repository then the Web service layer
can store the required configuration in Admin DB with a status column such as
“PENDING CHANGES.” Each workflow host can runs a sweeper thread that
sweeps for any database or security group records with status set to

PENDING CHANGES, and can start a workflow accordingly.

[0059] While in some embodiments the workflow service’s “create Workflow”
API can be called directly from the Web service layer as soon as the required
configuration is stored in the Admin repository, calling the workflow service

directly can result in a two-phase commit style problem. If the workflow is not
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managers. [0061] In one enbodi nent, all conmmunication channels to the host
managers are secure using a hypertext transfer protocol over a secure
socket | ayeno(08$k923 Each application server hosting a hest/usenagey476
application can be started using scripts at boorup of an instance. Before
starting the application server engine, a script can be executed that
generates a self-signed certificate and installs the certificate to enable
the SSL conmuni cati on channel (s). SSL comunication is used in one

enbodi ment for encrypting the communication channel and not for client

aut henti cati on Lent. aut ticat.ion is,instead achiev Wit h

publ i ¢/ pri v& @1%%52@51&%?8@%%88% gt.anﬁheé%?ﬂm’; e S%IEQ[r,? ?ﬁ%aé%s }iaﬁ/g? °D¢ one
embodi ment  ghlledbacR BhS CRialDAIREYA BTl dall Mt RREFEBIRY Sroitbiurll teofphhseat e key.
This signature can be validated by a custominterceptor, which can be

depl oyed wi tchmptiestglepssues vigonssarhpdimenty utilizs thosveepaigtitecturthahisy | a
security grou j.e.. firewal |l rukes { - nitored
i nstance in 0?%8“&&? gwﬁffpatﬁ%n%ﬁ%m%%‘?}%Eﬁﬁgesﬁggg g’{agtf% P ? %‘ﬂfﬁr&g cg| e%{griet wor k
Or secure greRdERNrepOITIceaide with Ngatuibect hobd PERNAYEr CHINNGESefonr e
information and credentials (suchas private keys) can be stored in an
appropri at e ek&yBleor e, whi ch can provide for functionality such as key
managenent and rotation. [0062] Another architecture can be used to assi st
wi th sof t wvaneodonst addthdriasshitactdrenthitniae bandizedSalvinageouslylrtlageter al | y need to

be installed on _instances in the dat%(s | ane i nsta? es g?grii n vaﬁ%ous st ages
of the repodfQBHiHeFPRETYENBINFHILF Laths NS BHREH @’,e 47‘ 1?6‘3]%}@? %ies
and/ or Seed%ﬂfeﬁ?}fnéh?@&f tﬁgh{?sg pkl‘ﬂﬁt & dRbmiddtREnt! 8 WoBBRS bl MohiBorigeat ed,

various patc may nee e applied to the database, as well as critical
security patoimpendniratf thayonted dlane atveconstantiy ¢asmumicating vogethathosly system |t

thus can be desirable |n some enbodi nents,to build upon,a f]exible software
i nstal | ati ofP&PELH? f‘bﬁ“t‘—tﬂr@ YOFOPE M‘gk%%a?éeéﬂadﬂﬁeg%mg Rad FofSyatf| ation of

di fferent typesabns el HeREe0URetiNBic SBINisVFthd VLA GRGncéNAIYE the key

requi renents of such a framework may be to not only to install new

sof tware, bueposlterdest dt ipiroportat imdtdeashsirenerabrdiments that alhcoramnispalionist al | ed
T RSy G RR T Ra e 05 rhhaBhs BeiBls fEal paRl Gty such o

framework t esolve contTicts during

i nstal | ati omregtsiahyorefeons U8G8&pPing loRikding ahiaorized doproavide thPhsstor ot her
mechani snms to query the list of Installed software.
managers.

[0061] In one embodiment, all communication channels to the host managers are
secure using a hypertext transfer protocol over a secure socket layer (SSL). Each
application server hosting a host manager application can be started using scripts at
bootup of an instance. Before starting the application server engine, a script can be
executed that generates a self-signed certificate and installs the certificate to enable
the SSL communication channel(s). SSI. communication is used in one embodiment
for encrypting the communication channel and not for client authentication. Client
authentication is instead achieved with a public/private key signature embedded in
each request, such that in one embodiment all clients sign query string parameters
using a private key. This signature can be validated by a custom interceptor, which
can be deployed with the application server for the host manager. Further, a security
group (i.e., firewall rules) can be established for each monitored instance in the data
plane such that only hosts sitting in a given network or secure group can

communicate using the host manager port. Secure information and credentials (such
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[0063] An installation franmework in one enbodi nent takes advantage of a
packet manager such as RPM (Red Hat Package Manager), which enabl es

sof t war e wo 2om/dieBri buted that is already conpiled, suebTtusadiotobe7sof t ware
can be installed with a single cormmand. The software can be stored in a
"bucket," such that the software can be installed frompre-defined URLsS. An
RPM or simlar installer conmand can take the package's manifest file
(which can be another URL) and the RPM URL as two different paraneters. The
installed RPMs will be signed by the control plane and/or by Red Hat, and

bot h k be ipstalled and. maintained. f he i,nst - 190f t
nstal | A1 of PRYSEERSRCa to S0 FO L R Y T HARAder . whi ch

can provi deﬁﬁ{éﬁf)h&{]ﬁy@ihdhsds%%ﬁ%géen%mgﬁdﬁd@gonAPl. Such an APl can take into
account paraneters such as Package URL, Manifest URL, RetryCount,

For cel nst al | 0,,.and RPM.r I I ods i QWK: I l;,, the

mani fest fi I[%J#fl IAIB)gheagIvﬁq tg%g}g&agg)ﬁgsee%;%ﬁsﬁ}%ﬂw %&80%‘% e dt o the
currently i psf@blaede.| $Gtwat widpbhaally @4 to bé irdshdled bemstanced inekedyati nst al | ed,
then an attenpt to reinstall wll not pbe done un]ess a "force install" or

simlar flaglane ispandes fadng yasionp sagespidbnspogiory Riscysleude cipatadage has

beeni nst al | r.OM] - u tware" or

simlar API ?%Pﬁlg&%%s%g% P@gﬂi mfd/eq(i%ﬁeodgtnga ‘%E%Z"rbﬁ/%ﬁ%éfcl‘?‘&r] %fe%élﬁ énpot ent (as

wor kf | ow mayepdkieorgiglereged, watibes giteps agginedd arst appliattorthe datsbdsasassadflk war e

installation takes a while to conplete). These two aspects can be_ _achi eved
P it grtallghite e

by using a 8% &4 %?SPEE’tPaF@F.S g\i‘h’é‘ﬁ?&ﬁ‘? tﬁed]ilﬁt W}itﬁﬂle Taing $¥HEMa s econd
Linstal ! SorimRIcen b fldirable GO BbGHiidfiswh bild Bor d SkibIERbtwal:0064] An

"instal | Sof tware I'n accordance with one enbodi nent runs in a |oop for
a maxi mum ofnstaRetioty Gobitdcturt brésmeFhek thitienablsptheamstallation oy diflesanakipas i on

files which mght exist froma previQqus iled attenpt The API can downl oad
a mani f est Pﬂ(gt%ﬁoﬂ CPRPHBINARES: @P%ﬂét%ﬁk%r%“%ngﬁg ATEd, then

downl oad t hgafnelvBfiShaPbe RASHAAR thhAMAIPRvARITHOARE, Hik Blsb @Pp®ivider y or ot her
source. The appropriate RPMfiles are then processed and installed. A final

cl eanup st epfotmnatiooan thecwseat sat of instablgd peftvears and thehiespeetosesesonst lany errors

in the installation,process. 065]._The install ati ] t manager
appl i cati on? ﬂﬁ%ﬁ@d‘%h“g@?i%f S&L}gg%@%‘ﬁ“ﬁgk {r?)apﬁg‘élg%%?nggg%ag%%{qqgg g%ce, in a way
that does neénfligddhfifs fnstallmgord Q¥ifyahé sidiess@f Retallaiist, ané pfovidAPRer

enbodi nent, an instance starts the application server engine
other mechanisms to query the list of installed software.

[0063] An installation framework in one embodiment takes advantage of a packet
manager such as RPM (Red Hat Package Manager), which enables software to be
distributed that is already compiled, such that the software can be installed with a
single command. The software can be stored in a “bucket,” such that the software
can be installed from pre-defined URLs. An RPM or similar installer command can
take the package's manifest file (which can be another URL) and the RPM URL as
two different parameters. The installed RPMs will be signed by the control plane
and/or by Red Hat, and both keys can be installed and maintained for the instances.
Software installation in such a situation can be executed by a host manager, which
can provide an “installSoftware™ or similar API. Such an API can take into account
parameters such as Package URL, Manifest URL, RetryCount, Forcelnstall flag, and
RPM root location). Upon invoking this API, the manifest file will be downloaded,
and each item will be compared to the currently installed list of applications. If the
‘item is already installed, then an attempt to reinstall will not be done unless a “force

install” or similar flag is specified. To check whether an individual package has been
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at bootup, and the host manager is installed by calling the application
server manager framework to depl oy the new host application. As with other
conmuni cavoaney/11#428é commruni cati on can be intercepted anectrhms2alioeste

aut henti cated before installing software or pushing updates to a host
manager, which can be acconplished wi thout affecting the availability of
existing repositories. [0066] Another aspect that can rely upon an
underlying franmework relates to repository and data backup. It can be
desirable for the control plane to backup custoner repositories and

i nstance for, vari,ous, reasons, such as,usger-initiated backups ich can be
perforned d &?Slt%%dt Figh Eiﬁ%ﬁ’&aﬁlag?rr%mﬁ%%% )g%%ﬁtug P i OF ?fﬁ‘ eﬂéf %%(k:'k ups
during dat ahageifsefkefiRareehbst MarsbaoA Bl dah HIEI K16 lasdork fipwenmsdied t o

handl e both instances. To backup a repositor%, a framework can _handl e
backi ng up laod keteyrtbe stap agdin) ansl aswerhaempua asseltwpednstaliption tdes awhiledo var i ous

steps and proce swll be described, ..t : 3 od that various
steps and aﬁBWB%i%‘egwg%nwaiafs?eeC?s r %ﬁ]asglff%datgp%é%%%%tgp%ﬁé?%%s, such as
M/SQL and otshgihSerdiLiod ] which apppeaeh afseondatlstatiGottprastittcall iffontiacefetiagce with
one enbodi ment suspends data operations until snapshots are taken of the
appropri at e wittthe fisit @dtbs, and the log files a simlarly copied into an
appropriate |location. For exanple, an Admn tier can wait for the backup

wi ndow bef of@nd4i tAmtinsgliSofbeatlAPPpinceedidesee vaticend exsbaliémernteutraioleup wi ndow,

the Admn tier can reate a_ workflow that w.ll ate a workf.| gw, i nst ance
for reposit 6P BaERESEII Af ORETEHOHTE| Unes: pEhe Aty gl laton

" supendDat a?ﬂé%ﬁﬁ?}?ﬁﬁ Q;';isf)feroﬁic .rlaﬁf)usbﬁhe& el ETIORP] FRNRGMoad BN S APl can

manage tasks to, for exanp ush and [l ock the tables, suspend I/Oto the
dat a vol ume menifesitfde anbidatourive which Vivins mapbtedie ihgalladnthehdgwalshdiee, create a

| og position. file with the last |o osi t.j on d start tiner.to resune
the dat abas gi.le(ﬁﬁrs?a?lfaﬁﬁ OBLF WI%%YGBO?%’%%&FWGSOP%BO;@? BIROPHE ase t he
Admin tier hgngsidiRredhich Bra8ssb@uma NGtafled. a8 KinaPéledhupSidhaké@nrapshot s,
preventing the repository frombeing accidentally suspended for indefinite

period of ticresuteiheeandidss bbie paascnes| df anherrpisdn thedpgaliationdrocgsnpl eti on of
t hese and/ or other such tasks. Once the workfl ow has confirnmed that the

host nmanagenodeas SlhshRgsRGoh BE tHeROShAIEY: appliCatwardafilagyupddesvilid cant t enpt to
backup the data vol unes using a set of ordered tasks. For exanple, the
wor kf | ow cameinmsapgsstier eashdnsiance. igmapsnibeidoss negeaureteking drwmell Bhd verify

t hat other instances. In one embodiment, an instance starts the application server engine

at bootup, and the host manager is installed by calling the application server
manager framework to deploy the new host application. As with other
communications, the communication can be intercepted and the client authenticated
before installing software or pushing updates to a host manager, which can be

accomplished without affecting the availability of existing repositories.

[0066] Another aspect that can rely upon an underlying framework relates to
repository and data backup. It can be desirable for the control plane to backup
customer repositories and instance for various reasons, such as user-initiated
backups (which can be performed during the backup time windows) and system-
initiated backups during database restore, etc. A single framework can be
implemented to handle both instances. To backup a repository, a framework can
handle backing up both the data files and any associated log files. While various
steps and processes will be described, it should be understood that various steps and

approaches can differ from various database engines, such as MySQL and others.
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t he snapshots have been successfully created. A row can be inserted for
each snapshot volune in a |ocation such as a backup_data vol unes tabl e.
Subsequenwbypiwtes2eor kf | ow can i nvoke a host manager's PCT/US2010/029476
"resuneDat abaseFr omBackup” or simlar APlI. This process can copy the
repository logs and |l og position information to an approrpaite storage

| ocati on, can unnmount the | og snapshot, renove | og snapshot |og vol une, and
unlock all tables. The Adm n tier then can create a custoner event that

i ndi cates the backup has been conpleted and the repository is again

avail able. | ] di scyssed, .t he | files al so.can be .backed up in a
sinilar fas H&@é‘iﬁ #ﬁéama%c Sﬁg"ifglr@s"é’dy %‘%F?rgmetggk@ese@&?%%e epl ayi ng
various trangaehioft bieriitie uhﬂpsrﬂ?@mtsfaré Bkeh 8F Bic bPpldprisie Fh@RthimeEhe engine
| ogs can be copied to ‘an appropriate storage |ocation, such that previously

backed- up | agd thdles fitesra sheilady edpiestintesimappzonsiatedoeations ot etammel anA host
manager W ll, use this result, to determn et.her..there . are | ogs that need
to be copi ed}‘i'!llgi}ﬁleé%?l_gfortt%eeb%g@ W@H&S%%\Qfé é’?f%?té%aeé?(:kgp BUEkE! i st to
obtai n the Iomt iidd B8 bidkup Svikddw, HBNAGHENMiéNRAN rédkea hastflcseqeenile can be
backed up. If new | cl)c%; have been created, it can first be determ ned that

the | ogs ar eraatsta werkiflea| ipstbederfyr woppsitosy backupy ki apgreapasle. Bagioelovand t hen

the |1 ogs can_be copied th g £ 0 .or med

successful | f/l.wo?ﬁﬁ%QTuPK%@%%?angsoggg%ﬂ#hgygg{élﬁk elﬁogr@%%%t Bléﬁ %%eg'ﬁlﬂglgadvant age

of various fATEFRMATaKSed tAdsusleBr étaenpid Tagle smhlock thevableqysspead 'O tbyhaspect s,

such as secure keys and user credentials. Secur% i nformati on such as secure
K

keys and pasgifoiians srratseandpeud 2y §VAG seershldpel & Y%W&Eyéﬁ%}‘i‘i 2 X¥st em or
SErvice, s u%Eseiﬁ&l kR Q@ﬁ{eggsggog Iﬂalljrs];gﬁhp ti}ga Hier 1 1RLGAL tH}%‘QiQ{ab&s%? TR No.

12/ 372, 597, ruary ehtitled "Encryption Key Managenent,"
whi ch i s hetiglzy chmbonged t@teadmb dhicaicpodityry mfcasethe A dn8acier Bangeny ivdelecan

contain at |east two versipons for each credentjal, an ''OLD. version and the
current ver SFUPFMIAL RGP Hh gt apphofsoprexsaiing tae repgsitony Bl %% he new

val ue for t@&iéﬁ&b{aﬁﬁug ASE FoHifRAinFE SBiRFo WM STOW B o RASA pBRTR: ARt the
key, and | aunchi ng "a rkfl ow to propagate that key value t0 host managers

as needed. Ommegdrtait complétidnond these tued/ni otheruick tasks sOhag thy wogkdlshw hdsat each
AT M XN TR T RN S M
key does notyimatt&hpttB®ackup the data volumes using a set of ordered tasks. For example,

the workflow can indicate to create snapshots of each data volume, and verify that

the snapshots have been successfully created. A row can be inserted for each

snapshot volume in a location such as a backup_data_volumes table. Subsequently,

the workflow can invoke a host manager’s “resumeDatabaseFromBackup” or

similar API. This process can copy the repository logs and log position information

to an approrpaite storage location, can unmount the log snapshot, remove log

snapshot log volume, and unlock all tables. The Admin tier then can create a

customer event that indicates the backup has been comi)leted and the repository is

again available.

[0068] As discussed, the log files also can be backed up in a similar fashion. The
logs can be used to perform tasks such as replaying various transactions in case the
data files have to be restored. The engine logs can be copied to an appropriate
storage location, such that previously backed-up log files can be obtained using a
simple list command. A host manager will use this result to determine whether there

are logs that need to be copied. For example, the host manager can request a bucket

31



new key, that is an indication that a key rotation process is currently
underway. A new key rotation is not started if the old key does not match

t he currewD 2kByL14®3 such an approach can risk | osing credentscabsdhat nmay
still be in use. A command line utility or simlar interface can be used to
push keys to the key managenent service, which can enforce this check

[ 0070] A separate workflow can be defined for updating and/or rotating
credentials such as host nmnager credentials on all host manager instances.
Such an approach can utilize the same inputs as a "SendCredential s" or

simlar APl on the _each. host nager, such a redential t . blic key,
alnd opt i onalhsb‘@oi%”éﬂ’r?gw Oﬁslﬁg ’I%c‘g“‘it)ﬁfn ﬁlllﬁ]ég@f aﬁgﬁgﬁ%ﬂue{}% CL?B%QEPBVI%\L(}(%WI thgy
wor kT | ow cafe ik |0 3¢GEPhechRfcaRATR CQIE ]fljlfslf'ﬁe BEY¥riaEHiHkPihe 16 Qrd Attacadiye in

t he key managenent” service. The wor ow can verify that the current val ue
i s di ff er entbeingomittdneo bgw datdbase, engind, #rfd thérethe ddgsaen he gopipdarshie t he

wor kfl ow can term nate With an a oprjate error condition. For each active
host nanage&owngﬁ‘é"%ﬂﬁ)thﬁyeg?e %%Eéﬁg%‘iﬂ@%? ¥ow can be Iaunched t hat

w | I send the new credential (s) to the host nmanagers on each host. Once all
t he subwor k0@ ahmothasmpbast that eanerdundled b dakingdvpalpgrolwiiopgpl ace the ol d
val ue. Any host that. i.s.created or r tiv j i r wis in
progress ty RN Wflfldﬁetgﬁn}agag%l eéll??/e‘ﬁ Oﬁgége%él%/qv@vges %Cltt%rsﬁ%hf%tsﬁ(tédrgr edenti al

instead of &bes Aid@ein@bdenti@R7 Skefe ifbrmywioki hehasfseturs kol and pakeverdedent i al s
to a host can utilize require the sane inguts as the original wor.jngow, as
wel | as t he chibbe stazedaisiech 564IE keh manpgemepbey sty O EYicergpelyass deggabe
sub-workfl o . i - L. he host
manager for %g%ﬁelg%l)eécpﬁq gaggggh@%aﬁgﬁ%éﬁ%ﬁc%ﬁﬁégﬁpug@{]&gtﬁ) d()grgég%g}lti al s" or
simlar APl canlddEmhpptioniirgddinazemuner i which kdterdbydnuppatied hasiclnpl et ed.
The host man%ger in at | east one enbodi nent wll, noft report ttréﬁ new val ue
for the creddfiensd 3HohidseE(es SAOIPRGIA deaHEND WEHRS BTfﬁ?Bcf%]&n efential in

place. If al'(bLﬂov%trﬁgi? ESuRER vaRlonU ROREE et Biafbdafbr 3RARPR! byt € period of

time, such as two hours (where two hours s configurable and €asy to update
as requi r eduploatiegwor v value fom the key to the sarndeay emadrastby vaingdhe basempoket or

ot her such indjcation of failure. Al the roopt mn credentials used by a
host nanagefortthe @%@ﬁ%f%ﬁ?@n&ﬁmr PEEIIPP t@% Be' a@’Fg‘? E%Stin}fmfl%%s Adrri%

reposi tory iL0nale@nonYPiatwb ity Ve MidAiPhucf@sull@, JEN that GacBNCr y pt

passwords in the Admn repository, the new keys can be .
appropriate host has the new credential, the old version of the key can be effectively
replaced with the new value. If, for any credential, the old key does not match the
new key, that is an indication that a key rotation process is currently underway. A
new key rotation is not started if the old key does not match the current key, as such
an approach can risk losing credentials that may still be in use. A command line

utility or similar interface can be used to push keys to the key management service,

which can enforce this check.

[0070] A separate workflow can be defined for updating and/or rotating
credentials such as host manager credentials on all host manager instances. Such an
approach can utilize the same inputs as a “SendCredentials” or similar API on the
each host manager, such as credential type, public key, and optional private key. In
place of the credential value, however, the workflow can will accept the name of the
key used to store that value in the key management service. The workflow can
verify that the current value is different from the new value, and if the values are the
same the workflow can terminate with an appropriate error condition. For each

active host managed by the control plane, a sub-workflow can be launched that will
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upl oaded to the nmanagenent service and a workfl ow | aunched to re-encrypt

all appropriate user passwords using the new key. Once that workfl ow

conpl et esweuomensd2al | y, the new encryption key can be u®ew/uskoromeldiéi on to
changi ng the encryption keys, this workflow can al so change the root
password for each database. A workflow for rotating password encryption
keys can verify that the new encryption key is different fromthe old
encryption key, encrypt any user passwords for in-flight workflows with the
new key, and encrypt the root passwords for any inactive repositories with

changed but *EhPEgerdsedkary ot beinpb vEcHs i U ED R R 0o ¢

reposi tory, vaReyws ARloPpRi)MHchetodtetigengicdaadeplng thé ofdedhiua) Anypendi ng
changes field (encrypted with the new key) and a sub-workfl ow can be

| aunched f ohostibiaitis prgatnd ot reaelivaipsy Wiaileahisvarkilews pregressizmicplis¥itbr d.  When
t he sub-workfl ow,conpl etes, the.ne o) mridtten back to
the data r_e618% 0obre T{Pedlgtlh%ae\;[v Hggﬁ)gﬁwéﬁlec%%%@gﬁ%é% @H%Blﬁ%%%l dat abase
password will not be changed when arepository. is inactive,. but the workflow

that reacti WS vheub-wpadlovoioy seinecha Aisdertins o drOShereiize resmue thene
repository 's%n@%\’slez}s tﬂ@&?ﬁal%r{aﬁ&&%%lf 1 (ACH&Y HAAE ndpéP ke enmbodi ment

utilizes a coma ne u Ity at- waps a renote command and enforces
restricti onspaifihhost emesent i Kk subwerkfivatedeal [T ‘UpdareCgedenbals’®er t hat public

and private ke I tated_.in tand t hat K i dif
S or Bvi us  FOREFAT andhalod Mapechigeds e RIETTyRAAGH Pty ¢ hat 1 he
keys were Suﬁ}%ﬁik?{léﬂtilabé” deahOUEAPT On HelhoBOSLmeAN@ VeR BN ihhAMB &Pd4th Bas

appropriate wor ow In the appropriate control plane environment. A
command | i neompletdd; yThedwstussagersiprat Brstone kmbodinent wilbnetgspaetpenew st age One

of Cevo, Integ , . or, Prod\.- t t Jgal. .t \ - |40, I
For publ i ¢ Rage ot s o sy B HRGRO b bR e pR 1 0o 'e
key Such a ufdll hdsy nfadflsehPirb nbf uddARAGHIHIR B alR¥pride fériddesfame, kudrast he ol d

key on any host in the fleet, there is an error copying the new key to any
host in thet#paetrs (wherefwo hours is configurable and easy to update as required), the

workflow can time out and generate an error ticket or other such indication of
failure. All the root/admin credentials used by a host manager to communicate with
a repository can be stored in the Admin repository in an encrypted form. When
rotating the keys to encrypt passwords in the Admin repository, the new keys can be
uploaded to the management service and a workflow launched to re-encrypt all
appropriate user passwords using the new key. Once that workflow completes
successfully, the new encryption key can be used. In addition to changing the
encryption keys, this workflow can also change the root password for each database.
A workflow for rotating password encryption keys can verify that the new
encryption key is different from the old encryption key, encrypt any user passwords
for in-flight workflows with the new key, and encrypt the root passwords for any
inactive repositories with the new key. Since the repository is inactive, the
passwords may not be changed but can be re-encrypted with the new keys. For each
active repository, a new root password can be generated and stored in a pending
changes field (encrypted with the new key) and a sub-workflow can be launched for
updating host manager credentials with the new password. When the sub-workflow
completes, the new root password can be written back to the data repository, using

the new encryption key. The oot database password will not be changed when a
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wor kf |l ow step could not be started. In the case where the keys are al ready
different, there may be no changes to roll back. The utility can roll back
any chang®e 20m/tile3ot her cases and alert the user of cages/uvsh@om244ie rol |
back was unsuccessful. [0073] In a case where a host nanager instance dies
during an "UpdateCredentials" or simlar workflow, allowng the workflow to
retry can handl e many scenarios with no special |ogic on the workfl ow side.
Wor kfl ow steps other than the step that is updating credentials may receive
"M ssingCredential™ or simlar exceptions fromwhich the workflows wll

need to recover. ln such cas it £an.be acc bl new
credenti al f@%ﬁ@ﬁ%@?"%ﬂ@&gﬁé WPﬂdfoﬁvethgt:rs? %&Bﬁ% %tg%cfg'f% %(%)Sgtggﬁ%gn@ %%et ration
password, t e PessMuerekdThangr riRKkito8tis hake. t aken effect. The workflow step
that tries to re-send the root password (as well as any other call to Host

Manager tha ire I N il wth
e ot A et 1 Bl RARSRA LA GRS YT LS nt 2| L
change passwflif th@righpontedane adrherid addersedced festrictiedant hicad credertiiabs anew

password and handl e any failures. The workflow that is actively.trying to
change the paatsdors earewrrandserthyl PubRe aRhPr e ket apardnantgted iy ¢ ’
succeeds, t [ e | : owrsansfietday W th the
ol d passmrgﬁéig@f}é%é%§&? gqﬁae%%{gggg\%ég?m%?ﬁ%ﬁgﬁﬁ%& managléﬁ raecei ves an
" Updat eCr edeatifyahat'thokeysiwird succesafullyfdeployhdtor aibhospemdwisrd awdrthe t he host

manager does not .currently. have a password.in menory, the host nmapager can
Rt tempt to BBRTHBELS IR FupbePRBPy e ST PIAE PRCEIRIY ANEP PRI | T ¢ he
connection %gggﬁlgggngg@mmhagzoom The rotations of various

credential s and sécure obj’ects are acconplished in many instances w t hout

any noticeabl e igggc%e_orrast_tﬁgyc stoners. As the web service layer in many

embodi nents does "not use_any-of. these, r%%@%i aéé as pagL, of processing
s gal] S8R &k

cust oner requests, thé_g _OJ‘EEeI’den \ continue to pr oceed as

normal . The inpact of r J a i can y. somewhat dependi ng on
T T B A L, o
services keys is 9?9?5?31% reguests signed with the original pair may

start to fail. This Wil nly affect workflow steps, in general, which the

wor kf | ow system can ret f.or a period of..tine. The new Vb ryj.ces
credenti al sgﬁ h? ﬂéiﬁ?"bg%]elaa&ﬁ”fé{é?v(etyds ﬁﬁﬁgr%"ﬁrgaleﬁgﬁ?ﬁge ?’/(\gll a@i’q‘f’%t Order to
mnimze theHet, Wil RhinteProd 0GR iAG AR QWS any host in the fleet, or the

workflow step could not be started. In the case where the keys are already different,

there may be no changes to roll back. The utility can roll back any changes in the

other cases and alert the user of cases where the roll back was unsuccessful.

[0073] In a case where a host manager instance dies during an
“UpdateCredentials” or similar workflow, allowing the workflow to retry can handle
many scenarios with no special logic on the workflow side. Workflow steps other
than the step that is updating credentials may receive “MissingCredential” or similar
exceptions from which the workflows will need to recover. In such cases, it can be
acceptable to send the new credential to the host manager. In the case of a database
administration password, the password change may not have taken effect, The
workflow step that tries to re-send the root password (as well as any other call to
Host Manager that requires the root password from other workflows) can fail with a
“MissingCredentials” or similar exception. Workflow steps other than the change
password workflow can attempt to set the credential to the new password and handle

any failures. The workflow that is actively trying to change the password can first
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VWil e workfl ows for generating and propagati ng new passwords are in
progress, workfl ow boxes can have access to both old and new encryption
keys, sucwotzhawiiemsnecti ons can be nmade to individual repodistaoioes7and

i nstances while each workflow is in progress. For host manager

aut henti cati on keys, production hosts can have retry logic in place to
retry connections with the old key if requests are being rejected. For RPM
si gni ng keys, host managers may be unable to install software for sone tine
if a key is rotated. [0075] As discussed above, the various enbodi ments can

be i npl eman{r?@eﬁ 1n%th Wnd& ekl Y r%ha QRELRAS, R V@&KHB\Q@%&{@ oth8hi&d) thd) sone
cases can 1 n ne or “nore user conput ef?S COITpUtl ng dévi ces, or

processi ng deviHhescantetth wihnhd eidqmeﬂvdrd fmlhmedtlg thaiewo basawordrlé thedfost
applications. User or clignt deyi an i.ncl ud of a nunb of general
pur pose per SBAMICT ESHYGE &F SV P%%d/f‘g tig s?fﬁiﬁmléf ?]a%fﬁl?r{?gﬁﬁf’ﬁf‘@? runni ng a
standard opggafd ABcR kufSufi ol bh Bhesvithd Bl A8Soryand aandnel d

devi ces runﬁ@%tﬁgg&}/ %%etrvvafr:e an a%’g{t? | e %Sssupportl ngryg nunber of

net wor ki ng andagee ssragtentpt pr cdrmedt! te theSepdsitarsysnsimtpasoverdani il dide a nunber
of wor kst at i ons runm n ny a]fo gﬁﬁarl ety of commercially-avail abl e operating
systens andSggel ﬁ i ons for purposes such as devel opnent and
dat abase managenent. These devi ces al so can include other electronic

devi ces, suf97dk dbemgtatiesmeif vatieus arédentials prethsesureglbifcifgare pecosrpdisheshia ot her

d bl I
can be i ol SHERPBIES are! Gr) Bl R ST BRER. JRH, C2POCL 2, TS

may be part s@ficalayer mum;mmﬁm&a%@anbeakmg of Besy tiedatialsc pas oféb
services can conmuni cate using any a proprl ate type of msssag%lcﬂaS such as
e

by using meBwagsBgiousleReeiPgr ﬂ%‘Pafr‘lE AR d GaldrecapRRYNYEdP RERCE xchanged

usi ng an appr i 1&@% r Hapl e Obj ect
Access Pr otg mFIi %‘aﬁcagé@grg a[t)]%g e&g&g bx‘é@%{;ﬁt&%@% se (\)/Ilﬁces can be
witten in ampy oﬁp@ﬂ@pfa{ Bdifg f@ﬂg&a@@: exsmpte adieth hacWhirsé WelcesviBsscri pti on

Language (V\SDL) Usi ng, a | anguage, such as V\S allows for. functionpality
such as the %tﬁ)&ﬁ‘d{e@ﬂefbéﬁ%ﬁﬁﬁ F‘SHE%W":EB}G&%@@ gaT gy St qr;{ro\fgﬁ @@é ﬁ)&

f ramevor ks. b 0QfEL: WaRhoR TRACIHBBIG Al khichdR RbrkRASys@AfRCiengirlr 4 hat woul d

be fam liar ose s e art or supporti'ng communi cati ons using
any of a vapérgtdyfaime. The new Web services credentials can be uploaded quickly to the

management service in order to minimize the disruption to ongoing workflows.
While workflows for generating and propagating new passwords are in progress,
workflow boxes can have access to both old and new encryption keys, such that
connections can be made to individual repositories and instances while each
workflow is in progress. For host manager authentication keys, production hosts can
have retry logic in place to retry connections with the old key if requests are being
rejected. For RPM signing keys, host managers may be unable to install software

for some time if a key is rotated.

[0075] As discussed above, the various embodiments can be implemented in a
wide variety of operating environments, which in some cases can include one or
more user computers, computing devices, or processing devices which can be used
to operate any of a number of applications. User or client devices can include any of
a number of general purpose personal computers, such as desktop or laptop
computers running a standard operating system, as well as cellular, wireless, and
handheld devices running mobile software and capable of supporting a number of

networking and messaging protocols. Such a system also can include a number of
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commerci al | y-avail abl e protocols, such as TCP/IP, OSI, FTP, UPnP, NFS,
CIFS, and Appl eTal k. The network can be, for exanple, a |ocal area network,
a W de-arwensimer2B, a virtual private network, the |ntecmais2oi@n294né r anet,
an extranet, a public switched tel ephone network, an infrared network, a
wi rel ess network, and any conbi nation thereof. [0078] In enbodi nents
utilizing a Wb server, the Wb server can run any of a variety of server
or md-tier applications, including HITP servers, FTP servers, Cd servers,
data servers, Java servers, and business application servers. The server(s)

I b i t
750 Y D ARAS, g SR 99060 U BRI SR AL I ESRPE g POUES

ing one or ‘nore Web applTcations that

may be i npl eneothedirasynoapplicatioms fa lmqrdsm sichms ﬁex@(mmmt and datagmse n any
progranmm ng | angu q%& Suc va(r) Ct++, any scripting
r

as 0 r
| anguage, sUORRAEEPE ThespPeviess, a?%’rcaji*(ﬁ'_d“%?s"t Iqiecggm&ﬁ%ﬂcﬁsats? & t her eof .
The server ( ! @ &hY 808 otH f‘&é\}i&' REpIMIL HoUt
limtation ta 0S %%llnlﬁrgﬁct?gﬁ‘%ﬁg\?éa@ﬁ %Igjéﬁfrom O?ag le(r) ® %)crosoft(r),
Sybase(r), emdmuBivkting vik@@EBjorKhe environnent can incl ude a variety of data
stores and other nenory and storage nedia as di scussed above. These can

reside in a[mﬁl etaridhis APeat kRPSan B hblasicRBd @ SdrosE GabRsticuthi@cal to
(and/or resident in) one or nore of the conputers or renote fromany or all

of the conp¥{ebrssrvaes; sunh asmeayrhstpacidl 2 servies- @quoaaﬂatecw wirvieppghnent s,

thelnformatl reside in [ ea n far to
those skill &y Sf"%é Care G urﬁgést Sl%ggny}él ce ﬁattv\ﬁrp?l % A%Erg)ngb%or m ng the
functions aby ﬁslﬁglhﬁﬁ’saE@s inhetepsibRUhakep 1as1gﬁag%r(XMIo)rfoﬁh£@hd rRethdptd devi ces
may be stored locally and/or renotel é@ as appropriate. \Were a system

i ncl udes CcORPIE & ARRERPTEREY Protasol wigh s @eurediremihs HimpleObisstdvar e

el enments th ke

i ncl udi ng, %?égggé‘)?rg o) %Egﬁeeask%gﬁ%ﬂc%ggg?c\gteﬁﬁ S@glz%ﬁlg%uﬁ#‘%%ﬁ

| east one i fipuity a@ﬁmpﬁete(lm@age aua‘rmsshe Wechd; Dassonptnmi Ea&xguageouch scr een,

or keypad), and at_|east one ou di spl a i ce,
printer, or(WﬁgékeUfmg@d@rguag% Vﬁi@téﬁ%\& f‘ﬁ ?)l S ‘%‘ }\:{‘Je st or age
devi ces, sugh,@gted! ﬁzlﬁerﬁjﬁdn heﬂpsflaecc?dde%a 95@&%5@%%% woild, sol i d-state

storage devi ces su as ra om access nenory ("RAM') or read-only nmenory
("ROM'), as well as renovabl e nedia devices, nenory cards, flash cards,
etc. [0077] Most embodiments utilize at least one network that would be familiar to

those skilled in the art for supporting communications using any of a variety of
commercially-available protocols, such as TCP/IP, OSL, FTP, UPnP, NI'S, CIFS,
and AppleTalk. The network can be, for example; a local area network, a wide-area
network, a virtual private network, the Internet, an intranet, an extranet, a public
switched telephone network, an infrared network, a wireless network, and any

combination thereof.

[0078] In embodiments utilizing a Web server, the Web server can run any of a
variety of server or mid-tier applications, inchuding HTTP servers, FTP servers, CGl
servers, data servers, Java servers, and business application servers. The server(s)
also may be capable of executing programs or scripts in response requests from user
devices, such as by executing one or more Web applications that may be
implemented as one or more scripts or programs written in any programming
language, such as J ava®, C, C# or C++, or any scripting language, such as Perl,

Python, or TCL, as well as combinations thereof. The server(s) may also include
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[ 0080] Such devices also can Include a conmputer-readabl e storage nedia
reader, a conmunications device (e.g., a nodem a network card (wreless or
wi red), awoinforaued conmmuni cation device, etc.), and woPKTruy20moeesye as
descri bed above. The conputer-readabl e storage nedi a reader can be
connected with, or configured to receive, a conputer-readabl e storage

medi um representing renote, local, fixed, and/or renovabl e storage devices
as well as storage nedia for tenporarily and/ or nore pernmanently
containing, storing, transmtting, and retrieving conputerreadabl e

i nf or mati on dathBgesyseRMndRdineawitlas lidettieethosd saminyiRiLialahvyilamd froinncl ude a
nunber of softwgre appligationg, nodul ges, services, or other elenents

| ocat ed wit Kiraclat. Misepsoftonwbags katglBMnory devi ce, including an operating
system and application progranms, such as a client application or Wb
browser. |t [60¥8lI dtsensippregit serthcludata vatitondate staveroatidrasiiar snemegry have

numer ous vari tti ons fr.omthat dﬁsEri be]tq1 above. .For exaﬁ)l o108 stom zed

har dwar e mi P SI8r85 M54 ASEPCHRER PO Yar 11U e Mt PGP BRI ement ed
i n har dwar e sygodstonar orbizd Wk dithgc 96 (AR r&fddnal) 8ne sH&breast (RPpPl et's) , or
both. Further, connection to other conputing devices such as network

i nput / out puECERYETSES Teragte Hromeapl @yable! thoggunuteas eemgethgadiveriant £ onput er
dabl dia f i Ni- . ti qf . i
hopr ot | at o PHEGHE" 15 SO EALA RS RS in R BRR AN £ 4Gret Aa RS O

conmmuni cat i grs ANYifamilBiv ethase dilledriathd drtr $iedlatlo, angl téss@rydilek fopn- vol ati | e,
renovabl e and non-renovabl e nedi a | npl enented 1 n any nethod or _technol ogy
for st orageParfrrung thednaghons plébwied toriheeorpRytess, SSENCES 50 r eadabl e

ey
i nstructiong,.: .40t . ncl udi ng
RAM RoM _ERPRERERS ekl BROGE AR ok 8PproBlial) S Bhict "G gi t a
versati | e dimkdeDuihpueriatinericepadaduch tioviagesn indlgdehirdwa@sdathdmsthatmagnet i ¢
tape, magnetic _di sk stgrage.or .other netic.stor.age devi ces, or any other
modi um whi oo 26 et c‘elaﬂg{‘aﬁébpﬁéﬁ%%@mﬁ@al %*%?53—3% SATRI 2WAREh can be
accessed by thengq E&%Q%it‘(@PUEZ&?gﬁst%e ﬁ}ﬁ;t%ﬁ@é g.rs%J,r@maﬂ&,teachl ngs

provi ded herein, a person of ordi skill “in the w | appreciate
ot her ways heyboard, owttiodlds touwhisopebrmehtypads and al lvay oparbughindavie. (e20@82]

Clause 1. A,c ter-inplenmente hod of controlli.ng aspects of a

el at onal* SA0ARAEEe SRy e SEFFHL S IEOAEHU EHY ASHHOHE RGPS ng:
storage devices, such as disk drives, optical storage devices, and solid-state storage
devices such as random access memory (“RAM™) or read-only memory (“ROM”),

as well as removable media devices, memory cards, flash cards, etc.

[0080] Such devices also can include a computer-readable storage media reader, a
communications device (e.g., a modem, a network card (wireless or wired), an
infrared communication device, etc.), and working memory as described above. The
computer-readable storage media reader can be connected with, or configured to
receive, a computer-readable storage medium, representing remote, local, fixed,
and/or removable storage devices as well as storage media for temporarily and/or
niore permanently containing, storing, transmitting, and retrieving computer-
readable information. The system and various devices also typically will include a
number of software applications, modules, services, or other elements located within
at least one working memory device, including an operating system and application
programs, such as a client application or Web browser. It should be appreciated that
alternate embodiments may have numerous variations from that described above.

For example, customized hardware might also be used and/or particular elements
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under control of one or nore conputer systens configured with executable
instructions, receiving a Wb services call froma custoner to the contro
envi ronmew0 20fwiawgh a control interface; analyzing the Wel/useovioewss call to
determ ne an action to be perforned with respect to a rel ational database
and storing information for the determ ned action to a job queue;
extracting the information for the determ ned action fromthe job queue and
generating a workfl ow based at | east in part upon the information, the

wor kf |l ow conprising a series of tasks to be perfornmed in a data environnent

wi th respect .to .the detern.n tLaone.the-: | hahas iding in
the data en\?iug@tn%ﬁip? né?'ntegga%lﬁg{%gﬁge’%? ﬁ?’%ﬁ%ﬂ@ﬁ%&%‘g 1een i ng sZt% %%h:é:s

i nf or mat i on ahgletst, v bbaus Kibie chegttiormagir compuindi@sticesaatt semctworkhe dat a
environment operable to performthe task and return a response regarding
perfornancelmﬁm®ﬁﬁm¥@@W?Séﬁgdﬁﬁ%@§?ﬂﬁlconpletion of each non-final task
resulting in sending state information for a subsequent task of the

wor kf | ow t o [08d] wottiiabomerdiraad sompuistreadaric mediadpoepntainiag cedwioved from t he

host machi ne indicating that final tas f . r w. has. been

conpl et ed s@%@%lgf)ﬁf’?ci},’ Caglelﬁﬁlfl%a@f %P@f?ﬁqaléea?q?e%%ﬂﬁ%‘%?ﬁgaggﬁgI&c}%earlet hat the
action was sheeRss ftetde¥ i@l Sidr@thmMicitioh Mddhe seuhsisGuesiotilBniaddite to directly
access the relational database after the action is perforned using a data

i nterface ofvolakils andingnemlatile pmetablg aawn-rspesade Agdiaimplegantes) in any

[ . [0083 _i di
CTabee" 1" RSB0 s heBO R L IR LIS B0 10 12

clause 1, f At no ring t job q ormation for
any action tombeepmiafishleidiruétions rdaspenictires, phgraatmdeley, arotireedata, [ 0084]

Clause 3. A _conputer-i nlglgf/gent ed rre&%;gd accor di g}g to clause 1, further
conpri si ng: ERERAG!: b SRR, IRshrnen ST PHEHBFRORA %%yeﬁ)'addr ess
Sg?agg;é Lg%ﬂ?&i'gﬁﬂ =Rabld & REDFHSSATRIpLEA sRRERS habhGic’ @bitkonal

magnetic tape, magnetic disk storage or other magnetic storage devices, or any other

medium which can be used to store the desired information and which can be

accessed by the a system device. Based on the disclosure and teachings provided

herein, a person of ordinary skill in the art will appreciate other ways and/or

methods to implement the various embodiments.

[0082] Clause 1. A computer-implemented method of controlling
aspects of a relational database using a separate control environment, comprising:

under control of one or more computer systems configured with
executable instructions,

receiving a Web services call from a customer to the control
environment through a control interface;

analyzing the Web services call to determine an action to be
performed with respect to a relational database and storing information for the
determined action to a job queue;

extracting the information for the determined action from the job
queue and generating a workflow based at least in part upon the information, the
workflow comprising a series of tasks to be performed in a data environment with
respect to the determined action, the relational database residing in the data

environment;
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the data interface. [0085] C ause 4. A conputer-inplenented nmethod of
controlling aspects of a data environnent using a separate control

envi r onmewo,20moimpe28si ng: under control of one or nore ceEOPSeI10HYBITE NS
configured with executable instructions, analyzing a request received
through a control interface of the control environnent to determ ne an
action to be perfornmed with respect to the data environnment; generating a
wor kf Il ow for the determ ned action, the workfl ow conprising at | east one
task to be perforned in the data environnment with respect to the determ ned
action; for each task dbr dabk taskok fHeowrk8ewdiending statepmésmation fordbfaslnent in

the data environnent operable to performthe task and return a .response
regar di ng pé‘?f‘gPﬁﬁ?P@_é‘g f10f {,8° t&wﬁnﬁﬁlﬂ{m% eéw}r@%rﬁ‘arﬁsoé’eﬁabfértg@g{fm fromthe
host machi nend gl &RfdeRn b R&boRseltb@dllink deKodlantO 8f R dck| Dwichasfibeen

conpl eted, sending a notification through the control interface that the

request ed acvinpletionsf cashplootfew] tagh egsuiting dasending e indemmationidronment i s

accessi bl e u%ﬁ?ﬁ%ﬁ?f*@%&ﬁg‘%ﬂg tevp(%kﬂ%gv%aeﬁg %rrglgfrent Wi t hout accessing

the control 3 conpuater-1 npl.enent ed net hod

according to clause 4wheh@ir@ipanidie rélehadif®nsihemnest mhathate ihdiasingahs: a

rel ati onal database. [0087 ause 6. A conputer-inplenented, nethod

accor di ng t dingl tasksef the “Wﬂél%? hestisen cemplsted specessiplby serding e agtiigtion iynd t he
action inclyde rOvVi:Si ani one rel ati onal database.
[0088] C aus&fﬁeie “?}I:S%Rleé%%%e#%ﬁm%%%%%@@é%@%ﬁé%_cor ding to clause 4,
wherein the action i nedheekestatcubteast isabk wfdiec®aidcag, thaelaionalglatdbaski ng up,

scaling, replicating, provisioning, or npodjfyi dat a. i nstance in the
dat a envi r oBfgiihe agtimgs pertprapdaisgg W%Wfﬁﬁ%aé? 9?&‘6%@%‘3‘%%’[% o4tcor di ng

to clause A cgg@gggh{é &H&Olre@lqﬂg%eﬁt_s a Wb services call received to an

ext ernal | y-?am ng” appl 1 cation progranmng interface (API) of the control

envi ronment .
[0083] Clause 2. A computer-implemented method according to clause

1, further comprising:
monitoring the job queue for information for any action to be

performed with respect to the data environment.

[0084] Clause 3. A computer-implemented method according to clause
1, further comprising:

providing the customer with a DNS (domain name system) address
and port information enabling the customer to access the relational database using

the data interface.

[0085] Clause 4. A computer-implemented method of controlling
aspects of a data environment using a separate control environment, comprising:
under control of one or more computer systems configured with

executable instructions,

analyzing a request received through a control interface of the control
environment to determine an action to be performed with respect to the data |
environment;

generating a workflow for the determined action, the workflow
comprising at least one task to be performed in the data environment with respect to

the determined action;
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[ 0090] C ause 9. A conmputer-inplenented nethod according to clause 4,
wherein the data interface is an externally-facing APl of the control
envi r onmewo 2anckaseBbl e using a DNS address for a desi gnatedsdaba2d4nst ance.
[ 0091] d ause 10. A conputer-inplenented nmethod according to cl ause 4,
wherein at |east one of the tasks is selected fromthe group consisting of
creating a data instance, setting a storage volune of a data instance,
nodi fying a data i nstance, downl oadi ng binaries for a sel ected engine,
backup and recovery of a data instance, data replication and failover,
creating and nmanagi ng fer esdetask vijthg vouktloweasading g rederide edenpPa¢n In nanagi ng

Support -t ho BEe FhEpanea neooap A SR AR e oS SR e o et oo

accordi ng t QeGh@msBe 4f thelRkeaddl t he request is received to a Wb services

| ayer including conponents operable to é)erform at | east one task sel ected
fromthe group consi sthapasespangerieFrerivad (g Wi Bpy mpshig indicagdesiai al s,

aut hori zi ng r i Syan S Er ] - V.3l kan, and
mar ohal 1 ng 10 il B SpHio iR n aRERN entiBa MBI RIR N O
conput er - i npb@aral RitedaderbAiake RQoatd ok vaskaupleted, further conpri sing:
assenbl i ng the workfl ow usi ngg t asks sel ected based at .| east in part upon a
dat abase engi ne used PHFreih@lyEY he d3SERERMS isacssHiE wing v98lhe request .

[0094] d au . OipH = tgg{a?ﬁ] . J | ause 4,
further comﬁ?@%ﬁ&f\t}ﬁogglﬁgﬁrgbﬁ% in o(r?rgr%cglg%wgr%t (g%gg?%&g%r\&/i ronment to a
data store in the control environnent. [0095] Cl ause 14. A

conput er - i mp0S6ENt ed Mbtukod. accarammptaromplemestedanethod adverdingiorcdduse t he
conponent in the data,environnent .is, a host. r for a host machi ne
operable to p‘é’F?TS ¢ fida 4908 ?Ihattl??étﬂ%rﬁf%ﬂ{}”‘g?%%ﬁ@?ﬁ, t he host manager
being further operable to collect and nonitor health information for at

| east one aggpgg} of temdaba enwidoaipmitimplcafld rkdiBos ccbilingto clause

conput er-i npl enented net hod of nmintaining a data environnent using a

separ at e coht whereiaribe regrest i a Websprvicss agl; and

the action includes provisioning one of the at least one relational

database.

[0088] Clause 7. A computer-implemented method according to clause
4, wherein the action includes at least one of creating, deleting, backing up, scaling,

replicating, provisioning, or modifying a data instance in the data environment.

[0089] Clause 8. A computer-implemented method according to clause
4, wherein the request is a Web services call received to an externally-facing

application programming interface (API) of the control environment.

[0090] Clause 9. A computer-implemented method according to clause
4, wherein the data interface is an externally-facing API of the control environment

accessible using a DNS address for a designated data instance.

[0091] Clause 10. A computer-implemented method according to clause
4, wherein at least one of the tasks is selected from the group consisting of creating a
data instance, setting a storage volume of a data instance, modifying a data instance,
downloading binaries for a selected engine, backup and recovery of a data instance,

data replication and failover, creating and managing a security group, managing user
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under control of one or nore conputer systens configured with executable
instructions, periodically sending requests for status froma nonitoring
conponentwofotong4e2ent rol environnent to at | east one hogCTrwR@gERI4TO t he
data environnent responsible for nonitoring a data instance;receiving a
response fromat |east one host manager which received one of the requests
for status; analyzing the response to determ ne any action to be perforned
with respect to the data environment and generating a workflow for the
determ ned action, the workflow conprising at | east one task to be

performed in the data environnent with respect to the determ.ned action;
for each taskedsrtislhananssrekenrotaampndredeatial maragemant gKl atigching thost

manager to @ﬁgﬂ&ﬁg@}ﬁ@ %@ﬁﬁ(gggnﬁg&%(n a response with information
regardi ng perfornmance B the tas , a successful conpletion of each
non-final task resulting in sending state information for a subsequent task
of the workfl0@2]to t h€lavwse kil owAremamser-ingriementtiechmathpé spondiag isclawseei ved

fromthe host chine indicatin at final task. of ,t he workfl ow has been
o et ad < 2 BRRRI e reotics ol W Sk Gen i nnt R RO P g o ¢ he

data envir O'BP@[%Ble t&?&%&hﬂaﬁ@és@oﬁ@tagml&@é@ﬁ&ﬁwgﬂﬁimnsisﬁngepessI bl e using
a data interface w thout accessing the control environnment. [0097] C ause
16. A conputmathentinatiegreserebasad vh otkdanitds, dithgrizing ebas hrottBng whee resjuasts,t he dat a
i nstance corresponds,.to. a relational database,in the data environnment.
10008] 0 auds oot xalidshiot drf Mol s o R R L B ARG e S use 15,
further conprising: in response to analyzing the request to determ ne an
action to beogs|for medlast 02i ng A dhgiut@tinplediaited hethd@heordingth daiston to a

j ob queue, wherein the information is able to be extracted fromthe job
queue to gefefusiher eaREPTHIAS | ow. |

assembling the workflow using tasks selected based at least in part

upon a database engine used for the data component corresponding to the request.

[0094] Clause 13. A computer-implemented method according to clause
4, further comprising:
logging event information for the data environment to a data store in

the control environment.

[0095] Clause 14. A computer-implemented method according to clause
4, further wherein:

the component in the data environment is a host manager for a host
machine operable to perform the tasks in the data environment, the host manager
being further operable to collect and monitor health information for at least one

aspect of the data environment.

[0096] Clause 15. A computer-implemented method of maintaining a
data environment using a separate control environment, comprising: |

under control of one or more computer systems configured with
executable instructions,

periodically sending requests for status from a monitoring
component of the control environment to at least one host manager in the data

environment responsible for monitoring a data instance;
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[ 0099] O ause 18. A conputer-inplenented nmethod according to cl ause 15,
further conprising: when a response froma host manager is not received
wi t hi n a wetzeromumed period of tinme, sending another reqReStUSk@n/0344as us;
andwhen a response froma host manager is not received after a determ ned
nunber of requests, determning an action to be performed with respect to
the data environnment and generating a workflow for the determ ned acti on.
[ 0100] C ause 19. A conputer-inplenmented method according to cl ause 15,
wherein: the host manager .is operable to _collect and noni &?or heal t h
information for at | e&&€Iere? ESpse Hom gideshanehashyrpagsrdnichresesde in

generati ng Bﬁg?fﬁgﬁ)gﬂégtstf%sttm.request for status. [0101] C ause 20. A
ollithg a

system for confr ata énvironment using a separate control

envi ronment; conpri si agilyzhg tleasipoassetopietreirany aatich todegpeyformel widh ng
instructions that, when executed by the at |east, on rocessor, cause the
systemto: &FAFSiiethe @W@anm%énééﬁn‘irﬁ%ﬂmg‘ﬂ@%ﬁF gﬂe q%FW’Q%IFch of the

control enVEétmtwérﬁﬂgﬁtc%h?iﬁgﬁg%ﬂeéﬁ%QEhsk@o BepResRl HRtho\Walah respect to
the data environnment; generate a workflow for the determ ned action, the

wor kf | ow corpritainrgt atthirespstt totte detstined dotomger f ornmed in the data
environnment with respect to the.determ ned action: .for each tas f the

wor kfl ow, send a requg%ea‘f‘}btaﬁk 8%%‘5%@@”?’%‘?6{@@ &4ted ﬁ’\lf‘ﬁ?%ﬁ%ﬁ? ﬁ%Sgerabl eto
per f or m t he plaagder 3t inihb 1Ak 288 RANSS reGBALVIE ilBFhAoNaEGRdial t he task;

and when a response is received fromthe host nmachine indicating that a
final task oérformanepektht taskmsichesefil conpleterdf each nan-dinaldesk reedtingm t hr ough

it he dat a BV SRraRP I on e SR T RE AR B b b B e el
envi ronment nighhf@lindaccessi ng the control environnent.
when a response is received from the host machine indicating that a
final task of the workflow has been completed, storing information for the
performed action to a log for the data environment,

wherein data in the data environment is accessible using a data

interface without accessing the control environment.

[0697] Clause 16. A computer-implemented method according to clause

15, wherein:

the data instance corresponds to a relational database in the data

environment.

[0098] Clause 17. A computer-implemented method according to clause
15, further comprising:
in response to analyzing the request to determine an action to be

performed, storing information for the determined action to a job queue,

wherein the information is able to be extracted from the job queue o

generate the workflow.

[0099] Clause 18. A computer-implemented method according to clause
15, further comprising:
when a response from a host manager is not received within a

determined period of time, sending another request for status; and
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[0102] Cause 2 1. A systemaccording to clause 20, further conprising: an
externally-facing APl in the control environnent operable to receive the
request, wbensimn42Be request is a Web services call.[0108/iSc@use422. A
system according to clause 20, wherein: the data interface is an

external |l y-facing APl of the control environment accessible using a DNS
address for a designated data instance. [0104] C ause 23. A system
according to clause 20, further conprising:. a Wb services layer in the
control environnment operable to rﬁcei ve the request ande(ggﬁform at | east

one task selected froft*Ré& "GO ‘Efﬁé‘ih:?ﬁlﬁ_ﬁna&e“éﬁ‘f’h’?ﬁ?liv g users based
on credenti glfemadl RAMbE Me&ir%%{slsdetélﬁﬁﬁhF lah B HSE Tbe RAVRIE Bwith 8&pedt NPUL
validation, and marshalling or unmarshalling requests and responses. [0105]
Cl ause 24. Ao theshismmoonmditragd genarhtngsewakilofwfor Herdetompredsichon. a wor kf | ow
conponent operable to assenble the workfl ow using tasks sel ected based at

| east in par on a t abase engine used for the data conponent
correspondi r{gl t he g’g%ﬂ?gg? . [roklf%ﬁlp%rél iela%l&e(%ngtglﬂ%ﬁfcé)ﬂ%f}g gog?lgllﬁepr oduct
enbedded i n 13 &hempt er - r eadabl e nmedi um and i ncl uding instructions that,

when executed by at |east one conputing device, cause the at |east one
conputing device to: akfaioprmanagerinpstablede spliedd arhmonier keallbnt rol i nterface

of the contr i r rpne t . ith
espect to tRen L B b8 FELEGPUIRANRELL AR B, B8 RELASAIRANE |4
action, the rawpokdeltotheceausi forsgnat | east one task to be perfornmed in the
data environnment with respect to the determ ned action; for each task of

t he workfl ow. send a request to.a co nent in the data environnent

oper abl e to\fv'?)’é)rlformt (1}‘32{2 and‘sryéﬁegf rﬁ"‘?‘@%@%%é“?@%‘ﬁ?%“ﬁ&t]&%% &r mance of
the task; agthpheBofrdi STRRRRRAL, S0k g@iing_ed fromthe host machine indicating
that a final task of the workfl'ow has Been conpl eted, send a notification
t hrough the control i atleadstaoeptoeedsot;lard r equest ed acti on was conpl et ed,

wherein data in the d%}e?no?'}rfl }/r{cfu%ri]nréei?lgtrlllc%iogg ?1 , %\Irh%L %xeuc%%ergigoya’[hg g‘;[ I%ast one

processor, cause the system to:

analyze a request received through a control interface of the control
environment to determine an action to be performed with respect to the data
environment;

generate a workflow for the determined action, the workflow
comprising at least one task to be performed in the data environment with respect to
the determined action;

for each task of the workflow, send a request to a component in the
data environment operable to perform the task and return a response regardiﬁg
performance of the task; and

when a response is received from the host machine indicating that a
final task of the workflow has been completed, send a notification through the
control interface that the requested action was completed,

wherein data in the data environment is accessible using a data

interface of the data environment without accessing the control environment.

[0102] Clause 21. A system according to clause 20, further comprising:
an externally-facing API in the control environment operable to

receive the request, wherein the request is a Web services call.
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interface of the data environnent w thout accessing the control
environnent . [ 0107] C ause zo. conputer program pruuuci accorung tu ci ause
ZJ, furtheoomeciiwaddng i nstructions that, when executed lpgTaiS2010M34470N€E
conputing device, cause the at | east one conputing device to: provide an
externally-facing APl in the control environment operable to receive the
request. [0108] d ause 27. A conputer program product according to clause
25, further including instructions that, when executed by at |east one
conputi ng dg0103¢, cauddaush@2at llessStenpaconbnpistdlage d@wwineeino: provi de a Wb

services layer in the _control environnment rable to receive the request
and perform at | east qt%glﬁerggﬁWﬁw}ﬁ?{%ﬁ@gdﬁ&}pﬁt%%ﬁgﬁ ng of
aut hent i cat lohgirdkidnt al25EHe Wing %ﬂ@@%ﬂ&b%fo@yﬁl&@%&i’éd%téﬁﬁ%ﬁce. throttling

user requests, user input validation, and marshalling or unmarshalling
requests and responses. [0109] C ause 28. A conputer program product
accordi ng t 0huse 2% ladsgeBher A ﬁtsteudaqqrgrdimﬁogl?@sﬁ 8t tcompKiéZexecut ed
by at | east one conputi devi c cause th t least .on i devi ce
to provide a workfl owac‘g%?)%eﬁgﬁ?se%%%rlﬁ o ﬁoa%gg%ﬁngmt% ra&%&E? %égvﬂ/% usi ng

t asks sel ectigtrchaseshdferfoR@Si 1da8t R MtiskUbpROted At BB as@: kisgngusied for the
data conmponent corresponding to the request. [0110] The specification and

drawi ngs ar eéuthgelicsiag Refrs/based op eredenfinly edthprziag upgrs, (ROHHRE YT FOUURES. t han a
restrictive L\ - i I i fications
and changes ugrégﬁ‘ﬁ% vrgr%%?e 0b’naenrd gﬁn oaﬁ:l\r}\lnjgt (ﬁrgﬁnﬁy%%gtg#@frg@efs t\régfrlréi ? elééorlg%gader spirit

and scope of the invention as set forth in the clainms. WHAT IS CLAIMED 1. A

conput er - i mppESEnt ed Gidusedd4.of eosysteal ddcoglimstpedtuse B, fartiatcamgrvingonnent

using a separate control epnvironnment, cogﬁri Si n%:rl under ntrol of one or
nore conputer systens? i FeuraReeh orsialle fogremblr dhe WertlgWdsing sl yzing a

request reC?AsK?&I&l&f&)&gﬁﬂe& 1%;&{;% aﬂ&h%ra‘a%sseoéntgm%swmrw dRQVi ronment to

determ ne an action to pertormed wth respect” to the data environnent;
gener ati ng aompoiet owrdspondimetodbe sguested action, the workfl ow

[0106] Clause 25. A computer program product embedded in a
computer-readable medium and including instructions that, when executed by at
least one computing device, cause the at least one computing device to:

analyze a request received through a control interface of the control
environment to determine an action to be performed with respect to the data
environment;

generate a workflow for the determined action, the workflow
comprising at least one task to be performed in the data environment with respect to
the determined action;

for each task of the workflow, send a request to a component in the
data environment operable to perform the task and return a response regarding
performance of the task; and

when a response is received from the host machine indicating that a
final task of the workflow has been completed, send a notification through the
control interface that the requested action was completed,

wherein data in the data environment is accessible using a data

interface of the data environment without accessing the control environment.
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conprising at |east one task to be perforned in the data environnment with
respect to the determ ned action; for each task of the workflow, sending a
request twoaonompasent in the data environnent operabl epro/ysesivoesé he t ask
and return a response regarding performance of the task; and when a
response is received fromthe host machine indicating that a final task of
t he workfl ow has been conpl eted, sending a notification through the control
interface that the requested action was conpleted, wherein data in the data
envi ronment [§97hccess{HUSE 48 ng ACHBUCTIDRPEBI PEGIUST ACHENRIOL HENT P onnent

Wi L hout aCCRGRD el A onHaL HARTRRLcue by SR TBh e EBALE et hod

according to claim erein: ta 1s stored 1n at ast- one
rel ati onal daisalisesa least onk coamutihgdeviogpioenent ed nmet hod according to claim 2,

wherein: the request is a Wb servjces. call; and the action includes
provi si oni ng one of tREVe e ariBE A n e coavahsaskoamen bperdbf

conput er - %ﬁ@?@éﬁﬁr@egﬁjd according to claim1, wherein: the request is a
Web services call recefved to an externally-facing application progranm ng

interface (APlgﬂdof the control environnment. 5. A conputer-inplenented
net hod accorld1Ufj to cChiuse 17. whéramimputar ipeogtiarh graducieaccarsiéng to ciawse 25,

external |l y-fagin Pl of the coptrol envir nt ,accessi bl e.usiing a DNS

address f or ngEdliineebitfiof ol Fhel B Y TSGR Rt p 8% e hoo
accordi ng t eafsk gemt IdastdiRIcBputihH Beviedest is received to a Wb services
| ayer including conponents operable to performat |east one task sel ected

fromthe group consi spiowigleaf Wabsersices leaen ingharaasl emdeament enesditoi al s,
authori zi N9 438E e rteslﬁe%{ zucf ﬂ%gfo%eali 1hSINE HsR selected from the group consisting

of authenticating users based on credentials, authorizing users, throttling user
requests, user input validation, and marshalling or unmarshalling requests and

reSponscs.

[0109] Clause 28. A computer program product according to clause 25,

further including instructions that, when executed by at least one computing device,
cause the at least one computing device to provide a workflow component operable
to assemble the workflow using tasks selected based at least in part upon a database

engine used for the data component corresponding to the request.

[0110] The specification and drawings are, accordingly, to be regarded in an
illustrative rather than a restrictive sense. It will, however, be evident that various
modifications and changes may be made thereunto without departing from the

broader spirit and scope of the invention as set forth in the claims.
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user input validation, and marshalling or unmarshalling requests and
responses. 7. A conputer-inplenented nethod according to claim1l, further
conpri si ngo 208m2Bi ng t he wor kfl ow usi ng tasks sel ect e#Clvaseadombysdieast in
part upon a database engi ne used for the data conponent corresponding to
the request. 8. A conputer-inplenented nethod of maintaining a data

envi ronnent using a separate control environnent, conprising: under control
of one or nﬁﬂéﬂﬁgﬁﬁﬁﬁﬁgﬂﬂistens configured with executable instructions,
periodically sending requests for status froma nonitoring conmponent of the
control environment tp at A%%%%ufé?—%nﬁ@ﬁlten%mgd 6%05{}8111&1@%%)&&"&1‘”””‘9“
responsible for nonitoring a data i nstance; recelving a response from at

| east one h&gi endERAgRht WinLChsdpacsd sdtrobae/inhniche comgtidsg:s for status;

anal yzing the response to deternine any action to be performed with respect
to the data envir onne¥ICHANHEAEPRER GTHBOTS CREPRICT SYsterey configuigd et nedact i on,
t he morkflq&&gﬂ%@Fm&gﬂgg W th respect to the determ ned action; for each
task of the wor ow, sending state information to the host nanager to
performthe task and ametyzing areqespousiecdihrbughrd ammal intarface githdicogtrol
performance of the task, a. successful, conpletjon of each _non-final task
Pesul ting | iVEEREFHJO SEISRING A 6P e 106 PRAPrECLHA fRemeo tRekibf  he

wor kf | ow t it igneikf | ow manager; and when a response is received fromthe
host machine indicafing that a final task of the workflow has been

conpl et ed, storing i rdeoemting envoirkoitow e thedftomieel ativhahe vorkildvog for t he
dat a environmenti mhﬁrein gagg %n H?e d%pa en %ronnent IS ccessi?le usi ng
a data i nt eFPRETRY [t OngdREde PR G IR o PG meRh Y &SPt to

conput er - i NRE goEALiAEd ARidaod according to claim8, wherein: the data

instance corresponds to a_ rel ational database in the data ]
for each task of the workflow, sending a request to a component in

the data environment operable to perform the task and return a response regarding
performance of the task; and

when a response is received from the host machine indicating that a
final task of the workflow has been completed, sending a notification through the
control interface that the requested action was completed,

wherein data in the data environment is accessible using a data

interface of the data environment without accessing the control environment,

2. A computer-implemented method according to claim 1,
wherein:

the data is stored in at least one relational database.

3. A computer-implemented method according to claim 2,
wherein:

the request is a Web services call; and

the action includes provisioning one of the at least one relational
database.
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environment. 10. A conputer-inpl emented nmethod according to claim8,
further conprising: in response to analyzing the request to determ ne an
action towvbeopenioesned, storing information for the detecmusedomacdsron to a
j ob queue, wherein the information is able to be extracted fromthe job
gueue to generate the workflow. 11. A conputer-inplenented nethod accordi ng
to claim8, further conprising: when a response froma host manager is not
received within a determ ned period of time, sending another request for
status; and when a redponse tommmter-inpdémemathgethod acovoding ecebived, after a
determ ned nynber of requests, deterniining an action to be perfornmed with
respect to tYi€'d%ta environnent and generating a workflow for the

determ ned action. 12. t&%ﬁs@ﬁ]at‘ﬁébg&pféé%dﬂil@ i@edjt%taﬁe‘i{é\‘ﬁﬂlgr%&ﬁg using a

separate control environ , conprising: at least one procéssor; and
menory i ncl applivgtiom stogrrmmmgsntetfate (A pof thx ecuitd dnhiyortniemt.at | east one
processor, cause the systemto: analyze a request received through a

control interface of the cqntrol environ t etermn n_action to be
performed with respect to 3H§mHaW3*EW&F%%ﬁ%§H?3°§8%@F§¥%ﬁa§%8} low for the
determ ned agttepn, the workflow conprising at | east one task to be
performed in the data environnment with resggct to the determ ned action;

for each task of the Vhsrdefainigrfageisangxicaeplysicing Alobmsavahel in the data
environment e&ﬁﬁ{nﬁ%’n aécgséi‘o% ‘éﬁh L 06 LRk 30d & %{Ed?da{agﬁﬁ%’i‘c%.e regarding
performance 0 e 1ask; an en a response I's Teceive rom t he host
machi ne indicating that a final task of the workflow has been conpl et ed,
send a notification through ddrgpueasitnpimednnidanétaceadcoating eclsieguest ed action
was conpl eted, .

wherein:

the request is received to a Web services layer including components
operable to perform at least one task selected from the group consisting of
authenticating users based on credentials, authorizing users, throttling user requests,

user input validation, and marshalling or unmarshalling requests and responses.

7. A computer-implemented method according to claim 1,
further comprising:
assembling the workflow using tasks selected based at least in part

upon a database engine used for the data component corresponding to the request.

8. A computer-implemented method of maintaining a data
environment using a separate control environment, comprising:

under control of one or more computer systems configured with
executable instructions,

periodically sending requests for status from a monitoring
component of the control environment to at least one host manager in the data
environment responsible for monitoring a data instance;

receiving a response from at least one host manager which received
one of the requests for status;

analyzing the response to determine any action to be performed with

respect to the data environment and generating a workflow for the determined
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wherein data in the data environnment is accessible using a data interface
of the data environnent w thout accessing the control environnent. 13. A
system acwonrdiong442e cl ai m 12, further conprising: an exwremrnsbkéobeacs ng AP
in the control environnent operable to receive the request, wherein the
request is a Web services call. 14. A systemaccording to claim12,
wherein: the data interface is an externally-facing APl of the control
envi ronment aad@e s workflogicng a DNS address for a designated data instance.
15. A system according to claim fuyrther, conprisin a Web services

| ayer in th@nﬁimﬂeélltwéthﬁ?%%ﬁlﬂe Bideactigny gEEI ve tghe request and

performat |east one %ase sékq&fﬂ%%f@w b ot g%%eﬁﬂ&%aﬁfom&ﬂfefhost

aut henti cati ng users on credentials, authorizing users, throttling
user requestmpageséo penfigrut the sdskchad roncn aamquma: siithlihforigatom regardinghal | ng
requests a.nderfo a%ges SP the task, a successful completion of each non-final task resulting in
sending state information for a subsequent task of the workflow to the workflow
manager; and
when a response is received from the host machine indicating that a
final task of the workflow has been completed, storing information for the
performed action to a log for the data environment,
wherein data in the data environment is accessible using a data

interface without accessing the control environment.

0. A computer-implemented method according to claim 8,
wherein:

the data instance corresponds to a relational database in the data
environment.

10. A computer-implemented method according to claim 8,
further comprising:

in response to analyzing the request to determine an action to be
performed, storing information for the determined action to a job queue,
wherein the information is able to be extracted from the job queue to

generate the workflow.

11. A computer-implemented method according to claim &,
further comprising:

when a response from a host manager is not received within a
determined period of time, sending another request for status; and

when a response from a host manager is not received after a
determined number of requests, determining an action to be performed with respect

to the data environment and generating a workflow for the determined action.
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12. A system lor controlling a data environment using a separate
control environment, comprising:

at least one processor; and _

memory including instructions that, when executed by the at least one
processor, cause the system to:

analyze a request received through a control interface of the control
environment to determine an action to be performed with respect to the data
environment;

generate a workflow for the determined action, the workflow
comprising at least one task to be performed in the data environment with respect to
the determined action;

for each task of the workflow, send a request to a component in the
data environment operable to perform the task and return a response regarding
performance of the task; and

when a response is received from the host machine indicating that a
final task of the workflow has been completed, send a notification through the
control interface that the requested action was completed,

wherein data in the data environment is accessible using a data

interface of the data environment without accessing the control environment.

13. A system according to claim 12, further comprising;
an externally-facing API in the control environment operable to

receive the request, wherein the request is a Web services call.

14. A system according to claim 12, wherein:
the data interface is an externally-facing APT of the control

environment accessible using a DNS address for a designated data instance,

15. A system according to claim 12, further comprising:

a Web services layer in the control environment operable to receive
the request and perform at least one task selected from the group consisting of
authenticating users based on credentials, authorizing users, throttling user requests,

user input validation, and marshalling or unmarshalling requests and responses.
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