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Description
Title of Invention: APPARATUS FOR BOOTSTRAP
PROCESSING HOMOMORPHIC ENCRYPTED MESSAGE AND

METHOD THEREOF
Technical Field

[1] The present disclosure relates to an apparatus and method for efficiently performing

a method of bootstrapping a homomorphic encrypted message.

Background Art

[2] As communication technology develops and electronic devices spread, efforts are
continuously made to maintain communication security between the electronic devices.
Accordingly, encryption/decryption technology is used in most communication envi-
ronments.

[3] When messages encrypted by the encryption technology are delivered to the other
party, the other party needs to perform decryption in order to use the messages. In this
case, the other party wastes resources and time in the process of decrypting the
encrypted data. In addition, when a third party is performing hacking while the other
party temporarily decrypts messages for calculation, there is a problem in that the
messages may be easily leaked to the third party.

[4] In order to solve this problem, a homomorphic encryption method is being studied.
According to the homomorphic encryption, even if calculation is performed on
encrypted messages themselves without decrypting the encrypted information, it is
possible to obtain the same result as the encrypted value after performing calculation
on a plain text. Accordingly, various calculations may be performed without de-
crypting the encrypted messages.

[5] However, when homomorphic calculation such as homomorphic multiplication are
performed, a plain text space within the homomorphic encrypted message decreases,
and when the plain text space is reduced below a certain size, the calculation is no
longer possible. In this respect, recently, a bootstrapping method capable of extending
the plain text space of the homomorphic encrypted message has been used.

[6] However, since the existing bootstrapping method has a problem in that calculation
accuracy may change due to amplification of an error during reflection of a scaling
factor, a bootstrapping method with high calculation accuracy is required.

Disclosure of Invention

Technical Problem

[7] Therefore, an object of the present disclosure is to provide an apparatus and method
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for efficiently performing a bootstrapping calculation on homomorphic encrypted
messages.
Solution to Problem

According to an aspect of the present disclosure, a method of processing an
encrypted message includes: performing calculation on a homomorphic encrypted
message on an approximate message including an error; and when a proportion of the
approximate message in a calculation result encrypted message acquired by the cal-
culation exceeds a threshold value, extending a plain text space of the calculation result
encrypted message, in which the extending of the plain text space includes: generating
a first intermediate encrypted message by applying a preset bootstrapping calculation
to the calculation result encrypted message; generating a second intermediate
encrypted message by applying the preset bootstrapping calculation to a subtraction
calculation result between the calculation result encrypted message and the first in-
termediate encrypted message; and generating a homomorphic encrypted message
having an extended plain text space by performing a subtraction calculation of the
second intermediate encrypted message on the first intermediate encrypted message.

In the generating of the first intermediate encrypted message, a scaling factor may be
reflected to have a preset range of the calculation result encrypted message, the preset
bootstrapping calculation may be applied to the calculation result encrypted message in
which the scaling factor is reflected, and the scaling factor may be reflected in a result
to which the preset bootstrapping calculation is applied to generate the first in-
termediate encrypted message.

The preset range may be [-1, 1].

The preset range may be [-2%-Dn, 20-bn] “where k may be the number of repetitions of
the extending of the plain text space, and n may be precision.

The preset bootstrapping calculation may include: extending a modulus of the ho-
momorphic encrypted message; linearly transforming the homomorphic encrypted
message having the extended modulus into a polynomial form; performing an ap-
proximate modulus calculation on the homomorphic encrypted message transformed
into the polynomial form using a polynomial equation set so that input values within
the preset range approximate an integer point; and linearly transforming a result of cal-
culating the approximate modulus into a form of the homomorphic encrypted message.

The preset bootstrapping calculation may include: linearly transforming the ho-
momorphic encrypted message into a polynomial form; extending the modulus of the
homomorphic encrypted message linearly transformed into the polynomial form;
performing an approximate modulus calculation on a result of extending the modulus;

and linearly transforming the result of calculating the approximate modulus into a form
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of the homomorphic encrypted message.
According to another aspect of the present disclosure, an arithmetic unit includes: a

memory configured to store a homomorphic encrypted message for an approximate
message including an error; and a processor configured to perform calculation on the
homomorphic encrypted message, in which the processor generates a first intermediate
encrypted message by applying a preset bootstrapping calculation to the calculation
result encrypted message, generates a second intermediate encrypted message by
applying the preset bootstrapping calculation to a subtraction calculation result
between the calculation result encrypted message and the first intermediate encrypted
message, and generates a homomorphic encrypted message having an extended plain
text space by performing a subtraction calculation of the second intermediate
encrypted message on the first intermediate encrypted message.

The processor may reflect a scaling factor to have a preset range of the calculation
result encrypted message, apply the preset bootstrapping calculation to the calculation
result encrypted message in which the scaling factor is reflected, and reflect the scaling
factor in a result to which the preset bootstrapping calculation is applied to generate the
first intermediate encrypted message.

The preset range may be [-1, 1].

The preset range may be [-2&Dr 20<Dn] “where k may be the number of repetitions of
the extending of the plain text space, and n may be precision.

The processor may extend a modulus of the homomorphic encrypted message,
linearly transform the homomorphic encrypted message having the extended modulus
into a polynomial form, perform an approximate modulus calculation on the ho-
momorphic encrypted message transformed into the polynomial form using a
polynomial equation set so that input values within the preset range approximate an
integer point, and linearly transform a result of calculating the approximate modulus
into a form of the homomorphic encrypted message to perform the preset boot-
strapping calculation.

The processor may linearly transform the homomorphic encrypted message into a
polynomial form, extend the modulus of the homomorphic encrypted message linearly
transformed into the polynomial form, perform an approximate modulus calculation on
a result of extending the modulus, and linearly transform the result of calculating the
approximate modulus into a form of the homomorphic encrypted message to perform

the preset bootstrapping calculation to perform the preset bootstrapping calculation.

Advantageous Effects of Invention

According to various embodiments of the present disclosure as described above, it is
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possible to perform a bootstrapping operation while maintaining higher accuracy than
before.
Brief Description of Drawings

FIG. 1 is a diagram for describing a structure of a network system according to an
embodiment of the present disclosure.

FIG. 2 is a block diagram illustrating a configuration of a arithmetic unit according to
an embodiment of the present disclosure.

FIG. 3 is a diagram for describing a bootstrapping operation.

FIG. 4 is a diagram for describing the bootstrapping operation of the present
disclosure.

FIG. 5 is a flowchart for describing a method of processing a homomorphic
encrypted message according to the present disclosure.

FIG. 6 is a flowchart for describing the bootstrapping operation of the present
disclosure.

FIG. 7 is a flowchart for describing an operation of extending a plain text space of
the present disclosure.

FIG. 8 is a diagram illustrating an algorithm of a bootstrapping operation according
to a first embodiment of the present disclosure.

FIG. 9 is a diagram illustrating an algorithm of a bootstrapping operation according
to a second embodiment of the present disclosure.

FIGS. 10 and 11 are diagrams for describing a change in precision due to the boot-
strapping operation.
Mode for the Invention

Hereinafter, the present disclosure will be described in detail with reference to the ac-
companying drawings. Encryption/decryption may be applied to an information (data)
transmission process performed in the present disclosure, if necessary, and all ex-
pressions describing the information (data) transmission process in the present
disclosure and claims should be interpreted as including cases of encryption/decryption
even if not separately stated. In the present disclosure, expressions such as
"transmission (delivery) from A to B" or "A receiving from B" include transmission
(delivery) or reception with another medium included therebetween, and does not nec-
essarily express only what is directly transmitted (delivered) or received from A to B.

In the description of the present disclosure, the order of each step should be un-
derstood as non-limiting unless the preceding step needs to be logically and temporally
performed necessarily before the following step. In other words, except for the above
exceptional cases, even if the process described as the following step is performed

before the process described as the preceding step, the nature of the disclosure is not
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affected, and the scope should also be defined regardless of the order of the steps. In
this specification, "A or B" is defined to mean not only selectively indicating either one
of A and B, but also including both A and B. In addition, in the present disclosure, the
term "include" has a meaning encompassing further including other components in
addition to elements listed as included.

In this disclosure, only essential components necessary for the description of the
present disclosure are described, and components unrelated to the essence of the
present disclosure are not mentioned. In addition, it should not be interpreted as an
exclusive meaning that includes only the mentioned components, but should be in-
terpreted as a non-exclusive meaning that may include other components.

In addition, in the present disclosure, "value" is defined as a concept including a
vector as well as a scalar value. In the present disclosure, the expressions such as
"compute," and "calculate" may be replaced by an expression that produces a result of
the corresponding computation or calculation. In addition, unless otherwise stated, cal-
culation of an encrypted message to be described below means a homomorphic cal-
culation. For example, an addition of a homomorphic encrypted message means a ho-
momorphic addition of two homomorphic encrypted messages.

Mathematical calculations and computations of each step of the present disclosure to
be described below may be implemented as computer calculations by the known
coding method and/or coding designed to suit the present disclosure.

Specific equations to be described below are illustratively described among possible
alternatives, and the scope of the present disclosure should not be construed as being
limited to equations mentioned in the present disclosure.

For convenience of description, in the present disclosure, a notation is defined as
follows.

a « D: select element (a) according to distribution (D)

sl, s2 € R: S1, S2: Each of S1 and S2 is an element belonging to set R

mod(q): Modular calculation with element q

| - ] :Round-off internal value

Hereinafter, various embodiments of the present disclosure will be described in detail
with reference to the accompanying drawings.

FIG. 1 is a diagram for describing a structure of a network system according to an
embodiment of the present disclosure.

Referring to FIG. 1, a network system may include a plurality of electronic devices
100-1 to 100-n, a first server device 200, and a second server device 300, each of
which may be connected to each other through a network 10.

The network 10 may be implemented in various types of wired and wireless commu-

nication networks, broadcast communication networks, optical communication
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networks, cloud networks, etc., and each device may be connected in a manner such as
Wi-Fi, Bluetooth, near field communication (NFC), etc., without a separate medium.

Although FIG. 1 illustrates a plurality of electronic devices 100-1 to 100-n, a
plurality of electronic devices are not necessarily used, and one device may be used.
For example, the electronic devices 100-1 to 100-n may be implemented as various
types of devices such as smart phones, tablets, game players, PCs, laptop PCs, home
servers, and kiosks. In addition, the electronic devices 100-1 to 100-n may be im-
plemented in the form of home appliances to which an IoT function is applied.

Users may input various types of information through the electronic devices 100-1 to
100-n they use. The input information may be stored in the electronic devices 100-1 to
100-n themselves, but may also be transmitted to and stored in an external device for
storage capacity and security reasons. In FIG. 1, the first server device 200 may serve
to store such information, and the second server device 300 may serve to use some or
all of the information stored in the first server device 200.

Each of the electronic devices 100-1 to 100-n may homomorphically encrypt the
input information and transmit the homomorphic encrypted messages to the first server
device 200.

Each of the electronic devices 100-1 to 100-n may include encryption noise, i.e., an
error, generated in the process of performing homomorphic encryption in an encrypted
message. Specifically, the homomorphic encrypted messages generated by each of the
electronic devices 100-1 to 100-n may be generated in a form in which a result value
including a message and an error value is restored when decrypted later using a secret
key.

For example, when the homomorphic encrypted messages generated by the
electronic devices 100-1 to 100-n are decrypted using a secret key, the homomorphic
encrypted messages may be generated in a form that satisfies the following natures.

[Equation 1]

Dec(ct, sk) = <ct, sk> = M+e(mod q)

Here, <, > denotes a dot product calculation (usual inner product), ct denotes an
encrypted message, sk denotes a secret key, M denotes a plain text message, e denotes
an encryption error value, and mod q denotes a modulus of an encrypted message. q
should be selected to be greater larger than a result value M obtained by multiplying a
scaling factor A by a message. When an absolute value of the error value e is suf-
ficiently small compared to M, a decryption value M+e of the encrypted message is a
value that may replace the original message with the same precision in significant
figure calculation. Among the decoded data, an error may be placed on the least sig-
nificant bit (LSB) side, and M may be placed on the next least significant bit side.

When a size of the message is too small or too large, the size may be adjusted using a
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scaling factor. When the scaling factor is used, not only an integer type message but
also a real number type message may be encrypted, and thus, the usability of the
message may be greatly increased. In addition, by adjusting the size of the message
using the scaling factor, a size of an area where messages exist in the encrypted
message after the calculation is made, that is, a size of an effective area may also be
adjusted.

Depending on the embodiment, a modulus g of the encrypted message may be set
and used in various forms. For example, the modulus of the encrypted message may be
set in the form of an exponential power q=AU of the scaling factor A. When A is 2, A
may be set to a value such as q=2'°.

In addition, the homomorphic encrypted message according to the present disclosure
is described on the assumption that a fixed point is used, but may be applied even
when a floating point is used.

The first server device 200 may store the received homomorphic encrypted message
in an encrypted message state without decrypting received homomorphic encrypted
message.

The second server device 300 may request a specific processing result for the ho-
momorphic encrypted message from the first server device 200. The first server device
200 may perform a specific calculation according to the request of the second server
device 300 and then transmit the result to the second server device 300.

For example, when encrypted messages ctl and ct2 transmitted by the two electronic
devices 100-1 and 100-2 are stored in the first server device 200, the second server
device 300 may request, from the first server device 200, a value obtained by summing
information provided from the two electronic devices 100-1 and 100-2. The first server
device 200 may perform calculation for summing the two encrypted messages
according to the request, and then transmit the result value ctl + ct2 to the second
server device 300.

Due to the nature of the homomorphic encrypted message, the first server device 200
may perform the calculation without the decryption, and the result value is also in the
form of an encrypted message. In the present disclosure, the result value obtained by
calculation is referred to as a calculation result encrypted message.

The first server device 200 may transmit the calculation result encrypted message to
the second server device 300. The second server device 300 may decrypt the received
calculation result encrypted message and acquire calculation result values of data
included in each homomorphic encrypted message.

The first server device 200 may perform the calculation several times according to a
user request. In this case, proportions of approximate messages within the calculation

result encrypted messages obtained for each calculation is different. The first server
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device 200 may perform a bootstrapping operation when the proportions of the ap-
proximate messages exceed a threshold value. In this way, the first server device 200
may be referred to as an arithmetic unit in that it may perform the calculation
operation.

Specifically, when q is less than M in Equation 1 described above, since M+e (mod
q) has a different value from M+e, the decryption becomes impossible. Therefore, the
q value should always be kept greater than M. However, as the calculation progresses,
the q value gradually decreases. Therefore, an operation of changing the q value so that
the q value is always greater than M is required, and this operation is called the boot-
strapping operation. As such a bootstrapping operation is performed, the encrypted
message may be calculated again. A specific operation related to the bootstrapping will
be described later with reference to FIGS. 3 and 4.

Meanwhile, FIG. 1 illustrates a case where the first electronic device and the second
electronic device perform the encryption and the second server device performs the de-
cryption, but is not necessarily limited thereto.

FIG. 2 is a block diagram illustrating a configuration of an arithmetic unit according
to an embodiment of the present disclosure.

Specifically, in the system of FIG. 1, a device that performs homomorphic en-
cryption, such as the first electronic device and the second electronic device, a device
that calculates the homomorphic encrypted message, such as the first server device,
and a device that decrypts the homomorphic encrypted message, such as a second
server device, may be referred to as an arithmetic unit. The arithmetic unit may be
various devices such as a personal computer (PC), a laptop computer, a smart phone, a
tablet, and a server.

Referring to FIG. 2, an arithmetic unit 400 may include a communication device 410,
a memory 420, a display 430, a manipulation input device 440, and a processor 450.

The communication device 410 is formed to connect the arithmetic unit 400 to an
external device (not illustrated), and may be connected to the external device through a
local area network (LAN) and the Internet network or be connected to the terminal
apparatus through a USB port or a wireless communication (for example, wireless
fidelity (WiFi), 802.11a/b/g/n, near field communication (NFC), or Bluetooth) port.
Such a communication device 410 may also be referred to as a transceiver.

The communication device 410 may receive a public key from the external device
and transmit the public key generated by the arithmetic unit 400 itself to the external
device.

Also, the communication device 410 may receive a message from the external device
and transmit the generated homomorphic encrypted message to the external device.

Also, the communication device 410 may receive various parameters required for
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generating an encrypted message from an external device. Meanwhile, upon imple-
mentation, various parameters may be directly received from a user through a ma-
nipulation input device 440 to be described later.

In addition, the communication device 410 may receive a request for calculation of
the homomorphic encrypted message from an external device and transmit the
calculated result to the external device.

The memory 420 is a component for storing O/S for driving the arithmetic unit 400,
various software, data, and the like. The memory 420 may be implemented in various
forms such as RAM, ROM, flash memory, HDD, external memory, and memory card,
but is not limited to any one.

The memory 420 stores the message to be encrypted. Here, the message may be
various types of credit information, personal information, and the like cited by a user,
and may also be information related to location information used in the arithmetic unit
400 and a use history such as Internet usage time information.

In addition, the memory 420 may store a public key, and when the arithmetic unit
400 is a device that directly generates the public key, the memory 420 may store not
only a secret key, but also various parameters necessary for generating the public key
and the secret key.

Also, the memory 420 may store the homomorphic encrypted message generated in
the process described below. Also, the memory 420 may store the homomorphic
encrypted message transmitted from the external device. Also, the memory 420 may
store the calculation result encrypted message that is the result of the calculation
process described later.

The display 430 displays a user interface window for selecting a function supported
by the arithmetic unit 400. Specifically, the display 430 may display a user interface
window for selecting various functions provided by the arithmetic unit 400. The
display 430 may be a monitor such as a liquid crystal display (LCD) and organic light
emitting diodes (OLED), and may be implemented as a touch screen capable of simul-
taneously performing the functions of the manipulation input device 440 to be
described later.

The display 430 may display a message requesting input of parameters necessary for
generating a secret key and a public key. Also, the display 430 may display a message
in which an encryption target selects a message. Meanwhile, the encryption target may
be directly selected by a user or may be automatically selected in implementation. That
is, personal information or the like that requires encryption may be automatically set
even if a user does not directly select a message.

The manipulation input device 440 may receive a function selection of the arithmetic

unit 400 and a control command for the function from the user. Specifically, the ma-
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nipulation input device 440 may receive parameters necessary for generating a secret
key and a public key from the user. Also, the manipulation input device 440 may
receive a message to be encrypted from a user.

The processor 450 controls each component in the arithmetic unit 400. The processor
450 may be composed of a single device such as a central processing unit (CPU) and
an application-specific integrated circuit (ASIC), or may be composed of a plurality of
devices such as a CPU and a graphics processing unit (GPU).

When a message to be transmitted is input, the processor 450 stores the message in
the memory 420. The processor 450 uses various setting values and programs stored in
the memory 420 to homomorphically encrypt the message. In this case, a public key
may be used.

The processor 450 may generate and use a public key required to perform encryption
by itself, or may receive and use the public key from an external device. For example,
the second server device 300 that performs the decryption may distribute a public key
to other devices.

When generating a key by itself, the processor 450 may generate a public key using a
Ring-LWE technique. Specifically, the processor 450 may first set various parameters
and rings and store the parameters and rings in the memory 420. Examples of the pa-
rameters may include lengths of plain text message bits, sizes of public and secret
keys, and the like.

The ring may be represented by the following equation.

[Equation 2]

_ Z,1xX]
STx)

Here, R denotes a ring, Z, denotes a coefficient, and f(x) denotes an n-th polynomial.

The ring is a set of polynomials having preset coefficients, and means a set in which
addition and multiplication are defined between elements and which is closed for
addition and multiplication. Such a ring may be referred to as an annulus.

For example, the ring means a set of n-th polynomials having a coefficient Z,.
Specifically, when n is @ (N), it means an N-th cyclotomic polynomial. f(x) denotes
ideal of Z,[x] generated by the f(x). The Euler totient function ®(N) means the number
of natural numbers that is coprime to N and smaller than N. When ®x(x) is defined as
an N-th cyclotomic polynomial, the ring may also be represented by Equation 3 as
follows.

[Equation 3]

R ZaX1
D(x)
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[93] A secret key sk may be represented as follows.

[94] Meanwhile, the ring of Equation 3 described above has a complex number in the
plain text space. Meanwhile, in order to improve the calculation speed of the ho-
momorphic encrypted message, only a set in which the plain text space is a real

number in the above-described set of rings may be used.

[95] When such a ring is established, the processor 450 may calculate the secret key sk
from the ring.

[96] [Equation 4]

[97] sk < (1,s(x)), s(x) € R

[98] Here, s(x) means a polynomial generated randomly with small coefficients.

[99] The processor 450 calculates a first random polynomial a(x) from the ring. The first

random polynomial may be represented as follows.

[100] [Equation 5]

[101] a(x) « R

[102] Also, the processor 450 may calculate an error. Specifically, the processor 450 may
extract an error from a discrete Gaussian distribution or a distribution statistically close
to the discrete Gaussian distribution. This error may be represented as follows.

[103] [Equation 6]

[104] e(x) « Dy,

[105] When an error is calculated, the processor 450 may calculate a second random
polynomial by modularly calculating an error in the first random polynomial and the
secret key. The second random polynomial may be represented as follows.

[106] [Equation 7]

[107] b(x) = -a(x)s(x) + e(x)(mod q)

[108] Finally, a public key pk is set as follows in a form including the first random
polynomial and the second random polynomial.

[109] [Equation 8]

[110]  pk=(b(x), a(x)

[111] Since the above-described key generation method is only an example, it is not nec-
essarily limited thereto, and it goes without saying that the public key and the private
key may be generated by other methods.

[112] Meanwhile, when a public key is generated, the processor 450 may control the com-
munication device 410 to transmit the public key to other devices.

[113] The processor 450 may generate a homomorphic encrypted message for a message.
Specifically, the processor 450 may generate a homomorphic encrypted message by
applying the previously generated public key to the message. In this case, the processor
450 may generate the length of the encrypted message to correspond to the size of the

scaling factor.
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When the homomorphic encrypted message is generated, the processor 450 may
control the communication device 410 to store the homomorphic encrypted message in
the memory 420 or transmit the homomorphic encrypted message to another device
according to a user request or a preset default command.

Meanwhile, according to an embodiment of the present disclosure, packing may be
performed. When the packing is used in homomorphic encryption, it becomes possible
to encrypt a plurality of messages into one encrypted message. In this case, when the
arithmetic unit 400 performs calculations between each encrypted message, since cal-
culations for multiple messages are processed in parallel, the calculation burden is
greatly reduced.

Specifically, when a message is composed of a plurality of message vectors, the
processor 450 may transform a plurality of message vectors into a polynomial in a
form that the plurality of message vectors may be encrypted in parallel, multiply the
polynomial by a scaling factor, and perform the homomorphic encryption using a
public key. Accordingly, an encrypted message in which a plurality of message vectors
are packed may be generated.

Further, when the homomorphic encrypted message needs to be decrypted, the
processor 450 may apply a secret key to the homomorphic encrypted message to
generate a polynomial-type decrypted message, and decode the polynomial-type
decrypted message to generate a message. In this case, the generated message may
include an error as mentioned in Equation 1 described above.

The processor 450 may perform calculation on the encrypted message. Specifically,
the processor 450 may perform calculation such as addition or multiplication on a ho-
momorphic encrypted message while maintaining an encrypted state. Specifically, the
processor 450 may perform first function processing on each of the homomorphic
encrypted messages to be used in the calculation, perform calculation such as addition
or multiplication between the homomorphic encrypted messages subjected to the first
function processing, and perform second function processing, which is an inverse
function to the first function, on the calculated homomorphic encrypted message. For
the first function processing and the second function processing, a linear trans-
formation technique in a bootstrapping process described later may be used.

Meanwhile, when calculation is completed, the arithmetic unit 400 may detect data in
an effective area from calculation result data. Specifically, the arithmetic unit 400 may
detect the data in the effective area by performing rounding processing on the cal-
culation result data. The rounding processing means rounding-off a message in an
encrypted state, and may also be referred to as rescaling. Specifically, the arithmetic
unit 400 removes a noise area by multiplying each component of the encrypted

message by A'! which is the reciprocal of the scaling factor, and rounding-off each
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component of the encrypted message. The noise area may be determined to correspond
to the size of the scaling factor. As a result, it is possible to detect a message in the
effective area from which the noise area is excluded. Since the detection is performed
in an encrypted state, an additional error occurs, but the size is small enough to be
ignored.

In addition, the arithmetic unit 400 may perform a bootstrapping operation on the
encrypted message when the proportion of the approximate message in the calculation
result encrypted message exceeds a threshold value. In this case, the arithmetic unit
400 may perform a bootstrapping operation of a general method or a bootstrapping
operation of a meta bootstrapping method according to the present disclosure.
Specifically, the arithmetic unit 400 may determine a bootstrapping method in con-
sideration of the calculation speed or/and precision of the homomorphic encrypted
message. For example, when the quick bootstrapping of the arithmetic unit 400 is
required, the bootstrapping may be performed in the general method, and when high
precision is required or the difference in the value between the homomorphic
encrypted messages is predicted to be large, the bootstrapping may be determined to be
performed by the meta bootstrapping method.

In the case of using the general bootstrapping method, the arithmetic unit 400 may
perform the bootstrapping operation by performing the preset bootstrapping cal-
culation. Specifically, the arithmetic unit 400 may extend a modulus of the ho-
momorphic encrypted message, linearly transform the homomorphic encrypted
message having the extended modulus into a polynomial form, perform an ap-
proximate modulus calculation on the homomorphic encrypted message transformed
into the polynomial form using a polynomial equation set so that input values within
the preset range approximate an integer point, and linearly transform a result of cal-
culating the approximate modulus into a form of the homomorphic encrypted message
to perform the above-described preset bootstrapping calculation. In this case, the
arithmetic unit 400 may change the order of the above-described modulus extension
operation and linear transformation operation and perform the modulus extension
operation and linear transformation operation.

Meanwhile, when the meta bootstrapping method is used, the arithmetic unit 400
may generate a first intermediate encrypted message by applying a preset boot-
strapping calculation to the calculation result encrypted message, generate a second in-
termediate encrypted message by applying the preset bootstrapping calculation to a
subtraction calculation result between the calculation result encrypted message and the
first intermediate encrypted message, and generate a homomorphic encrypted message
having an extended plain text space by performing a subtraction calculation of the

second intermediate encrypted message on the first intermediate encrypted message.
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The meta bootstrapping method according to the present disclosure will be described in
detail with reference to FIG. 3.

As described above, since the arithmetic unit 400 according to the embodiment of the
present disclosure performs the bootstrapping operation on the homomorphic
encrypted message, more efficient homomorphic calculation is possible. In addition,
by using the meta bootstrapping method according to the embodiment of the present
disclosure, it is possible to prevent deterioration in precision that may occur in the
bootstrapping process.

FIG. 3 is a diagram for describing the bootstrapping operation. Specifically, FIG. 3
illustrates the calculation and bootstrapping process for two homomorphic encrypted
messages 10 and 20. The term bootstrapping may be expressed as the bootstrapping,
the plain text space expansion, or the like.

Each homomorphic encrypted message 10 and 20 may include approximate message
areas 11 and 21, respectively. The approximate message areas 11 and 21 include
messages and errors m1+el and m2+e2 together.

The arithmetic unit 400 may perform a specific calculation by using two ho-
momorphic encrypted messages 10 and 20 as input values.

The calculation result encrypted message 30 may include an approximate message
area 31 including a calculation result m3+e3 between each approximate message. As
the calculation result becomes greater than the input value, the approximate message
area also increases, so the remaining plain text space 32 decreases. When this cal-
culation is performed several times, the remaining plain text space 32 eventually
disappears or becomes smaller than the limit value, so the calculation may not be
performed. When it is determined to be in this state, the arithmetic unit 400 may
perform the bootstrapping operation.

In the bootstrapped encrypted message 40, it can be seen that the approximate
message area 41 is constant and the plain text space 42 is extended.

In this way, the bootstrapping method may perform continuous calculation
processing for the homomorphic encrypted messages in that it extends the plain text
space. However, in the existing bootstrapping method, the loss of precision (or ampli-
fication of errors) may occur during the process. This will be described in detail with
reference to FIG. 10.

There are a fixed point method and a floating point method as a method of rep-
resenting figures. The floating point method is advantageous in terms of preserving
significant figures, but many homomorphic encrypted messages adopt the fixed point
method in order to prevent the possibility of data leakage in an encrypted message.

However, when the fixed point method is used and the range of data to be used is

wide, the following problems occur. In the following, for ease of explanation, it is
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assumed that 30-bit precision is supported for the homomorphic encrypted messages
and that two slots (slot[0], slot[1]) contain values of 2% and 1, respectively.

When the floating point method (or ideal method) satisfies the precision of 30, slot[0]
(1010) guarantees 30 digits with 20 digits above the decimal point and 10 digits below
the decimal point, and slot [1] (1020) guarantees 30 digits below the decimal point.

However, the 30-bit precision in the fixed-point method means that 30 digits are
counted from the highest digit, and that is preserved as a whole. Therefore, slot [0] is
guaranteed to have 30 digits with 20 digits above the decimal point and 10 digits below
the decimal point like the above-described floating point method. However, slot[1]
should have the same number of digits as slot[0], and therefore, has 20 digits above the
decimal point and 10 digits below the decimal point. In this way, for slot [1], in the
fixed point method, only 10 digits below the decimal point are guaranteed, so the
actual precision for the corresponding slot is 10 bits.

Speaking from the point of view of amplification of errors, given data x = {slot[0],
slot[1]}, since bootstrapping is performed with bootstrapping (x/220)*2/20, it can be
said that the error is amplified by 22°. As a result, slot [1] is reduced to 10 digits of
precision.

In other words, if it is assumed that a maximum value of an absolute value of data
slots that are generally handled is bound to 2*M and a minimum value is bound to
2N, when the bootstrapping is performed, the precision of the bootstrapping and the
precision in the floating point are different as much as (M-N) bits.

Reflecting on this, a general bootstrapping operation will be described. In general
bootstrapping, an operation of 1) changing the range of the homomorphic encrypted
messages to the range in which the approximation algorithm is applied, an operation of
2) applying the approximation algorithm, and an operation of 3) restoring the range are
sequentially performed. For example, when bootstrapping for CT; = m; + e; is
performed using an approximation algorithm with an approximate range of [-1, 1], the
order (or scaling factor) is reflected (222*CT; = 22%(m; + e;)) for range adjustment,
the approximation algorithm is applied (CT5'= 1/2***m;' + e,), and an operation re-

flecting the reciprocal of the order is performed (CT;' = 222(1/2%*m;' + e,) = m3' + 2%,

In the case of performing the general bootstrapping operation in this way, a problem
in which an error increases in a scaling process for applying an approximation
algorithm occurs.

Accordingly, an object of the present disclosure is to make the bootstrapping result
have only an error within an error range allowed by the approximation algorithm in
order to solve such a problem in the existing bootstrapping process.

In order to achieve this object, an operation of i) checking an error that is greater than
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or equal to the error range allowed by the approximation algorithm among errors
included in the bootstrapping result, and ii) removing the checked error is required.

Hereinafter, with reference to FIG. 4, one basic method for achieving the above
object will be described, but it is possible to variously modify the above method in im-
plementation.

FIG. 4 is a diagram for describing the bootstrapping operation of the present
disclosure.

A new bootstrapping operation according to the present disclosure uses an existing
bootstrapping operation. It is also possible to modify the existing bootstrapping
operation during use or to modify and use the existing bootstrapping operation. First,
for ease of description, the general bootstrapping operation used before the present
disclosure is referred to as the preset bootstrapping operation, and a new bootstrapping
operation according to the present disclosure is referred to as meta bootstrapping.

(Hereinafter, l|x]|< 2" 1 is precision)

Referring to FIG. 4, when the meta bootstrapping is performed, the preset boot-
strapping operation is performed on a first homomorphic encrypted message 50. Here,
the preset bootstrapping operation may be a generally known conventional boot-
strapping operation as described above, or may be a method partially modified from
the existing bootstrapping operation described later in the present disclosure. When
such a bootstrapping operation is performed, a first intermediate encrypted message (or
bootstrapped homomorphic encrypted message) 60 may be generated. For example,
when the first homomorphic encrypted message is CT, = m;+ e, (m, is message and ¢,
is an error), the first intermediate encrypted message may be CT,'= m;+e,= m; + 2¢,'+
e; (where 27¢,' is a boot strap error).

In addition, in order to check 'errors that are greater than or equal to the error range
allowed by the approximation algorithm' among errors included after the boot-
strapping, that is, to check error values other than messages, the subtraction ho-
momorphic calculation is performed on two homomorphic encrypted messages before
and after the preset bootstrapping (or rebooting). Accordingly, a second intermediate
encrypted message 70 may be generated. For example, the second intermediate
encrypted message may be CT, = CT,' - CT;=¢e,- ¢;= 2%, -¢,.

In addition, the preset bootstrapping operation is performed on the second in-
termediate encrypted message. Such a preset bootstrapping operation may be a
generally known conventional bootstrapping operation, or may be the existing boot-
strapping operation described later in the present disclosure, partially modified. Here,
the bootstrapping process may be the same as the bootstrapping method applied to the

first homomorphic encrypted message CT), or may be a different method. Ac-
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cordingly, a third intermediate encrypted message 80 may be generated. For example,
the third intermediate encrypted message may be CT; = Bootstrapping (CT,) = e;_ 2"¢,'
+ e,

Since the third intermediate encrypted message is an error that has passed through the
approximation algorithm, it may be regarded as 'an error greater than or equal to the
error range allowed by the approximation algorithm' described above. Therefore, when
the third intermediate encrypted message is finally subtracted from the first in-
termediate encrypted message, it is possible to generate the homomorphic encrypted
messages having only an error within the error range allowed by the approximation
algorithm. That is, CT," = CT;' -CT;= (m, + 2", )-(2"e, +€,) = m; - €,.

In this way, the homomorphic encrypted message bootstrapped through the meta
bootstrapping process has only an error within the error range allowed by the ap-
proximation algorithm.

In addition, the meta bootstrapping process according to the present disclosure has
advantages in the following points as well as the above-described precision.

Specifically, when n=N/2, which is the order of the ring, is given in ring(

Z,1X] ).there is a limit to the total amount of usable modulus for reasons of

e
encrypted message security.

In order to increase this total amount, the order of the ring should be increased. If the
precision of each process of bootstrapping is increased, the amount of modulus
consumed in each process inevitably increases. Since the amount of modulus (or the
number of possible multiplications) that may be used after the bootstrapping is an
amount obtained by subtracting the amount of modulus consumed in bootstrapping
from the total modulus, as the modulus consumed in bootstrapping increases, the
amount of modulus available after the bootstrapping is reduced and the efficiency of
bootstrapping is reduced. In the case of increasing n to increase the modulus limit,
another inefficiency occurs since any calculation becomes slower proportional to n.

In this regard, when the meta bootstrapping according to the present disclosure is
used, the low-precision bootstrapping is repeated several times, so the amount of
modulus consumed in the bootstrapping is still kept low. Therefore, there are two ad-
vantages:

First, at low n, it is possible to achieve precision not achievable with the conventional
method.

Second, when the precision is fixed, it means that the order may be lowered, so the
high-precision bootstrapping may be designed efficiently.

FIG. 5 is a flowchart for describing a method of processing a homomorphic
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encrypted message according to the present disclosure.

Referring to FIG. 5, first, a calculation of a homomorphic encrypted message for an
approximate message including an error is performed (S510). For example, the cal-
culation may be set to basic calculations such as multiplication, division, addition, sub-
traction, etc., but is not necessarily limited thereto. Specifically, when an encrypted
message is in the form of a complex number, conjugate calculation may be performed,
and other calculations such as statistics or sorting may also be performed.

It is determined whether the proportion of the approximate message in the calculation
result encrypted message obtained by the calculation exceeds a threshold value (S520).
In FIG. 5, it is illustrated that it is determined whether the proportion of the ap-
proximate message exceeds the threshold value after the calculation, but it is not nec-
essarily limited thereto. In other words, it is possible to perform the determination
before the calculation.

When the proportion of the approximate message exceeds the threshold, the plain
text space of the calculation result encrypted message is extended. That is, the meta
bootstrapping according to the present disclosure may be performed. A detailed
operation of the meta bootstrapping of the present disclosure will be described below
with reference to FIG. 6.

FIG. 6 is a flowchart for describing the bootstrapping operation of the present
disclosure.

First, a first intermediate encrypted message is generated by applying the preset boot-
strapping calculation to the calculation result encrypted message (S610). Specifically,
the first intermediate encrypted message may be generated by reflecting a scaling
factor to have a preset range of the calculation result encrypted message, applying the
preset bootstrapping calculation to the calculation result encrypted message in which
the scaling factor is reflected, and reflecting the scaling factor in a result to which the
preset bootstrapping calculation is applied to generate the first intermediate encrypted
message. Here, the preset range is [-1, 1] or [-2&Dn, 2&-In] (where k is the number of
repetitions of the step of extending the plain text space, and integers equal to or greater
than 1). A detailed operation of the preset bootstrapping calculation will be described
later with reference to FIG. 7.

The second intermediate encrypted message is generated by applying the preset
bootstrap calculation to a subtraction calculation result between the calculation result
encrypted message and the first intermediate encrypted message (S620). Specifically,
the subtraction result between the calculation result encrypted message and the first in-
termediate encrypted message represents the difference in error change before and after
the bootstrapping, and the bootstrapping result for the corresponding encrypted

message represents an error value greater than or equal to the error range of the ap-
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proximation algorithm among the corresponding errors.

The subtraction calculation of the second intermediate encrypted message is
performed on the first intermediate encrypted message to generate the homomorphic
encrypted message with the extended plain text space (S630). Specifically, when the
subtraction homomorphic calculation of subtracting the corresponding second in-
termediate encrypted message from the first intermediate encrypted message is
performed, if the error size equal to or greater than the error range of the ap-
proximation algorithm is removed from the errors in the first intermediate encrypted
message, that is, the final encrypted message has an error value within the error range
of the message and the approximation algorithm.

Meanwhile, in the above, it has been illustrated and described that the bootstrapping
operation is performed with a one-time operation. However, in implementation, the
above-described operation may be performed plural times according to the imple-
mentation method.

FIG. 7 is a flowchart for describing an operation of extending a plain text space of
the present disclosure.

First, the modulus of the homomorphic encrypted message is extended. Specifically,
the modulus may be extended for the plain text extension (S710).

The homomorphic encrypted message having the extended modulus is linearly
transformed into a polynomial form (S720). Specifically, the approximate modulus cal-
culation is performed using a polynomial. Therefore, it is possible to perform the linear
transformation of the encrypted message into the polynomial form. This linear trans-
formation may be referred to as SlotToCoeff. Specifically, since the polynomial of the
homomorphic encrypted message is composed of complex numbers, the linear trans-
formation may be performed using a predefined matrix in order to transform each co-
efficient of the polynomial into a form included in a slot. Here, the predefined matrix
may be a discrete Fourier Transform (DFT) matrix. Meanwhile, in the present
invention, the preset bootstrapping operation is performed twice in the meta boot-
strapping process, and the linear transformation may be performed in different ways in
the first bootstrapping operation and the second bootstrapping process. For example,
since the first bootstrapping operation is performed on the original message, the linear
transformation is performed by a method having high precision, and since the second
bootstrapping operation is performed on the errors in the encrypted message, it is also
possible to perform the linear transformation by the method having lower precision
than the linear transformation performed previously.

The approximate modulus calculation is performed on the homomorphic encrypted
message transformed into the polynomial form using a polynomial equation set so that

input values within the preset range approximate an integer point (S730). Specifically,
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the approximate modulus calculation may be performed on the linearly transformed
homomorphic encrypted message using the polynomial set so that the input values
within the preset range approximate an integer point.

The result of calculating the approximate modulus is linearly transformed into the
homomorphic encrypted message (S740). Specifically, the approximate modulus
calculated homomorphic encrypted message may be transformed into the polynomial
form using an inverse matrix corresponding to the matrix used for the linear trans-
formation of the homomorphic encrypted message, and the transformed polynomial
may be transformed into the encrypted message form.

Meanwhile, in FIG. 7, it is illustrated and described as performing the linear trans-
formation operation to the polynomial after the modulus expansion, but in imple-
mentation, the linear transformation operation may be first performed, and then the
modulus extension operation may be performed. In this case, it is possible to reduce
the number of calculations in the bootstrapping process by reflecting and calculating
the value for the modulus extension during the processing of the DFT matrix used in
the linear transformation operation.

In addition, although the transformation operation is illustrated and described in FIG.
7 as a polynomial form, there may be cases in which the encrypted message is formed
in the polynomial form in implementation. In this case, the above-described operation
of linear transformation into the polynomial may be omitted. That is, the linear
conversion operation (720) of FIG. 7 may be implemented in an omitted form.

FIG. 8 is a diagram illustrating an algorithm of a bootstrapping operation according
to a first embodiment of the present disclosure. It is assumed that the bootstrapping
operation algorithm according to the first embodiment has an input range of [-1, 1] and
n-bit precision. In the table shown, x means a homomorphic encrypted message, and p
means a modulus larger than q.

Referring to FIG. 8, first, the input range is transformed by reflecting precision in the
homomorphic encrypted message (2*op). Then, the preset bootstrapping algorithm is
applied to the homomorphic encrypted message having the changed input range
(BTS(tmp)), and the input range previously reflected in the result is extended
(2n*tmp).

The process up to this point is the same as the general bootstrapping process, so the
description of the specific algorithm of each process is omitted.

The difference between the homomorphic encrypted message before the boot-
strapping and the encrypted message as the result of the first bootstrapping is
calculated (tmp-op), and the second bootstrapping is performed on the calculated result
(BTS(temp2)).

Finally, the final homomorphic encrypted message may be generated by reflecting
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the second bootstrapping result (specifically, the bootstrapping result for the error
difference between the bootstrapping result and the error before bootstrapping) to the
first bootstrapping result.

FIG. 9 is a diagram illustrating an algorithm of a bootstrapping operation according
to a second embodiment of the present disclosure. The bootstrapping operation
algorithm according to the second embodiment has [-2&Dn 2&Dbn] “where it is assumed
that k is an integer greater than 1 as the number of repetitions of the bootstrapping
operation algorithm, and n is precision.

Referring to FIG. 9, first, the input range is transformed by reflecting precision in the
homomorphic encrypted message (2"*op). The preset bootstrapping algorithm is
applied to the homomorphic encrypted message having the changed input range (BTS
®(tmp)), and the input range previously reflected in the result is extended (2"*tmp).

The difference between the homomorphic encrypted message before the boot-
strapping and the encrypted message as the result of the first bootstrapping is
calculated (temp-op), and the second bootstrapping is performed on the calculated
result (BTS(temp2)).

Finally, the final homomorphic encrypted message may be generated by reflecting
the second bootstrapping result (specifically, the bootstrapping result for the error
difference between the bootstrapping result and the error before bootstrapping) to the
first bootstrapping result.

Hereinafter, the case in which the meta bootstrapping according to the present
disclosure is applied to a homomorphic encrypted message of a fixed point method
will be described. First, it is assumed that x = {slot[0], slot[1]), and the level of x is 4.

Step 1: <<x, lv.d>> /220 = <<x/2%0, 1v.3>>

Step 2: Bootstrap(<<x/2%, lv.3>>) = <<x/2% + ¢, lv.max>>

Step 3: 220 * <<x/2% + e, lv.max>> - <<x, lv.4d>> = <20 * ¢, [v.4>>

Step 4: Bootstrap(<<2? * ¢, lv.4>>) = <<2% * ¢ + ¢', lv.max>>

Step 5: <<x + 220 * ¢, Iv.max>> - <<2% * e + ¢/, [v.max>> = <<x - €', [Iv.max>>

As such, the homomorphic encrypted message, which is the final result, includes ¢' as
an error. ' is a bootstrapping error, and therefore, is less than or equal to 2(-30). That
is, it can be seen that both slot[0] and slot[1] have a precision of 30 digits or more. If
this is expressed graphically, it is as illustrated in FIG. 11.

Referring to FIG. 11, it can be seen that 30-bit precision is achieved even when the
fixed point method is used. In fact, it can be seen that slot[0] achieves 50-bit precision,
not 30-bit precision.

In this way, using the meta bootstrapping method according to the present disclosure,
it is possible to extend the plain text space without loss of precision even for the ho-

momorphic encrypted message of the fixed point method.
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Meanwhile, the above-described encrypted message processing method according to
various embodiments may be implemented in the form of program code for performing
each step, and stored and distributed in a recording medium. In this case, the device
equipped with the recording medium may perform operations such as the above-
described encryption or encrypted message processing.

Such a recording medium may be various types of computer readable media such as
ROM, RAM, memory chip, memory card, external hard, hard, CD, DVD, magnetic
disk, or magnetic tape.

Although the present disclosure has been described with reference to the ac-
companying drawings, the scope of the present disclosure is determined by the claims
to be described below and should not be construed as being limited to the foregoing
embodiments and/or drawings. In addition, it should be clearly understood that im-
provements, changes and modifications obvious to those skilled in the art of the
disclosure described in the claims are also included in the scope of the present

disclosure.
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Claims

A method of processing a homomorphic encrypted message,
comprising:

performing calculation on a homomorphic encrypted message on an ap-
proximate message including an error; and

when a proportion of the approximate message in a calculation result
encrypted message acquired by the calculation exceeds a threshold
value, extending a plain text space of the calculation result encrypted
message,

wherein the extending of the plain text space includes:

generating a first intermediate encrypted message by applying a preset
bootstrapping calculation to the calculation result encrypted message;
generating a second intermediate encrypted message by applying the
preset bootstrapping calculation to a subtraction calculation result
between the calculation result encrypted message and the first in-
termediate encrypted message; and

generating a homomorphic encrypted message having an extended
plain text space by performing a subtraction calculation of the second
intermediate encrypted message on the first intermediate encrypted
message.

The method as claimed in claim 1, wherein, in the generating of the
first intermediate encrypted message, a scaling factor is reflected to
have a preset range of the calculation result encrypted message, the
preset bootstrapping calculation is applied to the calculation result
encrypted message in which the scaling factor is reflected, and the
scaling factor is reflected in a result to which the preset bootstrapping
calculation is applied to generate the first intermediate encrypted
message.

The method as claimed in claim 2, wherein the preset range is [-1, 1].
The method as claimed in claim 2, wherein the preset range is [-2&bn, 2
&Dhr] where k is the number of repetitions of the extending of the plain
text space, and n is precision.

The method as claimed in claim 1, wherein the preset bootstrapping
calculation includes:

extending a modulus of the homomorphic encrypted message;

linearly transforming the homomorphic encrypted message having the

extended modulus into a polynomial form;
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performing an approximate modulus calculation on the homomorphic
encrypted message transformed into the polynomial form using a
polynomial equation set so that input values within the preset range ap-
proximate an integer point; and

linearly transforming a result of calculating the approximate modulus
into a form of the homomorphic encrypted message.

The method as claimed in claim 1, wherein the preset bootstrapping
calculation includes:

linearly transforming the homomorphic encrypted message into a
polynomial form;

extending the modulus of the homomorphic encrypted message linearly
transformed into the polynomial form;

performing an approximate modulus calculation on a result of
extending the modulus; and

linearly transforming the result of calculating the approximate modulus
into a form of the homomorphic encrypted message.

An arithmetic unit, comprising:

a memory configured to store a homomorphic encrypted message for
an approximate message including an error; and

a processor configured to perform calculation on the homomorphic
encrypted message,

wherein the processor generates a first intermediate encrypted message
by applying a preset bootstrapping calculation to the calculation result
encrypted message, generates a second intermediate encrypted message
by applying the preset bootstrapping calculation to a subtraction cal-
culation result between the calculation result encrypted message and
the first intermediate encrypted message, and generates a homomorphic
encrypted message having an extended plain text space by performing a
subtraction calculation of the second intermediate encrypted message
on the first intermediate encrypted message.

The arithmetic unit as claimed in claim 7, wherein the processor
reflects a scaling factor to have a preset range of the calculation result
encrypted message, applies the preset bootstrapping calculation to the
calculation result encrypted message in which the scaling factor is
reflected, and reflects the scaling factor in a result to which the preset
bootstrapping calculation is applied to generate the first intermediate
encrypted message.

The arithmetic unit as claimed in claim 8, wherein the present range is
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[-1, 1].

The arithmetic unit as claimed in claim §, wherein the preset range is
[-2&Dn 2&-bn] where k is the number of repetitions of the extending of
the plain text space, and n is precision.

The arithmetic unit as claimed in claim 7, wherein the processor
extends a modulus of the homomorphic encrypted message, linearly
transforms the homomorphic encrypted message having the extended
modulus into a polynomial form, performs an approximate modulus
calculation on the homomorphic encrypted message transformed into
the polynomial form using a polynomial equation set so that input
values within the preset range approximate an integer point, and
linearly transforms a result of calculating the approximate modulus into
a form of the homomorphic encrypted message to perform the preset
bootstrapping calculation.

The arithmetic unit as claimed in claim 7, wherein the processor
linearly transforms the homomorphic encrypted message into a
polynomial form, extends the modulus of the homomorphic encrypted
message linearly transformed into the polynomial form, performs an
approximate modulus calculation on a result of extending the modulus,
and linearly transforms the result of calculating the approximate
modulus into a form of the homomorphic encrypted message to
perform the preset bootstrapping calculation to perform the preset boot-

strapping calculation.



