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%Pdetﬁﬁ%rg it FEeth Uf\fuﬁft&’i‘f‘]t%o“dﬂﬁ”’cgﬁaf% H%%/Coé‘}l’é“mg device,

acc@fdﬁ@QBﬁﬁleé?s@Gnef&ﬁ%Hﬁne%t earber ed heterocyclic ring
cont ai ni ? b -4 heteroatons sel ected from N, Oand S
)

whi [821da isgbaenplinedngionpl thock driegng Hiysping ringtwee

accgi%ﬂlg%%tlbﬁg&ﬂéeeﬁ%ﬁfnhe)ﬁta nmenber selected fromthe gr oup
H, halo; -Cl-4-alkyl, a carbocyclic aryl group ; a

heterocycl ic group; -CN, -C(=0-N(R 3g) R4g;

-C(=0 -0R3g; -NO®2; -(CH2)p-NR3gR4g; -SO2NR3gR4g;

-S2R3g; -CF3; and -(CH2)pOR3g; p is an integer of

0-2; and R3g and RAPRFAELERIPESCRIEDENdent |y sel ect ed

fr e

L oIS 3 B SRR P et s R e anogs oy e
mamgempmmbdi éats pjotestsllng r ¥affious Iembodlmemm:xmd ool ,symdms and methods

rela%ﬁlﬁgqo 1tn8 |11 I(I:l% e cgl nsgfect %crﬂgg]a?se é\g?rg s%eglf caltl3(/j 8&1éoufs relénrl;hodlments may
inclné¢ vwsemsabo ﬂieth@ds()r]:la&mgjto&b@ diita 2e1&:tlﬂglwktg realsdjhaa]’y(lﬁglﬁ{uahty results,

enbodi nent, the coagul ati on | unt of
anc IR0, GRS e sk 1p BTN ke Th various
emBBerfts MMMOBLWALRAVEibn F0ExEmpleNTh s ahdimy@bdsARAOOSitled which

enbodi nent, the anount i s between about 0.4 and about
may mgluHﬁ 2 pélést Sql‘?FUBIH @%WFW&I‘G s¢lerd b%lggrmpatnltsdﬁ data blocks/windows

fromRalii sbi FFea@YRHM addSmAdRtI0dSE RES dRcdRGuRAbh @At m@Y Eine the
a day. In another enbodinment, the coagul ation

boynd#y BPinsry daimblasks/vindawniren s ser or datg ﬁ@eaﬁatTl@r&rstiSﬂectlon
fun@l‘ﬂﬁl rga%ybek}‘éstterqg §&‘9};1§@éée§ qglketlésg?ﬁ)c@ssgl%ﬁme b than the LW ARE selection
(" or thr I mes a day I n one
funetm@o &’hﬁéfmtmd tefiRs iph Banatee i ediellyr aadeerptinibg Be dait plagds for
a
bo%ﬁ%’y%@ﬁl[sq{r d Ib r(r)g%t/‘p n{iﬁgs @gfl’ir%(gdu t J)Isda osrrt{%n%rﬁ bﬁ Ié%%%p}}a& frst
selfwdnqobmnt@bmﬁa}ﬂ@rahﬂxear [shm Ibasled émncphlaum éutekaaplé, ynovmg windows.
Thl?? a‘i’t%‘ﬁuia%?/%a%lt Eleft% se(:ffic?lgn P]rocees?morae exe%%%{ {]r%grifdss’ele% fc' @ctlon may
be a Ribhib fihgenpyira fiogridn hst raay @qg]hﬁgat ®ndalling. Odee sdieroomn functlons have
ou ng/ kg or between
e SRl R R BE e R ETRGPRIEEE. Dot ween about 0.4 and
about 1.2 ng/kg. In another enbodinent, the factor Xa
i nhi bitor conmpound is the naleate salt having the
structure of formula Ill: 115 This invention is also
directed to a unit dose fornulation conprising a
phar maceuti cal conposition conprising a
pharmaceutically acceptable carrier and a coagul ati on
i nhi biting anmount of the factor Xa inhibitor conmpound
of Fornula I II IV, or V (as descrlbed belomb or a

. o N T o N R " o o ' N R



the cl eavage of the detectably-Iabel ed thronbin

substrate in the test sanple as a function of tinme; c)
wa@leaosoei2eé ng the | evel of thronbin activity i nPEI/US2007/085357

control sanple by nonitoring the cl eavage of the

det ect abl y-1 abel ed thronbin substrate in the control

sanple as a function of tine, wherein the control

sanfgbgsc qrﬁerlmﬁt%nvmg t% Mo%qteiafm@érﬁéfm 19%9515 t?nhtrlgcludes software
tissue factor (TF) and a detectably-I|abel ed thronbi

andshgpbrargios impiyviep Aa PioAg sink eded wéthow motahly gedyicing &@tqu\ahwf the
I
dat grotstggll‘n% fltss ?R‘Qtlﬁgas? netng)g%h:ﬁ%ﬂ% )E/&I s%§?rﬂ§ fﬁlgsﬁtmg(g%) %r&lded herein
mag he indénecntddomning Iaawmptntelgt@sme codpey hd opragional opjope or more
) G .
ol ARG AUty T SR LS TR B e
deseritipddn smt @tanlflntfhg & amd @ig. Domkriot taferaied @ahasb keyanhddsah®dprove

v AT A B S B L G P

c Or[l()eléﬂt in Bn}oéasé lﬁdimm df ugéneamlingahe pletdnt inhention will be explalned in

o T R B A A

dupl\ﬁﬁtldﬂi%ﬁﬁhﬂaﬁdn alHO\ileQ/eﬂ'loﬁél §l@l$edl if tHel a&%lcﬁ@}ijﬁ'ﬁﬂcﬁ& tﬁit@lﬁe present
atlents rece|V|n stable warfarin therapy n

mvgatoa nfay S pRitrdn fos‘)tPeéélé'ia\?i‘%‘@ge\%P? %ﬁdlpﬁocﬁﬁg}gﬁiﬁ}ef% bl hithods

incRUAS B PEled il sl @ Fa@ o bl sd NRwrESHlSs cdRhith@icdiBhSthat have
show standard errors. FIG |B shows the correl ation of

datg portEREINtG IQ'@W@F apdilpiangs 3pRligpsipnsy dta .nclg)mqop 4chniques, etc. In particular,
the'é%rﬁ)[;m? Qh@&ﬁlhﬁntts Lida h@éfrrt-(l;)exf)lﬁln%Iﬁr&%ﬁ'ﬁ%eﬁﬁh&gmpﬂé ﬁlﬁﬂa{rﬁy to data
treated with enoxaparin. Plasma thronbin generation
hashjag apddaiydundicatipn BBmgtismpar i n-treat ed patients.
Ant ['()oid?f I Hét&ﬁ ‘Pfﬁ{ %n&‘@f"&éﬂe{ ﬁgulﬁxn&%émﬁgat%o%@§§%matlon
according to acturer' s I'nstructi ons. oup
embyaligents rﬂwalr@sdntbyvesumm inglugle 3 étstler haghiag fll@l@hwlsl sidveer hashing
t f ot 0
fungt?ci : i’i&%gfh?q %?.S% dlg fh§c?1gﬁ tnﬂyt%? gogt e k; Qlo%fr( 8\”}@ (%mt 6) %elegtlon The
slowegashing (ubkidn. meF}?I tespliddhe derbingenisriadi thapmasleordasumkblock or

nosh AR P Rt B R B o for s dwta s

or a srnﬁﬂig (bf(d’ataomz@/ beﬁ%@up $dan/&fyadmmﬂaé@ﬂnmf dataunl @mge eﬁnounts of data.
hows _t 0Se, responsi v i nhi
itk e EHFBHBORIE e ORe BaBBoh TRORBr e B QurUge: fock
has@itb A8 ¢enthialefihdiehakting/ | Wh6le fiskS@ytchShaplifdbsdrdtdao Qfeaﬂeﬁ hash value
vivo antithronbotic activity. Indiumlabel ed platele

or chisloun psting ich gl Gatse  COUBIEIAETHT FIEE SN, nElXFﬁl]fla%ﬁl%%bIOCk

hasﬁlfng P'oﬁélﬁte% cRRE hhkaRRBs or CAEKNWUMD €br p@efdeieﬁﬁﬁlacﬁﬁlxed size portions
latelets in the chanber were normalized for

(e. aa,rlé)O@ Rt of vHiogs axtefiles. conipntslefignd dapdilesk dadingahrieste to create

hashRhides &Qﬁ@c‘k%ﬂltns A&@don s:ABAard ade viRkd Qﬁbse 6 @k @k REmined by a
deposition at 140 m nutes was analy ANOVA

Selqctﬂdld@m@ﬁntbv spofmne (e 2 sbrpakdhe dasginto %@C@& 2ger 3@nuvefrerd of
conpared to control (P <
CO“EQ%E)% p%gg%qg&ngggﬁ%g ng/ m ) had a significant
de c[ﬂ%(d elo dwpmtédwu)@ragmpms; thk spded vhiha SHA-0n@g e alflo@. th@same in
all ﬁlree se? :)féﬁ wfuﬁé—? 1xec§5f1| d] h CP Irafr)llranlg)ln 51%]% {:é] %ﬁ%’o leach case, every input
bytv (sl in aummmchuﬁ\hcnlné etdrpodhwhskimeahed thd SHnA{lrwalsatad eldowever, one

o RIS LEa My RELCITERRBL Q- chnsin s

resulting fromcl eavage of | abeled thronbin substrate
is showmn. FIGS. 4A and 4B shows dose responsive

i nhi bition of thronbin generation in whole blood from
heal t hy human vol unteers. Wol e bl ood was treated wth
the stated concentration of fondaparinux (in nM prior
to initiation of test. The range of fondapari nux
concentration depicted in FIG 4B corresponds to
Ievels of therapeutlc antlcoagulatlon used |n
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FIG 7 shows the reduction from baseline thronbin

generation upon treatnment with varying doses of
wheislosxaban and enoxaparin at day 2, di schar gePGrRUuS10n&085357

venogram Mean change from baseline relative

fluorescence units ( standard error of the nean) in

pl asma t hronbi n generation, by visit and treatnent is
nurﬁMw@sucﬁgﬁAemaﬁcm@ﬁb Q(Iélf%ghé?&s %}ythg SANe| @Jaﬁfamns the total

represented in the average value for that stud
PrOPIEnE S s PHEMSh HeA s uneinca én i g (ot Proaresine tme
Wllya[)éfh/ri)g ng RS AOL c£€&1£do>ﬁ§@af‘ afld! ﬁiotq\? 831%‘?193% @& toqa%ln% ]pne or

di scharge an e venogram Mean st an error

SeV@liabSHédri)aslaVﬂlueSf Xa activity (UnL), as maasur ed by

CoopfE RSERY B BTFEKe L P B PRL

hashyngﬁuncuati wedl thedawiteheredaese ¢badlaepld, abtiAnehahige furcgon might be

el af STl e a0 A5 00 ah G Sodhal SPmyegyny comiex

andrh&x beSlehangive hesobetoticx B3aing Catvdemt Rapardss, th tblls a&mafor purposes
(ng/nL) of .the var doses of betrixaban da
of iPEETED el Al SRR e VesB Rt SRA R i CRiind and
ehrfﬁlnlﬁed DOLEINE IWHh Beingle®ittdi @ate ORAROSH ih ia GG tRNckultBl Im@ﬂlsvaaree;vln be
cribed, it is to be understood that the inventi

dlfﬁe?nh@f‘n PrHPrysaed iddbglamopnigt dy pregsrd yihe fevised file will

necRt@bOCHsHite@t bavbd {éegs awlﬁzﬁ%ﬁé/ Ruerdd dx@ ARANETNGRIS Gk leRBE data
as these may vary is also to be understood that

repfeRentation of W@ llexg 91%@6& sHepleyalug will chings ge that i wilbaetbp pduplicate of a
prePBL{ 1r4b RS BIRARIER RIS, Oh ltﬁehﬁh& Bﬁlﬁﬁﬁé hdsR%8 %tciu%{rék beBie the

isinno way intended to limt the sco
haspmeiwtlon pRze oy e opgralsé pndedpn 41 elnhfetfﬁéogbfﬁended cl ai ns.
Unl [@6?8] rﬁ)% a@&%eﬁﬁétﬁshze%a 61&‘1%'?1'3& 1‘?# fuﬁaﬁl)n gff&ﬂ{slhfdéhcfng on

terms used herein have e sane neani ngs as onnnn
portimbanr Stoglecbiitye entiee dofa fonatl inarwhodiile Ke.g.ma m@e wrt file may be broken
ti S n ho n .
o Y BP0 APREL D DL ANOE AL A0 B0, TEADBAR Ao
fixdiesizel Wncamabe a 88lddl hayhinp éurmnmu:nmghebmppﬂ@stm cach @fa fixee s1ze set of

oM RS BebE PSR 5 AR o ISR o

mapbblouadbécans ted lﬂ@cﬂk didn@ihashad each niqeripandice dndne Blﬁgll bbyhange
reference i

oSGt DB AT G AL RO G T eyt make up

a whblkifild @, f ait BdaKeiShIedks il Bd AUt ReHY M¥ivEder @ sifgle byte insertion
priqr inventjon. The practice of the E)r esent. i nvention

magingrahyBlGHs, deffiiaior i DET 91Kk e (he- BASHS el eyig the block

cont@RRN I YRS iREribh %fa&' Be FAlIEHY Bon-duPKUAO] ABY smARY BMIRK, the better
bi ol ogy, m crobio cell biology and reconbi nant

redppdancysicsHom bat Whlghﬁ%hﬂ‘?‘ﬁ‘@ PEReess|begrtisg the haghing fapegion dogexample
SH§alnt%{u9% e glo%ﬁe%lfl)r tﬁg %me(a%%iln) ofMQJaQ&HJdQﬁ thgv@ﬁ!erkﬂta ffe.

Laboratory Manual, 3rd edition; the series Ausubel et
al .[082y . Himdip 7L)smgaher entenpjesingd ditscliunk heshinguhaghing may be

e B g RESR GRS 52 o

dlscﬁrrm@atmga:lalc@]ppcnb anideIQtifRancheaas@teatvamcffm\dﬁbjm ohenkssiof ylata that are

def}&ﬁg ES heﬁ Ngﬁg t}e En t?ns I’_g(l)’]&el léec }T@%R 51 a%},]l'[A EblZ%]c }egﬁg%nent

modligib@ioat oy rdviin msdhang‘és esdnieyte ((ﬁlﬁiﬂﬁ)lefﬁiﬂﬂ tlmmk théreByninnmehsing the

Cells: A nuyal [ It .
amegt Of‘l‘@ﬁﬁilx%&??“é‘w&“&? 8%?1?3&6‘&%5%%4 d¢i ‘“”8“% br“—%%“éﬂ&g%&g function

4,683, 195; Hanmes and Higgins eds. (1984) Nucleic Acid

Hybri di zati on; Anderson (1999) Nucleic Acid

Hybri di zati on; Hanes and Hi ggins eds. (1984)

Transcription and Translation; Imobilized Cells and

Enzymes (I RL Press (1986)); Perbal (1984) A Practical

GQuide to Mol ecular Coning; MIler and Cal os eds.

(1987) Gene Transfer Vectors for Manmalian Cells (Cold

Spr| ng Har bor Laboratory) I\/akri des ed. (2003) Cene

—— e o o



i nclude plural references unless the context clearly
di ctates ot herwi se. For exanple, the term"a cell"

W0 p@BM6Rg a plurality of cells, including m xtRECEES2007/085357
t hereof. As used herein, the term"conprising" or
"conprises" is intended to nean that the conpositions
and nmet hods include the recited el enents, but not

mafﬁfe lddh EmBL AR Rabi @ﬁgé{)ﬂlﬁl&tg%ﬁé SNl ﬁtelsmngtun\em{l R 8%bin
defi ne conp05|t|ons and sha nean

fingegprinG@g Ry be Aeplicd MeHdR tgn@fforawﬂ@m@ﬂataawmétwgr chiee
wntdgws Qlethg 9&&? {al Jiefwflfe% déta‘?nn?el \@ﬁ t?mqhkr @a@zﬁﬁle t%ﬁnk Bbundaries
HDOSItIOH conS|st|ng essent | al enen S as
shodélfhersetdbds_ed el mpm@fm:rdnmﬁdtboembt}{mnttcnme (¢onthamilnagelithe function
equaL% récfé%r ]§18Ji ﬁﬂ%‘t} oﬁﬂg 09 H?tjel én(flﬂ{ 18 9( Mbgp (?]f (ﬁpgr 1’s), then the SHA-
maceuti cally acceptab e car |ers, SucC as
1 h@hU%thmlen baf bepgdied al davteof the dsemimtliduedl@ks(viHoee dizdoaries based

on e SRR LG ind AR TRt SR B S e st
hass t@lpdatiddl asathiidrtiesirer imgevieh ﬁled?ﬂﬂiﬁﬂﬁrlghtpﬁlﬁﬁng)ﬁrestehls ain additional

BTN R G SEWATIEN R I

appeéuch isoferyt L8 Qe {deRiTging hany hlefenﬁtaae@nmﬁctas,rbotlh@f tﬁ&s@ pﬁlc@aﬁns can
this invention. The term "aggregate daily dose"

be tirge FonsuBg dAT ngemprgoryma BhePIAY |r"s‘t“8i13é‘8y dﬁnuaﬁc?ﬁon and

ehtﬂﬁﬂlhﬁonﬂ%ﬁl @fe colB@nih®r M fatieht Rﬁlﬁﬁﬁﬂnge @tin: @&ﬁﬁbfn may be particularly
sol uti on" conprises whol e | ood pl asma

time gpRsHBZApt 1F1‘é1t§1£)g&$ wherg Hbl?a“l*ﬁb’ilﬁé Htel V@Bﬁ‘@lﬂaﬁ"(w cugsjog Baph points
ShOtlﬁOJeQﬁ at(em-lat_'ln% to @ptl%ieecﬁé %Qhﬂdaﬁaﬁda%déﬁlElQMnQn@Mpﬂi @lfination.
and a test conpound. The sol utiion may also contain a
nuni§&30]ofFos te patbess o6 Fnaking, ong usknseie aghistetthy desiad dsgregef data
elnﬁl%q)ls to! Jllné)‘? s%fg@f?&ﬂ ﬁﬁ{uon tltlJt] ﬁmﬁh&g ghLQlﬁ(S Hl)ﬁggg}—véoﬂdtdgﬁ with a
t est sanp r assay SO ution 1s not treated or
contgnt-fefined. deieriningstiz ymc@sdurfr gl adinaigthatepiting echraheie distribution which
Y. U I nt.. ... .
TR FUETA FERLLASAE bl AATLIFTORTIO M i
to ehipleysaish ﬁmt:mrri foh@wéﬂ:byl aSsetmpmmilenom vm]ntimnd’otpiwhlinhhes of

occtuﬁ“glgu'ﬁﬁ}ugt Vid shn efhatsﬁfuél oenulls(oggcﬁl%dfth%ﬁg% énser#%elﬁegts eﬁ)alh%/ éoe r,?cramble

the rb[t@bvhhlﬁriby Qata KK/FndIOSJ & iy Mg, thed)utpﬁt ‘aﬂiletelxhltbftbmﬂb asidlation with

facto n t ne
e eiie YonianbiBih Gra g arasy Y1 RO UL GRET R Kk sime
selebtomtiitetion BatGRVAMRIS Ldddlidchadéaiok akinld, iRmikade aBS%hEuln Mgmber of
Phar maceuti cal s or Ameri can_ Di agnostica, | nc, TF
bitg eegualio ¢ H@d%t%@]é@f‘él Vﬁ%’ﬁ B ¢ garﬁ&%’fg"é‘ﬁ’& @5 Hor (Hal) > thIeShOId H>
thr&ANA] dat ARk —endRe e rMBIIRNCh EXOURNSHS hashRA M JelBetion procedure
"test conpound” as used herein refers fo a
critpEen peprirldiaccleginpdunrtion dgt sslpc anndenilegkingeisgset finput windows.
Thé&ﬁﬁn&hﬂ%e%ﬁﬁ&sE&h&Q&%nnﬂﬂh§n§E&Qhﬂkﬁ&n%ﬁﬁ@&ﬁﬁ%Rxﬁaﬁéh
heparinoid and saccharide noieties having of nol ecular
rang@dilse clymksiag distriba o0 MMesenteh witlTral-tiker(pe!; gomtanddm) data inputs.
sa t .

o T B0l R el AL RTEL s BARRY O
dlsttubgtm;nn |t®cfaqujf atabtifodao] mayegolitred wfheregn 4schabilng gdod "bit-scrambling"
ablf;o :: : CO Ig?rmta ce ngog]ﬁ%} tlhg g}egent anentlﬂ(l)ﬁsl’?aﬁlf}(l)VnQb\gﬁll (o] aapects one is easﬂy
undEi'stcs)daﬂtmly e[ﬁeed sf d)p@rdulom able dtharcmepabi abatract, athe mfa;;;enteaumed bit-

ant ion thera
s i TG RO 5Y PR dap S FE bt afvstpe

whol e bl ood" or "anticoagul ated plasm" refers to

bl ood or plasnma taken from patients who recently or

are currently undergoi ng antigcoagul ant therapy. This
also refers to blood from human donors which is
obt ai ned by veni puncture and collected in a nmedi um
cont ai ni ng exogenously added anticoagul ant such as
citrate EDTA, or heparin. The term

detectably Iabeled thronbln substrate refers to a
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angi opl asty (PTCA). Wth respect to the venous
vascul ature, abnormal thronbus formation characterizes

WQ b@soenes t i on observed in patients under goi ngPEES2007/085357
surgery in the |lower extremties or the abdom nal area
who often suffer fromthronbus formation in the venous
vascul ature resulting in reduced blood flowto the

aplﬁtitf%ﬁg &hr&XI Agru?c%afsé’th@ @ﬂae@ o%&galu%ﬁ Qﬁhfe'sﬁfl‘ rditfniAbh FRAGAY of control
nmbol i sm nor mal hronbus formation further

oveg haw avcl pit-pergmilirgsabit iy Brag #P 1t aReosraniseh g lsrapatpgrions
L s e
nmtdm@@ngO%swmm@%nmmmmmﬁ@n@nnF@h@m@mﬁsnwa@mdanmn@@mptm@mgmh
e b RO, A R0 8L G5 F) STy SRPRHLALA Sl
dupdicaie detaﬂg)ntlmtmlgmﬂwantM®t¢mon d&sagw:al tanteed gacthseg bamlwidth,
decgeél?elecl?/s?(%re)llge recmn%{nglﬁta, e{ f %e rgéeggn% uﬁlegth(%n \%1313% Lu[ocg%ﬁ;l{cgtions may
resmlhmrtmmy flﬂmrtmg rfmmhp]ngnomomgwcagdaamt glfeatst geat] Sunel specific
3’ ﬂg revent coa?u at i 8 in other bhiolo cal1
4pp 8?{151“%8 BPret &’t‘ﬁv?{él"B ayfogus gi datg yarage ysieai) ag ﬁ’g frainpie,
whicBfitasicd @e Sorcretd/pirdRharst g@eﬂgﬂﬁby Bdpedd Ol abfoaﬁtc‘dﬂ ddpleh@i n
unsaturated aliphatic radical. The term "al ki nyl

or
elimigpigpn fionge, P%ﬁ“é’f@“%s thatdpay é(ﬂed‘ileetGF PH RIS élmé)Hé?eﬁseS on real-

woﬁdi ik ﬁﬁ[l; tenll a8 ahivdcatyiderbhtldes Riwdeg @vtvaludQr &%Q@ﬁt%r window
oi ned atriple bond. If no nunber of carbons is

andghe ¥4lpq %@%@k@ﬁwnt ShYingdPRi Mepirablediash netions gay hejhighlydikely to
ran@ﬁﬂl‘ynﬁhfeﬁéyﬁllants L2ihe zﬁﬁskl)l%lu@t\@fgﬁ themﬁdd:\xefs %lleﬁlfm one time in the
reférs to saturated aliphatic groups including
inpyt dagh sgpam ¢hide Aextbr anched- chai n and cyclic groups
ha\rlpgﬂgz t I']ﬁl &la{m:ﬂ% of gfsel &{OH ‘P&hcé}&%‘ﬁlcﬁ Hﬁg g&lg W(Qf wi!tﬁ raﬂ om data
er 'is spec aving up t on at ons. e
buttfaisrin tegykeie aallkgeunt the numbet o emealpharbelﬂ@r@racwrsa(nﬂtum 0A, Za z]) within
f li G adl d tic i Vi 0. I.
a 36) k)%trlﬂ;rsw%gdr(])gv pﬁ%ﬁ élrvsg %ht?() r%leclgr OE& ar da%ahmﬂ'élt ﬁ%vlf? BO zero
rand@hllyy‘bvempfbbatelﬁtg |(2041256H‘|”i3(b|~k91001\]]r squpneWn |9@$1 wisloats waall ﬁntluce a

selech(ﬁlb ag%l zra, Peé).tlal CP gr%m&?n fgclglgllg 6% aelf:raéln%rﬁgnc? g@y tiy(tﬁs 15 to be

expocted.r IU(ﬁf(ﬁiuhﬁelIyJ uﬁgoﬁﬁg an:etrtlﬁﬁa of mewt hlq)plmgk &h(am&nleaﬁhoccurrences of
ring.structures havin
30 Bt SR 18P P ACS S TP B FHmH I S gop s

likdlptodestbst i t uted or unsubstituted menber selected from
t he group consi sting of a stable nonocyclic ring

i s QP33 atliash fl}nﬁaon(s s {jey yle}ga\ppt'tpd gqrgg)rmflrﬁtﬁ oggeét}rgvorlg data w111 tend

to Hab@Rlue bimRe 6&@41:&&6%%@5 @RBLIUE af' dnd GhsPAVINBnddwAAdhE Galie at the
ring atonms in erlnqhastable bICgCHC ri

nexs {NE{3at Y randeax, D@graaleﬂ@ fungffong pgpnbg higly dikelyjtp, gl%a@wﬂ iDHs of the

hash B&lut WRert hB9SndAS Ri1Rd E:DR Ak Eikelih he 1ﬁ1ﬁ‘19 dath SeHGIUb Ehelnxt.
sel ected fromthe group consisting of ring structures

Desingblgihiaghnfupesions o alsp dikgly ﬁ)gzgtfegtrrgara/rhytp@qnﬂ@mlyrwheg a single bit within an
i

L T G S

hash dimctipoehataceristanchnd fwtca&JIhSéquiﬂlingyb&se prorpentlgs sby I@@lﬂtﬂm@ood bit-

scrarﬁt\)ﬁlnggv\ﬁlt tf%} 316 lpﬁlfet)ogers %F‘V Oiu%: gpm:l‘gatlo % U.Sll’é% tﬂe é egenE 11’1V 1%10{1 dl any

casé mma}t Hsmcogrnmnﬂ)y as&nﬁedsthatrsgcmfash funnctg)ns MlMp&rﬁmasmlln:vMWhetn

the rin ronatlc ring structures in
pre?/ﬁ# gﬁ“&\/ﬁ?“&?’qdﬁg"% ‘é’gr%\$ ‘aromatic and ring structures

in which three of the rings are non-aronmatic. In each
case, the non-aromatic rings when present in the
nonocyclic, bicyclic or tricyclic ring structure may
i ndependent|y be saturated, partially saturated or
fully saturated. Exanples of such carbocyclic ring
structures include, but are not limted to,

cycl opropyl, cycl obutyl, cyclopentyl cycl ohexyl,
adanantyl cyclooctyl [3 O]blcyclooctane
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ring of a given heterocyclicl@ding structure. Exanples

of nonocylic and bicyclic heterocyclic ring systens,

i n al phabetical order, are acridinyl, azocinyl,

benzi m dazol yl , benzofuranyl, benzot hi ofuranyl,

benzot hi ophenyl, benzoxazol yl, benzthi azolyl,
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structures. As used herein the term"aromatic

heterocyclic ring system has essentially the sane
waledoson2zon as for the nonocyclic and bicycli cP€T/§R007/085357

systens except that at |east one ring of the ring

systemis an aromatic heterocyclic ring or the

bicyclic ring has an aromati c or non-aronatic
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dose of the factor Xa inhibitor conpounds discl osed
herein required to inhibit coagulation in a primte is
WO omeo2b@n t he dose unit required to obtain sPEi/U82007/085357
| evel s of coagul ation inhibition in other animal
nodel s, such as rodents. As described further in the
Exanpl es and Figures, this species specificity was
Sev3RMRRSHhAL Gy ol fnere\qumyq%@mm@%ms h Bor¥pileF-Qme constant. Actual
extensi ons of prothronbin tine (PT) in rat, rabbit,
codg ey e aafmuh@mﬁmzamoa% fiech aa compilar @PEMIZpliMERg ensolo apiTieygaigster
Speg&t ai ned at concentrations of 8.9 mMin rat and 1.6 nM
I'n rabbit as conpared to the primtes where the
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cat het er{%atli on. Accordingly, one aspect of the

i nventi olY br ovides for a nethod of inhibiting

coagul at 1%ovpid ML& Gruiennpanddehtr Gopsth &bl x her eof
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i nhi biti#y anbunt of a factor Xa inhibitor conpound or

pharmacedtl cal |y acceptable salt thereof, wherein the

coagul ation inhibiting amount of the factor Xa
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set forth below. Further enbodi nments provide for

met hods of inhibiting coagulation in a human pati ent

in need thereof, conprising adm nistering to the

patient a coagul ation inhibiting amount of a factor Xa

i nhi bitor conpound, or pharneteutically acceptable

salt thereof, wherein the coagul ation inhibiting

anount of the factor Xa inhibitor conpound is an

aggregate daily dose from between 0.05 and 2.0 ny/kg;

alternatively, the coagulation inhibiting anmunt of

t he factor Xa |nh| b| tor conpound |s an aggregate da| I y
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Xa inhibitor conpound is an aggregate daily dose from
between 0.2 and 1.5 ng/kg; or alternatively, the

W@ omgbaeé on i nhibiting anbunt of the factor XeCT/US2007/085357
i nhi bitor conpound is an aggregate daily dose from
between 0.4 and 1.2 ng/kg; or alternatively, the
coagul ation inhibiting anount of the factor Xa
i nhi bi t or REAIBPKIINARLHB YW iRARtEABhBY (dABRs)f rom
bet ween 0. 43 znd%ﬂl. 15 /kg; or alternatively, the
coagul at7 on WSARIHIWERE) anount of the factor Xa
i nhibitdar coWpdbikd i s an aggregate daily dose from

bet ween gbouf ByAH )% eyt 0.55 mg/kg. The
fornul ati ons are furfher described in the section

titled "¥or HICEE0RS0AUI /T sevie emsion ¥ebtfer at i on Assay
Current Gmeéasures for nonitoring coagul ati on status
(acti vatedoRalinal- Gy eRisRh 8sk kbhst 4 Bhs( &R - |
prothronpin time (PT), international normalized ratio
(INR), dcticV4Radhitlotting time (ACT), anti fXa units)
have beén devehsiped cliapcomk i pEhuig phind+&elaglip&mpEsd;(H+pE. |
hepar i nsloandc%Li?Jlﬁi‘@cs JRe ~avai l abl e tests are not
sensitive enough to eval Uat e ther apeutic

concent rldti'ons of direct fXa inhibitors. Since the
true tariggt of fXa inhibitors is the nenbrane
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t hronbi n generati on woul a superlor neasure of the
| evel of 4antEGaB 4EREoLAoLND ) FafiFeht s dosed

wi th diriect +#t¢d; i nhi bitors. Betrixaban, an orally

bi oavai l;ghl e fXa inhibitor in advanced stages of
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thrombin, factor Vila, factor |Xa, activated protein
C, ti ssuerpINASATBRIRPINAGFTaWREM32_R! vARAdWEI RNGni3D YiRSIbIls)
Betri xaban is a.pptent inhibitor of the prothronbi nase
conpl ex Ki‘ggéfvl‘g "'“Adsays known in the art, such as
t hose descrNbedbiisn Sinha et al., ATVB 2003, 23: 1098-1
104, i ncpr p@[(q(v@bdnbwt)rgg@,gmgce inits entirety herein,
are di stg ngui@@@k;l//s rom ; hosz descri bed herein in
that extta 8¥eps, "sUUR LY 4 &4t ng the bl ood with
snake vendmm or materials are required or different
measur enenbia rIexdPeibig:chigk@Bignddha€%ANR! @nsttbl (assays
described in Sinha et al. required that the bl ood
pl asma be CTBATEY Wi th Reptilase(r) to remove
fibri nogen fox unshgned phaacerdse t priudh* pindespl wisk plrpEdd;on+p){
t hat t hrignbi Bs&?:[@@sn%&ﬁﬂN'? NERITRGE] HpM th mar kers such
as throg’ﬁi antithronbin 1l conpl exes. An aspect of
the inventi'on provides in vitro assays that are
predi ctig of whether a conpound has in vivo

ant i £ hr oaod GIREb bt Fon TG AR RTOOLE et | Vi ty
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correl atléd witdl; anti coagul ation activity in FIG A,

I B, and 14G. This assay is further correlated with in
vivo anticoagul ation activity and di scussed nore
thoroughly in FIG 2 and the Exanpl es. The assays

i nvol ve determning thronmbin activity in the presence
and absence of a test conpound. In one enbodi nent, an
assay solution is prepared. The assay solution is
conpri sed of nonanticoagul at &l whol e bl ood, tissue
factor (TF), and a detectably-Iabel ed thronbin
substrate, such as Z-Ay-Ay-Arg AMC. A test conpound
of interest is added to the assay solution and the

cl eavage of the detectably-I|abeled thronbin substrate
I's measured as a function of time. The order of
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b) determning the level of thronbin activity in the
test sanple by nonitoring the cleavage of the

wWa@lei080672Rd y- | abel ed t hrombi n substrate in the PEBUS2007/085357
sanple as a function of tinme; c) determning the |evel
of thrombin activity in a control sanple by nonitoring
the cleavage of the detectably-I|abeled thronbin

subgbdAt end &eh@erﬁgmqml C-S2HR! Re@B e/ ool OMnFalt hﬁasponmg
wherein the control sanple conprises nonanticoagul at ed
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Corrpoundls0 dveral factor Xa inhibitors have been
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such as nitrogen containing heterocyclic co
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Xa at two of its active sites. For example, WO
Altggppghe 9uid ellef/icpeld hpyerbgen psed cip gpouirden Wath |armg3restandard Adler
aleb @b nal am dino (-C(=NH)-NH2) group; WO 97/21437

descrl bes benzi m dazol e conpounds substituted by a

basi ¢ r abkadbrwhidieH wantél ¢ wimlewsied) t o a napht hyl group

via a st?amghwvindewsianched chai n al kyl ene, -C(=0) - or

- S(=0) 2-3 bmiagdigi MP3gnalip;incOs08/nk0aA@/ edied birs bigkly,

conpounds havi ng a 4-/plénrys relal tkykmmiedisinosfpisper i di ne

and 4- phenelYN-/akkyidatiadi inepigderiedi ne gr oup connect ed
to a 3- afn, di(dphemyl igprodp-evicaedsum

car boxant déal kyl eneam no bridge; and EP 798295

descr i bes//aasmposmesydyay igvgra@e csum from the internal state

4- phenoxyuibk3al deytaamied uined2i pehimitney gx oup connected to

an am di monaphktyhyl group via a substituted or

unsubsti tut ed=sbIqnam de or car boxam de bridgi ng

group. Addi téepal; reported factor Xa inhibitors

i ncl ude those having a structure conprising a

phenyl - apj dbiaQAdREQAN, unstida Bk oRbeMd bePNNect ed via
am de |ipkagess¢Uos, Patent No. and 6,376,515 and

6, 844, 361 . &% H&ﬁgnfe@%a%o%@*ﬁ—%ﬁf %EM—%LIJP@MG Lﬁ@ﬁcﬁ@ﬁﬁ){
t he hal opphenyl ;. kal o-pyridyl (see U. Pat en
Nos. 6, 376, 515 B2, A % 835,739). In specific

enmbodi mepy s of thls i nvention, the factor Xa

i nhi bit p nds,. blet he Formul a | descri bed
above. ngg are disclosed in U S

Pat ent 376 515, incorporated by
L?f?LZ”Fvaeﬁl xkﬁle?%;@% g QgkARPIP erbodi rents
conmpoun 5of uﬁ[w hu erel)n Z' and Z" are each
i ndepen éﬁt X ybaf 1- é alq< whi'eli i s optional l'y
substitu 7ed W Th ¥1d :f %) carboxylic acid or

car boxyl T'c &84~ &YER eé 6 p Rais selected fromthe
group consisting of: H, -C, and Br; R d2 and R d4

are each H R dl and R d3 are4each i ndependently a
menber selected fromthe group consisting of:H, -Q,
-F, -Br, -OHand -OCH 3; and R lee is a nenber

sel ected fromthe group consisting of: -F, -d, -Br,
-OH, -CH3, and -OCH 3, or a pharmaceutically

accept abI e salt ther eof . Exen'pl ary conpounds of

o o T | T o e e T



H -F, -d, and Br; RId2 and Rld4 are each H, R dl and

Rl d3 are each i ndependently a nenber selected fromthe
w@e@aperensi sting of: H -d, -F, -Br, -OH andPCTDIs2087/085357

Rie is a nenber selected fromthe group consisting of:

-F, -d, -Br, -OH -CH3, and -OCH 3, or a

phar maceutically acceptable salt thereof. Exenplary

conpoundgg of Formula V include, but are not linmted

to VETHODS AND SYSTEMS FOR DATA MANAGEMENT USI NG

MULigh 4 E %%ia%m CERNiR. I%SQ,QQ&CLdJ 13k SorPa1 Calc and rolling roll

application is related to U Pat ent Application .
roufifBm)r, a siinple et pIMETHODRS BRORSYSTENS bRy QUK #Dostants T[256] and

UIREERFL R Al A e R X A i, Hyfrg A

Comimueidatoms, Deceitheind Compo@bScieuee oh 14315 EWDP).
i ncorporated herein by reference for all purposes.

[ 0002] Piﬁz LSS, TR SISl gREP  on Subl e

to copyr g P’ vari ous

| d t.ed h .
exenpl ary O éwfy 7 esnﬂ,%aucztﬂtg%efa@ﬂfp@% Jnerein.

r epr oduc kon b one dlsclosure or the
patent a |t”&’§e§ ‘étetarli’?etsﬂi%] %“f@g% il CapEn r“algtéﬂark
Ofice f91es”d E@t’?&“&%l’%‘e&ml& ﬁé‘FW Ilﬂévst@ra%%l al |
copynght ri RIS WEEDe E‘E’Eﬁ“’@@ THE

| NVENTI ON [ 0 é%ﬂ]dmgljﬁ’ét%ugé‘bﬁp 4%%’1%9?81?%8@03% @)t 0 the
field of Hlata processi ng and data nmanagenent and, nore
speci fi cHl A gdd UtgoalWéftﬁ%lg‘esatﬁ%io@ £ e I ERYed to qui ck
dat a pr otled8Bhg aptﬁmd%tbbmﬁéattqr@Ngﬁs@énh%@yadt{a hashi ng
and/ or dit a rEdaAddeEy>ED i hYFat G 1 DESCRI $TI ON OF
RELATED WRT [0004] Every day nore and nore information
i s creat EdvaihRaugivalet unskgaeduolrar donghticensebudmbunt  of

i nf or mat ISomitsdl ngsunet0dilhed and transnitted continues

t o conpoldordunaged ghargonsat phufl.raEsdviplwel pepEnd; ++p){
concer nsl/abostmdadpaepiBocessi‘myg and managenent. Mich of
this info¥rnmation is created, processed, nmaintained,
transm tt%d, and stored electronically. The nere

magni t udz) wid Ratyn:rglitwsigaaiadger ankt* t&hivg) dat a and

rel at ed dat asust+ gpesddandinst Ufade]li sufbtsdggeri ng. As a
result, 2 nunber of systens and net hods have been
devel oped to process data nore quickly and to store
and transmt |less data by elimnating as nuch

dupiod4=t ewnlat tBe ampRASSH h@ionE oI Ta®XANMR @ed WdhuMBg algorithms, the
t%sterns and net hods have been devel oped to hel reduce
aCIE

&P By by swrgpiallydysgiergupe datg may bﬁ%‘fBP]ileéla‘tl amalh ehynks gy extra
buftdd gha¥ AehRHSMA) RCIEQRAT FufliRdin6RSa SHGRInd SpRIIIALRLySalso typically
conputer networks (e.g., int ranets and the |nternet 3/
reqiiphi $teong dgshdeactiop Ehbe @lcalgird heshaendirphank.  har dwar e

st 9064 %Yth&eﬁ'vaﬁ&% enE)HﬁltﬂD:ﬁ{s 'thet ﬁ&ﬁ&is'@ed%yr}ﬁ&gﬂé 20 and module
encrypt data using cryptography, particularly during

130amey; be epateat-dafiapd hashior and orpit CorignilPedined Pac wdnﬂomts 140. In
I
e 08 ROUR,TSRALARNE O IR By, pyenions
earhqwnkgenqrqtlc@mpmr M@ﬂhaqmng echraques atelbytttwat Wlentifying more duplicates than
file%? ‘Plx CF[%E)CKOSQZ% I}agh 111 tt% mqu%s 8In a%s QASQ Qh coon%%g &)e% cll Iaclggh %k points
undanc n% I on" over secu
14(1:1ha1)nhstalssd to[16£pﬁfy]: tﬂemrmsmrtgtﬁn@tvmm mﬂlnﬂamu@ Iaasnwbdtg@mhtytlevel for

progcgtéi?}g ggeg% ]in a/aﬁgtgshenﬁ)ga‘gnegﬁd%gre C{)latedt deﬁ?eﬁ octll?}/lunk points 140

redundant data from for exanple, data storage and
data transm ssion. These techni ques include various
data conpression, data hashi iy, and cryptography

nmet hodol ogi es. Sonme exenpl ary techni ques are discl osed
in various articles including Philip Koopman, 32-Bit
Cycl i ¢ Redundancy Codes for Internet Applications,
Proceedi ngs of the 2002 Conference on Dependabl e
Systens and hbtmorks 2002 Jonathan Stone and M chae
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degree of data elim nation. For exanple, there are a
nunber of hashing function approaches, including whole

wo piog/obaghi ng, fixed size data bl ock hashi ng, BETUS2007/085357
content-defined data chunk hashi ng. However, none of
t hese techni ques are reasonably fast (using only a
anount of conputation tine) and have the ability to

mal B€Mel ok 1&@1%51%&1&)11@&@@5{@ nﬁ&@%ﬂg aﬁ&h%n 1ﬁlp?0\ﬂ%tcﬁtast@atnsmlssmn

., have data redun dancy el1m nation)

(e [O
etcTHe @fl%bfenotfe%attéﬂth@lga nindily 180 may be faddydld eyt @hmodule 120 the
proE&Qe!%g) ot hf'f‘&le arﬁ%c{ufe@‘f’lﬁg g?éu? t@&;ﬁﬁe%&[ég% a4 or SinfdSheousty

Fo xanpl e, I'ng a or data re ancy
(e.4.dentn duablame@wr a:nsd:nesl) i Miodde il Fhmgy mtseme ambodraehie Havieglirect

d I

ree R Bty Mo Rt f, PEL AR B8, RS @R E@puonaity e
mogtl¢ 120 had é:nteldftqmng pmolstterrmhed drageniag chodadan3o dmﬂcb@mtmﬂaummaa

pre%r%aglyq%(i)\%%lan& ]&%s[ eﬁlﬁa%%eeprgceﬁ %%FO%ESénggEE e%‘[?‘lt C{TFa ER 1%an ell,ltern%E

metlauRohabi @dtchodeftied etruikink g itthadagedilyaledkdnsiosd lmb upk Sutnarbalternate
ont ent ash function. UNNAR 0008

eI VBRI e PG POt JENBRANFy B b geemin o

set syaﬁlemsmat@% pRisbOaksodi@r featep 1AMNagement and dat a

@@%ﬁln For exanple enbodi mrents may i ncl ud
sys &R dds 2r e GH‘FP]HHW g ’Q%lfagﬁ‘ﬁ?% 0§%‘]°%f’éflfl% prethod 200
usn# hb1iD8s deRlataRRLAREHIR/ B A ‘tﬂk%‘k'd@ﬂ@rrﬁﬁ&wnt@pl()eldgd acddr@he 1o at least
ta redundancy eI|n1nat|on£ nd may include a faster
onegaihedigganpel hypressnbiasendionn 1s§m@a@me@a@téte§éﬂ%@tqaarﬁtream or data
is p?(;\%%scl§ an Eﬁ%ﬁtttb e préct & FN@H Yit sst%yﬁﬁnﬁe AR FRLR Qaﬁldary points/data
relating to a data hashing dat a r edundancy
chuiny sndofvis dsareirigrmeth dn siawp ﬂab@%memta thegprera¢lectiop mag be gerformed
usigd 4 fagtgha&{ fufl@dod. 8bfe Q%}P{ﬂlgg ‘fiast ﬂ—zgﬁ RS Ma ﬁ/ dﬁ]c\f%t 'b&?cﬂ@(m
e nore robust an may pr e systens a
fmmenhﬂﬂdﬂ@wﬁews@nesmre$h@n9¢aé@bbtmawha@ﬂaﬁabhwmmhhfmeOm
t re.r S r a
crey B Bl A RS BTBCEA A AAL A SR Bl R B
idemtfieki(mGimQ aslogsr buTIbettar KivteIMmISIHB ﬁmngudnefoaemnﬁmh(quahty hash function

i .npl d
thaL1§$15&1 ¥ E crult %Ven \}/I Qr cthgglf 801Btrs gtagglill Iﬁaxuénbzg él d)rfg’ertr(ﬁl Chf’iI‘aCteI‘IStIC
such@t ﬁlbht}flcﬁﬁ(ﬁuﬁl d[lghdah:eiaqniﬁ kHetiypud tlath. h&oﬂﬁé@n@fa@ﬁﬁﬁﬁdsm for slower

s SMeS h25h R 205 CORCLIEL 0 LS. RLOERL 1 o,

etc pravingeidcovpored romyg bminudmng wWido§/k. E@hl@;tﬂ p 140nGk pARess may
used to pre-sel ect boundary points or

OUBYFCRBLH q’?@%‘?ﬂsbofl?% %0”6‘5%)/33% ghungwigdgws ﬂ%ft‘t MR PF &3 1ﬁﬂ§}eﬁmmng’
for eRphpidl adh wREONA dSEI8 /b Ala fdH?lfcﬁﬂl&fhnmﬁﬂuﬂmytldh%ﬁlhﬂ&tlon in some
t he boundary EOIntS or data bl ocks/w ndows from a data
Of@%?mbﬁh@@@%Q%??@ﬁﬁmtmﬁ@mPFrst sel ection function may
be [i)m] erRetfegnﬁg)Mé 8, &Iﬁexgmpla%cép@&? 11915@&&1%% SHhRGr datdTe
toroll, that 1s, produce hash val ue for a
malmb@lelwé moceﬁama umn@mveltmmﬁ@mﬁwwf hoyndasa peindlgteamaationptystem(s) and
meﬁil@&(@) fa? M‘ﬁ ta&%rcﬁ:ggﬁtg qgleﬁ% Ioﬁfgéﬂl&)r(]hliléhrt] 6t tth reseIlla fvention.
secon |on unct i may be ter at determ ning
In tlarp plﬂttspamqmt e mihawe ghaf de filpo fasaalseyecpgm funstiar(30fataad the second slower
selec 18n Fué\ctlo @E’maﬁ/ opérﬁlgettg e‘iher IS qulk():%% ‘Filde%hf (ﬁrr(r)]cesblng more
megeé)lyte&béreec@i)ethe Bl@[rpllﬂa hgshf ¢ut slioumdabe@tclhmﬂ( Ifqnms dnddor wisdows 340

be .a boxc S. based functio

o Sk R RS L MR Pt Tey Pl Fash. cu
sel ection process. One exenplary second sel ection
function may be a Rabin fingerprint function. This
first selection function is particularly fast and this
second sel ection function has particul arly good
bi t-random zi ng characteristics. In various
enbodi nents the first selection function and the
second sel ection function my be used to generate a
plurallty of content - deflned boundary p0|nts block
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or chunking points for achieving a particul ar
objective (e.g., identifying nore redundancies). The

W@ k@see72b@sh function may be, for exanple, a Re@i/HS2007/085357
fingerprint function, a, SHA- 1 hash, a CRC32c hash,
etc., and may be rolling or non-rolling. [0011] Still
further aspects included for various enbodi nents wl|

boRBard %patlaﬁﬁoﬁle B08r wldb €500 My NS, fforbﬁaﬁﬂe Qﬁtatﬂaﬁlts or chunks
st ud | owi ng di scl osure and the acconpan

A (at%wl?n@é%t)h@@ﬂa) DgRl IEP: HB &y IP@IL o @tsma}sz@m ,andJ
0 £C e
PR TR 140 B s,
pointyoiandse 3a0 fo eankboresicdereatongnly gfodtpe sdleptddowbgtpup of desirable hash,
f
e s TR e T
windnwythiacdre pmpselentadriogs etb ceduprs i tislwle data gheimtsi apddor ‘amdows B (312b),

o PR CTA R P Yo R R ERhepeon

fund@ine30FInngthe Ofdr exaaply; ﬁipp’ﬂ@mh@teaﬂ tireaShst@nienahbedinihiwer selection

00 ig. 2 js.,an e dat nagene r . .
fonf o0 g e e A R o T s sndipys it
selétatr@dtyrﬂamat te@m p@ﬁ(ﬁrﬁhﬁﬁhe@@ nfa@ balesd @3FiblOMEn SBRAHARRI] be selected

0015] Fig IS an exerrPI ary illustration of how data

ﬁ%@g@rﬁlﬂ‘f"efé{ﬂeﬁt}%ggﬁgpﬁé @y df (ﬂ]éy the pgcendrelaeergalesgion Kncton 310

analP}Qb'dﬂ @halki)ta RQI3ND. @ﬁ'ﬂﬁ:rdﬁie@ ﬁﬁﬂcp the St rRIE Sdle@0A fdﬁ@ﬁ(ﬂ%%ﬁay be
per ates, accor |n%d1to at | east one enbodi nment ;[ 0016]

capp:lpl@ of growglng adedsapab u@&b@’h‘ﬁl dapaﬁlaﬁ?egtﬁolgptméqpry d)a”lbg:a points and/or data

wuﬂi@@@gﬁfrs%rtﬁat@{atlﬁfcgﬁ}e&%e%nﬁshﬁ& hl%ﬁfy%lk%h& boﬂt@ﬁ‘ ﬁlaﬁl}aéﬁhe data break
boundary point determination for “identification

poipis and/gugingoveriby larethe dighest guality of nest destyehle @trara§te|r1etam Thus, the

SGCQ&P&&\%I‘@%G&BH %nchgﬁﬁo i 85@9&“3 &y gom[sqgc]y’gll W Id?wsn igi(cjlluﬁing B

an exe I que usi ng content -
(Gldat B (B)l Ibe l&(&bﬁb)dﬁ lﬁﬁl&b) aatb@ﬂ th)ragd sadechgrobp 341 inplnding data points
and%mxp Jtio'&%% uc{uQ Ol%‘gg 120 égld ]js(afilgcg Qv%lc%ﬁ%%hlgﬁé Jlft}y alaractenstlcs for
sel'ectl on Xcar sum P]
exaapdo rdethuiky ntctst atthd dfas:tbleodvea eyh.eoi, treuntdary] &Oﬂea]k ﬁétrgsand%a data

.and 7h . id f
PR YR e 55 CRpibedy T FASBRn 2o By s hes

bech@edtnssgdle usi ng content -defi ned data bl ocks or chunks,

S ) e SRR bl

prof@Ving 800 AECGRELHhMNG -th&lledatal bBasdaryOfient AETRAKin AR for aadlﬁcauon of
[0021] Fi g[ 9 is an_exenplary functional bl ock diagram

Prei"llo}lsd% &l ﬁr@d dath B dubiacset ot i‘srfﬁo‘fl%edaf‘ccP@a@tto ghigastone

emB3URQEH OBME invORIA HER, RERGRIOBTAFMNd P2 be JOGiaRd R §f(‘)tcessmg This
invention i s directed gener al I%/ to systens and nethods

inppiglatafid Mayd algeersatDea m seaaics oplilse @%@CF@S of\dhafejiphipary 1’s and 0’s
%W@eﬁ%ﬂﬁépr@seh NEdnkdRied ¥4 &5E® iARd o%‘bﬂ%i’&tr%ﬁk AL such as a
to a nulti-node data selection techni ques. Mor

micgprEedepios.al SItcyage\ﬂe% DUSMErYhHd SPTHRIE S YHEY. citdr AV axtén stytst]éhe first

t {

sele,?gg% {gﬁg%ﬁlqﬁﬂ{ dt gh% ggsltj e?(%h@n ﬁlgnlstr?rdélyﬂl%evﬂ %Qer selection

funttagt that 1@at1ﬁessxelieemne®m n}w?obglssl bagad oab@indewy ipodhgst raay be made in the

datg’ tgg (tl (£ slrtrrﬁ:\églrél%% on a prede rml?ul—fl(? da%lt.rgr%geisgg nt)§ glve {' varj ous

embtrcmnms)whecfest smlhctmln poayssi 416 Imﬁgidbe a réasm&lblﬁeﬂt ha‘sfnlrxgrfunctmn for

ek b R D e R R BB Bs i B g rer

i ncl ude a second sel ection function that may refine

t he boundary points or data bl ocks/w ndows from a data
set or data stream The first7selection function may
be faster to conpute (e.g., take | ess processing tine)
than the second sel ection function. The second

sel ection function nmay be better at determining the
best places for boundary points or data bl ocks/w ndows
|n the data set or data stream Che exenplary flrst
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duplication elimnation. However, one skilled in the
art woul d appreciate that the present invention may be
wW@ppBlcak e t o ot her data managenent and pr oceRGI/O§R007/085357
systens and net hods including conputers with a string
of data to process or store, wreless conmunications
that have data to transmt, Internet and Intranet
red%ﬁlbit(éé’itahlgp% atfliay. awsyeteb@& hBchM @Y §§ubseto@ all b&sﬂﬂe hashing,
articul ar he exenp nmbodi'ments” used herein
cuteatmreatk ointsehay :negéh tnpuum@é &eewdrseteettoe Tprdtingr Alfys‘tetrélrtt atleptlon
runP@SHh AndAka dhRbh GAl i QBle REtdcRm hA0ARked b megab
“dat a ﬂgosﬁil%na angl ata redu hw:t:y;él}i entml%?[cat 1§eon TegabYyes
of iapwd /deta pedcrfmdmrlsm@n@n&mh fnemt)lary filvesepresreinctiony ¢t magninclude a
hi ] q
L e T D e e
funciimn kie., dnocd vttnctttalshbq:midntcrlpeélnsmredttiubabovér hel vhewerdescribed in
et er i

o TRURRIAE TR OB AR e T BRBLLSEHOR0ER GUThE it Bung

betleepdrefimarice iadeiiciifgyitha gretdned himsht cudadr dowhdatyl leaik ml’hts in the data set or

h|n functiops.. for .dat a strin
oo Totiror 6P RET i et Bl BT P clabg i the i
seldc8lb @) finaMINHUE Prodiide Batton dlszﬁhefneu@raedtoh E®ara@eal@lkifying the preferred
techni ques for hashi hg e file content hashin

(ba?qdfé‘d‘ d§F1£eél CBPréﬁtﬁmhlﬁsfﬂt W@mpﬁn@%ﬁtoé‘ﬁten%?%“ﬁ% ancH ﬁ%ﬁh‘@f‘tlon)

hasHQt, ®ofitda®y GFORaR PbinRas MHeRMaQBES: Ah@ Strdadh. CS’o%ﬁ:te@(elﬁplla@Ss@cond
val ue or check sumfor entire files of data (e.g

selegegpipfiasteon HR mayringlyde e R G2 funcpy aRabinAEnegriptipt fyp%@ta Cete, as
desBRSNI PGy TRY nRPBE BELribQ iff AL @etaﬁﬂ%ﬁbvy aﬂn%@ﬁe Bhb&AMBENSs, the second
sunms for predeterm ned fixed size portions (e.g., 1000
selgstipm jungionipgyi aaliscapsiter the subset olmsh.ett, beleridiaryend bepak goints in the data
o O B B e DT BPELRilith SHERL On S B SRS g it
mod¢ seéeclign Weltnequaitiradodsys maskd @efoaneddacra quickly end take eadrpebssing
imk€- 9., break the data into a data chunk after X
"MRunbers of consecutive |'s or Os are found in the
dat [@950][ (Iﬁ)ﬁﬂil]sr dnﬂaddhmen[ﬁexsecbmi/\seﬂfanagfuaghm metyh@tisﬁpthad;h@cﬁutput of

the;ﬁ(gs% S%C(Sllog ft%nc? 1%%15 sat1s£¥ Izrgget%‘r%n eélﬁtlagcti gla% 8rov1 e ?Wlthln the

secOitliRlectich mbdul® aﬁ hlt@asemeehaaisin tb [mjdhcehyé €huink pbiAtsa Such an alternate

Lilnl,@ue (:hunkt an ever])é iyuchd chunk rr%t)?t havenﬁh.e SHA-. |

e R BB ! B ERL T R e ons

cirdhhfsfa@fesb et)mempmh@ kt@s Adtic&d thhd eXzélQ'vﬁhd’(ﬁv oMt aNeRciBll BE the first
chunking is thenunber of such SHA-| cal cul atjons.

Sel?%9‘éf‘tllhtétnel§§dln$ 2 g nagpiperiof ghppkal 145l Or Pphy gpielection

funBi RGE HRUMGnd étﬁﬁks(a% a Geasistfelll fnipt@abiilb raﬁ’@(c@tnﬁ@r@@ td XBectations
sanme, since the bulk of the processing time wl|

baspdhan Tapdase inprisy, Hhen Spmerond splegHoatimston mas fecideghat teoffrsg sglection
fun@tY(ﬁlr\pe%qgsuftﬁlleQﬁ eﬂ i@ ek otflé WY fl%pjo@iEy &%M@d%ay% fechBsho the

val ues. [0027] In the case of I 'e hashi ng,

origina Hatﬁg(slm;@n a@@lazﬁ)@fl fing e tq)lgro@pp Ifijilﬁ‘@ula( drdsdak mglnts using, for
|
o GHIEA A L A B LRl

progidedby the éirs gist) feldcaon MMheidBHA- 1 hashing function is
co tien 0 e werelati t
CO R LAY SIRL SIS P U, SPRGLR' B 20,
recmsedeﬂ&mg dptarcpmsmsd ofthé chenk nfay be giemtfebdedldngtmatﬁmgously

encpyfiS BilsTine iR a0 BATBeCMRLR iRl & HeP b ERe Be ieny

changes in a file, the resulting hash value will be

di fferent than previously saved and the full amount of
data associated with the revisged file wll need to be
transmtted or saved (e.g., when one letter in a text
file is changed, the entire data representation of the
text file and it's hash value will change so that it
will not be a duplicate of a previous version of the
sane text f|Ie) Ch the other hand the hashlng 'S

o L,



fingerprinting may be applied nmultiple times for

over | appi ng data wi ndows (e.g., sliding window) of the
W@l2108/067226¢ he data file to determ ne where in tPEI/ts10a7/085357

file the chunk boundaries should be set, based on a

predet erm ned boundary point criteria (e.g., the value

of the function equals a predeterm ned nunber of bits
und%le}Ailﬂghﬁ§ 2% @&npﬂe&ﬂowﬁa&[@u@fy eﬁ%o%n@fedlunééﬂylﬁ &tt) @@e if there

ing function nmay bé applied to éac

are gay BRighese (fo’d%ﬁaalplﬂ mcwgowm@émﬁn@élevamﬂ@bﬂ@a@@dnwetq@élpared

with Efé%foh%’% ngreeg?ﬁer rﬁ‘a&ﬁ{l@&%@ﬁ%ﬁ%ﬁ&){a Iﬁ%ﬁét%a 1% ufr‘g{elq% !h ﬁla&fl then at

stem{lﬁSetue b}gﬁtg@(@nt qﬂdw@u@' datg thet iRxt}ied pfqvm}}ely pncpqqnijen:g underlylng data is
not%{l gllgésgs ISFI’?SE% %ﬁ)e% E aglﬁhsc égﬁépog#%%&g s 13))%18 5 pna% $e g tect?(d In that case,
themﬂtehlopﬂgiatetdmd@fl}mgﬂa@amky beselmanqrecg dordthabthedsnd,i 1f yisng 420 the most

oo TR (L B R BRIR o B SRRl bR e e
at sepdi30 thed@tvarnda@tiunpdincyiay ebeoniipulted Gt d. storedrd urehshtitgdt | on

¥ arR00 T Mo e O G Tt s Bk e e heraea

thai id @filidafiyd sTAhendIRIERyihDdPacdntGaddan ttielaieta\caﬁnk@s; ®r mat:le(s)b IFoEdkample,
cuts or hash points should be in attenp

a hisgralyr 28y PR %el}eéaé‘iilﬁa e AP ahf (3 E%PFPB% '3 Htﬂ’/d&Ya chunk(s) or

blodlat)a (R iRy Qﬁhctl{)loﬂ)% %J:neﬁﬁﬁlg (e aRM MR $8 StoPExafipN KK NA.- 1
one neans to achieve the desired degree of data

fungtiqnilext itbrien 440t Ge eropl resendy seteéad vahre gAY ot Stopytbe identified
alofd @ﬁ!lﬁ’ 51%5108!1&' Q&%raﬁéd%ﬂe??d thMﬁéﬂngﬂ;eacompﬁllad @The most recently
content-defined, determnistic procedure in a manner
generiad valup & qosnpared hurkprsyigesligeseraiodand ook vitagsapees if there are
y t.ri ' Vi
anyﬁiﬁéggl%k FJ;I‘%%I%E % Vgll([}%lfcs) %gﬂblsgiﬁl%&%] Iﬁgexlgfg gt%fgergétf@rﬁbﬁ%g‘vgﬁ% glg. be
confipprst widnpreopustnederaied andel S@Qr@d orragsinitied haoh valueh Tkpowep 440,
r. itie I
el ORARI b R 4PERY I ondy BB B Bl B BB gousty
gené&mdammle Gmaytnhebeknutmlttwl t Fir examyle, da b aions nltdbw.lmbms thh Idsphcate may

be gie%?cﬁedo E%thg aﬁ%l gg% ci/uB 1% E gat ar{BlrJittsfgﬁlgrgtécl ﬁath?eor{le{ gne%ﬁiimcl)r?ated, and a

locMidnhindestdt rélated to- tha pidkastazédigsin adine shalving, wH‘rl;h Iséatiph ata is stored at
selection criteri t ha ve been used in de, for

o st el as on R raRaRn PE Se MU BF ooy @bneratea

val@qUalexi@plaa ﬁmobatue I dBeIR6 et@di®,anPbf the ftehiouslQ eﬁd@aﬁteﬁeﬂ ®alues,
value of HL > threshold, H > threshold, or

thep Bicfiopeol theney, %Fé‘efa@édﬁliu? - chagh Yalve&ﬁafbwazt}oﬁgndh%?é‘ﬁ may be

outPhilel afd HEIRG WHRN iPPERAMI RayHel &%tt&i"(e'ﬁaﬁoﬂéﬂ el gar@mltted) In the
sel ection function that selects a "random | ooki ng'

casg b lash grlug. iigney Wi staestig 2 relalle irrdWuifdgpleTange-t hat such

sel [@653] orRefféfﬁﬁé ﬁ(ﬁ)@l% ﬂ?g\/je a@&féﬁlpla%nﬁasﬁﬁg %ﬁﬁq&f using content-defined
producing a randomlike chunk size distribution when

datppleglsrr elinkp istprevadeid. adcpidin@do gf leashons-enpadiorept efdcgpresent invention.
! [ g N

B Ty e

pointnin tildetafsetee sofany batl a-Haplf, eutdmuadamyorbbunkefoen isgd bt oade. This rule,

for I?:)?ar ple X numtgg of C nsggu%v Rglor 1% qlba!pl ?hbl cla s\ét Or(a(]ltecl stream will
perrormance ? reSenff Hve I on rra

resmlwn rambed‘tash cotn bounﬁa@ashluhly ouhatek sdinednd Vﬁﬂ’&lle)?qngmpfaedzhunks or

o S PRSERLd S0 BB 1 RPN R iR s

i nvention may provide a nechanlsn1for dat a

processi ngapplications to greatly increase the speed
of operation, while still retaining a neasure of
control over how nmuch bit-scranbling ability may
possi bly be conprom sed. Sel ection functions
satisfying the abstract bit-scranbling goal well may
result in applications better able to fulfil

non- abstract goals partlcular to thelr donaln For

o o g, o s " o o s - -



next instant or wi ndow. Desirable hash functions may
be highly likely to influence all bits of the hash
wo 20088612en the window is rolled from one ti nePCHUS19687/085357
i nput data streamto the next. Desirable hash
functions are also likely to affect many bits randomy
when a single bit within an input w ndow changes.
hasBdWolpRSduBof hRR9al6O rA@%@}ﬁge)taapt@) R coRBMER QN Al chunks may be
definitions of good function characteristics, and
baspq, it Rapis fyngtien lmlwhrl@ ftrtgé@émﬁé @peUCtPRISSCRg oS @8 {fetunileslying data
basg(ﬁ)&‘lfl Bﬂeﬁ &{Iﬁ‘ﬁ%' c'aﬁgla )lf(l)rtexclf ﬁldn{g%nm Hﬁﬁ@ﬁm?ge é/a"l]crulla%ﬁs If the
ations using the present invention. |n any case,
VduqmnHVCﬁeﬂddmwmnﬂysagsummdenhatkad@mnﬁa@mﬂﬁwnﬁa¢mm@ntﬂwna

s O ANE DU RCSZGTNED Y ARSIy

lateg mwntp Iheahlnmﬂabﬁalmm mgndoar. |'The agrannSEorf &g b ishgvst ddata stream 502

e i rer TR BEEP PR T B TRUF PYREnh.cuc

bounehrgf @dnk, or bﬂ'ehlypdlhte Pk ntay bofccbinplished by tlshﬁg 4 $1plidg wiadaw

h which the boxc
Ty Sy eyt 150 RS Bl e e R D Parts
Thd nmut)w dahaf meYa@BkeminiayPapbiton |50, liyat atay baedriexanploOh 645§te
present invention. Furthernnre t he sel| ectijon

W”’@PWt é‘ F%ﬁkt Stegnn the sl GBK WHKOW REIFetvalic BKICHBAT PR heslggjegvindow

ma@ OB ARAL frdtahe VR dddaagRe Pluddot (he SIRs P tedL§BIPE Sirst window
t he selection function. The conpani on patent nentioned

S1IaBwwlke subfrastedpgng e finggpiintand 8 velue peide REYTPCDS Amay then be
add%é( %Ttﬁé@tm}%ge%ﬂn% f%hlt?alég&)hﬂv%w%ﬂnh@%%bﬁm ﬁé\t%/a@%ossmle
NG provi des an ex a large dataset for

by Wﬂlftgﬁh‘t ﬁ@eapmllt P@altlwenveswpé%dwnaﬁ tehgygaipledioxens dangtigm@r by more

COnSIHf%Ltﬂe& ﬁltealaﬁ shlg]sf)’lf,%ffthg lth\é@ﬁn&fweﬁﬂ hd' tﬁg)tﬁr%gg)gnpéﬁlctuﬂﬁon chosen for
esent 1 nvention: arge increase In's

the nb@sgtwedowmmee Tltrmpracrmuwtll whtinhgpivergneasahd mwndatd BiP is provided

to t Pc’roXe%F ver %g]e ?I X éxijn bly aIr% 85%}51: Steh %ubcl#*a I%e%]tgea I)laés?EYtEs ov%? time,

hat obt al ne
speeahhmhberfennzmcusﬁ thgcalchﬂmme xaypk énprRedl by using gper-@miputddngples. As

lve Ll near con ruenti at or /
norR P RRS i SRR AR b AT LRt R R
perfdﬂﬁ@tﬁﬁ]brd%&ﬁ)emt‘slbygllrttﬂ oFitgbetter biabcrensiingl aaflyy, dﬁdl fay be slower than
enen cessi stem 100 _us

the g A GO oD AR B D P PR e B iy TR0 Bave

exc@n@t/bd@damam‘gcubdunglctrﬁa}aie ds@cﬁ&stth@ﬂ:@orﬁmé@dﬂldiﬁﬁﬁctﬁﬁ Fh@xample,
present inventjon. In this exenp system i nput
the phkA; L fupgtioppayke ‘EF%\?F gRegilicy ealopagt ‘B%ftgﬁdalrn?ng such as the
CRE@Q@ﬁﬁﬁaﬁﬁﬂBhﬁ&k W ndow Modul e 120. This input data
110 ‘é for exanple, a sequence of files or
pacRey d?effaatlanqw igdy gn Qremplagn rsgyelectipmfunction usiae g boxcar
surh féclli}ﬁq&r19ﬁﬁ§t§a%di 60()r zﬁ@&mn%tt@g 10t SHe Qh®HdibfRnONE 1! exddRbfe, a boxcar
el ectroni c devices such as a m croprocessor, a storage
sungl fugiRtiongs pesehte Jeterariredrplucal baypdarghugle, or brepepaieidl i 2dalpgt or data
R
ﬁmd&EakmkmﬂﬁedadseMRENMwadsghaen%tHmdbkﬁbmhamanwﬂgimaymmpwbe
a pregf)égﬁgns réesc’ln qlntf{%terl S, ﬁ L OFR ]fl ta %ﬁc{; [%lg ce:ﬂ%%%ts %ayfbe s%%plg/ & 3% of
addﬂig wra the aitga gadl&d 1Ih€3?$hl of thel tlata blwksdm:tythar Brxe@lSupot PitMé-bytes from

. Al t hqugh & 120 t not. proy t he St

=10 ody Fsi BRo R S R Pob o S et B iy be
the data, its speed will make up for the | esser
qual ity hash, cut, boundary or break points (e.g., nay
result in less duplicate dat2obeing identified). In
vari ous enbodi nents, the nodule 120 may pre-select a
subset of all possible hash, cut, boundary or break
poi nts. Some exenplary easily reliable hash functions
may i nclude a boxcar sum function, an successive
nultlply by constant and add byte value (M.CGQ

L, . o, — e~



[0037] Specific versions of C+-i-like code for various
exenplary non-rolling and corresponding rolling
wa008/0g2g6 of hash functions are illustrated beP@mUSI007/085357
the exenplary code, ws is the wi ndow size and buf may
be an input data buffer of bytes. The function
calc(buf) is a nonrolling cal culation of checksum
subfr8&1E antthd 1%04& %ckﬁt@%&p df dad sﬁrﬁﬂnhﬁ&gnwesadeéa tALashowh ld data set or
updat e a checksumwhose value is calc(

datg groge 86 icripyde &shashig)and i compesedsyh éf%!?fi @)r@ta 3 b, Cnﬁyanléé Data
t hat. n
O e e

610 mapuber inady qprOé date grosbad. iborndaf Dagagrourbyal’ extyihaveor swor @tal value (e.g.,
r (14 744
e ISP S bt QL R W Tbr BrIREETS, P i o may
havtecamsmaoml va,l\xetaﬁ,dbr couplenty Ixmegwap 'dusaydpye abmatquwhs,5. Data
as .co ptim zation t|o to achie
groF% s el?ays}baggg SuI{l 66% é(]afugﬂfz Qr eﬁ%}f‘%? a(l;:aagm@_l_ £ Ima% Zlave a sum total
valpsaUfbo eaeld, 51 Ginan-tlicad ivalﬁtg fexahe:vaamds dawh biotigs in @el data stream or

dat%?fglt bnlg%c%rﬁgﬁlhog\évmﬁ%cfog (glblﬁgat]y b\éa_lé-g 3OB+§X=%:%E :éli !i]ﬁ ?C,iilecéext boxcar sum may
be éaﬂdiiﬂat@l?e@ lﬂﬁﬁﬁrﬁi edlcattd supuininds the @xdlibdtfloeBfotlddta a 6230 JpIid the newest
oi d Boxcar; :.roll(_unsigned char const* &buf

groeg oJatad otk [’SQ\A?HO Dt Tl@ thggnext poxgak Sungy lreo(@ggi ie,glﬁls the prior

cal QAT uE: @fnuMh@@a&é‘s‘t I‘gfdub of BELYEONNFRs HRMe RO gfo@F bf &a e 660: 25-
calc and rolling routines, using a nmultiplicative

10415| néhrl %rﬁ@w@wﬁ% to gkehagh ot r‘?@'élftﬂa@’ ok, qrdregk GpKts where the

sunpﬁleaﬁ\c’tl t(y%f; Iﬁlah rtﬁeshagzlh thc @@unﬁﬁg LHhin@ BehRki ﬁﬁﬁ sﬁﬁs)ét ‘QQLHd Bthis short
requi red on 32-Dbit machi nes”as overflow of 32-b

exagiple InpRadds poBpeY/t Poran fretcebitng BAY Be 4 prtedlaly snnple and fast way to
perfd;q?l Ifﬁgt Ll)éctloll fh%cggh f%%@t(n(glﬁdff g%tg ghé)gvu% Lji? Yiﬁdl&}eoletg[zt&a'esh Hoints may

OWSI ze y seed
be sonmmhat(lowmdui 03859 gk pf gophisticitige Qs surk, thoboxggsuticparmddnian

e RN o 1B bt b, Ty PR .

f or[00557t %f&nng@tﬂ’lgﬂ Fangid 7 éxeinplangilibstsiofisofrialatwin®ws/ blocks or
chu%,g']argpypwdﬁu if(%%% u)?e qarC %i 1n\ge%ec gnlgﬂn%rﬁem%e: { fn e(1 geﬁ eéazétad glocks or

chumhza racam:nﬁg tH acleAs bnebdztﬁbo)dlr{lenl Bf b8 present invedtionl Flgf (071 {hows chunking
char const * *p
003 Ne o g 3t v e STt o e o jigus windows
equivls @@réde RthipedI gl Vi oGH RGP §lay b&Bplied with 1&hﬁ)g5 Hmvrng or sliding
csum* mult - rmult_ws * buf[ 0] + buf] MBL)+ magi c;

MR SR A A TRt N

invPS BYAQEIRHE of PidindNndRY, lshdhths @Rl Hox@id duh O thk RAbih G ngerprlnt functions,
routines, using a rotate-left function rol 32 by 5 bits

and el RV AL FEUA 06 -2yeds RN e YR Rorouk hegepleged wlt@@aotbﬁﬁltenon

havﬁ% s%h?é%@ﬁreﬁ%kob@lﬁﬁfy%f 'oQ&ﬁreﬁ'Jee m ﬁl?sd&Qm Rl vaibEs &Rlibws (705a 735a)
functions, is show bel ow. 1 Rol Nxo ol Nxor (ui nt 32

in il fungtivnam: Hlugtolediie Byld and onganigedis naibuily o gm@s of data
i * | f

in th;( %%gae é@t{eﬁ?)hf\%n% %4% &1%0 Satl%mt h?/al% L?Sﬁ ﬁd)17%t Valjg{l]lg 'i)&lnts in time,
a nRp bdow.is trained andreshlgatedagiat 2 pmdmetﬂmrcedrvshle bude)erfuir® if a hash, cut,
bmﬁlﬁéﬁ 'B&n 4 Io? i)regk {)(grrltr:shéélﬂé bhé m,%? % gx%pnﬂ I‘ﬁ@:?ge%ftermme alue
resﬁlpx in ﬁ.has}h cut, boundary chunk, or break point as 1dent1f1ed at the end 740 of the second

window 710a. As such, a hash value may be made of the data in the sum of data blocks a, b, c,

21



12 } 13 void Rol Nxor: :roll( unsigned char const *

&uf ) { 14 csum = rol 32(csunf rol 32(buf[0], M, N
WOo-RBporRG 15 ++buf; 16 } [0041] An exenpl ary PCI/NS290{/85357

Ct++-1i ke pseudocode for non-rolling cole and rolling

roll routines, using a rotate-left function rol 32 by 5

bits and assum ng a 64-byte wi ndow for sinplicity (so

and d1afheAQfedd p?éHQﬁmﬁghasﬁﬁg bAkoRSte A En I GRAGhDRS, diRewin@b) 715a and
function is show below. 1

foupgh RASWTERBI ¢ harts o by cqhunin ogbrepk p@ipidbiNgRtified at the end 750 of
) . ¢ 2 : . . ) ( .
the;f&fdf}&l%fﬁ?% aisd_%.l)/ﬁls y\§‘ y il v 1U®'§aﬂg %t‘é‘ﬂaﬁi@?f(th%tg Mind QP e
blOd@r@sﬂﬂéﬁt Thet fecr 8al¢ylatihgviad chlwRaif KbealaBab Ithe: Wind}af_vsc{f two more sliding
tim Qv? c%Ov% dflfﬁm{ 8\9 e%a and%(}); S\;v'ill )73 a hz? iu ,'_bo IEHah;, cl?unk, or break
or t p=buf,  *p ndiap Ws|;

unsi gne char  cons
poipt is: pEmta;f;ed—aﬂ-pl):{end_%(be llllm s;xth eliBRwW(1Bou m\Muchmﬂé&lbWé{le l’hp}] be made

of t% %%%mfth%‘% g/cpa qﬂ IKE §u gagéq?ﬁv(nctg‘ l}#ocgslgséo 1nues to seventh

wirdolv32$4 wilHai hiedibgifjotte) yAhe mhkch aimbrEaldie] Hasl, [cws bdundark Schunk, or
bredic i -buf; 16 }[0042] An exenplary xor hash C++-1like
replsBifocode for non-rolling calc and rolling roll

r oy00FEs Fig. deRhdvxathuil@ngd PA5NX Oardus pXiaS A th‘éﬂdﬁtla@tﬂéarﬁ WBere the
rotation operatl on, is . shown below 1 voi
fingegpriph gy Rash afpe for V%’f&%‘l@ Mélowh 59‘1&@&@?‘*@&6‘8%@ V%}Eﬁ Jhig example

111u§t§é€é§‘ towl thé Rash 2uf, ‘Bﬁlﬂndldﬂfs blﬂﬁiﬁ %r%ﬁﬁf( p&iANwI ¢ Wfse to the introduction
pEnd=&p[ ws] ; p!=pEnd; 4 csum L= rndTabl e[ ;

of %ne}w @té} erguR;ehag bﬁ(‘%ﬂ megsicd Wl‘g’éll the calies iingkrate élﬁtérsetc% ﬁ%ga]m having data
gro . b (5 f, C% Hm ol _]r %q -Eﬁpi)eeie@ﬂx‘fro&lgll 111-ustrat10n the 1ntro?uct10n of a

rnd'i'a Ie[ [ ++buf 43] An exenpl ary
nevy dgth giouCRy Fsklé wh@@iﬁ@l@@id@ of @ne lir?@h qub bpynggryeefivak g @reak point

thal &lcllﬂr&ﬂ:)eoﬁé nhtﬁé)%g\ktﬂgﬁ do 48, 1¥1 9§1s ﬁfggﬁ(phégh A, %Blg{d%{yeghunk or

ver si on tche w th no
brehlopmmps sdlested RoWH. bl tbiwexemltrée vetinguis vadoohes 1Y IPG 1730 ) ia a sliding

wn{dgw éurtc%&? !;i.Ile?ﬁ] s‘grgtg!i n bollcl ndI O%a%{zgg l %i}%lglta dty o?%%og?s of data in the data

ucing a c sumval ue Th ano
set pr snmameﬂwbg/datm erospy @ipd, @, ¢,Une hi iomd JAthhenmtlatw glioylp z 1nserted
rndTabl een used

:
pety B B bR T G R G Bt B

pretiéteriidibdtvalit Reluanze ij a Bash, avg (bomdaijWBjnk sor orék poiBgioald be made.

In 5 ey aerdhd Sed BFRiag S BRToh afhy S Hpiang cRnk Y pelyk point i

1deﬁt1fle/d$1t thaded 3R @ sieéﬂrﬂrvﬂﬁﬂows'ﬂ abe AR such$2(1astJa])1e h{ay ws fdde of the
roduce. a checksum 7 {} 8 //hash is sone way

dat@@rf ¢ RS BT Srihe. 1At Rt AT BT gl 4 two more sliding

tim® S RISk abird iviHddw 2t s andUbotiiBRinkiow 7206, tkGhed data g\f@up]zlls Encountered
L— (x 6) 12 return x; 13 } 14 void xAdler:

sl@ K84 b@tﬁlgpryc(gwglg 30T é@ﬁ]g POLRf jf ngt 1(gen119ec§qlt the fglg 780 é{_}he fourth

window 720b. Then after calculating the value of the data in the windows of three more sliding
time windows (because the sliding window covers three data groups), fifth window 725b, sixth
window 730b, and seventh window 735b, a hash, cut, boundary, chunk, or break point is
identified at the end 790 of the seventh window 735b. As such, a new hash value may be made
of the data in the sum of data blocks e, z, f, g and h. As shown, the insertion of a new data group
z may change the output of the selection function at up to 3 locations because the change in the

underlying data is limited to only a single data group and the sliding window includes three data
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16 for( unsigned char const *p=buf, *pEnd=&p[ws];

p! =pEnd; ++p){ 17 si += *p + magic; 18 s2 += sl; 19 }
wQosherek afinal bit- scranble 2 1 csum= PCT/US2007/085357

scranbl e(sl,s2); 22 } 23 void xAdler: :roll( unsigned

char const* &bouf ) { 24 sl += buf[ws] - buf[0]; 25 s2

+= sl - ws * ( buf[0] + magic ) ; 26 ++buf; 27 csum =
gro?(t_}%r QHJF ge ¢St is %%)nn%@ tl}at {ho Qﬂ“&gt W%‘toerﬁzﬁdgﬁh @ﬁr&: B?ckéteﬁ w1ndows inactive

pseudocode for non-rolling calc and rol

durrrkglthe ae@etl@rr@éerfao ieqel &) apypeetqrampicd valhe athased @F thig ewlﬁ fora

QEI!MC @aflm Flglt é dn-gfa&ie%ﬁn &ﬁ)r, Oltrld’%gi ghrer%%@é%]ata%q ngE T hatm can
res@é@wen@l@ash cutiyboundals, ¢hunlConhigak peints. ohrsvaﬂ@wmhwyl}én&nehce a

Ci e 1.5 . Co . .

hasﬁ:o %%Sx{da@r‘ Igﬂ%s(?r?)geak éfolﬁl%—é g(fetn(lé%ﬁ )i’ji? t}1e %as?%\%% f(féster s%?ekgh&{ function
thenva mdmvmf hesh) B, boupx(arp ohynk) oﬁb’rea'l%l]@iritsrmadlmﬂetﬂrmmed using, for

exa%ep%5 A }))I‘;J‘cﬁlg u%[ é\éé on o\¥1 rﬁéingh%hgmg é)? %}?)é &g te\;v%?cfow as d%scnbed above,
thefye Blewat thu getpd bMﬂﬁﬂﬂl@l secohddés@ion i@ titiivay be afep. emt ekathple, a

o B SRS i Mo B RSB I0N B GERS el e

or l}real((bddts ﬁﬁ@él@@ecﬂasbbéts@rtmg%fﬂt 88 a§ tere@led pexcessitighivR while keeping a
¥ end8 uint32 t crc, unsigned
reaﬁ’i‘él?le B% iy §°r {m?fult é’PEIl?dﬁryTfhWCQr@r?‘Eﬂ’oﬁlﬁkfﬁ{e%t)m& xff ]

L ([e0s71" Aaﬁartlélﬁar d V)@dﬁﬂ)lm Hdshing€ RInEonUBSthE BREnERBLtion
const * const 15 uint32_t csum=OULL; 16 for(

fungiian 1@%@&@{5&? @@fh@ ?Fy-llgglpng %Efﬂﬂ*&bP%TmmﬁmﬁbEﬁ@auon of a Rabin
flng"éﬁiﬁn{ aﬂd7m§}5w'@0uncﬁ1ﬁpf%f‘ g)élﬁlp@eg Y I'§tonepR) StewdrBand ]i Dids %Qream Control

voi d Rabin: :roll( unsigned char const* &buf
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ated for
ond B BB e molies R RS el oA Tt e o e
modifiddl lossup@Gtseaybidye lyomiagnt Tiekefode &d tlh:a;smnﬁgur&ﬁdn ou{ bfugenerlc (e.g.,

R A A e e e S S AN

W ndos8]f uaGiotdanSoveAm VBB iRdin@alsl thEfresehNin@G@iMNi6Hk dlay be used for
content based hashing techni ques are better at
4

datg H‘@ﬁttficﬁ‘g}‘%@‘drﬁjﬁP]écaEfd}ﬂ e&‘&’c“@élo’t‘ hahsychy Wbt iadetapmpging preferred
has] &€ bB&RAHGhdnRCHHPr AN @Sintsl NhARY a6 &R thd REGROY 8nk of data may

defi ned bl ock/ chunk poi nts 140 may be used to inprove
be prréucsd ardeeosinatpd (i R ToeUs Y strishitaaivaluerg [ Vareas 6%@3 igents, the
pre?éﬁ@in'v&ﬂﬁoh ?ﬂﬁ? lbeﬁ)%lclﬂﬁﬁpzﬁﬁbﬁbfﬂ)ﬂa b ﬁ@ta'dﬂﬂi@aﬂ&%lﬁ&nna{tf(‘)n Further, as also

various enbodi nents, these content defined bl ock/ chunk
notfefb@hwg theqyergyt ibeenjgrmay be cqudby anpfigabigtodapdus elecsoniasygtems
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desgr? rt}co 1Seli’rgV1ded LI)etP fa s%geﬂolf ﬁfé V?P us S s(fflfJ ms &p%ns\’x%m?ﬁl & Igrgsent 1nvent10n
mapopeas.sor systens) Nbdule 130 nay |n some enbodi ments

have direct recourse, additionally, to input data 110.

For exanple, if it is determ ned that exceptionally

the nodul e 120 has failed to neet predeterm ned

criteria, nodule 130 could enmbark upon a presumably

sl ower and | ess desirable pr2xess of processing the

I nput data via an alternate nechani smfor

content -defined chunking, as indicated by the dashed

line 150. Such an alternate



mechani sm may be provided by a techni que using, for

exanpl e, known functions to determ ne a set of chunk
W@oisne2e® be used as output for step 140. [ OOBGI/US2007/085357

Referring to Fig. 2, an exenplary data nmanagenent or

processi ng net hod 200 using multi-node data boundary

poi nt/data bl ock determ nation is provided, according

to [@t)sd]ea%ts noRE, i§VRA TBBbdiRknd N @@eﬁlesrjtand ﬁ\éﬁﬂ&(k)qﬂewded

In this enbodi nent, at step 210, a data stream or
herpig wa@uueelama@edawmgrwnweng q*?elcsrf@é egaplone Rersongt C@‘H@Eﬁr a
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seqpfrrete stingtoictions thatyolfeguprethé ormmpir s partpria Oheteuorh as ﬂescnbed herein.
o Oy o P R e S as B2 or MEL Y OR cmonnr
avagulde &esi ang numbttmopbcenﬂnyrexabmamﬁMuran ducdndad tblyetxemphzl, Dell Computer of

function, etc ..ned su
Ao ReP Bt B B R RO B s, e
havik agand aisll sewve Ipelbplterah) advtiek (@@tmmm Sﬁdu@e ispat i peinger) (Fig 8isa
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corﬁﬁﬁﬁ(m@it‘lt)ﬁ Yhd ﬁa}pﬁ)srét f%f‘t‘:xaﬁjfpﬁé Rast. BUgHa e QQhﬁﬁtﬁlghéQ@é &0 may also
chunk w ndows that may be used in determning, fo

inc ey sislean meraQth 86&4 daging data greacaiahlie pdegSod a&OétW@tPgm@éas i86p, and
u
O Pt B R O P b P gt deviee(s
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1nstr1|1nﬁ%0%%/.g§lp %é@ ancf  QPEra, 1¥1§ %’g tem 1{1% H?rﬁ ]5 IIr%ag be ]stlggetd élrsing computing

devée! 380 bh dfe stanapetdeoibe(§)3F05 andockytthe rﬁaemgn g5 Blhawwedy include volatile and

se tion functjon (31 ether t re
nor G Pt SE R Ry e pepde e
appHeaRAhrogdies idPEinicalihethb pekent ﬁis&éntloh@yﬁﬁ@iﬁ‘(%)/arﬂrm&mwi Operating

oints and/ or wi ndows 340 froma |arge set of possible
SyStrat 1&“15’6P?1‘t558/39v|% g seftwarg élstné‘il‘@és %Ié’fabt?fto ﬁ%@@l Bsé operation and
conl&@f*(lif th€ptbe RV BORT M AE emPEUMReRObPtSin@ M@ inVWkREONR38 Abhy
i nclude, for exanple, data points or chunks A
mc](ugq danexapplegio XP™ gpermmy aystenpayagahla frompMicmpgia f-orppration of
Ruﬁ%%@ﬁvﬁﬂ%§§@1a) H (313a), | (314a), and J (318a).
first tTaster selection function 305 nmay process
t hd 0Pel gdnsiraetiond Ny ds irdsid éntel & pipORMes/fRnnaeibst e@apw -readable
a Y o}
e LAY B 0500 A SRR ELBOARP o porin
refep@cp atysmetigh grat wm@m i E@)Vldlll‘[g msmugtlwacmblearocdamg umt 305 for
exe@t?tlborr]lt r%bl%ln d@g@ Ilglﬁlfl:é}y take e ngao }rng?%r]l 1%51%%3) gndct%lmelgh ?o n V(():latlle
me(tﬁ,l@ltn)l,le Iﬁec(lés fhﬂ(bbransiils(sfbil&te)ha Ho@l&b&b)e, mtahlzdmhy (nB]lldh)for example,

process .of the f ast

opttcalﬁo&rﬁlaéﬂe O%sk%ﬁ@tﬁ:gtéor _]FIBIP fgr&ﬂdes oreéggélregxes %Joia}%ye 1§ed1a may
times faster than the second sl ower selection function
310. However, the data hash, cut, boundary, or break
poi nts and/or data w ndows i24 selects may have a
| esser performance or may be | ess desirable than those
that woul d be selected by the second sl ower selection
function 310, if only the second sl ower selection
function 310 anal yzed the data set 320. On the other
hand the flrst faster selectlon functlon 305 may be

o o o Y - o o o,



i dentifying hash, cut, boundary or break points in the
data set or data stream but may offerreduced bit
wa@enamti2ecg ability. The first selection may iPBPERUS$097/685357
subset of all possible hashing, cut, or break points
that may be input to the second sel ection function. A
faster first selection function nay be defined as a
incful®@dafiflc fBAbrylsScPRlaEndiPnEInYE & cQ&%‘ﬁM fBeh&lissRASRAa may
on megabytes of input data processed per” second. Sone
includepRaixigt Gabla, peppeswire @pd Bber ootiest inelnding thg carRections [ty eorprise the
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¢ qﬁ@{ t han t he fk{st sel ection function but provide
ro‘B‘é’t A PR 589 ng and/ or accuracy in identifying
t heopeaf evarieds fobasetoapu@r- ftesdbneefﬁecﬁbaaast ﬁarvblstd i@,cafr@hg one or
exanpl e, duplication identification and

MOg %eﬂ"i‘eﬁ%ﬂsloé H‘)‘e HAUHE INSHYCliopyg rﬁ]Ethr%eésﬁn%‘F’étéﬁR 88% fq¢gecption. For

exahfple, HRtRACSEIond maflBE thiGdilly BBAe oPATBLLBXRINKITY r&RGO Bénputer(s) 885
sel ection function 415 may i nclude a CRC32c function,
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whfch Gy ibe noupiad tmotlgtcmtwmunteﬂﬁz&e@hsawm mivdr tmy ftﬂansmtlt a requested code

for 3 far agpgtfgug)% é)fﬁ(%;r}% Ith(%(r)1 r,gfgahedlS te at ﬁl%%vﬁlgg(i § (?BPlla:a eir%creived code
mayrbﬂébteet)te(aﬂy ik ﬁ)ﬁfcming uﬁﬁ(@h&]’ﬂ as n‘mt ecgrad hll@d%ortshﬁedlh lal’stOrage device

31 f[%lrog}eg P%IW atllg ?fal%ﬁl:agg %‘@%ﬁgﬁ%@@@%ﬁ gt}l ﬂ?%m%ﬂ}% E‘%erfonnl%utmg device

SO(BXNSLEHLAi B BR hpplic 4tod B AR GIRSfordrof a ExadPtaRe. 1 f 1t is
noticed that every w ndow of in is selected by the

fir 9962de|Té18ﬂ>reaﬁltﬁthét<?>cﬁtd njeghodfs Eglat geside o a il srizgptingsdevice or

pla@&ené®, &f onsh@iBp1d co@puttnBAbvitR&0D] Jr sk fFlicAdNE HAG tsRIB on
S produ i ng chunks at a statlstlcally i nprobably | ow

SCPRIFtCLCONPH siget YPlexpebication xrsuplls xtragiiopdAHbmyt0 and operating
systeﬁﬂﬂgtﬁy)ctloﬂs%g n{ap §e RRAANH Rk SF hbRMIHLAGE a8 séﬁﬁﬁént@ %F&(gl?putmg
hat the first Selection function was insufficient.
dewiqfw 390 yalgele memorgfor emﬂateexmtlplt yInjong ekbedinent, deapating devwe 800
I i
e L 5 Dpb s bR 120 o SR bR ot
memrpRirege. dn @tﬁemkwmg:rrtbedlhwnq sﬁtwm pgtienshdigte pfrfusnmum\@ntl@f

trer |n ab| It n
SYS%%(S&&“‘E %as 0?@2 rltefteﬂ}r?é‘t“ux%l% %’t %@%‘ﬂ ﬁ@g(tg%émn%@ finguage
soub@tchdoinstatce piss. 42mx©nmdﬁﬁwmmmeQaﬂﬂeforned At step
420, the nost recent underlying data contained in the
chunk may be identified along with previously
encountered underlying data so that they may be
conpared. At step 420, the nost recentunderlying data
may be conpared to all previously encountered
underlying data to see if there are any matches. For
exanpl e, in various enbodi nents new underlyi ng data
may be conpared with previously stored or transmtted
underlying data. If, at step 420, there is a match,
t hen at step 425 the nDst recent underlylng data that
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outputted and the data which it represents may be

outputted (e.g. stored or transmtted). In the case of
w@200806722@l ue, it nay be stored in a hash tablBCF/U82007/085357

future reference. [0053] Referring nowto Fig. 5, an

exenpl ary hashi ng techni que using content-defined data

bl ocks or chunks is provided, according to at | east

on e[Oﬁm0qﬁlqﬂ‘i@aﬁloﬁfexéchﬁbﬁﬁl%ﬁﬁaionkﬂmb%hy include one or more

Content-d hashi ng functions operate by using a
appHE P PETZHInh Beriagesd APhy . Haa rptei) ARl method{a)of s nigsentinygntion

51§ 84 Pf, RJ&%@ LBk G4 UL ¥irn 8 1

ngﬂiﬁi pgﬁﬁprﬁgr be naggw’qﬁggm}u+nz %br exannﬁerﬁppumuon
funpiigriyails. dfor coavgde un iAPE m@y e provided in thenctappvitweltatbasel%S in order
to g&{lﬁtegg% cll] 3510 I%(t—:rg ﬁ)ﬁﬁfé e§gi1nwb %I::< ?C?‘% Snutséfﬂla{(%ggl\?sg ?i}eggfagase to perform
parlianigtdatadatraeoh mukeszaknpemabla maamd»ulmce(\mtkgme imSiru&i2by sperified in the

s R REHIIRRa Po s BGeBPE R ar GE i S pfhaprs whin
are@@imhrﬁed b hecongiitlesimet e iliatentidas desatteaksreimay be based

o0 a0 B RGP e NS B S P eves o

capalmﬁq/eb ﬁﬁﬁﬁnﬁﬁﬂld@&le% ligbingutipn b teaaiertet, ludjldmglgvuun Al@Wmited to
be cal culated. |f the value_of th

ele?f’éﬂntcdpaé% ?’&MW%M&W?S pndelile prtser cpmqiligies. e%PstPls end, the

cordth @it dibaiRtertd §10QfayFu SRR SHcRAE o Web BRvaeh@shas, Bdttnot hmlted to,
boundary, chunk, or break point may be determ ned an

Ml(ﬁaqq@e[ate{r@t %xplorglg}” @gqvg{%l by Mficrosgleorperation, %Wrﬁ@teréace(s) 820 may
incRial QC(g}hﬁﬁé? il Hféﬁ‘é\ﬂv k& afél' 298N lel&:f Ctle@r m%resd? cal User

a data stream 502 as been partially broken in
Intesfrges §UG) absp maybe fainded® magde tpndisplap 4ol rggql]mjatwag)ﬁ data contained
in 1&1&;%“\%%%@&% g or break points. This nay be
acconpl i she %( [ ng a sliding wi ndow approach and
addopeSla Reéemmjw ®102.% 8 oetarord 308iupgn whish 6w spreigmiseand method(s)
| n . Ih i nd e f
R JORRL A BiZbh % o BB PR b Bl e
appBidatioptngry\bic vgowionat oreanefor stoggeontputer(s). slthiedirmgriv®(idoay include one
OSI tio h ng, W _ndow
or I‘é%re gu%ﬁ(l‘s)éé({% c&u%lﬁ(gt% on Qrecll 1at élél%l Fof%%) ﬂg] ge Qne 0T MOLe é/hent(s)
mapbélasipledyiiraugdh a’i&ﬁmﬂd’mlcatm‘)n ﬁ@\tzoﬂk/l(m dofibdy bptidyatleplone hnes wireless,

ubtracted fromthe int and the_val ue
et BTy PRS0 e BRIV gD P R o1
exahPld, HeM@mSE GRINE rivied APoerSd Peer e iviorRRNL ARG adBYc B8npiRdQo-
possi bl e by having the fingerprint commutative over

ConT PRI R L E AG eIk oD RIS 9B PO SFVES) (g goupled to

the ‘é@lﬂﬁﬂuh@ﬁto%qraﬂﬁ%ﬁiﬁﬁ)%d SPtddlth & sdrQertdd® SWIrSNOS| |ﬁh@ pBREht
the fingerprint cal culation chosen for the slidi

InvRtioE G IFR(ahind methnd (sp g @58 hiielmortionm thiahase opryefve op ﬁ’ée gigmore of
thechl%p(ﬂﬁYl\fs Aatha naRerH @)OQB QY {oq{i)grateoas taQ@meeféQﬁéﬁU@eVs?E tefnks‘yﬁnd

as shown by arrow 560. Wen subtracting the ol dest
metbtyd(els over tine, speed and performance of the

c al ti ' r -

P BTy O 1 O A ELGRIRRD 1 iden

thaugadf adisrnatiwe croorilfisbecanid oariftions wilblre apparfitriol thoest tkdled in the art. In
ger%faﬁ egné)p’(gl ﬁts tr)nay r%lat? 9({ t[ﬁg %utge{}at\llolnr(;f UWes? {m(gl VovtetI?er ?ﬁsglﬁ]e%{ prgcesses in
which lasetlymifelaltalmpeﬂfoﬂnm IAIr¢ordhl[g\]!§eﬁerembbl‘lllﬁreets af the 1nvent10n as set forth

altern u ve excel |
oy FE R b ey BT 52 RS G sy score of

sel ection function. For exanple the SHA- 1 function

may be used, or specific versions of Rabin

fingerprinting, such as the @RC32c hash, may be used.

[0054] Referring nowto Fig. 6, an exenplary first

sel ection function using a boxcar sumtechnique is

illustrated 600, according to at |east one enbodi nent.

In this exanple, a boxcar sumfunction is used to

detern1ne hash ~cut, boundary, chunk, or break p0|nts
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be somewhat | ower due to the |lack of sophistication.
As such, the boxcar sum approach can devel op a
w@e@soel2ect i on subset of potential hash, cut, PCUHIS20Y(85357
chunk, or break points. [0055] Referring to Figs. 7a
and 7b, exenplary illustrations of data w ndows,
bl ocks or chunks are provided for an exenplary hashi ng
the i R UL1BSd BEngQMa$BE nABE WRSL: dalatiddl iRmK e PiriCAHINKSpe of the
~according to at Teasft one enbodi nent of the present
invemipanicgidingly gthe yepe ploe Prekrihiav eftjior elirudd badgtdrginsd not by the
: . ¢ . . Fo
B e R e R
val [0867]1Vvakll pubdicftions tphionis, amd patbes applpliien cited hereio hicihaggby
. ' r i i ' X | e may be
mc&ﬁé%%gpg§g&%#%éﬁgﬁgkﬂggﬁgg{%rﬁ (%gggromer gelection
function involving a rolling or sliding w ndow, such
as the boxcar sumor the Rabin fingerprint functions,
and the criterion of equality to a predeterm ned val ue
coul d be replaced wth another criterion having sone
desired probability of occurrence. In this exanple,
vari ous wi ndows (705a - 735a) in a sliding wi ndow

function are illustrated in bold and organi zed as a
plurality of groups of data in the data set or stream
having data groups a, b, ¢, d, e, f, g, h, i, and j

At various points in time, a new wi ndow is fornmed and
eval uated agai nst a predeterm ned val ue to determ ne
if a hash, cut, boundary, chunk, or break point should
be made. In this exanple, the predeterm ned val ue
results in a hash, cut, boundary, chunk, or break
point as identified at the end 740 of the second

w ndow 710a. As such, a hash value nay be nmade of the
data in the sumof data blocks a, b, c,and d. Then
after performng hashing at two nore sliding tine

wi ndows, third wi ndow 715a and fourth wi ndow 720a, a
hash, cut, boundary, chunk, or break point is
identified at the end 750 of the fourth w ndow 720a.
As such, a hash value may be made of the data in the
sum of data blocks e and f . Then after cal cul ating
the value of the data in the wi ndows of two nore
sliding tinme wi ndows, fifth wi ndow 725a and si xth

wi ndow 730a, a hash, cut, boundary, chunk, or break
point is identified at the end 760 of the sixth w ndow
730a. As such, a hash value nay be made of the data in
the sum of data bl ocks g and h. As shown, the process
continues to seventh w ndow 735a w thout finding

anot her value match and resulting hash, cut, boundary,
chunk, or break point. [0056] Fig. 7b shows chunking
765 at various points in the data stream where the
fingerprint or hash value for various w ndows equals a
predeterm ned value. This exanple illustrates how the
hash, cut, boundary, chunk, or break point will change
due to the introduction of a new data group z has been
inserted within the earlier indicated data set or
stream having data groups a, b, ¢, d, e, f, g, h, i,
and | . As can be seen fromthis illustration, the

i ntroduction of a new data group nmay result in the
elimnation of one hash, cut, boundary, chunk, or
break point that occurred before in the fourth w ndow
720b; in this case no hash, cut, boundary, chunk, or
break point is selected at 780. In this exanple,

vari ous wi ndows (705b - 735b)7in a sliding wi ndow

function are illustrated in bold and organi zed as a
plurality of groups of data in the data set or stream
having data groups a, b, ¢, d, e, f, g, h, i, and | ,

with new data group z inserted between e and f . At
various points in time, a new windowis forned and
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Rabin fingerprint function may then be perforned using
t he subset of hash, cut, boundary, chunk, or break
W@RI0AN672p¢ e- sel ected as its starting point, SoPERUS0T/085357
reduce processing tinme while keeping a reasonabl e
qual ity for hash, cut, boundary, chunk, or break
poi nts selection. [0057] A particularly good exanple
of a hashing function for the second sel ection
function is the CRC32c. The CRC32c hashing function is
a particular inplenentatidald™$% Rabin fingerprint and
nay be found in, for exanple, J . Stone, R Stewart
gﬁ;>1CI|s "Stream Control Transm ssion Protoco
Pf'4hecksum Change", The Internet Society, RFC
3309 Sept. 2002, pages 1-17. This may illustrate the
CRC32c standard and gives a sanple inplenentation that
descri bes this hash function. The CRC32c
1. r ecAhmwetod af Hnmnﬁﬁetgumlehtycdn@rﬁmgm:csita‘pb of:i npl enent ati on

a hash based. on ion, it my . ,
S ordE 9 St e Bl Rt nELT Rhin bt Susfgsing u frst
selddahé inb@shandThe CRC32c is typically a 32- b|t code and
may specify a specific polynom al and nethod, nore or
| es¥lecHip b Hg@? Brrsonal th BIUFREE 9f] V@Hd%rpr@elecfeéﬁ’ﬁ%@éecond
sel@fle MAYid¥e nodified to supports 64-bit ponnonraIs
The code for the second function may be generlc (e.qg.,
of f-the-shelf) or hardwired. If it is "generic" it may
2. T UrTheQitlihddRE:id AMRMhah tlﬁal V-G Iectl R dRRlioAR fﬁ‘s@ér%gse@&ﬁl‘{§a data
in various embodi ments the present Invention nmay be
blogiseaynflyyy thagdsthe sheard fejesng ActwRd dupl i cate data
elimnation. As such, subsequent to determ ning
preferred hash, cut, boundary, chunk, or break points,
3. a hbstmetide clagn 2t Weerde therfrityeldctoigdmiction isdatia amaindpe selection
mafLAALEES ARl GRMRAEA Wi th previously stored has
val ues. 1'n varirous enbodi ments, the present invention
may be partlcularly appl i cabl e to dat a dupllcatlon
4, el men attflo(%f]of 01: ﬁér i %heafllrst select gqu ckf]lon 1nclude orxggresﬂrtn
i nvelit ol nay éﬁ ?P abite 19 v ariots”
funeti@c bt PIICG ﬁm&toerm al miN- M|fm@t1vm.r el ess networks, the
Internet, intranets, conputer systens and networks
wWth a string of data that is processed, stored,
5. andiRrmdth@ng¥airh @dwidieln itkeirusele@ingTasdibN G (BAKLxPArQUA function and
useful. A description is provided bel ow of sonme of the

the payqapgpan Bapeliqn s conpis Wik ac¥lerien Cp’r“‘é?ér?fl herXpistof Gis bpgghr sum.
operate [ 0059] As noted, in various enbodi nents, the
syst e % and net hod(s) provided herein may be
6. i mplherrasteedpfgkimd. whedppieseeryd gdeqtive funchen agrgs) adkabipn
finREFRRNA A ITRILBH, or & (RRYE func@onM Ni - Mai nfrane
conputer, and/or a mainfrane conputer, etc.
programmed to execute a sequence of i nstructions that
7. Confﬂe Jtﬁoc{\ldﬂf%laﬁﬁ Wﬂe@émtﬂ% fH?trsfe n%tm qgr?crﬁ@ﬂ ingﬂlﬁesaasrolhng sliding or
descri erein. In various e di ment s
mogiogputdongunidiwnce may be, for exanple, a persona
conmput er avail abl e from any nunber of commercia
manuf acturers such as, for exanple, Dell Conputer of
8. AusTthenpetAees]aim tnwhargin tifeorindovesapd etjliztd éor Wefid w4 gpups for

hasding ffh e el R e B s B0G i ReBS o

nouse, displ ay, printer) Fig. 8 is a functional block

di agr am of qn ment of a uting device 800
9. ¢ hafhery skt GBr 1 R epe g E TP R 0 Cappl | cat i on
prograns inplenmenting the systen(s) and net hod(s)
descri bed herein. Referring mow to Fig. 8, the
conmputing device 800 may include a processing unit
805, communications interface(s) 810, storage
devi ce(s) 815, a user interface 820, operating
systen(s) instructions 835, application executable
|nstruct|ons/API 840, aII provrded |n functrona

o - . o I T o



i ncl ude coaxi al cable, copper wire, and fiber optics,

i ncl udi ng the connections that conprise the bus 850.
wae@n®ei2esi on nedi a nay al so take the form of BCDUSI00T085357

or |ight waves, such as those generated during Radio

Frequency (RF) and Infrared (I R) data comruni cati ons.

Common forns of conputer-readable nedia include, for

exanb@ind PRV §dta ctﬁmﬁ Lig HQ«lnﬁm‘;gd% onb8f Hodichink points of the

magneti c tape, any other magnetic nmedi um Universal
subgérwlggrelgg);; g@mggyd ¥dwoip de{aplmftqﬁjlerly@g@mtaMm e gata chunk.

ot her optical nedium a RAM a ROM a PROM an EPROM

a Fl ash EPROM any other nenory chip or cartridge, a
10.c ar Hicanethwild chen Qelyghériveniphsngihnatep ef:, or any ot her

0 ' tel

F or A 8 BRI FATREAL o Al s R RIS determine
if dpegengraeg vaineecmals nixr @re e guensesgowty @n@rated vaoese

instructions to the processing unit(s) 805 for

execution. For exanple, the instructions may be
11. i ni Theahdtyodadchagm a0, fmmmgmﬁpmmgihs ktepl;fof:a renot e

uter a mai nfrane,

o R e e S BituR e TissChad 1 oad the

| NSHaltbh@tiin@is ptodéseing bSthd V@M £d41® ey dedthisend hiealuplicate data.

instructions over a one or nore network interface(s)

880 using, for exanple, a telephone |ine connected to

12.a2 MRdammodtirehifay, fbﬁh@@oﬁﬂadl@he dibgét al , DSL or cable
nodem The network or exanpl e, t he I nt er net,

andPtrHeilgheeperated yalge ﬁ%{%"e’éﬁloﬁ‘éﬁa\ﬂlﬁlﬂwaﬂ@t c. The
computi ng devi ce 800 may send nmessages and receive
data, including programcode(s), through a network of
13.08 NRfe FORRHICLAR 1, i Rerl BEpAARTHOLERb] QifhaliRl Gideifo o
,e / be cougcedpthﬁgﬁ’ﬁ ﬁetmo ﬁ |%teff%C% S .
con%me.d_ ima QQ\V vemdom dptagndath thuak selegiedshyetie sasded ﬁebptlmﬁ‘unctlon with
pro SR, 6 bl R ol Pt o
chupk@cut ed by the processing unit(s) 805 as it is
received, and/or stored in a storage device 815 or
ot her non-vol atile storage 855 for |ater execution. In
14.t hi BhemBninerof ctae 18,009l icogpiikeng thest&fik@)frray obt a| n an
appllcatlo cod n.the form.of a carr
ot Disatbe SETang ¢ Srihh R e g lPlar R ol cqua
the:}amgiuay@mmﬁﬁeteﬂgmd@m@eia@r af@l at f orm 800, or on
mul tiple conputi devices 800, or differe
applat 4Py nRﬁﬁ %%é@igd‘étacfﬁnté"é‘ﬁ%}l‘a{?%n%%%ﬂ“ﬁb ifddneg gal the
me&ggﬂyé&@ﬁh&@&hﬁﬁﬂ?%gguhab|e i nstructions/ APls 840 and
operating systeminstructions 835 nay be | oaded into
one or nore allocated code segnments of conputing

15.deviiean &R ofelaahii! ﬁrtH&fEEﬁ%n&Qg the Qt@ bf@en%ﬁﬁ‘gﬁ {1291513 fol Bwindow of
one enbodi ment, computing device ay i ncl ude

datg 9rs<ia@mhﬁ'elﬁt§1ﬁlg¢at8@5>,f ug@?élwlnagla@rgntn@efbm thowadpy ef eapidata chunk.
and 80GB of nonvolatile nmenory storage. In at |east
one enbodi nent, software portions of the present
16.i nvBmthahodsyf stagn(1 §,)fusinvd compiiror( by stamyf dogpanng tbergencetkd value
. ng | anguage source code
Wu#ﬁ%??ﬁ%&géﬁgﬁggﬁﬁg?mghgkggﬁéﬁyg are possi bl e.[0063]
Application executable i nstructions/ APls 840 may
21nc | i cati.on.pr i nterfaces
7. apn S S0 ueloe PG o R RS UBSRLAT he. o ecem
i nvention may use APIs 840 for inter-process
comruni cation and to request and return
inter-application function calls. For exanple, an API
may be provided in conjunctish with a database 865 in
order to facilitate the devel opnment of, for exanple,
SQ. scripts useful to cause the database to perform
particul ar data storage or retrieval operations in
accordance with the instructions specified in the
script(s). In general, APIs may be used to facilitate



t he components in the network 900 so as to operate as

a conpl ete operative systen(s) and nethod(s). [0066]
wakioBeeredodi ments of the invention have been RPEFUSI0DBBS3S7

above, it is evident that many alternatives,

nodi fications and variations will be apparent to those

skilled in the art. In general, enbodinents may rel ate

to &hﬁmﬁtgt@é@énbatéd%mt tmsa)eaﬂ&t gtwh e ﬂmafg nerated or

processes in which analysis of data i's perforned.
encagered VHEt(§); atdne enmbodi ments of the |nvent|on as set

for

ARy e L R oSSR o0
encofittéred valve®t i on. Vari ous changes may be nade wi t hout

departing fromthe spirit and scope of the invention.

Accordingly, the scope of the present invention should
18.220\/211%%%)&0? gge%}gng?!%nﬁ%ry gom?s mént Etrree L lof’g)gt%e{ gl %r%r(;agrement
corhigyalg: equi val ents [ 0067] AII publlcatlons patents

and atent apgllca%lops CI% her ei n are(r % i

i ndBY PITANEA PBYOP 8F BPEFRUE T POFHE POSHE 10r ‘V"SFS m gpipe a first
swkﬁﬂﬁ@ﬁﬁaﬁﬂﬁlAJNB W claim 1. A nethod of data

managenent , r|3|n st ep. e-selectin

porEi6H SUBS% ‘ih‘étP‘i“tlg 8%% P Breas ]%%ted using a
secSAd RBANIMSIuREiod; fidr St selectlng functlon and selectlng

a subset of the portion of the plurality of w nd

pr eSC8ERERY %WI%Ph@C@ng éﬁ%ﬁ‘ﬂassdéteé‘@tnﬁltby Thﬁ AP theZ’O“’FWé)f the
plufEENYBoRidas) RifR.1, wherein the first selecting

function is faster at selecting a data bl ock boundary

than is the second selecting function. 3. The nethod

19. of Bleahdhk of\ﬁﬁ% QB rfulttﬁ@ c&ﬂlﬁﬁstmgstﬁé ?t%% b%n@% ho Qeﬂefated value

faster at wn OM/seIectlon than 1s the s
with Sllee(%tdl(ﬂ’g stfoféﬁfv‘afu&’ﬁ) s§ as tI'&Ste&%dﬁgﬁcagJ or% %ene}%&f o
irst selectl flnction in es a ar sum
functlon, an MLCG function, or a rol N-xor function. 5.
The nmet hod of claim4, wherein the first selecting
20t ungte Bt Bt Ea e R TRPER VG PP B e
val ue of the boxcar sum 6. The nethod of claim1l,
wherein the second sel ecting function includes a Rabin
211 i nfferywthastof chuBEA-futhdr gpropiisorg the stepofCRABRting dwplichigata found
by aSh1-£ Che' ar&%ﬁtal ed fh aaéh of mec[e?ﬂn%ilg fie f)(')tfnﬁztr i)% %gt i ng
unction 1 nc a rollrng, g or ndow
function. 8. The nmet hod of claim1, mherein the
Wi n zed for. deflnlng data groups for
22 e MG PR B obBHuRE] ni ng br eak poincs in the
dat afist seation fandtiva hedskedonfurcine preefelvoch ikt @l @i danathreak points or
further conprising the step of:generating a value for
windowstad chunk si ze deternined by one or more chunk
po Id mesOrmtfsetea]gmstutgsleh moddie S@ﬂﬂgufeheo g@mg adtset oﬁ &Hee-beSected data
|n|cat|veo under | i ata contained in the data
bregihpRiRts on pindays Whetet ?St Releghing g’mtf%lrft“h’élte Rerpic? dye H@ta break
poih®8r $iRBwOfasteEAIP AL sQGnd hi8ecBBNBMAiEOnYRILIE W th one or
nore previously generated values to determne if the
generated val ue equal s the one or nore previously
23.9€ nﬁ{eéga?aq)r(\/c%héﬂ?gss stdeh-of -crllaﬁn LR IPhe ﬁts@be%cgigm b SNREdule
conprising the sgeps of : determning that there is
inchglesed pupAriseatnsHop arskiBpgcconghiglcREd fupggion gradiisrincludes a Rabin
&&pe33|ng of the data in a data chunk determ ned to
ave duplicate data. 12. The method of claim 10,
further conprising the step of: storing the generated
value if there is no data dupdication. 13. The nethod
of claim1, further conprising the step of conparing
underlying data contained in a new wi ndow of data or
data chunk sel ected by the second sel ection function
with previously encountered underlying data from
preV|oust deflned mnndom(s) of data or data chunk(s)

fun!



not outputting the generated value if it does equa
the previously generated or encountered value(s). 18.
wo\0e806mee of determ ni ng boundary points in a BEE/ES2007/085357
stream for data managenent, conprising: pre-selecting
a portion of a plurality of boundary points in a data
streamusing a first selecting function; selecting a
subset of the portion of the plurality of boundary
poi nts pre-sel ected using a second sel ecting function;
24.andrl lgaq@rm‘?qe&ﬁglgasy%m@éclﬁm 23 wheeikihe flatg arogessigg system is a hashing
sys% eﬁ{d% ?%{teﬁtflﬁf RUPERE leJk(sI) Bﬁcm; hblﬁi?s)"f t he
ur al | boun ary poi nts. e nethod of claim
18 further conpr|S|ng t he step of conparing the
en nore stored val ue(s), so
Sgs‘gdaggﬁg§$ I%P@%’ﬁmg store the generatéd)value.
20. mJdne qutdmd:bcoﬁg clini v dQatalhrerkgiomigenendiwsngnda val ue

is perf he . nmet hod of cl 20

st R RS Sl CEpPRnale R o Bl s o
whﬂﬁWﬁxﬂmumﬂmbﬁwhmshtpgsﬂa&mg@hﬁe@anmadneﬂanp@n@huwkmawsﬁmwr
h.dﬁ%a def'ngg bg t he boundary point(s). 22. A data
thap, 6%?@? §F8f%&m conprising: a first selection

function nDduIe configured to pre select a first set

of data break points qr wn and a,  second

6.sel "é‘tetqati‘ri’r?ﬁ?ﬁ%‘%% HeRed i %% ﬁ‘llrfhﬁ’ﬂ F%Prtsﬁlgg%qaé%for generating a value
for %&@SﬁEhleatat‘tJi'&ik@Bﬁlt@)edr%ﬁ(ﬁﬂv(ga)tf thelReRAK points or
wi ndows, wherein the first selection function nodul e
processes the data break points or w ndows faster than
27.t h%@%&%o&%mﬁg@ybt@ﬁ of RS bQ R HIRHE meZnd: for T}H@ saé’cttﬁg a first set of
processi ng system of cl laim 22, wherein the first
data bicale pdinih of windevoperiostut ollinedioners sum fistiem thegugans for selecting
f 4
and Elﬁ.ltttg‘%rh sﬁﬂs%t %ﬂﬁe %gl??tgﬁﬂztﬁ%élﬁﬁbugg ?ﬁ‘%?‘g}@i@gﬁéhgs a Rabin
funstg@t e thé mehnwifon @Beratwiper eilue peHerndet S prldueetisn.ng syst em
is a hashing system and out puts content-defined data
bl ock(s) or chunk point(s). 25. A data processing
28.sy sttematagoogesdig sysiemg alasn P whpreg: the bertataigyabuefis a bdsh value.
set of data break points or wi ndows; and neans for
sel ecting and outputting a subset of the pre-selected
29.dat Ehehtaegitodeiin systoimh oftlatho 25 , whﬁhzﬁr @ tath h@ceeidp Systei is a hashing

re-sel ectin r s th eak oints or
st B R R R el Sprtared g 20, The

data processing system of cla|n125 further conprising
nmeans for generating a value for each of the data
break point(s) or window(s) of the subset. 27. The
data processing system of claim 26, wherein the neans
for pre-selecting a first set of data break points or
w ndows perforns a rolling boxcar sum function, the
nmeans for selecting and outputting a subset of the
pre-sel ected data break points or wi ndows perforns a
Rabi n function, and the neans for generating a val ue
perforns a SHA-I function. 28. The data processing
system of claim 27, wherein the generated value is a
hash val ue. 29. The data processing systemof claim
25, wherein the data processing systemis a hashing
system and out puts content-defined data bl ock(s) or
chunk point(s).

31



