Attorney Docket No. 200312440-1 SYSTEM AND METHOD FOR WRITING TO A DRIVE WHEN AN
APPLICATION LACKS ADMINISTRATOR PRIVILEGES BACKGROUND [0001]To write (also
referred as "print") to a disc in a CD drive, an interface is needed to allow an imaging application to
send data to the’tiV&Y R?%%QPSBW&FZ%‘Hputer ("PC") with a Windows operating system ("OS"),
access to the CD drive is usually done through the cdrom.sys class driver. Interfacing with the class
driver requires very low level programming and is not an easy way for an imaging application to send
to send print data. [0002]As shown in Figures 1A and 1B, a standard computer system 100 includes a
CD-ROM drive 108 which is modified to support printing and is programmed to recognize specific
small computer system interface/attachment packet interface ("SCSI/ATAPI") commands that are only
used for printing. In this system 100, a Windows application 102 (shown as "102A" and "102B")
interfaces with an OS class driver 104 using input/output control ("IOCTL") language. However,

because these commag ?ﬁ‘ﬁﬂ%ﬁ’@ﬂ% 'It-’dﬁ? Sjife)s g&klng protocols.
Accordingly, the tradltlo gproach IS to use an SCS );I%t?]rou mterface ("SPTI") 106 interfaced

with the OS driver 104. [0 AN h’ﬁﬁf@%l‘%@ﬂ"‘l FB‘W@%(? Véb%ﬁ’éictlon 102 is an application

with administrator privileges 102A (i.e., the user has administrator privileges and this status is
recognized by the system 100), when using APPOEBROENDPe class driver 104 passes the raw print

Command data tpber 1T Writke(3e8 readirss diiven 1@ drdntedigentaviyearlptbieiessalso known
s "integrated drive edectr(yncs" or "IDE" bu§ driver 140 grad r‘{ol?he t%us 110 the SPTI does not

mterfere with or cﬁe& TS HVR AL %(')?1 |Fﬁ1§e he aaéamlnlstra rc')\feprlw?eﬁeérss stakus before
sending signals eonha8PTREorvhibse \é@mi@a&mwtthg Bystem (“OS”), access to the CD

drive is usually done through the cdrom.sys class driver. Interfacing with the
class driver requires very low level programming and is not an easy way for an
imaging application to send to send print data.

[0002]As shown in Figures 1A and 1B, a standard computer system 100
includes a CD-ROM drive 108 which is modified to support printing and is
programmed to recognize specific small computer system interface/attachment
packet interface (“SCSI/ATAPI”) commands that are only used for printing. In
this system 100, a Windows application 102 (shown as “102A” and “102B”)
interfaces with an OS class driver 104 using input/output control (“IOCTL")
language. However, because these commands are non-standard, it is
necessary to bypass error checking protocols. Accordingly, the traditional
approach is to use an SCSI-pass-through-interface (“SPTI”) 106 interfaced with
the OS driver 104.

[0003] As shown in Figure 1A, if the Windows application 102 is an application
with administrator privileges 102A (i.e., the user has administrator privileges and
this status is recognized by the system 100), when using an SPTI 106, the class
driver 104 passes the raw print command data to the CD drive 108 via a port
driver 130, an intelligent drive electronics (also known as ‘“integrated drive
electronics” or “IDE”) bus driver 140, and an IDE bus 110; the SPTI does not
interfere with or check the data. The driver 104 confirms the administrator
privileges status before sending signals to the SPTI. For those applications with
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Attorney Docket No. 200312440-1 administrator privileges 102A, the SPTI will send SCSI/ATAPI print
commands to the CD drive 108. By way of contrast, as shown in Figure 1B, if the application does not
have administrator privileges 102B (i.e., the user does not have administrator privileges and this
status is recogni%?ﬁ”ﬁ%/%%‘%%t@ﬂ%ﬂé’ﬁﬁ?‘%hiS status information is also passed to the driver 104; as a
result, the driver 104 will not send print signals to the SPTI which, in turn, prevents the signals from
reaching the CD drive 108. [0004]As a result, to use an SPTI, an application must have administrator
privileges (i.e., therasestratostpniailegad st raie ISPTVileil endHOGENVAT Ae mostcotainiseks, particularly
(hose o a newskuflod! BAve 36T BYAlaL UlISHRs: R SRALD Hovlveaape. thereby
preventing print commands from reaching the CD drive 108. [0005]There are two predominant prior

solutions to this 2BRPHARULMAHRES AL LAVGGHBINSERSE, R LeRSR 1 EiliGretbe 458HH9LS M 150 has
been developedhuagingoariniviatonpiviRdust and tsingstiandakt &HStc oy thargstomdtd®rs. This

system 150 useg, S&S&Eqn%slﬁ{%i‘&i%‘?éj glgéf[%%%%%ut?o‘%ﬂ@%‘?l&i}e%%aaé%d rfs%’;}%lé"&ﬁ%e‘?f.the IDE bus

110 to send print data to the CD drive 1 Unfortunately, as a result of using specialized
commands to ovE{oMieNthEHhericeigsedBIdhf 2EJ4cHNEl Witk b BERYRAIStAEF BPRIFeges, this
system 150 doesondtsigppey tissatblarengers such as the class driver 104 that is already a part of

the OS. As a rerBo &5eCqRd fryen LL245 ResqSSanLInacdy %é?tﬁéﬁ?ec%&ﬂw&%loﬁhe application

without administrator privileges 102B and the IDE bus 110 via the port driver 130 and IDE bus driver
140. The seconBri{eees1d2-nih§ reeeRETheryamdnpnistainnhribHeseas thewesedrReMs or may

receive specialized psiit cpanmoaaeg apseresdiretbeinHnteiaced udthintbeatorsiemieiéser. However,
the second drivep 1245 cystomizgd in sonusit . Arlyereammagds,at e analicetipn,4 026 into
non-SCSI commands which are sent through the bus 118't0 the ©D drive 108.
reaching the CD drive 108.
[0005] There are two predominant prior solutions to this administrator access
problem. First, as shown in Figure 2, another system 150 has been developed
using an IDE bus 110 but not using standard SCSI commands or drivers. This
system 150 uses a second, customized driver 112 to control the data and
control lines of the IDE bus 110 to send print data to the CD drive 108.
[0006] Unfortunately, as a result of using specialized commands to overcome
the print access problem associated with no administrator privileges, this system
150 does not support standard drivers such as the class driver 104 that is
already a part of the OS. As a result, the second driver 112 is necessary to act
as an interface between the application without administrator privileges 102B
and the IDE bus 110 via the port driver 130 and IDE bus driver 140. The
second driver 112 may receive the same print commands as the OS driver 104
or may receive specialized print commands as a result of being interfaced with
the custom driver. However, the second driver 112 is customized to convert the
driver commands of the application 102B into non-SCSI commands which are
sent through the bus 110 to the CD drive 108.
[0007] The second solution, shown in Figure 3, involves a system 175 which,
like the standard OS shown in Figure 1A, uses SCSI commands to control the
CD drive 108. However, in this system 175, the SCSI commands reach the CD
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[0007]The second solution, shown in Figure 3, involves a system 175 which, like the standard OS
shown in Figure 1A, uses SCSI commands to control the CD drive 108. However, in this system 175,
the SCSI commands reach the CD 2 Attorney Docket No. 200312440-1 drive 108 via a third party CD
driver 114 that i FStPRGFtNe 698 At %Ekample of such a driver is the Advanced SCSI Programming
Interface ("ASPI"). Unfortunately, third party drivers require license fees and have limited technical
support in current operating systems. It should be recognized that in this system, the application
without administdaitay 108/ilege shird2BrigtChadeswvithitirat sy stepadrinfehd @IS thenSRam pleo, and the
third party drlvero}ll%c'ﬁh% Q]ﬁ\gpvgr Q4 Aﬂf‘@ ggdti‘grgsﬁa'yog% %%#4 [ﬁ_t%ﬂ'é(@eﬂleAWﬁ print
commands and unlike the previously described systems (in which administrator status Signals were
communicated t&HREDatEM HHEPabAfriyPiRicayEtaliner?s fase ansthe GdimileddrshtitAnunicated to
the SPTI 106. Hewpieer , ilikedihenprepipatily dgsasibed Byshemdlbe, tbeGiizdltfatsibywprssed; in this

system 175, the OXpaRS dhe e Ol GiBRITY ARMRfchbfor HIBIRR Yo B AHIARS GmRpument of the

invention is a system and m enable a user of a co epu_ter application without administrator
privileges to writtY&lediier iithotieudidd 206hianpars taiidarandWigiddtusiRg Leukterhized driver
acting in conjunctiorndtihamifdpdtsdive systesteineltidesamdriviet poagraimasiagd imiektace in

communication yyth %@%iéﬁ&?cﬁé@&rb%os% ‘&%Br&?%yvvﬂic%c_’ Hﬁé@%ﬁeﬁsxagtnst@?gﬁéi\s%é%erface, a

service with administrator privileges in communication with the service proxy, a driver in
communication FRRHEIGERAde RIFKIAMStYSEot MivitelissSysiem tir/dNa SetHmRian@tion with the
driver. [0009]These andmthat-iedtisemecaspectso@nd-rilsiatagrs aidhaquiessnt denseintan will become

more apparent frs?@e%%%@ﬂ’e‘%%%ﬁ%%‘ ng&ps%%;n%et%is system 175, the bypass is via the

third party driver 114.
SUMMARY
[0008] One embodiment of the invention is a system and method which enable a
user of a computer application without administrator privileges to write to a drive
without using a third party driver and without using a customized driver acting in
conjunction with an IDE bus. The system includes a driver programming
interface in communication with the application, a service proxy in
communication with the driver interface, a service with administrator privileges
in communication with the service proxy, a driver in communication with the
service with administrator privileges, and a drive in communication with the
driver.
[0009] These and other features, aspects, and advantages of the present
invention will become more apparent from the following description, appended
claims, and accompanying exemplary embodiments shown in the drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010]Figure 1A is a schematic diagram of a standard operating system in
which an application is being run with administrator privileges and is able to

send write commands to a drive;



claims, and accompanying exemplary embodiments shown in the drawings. BRIEF DESCRIPTION OF
THE DRAWINGS [0010]Figure 1A is a schematic diagram of a standard operating system in which an
application is being run with administrator privileges and is able to send write commands to a drive; 3
Attorney Docketwﬂpmﬁmog‘iof&fﬂ]hgure 1B is a schematic diagram of a standard operating
system in which an application is being run without administrator privileges and is unable to send
write commands to a drive; [0012]Figure 2 is a schematic diagram of a first prior art system enabling
an application whbotiFighmenitBradoa prividegeis toiagrisentoi alrsva) ol Spérating Syieansahematic
cagram of 2 seoIPAPLAARIAT: BuNg A RRPUATRRIMBoMAdIICISNF IOt Rl aes Lo te

to a drive; and [0014]Figure 4 Is a schematic diagram of one embodiment of a system which enables
an application wihSRRGYHEFSIPEIGNEFIREfEY €0 write to a drive without using a second, customized
driver working in[eot2jiFiguesn 2vithaa dEhenati: adiagnatiitholib Usktgpedhiid pastyndlraraibling2AILED

DESCRIPTION %%tgg%g&evﬁmqumswﬁ[B?éH\‘/i? gqocmﬂgl{ggsdﬁv%ystem for sending write

commands to a rom a computer application lacking administrator privileges. This system
includes: (a) a cEMbBtEIFHRdafOR § dRATAMF ASPEARA I RERSahYYA B RPN BIGrahming
interface in comappieaienvitiduttbencionsipatier ripdgadiawite fosedviag araxy in communication with

the driver progrgggiafiadiferiage; Chaserc Ui A BINSIABLATMIEAES oRAmRgIcation with

the service proxy; (e)'a driver in communication wi e service with administrator privileges, wherein
the driver is eith8PaR!eSopRrABPlicatoM Withe WrRdprissirierdshigaredanvsiete meke WHBoM a drive in
communication \WwHiRdghe sseddd)rausiariieed Riivaontieigdrdsysiunction with a IDE bus and

without using a third party driver.
DETAILED DESCRIPTION

[0015] One embodiment of the invention comprises a system for sending write
commands to a drive from a computer application lacking administrator
privileges. This system includes: (a) a computer application lacking
administrator privileges; (b) a driver programming interface in communication
with the computer application; (c) a service proxy in communication with the
driver programming interface; (d) a service with administrator privileges in
communication with the service proxy; (e) a driver in communication with the
service with administrator privileges, wherein the driver is either in
communication with an SPTI or is configured in SPTI mode; and (f) a drive in
communication with the SPTI or with the SPTI configured driver.

[0016] Another embodiment of the invention comprises a method of sending
write commands to a drive from a computer application which does not have
administrator privileges.  This method includes: (a) transmitting write
commands between a computer application which does not have administrator
privileges and a driver programming interface; (b) transmitting second
commands based at least in part on the write commands between the driver
programming interface and a service proxy; (c) transmitting third commands
based at least in part on the second commands between the service proxy and

a service with administrator privileges; (d) transmitting fourth commands based
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[0016]Another embodiment of the invention comprises a method of sending write commands to a
drive from a computer application which does not have administrator privileges. This method includes:
(a) transmitting write commands between a computer application which does not have administrator
privileges and a sy BPGb‘?%”ﬂ'rﬁ(?ﬂ@?ﬁf@ﬁace; (b) transmitting second commands based at least in
part on the write commands between the driver programming interface and a service proxy; (c)
transmitting third commands based at least in part on the second commands between the service
proxy and a sersiceasitingsimioistitedchipdi\dtegesan(s) beawseanitthegseuith adtmadinicdsiased 4 Attorney

Docket No. ZOO%jgﬂé&e-é desh i pet e ik eamARd hehuesn e seryisg i administrator

privileges and a driver; e?’fransmlttlng ?tlfft?h comm.an(lftsﬂbase at least in part on_the fourth commands
between the driVER P18 FBBTRNSA PERYRPAFBRMATYRY andiPtemihand< AP aitiingsiripart on the
fifth commands betweamnitheaSEdTatavastardpisme .0 e fkthaibenamizobsneshahEheRmyantdon comprises
a method of sengi ,gvé/_vrite commands to a drive from a computer application which does not have
administrator privi e%es, the method comprising the steps of: (a) transmitting write commands

between a comp & ANPRESIFMPRRIA eifeSf HbE HAVRN iGN fiRfRR%R6? Friviriged fhaeldider
programming interfecesrim drizstaitingysaean cacesnipatet st ot t@ssh idgesrhonibeewrite

commands betwgen; ihe, GrvBF RIQUAMRINALIRKTaGE A8 BRMESLGXY LIIAIRMINNG third

commands based at least in part o%rt’e second comman(ﬁé%)etweeﬁ) the service proxy and a service
with administratY [5¢iviegEaands treeeeffting feRMAUIEHNAPRIFAE BhskdHt 16988 iMphartaYethe third
commands betwagibingrseivieeviladés aghairistiaior proglagesiagndrettiver gonfigoseatiindP Tl mode;

and (e) transmitgng, fifth COMMANG 020 8¢ BLEATHIHPEHLRR MR A oIMRRR.PEhYeen the driver

and a drive.
driver programming interface and a service proxy; (c) transmitting third

commands based at least in part on the second commands between the service
proxy and a service with administrator privileges; (d) transmitting fourth
commands based at least in part on the third commands between the service
with administrator privileges and a driver configured in SPTI mode; and (e)
transmitting fifth commands based at least in part on the fourth commands
between the driver and a drive.

[0018] Another embodiment of the invention comprises a program product for
sending write commands to a drive from a computer application which does not
have administrator privileges. The program product include machine-readable
program code for causing, when executed, a machine to perform the following
method: (a) transmitting write commands between a computer application
which does not have administrator privileges and a driver programming
interface; (b) transmitting second commands based at least in part on the write
commands between the driver programming interface and a service proxy; (c)
transmitting third commands based at least in part on the second commands
between the service proxy and a service with administrator privileges; (d)
transmitting fourth commands based at least in part on the third commands
between the service with administrator privileges and a driver; (e) transmitting

fifth commands based at least in part on the fourth commands between the
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[0018]Another embodiment of the invention comprises a program product for sending write
commands to a drive from a computer application which does not have administrator privileges. The
program product include machine-readable program code for causing, when executed, a machine to
perform the follof\iABY e A (A% atéMitting write commands between a computer application
which does not have administrator privileges and a driver programming interface; (b) transmitting
second commands based at least in part on the write commands between the driver programming
interface and a sktwecepdaay SE) |;tearnis(f)ithiags thittth g amth andsriasikdbat delastt Ivagtairt parthe second

commands betyegpthese }ﬂﬁ?aﬂﬁg)ﬁlem # §i9ﬂ with administrator privileges; (d) transmitting

¢
fourth commands based at igeast In part on the t%nrd commanés between the service with administrator
privileges and a QMRS BARSHHMtAGWiRE COMMAMISHL SO A IRSSEMRIMETHT0fh commands
between the 5 Adt@iitiyn Dardketaioill26i0aed 44Hthd. diiwenggnhddareffdrilhaamadi) iradsoitiseg Sixth

commands based aLleast npalt N ESISOMARTRDSMRRLS SRT\AMLAdHC

[0019]Reference will now be ma etall to various embo ts of the Invention, which are
illustrated in the 'ﬂi%ﬁﬁﬁtﬁs. An effort has been made to use the same reference numbers throughout
the drawings to [0020(Fidesarseoars bkeparisti¢Ci2dahigifre dystepws0n sehematibdagram of a

system 200 whic Gnabls itk APRUCAHRT MY OHh SOTISHASLRIL eGSR AORR I3 Wil do a crive

without using a second, customized driver 1 rking in conjunction with a IDE bus 110 and without
using a third parfy/S§a98¢ 1custorpgesARYRIrhEhVeRBNh IESRIHHELCR With ArbE RitertABeRdmprising a
computer applicafidawiibipgt achiminisirgtariverivilageshilsth auinisier pagiadesicipeieechl6, a service

g:ﬁ/éy 110188’ 2 SenyiRR WL AAT NS ARG REIVIEAes 12tk AP B e MRS b bl dfyrand a CD
' privileges 102B, a driver program interface 116, a service proxy 118, a service

with administrator privileges 120, and OS driver 104, an SPTI 106, and a CD
drive 108.

[0021] The computer application without administrator privileges 102B may be,
for example, a Windows application. This application 102B transmits
commands (e.g., write commands) to the driver programming interface 116 by
means of a high level language.

[0022] The driver programming interface 116 is the top level interface which
uses the service proxy 118 to communicate with the CD drive 108. The driver
interface 116 provides write/print specific commands that allow the imaging
components to read information about the drive 108 and media, and to send
settings, as well as actual image data to be printed, to the drive 108. The driver
programming interface 116 interprets the high level language commands from
the application 102B and communicates with the service proxy 118 by means of
high level language (“HLL”) and/or application programming interface (“API”)
language.

[0023]The service proxy 118 abstracts the need to use inter-process
communication (“IPC”) mechanisms for an application without administrator

privileges 102B to communicate with the service with administrator privileges



[0021]The computer application without administrator privileges 102B may be, for example, a
Windows application. This application 102B transmits commands (e.g., write commands) to the driver
programming interface 116 by means of a high level language. [0022]The driver programming
interface 116 is ) TaeEl ﬁﬁ%@@‘\ﬂﬁikh uses the service proxy 118 to communicate with the CD
drive 108. The driver interface 116 provides write/print specific commands that allow the imaging
components to read information about the drive 108 and media, and to send settings, as well as
actual image datee® bepsmntectotmithegdthee 1208 . oF heddrinvatraioo gravileqisyg ithierfacey 1168interprets the

high evel anguags, AR EARS (oM JA-ABRIEUANGLOA acfh Semamiiatealhe service proxy

evel language ("HLL' plication programming intertace ("API")
ianguage. (00231 HALERG COBRANE 14 ABR IR DI R G EP R Mia! IS NE A Rication
("IPC_:") mgchanimqs édﬁﬁﬂsa_pmicaﬂﬁmg&hmﬂ mwsﬁrammutprMﬁQeSrJﬁaﬁsthcngmwmicatg _vvith the
senvice with admipiatrajar pHsaRS. RAIIPIERRACKS NRy 3003 @ dchd 20, UAn gfpanizing the
lack of administrator privileges, the proxy 118 provides generic commands to the service with

administrator priviEgR e 25 V0004 YHEGTRAL SAR & HHrmakRN BiPRdsctirce! BRSFR 8 direct the
service with adnmigisieaiarparatiieges. 120 tugendannizpdtjatpshmasiadush(@gsetsithg adrive running)

commands to the ﬁvgfk%% @Qtﬁ‘gé‘h?eog;wgq & arfeuand %Qﬁr?fé“?n%p"a%ol Zolfapts to read

some information from t ve 108 such as the media parameters. An output command is a
command such §58edifmeahaeR DDl ARt taeanR Erives oMb kAt sYSteRY 94i8may also
provide standardeswighianisntsdavinetalt pinheapiable shiesonimibedoeabpyatant ges@adescription

and drive letter for ie, F%ﬁ%ﬁ?&%ﬂ‘@@ﬁéé8n9r%%ﬂo%”§1v%%s%é‘dH%P%'E‘% "R [ Rinting, send
A ,

commands giving the driver an exctusive
lock on the drive 108, etc.

[0025]To send these commands, the service proxy 118 interfaces with the
service with administrator privileges 120. The service with administrator
privileges 120 provides administrator access to the driver 104 and is
programmed to use the SPTI mode of the class driver 104. Accordingly, in
communicating with the driver 104, the service with administrator privileges 120
uses SCSl-pass-through (“SPT”) direct and/or IOCTL commands, i.e., the
service with administrator privileges 120 is programmed to send corresponding
low-level commands to the drive 108 via the SPTI 106.

[0026]As shown, the driver 104 and the SPTI 106 may be separate. In this
case, the driver 104 communicates with the SPTI and the SPTI communicates
with the drive 108 by means of SCSI commands. By way of contrast, the drive
104 could be combined in a driver 122 configured in SPTI mode in which case
the driver 122 could communicate directly with the drive 108 by means of SCSI
commands.

[0027]Similarly, as shown the service proxy 118 and the service with
administrator privileges 120 may be separate. However, it should be
recognized that the service proxy 118 and the service with administrator

privileges 120 may be combined into one integrated device 124.



lock on the drive 108, etc. [0025]To send these commands, the service proxy 118 interfaces with the
service with administrator privileges 120. The service with administrator privileges 120 provides
administrator access to the driver 104 and is programmed to use the SPTI mode of the class driver
104. Accordingly iR %tk the driver 104, the service with administrator privileges 120
uses SCSI-pass-through ("SPT") direct and/or IOCTL commands, i.e., the service with administrator
privileges 120 is programmed to send corresponding low-level commands to the drive 108 via the
SPTI 106. [0026]@a28hiovesdhshduide bé Odecuphitteel SRAE| it AGenegnineie papatieatiothis aase, the driver

104 communicales, ith $h& Eiﬁﬁi s%o‘?'g)ﬂ/ﬁ ‘rﬁﬂ?\"ﬁ“@% W@Eﬁb%&’di‘%ﬁn]\%PW”S of SCS|

commands. By way of contrast, the drive 104 could be combined in a driver 122 configured in SPTI

mode in which cH&theEXHRB POSEENR IR SHIHEN Catdn AR WRFPHSE EiviNS B8EY A% ns of SCSI
commands. [002¢ bbiasdaniptian g tirensare te prexyivel B0ansl gheysenviiee Yoitlecaghiaaistrator

privileges 120 May %%é?é’é}%‘?fn'akou‘ﬁ’%éghﬁ%%%%ﬂ%%ﬁﬁ%‘?ﬁ]@&ﬁ% élagg_the service proxy 118 and the

service with administrator privileges e combined to one integrated device 124. 7 Attorney

Docket No. 200599&%&&%@@81&%@5‘%&%% AecoBsRed PlatrAntfertBenpateriashistion is an
application with gebvidsStiatsrpi/itryastifes’, ther sycianis?Afans suark anows dikentlgisystem 100

shown in Figure 1 e‘rﬁe?éi%i%dﬁi‘&éig iﬁhtgéé}éﬁk%ﬁnd?s%o Jﬁé%ﬁ%H@%ﬂ%t@b%‘? Jifpware for the

drive 108 is programmed to recognize the commands it receive iting/printing commands.

[0029]The aforetA8ra¥naYelytER T itSSo N ASFe rifYg RN LIRAUNSE PIVRIE flfherous
advantages. Forsgxampectheosystaire aHewseanoMaginginsysieaidiopranagusic akevediiran optical disc

drive, without ha(\{liﬂl/ {Rrggﬁjn WiéhSPTI 106. In addition, by using standard OS components and
thereby eliminating the need for a new driver, the system: (a) does away with
the licensing costs associated with using a third party CD-ROM driver that is not
part of the operating system; and (b) does not require certification by the
Microsoft Hardware Quality lab.

[0030] Although the aforementioned describes embodiments of the invention,
the invention is not so restricted. It will be apparent to those skilled in the art
that various modifications and variations can be made to the disclosed
embodiments of the present invention without departing from the scope or spirit
of the invention. Accordingly, these other systems and methods of transmitting
write commands from an application without administrator privileges to a drive
are fully within the scope of the claimed invention. Therefore, it should be
understood that the apparatus and method described herein are illustrative only
and are not limiting upon the scope of the invention, which is indicated by the

following claims.



the low-level complexities of SCSI drivers. By way of another example, the system does not require
the user to have administrator privileges to access the drive through the SPTI 106. In addition, by
using standard OS components and thereby eliminating the need for a new driver, the system: (a)
does away witloribe Disskasing sostsassaciated with using a third party CD-ROM driver that is not part
of the operating system; and (b) does not require certification by the Microsoft Hardware Quality lab.
[0030]Although the aforementioned describes embodiments of the invention, the invention is not so
restricted. It will be apparent to those skilled in the art that various modifications and variations can be
made to the Wbabiseglaimaisbidiments of the present invention without departing from the scope or spirit
of the invention. Accordingly, these other systems and methods of transmitting write commands from
an application without administrator privileges to a drive are fully within the scope of the claimed
invention. Thereford, it sh@uRYB€NINEYISHAPIREEEFOBHSAMRAIRIRGId method described herein are

lllustrative only an%aaﬁwtdge@mevn%egeﬁsﬁee% HhesBvRAa LRI RiSiRIet Dy ARe
following claims. 8 Attorney Docket No. 200312440-1 What is claimed is: 1. A system having a
processor, cBRPISsHh AR ¢a genad IdiSerpRYRRI YdNseHtethildkel ¢iiYR;commands, to print pixels of

image data on a disg @W&V%befigéﬁ'&?%!”d&%W&Yﬁéété”ﬂﬁ%r ABALSIArREAH GHAMESIRRISHRS

non-standard print commands with the drive only if the non-standard print commands are received at

the driver fréfiitatBerfiienaningf Adennaseimidaidirdescareniapdeca piareived tidhrekiyer
administratorrgwmmgﬁﬁ%da@rﬁ%gqgi&hdﬁv%b@yuage commands; a driver programming
t

interface configured to transmit the non-standard o - .
a computer application that lacks administrator privileges configured to

send high level language commands;

a driver programming interface configured to transmit the non-standard
print commands via high level language and/or application programming
interface function calls in response to the high level language commands
received from the computer application;

a service proxy that receives the non-standard print commands from the
driver programming interface;

a service having administrator privileges that receives the non-standard
print commands from the service proxy and sends the print commands to the
driver, wherein the driver is either in communication with a small-computer-
system-interface-pass-through-interface (“SPTI”) or is configured in SPTI mode,
and wherein the SPTI or the SPTI configured driver sends the non-standard
print commands to the drive to print the disc based on the administrator

privileges of the service.

2. The system according to claim 1, wherein the service proxy is
configured to communicate with the service having administrator privileges by

means of an inter-process communication (“IPC”).



print commands via high level language and/or application programming interface function calls in
response to the high level language commands received from the computer application; a service
proxy that receives the non-standard print commands from the driver programming interface; a
service havingaaspipisitatab prookgesthat receives the non-standard print commands from the
service proxy and sends the print commands to the driver, wherein the driver is either in
communication with a small-computer- system-interface-pass-through-interface ("SPTI") or is
configured in SPTI mode, and wherein the SPTI or the SPTI configured driver sends the non-standard
print commands to &he drivde pYisletie agsesiRgdtonalamdindieiein Sheilegedast thaviedvice. 2.

The system aaRariaEs{0, Bl boRb S BIRRBICTP EpNIALAROAIBU RHORETMYBICRIS Yyt the

service having administrator privileges by means of an inter-process communication ("IPC".

Attorney Doékaalkeorposeraystansintreageteassdoordity td 8Rin)2, difegieirett Yenitulaving

administrato[)g{b\ﬂlle&ﬁﬁ'ial(z@l@j'@tﬁ_egl %}@gg’g@gnicate with the driver using

small-computer-system-interface-pass-through ("SPT") direct and/or input/ output control ("IOCTL")
language. 4. The system according to claim 3, wherein if the driver is in communication with the SPTI,

the driver is configujed o gRgIRyBieRie 48LRBRGSRT | daiRd STalkErBIRUICTRISERARIRage ('SCST)
commands, and wherein if the driver is configured in SPTI mode, the driver is configured to
communicateoipupisatiae Wihihs S toiadiierssernigaias tccommynisalainith fiterein the

drive is an ogiieR] (KiNg- SmaleSHRERRSFIINshR ¢ Pswkereibihthe fivesiRiherein
if the driver is configured in SPTI mode, the driver is configured to communicate

with the drive using SCSI commands.

5. The system according to claim 1, wherein the drive is an optical

drive.

6. The system according to claim 5, wherein if the driver is in
communication with the SPTI, the driver is configured to communicate with the
optical drive using small-computer-system-interface (“SCSI”) commands via the
SPTI.

7. The system of claim 1, wherein the system is a single personal
computer, and wherein the computer application, the driver programming
interface, the service proxy, the service, the driver, and the drive are disposed in

the personal computer.

8. The system of claim 7, wherein the personal computer runs a

Windows operating system.

9. The system of claim 1, wherein the service proxy determines if the

computer application lacks administrator privileges.
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communication with the SPTI, the driver is configured to communicate with the optical drive using
small-computer-system-interface ("SCSI") commands via the SPTI. 7. The system of claim 1, wherein
the system is a single personal computer, and wherein the computer application, the driver
programmingtiitesfacekdhrsenaseprony, the service, the driver, and the drive are disposed in the
personal computer. 8. The system of claim 7, wherein the personal computer runs a Windows
operating system. 9. The system of claim 1, wherein the service proxy determines if the computer
application lacks administrator privileges. 10 Attorney Docket No. 200312440-1 10. The system of
claim 9, wherein thd @erviddgroxpteroviefesiaia Sonmrareiariherineboaempitdy tondedrgvibe having

administratop, BHWEaRS i e CBRINEIRRPISAHR A@mééq{am}%r%%mi&l%@l@ﬁpﬂﬂ%|J§§58>f5tem of

claim 1, wherein the service proxy is external to the drive. 12. The system of claim 1, wherein the
driver progrdhtic@ifastergepilietdiotacisnastarviateaimiddiagssds. 13. The system of claim 1,
wherein the computer application that lacks administrator privileges generates the non-standard print
commands. 14. A program product comprising a computer-readable medium that stores
computer-readable blograhhesys®mcaieiaig) Whehesededheisandeenpiasy is peiesnal fieetheliowing
method: trangigting, between a computer application which does not have administrator privileges
and a driver programming interface, high level language write commands for printing pixels of image
data on a disc removably inserted in a drive;

12. The system of claim 1, wherein the driver program interface

generates the non-standard print commands.

13.  The system of claim 1, wherein the computer application that lacks

administrator privileges generates the non-standard print commands.

14. A program product comprising a computer-readable medium that
stores computer-readable program code for causing, when executed, a
computer to perform the following method:

transmitting, between a computer application which does not have
administrator privileges and a driver programming interface, high level language
write commands for printing pixels of image data on a disc removably inserted in
a drive;

transmitting non-standard second commands based at least in part on
the write commands between the driver programming interface and a service
proxy using high level language and/or application programming interface
function calls;

transmitting non-standard third commands based at least in part on the
second commands between the service proxy and a service having

administrator privileges;

11



transmitting non-standard second commands based at least in part on the write commands between
the driver programming interface and a service proxy using high level language and/or application
programming interface function calls; transmitting non-standard third commands based at least in part
on the secopgdosnmsRESNICYEER4ihE service proxy and a service having administrator privileges;
11 Attorney Docket No. 200312440-1 transmitting non-standard fourth commands based at least in
part on the third commands between the service having administrator privileges and a driver, wherein
the driver is configured to communicate with a small-computer-

systgm-interface-pé@ﬂﬁtb@i@-iﬂ@é\ﬁ@@@%@ﬂqrﬁhmmﬁ@ﬁ%@@%’aﬂ @@tﬁ nd@ﬁlﬁhﬁ_}{hﬂlﬁare
received fof g URRIANROAPUIRHEr BENIEQCRalRRPLamRASBINAHI RGeS of the
service, transmitting non- standard fifth commands based at least in part on the fourth commands
between thediasr A RE P dryR tiSuSOMiGHES € dA-SRMaLDISBig Wi amaslbegewateeast in part

onthe fifth comumandepepeendbembidritdhg i\’%}@ﬁ‘}”&ﬁ'ﬂ? ififfe honlitaIgRiGBLRIPduct
according to ¢laim 14, wherein the drive Is an optical drive. 12
commands are received from a sender having administrator privileges;
based on the administrator privileges of the service, transmitting non-
standard fifth commands based at least in part on the fourth commands
between the driver and the SPTI; and
transmitting non-standard sixth commands based at least in part on the

fifth commands between the SPTI and the drive to print the disc.

15.  The program product according to claim 14, wherein the drive is

an optical drive.
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