A SYSTEM AND A METHOD FOR SECURED DATA COVMUNI CATI ON I N COVPUTER NETWORKS
BY PHANTOM CONNECTI VI TY Technical Field The present invention is in the
field of providing higher-level security to an organizational conputer
network. The present invention relates to a systemand nethod to provide a
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Another object of the present invention is to provide a system and a method to permit

secured data communication among the networks by phantom mode of connectivity
using toggling means.

Summary of the present invention

The present invention provides a system for providing a higher level security to data
communication in computer networks, said system comprising; an organizational
network, at least a third party network, at least a phantom server with an intermediate
data storage, a toggling means disposed to isolate the organizational network from the
third party network and said toggling means further disposed to permit secured data
communication between the organizational network and the third party network
through the phantom server. A method for providing a higher level security to data
communication in computer networks by effecting the transmission of data between
organizational network and the third party network by toggling means through phantom

Server.




Figure-1 is an exenplary systemarchitecture of the present invention
depicting toggling neans and the Phantom connectivity in a conputer
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Detailed description of the invention

Accordingly, the present invention provides a system and method for providing a
higher level security to an organizational network by means of phantom connectivity.
The system of the present invention comprising an organizational network (25), at least
a third party network (29), at least a phantom server (1) with an intermediate data
storage, a toggling means (4) disposed to isolate the organizational network (25) from
the third party network (29) and said toggling means (4) further disposed to permit
secured data communication between the organizational network (25) and the third
party network (29) through the phantom server (1). The third party network (29)
comprises public domain networks or/and proprietary networks. The organizational
network (25) comprises an organizational proxy server (3). The third party network
(29) comprises a third party proxy server (2). The phantom server (1) is an independent
entity not forming part of cither the organizational or the third party network. The

intermediate data storage of the phantom server further comprises an organizational




toggling neans (4) is a toggle switch, which is a di gifal toggle switch or
a nodem based toggle switch or a nechanical toggle switch. The system of
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network (25) seek connectivity for data communication. The third party network is
connected to the third party proxy server (2) through the switch (30). The third party
proxy server (2) is disposed provide connectivity to the third party network (29) to
communicate with the world on behalf of the organizational network (25). The third
party proxy server (2) stores the data collected from the third party network (29) for the
organization in its temporary locations.
A toggling means (4) is connected externally to the phantom Server PS (1) and
electronically controlled by PS (1), thereby enabling PS (1) to either connect to
organizational proxy server (3) or third party proxy server (2). The toggling means (4)
is a toggle switch, that is either a modem-based (16) or a digital toggle switch (17) or a

mechanical toggle switch controlled either by a digital or analogue circuit.




scripts. Toggling scripts generate a command that is comunicated to
toggling neans (4) through RS232 or RS442 port or other simlar interface
(19) to connect it either wth third party proxy server (2) or

or gani zati onal proxy server (3) as requi red Data comunication script is

res ponSf q‘LBETP ]‘l# geal'{f] IS&I s%r\% tc%sg 90 uqe P;?I(’l%)lé;li‘l Sé ﬂ%g ?BIeR data

storage Fom t y opT OXY Sery gani za |ona§ proxy

server 443) owmedth@mﬁnﬂ&tmmrfawhﬁamy ﬁld)glgiirlng;BnptG hh@ﬁaﬂa&oﬁin&mma&eﬂ for
cl osing the sessions after the communication is over. Sone of the

non- | i rﬁCﬂpﬁnga@lgrgr SF§PegeRs atha comaMng dhaide gommupirated e dagslive s present
| nvent ' ﬁg&’%l%g%% Q)?q{d@%b%t EPF{hQ?rsan?q &Yﬁ&@p})ogfm b{aﬁné&%s Rer! Nvention

can al s usin her “co e togg ng means. A
nodem ermlm thr&bﬁaxays pﬁ)xty(lggddr ()] meaﬂ’gsm(zét)onaj; priowy et r(Bpedregoired.ddanring to

Figure- 11. The_ tog I|n mean uses. nodens and t el ephone
Irge trﬁoguawncrtw Biis RB%I‘?@%@ tras{er thﬁ&@%teaﬁ'\ﬂhéegrzﬁﬁ?ﬁl%ﬂrr rrrgt. on on
the PS {1) tora%ég@%c?g% éﬁftgﬂoéﬁi VR (8)39p ortgm&éim%r P S@Yr @5 ver (2)

and EPABX is m hi on t hat “onl 1)" can cohnect to
or gani zehdrormainegedxiyats eomuné@)mm iscitippti is dlsopmed yorpcrlqsuyg ﬂersﬁwor(sza)ﬁer The
organlz tional proxy.server (3) has one network card using which it is
connect? Elc?lﬂmtuﬂ'gca?)? $M¥ht i onal network (25). Additionally, it has a dial up

nodem (e 5%@%5&1%&%%%&@9&%@ 193¢ GRABEY @k EPABKe 63Hdm Jfhd pRs§AME WAy

third party proxy server is connected to third party network (29)
t hr oughinvendion/ke descrbed beldt @rﬂ@ﬂl’l ghe sisteiend the greagni pnyrptiesrcenvelpo bennect ed

to a teI ephon chan /EPAB f the present system can
al so be™ ot ?ng?f[ra%( W%%’/ V\%Sln%? Frn(((“: atlbgethtoﬁéhag(mém}%v\ork card in case the PS

(1) is AendRnbRbe egdby aHD@éHd%Snéah’é)@)’lﬁtﬂw &scribf, b3 yefofithg toMgakeal Up nDdem
(M) conflgﬁred in dial-out only node so that it can dial either to

or gani Zdt i dhatogeliggyneass (4} u%@)mﬁ‘ﬂentlﬁhM]d My M3 ané sgientong dine tbyough provi de
enhanc gc e '??é}g% efeatpga

Hovveveralgt Efr)‘é% r@angnt gf {:Ht %ﬂngﬁg&%ﬁgﬁ agntﬁgggfﬂ ntgsrré%r’rs (4)
dependg)rgamltdmmlygnexﬁlefveﬂ (38, thotl glartyymtyey sofern@) wnd K8 ABM (LD 1anmde

conmuni.cati.n th each For instance. inh case of N
o o K8 S gt fE ply PO b onEP e ey A ) & el ¢ o
connectpqtdy &gager@ép CEMR orgAiShighiigirok POGl & @YhiLtheheRotksaed asnk 099! i ng

nmeans |s now descri bed by referring to ™ Figure-12. The di a@tal toggl e
swi t ch whigh iti is candedil © the\waganizatjgha et erkh(2Sm dshitiomllyoit hes wididup ef er r ed

E:grrgfi ?’QQ&%I 8%)66%9 drtg%htt&e%g‘r’s%cg f@gn%géﬁ% (lﬁ%ltﬁﬁsw ‘zét(‘:"aéﬁ 1Zconﬁect or
:O zl eR:JS4]§30r @}Fﬂ@xyﬁﬁeﬁéln(a?@é ednrRttedny tiEDBEE aeMaHE P19 (BROpE ek /s k. ch has
Addltlonally, it has a dialup modem (M2} connected to a telephone exchange/EPABX
(16). The PS (1) of the present system can also be configured by way of incorporating a
network card in case the PS (1) is to be secured by IDS/IPS (15) networks. PS (1) has
one dialup modem (M1) configured in dial-out only mode so that it can dial either to
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is used to connect the phantom server.
A digital toggle switch when used as toggling means is now described by referring to

Figure-12. The digital toggle switch (17) is a 4 Pole 2 Way toggle switch, which is
otherwise referred to as Digital Switch Circuit (DSC). The digital toggle switch (17)




Rx+ and Rx-. The network connector can al so be any other conmuni cation
mechani sm |ike, Universal serial bus (USB). A circuit connector (18) is
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(19) to receive control commands.

The above toggling means can also be implemented by using other toggle switches like
electronic controlled mechanical relay switch (ECMRS). On receiving a command
generated by a toggling script running on PS (1), over RS232 or RS442 or any other
similar interface (19) port, ECMRS toggles its connection from one to another using
mechanical relay switch.

In an embodiment of the present invention, a method for providing a higher level
security to data communication in computer networks, said method comprising the
steps of: transmitting data from an internal network of an organizational network (25)
to an organizational proxy server (3) and storing it, establishing a connectivity between
the organizational proxy server (3} and a phantom server (1) by toggling means (4) and
transmitting the stored data from the organizational proxy server (3) to an
organizational network memory (5) of an intermediate data storage of the phantom

server (1), isolating the organizational proxy server (3) from the phantom server (1) by
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transmtting the data fromthe organi zational network nmenory (5) of the
internmedi ate data storage of the phantom server (1) to the third party
proxy server (2), transmtting the desired data fromthe third party proxy
server (2) and storing the sane in a third party network nenory (6) of the

t di dat f th he third
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or afile is being transferred, it should not be interrupted In between
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email data and file transfer. However, other suitable scripts or programs can be
developed in order to implement the system of the present invention on other network
platforms, applications or other protocols. The data communication between PS (1) and
organizational proxy server (3) can be performed through standard network protocols
like SMTP or FTP etc., or proprictary network protocols. Once the data transfer from
organizational proxy server (3)to PS(1) is completed, isolation or disconnection process
of the organizational proxy server (3) from PS(1) is executed as shown in Fig 3.

TFigure-3 shows that PS (1) is isolated or disconnected from organizational proxy server
(3) and kills its data communication session. For isolating or disconnecting PS (1) from
organizational proxy server (3), an additional time-out trigger is generated, if required,
on which the connection is disconnected at proper data boundary/sync. The data

boundary/sync point is the point at which the end of current data communication is




conpletely transferred. It will not initiate the transfer of another email
or file. It preserves the information about the remaining emails or files.
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when all "the data in third party proxy server (2

third party proxy server (2) by running a script for data transfer (8) from PS (1) to third

party proxy server (2) and another to transmit data from third party proxy server (2) to

third party network memory (6) of the intermediate data storage of PS (1) by running a

script for data transfer (9) from third party proxy server (2) to PS (1). The data

communication between PS (1) and third party proxy server (2) can be performed

through standard network protocols like SMTP, FIP etc., or proprietary network

protocols. Once the act of transmission of data from third party proxy server (2) to PS

(1) and from PS (1) to third party proxy server (2) is accomplished the isolation of PS

(1) from third party proxy server (2) is performed as shown in Figure-5.

Figure-5 shows that PS (1) is isolated or disconnected from third party proxy server (2)

and kills all the live sessions. For isolating or disconnecting PS (1) from third party

proxy setver (2), an additional time-out trigger is generated if required, on which the

connection is disconnected at proper data boundary/sync as described above or
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The above-mentioned implementation of the system and method of the present

invention can be further explained with the help of flowchart as specified in Figure-16.
The system first checks of any previous connection between PS (1)} and organizational
proxy server (3) or between PS (1) and third party proxy server (2). If any connection is
there, isolation or disconnection takes place by toggling means (4) between the PS (1)
and organizational proxy server (3) or PS (1) and third party proxy server (2) and all the
previous data from intermediate data storage of PS (1) get erased and sync points are
initialized to set the transfer of new data to PS (1). If no connection is there, then
because of some long time back connection the data that is present in infermediate data
storage of PS (1) get erased and sync points are initialized to set the transfer of new
data to PS (1). A connection is established between PS (1) and organizational proxy

server (3) by toggling means for data communication. After the data has transferred




server (3), the isolation or disconnection of organizational proxy server
(3) fromPS (1) takes place. If data is not yet transferred conpletely
then a signal timeout is checked. If signal tinmeout is not received, the
data transfer continues But if it is received, then data collection is
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wred rlﬁfé’iﬁé;ﬁmrth@}ﬁod%@é’@d&ﬁheé nstallation of PS (1), third party proxy
server (2) and organi zational proxy server (3) should be made in such a
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(2) as aalthir@parey prRRl 2aEONR to PiHTe SeEMRTiod:B}ecuRS. (1) has onI y one
wi rel ess network devi ce, ich can either be connected to third party
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described. Figure-11 shows _fhe realization of the toggling 10 means (4)
using S the fjguregd é‘hélg'tel ephone |ine through internal EPABX

The system and method of present invention can use any kind of data communication
mechanism using wired networks. Line of site oriented wireless technology, which
provides physical isolation of two networks can also be used in place of wired network.
The physical installation of PS (1), third party proxy server (2) and organizational
proxy server (3) should be made in such a fashion that third party proxy server (2) and
organizational proxy server (3) can never be in each other line of site and hence cannot
communicate with each other. Only PS (1) is in line of site of third party proxy server
(2) as well as organizational proxy server (3). PS (1) has only one wireless network
device, which can either be connected to third party proxy server (2) or organizational
proxy server (3) at a time.

The embodiments of the invention are now further described by means of the following
further exemplary embodiments.

By referring to Figure 11, a use of modem-based toggling switch to depict selective

data communication is described. Figure-11 shows the realization of the toggling

10




(16). The nopdem connectivity configuration on the PS (1), organizational
proxy server (3), third party proxy server (2) and EPABX (16) is made in
such a fashion that only PS (1) can connect to organi zati onal proxy server
(3) or third party proxy server (2). The organizational proxy server (3)

has one_net k .car in -Gy i i nect t he r i i onal
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server F (3) or third party groxy server to provide enhanced security.
The di adounerterbite thinl ghrgamcetrk (2Psthrayshs s dAN capt Adldidotiliyhér hategr ee of

(1) BB SR Hancon Rl i e TTRERRS, K008 KelDia RER o7 ony

server Sedyeradtohfpin@ddpardugh pr exhionehyelt dcddpth Rally ohiyC fibashiderigasted descri bed
above. This script is _devel oped usjg(? TCP/IP for email data as well as file

t r ansf delepimpepweites pePS EDABNS (g wpuired eonsqcyiaacasaretocHsHe My ne RBE i t

| | | i zational
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or gani zastemnain ghscoby cadigneed §Bwagnd ibdurpatapag b ynetvprrkcyrdsir aose tHe2S t el ephone
e oo 01 B3hyESEER EElAn LT RLet bt e RS st P tood o gy
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server (3) and third party proxy server (2), which prevents alteration in
t he nmod@hvprénfd partyapiosn semsd (B ok vidiaeenheardeflj security r Eoiidiaddh andeps ovi des

2 OBgbi BB bl D BISLIRE LN GTRUL EEORETERY s AL bl p09' o
Fi gur e-chbgmiri @i Bsing tishewBnighe Pse@d naitd @Ripothat tagpéoEMlycdnksithg 4 Pole 2
Way toggle switch (17) also called as Digital Switch 11 Grcuit (DSC). It
conpr i SEAEZGONH RSy Resh hBcangr Girdmartyqoroxgervgr @) in gyclic rfathien as

described above. This script is developed using TCP/IP for email data as well as file

transfer. Furthermore, EPABX (16) is configured in such a way that it allows only PS

(1) telephone line to be connected to organizational proxy server (3) and third party

proxy server (2) telephone lines. The organizational proxy server (3) and third party

proxy server (2) telephone lines do not accept call from any other number. This

provides higher degree of physical isolation and security. Furthermore, IDS/IPS (15)

through separate LAN (14) may be installed on PS (1) organizational proxy server (3)

and third party proxy server (2), which prevents alteration in the modem configuration

and blocks the traffic if required and provides additional security.

In another exemplary embodiment, a digital toggling switch is used to show selective

data communication by referring to Figure-12. Figure-12 shows the realization of

toggle switch using 4 Pole 2 Way toggle switch (17) also called as Digital Switch
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connector (18) is disposed to provide a selective connectivity between the
network connectors d & C2 or C3 & C4. The first connector (d) is
connected to third party proxy server (2), second and third connectors
(C2, C4) are connected to PS (1) and fourth connector (C3) is connected to

t he organ j |, pro er The r r erver (2
conpris Eé‘%zlag"’gﬁﬂ I(Tiés?ﬁeéylfel_s O\E/I @e'%?)dﬁ Om?_e,& r%zgg%f ??1 bé) & %yc%ncﬁr\é e((:I %o
third pasmhycoe(MB)rik digdedvid ﬁ;)d;did\laCs;%Iddn(chZQ&)ecnsﬁﬁ@eﬁm@h&ﬁe tetd®e.  The
or gani zat i onal (gr OXéﬁserver nprises two LAN car dsgi L1 3, L2 _3); LAN

card | qanpegyrsiGl aut G & 4oI§%ﬁrszéz@m@¢ﬁmr (64} Wororngaes) ol partEN card 2

L2 3 L2 1
and-bortosy SHEEENC e e cblockRTLRT €% P HBERIER St ghd -2
COHHEthoQﬁhVUOhﬂectdiﬁ (B)piarcoyinednet wothe drg&)izastvinhleptoAi s&ﬁfed (ﬂ, Z'ht)third
configured for connection with organi zational networ 25). DSC s

“con ne?t@atwovssrﬁr Ehromprsardwo AN cars (k22 & Land): parddfdi 2is
i nter a&)%né&@a td &lfﬁﬁmﬁa&%ﬂ& gﬁg ofn@a@%ﬁ?lﬁ cagafqﬁapf RrnhBase wf PRIZECt i Ons,

PS (1) runs scri t send circurt over RS-232 or
RS- 442 Bie argylnmaﬂmrai Pronyl sarvermng3e rdoapeisésl Byo L‘PkN sasleriydt 3 E2d3yvdlAdped using
TCP/IP fo data and file transfer h sui t ahl scrlpts or
or ogr arfErEARLBe s vRREE 1 EriaRons e e el AL dE 2 Aoy cbent

i nvent i QAneQ&d @ h$sC ”PSV\GB keo ﬁfsé@&%  LARPEArGATLONS 102 19ther bphojecol s.
There are two types of coman hi s purpose. Ti) Connect to third party

proxy semnuested 2) Dfi(d LAN Godr(@dt 1] is c@ﬁgugfalnfozatqnoﬁmonpwﬁlxyhlséwéy (3) On

receiving fi taI it first.che

connectireori SN chidnd Bhisoofbieditir bBieRe Rt Sebledhit ke
t hem op@dworkh@s).i DSesisaddhhsdies tcwsn(aqtﬂn@n HIBETN of WILLYE 6F anflottand C2.
Simlarly, on receiving second command, the digital circuit first checks

its stausllayipterfage ) toreseiee capfiplcommaads.ound connected, it di sconnects

t hem ang, H%gﬁ?nl%@?er@o%ﬁ@&mn #ns%%cﬁﬂ ﬁ%?{‘eﬁd&&’é}%%%{%”d%ﬁél"éﬁ% tC3 and

C4. Thus, connect's er o WO ne oes
pr edef |<ned Rib2I an® Sdd42apip edyr sthjeushmllarlqﬁteafaémelﬁ)oﬂi‘h1sTdaﬁpt it ddsetbpednnecti on

Chi . iy Trdl, REenel Gy bl et Hoveng i prgblosadnge
connectjBgrafds @Rte dedeld emcoﬁder %ﬁlﬁphémelﬁl b kbt offiepRbahafvgagReCt i on of

organi zational proxy server (3) w (1) on receiving the Connect to
or gani zax odnﬁahetptmkwlzsme,r a}(};ﬁl)cammt ¢mcﬂ1ﬁnprot¢®l$%me are Fiqgtypes bf by

e T odBETBofr QyS Puost CHGo BiECla B oAt oo P (HEREUGE CBPhn out si de

attack tb)bréz@ﬁ@hbhﬂ@brb;@y Eér%tr@ﬁ n Bedebii bt icB@¢hand e Ehgtéﬂ @irduif HQ@WS t hat
even if an attacker's session (11) on third party proxy server (2)
checks its state. If connectors C3 and C4 are found connected, it disconnects them and

makes them open. Then it establishes connection between connectors C1 and C2.
Similarly, on receiving second command, the digital circuit first checks its state. If
connectors C1 and C2 are found connected, it disconnects them and makes them open.
Then it establishes connection between C3 and C4. Thus, PS (1) connects to either of
the two networks, does its predefined work and disappears just like a Phantom. The
stated connection of third party proxy server (2} with PS (1) on receiving the Connect
to third party proxy server (2) instruction is shown in Figure-13 by connecting C1 and
C2 of DSC to PS (1). Similarly, the stated connection of organizational proxy server
(3) with PS (1) on receiving the Connect to organizational proxy server (3) instruction
is shown in Figure-14 by connecting C3 and C4 of DSC.

In yet another exemplary embodiment, wherein the reaction of system of the present

invention in the event of an outside attack by referring to Figures 7-9 is described.
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| aunched by the hacker, and third party proxy server (2) is hacked, its
attack and penetration tools could not find any other network connected to
third party proxy server (2) as PS (1) is connected to third party proxy
server (2) for a small tine duration only. Once the third party proxy
server {.2) | acked nd.connecti.on 1S abl kshed b en... PS.(:1) and
thira Ieit D00 B 0B 5 ARERE P RePe R R E R S Rl

Fi gur e-18unchd 1y ereShashensnt haird ety fox§ lgerves @pnoeatied, i dwackeddt hird
party proxy server (2 t hrough toggle switch (4), and a persistent hacker

i s abl epengfratigufesls gaulgdinoh Erd piy oheEBetERIK commpctse taodyind PArty MIOXJeer¥esl d of it

inas { : i.an, I [ 't ool s

cout d gt P8048 SO HdERR 1o WIRToR horl B! (PR AR BRCRUAFh o

di sconn@gdeatle thiahpdrty prdxpaetvyr (@) dxliacked,vard dodhedioniingsthbieshpe betwadehef or e
connecting to_ qrganizational proxy server (3). Once the data copmuni cation
bet Weerpq:’é)(‘lﬁf‘)l TP MY BAYEY2) s S@@F&#ﬂa(@sl Ihalaingddn ewesS: i sol ation
of thir i ); ( n guently
hacki ngﬂﬁgger %§h§$§%€ %@%Mgisg lﬁilsig{)%gﬁ{agﬁ tgr}%%éd?g??e@ lr@%%? wﬁ?rgﬂn?Z shown in
Fi gur e-tBrough goggbe Swisdiod, andat peRSstért)havkdrlis able ombminclaii yitagher’diessiomnect ed

fromh ed ir rt 0 server (2 efore connecti.ng .t
or gani lé 8%;{3 HSO£® %%rl\?@i[ O?gf)l.n fl‘tsmﬁpgtﬂl‘?(i%f“? 108y paen Ssosiltéggtag]ﬁﬁﬂfing onit.
Thus, th@eRdttoAcksls dRkERof fifd GRYOHRE Gald PR dbhidetastoed | (19essiPn) i612) on

the PS(1). H's session (11) on third party proxy server will be alive but
unabl e disconhentesc fromnthirdtpagylorory sdreerd2y dniingtheopraiodrhefeuerdenii@sing t&i gur e- 10

shows the i.npl enentation Latrusi on Detectio tem [ 1.nf 1 Lsi on

B event o ERP bV a). vk St Aa SRS o RER b B kb ps 1y
conf i glyastyipesxyEuivdrqR) R taloh W@ olgioh df GEEEpatyaoke keratbt @F konPEs (1)

t hrough hacke third party proxy server (2). This also ?rovi des addi ti onal
secur i t(}) takgs place ped C‘éﬁé@ﬁ?ﬂnélwlﬁé%lﬁééiaﬁﬁﬂte £t ¢1harg3piEs PHRFCISA, an
appl i cgki on:.of: Ly &4 toggling switch to conmunicate with nmultiple
net wor i@ ?’glcgﬁso\%ln ylhr%ig{gﬁlé'ng to Figure-15. The nulti-port toggling

swi t ch Kig@ye-9 shavexdiat Bfa gl dvi(l bojoneaticall ¥l gefi disdontaggl ®omdmtiteedih{rd pprtpr a

mechani cal rel ay i tch or an anal ogue toggle switch controll ed either by
a di gi tpéPXBbFeré‘?fa@igﬁé’r% CPERECHDE [y O’Egg?é‘a%‘? e ﬁé’%f‘édghﬁif 131%9 % 3 oggl i ng

SWi t Ch,sefRonsGARKE ohNe BRETMRIGRLHP Tosk itFSofdduni¥atibn 3R¥ QR&IN&EWBAK of N
networ ks N+1 nodens are required. In case of digital nulti-port toggle

swi t ch,(12) pothe BY (yHiswessedn (14) oe tuid paity mbky hervemmichesalRS Hut pnatde

organi zational proxy server (3).or.thir ty proxy server (2) or any of
t he Netzt%&ﬁ'uﬁlgg%f‘tgasc?é Oﬁgﬁﬁoigﬁ’glf%tl%ﬁl %Q[fvf% P%;’ nul tiple networks at a tine.
Fi gur e-HigushPNShOHe e irifBenttibn @fEnftsién Def@tioNTBiRtend (IBDNMALGSbYI ty t hat

enabl es 13 pi
Prevention System (IPS) (15) through separate LAN (14) to protect PS (1)

configuration monitoring and guarding in case a hacker attacks PS (1) through hacked
third party proxy server (2). This also provides additional security.

In further exemplary embodiment of the present invention, an application of a multi-
port toggling switch to communicate with multiple networks is shown by referring to
Figure-15. The multi-port toggling switch (20) is modem-based (16) or a digital toggle
switch (17) or a mechanical relay switch or an analogue toggle switch controlled either
by a digital or analogue circuit. In case of modem based multi-port toggling switch, to
enable the communication of PS (1) with any one network of N networks N+1 modems
are required. In case of digital multi-port toggle switch, 4 pole N way switch is required
which connects PS (1) to organizational proxy server (3) or third party proxy server (2)
or any of the Network Proxies, NP-2 (21), NP-3 (22) of multiple networks at a time.

Figure-15 shows one-to-many, but one at a time, model of connectivity that enables
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organi zati onal network (25) to comunicate with any network keeping itself
isolated fromall the other networks. The network-2 (33) is connected with
a network proxy NP- 2 (21) through a switch (31) and network-3 (34) is
connected with network proxy NP-3 (22) through a switch (32). PS (1)

ts t i zat i (3) . thi ty. 2),
NP2 s ioal s phus Oy f BBl i e BB et e (7
bet weenfgh athe sthePRatyoldsOXNe B@HBEL-2 () i886hneeR 06 MgetRoRProky BIP-NP- 2 (21)
and NP-3 (22) through rrult:awg)ort tog}gle swtch (20). This predefined

sequenck(Zdaiirbech # swiieh (dbind netaiotom(@ds cammeciedrwigh nefiyotheropg NI | f
I nt er Fg&%f%heroﬁj Ejg SIRRG 9(3%)9 rPS][\EIP %oglgg’c)fs toap&()a{ﬁ%%ﬁ&{é? gi'o%(tyeseg\?éra(i?»fgﬁﬁg or NP-3

(24) Spo as 1’ ntase organi za r oxy -server and third

party pia@\pregy v&ver(@), NI @1 eahdRriB(R2) $n erddefiaelsdqoenddaind exclesmguni cat i on
anong the nultiple networks by nodifyi ng the data, communication script. In
addi t i dhe dalebetyesnoprganizatienal pEsyierie 3 hand gapediyctsons be-aNb=r (o y of

addi ti lgp.S ' j i j: I I Llters,
encr yprs AR a2 b IBRUATbATRodbl) SRR, FHit Bl ncd olereCmn bl L OT iy
ot her pbandrdbin, radibnt etondiimikegyon thy PSAdY,dnteagedate dbta sphe oy BPe(23hd net hod
of present, invention s useful r .any type of data conmmunication wth any
net wor kaﬂaelé‘fﬁrﬂﬁdlﬁ‘ie_sd%mpi’-@t E%rlﬂﬂss@?‘ae%&{sg%eﬁﬁ%ems%? dfff 8?&?%?‘]’1‘%?3 of

pr es_entprb)gsy S 0B) hd HRRI prtyf Rbx ABMvEY@S. Bllis RicRRARGH iBHenRUGBF dRL AT Y
proxies. 3. The system and nethod of present invention can be used with
addi t i owalmeecationt amongrtiicemshiplt inciwonisaby meslifying thei dassvebmmunBgtiovPN, et c.
over organj zation network including public network. 4. The system and

net hod BFPhresent invention uses I1DS/IPS as additional securi ty neasure

over P3pn Riditlhe tisy syt aldhepidiest @n P a8aNtd thvuehhiAegasf hRligxdgnded to
multiple networks Tor data conmunication. Many different enbodi nents of

t he preseHityimrebpisphimgynpel Gswetly IRY. dBSvitias ncrygtipaetci #dtstlpsmethe spirit
d f i - ¢
and SConfely dul%f MY ARbAA bure ag%'s?%}e{t Gulte piOdesshaRdnhinatudipe  presen

i nvention not nent's as cribed in the
speci f i K@ddmdngesThe present. invention is intended to cover various

nodi fications and equival ent_ arrangenents i ncluded within the scope and
spirit lof TRResYslery BhC mathod of Breent INVANLGHS i ¢ty q‘ﬁrr 0¥ dvRg oA a"it@her | evel

security LonfRhRaGONMA AR hEQRrk ReMPHL SFn network isolated.

2. The system and method of present invention is useful for any type of standard and
proprictary proxies.

3. The system and method of present invention can be used with additional security
implementation measures like Firewall, IDS, VPN, ctc. over organization network
including public network.

4. The system and method of present invention uses IDS/IPS as additional security
measure over PS.

5. The system and method of present invention can be extended to multiple networks

for data communication.

Many different embodiments of the present invention may be constructed without
departing from the spirit and scope of the invention. It should be understood that the
present invention is not limited to the specific embodiments as described in the
specification. The present invention is intended to cover various modifications and

equivalent arrangements included within the scope and spirit of the claims.
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networ ks, said system conprising; an organi zational network, at |east a
third party network, at |east a phantom server with an internedi ate data
storage, a toggling neans disposed to isolate the organizational network
fromthe third party network and said toggling nmeans further disposed to
perm t Wec r.ed data conmmuni cati on between the organi zati onal network and
the thi &“E%{F{-y network through the phantom server. 2. The system

accor di ng Al §sendifdP pkovidhig £highthevélctditpas Wytaneimikcdtivhtineomparer i ses
public domain networks and proprietary networks. 3. The system according to
claim 1, WheOsks st SYHeHaAmRIsIg: 4N ongangsfiRgl yetwark, atclgagh i taird gady

or gani zat | p. e . i | : erein
the thi r anaser abe b ServEl Sl AL SIARANE A Mihafe ) epin TET s
The syst emcaac displosed td dsoddtaitiia drgambsticiahnétherlplrant thenthied perty nstwaik

i ndependent . entity not formng part of either the organizational or the
third par 34 ﬁ@ﬁv@ﬁg&l?n%me?%ﬁgg’ﬁ dispagsdotodpegt speered; Gala COTRINGRAHOR he

| nter medi g ARt e SELATRIRGI HiforRNAR A SBEY ParkURLBHK GAIALK SBE an

or gani zat1 onal netwo menory and a third party network nenory. 7. The
syst em acpbamdomgetver.cl aim 1, wherein the toggling neans is a toggle switch.
8. The systemaccording to claim 7, wherein the toggle.switch is a digital
Loggl e 2ot SHIGR A5coiides BESEd: FOGHLTEAREEREG SV aEG RETEL STmbRss| o
switch.  9nuWlid@Ihae nb¥orky MM HhpgetdyHegheks | evel security to data

conmuni ca?i on in conputer networks, said nmethod conprising the steps of.
transnmil.t Thg Yatem feomliag fontleimal, wherewotle ofgaairaborpanictapikofizthenet work to
an organi zational proxy.server and storing it, establishing a connectivity
bet ween ¢ REVBVHARAS AEBIRACHT BGYSERGEr and a ' phantom server by toggl i ng
means andThé aggtent ticBerdide t6t @hiad datvbedeironhé Nird opgani ieabdrln &lrthee OXY
server to an organi zational network nenory of an 1nternedi ate data storage
of the ph&eBATIBSEWEFd PATSOPTEXY FYVethe or gani zational proxy server fromthe
phant org s o , l.i shi I, ¢ ween t he
phant oﬁ'sgpggﬁ's‘[glﬁd&gg@hwg) ggg@}ﬁ)}(@}}gg Iég?}g%l?l %p{kﬁﬁgéh\égé%fn%ﬁtmr k by
sai d t oggkntitg noefinsing pansidither thg ot geeidateaal for dra thivé pertgaetivwoalt.i onal net wor k
nmenory fg,hhe i nt ermedj.at e data tohglgee of thergggant m server to. the third
party Gr 3kY SYEFTrCcoRting dpidaThg: ety ds BUCTHAAR A8t TREEE AEEE par 1 y
proxy ser prginté’rﬂdser\;e'i_’ MR R8s SR WBgdnizafiohdl ddwBR f¥mBB} WY & (iRgOry of
the internmedi ate data storage of the phantom server, isdlating the third
party prorgteeetwerk foemery.he phant om

7. The system according to claim 1, wherein the toggling means is a toggle switch.

8. The system according to claim 7, wherein the toggle switch is a digital toggle
switch or a modem-based toggle switch or a mechanical toggle switch.

9. A method for providing a higher level security to data communication in computer
networks, said method comprising the steps of: transmitting data from an internal
network of an organizational network to an organizational proxy server and storing
it, establishing a connectivity between the organizational proxy server and a
phantom server by toggling means and transmitting the stored data from the
organizational proxy server to an organizational network memory of an
intermediate data storage of the phantom server, isolating the organizational proxy
server from the phantom server by toggling means, establishing a connectivity
between the phantom server and a third party proxy server of a third party network
by said toggling means, transmitting the data from the organizational network
memory of the intermediate data storage of the phantom server to the third party

proxy server, transmitting the desired data from the third party proxy server and
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server by toggling neans, re-establishing the connection between the
phantom server and the organi zati onal proxy server by said toggling neans,
and transmtting the data fromthe third party network nenory of the

i nternedi ate data storage of the phantom server to the internal network

t hrough th ni_zation 0 rver. 1 C to claim
o wher et HCERE PRt BOF By R RSP Tiomty of B HELASHARTER Sofide

net wor ks andhe pR@{ibiat fiver N @oldinl She ]tﬂ-lrd Baﬂy rmbkgodeﬁeﬁﬁrodi ﬂg: ppam,dlﬁl m 9,
wherei n the organi zati onal network_ further rises an organlzatlonal
proxy servever by togglingriicny sestablishing tthe @pamﬁ‘gﬁgn beheess thet pleanfMRr d party

network fuy r it hod
accordi ng % z{ndcfﬁggjréaﬁ] éearnglﬁ% ;{}h%ﬂ %tb&r??{sdgeréé%ﬁg%@%ﬁ %ﬁﬂd%pe éﬁﬁ entity
not form kg @i froaf tie ﬁhhﬂrparﬂjrmemg&nnémbt)o@ﬁiheQntehhedzaﬂa|dada gtafatgy OIﬁEt wor K.
14. The net hod accordi ng to,claim9, wh I’EIL‘I the internmedi ate data storage

of the pHERIgAIoSRFaREST 16 the HEFmalgeby Pk dirongh dleprammizationAlnroRe sk nenor y
and a tﬂj Frfle oA (%dyac@&td@ﬂé R, %vhe?e?u thENRir Blkaflpge Pfﬂh@ﬁc%ﬁgﬁée@' m 9,

wherelnthetogg ngmsnsmatoggeswltc The net ccording to
cl ai m 15, publer dimait hetwaokgiel moptichyimteonts.gi t al toggl e svm tch or a

nodem bas toggle switch or hanl cal | e met hod
accor di ﬂg%?‘S fgtgf)ﬁi agcordiner Iq r‘f?at‘ 1 H&ﬁ{?‘%éh‘?rg’g%@l@f@ s‘é‘iﬁwf)ﬂq %‘l“ﬁ'\‘ﬁ'de a
phant om cenRgsids\uh Yo ARREnd1 RO ,gr@mégm server, the organizational network

and the third party network to permt the data conmmuni cation. 16
12. The method according to claim 9, wherem the third party network further comprises

a third party proxy server.

13. The method according to claim 9, wherein the phantom server is an independent
entity not forming part of either the organizational or the third party network.

14. The method according to claim 9, wherein the intermediate data storage of the
phantom server further comprises an organizational network memory and a third
party network memory. _

15. The method according to claim 9, wherein the toggling means is a toggle switch.

16. The method according to claim 15, wherein the toggle switch is a digital toggle
switch or a modem-based toggle switch or a mechanical toggle switch.

17. The method according to claim 9, wherein the toggling means disposed to provide a
phantom connectivity among the phantom server, the organizational network and

the third party network to permit the data communication.
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