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CONFI GURATI ON OF A NETWORK BACKGROUND OF THE I NVENTION | . Field of the

| nvent i orwOlosL/Gomas8Nnt i on rel ates to a nmethod for aut omaPCtadB2910/0$enbi fyi ng
potential issues with the configuratiop of a network. The met hod
facilitates the provision of networked services by automatically
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mul ti pl e networks. The present invention resolves this significant
net wor ki ng probl em by di scl osing a nethod, and consequently an automated
tool, forqinteppoatiogpeinorks, and nost significantly nobile networks,
in order to identify network and gateway issues at the earliest point, thus
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peri ods, dataddengidctyest newbrlons iamd. Setlwixskespat forirahele. evident when
dealing with separate Mobile Network Operators (MNOs), due to inconsistencies of the

gateway infrastructure that MNOs provide.

The absence of any technique which is able to reliably identify such relevant
inconsistencies has historically represented a significant impediment to the provision of

services which need to operate across multiple networks.

The present invention resolves this significant networking problem by disclosing a
method, and consequently an automated tool, for interrogating networks, and most
significantly mobile networks, in order to identity network and gateway issues at the
eatliest point, thus minimising the risk of rollout disruption when deploying a service

across diverse networks.



The test cases may include: tests to determne the fidelity of data
transmtted fromthe client device to the server, or vice versa, via the
sai d net wsoko11/00¢188di ng the fidelity of one or nore of Ph#/GReBAFtilheaders,
t he nessage body and the nessage resp gse code(s). Data fidelity testing
may include testing one or nore of textual data, generic binary data and

bi nary data which consists of one or nore digital nedia files. tests to
determ ne whether the said network makes use of particular transport

pr ot ocol sSEMMARY OFSTHREINYENTH2Nudi ng but not linmted to testing for the
usage of HITP 1.1. Testing for particular transport protocols involves
testing for the presence or absence of one or nore specific protocol
features, including but not limted to testing for data stream ng on the
sai d net wohk,préest iimgni@r dishiesdsTad Pndkhdd, Keelp af dusendr@ntspiten andidogsforng f or

ranged downl oadi ng features tests etermne data t| out perlod(s) for
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data transmtted fromthe client device to the server, or vice versa, via

the sai d netalorkdisrugtion whesdepdoydiet erarineadrere npatiflo netode ¢ sighifcasy d
net wor k by tr%nsnlttlng data fromthe client device to the server, or vice
versa, via t%e sald network and recording netrics as to the tine dlfference

bet ween t sen g and_the recei pt of ata. .The tests
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subscri ption service, digital nedia purchase s ce or any ot her

net wor k- bhsedsgemwoﬂéwsmddmgmﬂbl medi a service is a network-based service
where the data conmuni cated consists of requests for digital nmedia content
and/ or nmefTadat@avoan dhalrz&sqaisﬁxsdsclcdrrmwi o mgret dtelarefdebst edtoei adaloa:, dmd/ or

digital nedia file %5 gﬁ‘é |tal.nedhf i ncludes of one or nore of a song, a
teIeV|S|oHn§?ﬂﬂBeﬂg S8 SRSGrepariory AN AeY edtPriR BHifbut er game or any ot her

di screet Len1of medi a 9 tent. The client device can be a hone conputer, a
mobi | e deviEESt @GN “nsol e, a vehi cul ar-based nedi a pl ayer, a
tel evision or any other co utlng devi ce. The network can be the intenet, a
nobi | e net wot ket aPteaBinRGk gy obtine riraemiiisni et it giche fiidrektoohe a
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of the message headers, the message body and the message response code(s).

Data fidelity testing may include testing one or more of textual data, generic

binary data and binary data which consists of one or more digital media files.

* tests to determine whether the said network makes use of particular transport
protocols or versions thereof, including but not limited to testing for the usage
of HTTP 1.1. Testing for particular transport protocols involves testing for the
presence or absence of one or more specific protocol features, including but not
limited to testing for data streaming on the said network, testing for the HTTP

1.1 Keep Alive feature and testing for ranged downloading features.

* tests to determine data timeout period(s) for data transmitted from the client

device to the server, or vice versa, via the said network.

* tests to determine restrictions on the length or size of data transmitted from the

client device to the server, or vice versa, via the said network.



DETAI LED DESCRI PTI ON Definitions For convenience, and to avoid needl ess
repetition, the terns "nusic" and "nedia content” in this docunent are to
be taken WO 2endomsass all "nedia content”™ which is in dipgiTiGB20focsmieor whi ch
it is possible to convert to digital form- including but not limted to
books, nmagazi nes, newspapers and ot her”periodicals, video in the form of
digital video, notion pictures, television shows (as series, as seasons and
as in?ividuaf epﬁsod?sﬁmnéd?gegbﬁphmto@d&phﬁcmomxbbhenm?ﬁemgdamﬁh?n »
conput er games and. ot her interactive nedia e term"trac
‘ndi cates a spdRi gt s B2 % Toffeins Wbt Yoo e Sige s
tel evi si on showhetadhs £BOGke @he &@Heidn@@bétaeé@@% ser@liGOMRAUhE FecBITBY GE s@dy Ot her
di screet itemof nmedia content. The ternms "playlist” and "al bunf are used
i nt er changeabl Yt i ndi cate col | ections of "tracks" which have been
conj oi ned together such that they nay be treated as a single entity for the
pur poses &he Sf—ﬁialny@ﬁ@ eés?cuﬁ@e@lﬁ?ﬂéﬂﬁalt ingnrt, Phreonapts tingey aviprst gren pasiod@ibe t aken
a5 enCoMPASELNG AN, LELEEACHLANHE! MESN A urBR, A0dTRALA CRNLANTy, whet her
that be I1s enlng 0 au cont e , wat chi‘ng €0 or inmage C
readi ng b&ﬁk&n@rbekhe@n&bbyua&ms@ﬁuenmppmhﬁphngmﬁ(ﬁnﬂ@mtﬁﬂ<ﬁenakwme
interacting with lnteractlve medi a cont sone conb nati on of such
activiti eSOMPHRICHIHR L4 mpPUter PEHAR pErthe ol ﬁﬁ“ﬁ§@r Vi vi dual " are
used |nterchangeably to refer to the person or group of people, whose
medi a contBafe™orkpast ngvicp rap diceh B8E apedin pdisgiipnaseriqeor digghinedia
recpnnend?]kggg ékﬂx”@gén Iﬂ&xtﬁ&ﬂ%ﬂﬂﬁﬁ&P%1wk€f%f§§£9,éﬁ&mc&ﬁﬂ&i%thona
devi ce which 1s capable o¥ pl aying digital nedia content, including but not
Iinitfd togwpﬁchhayemsmehékevﬂgldﬁaﬁEMEnmh?n@,qunput@ﬁr@ysﬁeﬁnh@ghfle ased
conputi ng_devi ces S _CORSO an a conso vehi ar - base
medi a pl ayer % C(%rrltdzlitny ZE eFta%%%) |dzf§%qons%°’ec\9flgé&n n% "CErTE te(l mﬁ)ﬁlf]f‘ (? FISP' are
used i nt edighangabilys.to refer to "Mbile hbtmork Qper ators" or "Internet
Service Providers”, being entities which provide access to a given network,
such as the internet or a nobile network. 5 The terns "gateway" and
"networ k gateway" are used interchangeably to refer to a system such as a
conput i NGTRY @A mWhh GR1IdRs U8 8He 1P nAGE R3S, BnPak tIGHEA SN RTBLSE 03 Net wor k
or to access other networks, such as the intérnet, fromw'thin a given
net wor k. Hfhlélotlélncnf@f"aj@tr@pq‘tq:r@elinmoyﬁnmtherfdlmder ttym of medinatniane used
i nterchangeably to refer to a check that when data is transmtted from one
devi ce toThﬂaﬁhEnkWhenmnH@:da@an¢e0@®v@d pyndhile weicond gdmirgceorisglej dent i cal
{hat dat VTR VS GG PBY T hE T FTOTRy PG CTRECH I “RetMork Dabed
at data sen T8 Vi e rkbase
service" t/ uéeﬁk ifQched ar mbBilan&ystiem whm e QRRE 24§ SothbC BorhMahicaidsk | ent
devi ce communicates with a server to request information or data fromthat
server, mﬁ@?@ﬂ%?&?8%§66§§?mﬂﬁ@ﬁ??%@“@ﬂ|ent and the response fromthe server
are comunicated via a network. The service is delivered by a conbi nation
of software running on a client device performng the function of the
application's interface to the end user or consuner, supported and
conpl enentled ifyynger ik cesclped ingetd iyudse falswar eystam dors perfeminghtlehatmve
accessed by the client device over a network. Overview Rolling out any
net wor k- enabl’ed service across different network types presents a variety
of networking issues. Such issues are particularly evident when dealing
Wi th separate Mobile Network Operators (MNOs), due to inconsistencies of
the Gateway infrastructure that MNGs provide.



VWhile there are a | arge nunber of M\NOs, each potentially having subtle
differences in their network infrastructure, it is very likely that the
probl ens wWhapimiokissbe encountered will fall into distin®CTER2eyNSiES. The
present invention seeks to describe t nge broad categories of

Net wor k/ Gat eway issue and discloses teSts to identify themat the earliest
point, thus mnimsing the risk of rollout disruption. The present

i nvent i on osing a solution to the probl em of

establ i shﬂggr‘;ﬁr%ﬁﬁ?d%ggﬁgﬁ“&)%nt connectivity between a device, such as a
conputer or a nobile device, and the various backend services provided by a
net wor k- bageditaiVvi ce. 6 Test Execution To run the tests for a specific
operator, ensure that you have an operator SIMin a conpatible device
connect edph0 LARNRAGS 8lhAT t0S 2 RRIE BALWOLK 1iibRS % CRRROMRE T MY HRedi@am ng
node or on any ot her hardware (such as PC enulators or unsupported phones).
Tests shoobdeis ireshecdiiceticnmrt hebdewkt ® usprgasshé “@Eéxaappotehé’ dethaislin net wor k
settings (e, APN a d R t n t he netvvork
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networ k. Categories of Tests The present invention has at the core of its
di scl os ed“ﬁ“‘e(f ORIOR RIGHHES-GFleTiEeR ghai RIFCHF A UKAWE 809 Ht BFVidgacaisalsibt wor k

and/ or L (P88 Yicldd oHHBie trﬁuﬁ'@%@x‘hﬁht@? AN8 1690 H DI AL 0P nRfiial hat
net wor k/ ga vvay The broad cat egorles of tes%s are disclosed in this

section, t fe c Vi r iled
Jhﬁy e el’n% GL,E0 ﬁdﬁ! @& dffa il ﬁggf g oM 3C LS8R, ﬁmfﬁé q

desi gn for the |rrp enent ati on o sed tests on a speci

preferred scmgb@delmamn elhow hen @Bmemn pémventdrad, whboippter gahbher exawpice

ref erence desi i s instantiated using the java conputing

| anguage. dll?‘fefft%‘iegl é%ff 2ocr? t8)"(arrpl es are presented for a serV| ce whi ch runs

on m)blle evi ces, rati n gn MNO s. nobjl e ntvvor Pnet
This is fore t?fpﬁstﬂ?gé(f?tvé‘“ BERSTBMSH IO EHEBlsIeirae liEroR & onari 0

i nvol ves thgibr Qﬁféﬁ%Ev@l’aée%%o%{mﬁe%%g&ﬁé%dﬁ Se s edaybye &Qﬁecpés% eiRtle
invention. Subsets of the test cases disclosed may be enpl oyed on ot her

net wor k t yipes faribl prpesse obthsis getdcemsicnisios. appl i cable. Data Fidelity
Tests Services running on nobile networks tend to function across WAP
net wor ks tThavrerhatwelistanddi ttOihyrtdielnyts b@@mmsﬁmgﬁtn@hpm@wqmdoevwen ajmsed acdnt ent
for nobile gew ces, Ag 'rt{g n errﬁeral Er pose |nt ernet, . ertra{ cont ent
types (m e 1tayO e)n caned%C ran%l ARESH an’d 0 %SV r%(a)yo notaee

Addi t i onatditent\WARIINEtHoOkKSr ofhkce fex@iat esmtnt! playlag laadongRne rae Pk pasiag web
content to fit within the constraints of a small device. Exanple

transl at i B8 itFafiyganediagopient grgome@ningtiop ok P AFEdticdcr oss di ff er ent
encodi ngs_(UTF, | SO 8859 1,
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The terms “user”, “consumer”, “end user” and “individual” are used interchangeably to
refer to the person, or group of people, whose media content “listening” preferences are

analysed and for whom recommendations are made.

The term “device” refers to any computational device which is capable of playing digital
media content, including but not limited to MP3 players, television sets, home computer
system, mobile computing devices, games consoles, handheld games consoles, vehicular-

based media players or any other applicable device.

The terms “MNO” and “ISP” are used interchangeably to refer to “Mobile Network
Operators” or “Internet Service Providers”, being entities which provide access to a

given network, such as the internet or a mobile network.

The term “network” refers to a communications infrastructure, such as the internet or a

mobile network, which permits communications between devices.



ASCI| etc.) 7 Natural |anguage translation |mage scaling Conpression
However, where an application communi cates using a binary protocol then it
may be i mporzbaro4tsiat such nmessages not be interfered wPCh/GBROEMF11MEY t hat
woul d result in a non-identical nessag§ bei ng delivered. Protocol |ayer
conpressi on or nessage chunking would not affect the end result, so would
be permssible. This issue is not restricted to nessage body content, but
al so af f eGhs ternivE'@sagey heat Ensawptih gughayt’ hee detd becrab@geblyi chneat tooh t he

header to include MSI SDN and roam status is usually desjrabl , HTTP
response 8@5§§fu?b%é1ﬂ%&?%%gﬁﬁﬁﬁﬁ‘Qﬁd}ﬁﬂ@?§5b¥x§FFFﬁgﬁygﬁg@%§§”ﬁégﬁonse
codes andn&@aMesittollb@M dtBedhcteshct, €6dh 45Qh@in tc@hidt MoR AR Pevdh@ras&uNpt i on
that the client is always a browser). In such cases, the data fidelity

tests ar eTAPRLQPFIAL BdcliRetA “BlHdR) bt darFest Sicd [@StchARRIPRL ReRS Bh 3R T es of
known nessages as well as randomdata fromthe client to the server to

verify thdnt wheydanés reselivedirenransciclige snenathattherhdy deanrcpveddhodd back to
the C"e“Ea%%EPQH&zﬁQQ&HB&HBQMilﬁb%mﬁﬁ%gkgm%ﬁkbﬁﬁﬁn%Q%x%%EQhﬂh%bgi@ary m e
type required for the service, 1 any, as well as other binary and textual
dat a t ypeshanBal s thhdeld ¥lyicH eat snt Dlothedirftaiclioe.e t 0o propagate HITP response
codes is strongly undesirable but nmay be tolerable if it only inpacts the
servi ce pwaytd@rnsmapt-bisey sdroice'es abedao pEfolioeG steiwiGeh diteatadfalkh eak hon
should stil|l function adequately. . .

client device communicates with a’server to request information or data from that server,

where the request from the client and the response from the server are communicated

via a network. The service is delivered by a combination of software running on a client

device performing the function of the application’s interface to the end user or

consumer, supported and complemented by services provided by software on a server

which are accessed by the client device over a network.

Overview

Rolling out any network-enabled service across different network types presents a variety
of networking issues. Such issues are particularly evident when dealing with separate
Mobile Network Operators (MNOs), due to inconsistencies of the Gateway

infrastructure that MNOs provide.

While there are a large number of MNOs, each potentially having subtle ditferences in
their network infrastructure, it is very likely that the problems that will be encountered

will fall into distinct categories.

The present invention seeks to describe those broad categories of Network/Gateway
issue and discloses tests to identify them at the earliest point, thus minimising the risk of

rollout disruption.

The present invention is focused on disclosing a solution to the problem of establishing
reliable, performant connectivity between a device, such as a computer or a mobile

device, and the various backend services provided by a network-based service.



Protocol Support Tests These tests are applicable where a service nakes use
of HTTP 1.1 features to exchange data with application servers and to

downl oad wOorbEM04188i gni fi cantly, downl oads utilise the PCaGgR010f@cilsity
(not present prior to HITP 1.1) to all(gw resunption of an interrupted 8
downl oad. Qther HITP features such as connection Keep-alive are al so
beneficial to the snooth operation of a network-based service.

Addi t i onallleyt, Exdvarioan MNO gat eway proxies a request to the content servers,
it can do so by either first downl oading an entire binary file (to

t enpor ar y Toeordic asstd fve ggiceifiaygpebedroeesuse khak Rgu ithvd en tperaeli ENt iron by

stream ng data_from for exanple, content servers w.thout internediate

st or age. ‘T‘I’fﬁpgéllblee%ﬁﬁcﬁgcoﬁﬁ‘fff%a@h&f?sOPﬁ’faé(frér}é%IFeenﬁgoﬂ‘t %é%icﬂ%nqtﬁﬂﬁrrﬁﬁd’&ti on of
unnecessarinlifl €08Y odn i@ usdr dhidvate Ghe & PAULSTatoRIRLAGHH oPUPPRYdes) Test s:
Test Approach ercise the conplete syntax set as used by the client (HTTP

CGET and PERH MhsuldBeCkidkal 4y teNfhideshange RPARM ddr¥uMH&R-ACEEHRE NY
content. Measure tine to serve the first block of binary content and

det er m ne(ashéihennd here s¢tgng) eohsisttenttandiehdGt dareorkatiny hévagtardevet t he
request during, whi:oh Lhe, gal ueY, L% regquestind data:from Lhe cont ent

servers and 1ot  stfean ng 't Btk TNt 651 i e TRe Ser VY shouf dal so

det er m nesthfiikd BdbYe dheS56ick efuast scrwedke received during the test and that
no additional side effects were detected (e.g. the additional unwanted
adult content check that sone MNGs may add to all requests). This is
probably easiest to achieve by nmanually view ng server |ogs after tests are
conpl et edcagrgg{,iggngggpport Tests: Notes Failure to streamis not critical,
but the MNO Shoul d be pushed to enable it when possible. Additionally, a

non str ea'ﬁl@ re%&itq;nifegﬂogl %aJ Atkt%L 36_0%6009‘ i?s“d{édid%eé“a{e%dﬁ%[‘%é’ _o@%est% %iM\Qe _Qat eway

| ayer and may, therefore, necessitate nmaxi mum nmessage size restrictions. |t
will be easiero irgersgpte mortsbrkeant/ ng ndeadk tdgarmvay fint drderc ontdertmiserther can be

constrai ned elipberately trickle data back over a period of say, a
PHEL T4

0
ni nut e. Aﬁ(ilnééﬁa ay SUpplPy the first bytes of a response within

the m nut The %roda%ngl?esgtorrif?ébéy tegtts e tsd3ed in this section, while the reference design
provided later discloses a detailed design for the implementation of the disclosed tests on
a specific preferred embodiment of the present invention which, in the example

reference design provided, is instantiated using the java computing language.

In this section, examples are presented for a service which runs on mobile devices
operating on an MNO’s mobile network, or WAP network. This is for illustrative
purposes only, on the basis that such a scenario involves the broadest array of test cases
disclosed by the present invention. Subsets of the test cases disclosed may be employed

on other network types and/or use other devices where applicable.

Data Fidelity Tests

Services running on mobile networks tend to function across WAP networks that have
traditionally been used to provide WML based content for mobile devices. As with the
general purpose internet, certain content types (mime types) can be translated in flight
and others may not. Additionally, WAP networks often attempt to tailor general purpose
web content to fit within the constraints of a small device. Example translations include:
* Text, xml and html translated across different encodings (UTE, ISO 8859-1,
ASCII etc.)



Ti meout Tests The MNO Gateway is essentially a proxy server and, |ike all
proxies will alnost certainly include tineout capability. This is to
protect tWe 28uw00¢r88f r om out ages/ bl ockages i n partner sy®CemaB2ar0dsailbow
expensive resources to be released. 9 However, if timeouts are set at an
aggressively low duration (e.g. |less than 30 seconds) then this can
interrupt a significant proportion of otherwi se valid service interactions
and i npact useNasxpémgenceranJatmeout det ecti on can operate in two scenari 0s:
passi ve and .aciive. Passive timeouts occur when a period of tinme has

el apsed since tH&I°§8¥¥successful interaction (e.g. when waiting for the
results of o Igagltplfegsiglal cul ation or database search). Active tinmeouts occur
when a connection has been open for an excessive anount of tinme regardl ess
of whet hefjdat@ ivBietdnl dpplit-QWh NBnAGIRSEs | dsing (NGinMYP G EMRYn hasapeen
observed to enploy active tinmeouts). Ti me*outg Tests: Test AL;I]) roach Wite a
server cobprment tahatchsineses Mor be uepeed oithon any mey shecvd '<£€Fsiﬂﬁ i he

i ncom ng t fore re di t cli ?e ien an, : gﬁeen
equest oy SkEntal FERRg LERPANCLOR PiBchtefit B Rhres JORoEhuRMs SERNIE L 1
det ect ed (onldumt hifect theexdeads, sa veeild bogerofissby 2 m nutes). The conponent
can then be extended to include the ability to "trickle' data back to the
client (sayislQudyhesrepeictcsesadchhgd Ebddebeici, Ber AMdelfaes: an active tinmeout is
al so present. Tinmeout Tests: Notes The service provider and the MNO need to

agree what i's dlsdscoptdsn ehasd hscbithengedrichngyuet teubsdst @ HichkEng, in

the preferred gEPOINTRAL0LRing088GARAIy MMM 2 m nutes recomrended.
Length Restriction Tests The”MNO gat eway may i npose restrictions on the

anount of deatabdMowedotw fédsw (st MO fsr bmvtrheo nobirdept dévieeswress

downstreamto it _in any _one interaction. | t g;erlé/cta,[loso varg this |Ir}’§|t by

HTTP net hod ( .eiiarﬁ‘ﬁitcsong% t %mutf))l 6ad messag%arl st'de Hpe (Pllnkteliy to be

much smal |l er thaomgewniraadic amnd: Goll4s hBt@rskere with MisicStation's
client-server conmunications. Limts to the dowl oad nessage size are nore

likely toid fdncaks thOmga AUSitCredts ackpplopaiBer than interfere with the
application protocol).

Data Fidelity Tests: Test Approach

Send a series of known messages as well as random data from the client to the server to
verify that they are received correctly and that they can be echoed back to the client
without corruption. This should utilise the specitic binary mime type required for the

service, it any, as well as other binary and textual data types.

Data Fidelity Tests: Notes

Failure to propagate HT'TP response codes is strongly undesirable but may be tolerable if
it only impacts the service provider’s ability to resolve problems, since the application

should still function adequately.

Protocol Support Tests

These tests are applicable where a service makes use of HTTP 1.1 features to exchange
data with application servers and to download content. Significantly, downloads utilise

the ‘range’ facility (not present prior to HTTP 1.1) to allow resumption of an interrupted



10 Additionally, certain handsets behave differently with | arge nessages,
adopting a chunki ng approach or not. Length Restriction Tests: Test

Appr oach wendii12ogsei es of nessages fromthe client to tRETEAGR208Y051106
determ ne the maxi mum upl oad nmessage sjize in ternms of maxi num GET query
string and maxi nrum POST nmessage Ssi ze. sune that GET |ength of 1024 bytes
and a POST size of 5My are sufficient for our needs so no need to test
beyond t hdbvwnlRel értbe H'REP émphrasiush of carmecttamsiKecprrtive eguistbeadticiaherasi ngl y

| arge res onsg fromth server, to, gauge t he maxi num downl oad si ze. Assune
that a 1ONBOPBSBERER" PL* AUFPICT S “F8f our needs. The data passed shoul d be

randoni conpl. ex 50 ag to &@E be readil% conpressiple (in case a deflation
step i n t hEYFRMESY RUCHUME die8 Rt Brafie et '9)the EUHEI HCRESE 118t fian Test s:
Not es Theaﬁ%&uﬁﬂmfQﬂﬁl&ﬂﬁﬂ&ﬂhgﬁgéQﬁ%@'&ﬁgyt@EQ%ESe_ Yra@ChAblY ofenpuch

| ower with specific MNGs. Performance Tests In addition to genera

accept abi biteyaypbeliorresccargivay 'tee ¢ligne et ensifdamjng data fremafaexappeopmitdte t o
nmeasure i ) siven ver the ¢ 0] V. r-.| r)

ot or i ne SFEF RAOR, KERRERE KBlneky B0 QLR heiRe R PRI IR et es
on) is coiisdodadtvadiahnanisatyiliresy aSorstestrthd eruas (e.g. South Africa) may

require |l ocalisation of content to overcone the responsiveness of the
internet [tself. For Hﬂjs.ép g?rk, g}long running client would need to
started oh 4oPHSHBPAIFSEIdGHARP A ge (e.g. with charger connected) in a
place with reliaple signal strength and left to n.for_a sui | e period
of time (S35°5% thoGPapCeTHE ot h AP uﬁ%@ﬁ& tﬁmllﬁltb@;ﬂipwﬁ@ ﬁégt}%&@%présponse

nmessages ikl ihdu®i €l Qpd R hits R LYo khGeser vi ce' s applicati on.
Accurate el apsed tine readi ngs woul d be taken and upl oaded to the server

for col I ahj.0n apd. DAl ¥SHS firdNBo K DF B! MiRedtAnd BESrrhifBe ARBLYSGRATEL 11 1.
Net wor ki ng | at ency

consistent ‘dead time’ at the start of the request during which the gateway is requesting

data from the content servers and not streaming it back in real time.

The server should also determine that only these requests were received during the test
and that no additional side effects were detected (e.g. the additional unwanted adult
content check that some MNOs may add to all requests). This is probably easiest to

achieve by manually viewing server logs after tests are completed.

Protocol Support Tests: Notes

Failure to stream is not critical, but the MNO should be pushed to enable it when
possible. Additionally, a non streaming solution is likely to require more memory at the

MNO gateway layer and may, therefore, necessitate maximum message size restrictions.

It will be easier to spot non-streaming dead time if the content server can be constrained
to deliberately trickle data back over a period of, say, a minute. Any gateway that can

supply the first bytes of a response within the minute is demonstrably streaming.

Timeout Tests

The MNO Gateway is essentially a proxy server and, like all proxies will almost certainly
include timeout capability. This is to protect the setver from outages/blockages in

partner systems and allow expensive resources to be released.



2. Maxi mum nmessage throughput 3. Daily performance profile Reference Design
A suite of J2ME test cases has been devel oped al ongsi de a set of server

si de funcwDensl/(08s8v| ets) to support each of the di scl o®€d/GRegto/StBERari O
and to collate results. The overall Ms\ltéte has been provi ded for downl oad
and may be executed during initial engagenent. Clearly, intense tests
such as a network soak that runs for nmany hours/days may not be appropriate
duri ng i nHowalerconinaot:ts-ar¢ rdeedn pegradsssly dow riughibn Heg. rleguhaed) sevoodgler to
run such tﬁgt. Onscr een . r.? ting and feedback is, in the Qreferred
embodi ment <" i FHat AHE F BEUMTR! BREOREM dOdRRa AR Y Sed by b Red
servers. E@igalatﬁﬁgéxp@g@{cgcati on need only, in this preferred enbodi nent,
show a progress bar (or simlar U cue) to indicate that the application is
runni ng. The.dpweleash of the.Midlet sl lpaasvct DR hast.i PLsief thleuser ver

si de conponents need not be on the production hardware for the service. It
shoul d, heweysthen pepctop pe gredue ehapisd ginak ithey/lasiecdeadiligeragfionstg véeure with
anpl e capaci.. t W €0 i e lts.  Thi ion

i ol oson Pk e R B ot e RERMEAUNTLE B TabRL iy A IR SUEBERKPD

wher ei n t Wlesucdenedii@chadech dseni fophieaendsed aasuar satmofegadicwest-wiasiths
client-based.co nents devel qped_in the Java conmputi ng | anguyage.. Wiile the
exanpl e ear‘btﬁ)éﬁ ﬁgﬁﬁo‘@é‘g@ﬁoﬁ%ﬂ' ﬁ\gﬁ’ g/i[Ngl S 3 Ao PRET % ttPaFtangW, AG'We present
i nventionggdeessnot require the use of any specific conputing |anguage in
order to be inplenented in the formof an automated tool. Server Conponents

The fol | oyigoRerah&tizsf Rpploble basis of the test suite. They may be
parameterised to vary preclise behaviour. In this way a single Servlet class

can cater whar ,SEXeS ?K}I?Ig(ggefl?{h%gﬁlgép%%%% ﬁr&?%@i%h% e Qifﬁiecg(‘tji{ .thﬁgin?(ﬁ'ﬁiﬁ terised

i nstances agai nst d rent e paraneters an unctionality
ar e descr idoecht befcpwvrespddiipes ehd sliano Tleqdicnementhehhatuany regpecid iice

enbodi ment_ of th@ .grwelﬁent invention inplement all of the server-side
conponent H¥EfERA ¥ SSRA R AN T SROBE 1 Adf Vs U0arn det GEFESiAdE B8 nponent s
may be onbfied nhihudgsi red. EchoServl et Echoes content back to the client,
optionally performng server side verification that the content natches

expect ati gns component can then be extended to include the ability to ‘trickle’ data back to the

client (say 10 bytes per second) to determine whether an active timeout is also present.
Timeout Tests: Notes

The service provider and the MNO need to agree what is an acceptable and recommended
timeout. Current thinking, in the preferred embodiment is 30 seconds minimum, 2

minutes recommended.

Length Restriction Tests

The MNO gateway may impose restrictions on the amount of data allowed to flow
upstream from the mobile device or downstream to it in any one interaction. It may also

vary this limit by HTTP method (GET/POST).

Limits on the upload message side are likely to be much smaller than download and
could interfere with MusicStation’s client-server communications. Limits to the
download message size are more likely to truncate long music tracks (rather than

interfere with the application protocol).



EchoServl et: Paranmeters bodyExpectation: reference to a server side
resource containing the expected body content that this Servliet wll

recei ve. woadav@xisect ati on: reference to a server side PET@EB20B®/SONbai Ni Ny
t he expected headers that this Servliet will receive. Note: the expectation
is not necessarily an exact match - addl ti onal enrichment headers will be
i gnored. Headers expectations are expressed in the formof a Java

propert i eadfliibealigonsitst i mgpdefts keysrcaddtctdndy r wirlal laes . mEhvegesaladeptofy header s
may (optiognally) be gmtted (a Regex - regular expression - may be used to
i mprove ng§¥BéFPPV?8U%W?%rns case the Servlet will just confirmthat a
header exists with any non-null value. EchoServlet: Functionality The
Servl et sLahigth Bastii@ion Védig TddaApptoacs | nvoked with content and headers
that nmeet its expectations. If expectations are not net, the Servliet wll

return ansdiERcFHESHNSigeHemahe 8RA: RN R Bce@iheMe rhAdh&atbrEdt he
nature of the expectation failure, specifically: 1. Failed body

expect at i BISSAZE S L s 96 auesimusk etk aeqnofsngandaptisgrpdady T arashesider
tati f i i t
expecta '%&%nk1h%h§Eﬁ%9§§§%£gE§§ﬁw§¥ﬂﬁﬁ$9%%3%E6Qg%ﬁ§gﬁ§&83&kﬁ¥&9 are set)

the Servlet sinply echo e exact y an r content that it
has been hedokedo weddho tdshbeyohd @nt. may then performits own verification
ResponseCodeServl et Generates HTTP response codes. 13 ResponseCodeServl et:
Par amet er Reverse the emphasis of the test and request an increasingly latge response from the

server to gauge the maximum download size. Assume that a 10Mb response is sufficient

for our needs.

The data passed should be random/complex so as to not be readily compressible (in case

a deflation step in the infrastructure distorts the results).

Length Restriction Tests: Notes

The actual requited upload/download targets may actually be much lower with specific

MNOs.

Performance Tests

In addition to general acceptability of the Gateway’s functionality, it is also appropriate to
measure its responsiveness over the course of a day (or longer) to determine whether it
(or indeed the internet infrastructure that it relies on) is constrained at any times. Some
territories (e.g. South Africa) may require localisation of content to overcome the

responsiveness of the internet itself.

For this to work, a long running client would need to started on a phone with adequate
charge (e.g. with charger connected) in a place with reliable signal strength and left to run
tor a suitable period of time (say 24 hours). The actual tests would be simple
tequest/response messages similar in size to those used by the service’s application.
Accurate elapsed time readings would be taken and uploaded to the server for collation

and analysis.

The key factors in this to analyse are:



Response: the response code to set. ResponseCodeServlet: Functionality The
Servl et nmust be invoked with a single nuneric paraneter 'response

i ndi cati nyotzha/nesponse code to set. The Servlet sinplyPpamGBe10iseI16ode
fromthe request and responds by setting it as the HTTP status code.
RangeServl et Satisfies range based requests. RangeServlet: Paraneters Range
headers as per the HITP 1.1 Range specification. RangeServlet:
Functi onal i tly Neevd@kinglaednchas a snmal|l hard-coded set of content to serve,
and wi |l respopd either mﬁt@»th whol e message or a chunk of it depending
on whet her n§§mH85%5F¥%ﬁé g“@ﬁ@ﬁ speci fi ed. Range protocol specific

response COdESIﬁﬂﬁp@ﬁﬁﬁ&ﬂf%ﬂaﬂgate partial content as appropriate.
Del ayer Servl et Satisfies requests (with random content) but spreads

response gver a period of time and (optionally) several chunks.

Del ayer SeRgfesenceddssigot ers | ength: the per-chunk Iength of data to serve.
sleep: tinme in mlliseconds that the Servliet will sleep between serving
each chunk wftc @6hEMHttesthtealbes begredaveipped tlhegsislgribist obferediuitlesiuBgtiotdnt ent t o

be served {AghaYb bulR rdeabRYPHhe didctofed £0SAAb G ANLSFRE HrE AHRKSEN

suite has been provided for download and may be executed during initial MNO
engagement. Cleatly, intense tests such as a network soak that runs for many hours/days
may not be appropriate during initial contact — indeed permission might be required in

order to run such a test.

Onscreen prompting and feedback is, in the preferred embodiment, minimal and results
are collated and analysed by backend servers. Each test application need only, in this
preferred embodiment, show a progress bar (or similar UI cue) to indicate that the

application is running,

The download of the Midlet as well as the hosting of the server side components need
not be on the production hardware for the service. It should, however, be a pre-
production quality web facing infrastructure with ample capacity so as not to

skew/constrain test results.

This section discloses details of one preferred embodiment of the present invention,
wherein the suite disclosed is implemented as a set of server- and client-based

components developed in the Java computing language.

While the example embodiment described herein is of a Java instantiation, the present
invention does not require the use of any specitic computing language in order to be

implemented in the form of an automated tool.

Server Components

The following Servlets form the basis of the test suite. They may be parameterised to
vary precise behaviour. In this way a single Servlet class can cater for several different test
scenarios by configuring parameterised instances against different URLs. Both the

parameters and the functionality are described below.



14 Del ayer Servl et :

Functionality The Servlet starts by reading the request

to determ ne whether the chunks and/or del ay paraneters have been supplied

or nust bwocefiznohtsed. It will then serve a chunk of dat CAGB2010/0FE1L16

sl eepi ng between each chunk: For each f unk 1. Wite random data of

"length' 2. Flush response 3. Sleep fo

wi |

| engt h

period 'sleep’ End for The Servl et
cl ose the response only after all chunks have been served.

Lengt hSer Thet Senwesqﬂandonnuataqoﬁp&hh:Eebuésmed(ﬁeﬁgtmrxmengWhﬁenvlet:

Paraneterﬁmk gg e len

ran
t all of the server%tdlg compogergg s ose% t gnysc%mbmatlon of individual

server-side components may be omitted if desired.

EchoServlet

Echoes content back to the client, optionally performing server side verification that the

content matches expectations.

EchoServlet: Parameters

bodyExpectation: reference to a server side resource containing the expected body

content that this Servlet will receive.

headerExpectation: reference to a server side resource containing the expected headers

that this Servlet will receive.

Note: the expectation is not necessarily an exact match — additional enrichment headers
will be ighored. Headers expectations are expressed in the form of a Java properties file
consisting of keys and their values. The value of headers may (optionally) be omitted (a
Regex — regular expression — may be used to improve flexibility) — in this case the Servlet

will just confirm that a header exists with any non-null value.

EchoServlet: Functionality

The Servlet starts by veritying that it is invoked with content and headers that meet its
expectations. If expectations are not met, the Servlet will return an HTTP response code
of 500 and numeric content indicating the nature of the expectation failure, specifically:

1. Failed body expectations

2. Tailed header expectations

3. Tailed body and header expectations

It the request meets expectations (or no expectations are set) the Servlet simply echoes
back the exact body and header content that it has been invoked with. The client may
then perform its own verification.

ResponseCodeServlet

Generates HTTP response codes.



LengthServlet: Functionality This Servlet will read the 'length' paraneter
out of the request, and respond by sending that nunber of bytes of random
bi nary dawe 20r/aoess8” appl i cati on/ x-nusi cstation' mne typEeT/GR20i005u16t 0 t he
client to verify that the correct nunbﬁ{ of bytes has been received.
Resul tsServlet Stores the results of the Tests for subsequent analysis
Resul tsServl et: Paraneters None. ResultsServlet: Functionality 15 The
Resul t sPeRssmimseCodletsvies Pasadeteis nanage dat abase access and to correl ate
the first result for a specific test with all the others that follow,
conpri si nBe@ohesthestipbase Gt endet.si de Tests Di scl osed bel ow are specific
tests which are executed, in the preferred enbodi nent presented as an
exanple hgrein, fo.interragate the network by utilising the server-side
conponent $HEEF 8éﬁﬂfﬁs-$%8§?@?ﬂ%%ere is no requirenent that any
enbodi ment, of, the present jnvention ?ither.enploy identically or simlarly
named ser VBf SSiVEE "EEhPo ALY BIth Aekig LRENGIC M EHe &PPRSC @Fgﬂéelanguage
for such an,&nbedid®nt:. T8k Mechd ls¥nplt PALE thS cAR &AWL RUBRE atdRLp SRV
specific en%odlnent of the present 1nvention inplenent all of t%e tests
di scl osedby saatng icontbe MtliToviatef cadadi vi dual tests may be onmitted if desired.
The reference design for a client test suite described herein conprises a
J2NVE applhggé&ggﬂgppable of performng the various conbinations of tests

f !

required. I's unsigned and will pronpt once (at start up) for all network
usage. Tegt.gesultq)ar upl caded to the server, so no |ocal device storage
i S T equi r e%Es 1€S range asc req ¢sts.

RangeServlet: Parameters

Range headers as per the HTTP 1.1 Range specification.

RangeServlet: Functionality

The Servlet has a small hard-coded set of content to serve, and will respond either with
the whole message or a chunk of it depending on whether Range headers have been
specitied. Range protocol specific response codes are set to indicate partial content as
appropriate.

DelayerServlet

Satisfies requests (with random content) but spreads response over a period of time and
(optionally) several chunks.

DelayerServlet: Parameters

length: the per-chunk length of data to serve.

sleep: time in milliseconds that the Servlet will sleep between serving each chunk of

content.

chunks: specifies the number of chunks of content to be served (default is 1 chunk — i.e.

the whole content un-chunked)



These tests should be run using nodern nobile devices that are supported by
the main application for the service for which the present invention is

i mpl enentw0.200l@B8speci fi c devi ces are known to behavePdTfGBOEVISLMG6I N
light of |arge nessages conpared to others, it is recommended that each
such subcl ass of device be used to per rmthe tests disclosed here. In the
preferred enbodinent, the first client conponent that the end user wll see
i s a basi DetayafSegvlepFuoagonatigncher page. This is responsible for setting
expectations as to the duration of the test and the anmount of data that

wi | | be tThnSteler edrt{ bprdabiap dhd teljnazg raddddrarncfrawabercihn chenkanhd Girplated or
obviated by white listing).. It also c ;%t res three elements of data: 1. The
MNO nane BﬁﬂmFté¥sﬁ1aY% Vi Sé.%}l.ed'OVBH‘éthﬁfg 2W&Q‘(ﬁ?‘ral ia" 2. The device id, e.g.
"Noki a 6500" 3. The tyge of test to perform "basic", "basic plus

per f or man&evill ghenspiyg p chpplyef defiag tphde@inedchvechsad ¢ker f or m per f or mance
then soak as the first iteration of the soak test is, effectively, the sane
as the perfdidigtdehugst). The tine and data estimtes will be updated to
reflect the type of .t ‘ ce the requisite data has been
entered, the tg'st\gﬁgﬁg%%r?ﬁét??g%g%? 1%‘?1%@w 'l include making the first
server call toZ2irileshatipeesd he test session. The user is, in the preferred
enbodi ment, typically presented with a sinple 'tests executing' page while
the tests are g‘ei egjiprfﬁ‘ﬁp.eﬂ?ﬁiSieeBorrpri ses of a progress bar (giving an

i ndi cation of%ﬂtggrre remai ning to conplete the tests) and a cancel button.
Once the tedt fe conplete, they can be repeated or the application can be
termnated, In the_preferred enbodi nent, the running application is able to
run whi | e ThY Nfives sl dese Ji ot edfiar A casids fiajalscnsavsk the device, which
is an especial consideration when running soak tests. A cancelled test may
still havgeﬁg&ggg@g results for basic connectivity, so is not worthless.
Downl oad Length test Determ nes whet her the network inplenents maxi num

content | nglN.f&R BEbE BRSJRs B ngauwnstream Downl oad Length test:

Executi on

LengthServlet: Parameters

Length — the length of random data to serve.

LengthServlet: Functionality

This Servlet will read the ‘length’ parameter out of the request, and respond by sending

that number of bytes of random binary data in the ‘application/x-musicstation” mime
type.

It is up to the client to verity that the correct number of bytes has been received.

ResultsServlet

Stores the results of the Tests for subsequent analysis

ResultsServlet: Parameters

None.

ResultsServlet: Functionality

This Servlet is invoked with an XML results set object that is parsed and persisted to a

robust database for subsequent analysis.



Usi ng the Lengt hServlet:

5My, 10Mo in length and ensure that the content is served correctly

Det er m newOhe11/@s1p8st

request to have been served corre@CnyGB2DoVMAsinad

Request content of 1kb, 256kb, 512kb, 1My, 3M,

Length test: Results Al length resultf will be expressed in terns of the

maxi num nmessage size to have succeeded,

downl oad

seconds (passive tinmeout) 17 Tineout test: Results Al tineout results
wi || be expegssiadTestst erns of the maxi num del ay that succeeded, e.qg.:

such as "l argest successful

= 10485760 (bytes)" Tineout test Determ nes whether the network
i mpl enent $ht RepdwPesifter cheng usahmi mgnzgeqiaebas ackst andtte sotréleetthe ésdol d f or

such timeouts,. Tinmeout tes t he Dela erServlet: Request
content (1AM 2R mﬁf?&“gEﬁ 6&“¥%kTgcm§Bnm%%l 090 and 180

successful request period = 180000 (mlliseconds) Range test

Disclosed below are specific tests which are executed, in the preferred embodiment
presented as an example herein, to interrogate the network by utilising the server-side
components disclosed previously. There is no requirement that any embodiment of the
present invention either employ identically or similarly named server-side components or

make use of any specific computing language for such an embodiment.

Similatly, there is no requirement that any specific embodiment of the present invention
implement all of the tests disclosed — any combination of individual tests may be omitted

if desired.

The reference design for a client test suite described herein comprises a J2ME application
capable of performing the various combinations of tests required. It is unsigned and will
prompt once (at start up) for all network usage. Test results are uploaded to the server,

so no local device storage is required.

These tests should be run using modern mobile devices that are supported by the main
application for the service for which the present invention is implemented. Where
specific devices are known to behave ditferently in light of large messages compared to
others, it is recommended that each such subclass of device be used to perform the tests

disclosed here.

In the preferred embodiment, the first client component that the end user will see is a
basic config/options launcher page. This is responsible for setting expectations as to the
duration of the test and the amount of data that will be transterred (so that billing data

charges can be anticipated or obviated by white listing).

It also captures three elements of data:
1. The MNO name and territory, e.g. “Vodatone Australia”
2. The device id, e.g. “Nokia 65007
3. The type of test to perform: “basic”, “basic plus performance” or “basic plus
soak” (There is no need to perform performance then soak as the first iteration

of the soak test is, effectively, the same as the performance test”

The time and data estimates will be updated to reflect the type of test selected.

| ast



Det er m nes whet her the network supports range requests. Range test:
Execution Using the RangeServlet: Mke an ordinary request to access the
bi nary comDentrdosisgerves Re-request the content using PCITaEROEKES1ITIANgE
requests of roughly equal length Assepble the ranged content and confirm
that it matches the original that was guested as a whol e Range test:
Results Results are expressed as a sinple Bool ean pass/fail Keep Alive test
Det er m ne®mhehd erutshe daethwerbces gppordt shdHETPcAebp indfidtue . Theesp! Alclude t est:

Execution Using the LengthSem.l.et: . My an arbitrary request Check that
The. ConnoEtREA S e HEMMIEs TS il Db

1>'S%t Keep Alive test: Results
The user is, in the preferred embodiment, typically presented with a simple ‘tests
executing’ page while the tests are being run. This comprises of a progress bar (giving an
indication of time remaining to complete the tests) and a cancel button. Once the tests

are complete, they can be repeated or the application can be terminated.

In the preferred embodiment, the running application is able to run while minimised so
as not to require exclusive use of the device, which is an especial consideration when

running soak tests.

A cancelled test may still have recorded results for basic connectivity, so is not worthless.

Download Length test

Determines whether the network implements maximum content length restrictions up
and downstream.

Download Length test: Execution

Using the LengthServlet:
* Request content of 1kb, 256kb, 512kb, 1Mb, 3Mb, 5Mb, 10Mb in length and

ensure that the content is served correctly

Determine the largest request to have been served correctly.

Download Length test: Results

All length results will be expressed in terms of the maximum message size to have
succeeded, such as “largest successtul download = 10485760 (bytes)”

Timeout test

Determines whether the network implements timeouts for long running requests.
Estimates the threshold for such timeouts.

Timeout test: Execution

Using the DelayerServlet:
* Request content (in one chunk) with a delay of 1, 10, 30, 45, 60, 90 and 180

seconds (passive timeout)



Results are expressed as a sinple Bool ean pass/fail Stream ng test
Det erm nes whet her the network support stream ng of content or whether it
nmust dowwoadiizn4msatire file before serving it to the deCrGB20BI0SeAN Ng
test: Execution Using the Del ayer Seryl}eé: 18 Make a request for 60 chunks
of data, delayed by 2 seconds each Ti the el apsed interval before the
first byte of content is served |If the first chunk of data is served
wi t hi n t h@irBeoutrtesteBeswdisen t o serve the entire response, then the network
must have streanmed content Streaming test: Results Results are expressed
as Bool eanllpiassif @idlts iwAlE beieipagsdd imeertraloé the roagianvielctah eéhaft kucstedetierc of dat a,
e.g. First byt serveﬁil in: = 895 rﬁd%o'b@gg 01%98 Body Fidelity test Tests
whet her t he NetWoPRCFHEEFIUEH ST PH ~a @“ RSV nary data passed over it.
Body Fidelity test: Execution

Range test

Determines whether the network supports range requests.

Range test: Execution

Using the RangeServlet:
* Make an ordinary request to access the binary content it serves
* Re-request the content using 2 separate range requests of roughly equal length
* Assemble the ranged content and confirm that it matches the original that was
requested as a whole

Range test: Results

Results are expressed as a simple Boolean pass/fail

Keep Alive test

Determines whether the network supports HTTP Keep-Alive.

Keep Alive test: Execution

Using the LengthServlet:
* May an arbitrary request
¢  (Check that the Connection: close header has not been set

Keep Alive test: Results

Results are expressed as a simple Boolean pass/fail

Streaming test

Determines whether the network support streaming of content or whether it must
download an entire file before serving it to the device.

Streaming test: Execution

Using the DelayerServlet:



Using the EchoServlet: Send and verify the follow ng nessage set: 1. The
entire range of possible binary values in a sequence 2. An audio file
Ensure t O 20hioowsgssages are echoed back unchanged EnsiCe/GHB2a10/050116
unexpect ed response codes are generated Body Fidelity test: Results Results
are expressed as a sinple Bool ean pass/fail Header fidelity test Tests

whet her the network interferes in any way with HTTP headers passed over it.
Header fi del* tMakestequ&é@tﬁoicthnnbsifrdgtatcﬁﬁ@y&d:hﬂ)&@drcwh@caclsend and verify that

the various HTTP hfhadfrs thtat Lb S|%St at i o / PN+ client are propagated
unchanged Headef™$ a&rPIsy pisee: G tR]%VéciJ? PSSR SFessed as a sinple

Bool ean passy f & the first chunk of data is served within the 2 minutes taken to serve the entire
response, then the network must have streamed content
Streaming test: Results
Results are expressed as Boolean pass/fail including time taken to serve the first chunk
of data, e.g. First byte served in: = 895 milliseconds
Body Fidelity test

Tests whether the network interferes in any way with binary data passed over it.

Body Fidelity test: Execution

Using the EchoServlet:
* Send and verity the following message set:
1. The entire range of possible binary values in a sequence
2. An audio file
* Ensure that the messages are echoed back unchanged
* Ensure that no unexpected response codes are generated

Body Fidelity test: Results

Results are expressed as a simple Boolean pass/fail

Header fidelity test

Tests whether the network interferes in any way with HTTP headers passed over it.

Header fidelity test: Execution

Using the EchoServlet:
Send and verify that the vatious HTTP headers that the MusicStation/PN+

client are propagated unchanged

Header fidelity test: Results

Results are expressed as a simple Boolean pass/fail



19 Response Code test Tests whether the network interferes with or attenpts
to translate HTTP response codes. Response Code test: Execution Using the
ResponseoOebaropks8: Request the entire range of HITP PEFMmBB/SOUES
Verify that they are returned correctly Response Code test: Results Results
are expressed as pass/fail/warning; where several obscure HITP response
codes are specified as non-essential (i.e. not currently in use by Omifone
syst ens) . RemeorGE fCodertéssr mance t est Det ermi nes performance characteristics
of the network - primarily in terns of response tinme. By repeating el enents
of the maXtsmnwhétbaghhnétestisinandres edbraiangnpiieo trhmixtd HEER rtpoaseaodte t hem
One Of Performance test: Execution Using the EchoServlet: Execute an HTTP
POST requegst of %rléf 1024 and. 2048 kil o bytes of random data and ensure the
exact cont'EMRONSE SYOSEIFHiet* < ¥€8sure time taken for each to conplete. Do not

request | arger, up/downl o ssage than the |argest permssible (as
est abl i shﬁJa1 gﬁhetI%éP%%?F@?‘gegegEﬁsi ¢ Maxi mum Length' test)

* Request the entire range of HTTP response codes

*  Verity that they are returned correctly

Response Code test: Results

Results are expressed as pass/fail/warning; where several obscure HTTP response codes

are specified as non-essential (i.e. not currently in use by Omnifone systems).

One Off Performance test

Determines performance characteristics of the network — primarily in terms of response
time. By repeating elements of the maximum length tests and recording the time taken to

execute them.

One Off Performance test: Execution

Using the EchoServlet:
* Execute an HTTP POST request of 512, 1024 and 2048 kilo bytes of random
data and ensure the exact content is returned — measure time taken for each to
complete. Do not request latger up/download message than the largest

permissible (as established in the earlier ‘Basic Maximum Length’ test)

Using the LengthServlet:
* Request content of 4 and 6 mega bytes in length and ensure that the content is of
the correct length — measure time taken for each to complete. Do not request
latger up/download message than the largest permissible (as established in the

eatlier ‘Basic Maximum Length’ test)

Repeat both tests 10 times.

One Off Performance test: Results

All results are categorised and reported in terms of the milliseconds required to execute.

This takes the form:



Using the LengthServlet: Request content of 4 and 6 nega bytes in |length
and ensure that the content is of the correct length - nmeasure tine taken
for each woompksse. Do not request | arger up/downl oadPeggRge/aShEn t he

| argest permi ssible (as established in the earlier 'Basic Mximum Length'’
test) Repeat both tests 10 tinmes. One ¥ f Performance test: Results 20
performance-<Cl ass of test>-<nes sage size>-<iteration> e.g.: performance-p
0 st-1024k-0 =pdib@ha(tcheChiydttedtt etradsbagn siof>ttreralio@4kb POST test took 1.5
seconds) performance-download- 6nb-9=5000 (the 10th iteration of the 6M
downl oad test took 5 seconds) Performance Soak test Determ nes perfornmance
characteristics of the network - throughout the day at hourly intervals.
Runs for 24 hopé&sor(dah rspemds-130€¢h of this time sleeping, waiting for
the next timng interval). Performance Soak test: Execution Calculates 24

hourly slots. (the firstiteration of the 1024kb POST test took 1.5 seconds)
performance-download-6mb-9=5000

(the 10™ iteration of the 6Mb download test took 5 seconds)

Performance Soak test

Determines performance characteristics of the network — throughout the day at houtly
intervals. Runs for 24 hours (though spends much of this time sleeping, waiting for the
next timing interval).
Performance Soak test: Execution

* Calculates 24 houtly slots.

* Executes the standard performance test.

* Sleeps until the next slot is due (not for a whole hour as the tests themselves will

take time to execute)

* Continues until all 24 houtly slots have been exhausted

Performance Soak test: Results

Results are recorded houtly as per the one oft performance test. It is possible to interrupt

the soak test and still use whatever results have already been recorded.



Executes the standard performance test. Sleeps until the next slot is due
(not for a whole hour as the tests thenselves will take tine to execute)
Cont i nueswornpitooads8 24 hourly sl ots have been exhaust ed PPEMB2OTNICHG6 Soak
test: Results Results are recorded hou%Iy as per the one off perfornmance
test. It is possible to interrupt the loak test and still use whatever
results have already been recorded. 21 CLAIMS 1. A nethod for

automati c LI% jdentifying potential issues with the configuration of a

net wor k b? t he conmbination of a client device and a server to execute
one or nore test cases on the network and thereby determ ne those
characteristics of the network which are relevant to the inplenentation of
a networ kqbasadns8by ki@uRfindidflyneiniteite pdenthhRsuretinadhotofdoaimbd ovher e the
characteristics include one or nore of data fidelity, protocol support,
data timeout peEFPedey, usietthe FeRBRiaeRitardlight dsrise apdia FEYAOP RXqSBICf B Paince. 3.
The net hod of r i i ~ i s to
dot ermi ne.t he" TS Ty of dara T e Feh P FET TR HEG B85 the
server, or Vi gawesy shich wiarctehatnettdmimkpledentdie ofet hadodfbaskdkarvide wher e t he
data fidelity . incl udgs the fidelity of one or nore of the nessage headers,
t he nmessage bgﬁ)}“e% the nmessage response code(s). 5. The nethod of any
precedi ng_C aim where, t test cases include tests to determ ne et her the
net wor k nﬁ-kesTg]%éneéh‘OdpQE Eﬂaﬂfﬂl%p’%ﬁea § FOPPCERYCH Egle iy SPEns! #ar eof

i ncludi ng but £dity, | hotdc8M stk €SN FinfBht hBoMSARE RlnetHT TR etidns Gnd The

met hod of d ai m5Y ere the testing for particular transport protocols

i nvol ves t est efgofkarerommageesence or absence of one or nore specific
protocol features, including but not limted to testing for data stream ng
on the sabd néhewoethodtodshy prgeddorg Clhien WP tHe, téstKeep indlude ecsfseatdateemiand

testi f .d ding. f . 4. Th t hod of . di
G ai mwher ¢ 1 16 TLY W aBBe A ot BIracey: Bover T He. Baract TAROUE

period(s) forvidateandxemsmtted fromthe client device to the server, or
vice versa, via the network. 8. The method of any preceding C aimwhere the

test cases l NehalARHAI T 14 Q@B&E @Berk_ﬁltd' ﬁ&éhf;i iﬁ&lh@éﬁ&h@ﬁdéliﬂeoﬂ &Iégirhn&é Si ze of
data transmtted fromthe client device to the server, or vice versa, via
t he net wor k. of the message headers, the message body and the message response code(s).

5. The method of any preceding Claim where the test cases include tests to determine
whether the network makes use of particular transport protocols or versions

thereof, including but not limited to testing for the usage of HTTP 1.1.

6.  The method of Claim 5 where the testing for particular transport protocols
involves testing for the presence or absence of one or more specific protocol
teatures, including but not limited to testing for data streaming on the said
network, testing for the HTTP 1.1 Keep Alive feature and testing for ranged

downloading features.

7. The method of any preceding Claim where the test cases include tests to determine
data timeout period(s) for data transmitted from the client device to the server, or

vice versa, via the network.

8. The method of any preceding Claim where the test cases include tests to determine
restrictions on the length or size of data transmitted from the client device to the

server, or vice versa, via the network.



22 9. The nethod of any preceding Caimwhere the test cases include tests
to determ ne the perfornmance of the network by transmtting data fromthe
client dewpDceiyw4tsBe server, or vice versa, via the netwoTIGRAD/SeD6r di ng
metrics as to the tinme difference betgfen t he sending and the receipt of
the data. 10. The nethod of any prece :%g Claimwhere the tests are
executed, in whole or in part, one or nore tinmes over a given period of
time as a%neahmbe okthodst angptcheli@i@niagehar tlovtestahdes pehflotayario deefminhe
network. 11. The t hod of. .an receding Cl.aimwhere the tests are executed
by neans of al56ﬁg§F8?mﬁngFﬁ%Wgﬁ%ﬁﬁéﬂl%?3ﬁ$3ﬁ%%?8§1%%ﬁﬁﬁﬁ?%gfﬁHbt ith a
conput er progiaerOB: e S@kyefia ha nkR@ N ehOfckordhd. mEifiRs netdotheofimany
preceding C aimwhere the data fidelity includes testing one or nore of

t ext ual dat a, JgErFaES eetEgrany sepdtng aaA dhdicrraptyf @t $tahi ch consi sts of one or
more digital nedia files. 13. The nethod of any preceding C ai mwhere the
net wor k- b&$edThemeihod ¢fsang paecgiling IClavmdizere dissiesth prei QXF\C%@E W wdolegprdp gi t al
medi a pur chas ervice t her .network ervice. A4..The method
of any precedﬁﬁg({eéfﬁ?gféggxi ggdﬁ8?%5?8%%%?§§%%6$dh%fggﬁgj%?“%6$8 of a
song, a tel eviwrwnoshawll pnafeBeak drthqatiohn t hereof, a conputer gane or
any ot her discreet itemof nedia content. 15. The nethod of any preceding
A ai m whete tiRe alctient oftRyi Gecci®ig LINBNBhEO MUK ardettolitd &y devheef aa gam ng
consol e, a vehicul ar-based nedia player, a television or any ot her

conputi ng devfUBPUEPIOFIHE i tlisgdcu iy CHPERSHI I TIRAR IFORIRERE PERE R et wor K

i s the interngf qcaefRPLL enetwnrik, a WAP network, any other communi cations
network or a gateway to any such network. 17. A systemfor performng the

hod of : o] : : o
method ot any-rf %%&%Hrﬁqﬁ% Jben cjlh%ﬁ-ﬁ(:laf%n S%ELEM Gk ﬁé&&i@%ﬁgﬁﬁ%%ﬁ'%@]%' yrng

potential issues wth ration of a networ e system
uses the conbinoat domxtofl datag pérent biew ¢ea andbiaars @pwerhitlocexssuttenone or nore
test cases on the.ng%mork nd thereby determ nes those characteristics of
the network wHEHIES nFQ?é@?nt to the inplenentation of a network-based

service on_the network.. 23 19. The system of C aim 18 where the .
char act er St i C8¢ 1§ (ﬁH@;%Wé”ﬁ?dﬁ§ﬁ§m6¥w@%?éhqPﬁ%?ﬂ¥%?&bﬁﬁF8tﬁﬁlgﬁﬁﬁort,

data timeout pelihQdSscrifi@Bsch8Rgh Ridi ShEdif bhR@Nsic aRdicoet wey kmeehdebance.

based service.

14.  The method of any preceding Claim where the digital media includes one or more
of a song, a television show, an eBook or portion thereof, a computer game or any

other discreet item of media content.

15.  The method of any preceding Claim where the client device is a home computer, a
mobile device, a gaming console, a vehicular-based media player, a television or any

other computing device.

16.  The method of any preceding Claim where the network is the internet, a mobile
network, a WAP network, any other communications network or a gateway to any

such network.
17. A system for performing the method of any preceding Claim.

18. A system for automatically identifying potential issues with the configuration of a
network, in which the system uses the combination of a client device and a server
to execute one or more test cases on the network and thereby determines those
characteristics of the network which are relevant to the implementation of a

network-based service on the network.
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19.  The system of Claim 18 where the characteristics include one or more of data
tidelity, protocol support, data timeout periods, data length restrictions and

network performance.



