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SECURE INTELLIGENT NETWORKED ARCHITECTURE WITH DYNAMIC
FEEDBACK

FIELD OF THE TECHNOLOGY
[0001] The embodiments disclosed herein are related to secure intelligent

networked architecture with dynamic feedback.
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SUMMARY

[0002] Provided herein are exemplary systems and methods for secure intelligent
networked architecture with dynamic feedback. According to exemplary
embodiments, a secure intelligent networked architecture with dynamic feedback
may include a Netezza, a secure GPU communicatively coupled to the Netezza, a
fusion server communicatively coupled to the Netezza, an activity server
communicatively coupled to the fusion server, a secure intelligent agent
communicatively coupled to the fusion server and the Netezza, and a cloud resource
communicatively coupled to the Netezza, the secure GPU and the secure intelligent
agent.

[0003] Further exemplary embodiments may include the Netezza configured to
generate a grouping of a plurality of autonomous data structures in a data cluster
structure, the Netezza configured to transmit the data cluster structure to the secure
GPU, the secure GPU configured to react the data cluster structure to a historical
condition to establish a performance metric, the secure GPU configured to
determine a variability of a current condition, the secure GPU configured to assign a
quantification token to the data cluster structure, the secure GPU configured to
transmit the quantification tokenized data cluster structure to the cloud resource,
the cloud resource configured to structure the quantification tokenized data cluster
structure within a hierarchical framework, the secure intelligent agent configured to
transmit an activation signal to the cloud resource, and the cloud resource
configured to transmit the quantification tokenized data cluster structure within the
hierarchical framework with the activation signal to the Netezza.

[0004] In yet further exemplary embodiments, the Netezza is configured to react
the quantification tokenized data cluster structure to a simulated current condition

to generate an expected performance metric, the secure intelligent agent configured
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to adjust an activation signal of the quantification tokenized data cluster structure
on the Netezza, the Netezza configured to transmit the quantification tokenized data
cluster structure and corresponding activation signal to the fusion server, the secure
intelligent agent configured to adjust the activation signal of the quantification
tokenized data cluster structure on the fusion server, the fusion server configured to
transmit the quantification tokenized data cluster structure with corresponding
activation signal to the activity server, the secure intelligent agent configured to
determine an actual performance metric of the quantification tokenized data cluster
structure on the activity server, the fusion server configured to adjust the activation
signal of the quantification tokenized data cluster structure on the activity server,
and the Netezza configured to generate a subsequent grouping of a plurality of
autonomous data structures in a data cluster structure based upon the activation

signal.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1is a diagram of an exemplary system for secure intelligent
networked architecture with dynamic feedback.
[0006] FIGS. 2A-2B represent a flowchart of an exemplary method for secure

intelligent networked architecture with dynamic feedback.
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

[0007] Provided herein are exemplary systems and methods including the
generation of a superior strategy for deployment to real time actual conditions with
dynamic feedback to the secure intelligent networked architecture in order for
adjustments to be made to the strategy being deployed to the real time actual
conditions and the learned generation of subsequent strategies.

[0008] Innumerous situations, third party servers exist with real time activities
influenced by numerous external agents, factors and conditions. Such real time
activities may comprise real time activities of one or more sports teams, companies,
power grids, markets, exchanges, firms, associations, the weather or governments.
These real time activities may include a high level of volatility and unpredictability.
A technological problem exists in timely generating and deploying a superior
strategy in the form of an autonomous data structure to the real time activities. The
technological problems also include managing the autonomous data structure, and
more specifically, the automatic instructing of the autonomous data structure as to
how much it should react to the real time activities, including when it should turn
off and/or be replaced or joined by another autonomous data structure.

[0009] Exemplary embodiments provided herein include the generation of
autonomous data structures and grouping of the autonomous data structures into a
data cluster structure. The data cluster structure reacts to historical conditions and is
characterized by one or more performance metrics. A variability of a current
condition is determined and based on the determined variability and the one or
more performance metrics, a quantification token is assigned to each data cluster
structure to generate a tokenized data cluster structure. A plurality of tokenized data
cluster structures are structured into a hierarchical framework. An activation signal

is provided to one or more data cluster structures. Each tokenized data cluster
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structure as programmed by its corresponding activation signal(s) reacts to
simulated current conditions to generate one or more expected performance metrics.
Based on the expected performance metrics, adjustments may be made to one or
more of the activation signals provided to the data cluster structures. The data
cluster structures and corresponding activation signals (as may be adjusted) are
transmitted to an activity server. The activity server is a third party server with real
time activity influenced by numerous external agents, factors and conditions as they
occur. One or more actual performance metrics is determined for the tokenized data
cluster structures and compared to the one or more previously expected
performance metrics. Based on this comparison, further adjustment(s) may be made
to one or more of the activation signals corresponding to the data cluster structures
as they continue to react to the numerous external agents, factors and conditions
influencing real time activity on the activity server. These adjusted activation signals
may also be employed in subsequent generation of autonomous data structures and
grouping into data cluster structures. As a result of these processes as they occur on
a specialized hardware platform, a superior strategy is generated and deployed to
real time conditions with dynamic feedback to the specialized hardware platform in
order for adjustments to be made as necessary for the strategy being deployed to the
real time conditions and the learned generation of subsequent strategies.

[0010] FIG. 1is a diagram of an exemplary system for secure intelligent
networked architecture with dynamic feedback.

[0011] The exemplary system 100 as shown in FIG. 1 includes a Netezza 101, a
secure graphics processing unit (“GPU”) 102, secure intelligent agent 103, secure
cloud based specialized insight servers and/or virtual insight machines 104, fusion
server 105, optional data transfer corridors 106A-1061 and activity server 107.

[0012]  According to exemplary embodiments, a plurality of data cluster structures

may operate on the Netezza 101 or a machine capable of performing the same
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functions. The Netezza 101 may be an asymmetric massive parallel processing
architecture, which is a two-tiered system. The first tier is a high-performance Linux
SMP host that compiles data query tasks received from intelligence applications, and
generates query execution plans. It then divides a query into a sequence of sub-
tasks, or snippets that can be executed in parallel, and distributes the snippets to the
second tier for execution. The second tier consists of one to hundreds of snippet
processing blades, or S-Blades, where all the primary processing work of the
appliance is executed. The S-Blades are intelligent processing nodes that make up
the massively parallel processing engine of the appliance. Each S-Blade is an
independent server that contains Netezza’s proprietary multi-engine, high-
throughput FPGAs. The S-Blade is composed of a blade-server combined with a
special Netezza Database Accelerator card that snaps alongside the blade. Each S-
Blade is, in turn, connected to multiple disk drives processing multiple data streams
in parallel in TwinFin or Skimmer.

[0013]  According to various exemplary embodiments, the IBM® Netezza®
appliance has a number of hardware components that support the operation of the
device. The Netezza appliance comprises one or more racks of hardware, with host
servers, switches, SPUs, disks, power controllers, cooling devices, I/O cards,
management modules, and cables.

[0014] The following table lists the key hardware components to monitor:

Table 1. Key Netezza hardware components to monitor

Component Description Comments/Management Focus

Host servers {Each Netezza HA system has one or  { Tasks include monitoring of the

two host servers to run the Netezza hardware status of the active/standby
software and supporting applications. {hosts, and occasional monitoring of
If a system has two host servers, the disk space usage on the hosts. At

hosts operate in a highly available times, the host might require Linux OS
(HA) configuration; that is, one host is {or health driver upgrades to improve
the active or primary host, and the its operational software.

other is a standby host ready to take
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Table 1. Key Netezza hardware components to monitor
Component Description Comments/Management Focus

over if the active host fails.

Snippet

user databases and tables that are
managed by the Netezza appliance.

SPAs contain the SPUs and associated |Tasks include monitoring of the SPA
iprocessing  idisk storage which drive the query environment, such as fans, power, and
arrays processing on the Netezza appliance. |temperature. SPUs and disks are
(SPAs) IBM Netezza 100 systems have one monitored separately.

host server and thus are not HA

configurations.
Snippet SPUs provide the CPU, memory, and {Tasks include monitoring the status of
Processing {Netezza FPGA processing power for {each SPU. If a SPU fails, the disks that
Units the queries that run on the system. it “owns” are redirected to other SPUs
(SPUs) for processing ownership.
Storage In the IBM Netezza High Capacity Tasks include monitoring the status of
group Appliance C1000 model, disks reside {the disks within the storage group.

within a storage group. The storage

group consists of three disk

enclosures: an intelligent storage

enclosure with redundant hardware

RAID controllers, and two expansion

disk enclosures. There are four storage

groups in each Netezza C1000 rack.
Disks Disks are the storage media for the Tasks include monitoring the health

and status of the disk hardware. If a
disk fails, tasks include regenerating
the disk to a spare and replacing the
disk.

Data slices

Data slices are virtual partitions on the
disks. They contain user databases and
tables, and their content is mirrored to
ensure HA access to the data in the
event of a disk failure.

Tasks include monitoring the
mirroring status of the data slices and
also the space consumption of the data
slice.

Fans and These components control the thermal |Tasks include monitoring the status of
blowers cooling for the racks and components {the fans and blowers, and if a
such as SPAs and disk enclosures. component fails, replacing the
component to ensure proper cooling of
the hardware.
Power These components provide electrical | Tasks include monitoring the status of
supplies power to the various hardware the power supplies, and if a

components of the system.

component fails, replacing the
component to ensure redundant power
to the hardware.
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[0015] The secure graphics processing unit (GPU) 102, is a specialized electronic
circuit designed to rapidly manipulate and alter memory to accelerate the creation of
images in a frame buffer intended for output to a display. The processes performed
by the GPU may include:

[0016] Motion compensation (mocomp);

[0017] Inverse discrete cosine transform (iDCT);

[0018] Inverse telecine 3:2 and 2:2 pull-down correction;

[0019] Inverse modified discrete cosine transform (iMDCT);

[0020] In-loop deblocking filter;

[0021] Intra-frame prediction;

[0022] Inverse quantization (IQ);

[0023]  Variable-length decoding (VLD) or slice-level acceleration;

[0024] Spatial-temporal deinterlacing and automatic interlace/progressive source
detection; and

[0025] Bitstream processing (Context-adaptive variable-length coding/Context-
adaptive binary arithmetic coding) and perfect pixel positioning.

[0026] The secure intelligent agent 103, according to some exemplary
embodiments (although not limited to), is a non-generic computing device
comprising non-generic computing components. It may comprise specialized
dedicated hardware processors to determine and transmit digital data elements. In
further exemplary embodiments, the secure intelligent agent 103 comprises a
specialized device having circuitry, load balancing, and specialized hardware
processors, and artificial intelligence, including machine dynamic learning.
Numerous determination steps by the secure intelligent agent 103 as described
herein may be made by an automatic machine determination without human

involvement, including being based on a previous outcome or feedback (e.g. an
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automatic feedback loop) provided by the secure intelligent networked architecture,
processing and/or execution as described herein.

[0027]  The secure cloud based specialized insight servers and/or virtual insight
machines 104 (aka “cloud resource”) may be specialized insight servers and/or
virtual insight machines, according to various exemplary embodiments, and receive
at least one digital data element from the secure intelligent agent 103. The secure
cloud based specialized insight servers and/or virtual insight machines 104,
according to various exemplary embodiments, utilize massive sophisticated
computing resources as described herein to produce transformed digital data, files,
scrubbed files and/or visually perceptible digital data elements.

[0028] In certain exemplary embodiments, the secure cloud based specialized
insight servers and/or virtual insight machines 104 further comprise a master virtual
machine server including a single secure cloud resource responsible for generating
all of or most of the herein described virtual machines.

[0029] According to various exemplary embodiments, a virtual machine may
comprise an emulation of a particular computer system. Virtual machines operate
based on the computer architecture and functions of a real or hypothetical computer,
and their implementations may involve specialized hardware, software, or a
combination of both.

[0030] In further exemplary embodiments, a Virtual Machine Management
Interface is configured to a cluster of cloud computing instances for processing large
amounts of data. The Virtual Machine Management Interface serves as the user
interface to handle the ordering and cancelling of virtual computing instances.
Additionally, the Virtual Machine Management Interface may allow for detailed
customization of the virtual machines. For example, Random Access Memory
(“"RAM”), processor speed, number of processors, network details,

security/encryption, and/or memory may be detailed for each virtual machine
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and/or all virtual machines. Once the cluster of cloud computing instances is
ordered and running, the Virtual Machine Management Interface is “listening” for
idle machines and “assigning” any idle machine processing responsibilities.

[0031] A cloud-based computing environment is a resource that typically
combines the computational power of a large grouping of processors and/or that
combines the storage capacity of a large grouping of computer memories or storage
devices.

[0032] For example, 150 8-core virtual machines may be utilized to process
hundreds of billions of calculations in three to four hours.

[0033] Additionally, each virtual machine may transform historical data and
performance data into a neural network usable data set. In some exemplary
embodiments, a neural network usable data set comprises an aggregation of data
points organized into one or more sets.

[0034] For example, for a particular time period, such as each day (or each minute,
hour, month, year(s), decades, etc.), for any particular item, historical data and
performance data are grouped together as a data set.

[0035] According to further embodiments, each virtual machine may create a
neural network base. The neural network base, along with the neural network
usable data set forms a neural network. Creating a neural network base, according
to some exemplary embodiments, includes processing a layer of input data and then
processing that data algorithmically to compare the output of algorithms against
known output.

[0036] A neural network base may comprise a set of algorithms used to
approximate against data inputs. These algorithms are able to store tested values
within itself and store an error rate.

[0037] A neural network may comprise a neural network base and its underlying

algorithms in tandem with a neural network usable data set. The neural network
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usable data set may function as a data feeder for the neural network base to calculate
and/or otherwise interact with.

[0038] In various exemplary embodiments, feeding of a data point may be
performed by the neural network iteratively requesting to process the next data
point in the usable data set.

[0039] Data points, according to many exemplary embodiments, may include but
are not limited to performance data and historical data that the neural network has
access to as part of its useable data set.

[0040]  According to various exemplary embodiments, a library may comprise
hundreds of thousands of autonomous data structures. Decisions to allocate
resources to the autonomous data structures may be based on their historical
performance in particular conditions, so maintaining up to date information on the
library is accomplished by the exemplary systems and methods described and
illustrated herein.

[0041] Further exemplary embodiments include an Omni Virtual Machine
Management Interface, which is an all-in-one desktop application that controls the
ordering of CClIs (Cloud Computing Instances) and serves as the manager these
CCI’s to distribute processing tasks to each machine. By launching as many cloud
instances as needed to accomplish the task of testing all of the autonomous data
structures provides the real time determination of the best performing autonomous
data structures and/or autonomous data cluster structures.

[0042] The fusion server 105, according to various exemplary embodiments and
as described herein, is where quantification tokenized data cluster structures react to
real time actual conditions. According to various exemplary embodiments, a
feedback signaling loop from the intelligent agent 103 transmits to the fusion server
105 adjusted activation signals corresponding to the respective quantification

tokenized data cluster structures. The fusion server 105 also transmits the
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quantification tokenized data cluster structures with corresponding activation
signals (as may be adjusted) to the activity server 107. The secure intelligent agent
103 determines the actual performance metric(s) of the quantification data cluster
structures on the activity server 107 (as accessed by the secure intelligent agent 103
from the fusion server 105) and compares it to the expected performance metric(s).
[0043]  According to further exemplary embodiments, one or more optional data
transfer corridors, such as optional data transfer corridors 106A-1061, may be
installed at certain locations in the intelligent networked architecture. The optional
data transfer corridors are hardware-based secure, high speed data transfer
corridors, each having specialized processors and switches. The optional data
transfer corridors facilitate the unilateral or bilateral transfer of massive amounts of
data especially in those situations where the extremely quick transfer of massive
amounts of data is required.

[0044] The activity server 107, according to exemplary embodiments, is a third
party server with real time activity influenced by numerous external agents, factors
and conditions. The activity server 107 receives secure instructions from the fusion
server 105. In some exemplary embodiments, the activity server 107 comprises real
time activities of one or more sports teams, companies, markets, power grids,
exchanges, firms or associations.

[0045] FIG. 2 is a diagram of an exemplary method for secure intelligent
networked architecture with dynamic feedback. According to various exemplary
embodiments, an autonomous data structure generates an electrical current or other
type of signal in response to a condition. The electrical current or other type of signal
may generate a measurable action. For example, an autonomous data structure may
comprise IF X, then Y, where X is the condition and Y is the response to the
condition. Other autonomous data structures may comprise multiple conditions

and/or responses. Conditions may include any of time, activity, weather, sports
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scores, cost, price, volume, frequency, and the like. Responses may include yes, no,
wait, start a particular player, take no action, buy, sell, short, hold, and the like.
[0046] At step 201, the Netezza 101 (FIG. 1) generates a grouping of a plurality of
autonomous data structures in a data cluster structure based upon one or more
shared characteristics, including how the autonomous data structures generate
electrical currents or other types of signals in response to a particular condition.
[0047] For example, an autonomous data structure may predict a future average
daily temperature for a particular region under certain conditions, such as during
the winter. This autonomous data structure may be grouped with other autonomous
data structures for the same region and/or condition to form a data cluster structure.
Numerous data cluster structures may be formed.

[0048] According to exemplary embodiments, a plurality of data cluster structures
may operate on a Netezza asymmetric massively parallel processing architecture,
which is a two-tiered system. The first tier is a high-performance Linux SMP host
that compiles data query tasks received from intelligence applications, and
generates query execution plans. It then divides a query into a sequence of sub-
tasks, or snippets that can be executed in parallel, and distributes the snippets to the
second tier for execution. The second tier consists of one to hundreds of snippet
processing blades, or S-Blades, where all the primary processing work of the
appliance is executed. The S-Blades are intelligent processing nodes that make up
the massively parallel processing engine of the appliance. Each S-Blade is an
independent server that contains Netezza’s proprietary multi-engine, high-
throughput FPGAs. The S-Blade is composed of a blade-server combined with a
special Netezza Database Accelerator card that snaps alongside the blade. Each S-
Blade is, in turn, connected to multiple disk drives processing multiple data streams

in parallel in TwinFin or Skimmer.
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[0049] At step 202, the Netezza 101 transmits the data cluster structures to the
secure GPU 102 (FIG. 1) to react to historical conditions and establish performance
metrics. For example, a historical condition could be the average daily wind speed
for a particular region over the course of the last several years. A data cluster
structure may comprise autonomous data structures grouped together based on
responding well (e.g. correctly predicting the average daily temperature of the
following day for a particular region based upon the average daily wind speed for
the previous two weeks).

[0050] The secure GPU 102, according to exemplary embodiments, is a specialized
electronic circuit designed to rapidly manipulate and alter memory to accelerate the
creation of images in a frame buffer intended for output to a display. The processes
performed by the GPU 102 may include:

[0051] Motion compensation (mocomp);

[0052] Inverse discrete cosine transform (iDCT);

[0053] Inverse telecine 3:2 and 2:2 pull-down correction;

[0054] Inverse modified discrete cosine transform (iMDCT);

[0055] In-loop deblocking filter;

[0056] Intra-frame prediction;

[0057] Inverse quantization (IQ);

[0058] Variable-length decoding (VLD) or slice-level acceleration;

[0059] Spatial-temporal deinterlacing and automatic interlace/progressive source
detection; and

[0060] Bitstream processing (Context-adaptive variable-length coding/Context-
adaptive binary arithmetic coding) and perfect pixel positioning.

[0061] During step 202, performance metrics are established to quantify the
measurable actions undertaken by the one or more data cluster structures in

response to the historical conditions. For example, with respect to the data cluster
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structure of autonomous data structures grouped together based on responding well
(e.g. correctly predicting the average daily temperature of the following day), a
performance metric may be how many degrees each autonomous data structure
within the data cluster structure came within to predicting the actual average daily
temperature of any particular day(s).

[0062] At step 203, in various exemplary embodiments, the secure GPU 102
determines a variability of a current condition. In some exemplary embodiments,
this is performed by applying a predetermined time period for determining the
sampling of the variability of the current condition. For example, the variability of a
current condition might comprise the variance of the average daily temperature in a
particular region for the last thirty days.

[0063] At step 204, the secure GPU 102 assigns a quantification token to each data
cluster structure to generate a quantification tokenized data cluster structure.
According to various exemplary embodiments, the quantification token is based on
the variability of the current condition determined at step 203 and the performance
metrics established at step 202. For example, a quantification token for the data
cluster structure of autonomous data structures grouped together based on
responding well (e.g. correctly predicting the average daily temperature of the
following day in a particular region) would be based on how many degrees each
autonomous data structure within the data cluster structure came within to
predicting the actual average daily temperature of the particular day(s) and the
variance of the average daily temperature in the particular region for the last thirty
days.

[0064] At step 205, the secure GPU 102 transmits the quantification tokenized data
cluster structures to a cloud resource 104 (FIG. 1) and the cloud resource 104
structures the quantification tokenized data cluster structures into a hierarchical

framework based on the quantification tokens. For example, the hierarchical
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framework may be vertically structuring each quantification tokenized data cluster
structure in ascending order based on a value of each quantification token of any
particular tokenized data cluster structure.

[0065] At step 206, the secure intelligent agent 103 (FIG. 1) transmits activation
signals to the cloud resource 104, and the cloud resource transmits the quantification
tokenized data cluster structures in hierarchical form with the respective
corresponding activation signals to the Netezza 101.

[0066] According to exemplary embodiments, the activation signal represents a
magnitude a quantification tokenized data cluster structure reacts in response to a
condition. According to exemplary embodiments, the activation signal is a function
of a position of a quantification tokenized data cluster structure within the
hierarchical framework. Activation signals, according to various exemplary
embodiments, are a finite resource that need to be prioritized based on various
factors. For example, in a hierarchy of 100 quantification tokenized data cluster
structures comprising autonomous data structures for predicting a future average
daily temperature for a particular region, 10 quantification tokenized data cluster
structures may receive activation signals. In the hierarchical framework that is
vertically structured in ascending order, this may represent the top 10 quantification
tokenized data cluster structures receiving activation signals. Additionally, the
distribution of activation signals across the top 10 quantification tokenized data
cluster structures may vary. For example, the quantification tokenized data cluster
structure ranked number one of ten total quantification tokenized data cluster
structures may receive twenty-five activation signals of a total of 100 activation
signals to be distributed, while the quantification tokenized data cluster structure
ranked number ten may receive five activation signals of the 100 total activation

signals.
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[0067] At step 207, the quantification tokenized data cluster structures react to
simulated current conditions on the Netezza 101. Expected performance metrics are
established to quantify the quantification tokenized data cluster structures in
response to the simulated current conditions. For example, the top 10 quantification
tokenized data cluster structures for predicting a future average daily temperature
for a particular region (from step 206) may react to the average daily wind speed for
that particular region for the previous two weeks. An expected performance metric
may comprise ranking the ten quantification tokenized data cluster structures based
on the ability to predict the actual average daily temperature.

[0068] At step 208, the secure intelligent agent 103 adjusts the activation signals of
the quantification tokenized data cluster structures residing on the Netezza 101.
According to exemplary embodiments, a feedback signaling loop from the secure
intelligent agent 103 transmits to the Netezza 101 adjusted activation signals
corresponding to the respective quantification tokenized data cluster structures. For
example, referring to step 206, the tenth ranked quantification tokenized data cluster
structure with five activation signals may be performing the best at predicting the
actual average daily temperatures, while the first ranked quantification tokenized
data cluster structure with twenty-five activation signals may be performing the
worst at predicting the actual average daily temperatures. Accordingly, the secure
intelligent agent 103 will transmit to the Netezza 101 instructions to adjust the first
ranked quantification tokenized data cluster structure to have five activation signals
and to adjust the tenth ranked quantification tokenized data cluster structure to
have twenty-five activation signals.

[0069] At step 209, according to exemplary embodiments, the Netezza 101
transmits the quantification tokenized data cluster structures and corresponding
activation signals (as may be adjusted) to the fusion server 105 (FIG. 1). At the fusion

server 105, the quantification tokenized data cluster structures react to real time
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actual conditions. Performance metrics are established to quantify the measurable
actions undertaken by the quantification tokenized data cluster structures in
response to the actual conditions.

[0070] For example, referring to step 208, the Netezza 101 may transmit the top
ten quantification tokenized data cluster structures (as adjusted) to the fusion server
105, where they will react to real time actual conditions for a particular region in
order to predict future average daily temperatures for that particular region.

[0071] At step 210, the secure intelligent agent 103 adjusts the activation signals of
the quantification tokenized data cluster structures on the fusion server 105.
According to various exemplary embodiments, a feedback signaling loop from the
intelligent agent 103 transmits to the fusion server 105 adjusted activation signals
corresponding to the respective quantification tokenized data cluster structures. For
example, this step may be performed in a fashion similar to that performed at step
208.

[0072] At step 211, the fusion server 105 transmits the quantification tokenized
data cluster structures with corresponding activation signals (as may be adjusted) to
the activity server 107 (FIG. 1). The activity server 107, according to exemplary
embodiments, is a third party server with real time activity influenced by numerous
external agents, factors and conditions. In some exemplary embodiments, the
activity server 107 comprises real time activity of one or more sports teams,
companies, markets, exchanges, firms or associations.

[0073] For example, the fusion server 105 may transmit the quantification
tokenized data cluster structures (as adjusted at step 210) for predicting future
average daily temperatures for a particular region to the activity server 107. At the
activity server 107, the quantification tokenized data cluster structures will react to
real time actual current conditions for the particular region in order to predict future

average daily temperatures. For example, today a quantification tokenized data
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cluster structure may predict based on real time actual current conditions for a
particular region that the future average daily temperature for that particular
location for tomorrow will be 70 degrees, and the activity server 107 tomorrow may
reflect that the actual average daily temperature for the same region was 71 degrees.
Thus, the prediction was one degree lower than the actual outcome.

[0074] At step 212, the secure intelligent agent 103 determines the actual
performance metric(s) of the quantification tokenized data cluster structures on the
activity server 107 (as accessed by the secure intelligent agent 103 from the fusion
server 105) and compares it to the expected performance metric(s) determined at
step 207. Based on this determination, the secure intelligent agent 103 will transmit
adjusted activation signals to the fusion server 105 and to the Netezza 101.

[0075] At step 213, the fusion server 105 adjusts the activation signals of the
quantification tokenized data cluster structures on the activity server 107. According
to various exemplary embodiments, a feedback signaling loop from the fusion
server 105 transmits to the activity server 107 adjusted activation signals
corresponding to the respective quantification tokenized data cluster structures. For
example, this step may be performed in a fashion similar to that performed at step
208.

[0076] At step 214, the Netezza 101 utilizes the adjusted activation signals from
step 212 to generate the next grouping of a plurality of autonomous data structures
in a data cluster structure based upon one or more shared characteristics, including
how the autonomous data structures generate electrical currents or other types of
signals in response to a particular condition.

[0077]  Another exemplary application of the systems and methods described
herein is with respect to the allocation of power to a power grid. By looking back at
an evaluation period of historical usage by day(s), month(s), year(s), an estimate for

future power needs for a power grid may be determined. Such an estimate may be
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correlated with weather conditions associated with the particular evaluation period,
in order to improve the estimate. Based on the estimate, power may be allocated to
the power grid. As power is allocated to the power grid, dynamic adjustments may
be made to the amount of power allocated due to real-time unanticipated events,
such as unexpected weather conditions, equipment malfunctions, etc.

[0078] While various embodiments have been described above, it should be
understood that they have been presented by way of example only, and not
limitation. The descriptions are not intended to limit the scope of the technology to
the particular forms set forth herein. Thus, the breadth and scope of a preferred
embodiment should not be limited by any of the above-described exemplary
embodiments. It should be understood that the above description is illustrative and
not restrictive. To the contrary, the present descriptions are intended to cover such
alternatives, modifications, and equivalents as may be included within the spirit and
scope of the technology as defined by the appended claims and otherwise
appreciated by one of ordinary skill in the art. The scope of the technology should,
therefore, be determined not with reference to the above description, but instead
should be determined with reference to the appended claims along with their full

scope of equivalents.
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CLAIMS
What is claimed:

1. A secure intelligent networked architecture with dynamic feedback comprising;:
a Netezza;
a secure GPU communicatively coupled to the Netezza;
a fusion server communicatively coupled to the Netezza;
an activity server communicatively coupled to the fusion server;
a secure intelligent agent communicatively coupled to the fusion server and
the Netezza; and
a cloud resource communicatively coupled to the Netezza, the secure GPU

and the secure intelligent agent.

2. The secure intelligent networked architecture with dynamic feedback of claim 1
further comprising:
the Netezza configured to generate a grouping of a plurality of autonomous

data structures in a data cluster structure.

3. The secure intelligent networked architecture with dynamic feedback of claim 2
further comprising:
the Netezza configured to transmit the data cluster structure to the secure

GPU.

4. The secure intelligent networked architecture with dynamic feedback of claim 3
further comprising:
the secure GPU configured to react the data cluster structure to a historical

condition to establish a performance metric.



10.

WO 2018/128998 PCT/US2018/012111
23

The secure intelligent networked architecture with dynamic feedback of claim 4
further comprising:

the secure GPU configured to determine a variability of a current condition.

The secure intelligent networked architecture with dynamic feedback of claim 5
further comprising:
the secure GPU configured to assign a quantification token to the data cluster

structure.

The secure intelligent networked architecture with dynamic feedback of claim 6
further comprising;:
the secure GPU configured to transmit the quantification tokenized data

cluster structure to the cloud resource.

The secure intelligent networked architecture with dynamic feedback of claim 7
further comprising:
the cloud resource configured to structure the quantification tokenized data

cluster structure within a hierarchical framework.

The secure intelligent networked architecture with dynamic feedback of claim 8
further comprising:
the secure intelligent agent configured to transmit an activation signal to the

cloud resource.

The secure intelligent networked architecture with dynamic feedback of claim 9

further comprising:
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the cloud resource configured to transmit the quantification tokenized data
cluster structure within the hierarchical framework with the activation signal to the

Netezza.

The secure intelligent networked architecture with dynamic feedback of claim 10
further comprising:

the Netezza configured to react the quantification tokenized data cluster
structure to a simulated current condition to generate an expected performance

metric.

The secure intelligent networked architecture with dynamic feedback of claim 11
further comprising:
the secure intelligent agent configured to adjust an activation signal of the

quantification tokenized data cluster structure on the Netezza.

The secure intelligent networked architecture with dynamic feedback of claim 12
further comprising;:
the Netezza configured to transmit the quantification tokenized data cluster

structure and corresponding activation signal to the fusion server.

The secure intelligent networked architecture with dynamic feedback of claim 13
further comprising:
the secure intelligent agent configured to adjust the activation signal of the

quantification tokenized data cluster structure on the fusion server.

The secure intelligent networked architecture with dynamic feedback of claim 14

further comprising:
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the fusion server configured to transmit the quantification tokenized data

cluster structure with corresponding activation signal to the activity server.

16. The secure intelligent networked architecture with dynamic feedback of claim 15
further comprising:
the secure intelligent agent configured to determine an actual performance

metric of the quantification tokenized data cluster structure on the activity server.

17. The secure intelligent networked architecture with dynamic feedback of claim 16
further comprising:
the fusion server configured to adjust the activation signal of the

quantification tokenized data cluster structure on the activity server.

18. The secure intelligent networked architecture with dynamic feedback of claim 17
further comprising:
the Netezza configured to generate a subsequent grouping of a plurality of
autonomous data structures in a data cluster structure based upon the activation

signal.



