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-1-" Ikmage Data Illegal Use Prevention System This invention relates to
di.gital image processing, and nore particularly to a system for 1fa3
Preventing illegal use of digital image data. 2. Description of the
Preferred Enbodi nment In recent years, ‘illegal duplication of a ‘digital

i mge has beconme a problem In order to prevent ill tion,
system has been proposed wherein digital inmage dat %mmmmm,@mm@ﬁed such t hat
only a reproduction systemhaving a -l&gal deci phernent, ey. can repr oduce

t he ciphered digital inmge data. However, once {he—efphe%—fs deciphered,

| at er duplication cannot be prevented. Thus, a system wherein a unique

I dentification code is recorded on a recordln mediumto indicate

permi ssion or inhi fiMagh DxtayJdiliesd; &ﬁe(PEPEPnﬁéond§§§ﬁé§b Pat ent

Lai d- Qpen Application No. Heisei 8- 69419), another system wherein decoders
for subscription television broadcasting have different identification
codes from one anot her recorded therein such that only those decoders

whi ch have contracted identification N T O B I B

LT e e it 9% 1 ates to digital image

processing, and more particularly to a system for
preventing 1llegal use of digital image data.
2. Description of the Preferred Embodiment

In recent years, illegal duplication of a
digital image has become a problem.

In order to prevent 1llegal duplication, a
system has been proposed whereln digltal image data are
ciphered such that only a reproduction syétem'having a
1egalidecipherment key can reproduce the ciphered
digital image data. However, once the cipher is
deciphered, later duplication cannot be prevented.

Thus, a system wherein a unique identification
code is fecorded on a recording medium to indicate
permission or inhibition of duplication (refer to
Japanese Patent Laid-Open Application No. Héisei 8-
69419), another system wherein decoders for subscription
television broadcasting have different identification
codes from one another recorded therein such that only

those decoders which have contracted identification
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-2-" dodes can effect correct decoding (refer to Japanese

Pat ent Lai d- Open
Application No. Heisei 5-260468) and so forth have been proposed. Further,

is, electronic

#n order to prevent illegal use and duplication of a digital inmage, also a
met hod has been proposed wherein special information, that
watermark data, is enbedded into the digital inmage’itself.

As such

el ectronic watermark data for a digital inmage as described above, two

ki nds of electronic waternmark data of 2vi si bl e el ectroni
and invisible electronic watermark data  are available.

c
The

wat er mar k dat a
vi si ble

eIectronic°ﬁ£@érﬂ@ﬂ<Q£ﬁ%¥EHQ9ﬁ£99§ degedingad rat §5eEPaPaEH8P§8ter or symbol

or the Ilke is conbined with an nﬁge so t hat a be
r ecogni zed PaRfinte Liadd Rgn, APPdiigat Hl§°wapéﬂﬁﬁ ksd gq4

o)

sual_l

t 8PAoP8t e the

picture’ quallt1fyr)O thgg have an effeft of wvisually appealing to a user of a

digital i nd PERT BF oRSE

exanpl e of enbeddl

I"I'egal use of the digit

al

i mge. An

rk.data is.disclosed in

aof visible ectronic t
Japanese Patent Laﬂ%’dﬂﬁﬁ” 1R A %fatF8npN8ve£&igéﬁa§a§4¥§63a Nccording to

the nethod di.sclosed | the d i.ust mentione
electronic%“ﬁ9§fﬁh pgggﬁﬁﬁgﬁgggm ' RIER o 2&enod"

proposed wherein speclal information, that is,

Ras

|S|ble
een

electronic watermark data, is embedded into the digital

image 1tself. As such electronic watermark data for a

digital image as described above, two kinds of

electronic watermark data of visible electroni

Cc

watermark data and invisible electronic watermark data

are avallable.

The visible electronic watermark data are used

such that a specilal character or symbol’or the like‘is

combined with an image so that it may be visually

recognized. While the visible electronic watermark data

deteriorate the picture quality, they have an effect of

visually appealing to a user of a digital image for

prevention of illegal use of the digital image.

An example of embedding of visible electronic

watermark data is disclosed in Japanese Patent Laid-Open

"Application No. Heisei 8-241403. According to the

method disclosed in the document Jjust mentioned, when .

visible electronic watermark data are combined with an



3- ofiginal image, only the brightness conponents of those pixels which
&ﬁrrespond to opaque ones of the electronic watermark data are varied
w®hil e col or conponents of the pixels are not varied. In this instance, the
scaling factor by which the brightness conmponents of pixels are varied is
det erm ned based on col or conmponents, random nunbers, values of pixels of
the electronic watermark data and so forth. On the other hand, the
invisible electronic watermark data at®e el ectronic waternmark data enbedded
in an image so that the picture qua not be deterjarated. Since

i Bibgleneds %

the invisi®rEEERRLL +BAEE - wBREY nbBK | PR F % TREDi cture

i oual 1y, PERETEr vnEPRCEREFGFOPRS of et SHLGHILSE AT OV S HSHH T Hat i on of
1 cgal . YBFFEBR BndpEaptr For REEEA TN e Ror ot i idhnd AL A" e
?ﬁﬁ?ﬁ”?gnp?’ﬁ?g%ﬁﬁ?gﬁblswgf”eégg mERL q‘%me“e%ﬂp he 'Wkridd OO ot i on

P n i fREEaE by RE1EHERE b Pont {@p dé Aé}(f’é@%'ﬂkeié dse Possible

to notify user-t |ca [ t he ta 'S
varied is determined based on color components, random

numbers, values of pixels of the electronic watermark
data and so forth.

On the other hand, the invisible electronic
watermark data are electronic watermark data embedded in
an image so that the picture quality may not be
deteriorated. Since the invisible electronic watermark
data little deteriorate the picture quality, they are
characterized in that they cannot be recognized
visually.

However, if special information which allows
identification 6f an author is embedded as the

~electronic watermark data, then even after 1llegal
duplication is performed, the author can be specified by
detecting the electronic watermark data. On the other |
hand, 1f duplication inhibition information is embedded,
then, for example, when a reproduction apparatus detects
the duplication Inhibition information, it is possible

to notify the user that duplication of the data is



- 4 inhibited or to render a duplication prevention mechanismin the
rneproducti on apparatus operative to |limt duplication of the data by a

¥ deo tape recorder (VTR) or the like. One of available nmethods of
enbedding invisible electronic watermark data into a digital inage is to
enbed special information as electronic. watermark data into a portion of
pi xel data such as the LSB (least significant bit) which has a
conparatively little influence on the4cture quality. In other words,
this nethod can be regarded as a nmethod which inserts electronic

wat er mar k dathed b it ed comavefrridet th dupsldaatian prievendiioin i mage signal .
However, where this nmethod is applied, electronic watermark data can be
removed r deeithanfgmml mntheratRp r g EhIhAPP2HatUs [opRLdsye fi9ter is used,
then information of the LSB of a pixel 1is lost.. Further, electronic
wat er mar k datmi aréupbikeat ion ehytherdpt e Mipfe 3480 JreRGeIERT dhce t he

| mge conpression processing reduces the data anount by renoving
i nfor mati ol VEERsu@th Bhpokikdn which has a conparatively little influence

on the picture quality as nentioned ahove. Consequently, the t hod
described above i ORf saflvard bieRis “P%g{‘ﬁiaﬁ 9q q“ﬁ’%ﬂ"ﬂf’\%l}l”ﬂ’r}ﬁﬂﬁeﬁ det ect

the el ectroni ¢ wat er mar k dat a.
) electronic watermark data into a digital image is to

embed special information as electronic watermark data
into a portion of pixel data such as the LSB (least
significant bit) which has a comparatively little
influence on the picture quality. In other words, this
method can be regarded as a method which inserts
electronic watermark data into a waveform with respect
to time of an image signal. However, where this method
is applied, electronic watermark data can be removed
readily from an image. For_example, if a low-pass
filter is used, then information of the LSB of a pixel
is lost. Further, electronlc watermark data are 1ost_
also by image compresslion processing since the image
compression processing reduces the data amount by |
removing information at such a portion which has a
comparatively little influence on the picture quality as
mentioned above. Consequently, the method described
above is disadvantageous in that it 1s difficult to re-

detect the electronic watermark data.



5- Thus, another method has been proposed wherein an image is frequency
gonverted and electronic watermark data are enbedded into a resulting
requency spectrum (N kkei Electronics, April 22, 1996, No. 660, p.13). In
this method, since electronic watermark data are enbedded into frequency
conponents, the electronic watermark data are not | ost even by inmage
processing such as conpression processing or filtering. Further, random
nunbers whi ch exhibit a normal distrib8fion are adopted as the el ect roni c
wat ermark data in der to revent yint rfe e ni c

Jritice o Biert e Bogcben, pEpbUREE Fhegkif

wat ermark data an ctronic watermark data

wi thout hay ng_,qaaﬁsﬁ'g 'ft ety (fag)%%t%'a LAg eﬁpmsnwﬂwstemﬁﬁm hod of

enbeddi ng & a, an orig ed into
bl ocks of &l X615 Il AP 1% %dr%'s%ﬁtcm@ er\g@hsmrgpg@w gre embedded
regar di ng aIock e process ng extraction processing of

the el eCF”{m%k%t IR0 IUA A %rflelrfﬁ mi@s'e” NB't%e;@f §.2h9ck. 1hn

el ectroni c Wwat erma ta enbed Ing~ procéssing, data are first set

successi Vel 135 fddnod, féf@ce elecéyaﬁﬁc'Wa%@?g%%ﬁeﬁgkggaQEder of the

frequency conponent of "an AC conponent in requency region after
embedded into frequency components, the elecpronic

watermark data are not lost even by image processing
such as compression processing or filtering. Further,
‘random numbers which exhibit a normal distribution are
adopted as the electronic watermark data in order to
prevent interference between electronic watermark data
and make it difficult to destroy electronic watermark
data without having a slgnificant influence on the
entire image. :

In a method of embedding electronic watermark
data, an original image D is divided into blocks of 8
pixels X 8 pixels, and electronic watermark data are
embedded regarding eaéh block as a processing unit.
Also extraction processing of the electronic watermark
data is performéd in units of a block.

In electronic watermark data embedding
processing, data are first set successively as £(1),
£(2), ..., £(n) in the ascending order of the frequency

component of an AC component in a frequency region after



.. 6 discrete cosine transform (DCT) in MPEG (Moving Picture Experts
Group) coding processing is conpleted. and electronic watermark data w(1),

w2, ..., 2(n) are selected fromwithin a normal distribution whose
average is 0 and whose dispersionis 1, and then F(i) =f(i) + a *
avg(f(i)) " wWi) is calculated for the individual values of i, where ais

a scaling factor, and avg(f(i)) is a partial average which is an average
of absolute values of three neighbortn@-points to the point f(i). Then,
succeedi ng froce33|ng of MPEG codi ng process i s perforned replacrng
f(i) with A CT%Ge@??bheo‘rir%lléﬁ?ﬂbn(&%tjér rr‘&f%& ddfeving Bigtutered in
accordance wth a nethod described below. In the detection nethod, an

ori gi nal |d§§%er§sn6F°“Péqﬁ?¢%ﬂg Eiﬁc%ﬁﬁﬁﬂgtiﬁsﬁqmﬂﬁﬁrﬁﬁit%ﬁﬁ el ect roni c
wat er mar k dat a candi dat es w&ﬁé c} be known. In a

f requency r%b?%ﬁr%\“%a‘ﬂﬁtﬁr aﬂ'@? Wﬁjehué'h‘ta)zation' (INPEE @leconpr essi on
processing is npl eted, data are represented as F(l1), F(2), ..., F(n) in
t he ascend|%%4%?5%¢ 5¥°?hﬁirkeﬁu%n%Qrﬁﬁ%wﬂﬁﬁﬁﬁ bu ?%R#eﬂﬁ?ﬁﬂﬂﬁﬁﬁf&ﬁeabsolute

val ues of three nei.ghborin oinfs to each int F(i) are represented as
parti al is andgwhose gisﬁgrs on 1s 1, é)then( ) P

F(l1) = £(1) + a » avg(f(1)) » w(i)
is calculated for the individual values of i, where a is
a scallng factor, and avg(f(1)) is a partial average
which 1s an average of absolute values of thfee
neighboring points to the point f(1). Then, succeeding
processing of MPEG coding processing is performed
replacing £(i) with F(i).

Detection of electronic watermark data is
performed in accordance with a metﬁod described below.
In the detection method, an original image 1s not
requlired, but only it 1s required that electronic.
watermark data candidatee w(i) (where 1 =1, 2, ..., n)
be known. |

In a frequency region of each block after
dequantization of MPEG decompression processing 1s
completed, data are repfesented as F(1), F(2), ..., F(n)
in the ascending order of the frequency component.
Average values of absolute values of three neighboring

points to each point F(i) are represented as partial



7- averages avg(F(i)), and electronic watermark data Wi) are calcul ated
iin accordance with Wi) = F(i)/avg(F(i)). Further, sumtotals WF(i) of Wi)
or one imge are calculated for the individual i. Thereafter, making use
of an inner product of vectors. a statistical simlarity between the
electronic watermark data w(i) and the sumtotals WF(i) is calculated in
accordance with C=W * w (WD wD) where W= (WF(l), WF(2), ..., WF(n)), w
(WM1), W(2), wn)), WD = absolute ¥alue of the vector W, and wD =
absolute val ue of the vectaqr w tatistical, si C has a
val ue_hi gha RS = SRy aran&areﬂsctrm?g arEeFRArkarake st e
el ectronic water ata .,are enb ggg ver, where the nethod described
r

above is &&f &u i9f Fn&&eaﬁafa 3P8e ded as a mere single block of
digital dat | be duplicated b desired
igital data on a Rﬁdﬁonagéggg%§ﬁﬁgﬁas ey can be duplicated by a desire

nunber of tinmes usi f operation systen1softmare of the
2 Systom wARETVANIME i T (0 ese P2 Tat oRE: 8RB 8F5eo r ecorder, o
copying calculated for the individual i.

Thereafter, making use of an inner product of
vectors, a statistical similarity between the electromic
watermark data w(i) and the sum totals WF(1) is
calculated Iin accordance with

| C = WF » w/(WFD = wD)
where W = (WF(1), WF(2), ..., WF(n)), w = (w(1), w(2),
., w(n)), WFD = absolute value of the vector WF, and
wD = absolute value of the vector w. When the
statistical similarity C has a value higher than a
particular value, it is discriminated that the
electronic watermark data are embedded.

However, where the method described above 1is
employed, if image data are regarded as a mere single
block of digital data on a personal computer, they can
be duplicated by a desired number of times using a copy
command of operatlon system software of the Windows,
MS-D0OS (both trade marks of Microsoft) or the 1like.

Further, with a system which handles a digital

image such as a digital video recorder, a copying



8- machine or a facsinile, since a copy of data can be produced sinply, it
iitsel f cannot be prevented that 'digital inmage data including electronic:
wat ermark data are duplicated as they are. It is an object of the present

invention to provide an inage data illegal use prevention system which
can prevent illegal use of digital inage data wthout deterioration of the
picture quality and allows. even if digital inmage data are duplicated,
identification of the ownership fromtBe duplicate. In order to attain the’

obj ect descri bed above, according to an aspect of the present invention,
there is meohidedoana fagsiodile,i singal auserprefedetadncaysbem conprising
I mge data fetching neans for fetching digital imge data in which

el ect r oni c pradecesdr Isitely . iy iteedfbeanedt eperrevantedatbetark data
detection neans for detecting electronic watermark data fromthe inmage
data fet chddedyailnhdmagegdada AncdudanggeheahsonbfdvateERaFEr 4R Rai biti on
means for inhibiting,, if electronic watermark data are detected by the

el ect r oni c angt dupdiicatgs #sddhedt @88 -neans, transfer of the i mage data
fetched by the inage data fetching means to a transfer 9- destination.

It is an object of the present invention to
provide an image data illegal use prevention systém
which can prevent illegal use of digital image data
without deterioration of thé pPicture quality and allows,
even if digital image data are duplicated,l’
{dentification of the ownershlip from the duplicate.

In order to attaln the object described above,
according to an aspect of the present in%ention. there
is provided an image data illegal use preventlon system,
comprising image data fetching means for fetching
digital image data in which electronic watermark data
may be embedded, electronic watermark data-detection
means for detecting electronic watermark data from the
image data fetched by the image data fetching means, and
transfer inhibition means fof inhibiting, if electronic
watermark data are detected by the electronic watermark
data detectlion means, transfer of the image data fetched

by the image data fetching means to a transfer



Accordi ng to anot her aspect of the present invention, there is provided an
Iimage data illegal use prevention system conprising inmage data fetching
freans for fetching digital inmage data in which electronic watermark data
may be enbedded, electronic watermark - data detection neans for detecting
el ectronic watermark data fromthe image data fetched by the i mage data
fetching neans, and transfer neans for transferring, if electronic water
mark data are detected by the electroffirc watermark data detection neans,
data different fromthe inmage data fetched by the imge data fetching
neans to adesddidmedd Mestinati on. Preferably, the different data are data
obt ai ned by super pasin ata_  obtained by nultiplying the electronic

& 5t g% &

wat ermark data by AfE D& E O AT ST B TR °F 8h85e8§nghe_inage_data
there 9 pRoPEIGdaly (WHERE oA 219VE0R Sednaghc ent: SaLEgetehE Sconpr | o1 ng
LTI, ot TR bt B RAR AR A 51

et et BT A S IR B IS TR efBhs] Lo e e
neans for watermark data may be embedded, electronic watermark
data detection means for detecting electronic watermark
data from the 1mage data fetched by the image data
fetching means, and transfer means for transferring, if
electronic water mark data are detected by the
electronic watermark data detection means, data
different from the image data fetched by the image data
fetching means to a transfer destination. Preferably.,
the different data are data obtained by superposing data
obtained by multiplying the electronic watermark data by
a constant on the image data fetched by the image data
fetching means.

According to a further aspect of the present
invention, there is provided an image data illegal use
prevention system, comprising image data fetching means
for fetching digital image data in which electronic
watermark data may be embedded, electronic watermark

data detection means for detectling the electronic

watermark data from the 1mage data fetched by the image



di scri m nati ng whether the detected electronic watermark data indicate
transfer permssion or inhibition and inhibiting, when the detected
electronic water mark data indicate transfer inhibition, a transferring
operation of the fetched inage data to a transfer destination.

Preferably, the transfer inhibition neans discrimnates, when the detected
el ectronic watermark data include a value representing that the transfer
perm ssion time nunber is zero, that1bhe detected el ectroni c watermark
data are electronic watermark data indicating transfer inhibition.

Accor di ng data Seitichifngr mesnsaspadt toansfier pnhibhtipnveaahgnforhere is
provided an inage data illegal use inhibition system conprising inage
data f et cliisgrigdma tiiog Méedhieng thegdeaectadgelaataonhcwhpEprmarkct r oni ¢
wat ermark data including a value indicating that the transfer perm ssion
ti me nunbedaita dnddeate tappsdesd permisciankogatlahdhbédanngnaeans for
enbedding, into the fetched image data, new electronic watermark data

whi ch i ncl dadd bd tidieue whed e dgtesiedt séectiARLer Wapernmaskodatame nunber
is smaller by one than the preceding value of m and transfer nmeans for

t ransf er ri Agdlise Gendg@nsdied ilnhMpich oPheandfeBrEerFdREcOPET2tH P er nar k dat a

are enbedded to a transfer destination.
. of Q%e fetched image data %o a transfer destination.

Preferably, the transfer inhibition means discriminates,
when the detected electronic watermark data include a
value representing that the transfer permission time
number is zero, that the detected electronic watermark
data are electronic watermark data indicating transfer
inhibition.

According to a still further aspect of the
present invention, the:e is provided an image data
illegal‘use inhibitlon system, comprising image data
fetching means for fetching digital image_data in which
electronic watermark data including a value indicating
that the transfer permission time number ié m may be
embedded, watermark data embedding means for embedding,
into the fetched image data, new électronic watermark
data which includes a value indicating that the transfer
permission time number is smaller by one than the
preceding value of m, and transfer means for

transferring the image data in which the new electroniec



In the image data illegal use inhibition systens, the electronic watermark
data may be calculated in accordance with a predeterm ned expression using
frequency conponents of the digital inage data obtained by discrete cosine
transform O herw se, any of the inage data illegal use inhibition system
may be constructed such that the inage data fetching nmeans fetches
digital image data froma recordi ng nediumon which the digital imge data
are recorded, and the transfer desti+iai<ion is a recording medi umdifferent
fromthe recording nediumon which the digital inage data are recorded. It
is to be notatetmatk data herpremeaddedgacisf itvansfier des tidad omansfer”

I ncl udes transm ssion of digital inmage data froma source by or in which
‘the digital inmge Imttherbngpgodated olegadr aBe drdidiidion el enent, storage
of such digital imge data into or onto another medium duplication of

di gi tal i nesestens, f then elegtrenin Metardank dethinay e Ailfwdatedmge data
are recorded to another recording nedium duplication of a file by a
conput er anth sec¢ordaneadvitinug cPrrde tenminmad e RASRIQR ZE8INE operati on

whi ch nmakes digital image data in such a form as alkfms use of Hpe digita
-12- i mage #@g@uency components of the digital image data obtalned

by discréte cosine transform. Otherwise, any of the
image data 1llegal use inhibition system may be
constructed such that the image data fetching means
fetches digital image data from a recbrding medium on
which the digital image data are recorded, and the
transfer destination is a recording medium different
from the recording medium on which the digital image
data are recorded.

It is to be noted that, in the présent
specification, the word "transfer” includés transmission
of diglital image data from a source by or in which the
digital image data are produced or stored to andther
element, storage of such digital image data into or onto
another medium, duplication of digital image data from a
recording medium in which the digital image data are
recorded to another recording medium, duplication of a
file by a computer and so forth and éhould be
interpreted widely as any operation which makes digital

image data in such a form as allows use of the digltal




Wth the inmage data illegal use prevention systens described above,
duplication of inmage data can be prevented w thout deterioration of the
Picture quality using an electronic waternmark technique. Consequent |y,
the imge data illegal use prevention systens can be applied to various

i mge processing systens. Further, illegal copying can be prevented
without any limtation to a nmedium of copying source data and to a nedi um
of a copying destination, and even ifl2ata are copied illegally, if
copyright data are enbedded as watermark data in the data, then a person
who has t hel®dB@rdafa-of the i mage data can be identified by investigating
the watermark data and a _person who has perforned illegal duplication can
be specified. The EBBbetQﬁdiﬁﬁﬁérd%B?ek%ﬁggﬂkxﬂﬁﬁeﬂ?%ﬁﬁntHﬂWantages of the

present invention mnll apparent _fromthe follow ng description and
‘the appende®® & 8ffisd esFﬁEBﬁH?ﬁbggﬁjuﬁ%?*%ﬁ?%&??n?%é“%%%bdgﬁﬁyﬂﬁgldramnngs

s "R G B R R BRI A PaN SABH RO Bt TR OHAE MASTRE of an | mage
data |Ilegal ufftprus Q%IQQ electronic watermark technique.

Consequently, the image data illegal use prevention

systems can be applied to various image processing

systems.

Further, illegal copying can be prevented
without any limitation to a medium of copying source
data and to a medium of a copylng destination, and even
if data are copled illegally, 1f copyright data are
embedded as watermark data in the data, then a person
who has the ownership of the image data can be
identified by investigating the watermark data and.a
person who has performed illegal duplication can be
specified.

The above and other objects, features and
advantages of the present invention will become apparent
from the following description and the appended claims,
taken in conjunction with the accompanying drawings in
which like parts 6r elements are denoted by like

reference characters.



system according to the present invention; FIG 2 is a block diagram
showi ng an exenplary construction of a watermark data enbeddi ng unit shown
in FIG 1; FIG 3 is a block diagram showi ng an exenplary construction of
a watermark data detection unit showmn.in FIG 1; FIG 4 is a block diagram
of a digital video systemto which the imge data illegal use prevention
systemof FIG 1 is applied; FIG 5 is a block diagramof a digital copying
systemto which the inmage data illegalldrse prevention systemof FIG 1 is
applied; FIG 6 is a block diagramof a formof an inmage production and
recor di ng appar at us Showh 1% FilGock Hergram tshowing medasdca printer

system FIG 7 is a block diagramof a formof an image duplication

appar at us sHIVtTUCH@ af iHeridnage jdateiddegads usef arsivientdopystem FIG 8
is a block diagram of apother fqrm of the ingg& duplication apparatus

shown in FISESWERRGPTIIRE 19 dhePrasen e dRvird iodar d system -14- FIG 9

Is a block diagraméq a data transfer systemto which an inmage data ill egal
use prevention G. 2 1s a block diggram showing an exemplary

construction of a watermark data embedding unit shown in
FIG. 1; ”

FIG. 3 1s a block diagram showing an exemplary
construction of a watermark data detection unit shown in
FIG. 1;

FIG. 4 1s a block diagram of a digital video
system to which the image data illegal use preventibn
system of FIG. 1 is applied;

FIG. 5 1s a block diagram of a digital copying
system to which.thé image data illegal use prevention
system of FIG. 1 is applied;

FIG. 6 1s a block diagram of a form of an image
| production and recording apparatus shown in FIG. 1 where

it 1s formed as a printer system;

FIG. 7 is a block diagram of a form of an image
duplication apparatus shown in FIG. 1 where it is formed
as a facsimile system; |

FIG. 8 is a block diagram of another form of the

image duplication apparatus shown in FIG. 1 where it is

formed as a capture board system:



system according to the present invention is applied; FIG 10 is a fl ow
chart illustrating operation of the data transfer systemof FIG 9; and
FIG 11 is a block diagram showi ng an exenplary construction of a
wat er mar k data detection/enbedding unit shown in FIG 9. FIG 1 shows a
basi c construction of an image data illegal use prevention systemto which
the present invention is applied. The inmage data illegal use prevention
system i ncl udes two princi pal conponem4-of an inage production and
recordi ng apparatus_100 and an |image duplication apparatus 101. The i nmage

production and recbt@in§ apphrkieck 1brsran pihosdrts BrenskeRr data
production unit 1, a watermark data enbedding unit 2, a waternark data
tabl e 3 andShftfRade Vbitshdrnglomge data \bbis#al aise revRrfel@upl i cation
apparatus 101 is conposed of an Inage data fetching unit 5, an inage data
recordi ng ufYEtemaRBcardaner har kheaR e st eckn N int 8 3apkirdi nage

production and recopdj ng. appar at 100, digital image data produced by the
i mage data - 15- pro%gétiﬁﬁ gﬁi? gf%YeCEﬁﬁﬁ Y kg RRSC e enbeddi ng

unit 2. The er rE dat a efbeddin uni éi}i erts electroni c watermark
data of theoﬁgf%?gg? adﬁfﬁps %5|%?%5?Wn%ft C4i%i 1819 mage data in such a
manner as FIG. 11 is a block diagram showing an exemplary
construction of a watermark data detection/embedding

unit shown in FIG. 9.

FIG. 1 shows a basic construction of an image
g'data l1llegal use prevention system to which the present
invention 1is applied. The image data illegal use |
prevention s&stem includes two principal éomponents of
an image production and recording apparatus 100 and an
image duplication apparatus 101. The image production
and recording apparatus 100 is composed of an image data
production unit 1, a watermark data embedding unit 2, a
watermark data table 3 and an image recording unit 4.

. Meanwhile, the image duplication apparatus 101 is
composed of an lmage data fetching unit 5, an image data
recording unit 7 and a watermark data detection unit 8.

In the image produqtion‘and recording apparatus

100, digital image data produced by the image data



herei nafter described. The inmage data recording unit 4 records the digital
j mage data, in which the electronic watermark data are enbedded, onto a
Fecording medium5. In the inmage duplication apparatus 101, the inmage data
fetching unit 6 fetches the digital inage data recorded on the recording
medium 5. The watermark data detection unit 8 detects the electronic
watermark data in the digital image data fetched by the i mage data
fetching unit 6 in such a manner as tereinafter described. The inmage data
recordi ng uni ecords, i t he inﬁgs data fetching unit 6 does not

det ect e|Péf&°f‘b<i:‘i W\a‘f‘éjrﬁwﬁrr@’b%t%‘?n?h divf thatermagk data onto anot her
el cct ront CRALTR WY & ar o AR ey cfedetonebaiai eal | mage
of the  wATBERI R AT TR T AT8 Gk 30 HASETBAFE ALEm the | nage
VPEG | mage iia, 3 AR (e (4{Rh G4 Voee it 4P S9ehageneRneal 86 on secti on
111, ond S it a i AL S TR kSRR 3° 1D (1 -

records the digital image data, in which the electronic

watermark data are embedded., onto a recording medium 5.

In the image duplication apparatus 101, the

image data fetching unit 6 fetches the digital image

data recorded on the recording medium 5. The watermark

data detection unit 8 detects the electronic watermark

data in the digital image data fetched by the 1mage-data

fetching unit 6 in such a8 manner as hereinafter
described. The image data recording unit 7 records, if
the image data fetching unit 6 does not detect
electronic watermark data, the digital image data onto
another recording medlium 9 to produce a duplicate, but
does not perform, if electronic watermark data are
detected, recording of the digital image data onto the
recording medium 9. - .

FIG. 2 shows an exemplary construction of the -

watermark data embedding unit 2. Digital image data |

from the image data production unit 1 of FIG. 1, that

1s. discrete cosine transformed MPEG image data, are



The partial average cal culation section 111 calcul ates partial averages
descri bed herei nabove in accordance with arg(f(i)) _ (If(i-2)I + 1f(i)l +
Pf(i+1)1)/3 and supplies a result of the calculation to one of input
termnals of a nultiplier 112. To the other input termnal of the
multiplier 112, electronic watermark data wW(i) are supplied from the
wat ermark data table 3. An output of the multiplier 112 is nultiplied by a
scaling factor a by a nultiplier 1%¥36~and a result of the nultiplication
I s added to _the di%ital i mage data by the adder 114. A result of the
addi ti on, 1PRYE TR tPndgRaTAI2 ] pTeragescalgpgatipn)seetiqni}llin which the
el ectronic termark data are eggedded, are obtained fromthe adder 114
and suppl PBE 2fo20AeTi tide ddbs dd@dtailngmake: datarareG 1. FIG 3 shows an
exanpl e of a constructio %f the watermark data detection unit 8. Data
F(i) fetch8RYB§enLR Pﬁagé dat'd fetlehPng-unktnb BPYFIRE 1 are supplied to
a partial average C%Icglﬁtion s%ition 115 and a divider 116. The parti al
aver age cSPRYPAEPBS®s 84t ASACT1BEIPR: cal cul at es partial averages avg(F(i))
mentioned herein ve, IS calculation i rformed, for _exanple, in
accordance with a@%?F?Ff%quFFV9IfFe+°aEﬁEi?Ef9n|?%?Q%SW)¥§1 The di vi der
116 perfo&&fGUlateS partial averages described hereinabove in

accordance with arg(f(i)) = (|f(i-1)] + [£(1)]| +

|£(1+1)|)/3 and supplies a result of the caleulation to

one of input terminals of a multiplier 112.

To the other input terminal of the multiplier

112, electronic watermark data w(i) are supplied from

the watermark data table 3. An output of the multiplier

112 is multiplied by a scaling factor a by a multiplier

113, and a result of the multiplication {s added to the

digital image data by the adder 114. A result of the

addition, that is, image data (£(i) + a « arg(f(i)) »

w(1)) in which the electronic watermark data are

embedded, are obtained from the adder 114 and supplied

to the image data recording unit 4 of FIG. 1.

FIG. 3 shows an examplé of a construction of the ;m
watermark data detection unit 8. Data F(1) fetched by -
the image data fetching unit 6 of FIG. 1 are supplied to

a partial average calculation section 115 and a divider

116. The partlal average calculation section .115



cal culation of' Wi) = F(i)/avg(F(i)). Then, an adder 117 cal cul ates; for
the individual values of 1, sumtotals WF(i) of the thus calcul ated
values Wi) for one image. Then, the sum totals WF(i) are supplied to an
i nner product cal culation section 118, by which inner products thereof
with electronic watermark data w(1) of an object of detection are

cal cul ated. The cal culation of the inner product cal culation section 118
is represented in the following marna- C = W " w (WD * wD) where WF is
a vector whose elenments are WF(1),W(2), W(n), wis a vector whose

el enent s gRradcwlateswp2ytiay Averveps svai{F4h30l meetivahae of the vector WF,
and wD is an absolute value of the vector w. The inner product cal cul ation
section 1hgredngbpyees Thiér cglstleartdon fler perfovhedosgobl e ones of --

el ectronic waternmark data and supplies the inner products Cto a simlarity
di scri mi n§kRBR1geclNofceoydanpige Wiithi pXRiI(FY1d)ser (hFhatLidh section 119
detects those ?Iectronic wat er mar k data which nmaxi m ze the inner products
C, and senB§1ddt *alF&doly [3¥3he Theeddviden L6t perfamme data recordi ng
unit 7 of FIG 1. FIG 4 sh?ms a di%ital vi deo systemto which the inmge
data il eGalcHLBTAPBY 8t MEd IsFsE&hIdRVEIB(1 ) s

Then, an adder 117 calculates, for the
individual values of i, sum totals WF(i) of the thus
calculated values W(1) for one image. Then, the sum
totals WF(i) are supplied to an inner product
calculation section 118, by which inner products thereof
with electronic watermark data w(i) of an object of
detection are calculated. The calculation of the inner
product calculation sectlon 118 18 represented in the
following manner.

C = WF » w/(WFD « wD)
where WF is a vector whose elements are WF(1), WF(2),

., WF(n), w is a vector whose elements are w(l), w(2),
., w(n), WFD is an absolute value of the vector WF,
and wD 1s an absolute value of the vector w.

The 1inner product calculation section 118 ‘ -
calculates inner products C for all of possible ones of -
electronic watermark data and supplies the inner
products C to a similarity discrimination section 119.

The simlilarity discrimination section 1189



appli-ed. Referring to FIG 4, in the digital video system shown, the inage
production and recording apparatus 100 shown in FIG 1 is formed as a
Video canera 100A and the inmage duplication apparatus 101 is fornmed as a
vi deo recorder 101A. In the video camera 100A, an inmage i maged by an

I magi ng section 11 is sent as digital inmage.data to a watermark data
enbeddi ng section 12. Meanwhile, electronic watermark data to be enbedded
into digital inmage data are stored-il8~a watermark data table 13. Thus,
the el ectronic matignark data are read out wat er mar k data tabl e

13 and sefftEGtEhE F&cF#&ﬁF€°“®§t@PﬁﬁF?aﬂgtQaéﬁbggthgmg%%??Bﬁ 12. The

wat ermark data enbeddi section 12 inserts the electronic waternark data
into the Gpﬁiéapefnﬁﬁé tg Sanend,&esd8 PHtsﬁcﬁeéulﬁaﬂﬁeF hes descri bed
above. |taI I ma data in_  which the electronic maternark data are
|nserted F §98Pe&° ngﬁfoF&WﬁgrﬁﬁBFEhPES“EEEh7a§ o hBgnktic tape or

otieai he't falh' SRR Drortior bR A HBlok s
e A SR B R B R 5 S
again by Qpbiigﬁqlnﬁeferring to FIG. 4, in the digital vildeo

system shown, the image production and recording

apparatus 100 shown in FIG. 1 is formed as a video

camera 100A and the image duplication apparatus 101 is

formed as a video recorder 101A. |

In the video camera 100A, an 1mage imaged b& an

imaging section 11 is seht as digital image data to a

watermark data embeddiné gection 12. Meanwhlle,

electronic watermark data to be embedded into digital

image data are stored in a watermark data table 13.

Thus, the electronic watermark data are read out from

the watermark data table 13 and sent to the electronic

watermark data embedding section 12. The watermark data

embedding section 12 Inserts the electronic watermark

data into the digital image data sent thereto in such a

manner as descrlibed above. The digital image dafa in

which the electronic watermark data are inserted are

stored onto a recording medium 15 such as a magnetic

tape or an optlcal disk by a recording section 14.



secti.on 17 to produce a duplicate. However, if electronic watermark data
are inserted in the digital imge data reproduced by the reproduction
section 16, that is, if electronic watermark data are detected by a
wat er mar k dat a detection section 18, then such detection is reported to
the recording section 17. When the detection of electronic watermark data
Is reported, the recording section 17 does not perform storage of the
digital inmage data onto the recordi mgtredi um 19, thereby preventing

i1l egal duplicatiaqn. Alternatlvek¥ when el ectronic watermark data are

detected, dummy d &ef t%® thife Produsedi-nghsebigdaly or data
o0t 1o B Ul ”'ﬁwfa;h“’i%%{mé%or?ﬁ&% fisd 10 é%n%%hi’itee;”ahéxfﬁh%
i L A
L o o P PP S 1S recﬁr&ﬂ&aﬂ S ot o 1
eco o0 SRl SRS 1 Aok O SRR °E
digital coRWIPSHT 48 Yo a duplica’ce. However, if

electronic watermark data are inserted in the digital

lmage data reproduced by the reproduction section 16,

that is, if electronic watermark data are detected by a

watermark data detection section 18, then such detection

is reported to the recording section 17. When the

detection of electronic watermark data is reported.vthe‘

recording section 17 does not perform storage of the

digital image data onto the recording medium 18, thereby

preventing illegal duplication. |

Alternatlvely, when electronic watermark data

are detected, dummy data may be supplied to the

recording section 17 or data obtained by multiplying the

watermark data stored in the watermark data detection

section 18 by a constant so that the data may have a .

maximum magnitude substantially equivalent to thé

dynamic range of the image data may be added to

reproduced image data and sent to the recordiné section

17. If such data are supplied to the recording section



the i mage data illegal use prevention systemshown in FIG 1 is applied.
Referring to FIG. 5, in the digital copying systemshown, the inage
production and recording apparatus 100 shown In FIG 1 is forned as a
first copying machine 100B and the imge duplication apparatus 101 is
fornmed as a second copyi ng machi ne 1018. An original imge 20 fetched by a
scanning section 21 of the first copying machine 100B is sent as digital
i mpage data to a watermark data enbeddOng section 22. Meanwhile, electronic
maternark at a to be enbedded into digital inage data are stored in a
wat er mar k 1 at& S 5% i?‘?gear?d‘&q?eﬁlé’F@rﬁéédeBF‘ FFBrrPFIﬁél%ilerrrark dat a
table 23 ? sent to . the ter mark data enheddi ng section 22. The
wat er mar k *H4€& ﬁb@&&ﬂﬁ}%g;ﬁfﬁﬂ$ f@e Fﬁ§8Fﬂ§“gh§eéFE€Prbﬁrcaﬂﬂternark dat a
into the dlﬂlta| F{ﬁge ta se ereto. The digital image data in which
the el ect F8 P@qM§P§ &135@ pl satign §pB bﬁr?ﬁ?@ﬁ“ﬁﬂ c8B§Dpaper 25 by
a printinggsect, o n the secgond  copyin 1018, the inmage -21-
printed oﬂftﬁedgg 8§68P ppera Qpcﬁédgéﬁdgﬁgﬁbgf? d back into digital
| mage data by a s ni g _secti 8@6 % the digital_ inmage data are
printed on copy % s 5%533| &tBEOﬁPPH X§e§¥?8ﬁm2§°tﬁthBduce a
dUpllcatethngﬁggr’daE iﬁ& g%ﬁ'%s@akg gan§1g§tgys£em shown in

FIG. 1 is applied. Referring to FIG. 5. in the digital

copylng system shown, the image production and récgrding

apparatus 100 shown in FIG. 1 is formed as a first

copying machine 100B and the image duplication apparatus

101 is formed as a second copying machine 101B.

An original image 20 fetched by a scanning

section 21 of the flrst copying’méchine 100B is sent as

‘digital image data to a watermark data embedding section

22. Meanwhile, electronic watermark data to be embedded

Into digital image data are stored in a watermark data

table 23, and they are read out from the watermark data

table 23 and sent to the watermark data embedding

sectlon 22. The watermark data embedding section 22

inserts the electronic watermark data into the digital .

image data sent thereto. The digital image data in

which the electronic watermark data are inserted are

printed on copy paper 25 by a printing section 24.

In the second copying machine 101B, the image



inserted in the digital imge data fetched by the scanning section 26,

that is, if electronic watermark data are detected by a waternmark data

det ection section 28, then such detection is reported to the printing
section 27. The printing section 27 does not perform when the detection
of electronic watermark data is reported, printing of the digital inmage
data onto the copy paper 29, thereby preventing illegal copying.

Al ternatively, when the electronic wlermark data are detected, dummy data
may be supplied to the printing section 27 or data obtained by nultiplying
the wateprdiitedard Jiher €pbiyh DapewRSerdsafietehed dndeconvartedcti on 28 by a
constant” so that they may have a nmaxi num nagnitude substantially equal to
t he dynanmPéckadgdoofdieiled iimage d@ta By abecannénet secsuipar bsed on) the
reproduced i mage data and sent to the printing section 27. If such data
are supplﬂéamﬁglﬂhet@ﬁ tligddadedmage datreargnPriyedqont @OBYVfferent from
the original inage is_ outputted fromthe printing section 27. ’
ConsequenPPPer- £5. agalagdy @oﬁﬁ¥ﬂ§¥@§h386t5P§v35tgﬁ ByedAuLe & copying
operation is_not inhibited. FIG_ 6 _shows a printer system which nmakes use
of a per §YRaf C@&fput EPVeNEFer dithgLes tEPRI CoVaLtREMBFRnHBFE 8T8t em 100C

shown operates as the ima roducti on. gnd
P inserte% 1n the %igata image data fetched by the

scanning section 26, that 1s, i1f electronic watermark
data are detected by a watermark data detection section
28, then such detection 1s reported to the printing
section 27. The printing section 27 does not perform,
when the detection of electronic watermark data is
reported, printing of the digital image data onto the
copy paper 29..thereby preventing illegal copyling.
Alternatively, when the electronic watermark
data are detected, dummy data may be supplied to the
printing section 27 or data obtalined by multiplying the
w#termark data stored in the watermark data detection
section 28 by a constant so that they may have a maximum
magnitude substantially equal to the dynamic range of
the lmage data may be added to (superposed on) the -
reproduced image data and sent to the printing section
27. If such data are supplied to the printing section,
then an image quite different from the original image is

outputted from the printing section 27. Consequently,



recordi ng apparatus 100 descri bed hereinabove with reference to FIG 1. In
the printer system 100C, electronic watermark data to be enbedded into
digital inmage data are stored in a watermark data table 33. A waternmark
dat a enbeddi ng section 32 inserts the electronic watermark data fromthe
watermark data table 33 into digital inage data sent thereto froma
personal conputer 31 and sends resulting data to a printing section 34.
The printing section 34 prints the digg-tal - inage data, in which the
electronic watermark data are inserted, on print paper 35. Consequently,
even if itilliegalr icoaptingl el deet @ ndvendiegi exeni Afge darxingi ng, for
exanpl e, the copying machine 101B of FIG 5, since the electronic

wat er mar k op#tratdron det svtted i titeedvat ermark  data det ecti on section 28,
i1l egal copying can be prevented. FIG 7 shows a facsimle system
Referring to FIGFIE. th&hassianinrd ndedt sistencwbhohnmakesatse af the the
I mge duplication apparatus 101 described -23- herei nabove wth reference
to FIG 12 Perseaflacamputer syRefArrdng tehEAC nfgethat Brip&ALi tt ed
through a telephone line are received by a,nodem 41, the inage data are
normal |y &&8telo 190G ishawhy apsd 15$ éﬁ,fﬁf ipggenPragychienpePat ed on

facsim |l e paper_44. \Were the
recording apparatus 100 described hereinabove with .

reference to FIG. 1. In the printer system 100C,
electronic watermark data to.be embedded into digital
image data are stored in a watermark déta table 33. A
watermark data embedding section 32 inserts the
electronic watermark data from the watermark data table
33 into digital 1mage data senf thereto from a personal
computer 31 énd sends resulting data to arprinting .
section 34. The printing section 34 prints the digital
image daté, in which the electronic watermark data are
ingerted, on print paper 35. Consequently, even if it
is tried to duplicate the digltal image data using, for
example, the copying machine 101B of FIG. 5, since the
electronic watermark data are detected by the watermark
data detection section 28, lllegal copying can be
prevented.

FIG. 7 shows a facsimlile system. Referring to
FIG. 7, the facsimile system 101C shown operates as the

the image duplication apparatus 101 described




received I mage data are digital inage representing an inmage in which
electronic watermark data are inserted I|ike an inmage printed, for exanple,
by the printer' system 100C of FIG 6, it is checked by a watermark data
detection section 43 whether or not electronic watermark data are inserted
in the digital imge data. If electronic watermark data are detected, then
such detection is reported to the printing section 42. Wen the detection
of electronic. watermark data is repaated, the printing section 42 does
not performa printing operation, thereby preventing illegal duplication.
Al t er nat i Rerrglnabogiee#tltdnire figatemceart §itGa are InetketedesifigNedummy dat a
may be supplied to the printing section 42 or data obtained by multiplying
the wateBNELRMJA0ACst whea iimagiee dadetmankmdataddeheshilna section 43 by a
constant so that they may have a maxi num nagnitude substantially equal to
t he dynantéleahRgaeof lneharienagsedared hoyabmodenedlt otieupmagesed on) the
restored image data and sent to the printing section 42. -24- |If such data
are recei 9882pprenBopPBALYn§endcitiros printingnsastiomge2 qubye different
fromthe original image is outputted fromthe printing section 42.
Consequen¥yCh theggarepprintad eanfpespmévenpariervét. | fWaere i theng
operation_is not .inhibit ‘

received lmage $9ta are digital image representing an
“image in which electronic watermark data are inserted
1ike an 1mag§ printed, for example, by the printer
system 100C of FIG. 6, it is checked by a watermark data
detection sectlion 43 whether or not electronic watermark
data are inserted in the digital image data. If
electronic watermark data are detected, then such
detection is reported to the printing section 42, When
the detectlon of electronic watermark data is reported,
the printing section 42 does not perform a printing
operation, thereby preventing illegal duplication.
Alternatively.’if electronic watermark data are

detected, then dummy data may be supplied to the
printing section 42 or data obtainedlby multiplying the
watermark data stored in the watermark data detectlon
section 43 by a constant so that they may have a(maximum
magnitude substantially equal to the dynamic range of
thevimage data may be added to (superposed on) the

restored 1mage data and sent to_the printing section 42.



FIG .8 shows a capture board system Referring to FIG 8, the capture
board system 101D shown operates as the the inage duplication apparatus
101 descri bed hereinabove with reference to FIG 1. In the capture board
system 101D, inage data fetched by inage data fetching unit 51 are
normal ly sent to a capture apparatus 52, by which they are stored into an
external storage apparatus 54. If the inmage data are digital inmage data
in which electronic watermark data ar2t- inserted |i ke an i mge stored, for
exanple, by the video canera 100A of FIG 4, then it is checked by an

el ect r oni dfndtierihglalalare daetivash bipfdreaPrd ntingheersédonofZnot el ectronic
watermark data are inserted in the digital inage data. If electronic

wat er mar k tdNg &y dmags tide difdpranth faemetheoRrigipapoimegdet 45t he
capture apparatus, 52. The capture apparatus 52 does not Eerform when

such det eCutemtdied|fan dc RikEring 8ectdrr A< r efOREEGUERY Y or i ng
operation qf data, thereb reventing illegal dyplication, -25-

Al't ernat i il ES) pé]ié}:tt‘r'}%i%dp eerprﬁf’rv%’&zftda%é{re@ ggt BcPE4DtLAEn dummy dat a
may be supplied to the capture ratus 52 or data obtained by '
mui tiplyi R8 R 1Mttt Mg %ﬂﬂ%?ﬁﬁ%ﬁed in the watermark data detection

apparatus 53 by agonstant so that, they 7y P%S3en . Referring

to FIG. 8, the capture board system 101D shown operates
as the the image duplication apparatus 101 described
hereinabove with reference to FIG, 1. 1In the capture
board system 101D, image data fetched by lmage datav:
fetching unit 51 are normally sent to a capture
apparatus 52, by which they are stored into an external
storage apparatus 54. If the image data are digital
image data in which electronic watermark data are
inserted l1ike an image stored, for example, by the video
camera 100A of FIG. 4, then it is checked by an
eiectronic watermark data detection apparatus 53 whether
or not electronic watermark data are inserted in the
digital lmage data. If electronic watermark data are
detected, then such detectlon ls reported to the capture -
apparatus 52. The capture apparatus 52 does not
perform, when such detection of electronic watermark
data is reported, a storing operation of data, thereby

preventing 1llegal duplication.



maxi nrum magni t ude substantially equal to the dynam c range of the inage
data may be added to (superposed on) the restored inage data and sent to
the capture apparatus 52. |If such data are received by the capture
apparatus, then an image quite different fromthe original image is
outputted fromthe capture apparatus 52. Consequently, illegal storage can
be prevented even if a storing operation is not inhibited. FIG 9 shows a
data transfer systemto which an irmgfe- data illegal use prevention system
according to the present invention Is applied. In the data transfer

system data are AR ol %&Qﬂté'g’élil?n“‘latéfm&rkt dakgf @resource to a
storage unit of a transfer destination so that they nay be copi ed.

Ref erri ng deFeqtiad, dhedh dummit tdait dant bel saweditsdniver fBe §ﬁpﬁ§rethere is
a command inputted thereto, If an inputted command 1is present, then it is
anal yzed &PR&QﬁﬁﬂF(ﬁﬂnﬁﬁuﬂaQﬁuﬂgﬁﬁ¥PQQnW¥ SR LHRLYLRE Fﬁsutted command i s.
If it is dISCfImI%&§ as a result of the analysis, that the -26-

i nputt ed dGREIMRLK ot HEd A dde t“iaéﬁé'fnélrksé&ttéedea&?&ieg of a storage
medi um 66 of a transfer source to a transfer destination data area 70 of a

storage mERPARATHS X3 P l’aarﬁﬂ’bqrtadg‘sisgj’né:thia&n,m@ﬁeﬂaé{ B8¥fafld is sent to a
copying pr%(;‘ ?nsulmng’nagneicUt e su tan6t%.as,l.(?l.yt %%tuaioggl @ﬂe dynamic

range of the image data may be added to (superﬁosed on)
the restored image data and sent to the capture
apparatus 52. If such data are received by the capture
apparatus, then an 1lmage quite”different from the
original image 1s outputted from the capture apparatus
52. Consequently, illegal storage can be prevented even
if a storing operation is not inhibited.
FIG. 9 shows a data transfer system to which an
image data illegal use prevention system according to
the present invention is applied. In the data transfer
system, data are transferred from a storage unit of a
transfer source fo a storage unit of a transfer
destination so that they may be copied. Referring to
FIG. 9, an inputting unit 81 checks whether or not there -
is a command inputted thereto. If an inputted command |
is present, then it ls analyzed by a copy command
analysis unit 62 what the inputted command is. If it is

discrimlnated, as a result of the analysis, that the



processi ng may be executed. The copying processing execution unit 63
transfers the transfer source data 69 stored in the storage nedi um 66 of
the transfer destination to tenporary storage unit 65 and then causes the
thus transferred data 69 to be checked by a waternark data

det ecti on/ enbedding unit 64. The watermark data detection/enbeddi ng unit
64 detects presence or absence of watermark data in the data 69 and
discrimnates, if waternmark data are2fetected, which one of perm ssion and
i nhibition of copying the watermark data indicate. If a result of

det ecti oni®p enRadgt 4 s janfiommasd Feor ereYi dnanpTespgpPHycet hen the
transfer source data 69 stored in the tenporary storage unit 65 are copied
into the GP3d3sP& ofest istarage daddum 88 6 &f treRefsrorayechedPum 67.
However, if the detected terjmar k data_i ndi cates perm ssion of copying by
m tines. WHRSIGEq ST IIed 105 435 Rieeh TReRfwnat §Fﬂ‘gﬁﬁedﬂﬁﬁiuﬂr§7enbedded
are sent fromthe mq;ernark data -27- detection/enbedding unit 64 -to the
copyi ng pPdc@sdragsigre dsSignahtion 63hendascopRanAnis eRBt: £Qndfer
destination data area 70 ,of the staorage nedium 67 of the transfer
destinatiﬁﬂ?yiﬁ§ PERFETF HE SEEQKTEQ™ PREK, 83) APoFRATI 6APY &PBesent i ng what

coping hag BeeUNFE %aJ*%e executed. The copying processing

execution unit 63 transfers the transfer source data 69
stored 1n the storage medium 66 of the transfer
destination to temporary storage unit 65 and then causes
the thus transferred data 69 to be checked by a
»watermark data detection/embedding unit 64. The
watermark data detection/embedding unit 84 detects
presence or absence of watermark data in the data 69 and
discriminates, if watermark data are detected, which omne
of permission and inhibition of copying the watermark
data indicate.

If a result of detection of watermark data
indicates permission of copying, then the transfer
source data 69 stored in the temporary storage unit 85
are copied into the transfer destination data area 70 of -
the storage medium 67. However, 1f the detected
watermark data indlcates permission of copylng by m
times. than dequantized data in which new watermark data

are embedded are sent from the watermark data



by t he copyi ng processing execution unit 63 is sent to and displayed by
diisplay unit 68, thereby ending the copying processing. |If the detected
wat ermark data indicate inhibition of copying, then no copying is
perfornmed. Subsequently, operation of copying processing by the data
transfer systemof FIG 9 is described with reference to a flow chart of
FIG 10. The copyi ng processing execution unit 63 reads out the transfer
source data 69 fromthe storage nedi-@m- 66 of the transfer source in step
Al. In step A2, the transfer source data 69 are inputted to the copy
command  8gdlepdilon/emb estling, URHitc |64 tRedbEr cOPYMPECPHAFESFiNEanal yzed to
di scrimnate whether or not the data are. MPEG imge data. If the transfer
source daeXesytdod WHE Ehgnd sfered datoyiPrabranpERBt h decodi ng
processing for dequantized data is pecforned in st A3 an% Be vari abl e
| ength codedtdRatigne B2 ¢ i°rfp§§‘§psﬂﬂ?ag28'-“egﬁgmdgau8 t% &d data are
supplied to the watermgrk data defecti n/egbeddin unit 64, by which
maternarlfrégﬁgﬁﬁwgeéﬁiﬂiﬁiﬁﬁ'IQF F@?yiﬁF Fs@??ﬁﬁﬁﬁ i on BFFthe det ect ed
vatermark 38 b3 B8 rpTebendidd wnil! SI3hE Hak3EehesbEtolRed! &P AS
by the copying processing executlon unit €3 1s sent to
and displayed by display unit 68, thereby ending the
copying processing. If the detected watermark data
indicate inhibition of copying, then no copyling is
performed.
Subsequently, operation of copying processing by
the data transfer system of FIG. 9 1s described with
reference to a flow chart of FIG. 10.
The copying processing execution unit 63 reads‘
out the transfer source data 69 from the storage medium
66 of the transfer source in step Al. In step A2, the
transfer source data 69'ére inputted to the copy command
analysis unit 62, by which a header of MPEG data is |
analyzed to discriminate whether or not the data are
MPEG image data.
I1f the transfer source data 69 are MPEG image
data, then variable length decoding processing for
dequantized data is pefformed in step A3, and the

variable length coded data are dequantized in step A4.



i ndi cate inhibition of copying, then the control junps w thout doing
anything to step Al13, in which the processing is ended. |If the watermark
data detected in step AS indicate that there is no limtation to the
nunber of tinmes in copying, the control junps to step Al2, in which the
transfer source data 69 are copied into the transfer destination data area
70, whereafter the control junps to step Al3, in which the processing is
ended. If the watermark data detected8i-n step AS indicate perm ssion of
copying by m(m=11to k) times. mis updated to m- m1l in step A7. Then,
in step ABhe denuandiledatda tiandircasiurglpednitostba wateopgrkgdagam tines
are enbedded into the data dequantized in step A4. Then, if m2 0 in step
A9, then dr&egdigni/emyediingnh unid RduePialvhight Wataumanki agtpeanessi on of
copying by mtinmes have been enbedded in step A8 are guantized in step
A10. The #gafFitedd ddbasied (8ni ddssripdnaténpt afcoheddphested All. The
data vari abl e Ienﬂéh coded and converted into MPEG i nage data are inputted
in step Xadermerke dadgyilfgPerdeE®sidng execution unit 63, by which copying
processing of themis perfornmed. If m< 0 in step A9, then since this
signifies If the watermark data detected in step A5
indicate inhibition of copying, then the control jumps
without doing anything to step A13, in which the
processing is ended.
If the watermark data detected 1ln step A5
indicate that there 1is no limitation to the number of
times in copying, the control jumps to step Al2, in
which the transfer source data 89 are copied into the
transfer destination data area 70, whereafter the
control jumps to step Al3, in which the processing is
ended.
If the watermark data detected in step AS
indicate permission of copying by m (m = 1 to k) times,
m is updated tom = m-1 in step A7. Then, 1n step AS8,
watermark data indicating permission of copying by m
times are embedded into the data dequantized in step A4.
Then, if m 2 0 in step A9, then the data into
which the watermark data indicating permission of
copyling by m times have been embedded in step A8 are

quantized in step A10. The quantized data are variable



that.copying is inhibited, the processing is ended. Subsequently, an
exenpl ary construction of the watermark data detection/enbedding unit 64 is
described wth reference to FIG 11. The watermark data

detection/ enbedding unit 64 is forned froman electronic watermark data
enbeddi ng section 64A and an electronic watermark data detection section
64B. The electronic watermark data detection section 64B has a
construction sane as that of the wat-@avark data detection unit 8 shown in
FIG 3, and the MPEG data F(i) decoded in step A3 of FIG 10 are supplied
to the pdrength acateahercadtal Ailon et idatal vardmdlehdengthtiplier 112.
The partial average calculation section 111 cal cul ates partial averages
avg(F(i)) cvsted awel cansren teghdeto MREG ilmeger dete pEef énrtEQBRcdRati on of
Wi) - F(i)/avg(F(i)). Then, the adder 117 cal cul ates, for the i ndividual
i, sum totsdlep WAQZ taoftheecarying araressings expcuftiror usdé BFagby Then, the
sumtotals WF(i) are -30- supplied to the inner product cal culation section
118, by whi IANPSTing RAae sl | oft itdvemyilsh PeFEORBeEr mark  data wW(i) is
performed. The inner product cal cul ation section 118 cal cul ates inner

that copying 1s 1inhibited, the processing is ended.

\ Subsequently, an exemplary construction of the
watermark data detection/embedding unit 864 1s described
with reference to FIG. 11. The watermark data
deteéfion/embedding unit 64 is formed from an electronic
watermark data embedding section 64A and an electronic
watermark data'detection section 64B.
iThe electronic watermark data aetection section
64B has a construction same as that of the watermark
data detection unit 8 shown in FIG. 3, and the MPEG data
F(i) decoded in step A3 of FIG. 10 are supplied to the
partial average calculatlon section 111 and the
multiplier 112. The partial average calculation section
111 calculates partlal averages avg(F(i)) mentioned |
hereinabove. The divider 116 performs calculation of
W(i) = F(1i)/aveg(F(1)).

Then, the adder 117 calculates, for the
individual i, sum totals WF(1) of the calculated values

W(i) for one image. Then, the sum totals WF(1) are



wat er mark data and supplies the thus calculated inner products Cto the
simlarity discrimnation section 119. The simlarity discrimnation
section 119 detects that watermark data with which the inner product C
exhi bits a maxi num val ue, and sends out a result of the detection to the
copyi ng processing execution unit 63 of FIG 9. The el ectronic watermark
dat a enbeddi ng section 64A has a construction sane as that of the

wat ermark data enbedding unit 2 shows0+n FIG 2. and the transfer source
data fromwhich the original waternmark data have been renoved in step AS
of FIG 1CURRLISHUE? e ol MY BEQYYGY il lom @gcdiionn 1986t i on 111 and

the adder . 114., The partial average cal cul ation section 111 calculates a
partial awsf débi‘bté T e PHRAES h bl katd ons Wifh ddieg wedeamardf t he

calculation to one of input termnals of the nultiplier 112. To the other
i nput t er &R %#¥1tﬂ§rﬁé%é?ﬂW%4'-31- 112, the watermark data w(i) which
I ndi cate the value,of , mdeternined in step A7 of FIG 10 are supplied. An
out put of the mul ﬁ}befijé}nefl?ri "rﬁﬁtcl"[}l‘iuel&“&)?“a%(?élii%llﬁact_or a by the

P o A e hud £ ¢ B R §3 0065, 20000 Lo the digital
watermark data and supplies the thus calculated inner
products C to the simllarity discrimination section 119.

The simlilarity discrimination section 118
detects that watermark data with which the inner product
C exhibits a maximuh value, and sends out a result of
the detection to the copylng processing execution unit
63 of FIG. 9.

The electronic watermark data embedding section
64A has a construction same as that of the watermark
data embedding unit 2 shown in FIG. 2, and the transfer
source data from which the original watermark data have
been removed in step A5 of FIG. 10 are inputted to the
partial average calculation sectlon 111 and the adder
114.

The partial average calculation section 111
calculates a partial average described hereinabove and
supplies a result of the calculation to one of input

terminals of the multiplier 112.

To the other 1nput terminal of the multiplier



adder 114. A result of the addition, that is, image data (F(i) + a *
arg(f(i)) * w(i) ) in which the new watermark data are enbedded, are
bt ai ned fromthe adder 114 and supplied to the copying processing
execution wunit 63 of FIG 9. Having now fully described the invention, it
will be apparent to one of ordinary skill in the art that nmany changes and
nodi fications can be made thereto without departing fromthe spirit and
scope of the invention as set forth Héreln -32- Cains: 1. An imge data

dat et onidg AEAneRer R Bavey 113 pRiphr SpafhPlorh FRIRE 885C dara i
whi ch el d d k d
det ect ?oﬁchéﬁﬁ'gczné%’%‘dié'ﬂaréevié"f 53 P8 a0 BEE RuFRF RO e ermar
-dat a fron1th ga%%t # Hﬁh d q$ igIHUEQTg?%g& @Y gtggﬁggngneans (6;

16; 26; 4%P4 tgf) Biti of Means for
inhibitin

et ke B M M“n@tatﬁf THh 4567, R PR A L T
dat a multiplication is added to the digital image data by the

adder 114. A result of the addition, that 1s, image

data (F(1) + a » arg(f(i)) « w(i)) in which the new

watermark data are embedded, are obtained from the adder

114 and supplied to the copying processing execution

unit 63 of FIG. 8.

Having now fullyvdescribed the invention, it
will be apparent to one 6f ordinary skill in the art
that many changes and modifications can be made thereto

without departing from the spirit and scope of the

invention as set forth herein.



fetched by said i nage data fetching nmeans (1; 11; 21; 31; 61) to a
transfer destination (9; 19; 29; 44; 54). 2. An inmage data illegal use
Prevention system characterized in that it conprises: inage data fetching
means (6: 16; 26; 41; 51) for fetching digital inmage data in which

el ectronic watermark data may be enbedded; el ectronic watermark data
detection neans (8; 18; 28; 43; 53) for detecting el ectronic watermark
data fromthe image data fetched by3paid inage data fetching TH S SHEET
|-~;/: - RE -LACED -33- neans (6; 16; 26; 41; 51); and transfer neans (7;
17; 27, 4Zla3Bs:for transferring, if electronic water mark data are
detected by said electronic waternmark data detection neans (8; 18; 28;
43; 53), data diffler edin fimage hixtiarddd egafla useepch¥dnbyonasssitemge dat a
fetching neans (1; 11; 21; 31; 61) to a transfer destination (9; 19; 29;
44; 54). Zhamactexdeedhtian ithadgdt eompinigielsiiti on system as set forth in
claim?2, characterized in that the different data are data obtained by
super posi ng data lges et \fafiqhing yweagst K6iclEct R6ni é1vabédnark data by

a constant on the inmge data fetched by said i mage data fetching neans (6;
16; 26; 4forsfetching digital 1mage data in which electronic

watermark data may be embedded:
electronic watermark data detection means (8;
18; 28; 43; 53) for detecting electronic watermark-data
from the image data fetched by sald image data fetching
means (6; 16; 26; 41; 51): and |
transfer inhibition means (7; 17; 27; 42; 52)
for inhibiting, 1f electronic watermark data are
detected by sald electronic watermark data detéction
means (8; 18; 28; 43; 53), transfer of the image data
fetched by said image data fetching means (1; 11; 21;
31; 61) to a transfer destination (9; 19; 29; 44; 54).
2. An image data illegal use prevention system,
characterized in that 1t comprises:
image data fetching means (6: 16; 26; 41; 51)
for fetchling digltal image data in which electronic —
watermark data may be embedded; | | —
electronic watermark data detection means (8;
18; 28; 43; 53) for detecting electronic watermark data

from the 1lmage data fetched by said image data fetching

THIS SHEET FAS BEEN
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4.\An i mage data illegal use prevention system characterized in that it
comprises; image data fetching neans (66) for fetching digital inage data
«n which electronic waternmark data nay be enbedded; el ectronic waternmark
data detection neans (64) for detecting the electronic watermark data from
the inmage data fetched by said i mage data fetching neans (66); and
transfer inhibition neans (63) for discrimnating whether the detected
electronic watermark- THIS SHEET HASRE &N R EPi-,'. ;;'c Dr -34- data
i ndicate transfer perm ssion or inhibition and inhibiting, when the
det ect ed alearig 08 Cc V&S €26 Mt k; cit)y; amddi cate transfer inhibition, a
transferring operation of the fetched inmage data to a transfer destination
(67). 5. An i mage tresfiér enpdnsisEr | il bidTod2sySRdmforas set forth in
claim4, characterized in that said transfer inhibition neans (63)
di scri ni natrems fdmrindie 1 tietleatarbrel @ctater mankt datar kreads tieetledde a val ue
representing that the transfer permssion tinme nunber is
by said electronic watermark data detectlon means (8;
18: 28; 43; 53), data different from the image data
fetched by sald image data fetching means (1; 11; 21;
31; 61) to a transfer destination (9; 19; 29; 44; 54).
3. An image data illegal use inhibition system
as set forth in claim 2, characterized in that thé
different data are data obtéined by superposing data
obtained by multiplying the electronic watermark data by
a constant on the image data fetched by said image data
fetching means (6; 16; 26: 41; 51).
4. An image data 1llegal use prevention system,
characterized in that it comprises:
image data fetching means (86) for fetching
digital image data in which electronic watermark data
may be embedded;
electronic watermark data detection means (64)
for detecting the electronic watermark data from_the -
image data fetched by said image data fetching means —
(66); and |
transfer inhibition means (63) for

discriminating whether the detected electronic watermark

THIS SHEET HAS BEEN
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zera, that the detected electronic watermark data are el ectronic watermark
data indicating transfer inhibition. 6. An inage data illegal use
4nhibition system characterized in that it conprises: inage data fetching
nmeans (66) for fetching digital imge data in which electronic watermrk
data including a value indicating that the transfer permssion tine
nunber is mnmay be enbedded; watermark data enbeddi ng neans (64) for =
enbedding, into the fetched i nage daBd;- new el ectronic waternmark data which
i ncludes a value indicating that the transfer perm ssion tinme nunber is
snmal | er bfasaeindhgatendrpnséedi ngrindsaéonf om inhtbttioBRAASBE7 - 35-
transfer neans &63)‘for transferring the image data in which the new

el ect roni énhaPétiREK AheR ihe d@ﬁﬁégaédeiscarwhﬁs‘rweﬂe@ﬂhaﬂ‘m (67). 7.
An image data illegal use inhibition system as set forth in any one of
claims 1 de6935ﬁa§£€P§fﬁie&“hFH1$ﬁﬁﬂ-tHetEFEEf?6h1%gv@@%ﬁ¢ﬁ#Rndata are
calculated_in accordance with a predeterm ned exgression usi ng frequency
conmponent ¥ ofPEnéedr FBaFmPﬁﬁgQa&étﬁooﬁtéFﬂBﬂfer estination

(87).
5. An image data illegal use inhibition system
as set forth in claim 4. characterized in that said
transfer inhibition means (63) discriminates, when the
detected electronic watermark data include a value
representing that the transfer permission time number is
zefo. that‘the detected electronic watermark data are
electronic watermark data indicating transfer
inhibition.
8. An image data 1llegal use inhibition system,
characterized in that it comprises:
image data fetching means (88) for fetching
digital image data in which electronic watermark data
including a value indicating that the transfer
permission time number i1s m may be embedded;
wafermark data embedding means (64) for —
embedding, into the fetched image data, new electronic S
watermark daté which includes a value indicating that
the transfer permission time number is smaller by one

than the preceding value of m; and




by‘dhscrete cosine transform 8. An inmage data illegal use inhibition
system as set forth in any one of clains 1 to 7, characterized in that
%ai d i mage data fetching neans (6; 16; 26; 41; 51; 66) fetches digita
i mage data froma recording nedium(5; 15; 25; 35; 69) on which the
digital image data are recorded, and the transfer destination is a
recordi ng medium (9; 19; 29; 44; 54, 70) different from the recording
medi um (5; 15; 25; 35; 69) on which 9% digital inmage data are recorded.
TH'S SHEET _, 7?EpL AS BEEN Ep
transfer means (63) for transferring the image
data in which the new electronic watermark data are
embedded to a transfer destination (87).
7. An image data 1llegal use inhibition system
as set forth in any one of claims 1 to 6, characterized
in that the electronic watermark data are calculated in
accordance with a predetermined expression using
frequency components of the digital image data obtained
by discrete cosine transform.
8. An image data l1llegal use inhibition system
as set forth in any oné'of claims 1 to 7, characterized
in that sald image data fetchling means (8; 168; 28: 41:;
51; 66) fetches digital image data from a recording
medium (5; 15; 25; 35; 69) on which the digital image
data are recorded. and the transfer destination is a
recording medium (9; 19; 29; 44; 54, 70) different from
the recording medium (5; 15; 25; 35; 69) on which the

digital image data are recorded.




