; 67e3e) $k&hhi di jj 6] TSkl MATCH CONTROL METHOD 5 10 15 20 25 The present
‘invention concerns a nmanagenent nethod of secured information transfer
between a user unit and a security nodul e, particularly during the
‘interaction of this security nodule with several user units. These user
units are connected to one or. several networks proposing products or
services. These products orMTCH:GQMIR:@-MEI&QBti onal access, the use
of these products is subject to a paynent in any form for exanple by
subscription or specific purchase. These user units are presented in
several flderbresest iayeHioineCangaips taneanagemmertemethed of seshmrd dforrglion a
nobile p DA | TeleviSLo i i a
station, Q%r?]\%g%r?(?%&{/%rpfaellfsgf @u’l'éﬁ?'ﬁ]dgdd %f@'%&@“@?’ Lbear@tfl‘[:gelljha\ed@ﬁ’ge}@? and
not only intetadtion cf thiswedcsrity moedaRswithgevenas user anitsonput er programme, a
gane, stock market or news information but also a service such as access
and use Qrf a network, identification or el ect[oni C anment . This product or
servi Bes 1A165CHIEELKNIG AT GONACRIAd 9 RN BT RAYR'R! PRRVQTKE PEORQSING BFAMALS 8hd use
encryptingnegs for security. To administer the authorisations of use of
t hese products or services the user unit conprises security nmeans placed in
a security nodule. This security nodule is presented generally in the form
of a snarltthesarproductsrardiervicas deing ofacanditiam @ceesrthe exserofah&sdvpradugs i si ng
a cryptographic. processor S . Jhis card allo t.o.supply th
necessar 3%%%‘?%9 8np?%'“3f]€%$4r§'\é\¥q’\'{hé t?§ee’fﬁmplﬁeg}5r% Ipfion n‘gaﬁge‘aﬁc
decrypti nuirétgeat i ons using keys stored in the nenory of the cryptographic
processor, reputed inviolable. This security nmodule is in charge of
exchanging confidentjal information with the user unit, for exanple when
t r andfh t thinNeget HEerduBits @re yerenteds in severabierets, i far texample| & paty-teyision
t el evi si s k g ryp ol n securi no and nsmtted
to the uaseobhar SmPEIE SERC EGhibil"ohOGe rEF Belrtibg A R BATAL B,
i nt er f er eglegisivr, fa mbkBeediatstatidn) ancutomatic aéliermadting. bet ween the security
nodul e and the user unit is decrypted by a key specific to these two
elenents called pairing key. This configuration is described i.n the .
appl i cat Bhpieercl Bbaenite e undarstend tnﬁéga[ye%f'ma RRY$ Sroaraastingymusics he
decoder j eg d h i : }
initiali ?at% ?@r? %ﬁ@@br&ﬁ@g&,tﬁedds?g%uﬁ%%&%g{ﬁf e@@é\ggilﬁfggmvﬁg? ﬁr?%ealagc%der
t hi s1bodegvicauisnoh asianceise randnusnef atnietworknidentifibatiorsot eleictronjor gepamerst. t he

first incgnveni ence of preventing any,puse of the securit.
is proguct or seRices are 'atcastible’ on’a neqwork % whl\t/:h the users can

connect and use encrypting means for security.

To administer the authorisations of use of these products or services the user unit

comprises security means placed in a security module.

20 This security module is presented generally in the form of a smart card, a credit
card, or a microprocessor, even a SIM, comprising a cryptographic processor
(USIM, WIM). This card allows to supply the necessary information to authorise
the use of the product by means of decrypting operations using keys stored in the
memory of the cryptographic processor, reputed inviolable.

25 This security module is in charge of exchanging confidential information with the
user unit, for example when transmitting the decrypting key of the product in the
field of pay television, this key being decrypted in the security module and

transmitted to the user unit to process the data.
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nodul e in another decoder, even if this decoder belongs to the same user.
*10 Anot her inconvenience of this nethod is that it does not prevent the use
of a cloned card that would be used a férst time in any decoder and then
paired with this decoder. The objective of the present invention is to

propose a_nethod that guarantees the decrypting of fhe data exchanged
between tH¥Ssi8cWPY Jo RIgUSRE aRY iptRITareRee d’ﬁ'm fﬁ%S%thtﬁet&%rﬁmmHa'c Y80 di ng

managemenl CHat Ratpef 8, SEERy HhogilB, Snd hEThepruh B CrYREa My B RBY T N0
havi ng bispdicifiectoi thasé two elamentstdatiad painirg) key. T his)copfiiguration iscdedaribed in

ot g ShPe LB i B ool s ™
uni quUg§ padrq i%&hbﬁkh%?‘éddafriaﬁlefééicwi?yt FRUBICAUHRY af MitialBREEh ghasBPM:E the

encrypt the exchange ta, IS not sO, requesting the operating
centre teecantyhoradise iiorpairedpwith thiet decddes thisc maduje reannbt furctiongime any
acconpaniz(iig bé .}he identifications of the user unit and the security
nodul e, ery’tifying by the operating centre the conformity of this
pairing request and transmtting the result to the user unit, - if the

aut hor i sarhigRoludiodl presenteIhabirstShEdrenidive agoréeénﬁmj SH¢ b8 of e 8ecIRity user
unit/security nodule to encrypt the exchanged dat a. r 3 1n this way the

pai ri ng raadglenihanotheradecederogveinn ifathis envdielengs ite the samgetsehe

adm os; deainey RsvEREFEe: fudk MeBBa.k bt T8RSt rafe e Bobegr 8
this pai rdloged €hrd that whyldtie used tefitst ititna gt anpaidcedebyndahanaddidl witht he
identification 5 of these two el enents such as their serial nunbers for

exanpl e. this 4@6Pd8E acconpani ed by data concerning the location of the unit,
dat a obtai ned by other neans, for exanple the call nunber of the unit or

‘he add L I :
aoyrmet 11 0 Opiectife BEHHElege iRANTRAG Koot Mcthadthat SudtERieEs e 07
t he t hr eaddaryptng obtheadata emghangedbgiweerrthe decuriyamodple and ding uiseeanithe

t wo blic . and priyate keys. The communjcat|ons towards the other part are
encr 9t eBtiDe SREE,UBE RvOIdIgS AhriabARRMERUTSS BEOBYSRIRRCES.
This objective is achieved by a pairing management method between a security
module and a user unit, the latter having bi-directional communication means with
an operating centre, characterised in that it consists in:

- detecting by the user unit if the connected security module is paired with it,

20 - if it is so, using a unique pairing key specific to the couple user unit/security

module to encrypt the exchanged data,

- if it is not so, requesting the operating centre the authorisation to pair with this
security module, a request accompanied by the identifications of the user unit and

the security module,

25 - verifying by the operating centre the conformity of this pairing request and

transmitting the result to the user unit,

- if the authorisation is given, establishing a paring key unique to the couple user
unit/security module to encrypt the exchanged data.



private key. - each part contains one of the public or private keys. In one
d' rection, the data will 15 be encrypted by the public key and then
decrypted by the private key, and in t other direction the data are
encrypted by the private key and then decrypted by the public key. - each
part contains the Rubl i.c key of the other éart and Lés private key. The
dat a ar e BriBisyWe¥dhsyPaiHeI gUBNAGETREN! 5 CaMiedoPWein BoYN2RME WY Apet 8Py it s
own pri V%@&Qh@%nsk&uéﬁ'&?@bﬂtt@c%{dﬂioﬁrﬁta SeORRY ThoJuIERH e u%@f‘yﬁﬁ. jpai r ed
with several user unit's. Tts nenory has a zone to store a group of pairing
keys, ead$ admyiniséeneg g dloe iopieeatingp cehiee, dbith Hecides do acodpt rorakefudecthiser
unit. In this [, .duri each caonnection of such, a dule in,a user unit
the 25 | maing.| B¢ ISRy Be Seavestic reaemPeRiedaY dale plawgaitoe dentigation of
Lhe Key (! theStws RiGinhts stich s AALR! Sor ShuiBekd I6€ WkapldPRikgn be
According to one enbodi nent, the user unit can equally have a pairing keys
zone and ateeonpanidd byfdata coanening fie éatationrofstbeernit, data wbitaineddyudther 4
This single key can be nerated in er al s. It can he ner at ed by
the oper PPARF-denerambiedne calaiobel Ahile iyt el the addressth AS rPEUXon, wel |
understood in encrypted form This key is transmtted to the security

nodul e uBygarifgeksy Wt ukdersRinabs isyhetetiealodd aggmirticHl 8@yl fr &emplecqr di ng
to known procedures. 5 Another neans of obtaining this specific key is to
gener at e AUblisi @hér priviatehkeksér theiletter caset the treer fallpwing) pasesrmpiirbeal | y
in egﬁh ﬁ:{regé}ﬁgﬁ. el enments, the conbination thus formng the key. In one
enbodi ne 0 e nethod of the invention, the request to the operating
centre is acconpanied not only by the identifying data of the couple user
10 uni t/ seedch tpartudinhriseist trad swobpublive addt privatapkeysedThe domempaldatiogs
menory zaone, Ffithat is including all the previous pairi nlg%h The operating
centre cdAw@ th%?ﬁhﬁypﬁﬁa@rqug@élnxﬁ@hwm ¥ra8d plam dgervirted By the t he
user unitsihte F@}s aut hori sed, and according to the order of the requests.
In this y, It a security nodul e has been cl oned, when this cloned nodul e
15 demands to be paired with a user unit, the data transmtted to the

oper at i ng e=mit part containsnome of the puldic anprivadé keysydnwinel ditestionf ther data wibh

th f the origipal .mdule. Th t tre, due to this fact, h
roand5 orbd SRR By theetbfic ka arohbeB v Ea i e bvaS Kel3pH3R Ihe g
cent re vidthopefeetor! i Batd hRI eAbrpRiP by!tAB VGRS theYidiy ekDdBgpiRPby Uni

B. If the cloning of an authentic "card has been operated on a | arge
the public key.

- each part contains the public key of the other part and its private key. The data

are encrypted by the public key of the other part and decrypted by its own private
20 key.

It should be noted that a security module can be paired with several user units. Its
memory has a zone to store a group of pairing keys, each key being associated to
the identification number of the user unit.

In this way, during each connection of such a module in a user unit the
25 initialisation protocol includes the mutual recognition and use of the key (or keys)
specific to the couple user unit/security module.

According to one embodiment, the user unit can equally have a pairing keys zone
and due to this fact can be paired with several security modules.



scal e, the next cloned card, having the same user identification,
requesting the pairing wwth a new user unit C, the operating centre wl|l
not find any trace of a previous pairi with the user unit B. This
indication will allow to detect an attenpt of fraud and to react in
Furthernore, if the er of the authentic 25 c

oMo eI St (ke Carh bepEp iR Soveta K Joa) b BeRREtEl PXdne not

contain & aétfer@cé‘erﬂf? %H& tHs{h‘sk ifte@Ufithl ihe Wﬁﬁ%}ahﬂﬂ)r&%ﬂbﬁﬁwﬁl uhdeRitoSE it he

pairing, en w provoke the conplete Dlocking of this security
nmodul e. encBypBidfavB. IThig\kpyiis tragsmittexgtontbet seoerityoohodatenesing arsearnyptign
nodul e and, a . user unit, the |latter havin i -directional conmunication
Teans w SRtabisREd atPpiding Be sBSEh 4T A-BRrdng ¥ KAGHBMGediBRE: ot o -
detecting by the user unit if the connected security nodule is paired with
it, -5if Arothér means of BdtainingitRidsspRRIfIc Ky ikay gepefdtbiiCeitiertinthe aséd enitiser
unit/security nodule to encrypt the exchanged data, - if it is not so,

request i 94 infilee GesuEty mgdulener pattiadly dutaashi efathesn alemgats, the taenmbination

security : i guest being acconpani ed by the identifications of
t he user tﬁ@?w@r\%é pLeZké}gcuri ty nodule, - verifying by the operating centre

the conformty of this pairing request and transmtting the result to the
user uni tin one émbbedimenthof theatmetimod of ghe dmventishakie sdnuest do theioperating

uni que to the couple user unit/security mpdul e to encrypt . the exchanged

it a2 Anie: Rodkemmad, s on: RY e, IANIEYBg; 8@ B WRacouRe SR 1 ng
key kg ei ; | § € eV LT
asynﬁetri@% e&ég?ﬁ?ﬂhk& Bmaait ﬁ%gybae,cgger g?tr?gé(ty%%? (rﬁrfdihééﬁégtn%cwgr ac ezr0 ?‘%’ed in
that it doaissindudingslldhe pgevious bairmgsurity nodul e the pairing key with the
identification of the user unit. 4. A nethod according to Clains 1 to 3,

characterdsed in.,that it consists i ransmtting the data of the preyious
bai 1 ngs W6 PREBEr ety SBBAbRR Vel thal T Soelity,MRgh Bed heatorRied, ¢he
i mage of i iheruednRaiit hADAUMBHSEH adrRTadddrlinge tHe drdédsithe fre§@édton of

this security nmodule. 5. A nmethod according to Clains 1 to 4, characterised

in that the pairing key is generated in the operating centre and is
transm t tedhiso waye ifigeseawity aedule hagebert plonsd, nwhen ehish clonedy prastile or m

U i e T

them 7. obnaeirtiogl tivs peevious pairingsywillfbe diffepertvicothdsel ofi the, origiealanbdolesed i n
that the _user unit is a nobjle phone and the security nodule is a SIMcard.
The operating centre, due to this fact, has means for” identifying the cloned

modules.

In a first time, the operating centre will accept the pairing of this cloned card with a
20 new user unit B. If the cloning of an authentic card has been operated on a large
scale, the next cloned card, having the same user identification, requesting the
pairing with a new user unit C, the operating centre will not find any trace of a
previous pairing with the user unit B. This indication will allow to detect an attempt
of fraud and to react in consequence. Furthermore, if the user of the authentic
25 card wants to use it with a new unit D, the pairing data transmitted by this module
will not contain any trace of the unit C and the operating centre will refuse the
pairing, and even will provoke the complete blocking of this security module.
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module to encrypt the exchanged data,

- if it is not so, requesting the operating centre the authorisation to pair with this
security module, this request being accompanied by the identifications of the user
unit and the security module,

- verifying by the operating centre the conformity of this pairing request and
transmitting the result to the user unit,

- if the authorisation is given, establishing a paring key unique to the couple user
unit/security module to encrypt the exchanged data.

2. A method according to Claim 1, characterised in that the pairing key is

either a symmetrical key, or an asymmetrical key, or a pair of asymmetrical keys.

3. A method according to Claim 1 or 2, characterised in that it consists in
storing in the security module the pairing key with the identification of the user

unit.

4, A method according to Claims 1 to 3, characterised in that it consists in
transmitting the data of the previous pairings to the operating centre, the latter
verifying these data with the image of authorised pairings associated with the user
identification of this security module.

5. A method according to Claims 1 to 4, characterised in that the pairing key is
generated in the operating centre and is transmitted to the user unit and to the
security module in encrypted form.
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