DYNAM C LOAD BALANCFNG FOR LAYER-2 LI NK
AGGREGATI ONDYNAM C LOAD BALANCI NG FOR LAYER-2 LI NK
WASBBREEATI ON COPYRI GHT NOTI CE [ 0001 ] A portion BET/AURB®08/064600
di scl osure of this patent docunent contains materia
that is subject to copyright protection. The copyri ght
owner has no objection to the facsim |l e reproduction
by anyone of the patent docunment or the patent
di sclosure, as it appears in the Patent and Tradenark
Ofice patent files or records, but otherw se reserves
all copyright rights whatsoever. FIELD OF THE
| NVENTI ON [ 0002] This application related to data
conmuni cations and nore particularly to | oad bal anci ng
I n data communications via networks such as wirel ess
comruni cati on networ ks. BACKGROUND [ 0003] Dat a
conmuni cati on network architectures often have a
| ayered structure designed for conmunication
protocols, such as TCP/IP (transm ssion contro
protocol /I nternet protocol), OSI (open systens
i nt erconnection) and SNA (system network
architecture), which inplenment the protocol stack
Wth such | ayered structure, the protocols enable an
entity in one host to interact wwth a correspondi ng
entity at the sane layer in a renote host. The TCP/IP
protocol, for exanple, is a set of communi cation
protocol s that includes | ower-layer protocols (such as
TCP and | P) and upper-1layer protocols for applications
such as electronic mail, termnal emulation, and file
transfer. TCP/IP can be used to communi cate across any
set of interconnected networks, LAN and WAN. The OSI
reference nodel (also referred to as the OSI nodel) is
an RYNAMIC LAADBAPANGINGFOR hANER-K LYK sAYGGREGATIONed
into layers. Wthin each |ayer, one or nore entities
i nplement its functionality. According to the QS
nodel , each entity interacts directly with the |ayer
i mredi ately beneath it, and provides facilities for
use by the | ayer above it. (0004JAlt hough the protoco
stack may be different for each protocol, we
genetically refer to the | ower protocol |ayers as
| ayer-2 and layer- 1, respectively. The | owest |ayer
in thestack is layer- 1 (or physical layer as it is
also referred to). The physical |ayer provides the
functional and procedural neans for defining all the
el ectrical and physical specifications for
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devices as well as for establishing and term nating
connections to conmruni cati on nedi uns on the network.

Wo\bwsra44774 | ayer-2 provides a forwardi ng domai PCT/IIS2008/064600
whi ch devi ces such as bridges and sw tches operate.

or QRSN K RV R e LRI e aion

entities and to detect and possibly correct errors
that may occur in the physical |ayer. [0005]For

i ncreased bandwi dth and avail ability of conmunication
channel s between nodes (e.g., switches and stations),
l'ink aggregation or trunking is a method of grouping

CcopPYRIgETOROTIEEWOr Kk |inks into a single |ogical Iink,
i.e., asingle transport channel (according to I EEE

standard 802.3ad). Wth |link aggregation, it is
d88Q11p| rortien phibe ébﬁé}@s‘é@[@éé}ilﬁ patet doowmeni wataigrmaterial that is subject

to cop%!%ggﬁtécgt ﬁt WhHE IEOI{;SR- ﬁérr}%s %JQ olbbeIc toetE egxgg e reproductxon by

er net ogy

anyondatfitbe pattntcloon@ent @nlse p‘zaéht kiesc@rsoreparit & eiaﬂthQﬁé Batent and Trademark
to create resilient and redundant

bandwidt h, a
Office BRRL ISP ssidil oGl e Rl RORDIEIHY riglts Hrhoisoger.
provi des data rates of 10 Mops, 100 Mops and 1000 Mops
i nj.ng hi gher capacity (e.g., 10000 Mops)
FIELD?&&Q“&SBY@@&?#@H al l ows grouping of 10 Iinks; and
where factors often (10) are excessive, |ink

00D 23 Tks iapplic@Bn PEIAXed BeddtE r
Iall nkzg W ta (13I| ffgr ent rat ets &?%gigﬁ&sea?iﬁﬁorgﬁ)aﬁfcgtéﬂ'ﬁ&1oad

balanciggn dejacpmmusinstipes vis agtwonkssuch ey winelgse sorofudimation networks.
conmuni cations, including transport channel, Ethernet
ort and the Iike. Layer-2 li.nk aggregation uses

BACKGREYNP patterns or features of data traffic. Exanples
of such patterns are destination and source addresses

on : B?t) M&?ﬁr&lﬁgca'n gt%]ogl? %%ﬁlt%g {)ﬁg} #}?Vg aﬁa&red structure designed

for contratirdcationgretotdl, csubm a$ DCRAP dirgnsirissi@y@ntrd] hioRdcol/Internet protocol),
gregation operations, therefore making It desirable

OSI (oped Sysigms AntgrePRRgtipRARd SN A hvisteyn %weﬂfearclsmm“[m@omlement
the prot¥@bl s@é& PR i B et

P Doos e, exan”p e% 8(? ﬁ?ﬁﬁﬁ RhE éﬁo@écg{l/glwééﬁgfe a% n% fmr_oéllg host to
mteractt\h@h pummcssendmg bmaylanﬂrersame rha)as 1rs:hmmotahﬁbtbl' l&ﬂﬂt}?/ﬂ) protocol for

herei.n the ex rﬁp ary g‘oodl ments include

exampl ﬁ,elf ﬁ 88& ﬁaménngglgmprotooo that includes lower-layer protocols (such as TCP
and IP) and upper-layer protocols for applications such as electronic mail, terminal emulation,
and file transfer. TCP/IP can be used to communicate across any set of interconnected networks,
LAN and WAN. The OSI reference model (also referred to as the OSI model) is an abstract
description of a networking system divided into layers. Within each layer, one or more entities

implement its functionality. According to the OSI model, each entity interacts directly with the

layer immediately beneath it, and provides facilities for use by the layer above it.

[0004] Although the protocol stack may be different for each protocol, we generically

refer to the lower protocol layers as layer-2 and layer-1, respectively. The lowest layer in the
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f O00SJOne enbodi ment is a nethod for providing dynamc
| oad bal ancing in a data conmmuni cati ons system Such

woredokodi7nmay i ncl ude creating a |ink aggregati oPCUS29P8/064600
i n a dataconmuni cat i ons system with a plurality of

s BB 508 1 L OB R RGeSy

functloaggztrﬁigﬂbdzddnrﬂ hedaps f(ﬁr definingdllile e6etttaliang phVacAlspERfi&tions for
0 pluraljt physical links into a single
devices 6@?"6‘2 ps fqrﬁkta\vler%lr&gﬁ*r@stgn@ramg FRECHONA fRiceraguaicaigon mediums on

the net\w@ﬂl lJ’ﬂ)’%v@lltl Pdg/élt b ?3 (ﬁes aﬁ@rvbdrﬁ%ﬁg?i%%aﬁgﬁxt\bﬁgh qEALR s%cl?as bridges

I'i nk aggr égat eys eac BeIng: assi
and SWM&@ qparaté. dinatis, bya—bf)rothhs ﬁityfhhaainal axf&mote’dutéﬂ endahglk) transfer

regation gr.oup.. Th further include
data b GRAOR s 8 Pa & iRt GBI cartoet Grors de Tow g in the
physicalilijeraggr egati on keys, and perform ng dynam c | oad
bal anci ng based on the data rates and capacities of

t[h@%h&ﬁh@&hse’d' DAk &width hitBayal 1Rk 1iROS c%%ﬁhxﬂ@at%%gnnclst ?}etween

0009] Various aspects and attri‘butes nay a
nodes (egr esjoichep adegsationsh déinkppgegationcadrupkingris i ng:thmiyof grouping physical

networg %l{y g}?o Q?m € loééalclt%ﬂ(gl % 0% gll%gf at t y%&?kﬁ‘écoédlf’g IAEEE

standatdr&t))a 3a6)s a¢itiatiakl apgrefation, € gy @ﬁ&btﬁtﬁﬁﬁdre&%%ﬁﬁdcﬁ of k&hHRinication
UI re nmonitoring the egress buffer overil ow

channe& “F’ﬁiés By A& thed hashktheaichandg ‘ﬁ@ahiéﬁth%t ieplnology. Two or more
Gi gablmﬂ%xtn‘é{ é&ﬁe&t‘fcﬁfsfc‘aﬁ bk gﬁﬁge@ﬁ)s greg& ﬁ@cﬁh da%tdq% 3Ndte resilient and

accunmul ating the or ca
redundantdinks. Sthsladd local arf:zt netwyprki (rw‘LM)iec}nmﬂngymmwgesf ddta rates of 10 Mbps

o T o R T Bc TAH Rt oni
allows gwil?mg%f l10athkB2drAnehe@ fickord bf ©F ‘?f@%e é—ﬂﬁss‘?w 'i‘lﬂﬁ \%ﬁ%ﬁ%ﬁatlon can

I nc failure or recovery of physi cal
providg iatanmedipie rdiey by Sromwing 111@@rve1§5dlﬁfat@at tagesy emal n| ng one or
nore of the physical links in the |link aggregation

| te to _
S s S TRV P o
includingtraispomn ghmfmel d?c‘th«tmet@o@ﬁ‘anﬁhlﬁac Ty $Ja9@‘|-2 Llhlﬂ Kggreghtiizb?l fﬁlsﬁs spec1al
Thus, one of the

bal anci n rov nefi ci al
patterny, Pt A0 b re e FReRD W@S%@%@g&m@geww
address%ﬁfbh% MR@%@qP 'aﬁdxlebsrég (ARAGh A LR %ﬁgg g patterns can make

condi tions, such as | oss of one or nore
traffic daCb*pﬂlwmﬁtB dlﬁ?mblt torhahdls $n Gifyesy hiok amgz&tanmpehﬁbm& glferefore making

so.trigger dynam c | oad bal anci ng
it deSIra\?@ﬁe{é Rgv ggg’\%?rga %{d g?lgrffé“%?°%? ®conbi nation with |ink
capacity inbal ance. [OOO QJEgress data regularly
SUMM{x?@LUdeS a plurality of frames each of which having

[0007]Various embodiments of the present invention are possible, examples of which are
provided herein. For the purpose of the invention as shown and broadly described herein the

exemplary embodiments include a method and a system.

[0008]One embodiment is a method for providing dynamic load balancing in a data

communications system. Such method may include creating a link aggregation group in a data
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payl oad and identifying information based on which a
respective key value is calculated and as to each of
wabiosh447me data rate is derived. It may be posBCDIUS2008/064600
that the set of |ink aggregation keys is part of a
[ i keys, ayailahle.in the
comn 8RS0, Oy b HFAOBE B0 Do Y bl Aok i o

transporitiglegess dateat angpart ﬂiewoﬁlTHeMirmfag@i‘dgKti@ggﬁoﬁ? i@io ff}o‘i’x&g(}i/ by combining

gr oups.., each bei all ocated a |ink aggrega

two oRRECAT Uhg BTAEC! Bigisal itksapo Avbralelnaical fiok Grdssns dite. The
thodirhds, AGDMERAE hABCH - LRed R Wk Bl ot
e pﬁ% cal Tink. [ B B@r%i“%??%’??%%?‘ b0l & 581k daBlegation keys
each of axhidehepingebsignehtd 4 partigulamdrerafabd physicAt Bekestinmigd Nnk ddpRegation
I Vi te .1 nclude, cal cul ating.a key val ue from )

oo B8 PR IR B0 2 ke valve fopm T
aggregatioh Reys, ek p&GGHEgad Yk R bhRntiAg ba&ld ANHe data rates and capacities

C Iculgtlng the data rate for one of the li1nk
of the aglj%*@é pkoin theligk peerogdtion erowe. key val ue is a match.

The identifying information may include source and
d9PPIVarioyn asngets @nd ekiribuerdmanepiy epthefforgbing|stps.nGhé hgnamic load

B R T e A —
may incbudg.a, fraved dveprassociatedByith e@sgress it beaMbwhitdtsd aRf re§@ed

. of t Ee sour CL§, and %est i nation MAC addr essza. [00012] The
monitqryE B SFERG T PHeTIaehh Thedynamig lgadbaleneing rawsnclbge
monitdrBBSfEe RS bAed bR %@re‘s@&at? 984 m"ﬁ%‘gd?ﬁ“??% ?%/tg r&tgﬁefo? Igztinlﬁ%l ating the

The step of initially assigning t Si ca
traffic jqpdg;ins if mak inslpsieanertiiooing gorahipngas dh date sothinwinddanigns fistem
.set . ipk . i i nto. , With h
R R R R T
triggeraQ) IR @Ak nieB)iBiculld RiilireRGBesveBssta AR AR ﬁﬁicp Qesult in
. each subset to one of the physical links in the [i ik
diversign gf egjgts dsin (grremginingrene arimara of thegihysinaldinksay thedink aggregation
' r chpsen. of fset of th tart .
wroun SIREAGHRUL LA el PP SORSRTLNLSEEh Bl LSy o
any reragiging@at ioo mokeyEthie physied liyka shgnrRdodPb AR PR Eﬁﬁfle beneficial.
Th |InE ng¥b§.m5|%hted based on the capacity of suc _
us, Qs thegondtiors theh Ry tiigger dypamic dogdddprsinizaneemdjserargred is link
it G bdesd i 4N, i i evys from,one .
i 00 SRk s BB SORHIO RIS AL Moo
or loss pHsynshronizdtiog betyweanswchl femeshmlag alsb ngggd dgaimic load balancing when
nications .is.also sible a plurality of

- co . 0 e Wt
dlscoversﬁxggro&lglor iR FQabination Wd& ﬁgl? FIRRCHY “B‘MB%‘?C@&I | i nks may
i nel W rel ess communi cation |inks. Each physical
|[ﬁ“ﬁwﬂ§g‘ fﬁ%‘@%@&“‘ﬁﬁi’ Hekudea e plugality of frames penht afivghidlyhadsg its own
ayload@fdBid&fti iRRhatidleh | EPERudlE,
pay conf | urfzgﬂé al ! rre?rber Sa%g(i O% -I\;}ﬁ?chpﬂ)é%e%ﬁl/e Lé}pvzﬁue 1s calculated and as
to each of which the data rate is derived. It may be possible that the set of link aggregation keys
is part of a larger group of link aggregation keys available in the data communications system,
wherein the method includes creating a plurality of link aggregation groups, each being allocated

a link aggregation key subset from the larger group. Moreover, more than one link aggregation

key may be assigned to a particular physical link.
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i nk aggregation group in order to increase capacity.

Such system may include a switch (or another routing
waleasaet77col | ectively referred to as "sw tch")PCT82008/064600

switch may include |ogic and storage operatively

. t in the storage enbodies .
DU e S D ORGP EL PRSP Aceorinly
the derivigg step emaghyinendcalldatii@n keyWatuesSidrh €Y identdyirgdh®%Sation,
datag to thF plurality of physical |inks based on
ComPaEH%ﬂ&é%?YiVﬁ ugdp she links daereeaiprikesan e eonut wlailatnesthe datarate for

one of Il 3k opalife kMRS wHIHEMRE KBS v AHERI £ afch. Wb B8R formation
T nE g Ee’menlb d"6n

id
rates for "each of the aggregati on ys base
may inglyde seurdasr dagnat@inl addssssea, amirthe step w6 dalbelaticiahiekdy value may

. obtain.the data rates fro engi ne and, in. response

inctud Gty FisE ek iofeh A RO B ARG e Teg i aadresses (e.g.

betwedBal- AISH (Mhst figﬁiﬁbé&'b‘i&gﬁ@f dafiR85ihe Bbitge hiEddstiAktion MAC address).
aggregation keys and interfacing with the switch to

MBOFRETRALE SalaRARS idcRERE{Hi G4 M&d; éﬂﬂemt?@l@o»@{&gﬁ;ﬁ%ﬁ{%ﬁ}r@eﬂt of the

i'nclude performancé counters and thecontro
link aggreaptéqralayy i BietsgiarTae Istep of initulbf assighing, theth¢o phgsicaé linlss in the link

Jr t | ri he data rates f.rom egress
semesht D50 AT 0 60t 1B Al Bl BB 5 s
divisioni@nthg b kentiamugbldk bf litk agge@giah keps WakiS: eadlh SuRBY hitPassigning

« further i cl,uaj, table jn which the data rate for
each subsiito gne p bejppgic 3@%& F 6k RegFeEAtoN PR dihgdpitialmssignment may
be chardWekiS&H By Rim@bnYy dH¥sbAGES l@f &@%fai?tr of @Eh E%{t%ilfs?ﬂ@}bé‘k The number

and, therefore, the control nodul e may
of link aglgrnegathntksysrinitiallyr assiigaediofdaeln physicabliek flagweonsighttd based on the

: [ [ he . i ¢ |.0ad bal ing. . .
copnci g SRR SRS R Rl SRR AR Pigin
link aggdepatidiUtess fivRy o SBs@pPhioth@. t he system [00015] These

and ot her features, aspects and advantages of the

PORASTAN ERYEHiAN oM é}lstéﬂ?ﬁﬁgﬁ)\j?ﬁhg %gmﬂﬂfé%eﬁf Ofhci PSP data
the description herei'n, appended ¢l ains, and
commugésati apsis i sagodsiblgiwitisa plordiiey ebphysicaliesior Theplurdi®y Efphysical links

oy o TTL A T, SRS L 015 e accomanid o,

transpoP@igl egéssldaiaSoraRG Phit ileréd fODhd pHydRET RUIQ AYEEHIYRr&BRSRdbers of a
of the invention and together wth the description,

link aggregafontgsowx s QIrer tpircrenst fanasities Susesteremag drphetei sewtitch (or
: T ef id| - henused throughout the.
s P08 L ELONEASRYUTHE B . Ly LR RNk Wi
storage[opeativ¢liFicgupled tohedch lotist, valicesin shdD6ra@E efiGb@iaPplogram code which
_Et her net datha access card) { ink _ o
operatively interacts with the logic to dynamically configure switching of egress data to the

plurality of physical links based on changes in data traffic conditions.

[00014]Such system preferably includes an engine adapted to monitor data rates for each
of the link aggregation keys based on egress data, as well as, a control module adapted to obtain
the data rates from the engine and, in response to load imbalance conditions, perform dynamic
load balancing that includes reassigning the link aggregation keys and interfacing with the switch

to manage address/port reconfiguration. The engine may include performance counters and the
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aggregation environnment. [O00GL8] Figure IB is a diagram

that shows a |ink aggregation configuration using two
WORESEES7at each end that coul d be i npl enent edP@IUS2008/064600

Eclipse(tm) platform [00019]Figure 2A is a block

contrcf! i—:ﬂ%){\?erﬂfs ?)pe%}da SOft\EI)VAIC?A%SS? g’ggga@mhq( %\%t}eeloxlsil sget( é&%ted to derive

the dafaQ@f2 (ﬁ]onFegHﬁs&iai’aBby GaléulBiCikeydiaAls 3R ﬁfatc% {refero
gure 2C is a bl ock gﬁg ram o 1%%§¥Lba§3%0fme

1JF
3351gnﬁ$g8é§§$rlﬁ§at%@ﬂé Wetﬂﬁlgfr@myr @f‘g@t‘é@ﬁvﬂ@ﬁ todphedinl winikh the data rate for
each o@%lﬁ%&%&?&aﬁ@ﬂ KEALS « rg‘?;gh&% s()vutg %}?ﬁp 21@/ 5§H§%a]buffer for egress

ure I's a state ram denons
data ahdy alderb%)ka theeecdntiod) g@dul&gna?)x/lm’lﬁl&hmap‘@ﬂ ité) ehodnter theYuffer for overflow

con S R RO B G50, GRS, 2NEL D LSO
aforentiiBRed is%&d:t@ Gnd@a@yNAL rﬁa;l' LK B9 E@@l@%gt Qfmkey

redi stribution upon failure or restoration of a link

B e e e oo Rl R R ivgyption win

becomg better widerstneahfeomdlti destiiptiondendin gupperiled dams) dndkiccompanying
n, W th.dynam c | oad bal anci ng. DETAI LED
dram@%%:ﬁ%%%%qef‘ﬁﬁ) 5] The follow ng description is
provided in the context of this particular Application
equi rements to enable a
BRHHJBEsggﬁﬁ éﬁigﬂ§12§ngﬁﬁﬁ£the art to nake and use

the |nvent|on Various nodifications to the

eldDoLh] The h&:odq&nym@@l@hvﬂﬁgs WhoMard irtoBRE S irﬁa@%ngtnﬁte a part of
rinciples defined herein may be applied t

rjic
this SP?%@%@%@“%%Y% aEneRtE R Shainyension and pegetlien g/ltﬂlrtbﬂdwueptlon
serve t8 Rkplhfn i&HIRENEE Whelh& dgﬂV@rp dt We 8;1[;9%1 ?eferelli]cee RISl be used

invention Is to be accorded t

throughen ghesdrewingsito hefeihte the sancd @i 1ds, elérﬁaﬁ:ur es and t eachi ngs
di scl osed herein. [00026] The present invention is
HA8®T | Fignreplk illusaatet b® AOEE WGighbinEiHRalet Y QBceds bdrBflink

ation can be used in substantially all types of
agg‘eg%g‘%\ﬂ‘?ﬁregﬂe{%s Moreover, |ink aggregation, which is
deﬁmgned to increase |ink avai l ability and bandw dt h
HROAUISEH guigo B g a dingramethet showsie binkl aggregatmnoanfi gui"atmmpsmg two

DAC- @soéa'egm éda tﬂgtt RN EBe TliAEmYRE S hS BB SPRLA LG, | T ks,

can
[00019]Figure 2A is a block diagram showing a DAC-GE in the INU (intelligent node

unit) of a node in a wireless communication system.
[00020]Figure 2B is a block diagram of a DAC-GE.

[00021]Figure 2C is a block diagram of an FPGA-based processing engine with failure

detection and link aggregation key rate monitoring functions.

[00022]Figure 3A is a state diagram demonstrating dynamic load balance tri ggering

events monitoring and key distribution upon detecting load balancing triggering event.
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to facilitate redundancy and traffic |oad bal anci ng.
Thus, layer-2 link aggregation is a proper platform

wo orosaddressi ng redundancy and | oad bal anci ng. PCT/US2008/064600
[ 00027] Redundancy i s obtained, when a link fails, by

' ' the.failed.link traffic to other [links of .

CIOEES B IF i § aar B g0 i B bty e egasRatiopye
redistribotib € Dpsreduneas rEhafiaeds § IR r¥datioh MeenS@ B Hi @0maRbrecede

link-aqgregated port, even though such frames may cone
dynamiq lgad Bilppeint physical |inks. Load bal anci ng

distributes traffic | oad nore evenly anong the

P34 Figurq hiwwsAbe anclitenging of dma Mlicrdvorvs rixdib dink icngfigurable for
. f . ' ion is a preferred | oad
fink agﬁgﬁrgé‘\!ﬁ@.y%*éﬁiﬁé"ggéﬁg?‘%ﬁ%ﬁ‘}gous enbodi nents of the

present invention. [00028] As noted, generally, in a

DETAﬁyé%ﬁjﬁé@éﬁT%ﬁr -end and far-end (transrnit-receive)
SWtchés co

nnected to each other via a plurality of
physi cal |inks, |ink aggregation conbines the
(D00 28] They fodlo wirpyddscidptidni i o vixkidvie elfe Suedxt SMHIChaEculat Qpplication

si.ngl e l.ogical. link. Th hysi cal .1inks so._combi ned,
for Letfesy patgng Wkgéw@wmsaﬂ e@?%égﬁ DEsARp PingRy s¥illam e a5t to make and
use the Li%%eﬂrt]ﬂ'oﬁk 8/ atidu@midBIHReH o to iEdACa dikand JBRABES aﬂ’c{(sﬂo% are possible

1as a set of one or nore |ink aggregation keys
and thq geRere pringiplgs dpfjned hestiamsd beapplied tortheselrod otter émbodiments without

. ' ' i.nks.,. it ch .
i 5 X BRSPS AR AL Y RS AR R

accorded the veidesh scoprizensibtbmtieitintde @oihciphis NG aturdsGindltyachlng® dRtRbed herein.
a subset of the avail abl e LAGKs. Each LA al | ocat ed
link.seryes as a guide for switchin

t i cal \ .
(B dhel TN prE ey vBidh s f e e B hetpen abipn ahigger-2 link
aggreght®0A8]esc® m&@ntiﬁly@IH&%ﬁom&cﬁxﬁg %r§§%hlirﬂ§

he Eclipse(tn) mcrowave p orm by Harris Stratex
aggregpieanwpthial, is dasignedNb imdreast lihk aval@bilitaynd bppldevidthtbebwerk two switches

ati o two .r.adi.o |.inks at 155 S .
and to {0 AL Rlle oo RoBR P g B s EnIRRR garali inks, can be used
to facil{tht®tleduneidyhn@naffitNdad salsHABL SHIRY, la&ér%liﬁggﬁ@g?a&ibﬁms Ohroper
wo radio l'inks can achi eve a total bandw of 3 11

t : ,
platformydpeaddressingrpdupdancy addpadsalgeingvbps bandwi dt h t he
link aggregation may use two | NUs, each one having two
1o 2Vbbesdundaticy i$ phthwed, Tieentadinkl fillls byahvdrting thekfeideddinihtraffic to

.eac ther via respectivye.user ports..[00030] A | ayer -
other RFY 1 5K b Pl SRS TRt s Al s e Banernc
frames FRGth® s&i® [ogiBal BHICBg@SgdtOEpdzt levBSBOLEA sud frdindshBay come from
. dynani ¢ | oad bal ancing as described herein. Typically,
differengphysical links. Load balancing distributes traffic load more evenly among the multiple
links. Accordingly, dynamic load balancing for layer-2 link aggregation is a preferred load

balancing approach in various embodiments of the present invention.

[00028]As noted, generally, in a system with near-end and far-end (transmit-receive)
switches connected to each other via a plurality of physical links, link aggregation combines the
plurality of physical links between such switches into a single logical link. The physical links so

combined, form a link aggregation group (LAG) in which each of its links is a member of the
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al gorithm for dynam c | oad bal ancing can be applied to

link aggregation in a data access card (DAC). For
we@2@spie74 t he af orenenti oned Eclipse(tmnm) m cr oMEmES2008/064600

platformmay apply an al gorithmfor dynam c |oad

' t ernet dat.a, access.
LA, PRICRERSG ditn A e R Fins Eh s AEERani b L.AGKY
uniquelyngloepedted. invthagverds,iar xﬂblﬂaht')yef phy§idalamks befvben two ﬁthches (e.g.

bl t FPGA conmbi nation wt
Ethemg‘rr%gﬁ?ggga %%gqfag‘ﬂgd g‘%ﬂgu raeingle Lﬁdﬁgtﬂi aﬂ@anbﬂ@r&hbnenkbemg
uniqueRSSIRIRN 2 Qb &R B fHRATEMbie LRQ:Q@&]'%& ER%&( #ﬁ%ﬁ% t&physwal link

aggregati on environnent, user
serves ps o giide forygwitchinigpagkdie withta manlnag kepassucAphysitalginkhe
transmt (TX) side is on the left and the receive (RX)

s{DQKb’.ﬁ]Eomatdp& Bingbﬁowakfh eadd@ £Y68Im, fsalireSthe fE%hg@tr L2 inggrowave
0

latf 8%eft E gvveen the radi os (45, 4
platforigy B Hai e N arRi Sl el NG, evti il amari ok aggregation of
two radib GinKes mMﬁbﬁﬂraﬂshm‘s%n]raMH?g on-ghx\?ﬁﬁ%‘éhtﬁﬁodfe ﬂ‘gﬁv 0. ¥sing one

carried in the op &nsue di recti on
INU asrspgggséad, [ink aagrsgat yofltwo bastid lidks @atacbiese wietal Haatvidtaof 311

[ t y On.the transm
Veps DSBS B ARSI R B s
one haﬁhg ewness Mlﬁmrsdm lhaka They®s TR US vhit 66 1id&%1 Wih @@&Jbther via respective
hysi cal |ink nmenber of the LAG depending on it
userp EEKS (i.e., a packet is routed to a physical I|nk
a designates LAGK that matches its own key). For
tlﬁ‘?@%ﬁ 165 g link 3ggyegption way be fmpledwnigdiime Ilmdl@Wave radio system,

such asHt EERbLAt O Gleilnad %E(fjbil%{cn%a%clelsgrgo Be;?.sf}%mally, an

~deci sions ‘concernrng use
algorithrd 6@3Bhainéc lend balla&dimg canssapplied o BElEERe@fbn in a data access card

S T —.
for dynaid I%Hd HBXn&H%hh@ glghl'ﬁ? b%ﬁae@d&t‘ﬁ‘a&%% Eld ?f) : @2 e

resol ution t a dynam c con lgura
embodienidhdal gpmdinuiay he Wmlalctmems"é in fogid mr@utt:)o Isncﬂmseﬁbld pro grammable

o 1 EROAT) bl OB BRGNSk o

hnkag@%gﬁiﬁeﬂoﬁ&mh&ﬁ,LAGKS (0, 1, , 15). As shown, on the
TX and RX si des, respect i veI y the 16 LACGKs are

PR RO SR AR, 1 S ks o
prov1de(tmgdl)8Eglemet conn;egf)orxgeéssglnangdleftmnsxph)(ﬁ(q aide lig dSlkthE left find the
receweg 5(? si g?]st %apg&»eﬁ Lg&ap, gl%e pac ot ar}ne%aa(x:'g celmax\e/c? rt;ern % t(t) glz,htltg)c(tsween the
radios (45, 47 to 49, 51, respectively) through transport channels that include physical links 1
and 2. The packet frames are carried in the opposite direction when the roles reverse (or possibly
in both directions when both can transmit and receive simultaneously). On the transmit (TX)
side, the user ports 101 receive and forward Ethernet frames via a layer-2 switch 106 to each

physical link member of the LAG, depending on its LAGKs (i.e., a packet is routed to a physical
link with a designates LAGK that matches its own key). For this purpose, a layer-2 switch 106
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LAGK = DVMAC(4 | east significant bits) XOR SMAC{4 hast
significant bits) where DMAC is the destination MAC

wa@dwsess7and SMAC is the source MAC address of P@RUS2008/064600
Et hernet frame (this definition is exenplary and ot her

def i ni RIS 181:€ PP 3 e that. the
may "?Cgucieers“é BB s&%ﬂgd?’ Jz‘i‘l[ng{) ?%Fl\l?‘t%e&eﬂﬂP%@fyewgaﬂames
fromtlaamtdr@uh@,r physical link (switch egress port) nenber
of the LAG (al though each physical Iink may have a

SHES%]’P% ESHE flaine8 carrfBifed HRINLHE dtxloﬁ‘%é({‘a(gr}' i e BNEGeds Qontrol)

In view of the defihition above
dddf@qﬁ‘l‘»qdm tha batihef which switkking dorcernidadbe Hyer-@ lsyvﬁch alaylfurker include a

v}l S S Y0 5 FRSE R RESH R

which ue@rgiovtdsl coretled td ayedh- c%vﬁ:‘é/l(iivﬁﬁ efdh dehfee b¥ing! 13&1t\(ﬂed€by »a particular
or near-end sid a first forwardi

I I
MAC afifkﬁgsg?e 3 this eniraicah thrse ﬁweriém%ﬁbkm LefaKs (B 1 swilSd S shown, on the
X an@‘RrX sids, H%?ed‘t%r 3l 1(6%(3? qlee) dl§ﬂ9&' rg% Ev@%‘é&gt E&GK subset 1

Et her net based on dresses.
(LAGKIs. . d'é):d@gnatedafm‘ fiieysivaldékbly atdolok GRgsubbet 2h & AXGKI 8ES S ., 15)

ut.i on t.a if the ddre
aesisnR84 0 St L BT o, 6 A s il e s
defined fis:t he MAC addresses are not | earned, as in broadcast,
a forwarding decision to carry on with the

m&@KCﬁWMﬁ@%t B niRAR: bi ?%ﬂaS‘MAYJG 20 sjz%wrﬁéant gz’ts)

switch cal cul ates the LAGK for the Ethernet

where BMAE i iR d@%ﬁt@ﬂ %§M%@d?eg9£rﬁﬁ§ﬁ C ibfe SMrdL IDIAtté]%giress of an

forwards the Ethernet frame t user port
Etherngtafranegdhisidafiniion phexsingddry land bth@r dleﬁrinlllthI anspassibde)l or
2) to which a LA matching the cal cul ated LA val ue

HA8033¢Nntepha-ths Huygn% slw(tal @sngn@ﬁ patiRUMBDAGK unlquely to a particular
LAGKs i s dynam

Phys‘c%ld@ﬁ‘gg‘g“ Sar g%%rpg’?fi ROE&%ﬁ HAG &%@OU&‘sea&hmhméalll@kénay have a
subset 6?‘9)!\@1@@% H%QQ&%L bherla @sfﬁh‘seag&%\&%‘?ﬂ 15 vy qug P&ﬂ{)tl&p&ove a

far-end |ayer-2 sw e not require
LAGKsVnmd frbw. anFigheraxigprekes, detenmirdAGeGHi yivalt] m ika@l L ApSekiough which
a(ge%r egation and | oad bal anci ng

se,a li.nk
S“““@?é’&?ﬁﬁ‘fﬁ%?ﬁ%&war di stinct to the near and far-end
ently, the LAXK

SRR b SRSt i A it e T
i . RS G B 58 A AR A i (e
2 sw:tch &aet podtl bt fagrendh(RMGS dejmfiolld revecesbaEthefen fﬂatrl&&aﬁ bantade based
on the MAC addresses. This decision can be made by looking at the address resolution table
(ART) if the MAC addresses (e.g., unicast or multicast DMAC addresses) are learned; and if the
MAC addresses are not learned, as in broadcast, a forwarding decision to carry on with the
broadcasting can be made. Secondarily, the local switch calculates the LAGK for the Ethernet
frame by using its DMAC and SMAC addresses. The switch then forwards the Ethernet frame to
the user port at the far end via the physical link (in this instance 1 or 2) to which a LAGK

matching the calculated LAGK value has been pre-assigned (e.g., programmably). Preferably,
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because the initial assignments of LAGKS may be
programmed wi thout any information on traffic
w@onndily47ons such as traffic statistic or patteP@I/US2008/064600

i nformati on. Moreover, traffic conditions nay change

wWith ti result. in nced traffic | oad. The
the asqngpint RFFARKS 1 B5H g 0o RESi BN otk fenibtiseduydhbe lter
explaifdd@n that directed to another physical link in the

LAG The traffic inbalance and, in turn, overl oaded

F’[IWQSF;] @he LIRS assiBnnfUR e r(e%lf"g <{! Qr?dsﬁ)s—eg&l ﬁwfmo 22 Q%tt:ﬁ are not

overflow or 1ncreased waitlng ays. € case
requirgdrtafbkisgminediic. iFob etamy e, the BAG GE ibubé Edi;mfcﬂ”f may Iuseaalhn]aaggregation

and logsEp e B iy Pl R g R e ol ke igectvels.
Conse&l&inﬂsl ch8 g AIGK tays@% ihddntyset (AR rA¥E AL &Qh @@e&@fswi\@ﬁ%#)%?@Qdmg
configuration by reprogranm ng the switch 10

Ethemﬁ%@ﬁ‘"@?ﬁ traftiréo the pvssipd digks withintheLAG reality, changes
intraffic conditions occur dynam cally and,
t 19893 Yfhen fm@ﬁ@namaiﬁc taaddsl agnme mm Léf(}stmey beA®Ksssary from the start

becaus%tﬂ?éajllﬁl g}aggssg gor it @@@%h é% %téog’t A ﬁﬁw&on on

traffic conditisvs sacly ﬁ@@ﬁﬁﬁb Qtatistic diwﬂttefn 1ﬁforﬁﬂﬂ5m dﬂbﬁbv&[lﬁ'aﬂﬁlbondmons may

chang G Bk Kimsiag A G0A pRoeq GTiscogt FReQE B s toanerphysical link
could lbesheta(/iél' Mlaﬂ@l%ﬁ%%&)éd td m}%ﬁ'gﬁﬁléh@ lihk 11{ e}dﬁ\lggTﬁ@{#%% $mbalance

over head 1S, even n traf
and, mdnmabmrk@dechnlmg:aLMSnmm GABSE ﬂaaxaajloms dnetmlopffes ometflow or

CesS unI t her m such. |.oss .qf
inerea SRR doiR. B3 pekErot i R PER T ieS st 26 i toad can help
mmnoanyekgallocatlon of LAGKs can cause disorder in the
network (links) configuration and possibly nonentary

t[06657]Pre%r§é'lyﬂbh@8alaﬂd"ng3ﬁ RcRies&] B RaSeERAY . AGKY 80 balancing is

synchroni zation | ure” may exist” when traffic i1s
typlcalbemm@wé@ri oy mﬁ“air@rémd ceconblgeratipmhy repregremwiitg theisghitch 107 to

o TR b EARE AT S0 Y LS GRS oy

and, thfefeﬁﬁ‘é%arét%fdbﬂﬁQed@hﬁgbh@ﬁttdﬁhé DACRY shbildbe dlAgnid, me
i nterval of suchdel ays may be very short (less than

400038 Weh uﬂﬁl\éﬁ{ehﬂﬁé £fad ‘Bﬁﬁné’iﬁg %I(?orlﬂﬁﬁ td 5(9'{15\}&1}@91%0 load

require load balancing if it produces synchronrzation
balancingiin hnle as,z{r eg0R9] a\nmnh@rofgomqi@etrcms ingay 4piply. Fnaynsaippé yecause load

d balanC|n provi
balancp ¢ iSrer 8 o oo 6 e @ind AenbFndrF il g
Implendﬂnﬁﬁ @\ft&l’n@ Gvdyre@icde bvérﬁea{@lr EHANE, b (WA trhffRfTBad RSAB8landdd among
rel ated consideration in |nplenent|ng the | oad
LAG nﬁa}bgﬁc 199¢ balageingtnnetmggessry upkess there is a problem such as loss of frames.

This consideration may be important because any reallocation of LAGKSs can cause disorder in
the network (links) configuration and possibly momentary traffic disruption. In one possible
scenario, frame synchronization failure may exist when traftic is redirected from a very crowded
link to one with light traffic. In this case, frames sent via a crowded link may be delayed due to

buffering and arrive later than frames carried by lightly loaded links. The time interval of such
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need to converge into a steady state of traffic
conditions as quickly as possible after a failure is

waledogasse [ 00040 I n one instance, the al gori tPem/i/82008/064600
dynam c | oad bal ancing in Iink aggregation nay be

di vi.ded j al alloc
delays PR Verk 5y O3B 4 Rl osfeo S Goh e reauiv foad
balancBfg it Riprédlce@bynRBRniAfoR failuAKs i ncl udes dividing the
total nunber of avallable LAEKS (e g., Sixteen LAGKS)
| (00939 RS @S csidePdSh (R g
rr[grrbegﬁs of t%e S}_ AG The | ni t| ocat %ﬁﬂg@@ﬁ%&gm is a need to
providgrihe dyeckehtanesizanes pesstbl¢ aﬁftrhaftamet loﬁs)rsrrkscomd gu«mdsr to prevent further
l.ock Al n.the .su usef ul
frame BsQSHR B ATl AT BRI Tine I Dah BkGskad shehgtm may be the
need td mrtvle@e iht8Gkseaalyl sﬁﬁe’:lbf teatfigRYndIRor sistu@ik ] APS AGTLRY df%ed failure is
dx a randonmly chosen of fset of LAGKs subset where the
detectqdni ¢ al position of the contlguous bl ock (subset) of
LACKs is randomy generated software each tinme the
JRPQ401n eperipsiance, M@*@g‘f’éﬁhm }bllamut lpail balaheitig ithienk aggregation
may b{l&ﬁ%&%ﬁ?m&! )l%l s nluaglazﬁﬁgz?t %kofeﬁ’fel{s %ﬁﬁiﬂﬁ#cgmfbalammg

configura ase capaci ’ty

gﬁ%ﬁj’fﬂ% 8%{6]’ 3?1%‘1“%5 ﬁ'ﬁcﬁg 8% L{\&ﬁ@s AgéGﬂgsafggﬁ%rggth ;clg ! en er of
availatlAGACH (ecga,%itsérsLAGKtsmtd) ubssts 0P NA OW 4 :ihd?asga%nM@Qﬁem ;c)o the
s can be

and. with 155 ps) the wei
memb*i(:'ﬁ) H% %&#‘e@ n twgeli fign pf béﬁé(smgy be a}aa@:ﬂ%meﬂ dn thabiuforms
contig®fus B1RRS 8F Pk@&qﬁfth&ﬁ{b tk Oﬁn{ Rrust il & &6&{@}1}@&9 WithM odd or all
af orenenti oned Ecli pse(t or m

even LA, Jhe anitidd LAGKs aﬁechtnon mwchedi;rt(ler dharactbizedtly 4 fandomly chosen
nked

ot B i e e e M B Pacics

randonﬂptgbﬁe’ihte@ B?%&ﬁwaﬁeﬁ@bh B the $wigeds et AQWher E@&xblht is that the
user ports of respective swtches r¥5

numbe{-‘srfg]hﬁ@ﬁs pAipqatgs) fer pachilok W‘@W@tgb@ldé)ﬂ qonﬁgmggmegaaed (Dn lmk capamty.
d |
o 0 SR 0L AL B O g 5

capacitgy wslaakmlxembl%ﬁiﬁ adi AGded cbesine eNwEikler(ohd Witk 3cpi (2x155
respectively, 311 Mps and 155

e rts have,
Mbps) ﬂ/&fﬁ%ﬂﬁl Hkqga%‘w) e waightt pan hegrostisnesdawi dth of the
link aggregation in this exanple is 466 Mops. As
nmenti oned, the assi gnmsnt of LAGKs need not be

t.ha

Y TetTTT dllu as—shpwn m—thi-s exanp 1 ks
aedt ey P Siege

assignnent at the near fnd far-end sw

aqymmess i c (differenyg at each end). | D436 /M IfE 1]
f oregoi ng exanpl e one coul d contenpl afe 't he ’

possibility of building a 12,13, 14)
155 Mbps 5 (15,0,1,2,3)
Total 16

[00042]In Figure 1B, a diagram is shown of a possible configuration for this example on

the aforementioned Eclipse™ platform. This configuration is based on radios (e.g., 45 and 47 at
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"second stage" link aggregation, if the second switch
106 C,Dis configured to set an additional |ink
w@oysegari on (the second switch inside an i nt ePCT/Ys2908/064600

node unit (INU) of the Eclipse(tn) platform.
| .dj econd stage" |ink

Prefer weyer, bujl.djng the
the ﬂe%fg%rde@ rﬁg dggy‘t i e él&krﬁg'eaf&%otglrr YIR &CSPEE e UseTgprts 4 — such
i
o e T e S oy ¢ oW TRELSEERE0E A BN ofromegtive switches
forms ﬁ hbaxdyrﬁ amltéple G’aidosualcmm llrgi qardgatiOy dathie xrismade bndgmg allows two

oA B0 REE1H A 007 L RLVRMEREEEb bl s v

betweepﬁherhﬁéﬂ‘hnl@bﬁ'ﬂieqakd TMp&ﬁ%@b trﬁsﬁe@iﬁ@lﬁ'@ll'l N Ry M I@@SMbps link
maxi mnum data_rate supported by the physical |ink

Capam% émé@\eé%@l Rangwidth of fhsr ikt aggregption iwdhis g3amplegg 466 Mppa. As
mentld'n%g YRS hss é?ﬁnén@@gLR@ Nk ot B %Mtﬁé?cﬂtagg#?s\%n in this example, the

ormation exists read
LAGKsfasegness auﬁredleﬁeﬁdwld ﬁar—amtbsvdtahps duaeymmetxaoddlﬁﬁéreﬁtraaeedhﬂ dnd).
buffer for each physical link (port) of LAG etc. The

nBaoH3 | Foim detfalgbmipiergmpigrons sodldtcanteipat® e pobkasilifPYf building a
emented in the DAC-CGE' s FPGA with a performance

“secongémgpeimlf Beeregationy iKde seqppskaviteh i 9Pep & ?ﬁ?‘%ﬂ’feé tp pet an additional
link aggtigaBbt (tﬁ@Eé&oﬁ@E@n&}i ﬂlsﬂﬁ@ R IntbI® exﬁ%%ﬁe LA I'I\ﬂj) Jﬂé\? E%l gpseTM

I NSt ance, - seconds tine i nterval s.
platforgy). Eﬂ@ﬁerablathwvm auildisg the “sewadwiagh” balc hggrégatioa niaAGEs voided

becasp PPl O BP e T S e B cha mea

bR AP 45 b R e BB R S5 R Ming o
Dynanfi@ (0% bakating s slaanas bmdeatpa;yﬁcar hﬁlk%ﬁﬁécﬁk?deéréy b%fﬂeﬁ%us and

perfornance count ers. or mance coun ers can
egress fafp retgpat b Ga PéﬁSlea&tlelhcrémacriusnfOpn@fm moidys thremtg:enum data rate

suPPOYgd%&E{g% b%gs‘rf‘ aﬁ (IelHrr? i he( %renyégv s ta{rﬂ:glogﬁlg gg‘%ﬁi) aertl‘Lﬁ%er%o a request for
load balarfcingalThe eglescamnas trtfbfmﬁftroh hﬁlsﬁ‘sfhﬂieﬁtﬁ}dmnﬁé §witétoin the form of egress
| 0oadbal anci ng pur poses shoul d be the ultimte radio

used ranpmdropidye o lack g trapsminutips dor qagh physiend link feashitof LAG, etc.
The mé’é{ﬂk Bt ésﬁbﬁ%ﬁhggéerk% dh80 te’%ﬁ $AGKAREFe gle%%t@edl Mhe BAZ.GE’s
an e for

DAC- GE ¢ si ghe a processi it
FPGA pﬂhfaqrmfongaﬁ@e:odmnafdr(ead:}ohd% IThagd cogn@ndme@aranhk lculdent data rate
i,d.channel failure

o Kol Sob LR ST B Satrmer
traffic Mad h@YSiafedRitIOeHCR LI BRSL AGKE NRe 1@% éérgpé?%?ﬁ' \ﬁ:ltt@r the load

al t hough, as shown in Figures 2 2B an
balancipgef erred desi gn

[00045]In the case of link aggregation via chained INUs (chained user ports via bridges),
the foregoing scheme may require hardware support or in-band communication channel to obtain
the chained INU’s LAGK performance counters. The performance counters can be implemented
in an extended bus, proprietary bridge protocol data unit (BPDU) via an Ethernet interface

(issued by the internal CPU of the switch). The virtual link capacity of the chained ports for load
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enpl oys a hardware-assisted inplenmentation in an FPGA

CPLD, ASI C-based processing engine or other logic
w@reosnu47ry (we refer to these inplenentati ons PCT/US2008/064600

collectively as the "FPGA-based processi ng engi ne" or

vt ke BESGEY 5 18 AR B0 L 0

ity ishidMik PR LIS 08B RIGdsed in Figures 2A, 2B and 2C. In
ﬁmamﬁgrtfculgﬁﬁ‘%y;ure g%%is a bl ock di agram showi ng a

ORRE Be150  0ASqPSE BB s ne o

perforinimgthe dpadmicyoddiatlarentgeamd ess Widli Heunter detceibéd, aniliaing rapid channel

., _recover ' ut. c rom,si t hr oughput, provj di ng,
niture e {ROED) o T R e ijl.g_uﬁ%@ns of the
DAC-88Gr&FodstMSAIHRuER, Wshbwa i FPShREBA dBLAII(S R Pr¥fcdred W8sign
ports 101 on one side and with a radi o access card . .
employRAmyrdgBrepissisted implearentation igan EPEhe APLEL AC-Hasedgrocessing engine

i > (] ' nt,. syste C
or o 1o BL ARy KO To BTl FBAL Lo TR SISy
procesging@hgi®s” bi ilpb0 prodessihgendibt)a TDM (tine di vi sion
mul ti pl exi ng) bus 110 provides the backbone through

[ var.i ous cards such_as e no ntrol card, . .
(RS implin i o R DR o P bty S ephiae geine for this
purpode§ H&H@8d # Pig0e8 2200 Blhd 28N dn fpAkhiP TS @R 28 RUSHIHASHi8Eram
controlling access by the various cards including the

showimgneDAE -6 ia tha INY od o 48719 ¥ wireles cogtowrication sypiem. 0@ DAC-GE

. [ i: e - G . 4 . |t unctional ity . .
1nclud|£s§ﬁﬁ6?tg(§/1lald§/ dth%koen?é%e?i%?gl?ée g?tﬁcéx]olngagg rr‘%cf%f“ifyn‘ﬁl ot compm¥msmg
throughggy proaidigy) forliAKndeabe oy diing faﬂtﬁre)respaﬁ&e]tc tﬂ’_ﬁfz.ﬂgleﬁmidCEGE interfaces
with a%ﬁ;{i&%&&&% g)?s’pf‘él? E%dgg%]g(%{slrl&q og];}ng %{c{q@{i vg'fahlla ;Jagl?osécc-erss%ard (RAC)
35 on (RGHREI MR dofs REATRE AT HEL &4/ EudBRILRTOPNANiA £8it mount

ancing control function (including nonitoring t
system shicias tletErdipsait yand Gr@ghblye denkRGAnd Mdrdlessting 60AKEthe INU, a

tabl e 208 and deci ding when to trigger dynamc | oad

TDM %@P%(#en‘&swg)mulpﬁleﬁg% SRSB4 mrovidptthe pagihonpéiropeh whighivgrious cards
0 > G [

such af € b edil AUINRREPRODACE 41 SIRAE 15081 Eorkbbibd) The NeC

includ¢sheeprovdssahl 140G (fEngioness 4 BysBhadter dohrolhiay acapabi the wifious cards

. the r i ni.n ilable earners. The traffic is

mdudlélggl?er}sggi'ggcgf‘g)(ﬁhe switch in the DAG GE card but the
CPU in the NCCcard does the reconfiguration. In other
vmomeAb Retifenkhicih, R HPTA DAC e Y e DA QXIRRBArE Al laMd its

_reconfigured under control of the CPU in the NCC card
functioggkityds Brovisisd tafacditatefthg layere? el egarpgation, LAGK rate (data rate)

monitoring and accumulation, and detection of carrier failures. The CPU 114 in the node control
card (NCC) 21 is operative to perform a data rate monitoring and load balancing control function
(including monitoring the LAGKSs rates accumulated by the FPGA 200 in the LAKG table 208
and deciding when to trigger dynamic load balancing). In response to input from the CPU 114 in
the NCC 21, a processor (e.g., switch logic 107) in the switch is operative to configure and
reconfigure the switch 106 (Figures 1 A,B) to the new capacity of the remaining available

carriers. The traffic is distributed via the switch in the DAC-GE card but the CPU in the NCC -
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etc.) of the FPGA. [00049JNote that there could be

mul ti pl e hops between the particul ar node and ot her
woowes447M t he wi rel ess comuni cati ons system PCT/US2008/064600

Nevert hel ess, the | oad balancing and failure detection

o S B RS, SR T L AP gy

reconﬁ?@ ﬂ%he%@trbpéﬁﬁgm inuhendet ecd b%d &Q@@V&%’b}{ (éﬂgre detection
bal anci ng. Moreover, to be effectiv

etC)OfélthBﬁdul d be deployed in the INU of at |east tvvo of
nodes in such system [00050] As shown in the bl ock
t
PR i 5O ey 3P4 B8 5 g o

nodes ipah¢ wirtRes cdiienioatordssgsres. Notethclrgs, Rlﬁbﬁloﬁ@bhl@hwl@@nd/faﬂure
n trans t buffers 120,

detectigf i SNy %g?lfﬁ@&g&g‘ e 53¢ O e maptirent to da R efih?ps and they
beneﬁ&@@nﬂﬁ@ﬂhtal@ﬂetw%?lg’e&pﬁﬁ&ﬁl faﬁ&‘é d'e{é%@tp ‘I@wv@ﬂ/ &MY 1@9@6&%&%

resol utlontam\g} IS configure

Moreoyait terbeegpectivie t 1‘\6}1@6 %Lﬁ&lgddl’ﬁg @phewqh at the AN e at keast two of

erive fromthemthe LAGKs and data rate and

nodes ’8 Sg?q{)s);SPFg the Ethernet frames fromthe DAC-CGE to a
respective RAC 35A, B via the TDM bus 110. In
jeamojlansewi intthebleck dhagdinrefithe DAE-CIRGAFARZe 2B, the layer-2 switch

f| uredto derlv the DI\/AC nati on MAC 212) )
106 m(gl &l@glc Eferfppgm Sﬁ}a}’?ﬁ“@r %fseedltermg the switch 106

via useEf)&@J at arf: GAsRY iARdnReH HOrrer 42@)(%2%&5@5\5&19&19% 155%21 07 to be

SB (least significant bits) of
routed tmqh@ prapee chanaell A1 21 apesh foransiancet mmm@«emmﬂmmﬂdﬂ@ Then,

the FP&‘:%%OS% ? f%ﬁxgegigtp éré gfc.e%ﬂhfgg {5(?16 §0 u}go%xggoggl 1—:@% 8‘%1?1%% }n orger to derive

from theantie DIACGI(E enbdath tdie 8l foi fokvear@ sk diained fravkss frbmHURKPAC-GE to a
Qup theminto one Eq)pe [ nst ead of the links

t

respectw%rlg‘;ﬁa ShadEpEadENYbys 1 Hn perosdange podeonetambodinery, the EPGA 202

is configsfd t@ﬁex‘x\?ﬂ% 'ﬁM d9§t1 EI i MEE 2f %WMA@ {reﬁrce MAC 214) from
I'ch seghent  goes

egments for swt c ecl si'ons
the inter@ptedi Etherphbtyfsimes anldl m:kf))rm Ak @R olpemhoﬁ on tley £aSBNQeabtosghificant

vis) of FRRFAC Tt SB1R6 0 Bed b PREIC Ainertioned he LpGrcscugutates he

calculaR0e. AGKI & faB0gN @ LACGK data rate table 208. The
second colum of this table includes the data rates

iﬁos?g&&ngﬁnédéﬁ aﬁgvé-‘f‘ﬁéﬁggr:argﬁ?ﬁ)ﬁ if e@3n Abfne- YR 98\%‘? gommumcatlons

ccor
with multiple physxcal links (trunks) to group them into one pipe instead of the links working

independently. For this purpose, the LAGKSs are used as identifiers of Ethernet frames traffic
segments for switching decisions (which segment goes to which physical link) and as tool for
creating load balancing. Thus, in this embodiment, the calculated LAGK is one of 16 possible
LAGKs and it corresponds to one of 16 rows in a LAGK data rate table 208. The second column
of this table includes the data rates for each of the 16 LAGKs. These rates are updated according
to the LAKGs derived from the Ethernet frame traffic.
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to the LAKGs derived fromthe Ethernet frane
traffic.[00052] The information in the LAGK rate table

wQoe®sist7avai | able to the |ink aggregati on | 0adPCT/US2008/064600
bal anci ng control 115 in the TMCC 2 1 which, in this

Sﬂg@g@? @f?rh%tlgal%g m‘sﬁ(ﬁ%?@@? #@ils %ﬁli%iﬁ? othe | fipk aggregation

load bdliiRild dWatrBDOr £Bahe NTd DRGLRA! MNBisRehbeaRhéR) is m@%srelﬁédule
obtains the transmit channel buffer status fromthe

tasked pathgirocesging therdatpstaingrimgtien mpcpificalbn the link agesegition load
t bI
balanc{n cgntwﬂmlén "Nni )) tjgglv beg?énglgﬂrcfgg ocaﬁeéﬁ% {%\éﬁhé ef22 switch

106 ancb il esmbinati@l @itk ehe duea taca@ AGK S 856 inforidatisrafrinahé DAGK rate table it

I mbal anc Turnipng fo noment to e state diagram
can detgrmipe hgivebegipto rpelpwéwfa%?é%nﬁﬁiﬁ% ?lﬂgceéb%{qaepn gSe of a traffic
load lﬂ&mcwxﬁ%grfsr é*&%fhegi t%‘%ﬁ’é’&ﬁﬂe #@mﬁ wggﬁ;«é 5g, i%na%nsté&s
shown, theré Is no bal anci activity as long as
monitoringcentrel (ﬁﬂ@eaﬂyalmcatgeupop érsaovamg‘_ﬂaﬁggmmwem A@rsbewa, there is no

toad baldAelACAdOFy B File o Herd B £5FaRf S et B s B vRER, Glose risgering

event (1 1@ difkadterbd saoi hNYsEOMNiackéts, @Vst@{ﬁtall Yt embhliandco@ther failures, the
bal anci ng task. Upon recovery the systemreaches

load bajaneingcogfrat @ay ﬁ%ﬁ“ﬁ’@? B dosd Relansingleske Upan Eirevery thaugistem reaches
to Fi
steady 3 GRARRns wid BRAGE bather S0 S (R Pfn: ©, 1
| j |
BTG 0, P A SERLOCTI AL BTG e s

balancmg cohtralll 1i5pepioaus detball bhlanciag tak cad oirhplbmented tahham‘nef off ways

of a set . of pro |nstruct|on 0 0%4] I n general
one exereplﬁﬁ thﬁf@* o Yeloin abat enih |t8%?q 4 55t pLisegram
mstmcgpﬁy toring the phyS| cal links in the LAG and traffic
| oad updating. The traffic updating includes detecting
a frame drop (buffer overflow) condition and
h af 1es f
3@Wat eﬁgﬁé%ﬂgg st%!(:) g a%n oagfbfaf:ang’ ?\% g})gson hm incMides monitoring the

physic4tinks or the . AG ahd! d@ﬁicd&zt(ﬁqﬂaﬁ@g mdtalfﬁ@gﬁdahhgﬁndhﬁde@ défecting a
| oad bal anci ng.. Once link overload conditions are

frame dyap Geutfts overflow) sapdiian artaceymylasiag thsoglasesivaili dntasates for
calcula&fx/%?@:ﬁ%?gﬂcﬂﬁ%\’&ﬁﬁqo qerf ﬂoﬁxt@ﬁ&%@&%do%@?t#t&% coadmons that trigger

e capacity to ta ke over
load baﬂz@ﬁﬁ@Spn&&)l‘iﬂk spatiaflicomditiyns dré detpeteiabelbad bglantihpdpscribed above

i nclu programinstryctions for.an initialization
can be g iget Ao G Ers B ATk R 2 YA IS BT (RYEQUFS e of the

load. i N a pseudo-C program as

[00055]More specifically, the proposed algorithm, including program instructions for an
initialization and the dynamic load balancing main loop, is described in a pseudo-C program as
follows:

/************************************************************/
/* A pseudo-"C" program that describes DAC-GE's  */

/* Algorithm of Dynamic Load Balancing for Link Aggregation */

/* Copyright 2005-2007, Harris Stratex Networks Inc. */

/************************************************************/
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follows: /* A pseudo-"C' programthat describes DAC G
E's */ /* Algorithmof Dynam c Load Bal anci ng for Link
wo\gwBegari on */ /* Copyright 2005-2007, Harri sSPCX/D8108%064600
Networks Inc. *//* Define */ #define K 16 /* Maxi mum
nunber of link aggregation keys */ int N, /* Nunber of
hysi.cal links of the LAG*/ int RK]; / Data rate of

|n ag reéatlon key k fromFPGA */ int WN; /*

Vi g nunber of |ink aggregation keys assigned for
IFRK*A**7*/ bool FDrop[N]; /* True or False for frame
drop on link n */ int LAGKIN [K]; /* Set of |ink
aglgfiegKtlicon k&waxamuiocaineebr bdlihk aggregationikeys Rat e[ N] ;-
[* Total traffic rate in Kops on link n */ int Cap[N;
lifit CapaCI t y* Namibepst fHysidaQidkis akheafathe 1ink n */ int

L, d / * /=f=r Dﬁfafrht‘é dftnaré ag 38ibh 1&9 kl ﬁ«% F'pGAm,aS ured

t ¥ed for link n */
Sf*ﬂ‘ W ec?% i D
mDr e ‘é}{ gggr'ﬁgcaan?cﬁ lpcate}l tq figkd )Nh
I'A tltl ﬁ"tal W "D*K linka ¥/ « R?ndorﬂy
ewos /?*%zrpa w%‘mw 1q nioko the iRk 27 pan dont k)
gty § load (¢-4PT)gn li meé%ured A QO*QR [nl/EER]) */
Apt ¢ QV§M%4§M lﬂvewfttfﬂfﬁf loaddP4RO*/ for

(1kt_o MmSWq:q / Lawel pf traffic load (0-101) below which more traffic is allowed */

[k e ek sk s e ok st sk sk ke e ok e/

/* Initialization */
/******************/

/* Randomly chose an initial LAGK offset (0-15) */
KO = Random(K);

for (n=0; n<N; n++) /* for all physical links of LAG */
{

/* Allocate subset LAGK[n] with its weight */

for (k=0; k<W[n]; k-++)

LAGK[n][k] = (KO + k) % K; /* wraps around to 0 when k>15 */

KO = KO + W[n]; /* next offset starts at end of this block */
}

/*************/

/* Main Loop */

[k Rk ok

/* main loop for load balancing */
while(not_end && not_config_reset)
{
/* update traftic load of all links of LAG */
for (n=0; n<N; n++)

{
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LAGK[n][k] (KO + k) %K, /* waps around to 0 when
k>15 */ } KOKO + Wn]; /* next offset starts at end
wo@RooBhi«7bl ock */ } /* Main Loop */ /* main | oPQI/I82008/064600
| oad bal ancing */ while(not_end &% not_config reset) {
/*udte raffi.c ad ofa i nks .of LAG */ for
d% t&‘ﬁfco’(‘%;% piragigdrn ‘%“ﬁtl@ ‘%‘ﬁgf"t’v on frame drop
(buflff Desplh o ) if(FDro r[n] = TRUE) { Load[n] =
101;{/* Overflow condition */ } else { /* first update
trafflls‘)adht]a:Walté"@wrﬂbwm(méltmrl*ﬁate[ n] = 0; for (k=0;
k<Wh]; k++) { Rate[n] += RILAGK[n][Kk]]; / accunul ate
rel aél@ed LACK data rate */ } /* calculate the traffic
| oad{*/ Load[n] = 100 * (Rate[n]/Cap[n]);
/* first update traffic data rate for link n */

Rate[n] =
for (k=0; k<W[n]; k++)
{
Rate[n] += R[LAGK[n][k]}; /* accumulate related LAGK data rate */
}

/* calculate the traffic load */
Load[n] = 100 * (Rate[n}/Cap[n]);
} .
} /* end of update traffic load */

/* monitor all links */

for (n=0; n<N; n++)

{
/* detect the condition that triggers load balancing */
if (Load[n] >= Max_Load)

/* check for existence of another link with spare capacity */
for (s=0; s<N; s++)

{

if (s == n) continue; /* jump on itself */

if (Load[s] < Min_Load)
{

/* Find a suitable key k from link n to link s, in order to balance the load.
It depends on its date rate R[k] such that resulting Rate[s]<Max_Load */

k = transfer_suitable LAGK(n, s);

/* if found a suitable key to transfer, jump to next link */
if (k == NULL) continue;

/* spare link s add one LAGK and its data rate */
Ws]++

Rate[s] = Rate[s] + R[k];

Load[s] = 100 * (Rate[s]/Cap[s]);
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} } /* end of update traffic load */ /* nonitor all

links */ for (n=0; n<N;, n++) { /* detect the condition
W@ bas/14477gger s | oad bal ancing */ if (Load[n] >BCT/US2008/064600

MaxJLoad) { /* check for existence of another |ink

with spare capacjty */ for (s=0Q; s<N,  s+t) if (s =
n) conltO i n/%ec,m‘g'ae“} {5‘%%“ \‘Psfrf‘%téjlnleq‘pié}l(fanfl I‘_tééfﬁ‘l‘[agfﬁ‘tef/ M n
Load) { /WIPRInd a suitable key k fromlink n to Iink
s, in ordBptetrd =HRtalde R{lle 1 oad. 1t depends on its
dat e rat eL®jdth] 3u0h *(Rate[n]ésw(tl);ng Rat e[ s] <Max_Load */
k = transfer_suitable LAGK(n, s); /* if found a

sui t abl e Key rdsaltingdosif @rlink nivbetov besttlotvithlesHdld,i finigk -
NULL) cont ilpaebaladcispfor e 4/i nk s add one LAGK and its
dat a rat eif{Lodl[8] ¢ MaxRBb&]) Dleak; Rod:@l Bdm Toillskd; s<hoadl st/
= 100 *(Rate[s]/Cap[S]);/* crowded |ink n substract
one LQGK and its data rate */ Wn]~;, Rate[n] = Rate[n]
- RIK];

}

} /* end of monitoring all link */
} /* while */

JER ARk ook sk END **************/

[00056] To implement this algorithm, as shown in Figure 2C, the FPGA-based processing
engine 200 is deployed with a LAGKs rate monitoring function to facilitate the dynamic load
balancing for the layer-2 link aggregation. The processing engine 200 is shown operatively
connected to the transport channels TC1/TC2 (121, 123) for receiving packets from the layer-2
switch (106 Figure 2B). At an opposing end, the processing engine is operatively connected to
the backplane interface (110, Figure 2A). The processing engine is configured to transform the
packets it receives into suitable blocks (with associated time slots) to be carried by the backplane

to the wireless communication links.

[00057]For the LAGKSs rate monitoring function, the processing engine 200 intercepts
incoming packets 121 via its LAGK monitor 206 and derives the LAGKSs from packets using, in
this case, the XOR function. The sizes of the Ethernet frames associated with the derived
LAGKs are accumulated in the aforementioned LAGKS rate table 208 (which has a row for each
LAGK). Each time a LAGK is derived, its row in the table is incremented by the associated
Ethernet frame size. The values in the table indicate the number of throughput rate for each
LAGK. Hence, the traffic load can be observed by monitoring the values inside the table. Higher
values indicate heavier traffic load for such LAGK, and in turn heavier traffic load on the

corresponding physical link.
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Load[n] 100 * (Rate[n]/Cap[n]); /* if resulting | oad

on link nis below overflow threshold, finish |oad
whadoanei'ng for it */ if (Load[n] < MaxJLoad) bPEEK S2008/064600

exit fromfor (s=0; s<N, s++) */ } } /* end of

it ari L k */ /.[00056] To .
RS AN R shaly o isen lblsfh%%%me rr%a PoRseibRegineHs failure
detectibP@Ad haaeslid WEEER B e6RgidDs axaféQoachafﬂﬁ%{@fﬁfé LwnizQ bBth for the
LAGKs rate nonitoring funcftion to facilitate

layef-%ylﬁ%\%ﬁ%ega@aﬂ Bhvsireonrentndimen, ﬂhaydeﬁec@on @hﬂmlure and restoration and
ne is s
o SO SR SRR A PO SRR o
procesﬂiﬁg/eﬂ'giﬁe (/ﬂxﬂ&anltqa;ga@sgf thie ltﬁc@gggﬁﬁiﬁmtﬁnitfoﬂm/ﬁmﬁxgh hardware-
t Fi gure t an opposi.n
assmtef* ﬁ%&ﬁ? é@gé@ﬂﬁ@a@ ﬁ89w551 tge seeeiane rfgﬁozf%ﬁ@&t@ updsedsef
microsR8GHR kARG thitl ﬁl'éfs@&)‘ﬁdg it ol takl Qe uﬁﬁ% a st ﬁarﬁrrg%gac‘g?ﬁé] Spproach.

ne i s conf |gured to transformt
In partrcelgaea Widly therwasGEuwlbdm ﬁmHNU(swftahvxa@mcrmab egstérh iewould be able
the wirel

to opefiscl itich o ST iR P iS5 SRy kS P aer efiil. The

RCFDnyoiritien ii@silienod ieadr pltdfi@ge@ﬂbﬁ @68 8lifMethabRGinRBcediy switchover.
ackets 121 via its LAGK nonitor

Becauss i T QO 1088 OF RETE REME® P BN SeRHsny e mgtesthl s wil
ra.pldlycsr%?ﬁn%} Sf@) gs%ls%ém éxﬁl&‘e 2@1@ !r&:ﬁmd%i%? ézgirulzct%xa&[ &é@g LII:AE@ ¢ B&thbination with the
RCFD atgouithorh apadta tn reieectthe trafferdmanpatie ta@ﬁ{ﬁmgaelmbﬂ@ﬁbewam&ks The

switehipng dueCiig B PRy RECPEBIIEY iy 4 TH0r LASHHRSAn BTl eask residing in

the EttRAEROSWAIEstcEal 8D Acane size. The values in the
tabl e indicate the nunber of throughput rate for each

Hence the traffic | oad can be observed by

riB?H%M%OMQ {Akingextvaniagasel theenidipetionab-faghesrdelestioe sapabilities
of an RCHH Q beHAE %Vl rﬁ(r z}g%{egg{l%rg#s%ﬁg?%gé hzfﬂ}écag ygr%etrlcngehavmr by having

turn eaV| er
the full link throughput avallable in one direction while using only a limited throughput (due to

unidirectional link failure) in the other. This is the case of video-broadcasting systems or other
applications that heavily use broadcast or multicast transmission or that are asymmetric in nature.
From the dynamic load balancing design prospective, it is possible to keep the link and perform

load balancing only in one direction and not the other.

[00060]As implemented, the health of a carrier (link) is conveyed in an extended header
to nodes on both sides of the link (e.g., at each end of the wireless communication link).
Specifically, the processing engine 200 in the DAC-GE at each node keeps the extended header
with the TX and RX status information. The TX status is a reflection of the far end node’s RX
status indicator that is conveyed in the header of the received packets. The RX status is
computed based on information obtained from the traffic alignment indicator 314 as well as the
received packets and their integrity. The traffic alignment is intended for maintaining the

integrity of packets that have been divided into segments and need to be re-constructed properly.
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correspondi ng physical |ink.[00058]As further shown,
it is possible to conbine in a processing engine the
w0 a00Bs47det ecti on and restoration with the foPe€rUFI998/064600
dynanic | oad bal ancing and utilize both for the
er-2 k regati.on hus, .in one odi e t.he

Inthis (5G4 01 G " RETROR SR LSt 8 db PR AEHE SHTErRhefior to mee
particuldr RkSict Sladd RcifidRi®RENt ed on the DAG-CGE in the

af orenenti oned FPGA-based processing engine.

Advant ageousl y, the |ink aggregation in conbination
\M’?%Iw@ﬁe FrEi U PEB S8 TRs elie IREFITBIag PhekefTasaiy e dinapnt, CRC (cyclic

redundgf?d e Bﬁﬂﬁielﬁ%g(ﬂﬁ Qe \(:ﬁ{rd et%r tﬂf Qh&?.nﬁﬂmeﬁl?%p Qdfhve packet insertion

rose s rather than the Secon
rate rethemSOﬁsrlep@smtsﬂmndmnni mi@sseghdsghagthe padkiet inkértion engme will wait
talled in the INUs o

before {papgdd Shixaltis ByPCuie i uied b eouBioust o RGgepl aecaive timeout

registet W Pﬁc@&@ﬂ%@ﬂm&b& BEmi 4Oscb s Qhdt itk cahd e§@ﬂé’ W9 wait for a packet
packets on each channel. The RCFD algorithniis

before d@émﬂgefm ldted?XrtrImouprBy@é{:Pa(ﬁ ivalidating tlresheldeagester 311 represents the
he fast,.det

numbeggpcgo%%?cﬁ.@('? g‘?ﬁlﬁur R O{%/a%{(%t% E\%?%% c to%uﬁ geqehvedép 8{(?6&% e%xange RX

status f%(ylﬁlbednd\'gddd Tap 'le@/emcwl ttn@:hhdl@ r@ﬁeﬂ@Q&eﬂ)ﬂeﬁéﬁtS the@umber of
eﬂ)ﬂ%&g&é cgara erl ics of a LAG in conbination

consecw‘nf Hv;(l \7: [S(éP%\fe@e‘tVSd ieendeterchapge RX status from

good tJ Eﬁf frhé t\@@@&ﬁié}?zﬁalé ere @gﬁ&rsr I?Jo\/@@a%ygﬁ}’e% {s%BlavbidMsd:-good status
he sw tchi ng and queui ng of the packets

0801llam<m§r0gatﬂnz@é1cmbybq of erkrsaggr egat i on control task
residing in the Ethernet switch present in the DAC GE

J@&%@?&)@?&; thg nJe G:nttsqrg 9 Ioﬁ@éctgcga flgqrqglg i§ o %%1ndependent

from tHeG@iré3eAdegef patyhm?l tﬁfﬁid imkhaggihﬁ@aﬁ‘b ®B ableb @fbet Quthdedl@renent, the
behaV| or by havi n(g the full link
f

algorlﬂtrm%%a@sé Jutrat b W3preeseayip tf@fﬁ&r{lqm ang inssttrigepndliye packets
that wx? :%n(fhitnefﬂe hHlE m r&)ﬂ#ﬁtl drQ. léé 4 1\r/ce<§31 égggﬁ?lbaéibanﬁr the same as a

ure) In t sisthe ¢
normal\padbaé ba@@tifummt g veittstuetis payloed begmapphd t@bnways thehwamne status
|y use broadcast or rmnulticast transm ssion or
and mt%ﬁﬁi’ “gg'é“aig’?mret ricin nature. Fr om the dynamic I oad
balanC|ng deS|gn pr ospect.i ve, IS possible to

{008 IR e theeppinssh o 3%%5‘[“&!1’&‘? Ay sl l}anSrﬁOéﬁ’éSPOYt { Bthernet
traffic Iga't\ﬁ/@eﬁxt tgx%'%tﬂ&?epﬂltéhgﬁsqwgﬂg gxgzgggcpt])%h Ve luﬁ:'i@ﬂéf ﬁlnk availability

a carrier I's conveyed
and barelwtidthdedlcwaidbng tooprfanir%morﬂme\mr,sthel dstectiort zhﬁl the Bitching in an

... (e.qg., at, each end,of the. ess C ni cation
existing Fsfir waHGRRTRSTY S morig i LGRS, SRR S0 o ke
secondNingFrstahd RAGTEs A6 HRRRSh ITRIsEteREedoNERYEd carrier class Ethernet

transport channel standards the link aggregation depends on fast failure detection and recovery

implemented, for example, as described above,

[00064]Figure 3B is a state diagram demonstrating a dynamic link aggregation key
redistribution upon failure or restoration of a link aggregation member which may be invoked

before dynamic load balancing. The behavior depicted in the state diagram improves the overall
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wth the TX and RX status information. The TX status
is areflection of the far end node's RX status

w0 paBaat’as that is conveyed in the header of tPEI/US2008/064600
received packets. The RX status is conputed based on

link av!fliﬂ%)olr %g‘i% t al %aﬁn}rfg ’ﬂqjel%rlg@{l{? mggxlatg é{% _Qpgration when a
link failie: bEcer( agr |t§pdcalf5hﬁez£n& ablstaadBy bgeramkdi mbde)l NEEMERFahOb note that
mai ntajning the integrity of packets that have been

with thgikgy srdéstiibiitions Bgrietat Saflinds ﬁe@@fi toghe eerpainipg fisk aggregetion members
(LAGI\@%)O?EKQ Yroh{ tf:zm\gstﬂg ?%tg?lﬁeﬁdét%txrg]thg el %ng%%gance sw:tche§ to

érs a emb
dlstrlbumgtL/p@KttmrelhaimngdnAGM 134, éxssthep@orcfs; Wﬂh itids approach, traffic flow of

s ATl T B b B L B S Sov
taking ¥@drifeiafal 100 ihiky t@ﬁ?@*a@lﬂ}a{ﬂﬁll% £E tQforbd 5@&'3946@0%@]?8 fast and the

keep-al ive packet insertion‘rate register
entire tradfig dowrrag copénueat e i n ni croseconds t hat the packet
insertion engine will wait before inserting a

OO B POEPfnCHond AEL SROELA POl

maintamumbethedfaffic ﬂbwsaesmlmj&i whhthe designeted keﬁs @fithe reEnabhihg LAGMs and

e sl e SRR O B St bR e

failed 1§ F@tdaem‘qﬁaeeaf whEaNS BEKI i ehapide @B@ica@ﬁk@&e@ 16 By, Mdugh the
have to be received in order to change RX status from

overall gy aggregatinn thionghprds egduerd if Hredtotad humbergifdieps is3edistributed over
t
e rerf G RGBT B CAUSEFUL S BE0 S REH o s v

controlgilek wself toanmigaadthe dlobad. The two configurable CRC
regi sters provide a hysteresis to avoi d bad-good

t SCI| ations.on a small, 6 n er of errors.
ﬁ@@tﬁg B $0 s idsanriat-he b fassCaasion i gorbination with
rapid cBiEChiIaR REQAbA Eﬂd‘}éévér? rQorbN@e @&Qﬂtﬁm gﬁﬁl‘ﬁ'ﬁftﬂgk? l%?ned

presence of payload traffic in the chann

reasmgns)thnggglr@hbh(}i(esmm theerew]y teheret‘l IghEM h36.i16 amfesddipiedl t o
.. .detec the of ffic (idle) and

redistrif LS il ROS TySei BB BRS MGM0 ml e h the 11 ni

status. The format of a keep-alive packet is basically

{00063 FORced Bk faitwre R link astr @b @0k 6t R K Gt cHabges\Mstde@dted, the
t.he payl oad segnent and it conve¥s the same status and

LAGM.*% megedtfyr ke isrdisteipuien indboess Rbtdluihand fonkewyspseigoment in the
| t
case of %st«#?ﬂl&g FOHELdNAL R nQ)IP ﬁﬁgl zfc &ﬁlttécﬁfo'f '(xl?(g %/?f;%lgl ng%#]% k85! the

I cC between two er ne
combinediisk dgglegaioacinid exsd K,hzmneh&ddrel dendctian algosittinh dét¢rmines if the
LAGM is marked and, if so, a key is re-distributed to it upon failure or reassigned to the original

LAGM upon restoration.

[00068]As an example, the foregoing approach to dynamic load balancing for layer-2
link aggregation can be implemented in a wireless radio platform such as the Eclipse™. Figure 4
shows the architecture of a 2+0 Eclipse™ Microwave radio link configurable for link

aggregation with dynamic load balancing. As shown, such system uses a radio path 412 to carry
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and bandwi dth whil e avoi ding | oop formation. However,
the detection and the switching in an existing system
woewsd4wonmonl y be made within 100ns; and fai | BEBEUS2008/064600
recovery could take seconds using a standard nmessagi ng
h. . Thus, e arrier class
a pori g RERR G0t RaskSisenife ARt ool iitds  fcoriS réiiaining portion of
meuﬁaqg&ag@bﬂgp depends on fast failure detection and
recovery |nplenented for exanple, as described above.
gure 3B is a state diagramdenonstratin

d@ﬁﬁﬁ?ﬁ il wal@gg&l@@aw@m leagntioadins bechisigecribed umnslgerable detail

i e e st (S R B W e G v, the spr

and scofie®f ﬁslaamndad deipischedd hot beﬂnaumi &t the desegption dfii preferred versions

the overalllink availability by converting, for

contai %g BEF®- "2 240 Iink operation into a 1+0 operation
when a link failure occurs ("+0" typically neans no
standby operation node). It is inportant to note that
wth the key redistribution, the total traffic is
shifted to the remaining |ink aggregation nmenbers
(LAGWs). Thus, from steady state 134, upon detecting
the failure the state switches to distributing LAK to
remai ni ng LAGM 132. In other words, with this
approach, traffic flow of failed Iinks is
redi stributed, rather than being suspended, with the
remai ning |inks (LAGWs) taking over for failed |Iinks
tenporarily until they are restored so that recovery
is fast and the entire traffic flow can conti nue.
[ 00065JThi s approach has significant advantages over
conventional techniques that maintain only the traffic
fl ow associated with the designated keys of the
remai ning LAGVs and the traffic fl ow associated with
keys of failed LAGMis suspended (starved) until the
link that failed is restored. |ndeed, when a |ink
fails the entire traffic continues to flow, although
the overall |ink aggregation throughput is reduced if
the total nunber of keys is redistributed over the
remai ning LAGs); and if congestion conditions are
reached traffic prioritization and flow control takes
over to maintain the flow. [00066] Wen failure
condi ti ons di sappear, the |link aggregation in
conmbi nation with rapid channel failure detection and
recovery restores the total throughput of the |link and
reassigns the original LAXK set to the newy restored
LAGM 136. If any additiona
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redistribution is required it takes place in this sane
iteration. [00067] Once link failure or link
w0 e®Bos4r4 on (TX or RX status changes) is det er€BUS200$1654600
LAGMis marked for key re-distribution in the case of
failure and for key re-assignment in the case of
restoration. For each Iinkh ?ﬁ%reviously account ed
What if elaik&Q0k. yet assigned a key), the conbined |ink
aggregation and rapid channel failure detection
algorithmdetermnes if the LAGMis marked and, if so,
a, key is.re-distributed.tq.if upon failure or .
L PRt e i s velaesiPe o drieoBriigions system,
compris@068JAs an exanpl e, the foregoing approach to
dynam c | oad bal ancing for |ayer-2 |ink aggregation )
CEPRLBE ajlips| agstagaiien graup i dek eemmuaitiationy sysfeor witk aehurality of

- AS; cld : L Our : hi tect ure of
physic ik Eqchif sPIEH hilhng LLAHEE fordARNR i cBEEUA T A G thereor,
the link aggrégation gggelyahedby varhbinthgrnanios Movadf thelphnaiigdf pAgsical links
. sh .S stemyses a radio path 412 to carrya
mto asﬂ)‘@‘ﬁ‘\fl\?’ ag?“fhf elgﬁets%taatﬁ’acket traffic and the other

raSkinlgith khefibtk 4 fiby S8IGH [k M eRYAlibPReyRfwit&ch link

t ot al gagket tré%??%. [8%%%3] I n s&%%éaltﬁoqgﬁﬁfﬁe o
aggregpfiasleaytbeingasaigneshtorpparbedar aesd thehptysical iwkssn dher 1tk apgregation
detail with reference to certain preferred versions
thereof, other versions are possible. Therefore, the
sefiving famd egespdatof dith eata fesacie of e dinkBigglegutich g, Ht

limted to the description of the preferred versions )
PEHPET e AYRUPE 12 9&1’%98’&/@?&?5 PRy H’a difarptpsiaad capacies of the physical

links if®E AR af Qg difg dynami c | oad balancing in a data
conmuni catrons system conprising: creating a link
aggregation group in a data communi cations systemwth

lural jty,of physical, |inks.each,of which having a

2 DR oo Etist i agriclad belangpi Jpeudss dedoting

conditibith@Qtiggérl16ad balkncag@r egati on group forned by
conbining two or nore of the plurality of physica
links into a single logical link for egress data,;

I ' { i r I on 0 a set of link. .
5 TP ul Sl (RERARARS SR P Ay Nesta gl it an
egress fsdrgredlomostatupar t i cul ar one of the physical links in
the |ink aggregation

group;

4. The method of claim 3, wherein the dynamic load balancing further includes monitoring

the egress buffer overflow status.

5. The method of claim 1, wherein the dynamic load balancing includes monitoring traffic

loads based on egress data and accumulating the data rates for calculating the traffic loads.

6. The method of claim 1, further comprising monitoring for changes in data
communications system conditions, including failure and recovery, based on which the dynamic

load balancing is triggered.
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group; deriving fromegress data a data rate for each
of the |ink aggregation keys; and perform ng dynam c
wo o@d/1baranci ng based on the data rates and cap@ariUs1088064600
of the physical links in the |link aggregation group. 2
The method of claim1, wherein the dynam c | oad
bal anci ng i ncludes detecting conditions that trigger
7. | PRdnBAbaBELREn 63whertiah&BRNQEs RtIAE RN or WRETEY Bf h Bysical link
. conditions include a frame drop associated wth an
which gegpb érs dyarsfasy ofengesss Hatwte teaaising 4ne Fhmoneetbe pbysicll Hinks in the link
JpC in the dynam c | oad bal anci ng further includes
aggeé%ﬁ% gpﬁhg the egress buffer overflow status. 5. The
met hod of claim11, wherein the dynam c | oad bal anci ng

[ cludgs nFnitorin% traffic | oads based on egress data )
8. ok metbodf deion, Wherewagsess detedngledes oar oumere figmehand wherein

the mefoffliitker! B isc:sGtrilgg%gn%Ttg% Bgﬂarﬁ’ifc I&Adaﬂéﬂé%%ng &H’ohl?ﬁgcovering a loss of

conpri si ng nito anges i n
one or gwmersyvhcfeaniesns syst em condi tions, including failure
and recovery, based on which the dynam c | oad
bal ancing is triggered.7. The method of claim6,

9.  Viherméthod BEclGtaNgeBertinGgHAe dhtaiihdhid®s AMplaBREVETanRs, #hd wherein
hysical |ink which result in diversion of "'egress data -
the methgd farhgr spmgriserdriggering the dynanie leasyhailanging ypek gliscavering a loss of

synchrbﬁi@ﬁi&%@%%ueg fAfRYP- 8. The method of claim 1,
wherei n egress data I ncludes one or nore franmes, and

wherein the nmethod further conprises triggering the
nani 0 bal anci ng upon . di scovering a | oss of one
10. gﬁ‘%‘?ﬁ"iﬁﬁﬂm Lgferd BRS04 FTRies paRlpad Ak ekl n
inform@@reaid dabid Meldedengat Iihmachéstcmcﬁfaﬁhg ARG vaRe qrorrhgle identifying

. wherein the nethod further conprises triggering t
informefiara ompargrathp &enmeluntp tp dink digregatemi lmys & thosst ail calculating the

Vi o 0N en _such f.r .10, The hod of
R S R e
identifying information, and wherein the deriving step
i.ncludes, calculating a key value fromthe identifying
11.  The method of claim 10, wherein the identifying information includes source and
destination addresses, and wherein the step of calculating the key value includes performing a

logic operation on the source and destination addresses.

12. The method of claim 11, wherein the logic operation includes performing a XOR

operation between n- LSB (least significant bits) of each of the source and destination address.

13. The method of claim 10, further comprising using the key value in making a forwarding
decision for the egress data by selecting a physical link with an assigned link aggregation key

that matches the key value.

4. The method of claim 11, further comprising using the source and destination addresses in

an address resolution table lookup for making a forwarding decision about egress data.
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i nformation, conparing the key value to the |ink
aggregation keys in the set and cal culating the data

wo 2108/1§4074 one of the |ink aggregati on keys to REI/UR20081664600
key value is a match. 11. The nethod of claim 10,
wherein the identifying information includes source
and destination addresses, and wherein the step of

15.  CEhEntleol R claltf 1eWhMaInUgrdsd b d&FudE Tﬁﬁ@]&%ﬁréi&% fgch of which

operation on the source and destinatio esses
havingrifeo i padeadindeidantifying infisreatainfrarhevicioa cespamivatkepRalue is

er.ati on between n- LSB
Calcm%t?(ggﬁs%{j%??%%lg ?{:‘ggr]}l? le?etcg??&?é%éggw t he source and
destination address. 13. The nethod of claim 10,

rther conprising usi the key value in making a
f WF@P% § ?glégp di }yheqe@rtge P 0@&‘% 8gardgatmnteys sl re\c’ttqfralga@er group

of hnk frlpG@dn ké)@lﬁvmzlbkli‘eeﬁr}h@ sth Q&?ﬂmklﬁ’% %e%%' atxl’fx mhgqe%lﬂ the method

at matches t
mcludqslcrezftmgtahgurabmmfrhrﬁh aggragaumggrbhps, sadlv iegng@iltbeated a link aggregation

n _addresses in an address resolution table
keysuﬁsee%ljogaél ﬁ%rlﬁrﬂ‘épa forwardi ng deci si on about egress
dat a. 15 The nethod of claim 10, wherein egress data

ﬂ%el u%ﬁs a pI urality of frames each of which having
O‘bﬁ §¢laimpy 1 a‘ﬁblefﬁléléﬁfvfﬁfﬂ%nngleﬂmk@gmam Keyamasdigred to a

pamcu?arrpﬁzﬁgﬁtl e key value is calculated and as to each of
which the data rate is derived. 16. The method of

claim1, wherein the set of i nk aggregation keys is

15 Rleimdiedof QoL iR rions Pelatidgh G Gyle e imas th lnk

aggregh¥iter 16dyH id R sBEt hod includes creating a plurality of
i nk aggregation groups, each being allocated a Iink

aggregation key subset fromthe |ar ger group. 17. The
V\,her ein t ne [ .
1o Tk PR o b1 el e Rl it et D pumestion keys
includes iimikall ﬂ&mg'ﬁh% tﬂ'ahh@ ghedica ligkdinkhe Mﬁl@ﬁ B3R gr (‘H?%J dividing the
gat'|

E anci ng i.ncl udes rea33|gg|ng t he I| aggre
set of lip ;?gglieﬁatt%lé@éﬂnw papsetppwit vqiuhvmondbmumgla Conhgmcms lock of link

aggregétfb% k%?/?@ in &ch QG 'ﬂﬁd ngss %ﬁng?éacb ﬁ‘g‘?ﬁ F 3)? tf&eaﬁr)]hyswal links in

es Initral

the llnldaggmmwn goapl | Nk aggr egatl on group by dividing the
set of link aggregation keys into subsets, with such

division formng a contiguous block of [i nk
20.  The method of claim 19, wherein the initial assignment is characterized by a randomly

chosen offset of the start of each contiguous block.

21. The method of claim 19, wherein the number of link aggregation keys initially assigned

to each physical link is weighted based on the capacity of such physical link.

22. The method of claim 19, wherein the dynamic load balancing includes reassigning the

link aggregation keys from one subset to another.
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aggregation keys within each subset, and by assigning
each subset to one of the physical links in the link
w@ogsaegari on group. 20. The met hod of cl ai m 19PCTHIS2008/064600
the initial assignnment is characterized by a randonly
chosen aqffset of the star f each. contiguous bl ock.
A Ssieie Kt moinsrd oo %bﬁwr?eﬁ) e PRIHBRIR. $Grmising:
aaqgﬁx%gax dfqmy&@mamkg Lesdmlviﬂyc@ﬁa&}g ﬁﬁ%ah&b&@&é‘eﬁ@é’scda%r any part
is weig based on the capacity of suc
ther eotb Hy:gph@ra]ltﬂ qf nplhysxg@ linkk being tieotbeos ofcl laﬂcmgg&;gava gmup, t he

ami.c Load bal anc i ncl udes, reassi gn
PR 2o 5Re B AahSSatiERY FEDIEPIaMh 538 it he
storagesetstoisipas gr@ﬁqct)bklé M@ckﬁ(}ﬁ%@dﬁv@l yligeeachak AR eienggielto d@tanically
comuni cat | ons, risin Elurallty of physica
configyre sweching AT GEress ckaaap dhe 9lufaé¢y ot plnsisal hmlﬁ;g}»aégﬂf @ chaggesin data

traffic g(;ndﬂmﬁs P éreltnl'{ﬁ% Sﬁ{aimltc R G Lt lhé/lu@és Rf&éthgﬁis %,ét tog Ex‘?‘xk

ers o nk aggregation

aggregatmﬁ kﬁd's ngthledgjlkclggwgaMmgragpmeaat ke:}ellnyhemmlem@ abgigned to a
L0 the storage enbodi es program code

particu 8?10%@’8#’5%’?‘ IIS? Pnteracts with the logic to
dlylféﬂgin@ alldpted @hoMItHrRlatiWales Rirdclobr @O NQR %ggx%hﬁn;n%eiy@ Based on
plurality of physical links based on changes in
egress datafandc condi ti ons, wherein the dynam c configuration
e
ah%h# oéngé ?g%&%{‘%n&éaﬁlghhgqﬁtz{ x'ans% f&%rg Lh%ge%? n%%ﬁh 1¥1§<t3stp8nse to load
imbalahe cogditioss, grefdrh dyaammrlbacbhdlzﬁfcu@ﬁhamﬁclhb& elysindray the link

an. engi.ne adapt.ed to nonitor ta rates f
agareeiiyayp Sh IO AL B h K Byasts Ao ROt greeaauration
data; and a control nodul e adapted to obtain the data
rates fromthe engine and, in response to | oad
24, iTheaydenof cbui2i whereimptbe fogine thehales perfaatnbatamérag
that includes reassigning the |ink aggregation keys
and interfacing with the switch to manage address/ port
25,  IEeendtég W atain 3, Rherei e SyRFdR Mddlul ks 8bMwaR-basber ei n
t he engi ne includes perfornmance counters. 25. The
system of claim 23, wherein the control nodule is
- An2
6. ARERE o AR 2 hcr BN EYRRAI 8F Bt Tl PG Riless
commubnimatiomiislet. i on | i nks.

23.

27.  The system of claim 23, wherein the switch includes a buffer for egress data and wherein
the control module is further adapted to monitor the buffer for overflow condition and in

response trigger the dynamic load balancing,.

28.  The system as in claim 24, wherein the load imbalance conditions include a frame drop

associated with the overflow condition.

29.  The system as in claim 23, wherein the load imbalance condition includes loss of frame

synchronization,
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27. The systemof claim 23, wherein the switch
i ncludes a buffer for egress data and wherein the
waeoeosned774odul e is further adapted to nonitor PEEUS2008/064600
buffer for overflow condition and in response trigger
the dynam c | oad bal anci ng. 28. The systemas in claim
24, wherein the | oad inbal ance conditions include a
¢ , o ' oD
O R e anfl s M S RRTO e e e
from egrgsraiats oy calpdhimizkey wdwsahd hraarhingsthemto @nk oétlesigled link
he system of claim 23, wherein the engine is further
aggﬁgéﬁﬁﬁﬁ%ﬁ'to derive the data rates from egress data by
cal cul ating key val ues and nmatching themto one of the

assigned |jnk a%gregation keys. 31. The system of
31 hgispstom of\ghpimel3n whieirethgienging furtlive inclurtss adatde in whichehe data rate

for eachgfmilm_%ﬁpﬁgg%@%(éﬁﬁgmfa haifach of the link

aggregati I'ntal ned.
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