MOBI LE PHONE AS APO NT OF SALE (POS) DEVI CE RELATED

APPLI CATI ON [ 0001] This application clains priority
wobnramosB118. Provi sional Application No. 60/ 733P2668G2006/000321

filed on Novenber 4, 2005, which is incorporated

herein by reference. FIELD OF | NVENTI ON [ 0002] The

present invention relates generally to the enabl enent

of wi rel ess communication devices as transaction

?2$§¢@§i9%¥§i§g§€gﬁ$Zﬁgeﬁérﬁégﬁﬁ%gtﬁﬁgﬂpﬁhgy§v3¥?£Iess

handset as a point-of-sale (POS) device. BACKGROUND OF
I NVENTI ON [ 0003] Wth the expl osion of wrel ess phone
access and usageREIATED APBIJCATION yjce is fast
becom ng nore and nore avail able in devel opi ng
countries where |landline infrastructures are general|
[0001] Elin sipkieasian cteims foirierish fromchn Se Srrsntipnal AP@BW@%EPWQ{E%’Z“,
provi ders or operators are finding captive consuners
filed on Novehtbes4 2005whitles ifierparathd herepryrefesamesi ces,
particularly pre-paid phone cards. [0004] The
following prior art patent represent the state of the

art for the transRELDfOBINVINTI@MY a to a nobile
device, and is hereby incorporated by reference:
. [0005] U. S. Patent No. 6,714,797 to Rautila discloses
[0002] Ths psdsent) inveetibodelates! gewargist ®r the rengllamertord wirelessi qogmunication
“ paying for and downl oading digital products to a

devices d¥0RhRtiGeYiteRaysT Morepaiticalatigmhe presar és@atoretobrtés to misgstem and
shop server web sites that contain digital products

method thPEnabBhEa AAIBORRBR: 208 h¥RE-bf-SRe@O)asvieher e these
"digital” products nmay be downl oaded to the nobile

device via the short range transceiver |ocated in the

mobi | e devi ce. gWgIIGROTNS Ui ENVERgYO&d and
comput er program di scl 0Sed therein, a user of a nobile

devi ce may downl oad | arge anounts of digital data
[0003] With the explosion of wireless phone access and usage, cellular phone service is fast

becoming more and more available in developing countries where landline infrastructures are
generally considered insufficient. Consequently, mobile service providers or operators are
finding captive consumers in these countries for mobile phone services, particularly pre-paid
phone cards.

[0004] The following prior art patent represent the state of the art for the transfer of digital data
to a mobile device, and is hereby incorporated by reference:

[0005] U.-S. Patent No. 6,714,797 to Rautila discloses a system, method and computer program
for ordering, paying for and downloading digital products to a mobile device. The mobile device
accesses electronic shop server web sites that contain digital products for sale and hotspot
network locations where these digital products may be downloaded to the mobile device via the

short range transceiver located in the mobile device. Using the system, method and computer



wi t hout incurring tel ephone or cellular phone charges.

[ 0006] However, a problemw th the above-nenti oned
wonRrosant systemis its inflexibility. From tReT/SORI0G0321

operator's perspective, for exanple, such existing

cel lul ar pre-paynent applications do not allow for the

delivery of digital content to pre-pay nobile phone

subscri bers, so preval ent and growi ng i n devel opi ng

program CN4YsEd %renﬁld‘h@er(‘df rarn?d'lﬁle'dgpﬂc@ Ry RWnRRS 18ke %@urﬁ@bff@@lftal data
systens |ack flexibility, ease of inplenmentation and

without fn@&r@ﬁﬁ%lgﬁfaﬁgér ceﬁﬁiw\ﬂfz% r%&lv ENTI ON [ 0007] The

I‘nvention s ies;” to a great extent, t he

oot 8B PR LA gAML b o s
S acc | i shed, n an e nbod

From thg B blle PSP o PHORFE 1A COPTR Lo RS RIBITE LB Bro Phyment

gital content and/or the pre- P ment or post - paynent
apphcatlgps AOBO1 aéloy]ﬁ@f the gl ngmpibqhglttq-],cpg CY) tpye g%@gbléq phone subscribers,
services using a wreless comunication device as _a
so prevatenh arhgroving igaleeslening gousirées o uaiprusteptanplenegnéations pibpyietpayment
operators. For ease of discussion, the term
systems lack flakibdity, easesofumplémicotatied axd Itespama'ﬂfelmss.rmr e nobile
operator agents and/or independent retailers. [0009]
Usi ng a nobil e based application protocol, such as,

but not Iimted SGMMARM OFIDIENTHRNVI ce ( SMVS),
wi rel ess application protocol (WAP), the Java 2

Platform Mcro Edition (J2ME), SIM Application Tool kit
[0007] (THEK)reseBREAEntEInCsatisfidse toviar grbat ssxtantntive foxegbing rand enther enceds not
communi cates with or browses an el ectronic nobile

current] £ SARBECEy S84tE imobilb ComBbidi# apslitatsse (M Commer ce)
server provides access to a range of electronic or

[0008] dnﬂé teahit RrROUeHIRh &Y RPA 8Qnipl@etddbedirrbt, b a%?@c@ﬁta@iﬁ method that

/or one or nore third party providers avail abl e

actwatesplt’i{ Hélﬁ%r}b}ﬁf tdrg‘?tamgﬂt!arﬁ BRI A TS pre-payment or post-payment of moblle

operator and/or third party goods or services using a wireless communication device as a
transaction gateway by one or more retailers or mobile operators. For ease of discussion, the
term, “retailer”, is used to refer to one or more mobile operator agents and/or independent
retailers.

[0009] Using a mobile based application protocol, such as, but not limited to, short message
service (SMS), wireless application protocol (WAP), the Java 2 Platform Micro Edition (J2ZME),
SIM Application Toolkit (STK), BREW, etc., the wireless communication device communicates
with or browses an electronic mobile commerce server. The mobile commerce (M-Commerce)
server provides access to a range of electronic or digital products supplied from the mobile
operator and/or one or more third party providers available for purchase by the mobile phone

service subscriber through one or more independent retailers and/or mobile operator agents.



servi ce subscriber through one or nore independent
retailers and/or nobile operator agents. These third
woaodanospinovi ders may take the form of one or nMBCE/SG2006/000321
speci al i zed servers, such as a SMS center, a WAP
gateway or a J2ME server, which operates in
communi cation with the m Commerce server. [0010] hi
one aspect of the present invention, a val ue-added
. v . ¢ . .
These tFERALER MERImRAEIRE forh G GPHIRS Bl e, g a s
t urchasi ng i1 e phone.seryj b ' . _
center, 2, c,gégewt??'g?rt %Irﬁgfgn eerg & a‘l’vﬁl or B éérétr%ﬁ%e&:ﬁ{éﬁl%g%ggggﬁfheme m
as a VAS content purchase of one or nore enhanced
Commerege{¥Y&es for pre-paid and post-paid mobile phone
subscribers. I n addition, each enhancgd service ig )
[0010] & e geipa®s| of thy Prserolraion. i VAUEREIY: sersices (VAS) server is
el ectronic platforns, such as a color ring tone )
configurgsl & porvide antposed digital pentent apdfsiraenhanged serviessderthe purchasing
content delivery platform and the like. [001 1] The
mobile pUéi eovitesubsaiber aaneddnswdrdigited sontent| andier sérmige isqpaekagable as a
nmusic, virtual calling cards, and short nessage
VAS cofitefitvpirehdsSMB)onal @' horsuditatidept seprices efov iptepaid [200 idht-fadd mobile
i nstance, the VAS server preferably includes the
phone suBk@Wesl IR aAditioh, B drdBlced isé®fde@8lcdiTigarabRy tb Gityropérateiwith one or
tones, |ogos, picture nessages, video, nusic, ganes

more el&ﬂ‘gnig;di'ﬁforﬁ@,n&&ﬁtas 4 Bolbhlifg tGRasIEforkd) & YABpSBIBIRLg platform, a
allo for content selection froman available |ist of

vendor °r3§‘{é}ét?‘{é§}’j&9¥’%[§°b§§&d% A drobi | e operator and/or

server may al so provide a
b L ption to color ring ton vi.ce, .al | ow .
oo SEAR BB e drtR) Sk BobF B Bt afessf A Mfine caras
content advertised by.a nobil e operator and/or
and shor @Faﬁag%wm%{gﬂ\ﬂ a?"%%@?‘f“%%ﬁ‘a “%ervice (SMB) al ert
subscri ption services for news, SBgrtsh_hqros$ope aad
[0012] dge knstane® gy ASrFeTvayPafesebly icludas the\prgvisipnae of eapfephdirected to

VAS server for ultimte pass through to the subscriber )
a varietyugring tomendogasi piefuré messagesafigee Mhue.csamemghd pier content. In this

operator or third party provider enploys its own _
regard, thalVAS gerearadlopts £of @mbant tdlectidASrane an @vailable list of content advertised
by a mobile operator and/or retailer. The VAS server may also provide a subscription to a color
ring tone service, allowing for song selection from an available list of musical content advertised
by a mobile operator and/or retailer. Further, short message service (SMS) alert subscription
services for news, sports, horoscope and such information may also be made available from the
VAS server for ultimate pass through to the subscriber user. In addition, in instances where a
mobile operator or third party provider employs its own calling card platform, the VAS server is

configurable to provide virtual calling card or VAS card personal identification numbers (PINs)

for use on the operator’s or third party provider’s platform.



configurable to provide virtual calling card or VAS

card personal identification nunbers (PINs) for use on
woOher7opeinat or's or third party provider's PCT/SG2006/000321

pl atform [0013] Notably, these VAS server content or

enhanced services are preferably nodular in that each

-content/service nmay be enabl ed or disabled as desired

on an individual basis. [0014] In a preferred

[0013] W b TRRE VAL %ryé%oﬁ{%hf’ &' enln A RO RS SredprERMHbS nodular in that

ément systen] whi ch nmanages the server's

each conge%%e%f ? H’l%g ba %Fé;otl &Sdlsaﬂgﬁ gﬁ&ﬁr@@ B@%@ﬂﬁﬂﬁﬁ&ﬁ bagiy St em

oes no ore or lver content to the

oot 535358 THEL S RAENS ST S0 SUBSELLIEL s bl ppscment sy,
i grb Y pBA L SE ol ShLr SaRonSi bl £ Lor LR AEbale

target nobil e phone service subscrjber. The VAS

need to kTG X, dellmrowﬁ eivient rip cthe ityaetobile phong swHiee sgbsoriber. It is
server, facilitates access of a desired vendor's

integratedowitie fte apprhbantearehderieednisnt delivery pletfome eiiclis issponsible for the
retailers, and triggers the vendor's content delivery

actual sgpViag Hrowixicningsead br chetentaietieary tothe darpetnuatdlegdioné sarwice subscriber.
the target subscriber. In this regard, the content

The VABBRAGE NBugH ¥6heitnitasos vithithe M-Ouindlich® seewees fabilitates access of a
functions, such as: the generation of centralized VAS

desired GORBSs c\éﬁiehfj Ahd/ONeandéiSeFAERSo SRNGIRBRN tetfersyARd triggers the
prices by retaller group or geographical region;

vendor’ ﬁgﬂ fv ASeR b Cs%ﬁ? Q)e TcBhiRhd 6F HRAIED sgﬁfdeg'té 1tR& target
al cu atlgn by retaller group or geographical

subscribet, gfn‘%ﬂl's ﬁ@g:a?ci tl%béan{eBYmg}‘legg@t‘g’ntbs&st%@ta@élgtg 51} ?@9@%0%Veral functions,

geograp

retalle ical..re nd, ot h

s a8 S o P8 SASPES RO vgilgauo%g?w%dgﬁ {fbeement o vas
cont ent nmanagenent  system bei ng conneg %%t ﬁg . .

prices bwﬂﬁféﬂ%regsa%%g%ﬁ%w EP8108n PAREeMERt § ﬁ{ PRSERDY atfailer margin
that the content is delivered by these platfo

definitione st elgulatéenbenetatlerysiger o cacagraplieal] 1eglosn awl@bélémoé nYAS by
management system such that the content is delivered

retailer fgroup tonegeda@pbiealv ecgion; apometion nefe specifion AGebrent refpidareptoup or
directly.

geographical region; and other reporting.

[0015] Alternatively, rather than the content management system being connected to one or
more separate vendor content delivery platforms such that the content is delivered by these
platforms remotely, content may be stored locally on the content management system such that
the content is delivered from the VAS server via the content management system directly.

[0016] The M-Commerce server also manages the interoperability of the VAS server with
other platforms, such as the mobile operator billing system, the content provider VAS platform,

etc. In a preferred embodiment, each retailer is equipped with electronic wallet accounts, which



[0016] The M Commerce server also manages the
interoperability of the VAS server with other
wohed7iossite, such as the nobil e operator billingCsget@aooos321
the content provider VAS platform etc. hi a preferred
enbodi nent, each retailer is equipped with electronic
wal | et accounts, whichhas pre-paid credits. Wen a
purchase is requested, the value is deducted fromthe
has pre-gaft &Hﬁ%r "Whed £Plade & 8GlsRE, BE CAHR s dediiGed BbAI thSFetaller’s pre-
e-wal [ et account also operates wth a credit whereby
. retail er 1 A ' t
paid ooBL ST [T FRHISR FRADNCItoM Dl BBiuEs PR T JAd whorcoy
..__invention regarding.a |ogjcal view of the server
retailers mgy Seillg, f“iﬂ’?‘gg f’mg I’i‘éc’%é]ﬁ P 8%05? P ngcém%s ent invention
conprises an application |ayer, a mddl eware |.ayer. and
[0017) T Spiher ppee PRJhs Provel EIHOR HEBNER JPEIEAr YiEV e F) sorver
of the transaction processing functions, and nmanages
configurptinne greaysten akithpiessat vertioreeaptisc it pRIlisation Jaygrga middleware
party provider network entities and the application
layer andl ayenterfactulaps. diie apphbicationt keyer. perfoemsrial dif éh frendagbjasy processing
st andar di zes and manages communi cati ons between all
function€iné mdbge’ éhtepakore mithtdpesatanatwdrk enides| dsrdgradty gudvider network
systens of the application layer. The interface |ayer
entities £ANRE bFAR @l afr tidudesl A @0b-3gRerin) AUhERIdM dvidre taybostandardizes
each specific target platform for exanple. Each

and maraPéLEI i CREHY BetivdBd SIMRRHcnaR nSRREL Ehiftics QMRS GRkLIES Snd sub-
protocol, facilitating plug-and-play integration with

|
systems tgg Eﬂrfegatpglr?i&{t]ié? R4 i ﬁ.' g‘ﬁ% ii%{?‘g%& rlF)beS %%ﬁnbhfe% ARG TR ifterface modules

_ \ _ More specifically,
wite GBS RL R0 G BIRAE BBl S imptomens o
spcitic S5 g aaE Bioech e B P B E5 R BRFERRS Brovicer

nodul e conpr.i ses four syb-systens or four nain
networkfegjfiiiesiage 10bH¢ ppgraior BRHWALK Pstrati on and nmanagenent;

parsing & end-to-end transacti on managenent ;
[0018] t¥lewesspeeifionlyt s applifiationdeyer cpaiptipergthregnerodees: | @ndnEommerce
and reconciliation. The e- Wallet server nodul e
server, andepWalse servbirapd asidS syrsere Faich ef thalthret serveamasiytds are composed of
managenent ; e-Wal | et
sub-systems. For example, the m-Commerce server module comprises four sub-systems or four
main functional blocks: agent registration and management; parsing & end-to-end transaction
management; transaction log, audit and reporting; and settlement and reconciliation. The e-
Wallet server module comprises three sub-systems: e-Wallet transaction management; e-Wallet
stored value; and agent authentication and security. And the VAS server module is composed of
five sub-systems: VAS transaction management; content mapping; retailer verification; VAS

pricing and retailer commission; and PIN database. Each of these sub-systems is configured to

perform intended functions required of the respective server module.



stored val ue; and agent authentication and security.

And the VAS server nodule is conposed of five
weuby7ggstiens: VAS transacti on nmanagenent; cont 8a1/8G2006/000321

mappi ng; retailer verification; VAS pricing and

retailer comm ssion; and PIN dat abase. Each of these

sub-systens is configured to performintended

functions required of the respective server

[0019] ’gigedlkﬁkﬁlegvgagé Pa&er_-rig %egp.fdgglri%%\@gﬁ ﬂieaééﬁfﬁléx?t%/ Re ebre d88GHoh Rnanages,

e conplexity of core functions manages, such

as ti-threadi n nt ' : S
such. s plTtiopaid FEREThE RESHRL A MvalF <380 Fecovery, system
.. .collectjon, transaction nmanage t and | i nd
monitoringy, daiopliSctiop, fribactpn iaeRoRY ouf oty af WL B between
the interface | ayer, [0020] The interface |ayer is
the applicaginp byerrnskthainiariaralayery of interface modul es t hat
I ncorporate features designed to manage the .
[0020] Theierfadedayar dagomnoser eoft & plygality Of vipeitacsfpdyles figt incorporate
sinplify integration of third party network entities
features desigreli toemapge dho transctienr koadnen theetarget metvrirk entity and simplify
enbodi nent, the interface nodul es conprise a SMSC
integratidnno€rthizd eparty WéRotlnteatifiacer molilenopandtor mebrdriacentities. In this
color ring tone interface; an information alert
embodimleht, @hd @@erfacaBoduldR0sniiisd d SV at@fac€agWAP inkifake, a content
preferably corresponds to a respective platformor
interfaceNELNEY HnLdhé InYerfabe; SHRA@FthStion HHPihlerfhbE a6@BPbAPEiAinteface, each
of the application |ayer, m ddl eware | ayer and

of whichiygéf?[af)ﬂrcc%gjeﬁ)étﬁﬂ% tgtﬁ?g%p%gtﬁwggtﬁa@&pf SEYSHRIE elftf i sahRiHsa

stem-an Ing a Wwreless
nmuni.cat j.on deyi c pPoI AL - of - ' t LS 1
o021 RERSGEEE A7) oyl PR, S5 S e
ol S B S0 o A0 0, 260095 SN LENE communicatin
referably via XM sages er TCP/IP sockets. The.. .
device ap @ainéef-ﬁaﬁfy dovies Wk io AR SUARLE: Sepichnd sgpitpye As 1o scalability, the
distributed over a network or a cluster. Mdules are
modules zire designetli tg ety stand-akaned prassesay Bt eommpicqtp veth other modules,
modul es, thus allow ng | oad bal anci ng throughout the
preferablytwie XML ofestngestaveeTCBAR seckedpbhd wadulesrsayneyidglog dhepgame server,
di stributed across multiple servers. In addition,
or be distibluiiddodve@r b mstinaiic esa dfister. Modules are also configurable to send messages to
multiple modules, thus allowing load balancing throughout the three architecture layers.
Applications may also be distributed across multiple servers. In addition, multiple instances of
the modules and interfaces may be configurable in fail-over mode across multiple stand-alone or
clustered servers.
[0022] As to robustness, each module provides shutdown and re-start procedures that allow

pending transactions to be processed if possible. In addition, if a module sends a message to

another module, and that transaction fails, it will automatically attempt to re-send the message to



the nodul es and interfaces may be configurable in
fail-over node across nultiple stand-al one or

wolowtossied servers. [0022] As to robustness, eaci/SG2006/000321
nodul e provi des shutdown and re-start procedures that
al | ow pendi ng transactions to be processed if
possible. In addition, if a nodule sends a nessage to
anot her nodul e, and that transaction fails, it wll

a redund@x%éﬂé@ﬁé Qakd, ¥ efﬁt a{tt%fgl}%{ tolre- séﬁi SNt RENEES &GI8 ! 9i8h as in the case
ant modul e if an attenpt to re-send the

of absoh}t% @Pﬁlﬁft 'tl-&zléllltﬁéuﬁlgssfa?éh s%p?chk%a ¢§ dfiR, éﬂ& efnhﬁteﬁ@aﬁ ﬁlé)ﬁftonn thf(ead will

re e message is
nt er nal oring thread will attenpt to
mw“mt?éeéﬁﬁuh?ﬁ%ﬁﬁ%%§§§§m”Pn% later tine. [OOZS]HRS to
security,. secure conmuni cati s thr
10023] i5cii pebtity, et EMBRCBAES (BRI e AT e8Sngf the presan

sensitive data is not conprom sed. Nbdule t o- nodul e
invention ghsws thal se8silva fea by Beterommromisad  Pipdule-fogmedle cemmunications
message integrity. Supported encryption algorithns
are prefarshly euayBBES) eBummeshge inRgritysSBuppetied pecryptioa, algorithms include
Supported hashing algorithnms (for nessage integrity
3DES, Bitwefisti, AS, iSSTI andehd/is. Siphlortach dashiveg dlgdrithmis i(fok snasbagh integrity
external entities are also preferably encrypted with
checkingdiclade MBS, BIOAE and tHenkitee Dakedvidl gaeinbhemtiticklardlwas @referably
based encryption nodules (HSM nmay be integrated to

encrypte@ R fhydt g By J R EHBGE solikardbdséd ﬁgé@tﬁﬁ@! Rt dré Bssed BRGPEfHon modules
There has thus been outline rat her broadly, the nore

(HSM) ia%?’l% %@giatécﬁ%teﬁé tPhsdclBnd Wi B8 érﬁh@:f der that the

descri on thereof that foll ows nmay be
tie r 0 d t
o S TS Yy FR BT I T o

v e e SR AL RR e P B ippgpood. o

. &W%ZS] hi this respect, befor Ialnln t | east o e

in order ghab S5 wrEFvEL GARTEMEOR A9 HikAromaY he Bes dpprepied g e, 3 Sourse,
understood that the invention is not |limted inits

additionalfpatiea pf s invsntiopethatevitliheglegribed futhen berewalidnd to t he

arrangenents of the conponents set forth in the
[0025] flolthiowispest.detwe pmlmgmg at lepstjons embpdithentof the invention in detail, it is

to be understood that the invention is not limited in its application to the details of construction
and to the arrangements of the components set forth in the following description or illustrated in
the drawings. The invention is capable of other embodiments and of being practiced and carried
out in various ways. Also, it is to be understood that the phraseology and terminology employed
herein are for the purpose of description and should not be regarded as limiting.

[0026] As such, those skilled in the art will appreciate that the conception upon which this
disclosure is based may be readily utilized as a basis for the designing of other structures,

methods and systems for carrying out the several purposes of the present invention. It is



the drawi ngs. The invention is capable of other

enbodi nents and of being practiced and carried out in
weoaoi7masiinays. Al so, it is to be understood thatTisBe00s/000321

phraseol ogy and term nol ogy enpl oyed herein are for

t he purpose of description and should not be regarded

as limting. [0026] As such, those skilled in the art

wi || appreciate that the conception upon which this

1mportan‘g' BELRP4! Rat] SuRARBHSRYudfont GREH: Ys Widyl dZ st d%ﬁar@ ﬁ%ﬁﬁth% spirit
f'or the designing of other structures, methods

and scop%%ﬂh%ﬂ;?esgﬁ)crm 15%( ' aﬁ]ﬁn(afﬁﬁe& Hlechégl\é%n@ vaitidroSes Of t he
I nve ort Here ore t hat
U|valent n ti,ons Lns f s th epa
[0027] f 1§ HROrS, plﬁ}e aetgﬁg gesglg%tl 5012(}\"@31éln¥ etnte% Rtdms of
cluded in the pres |nvent OO
program pgogedigas o RFGHH) Gt caBUERT: PRATIAE Tof %%ﬁ %ﬁﬁs procedural
presented in terns of program procedures executed on
descnpu@@sngngtrgfre@ptaﬁgpwp ithegmeang hlﬁqﬁ byt thosergkilled ) the et st effectlvely
descriptions and representations are the means used by
convey th¢eubetande dfitlecir wark thethers skillediméhe ast f ect i vel y convey
t he substance of their work to others skilled in the
[0028] & proc¢ddd2B]hefe, mnd gedkralty, icendeered to had sgévensadténg sequence of steps
conceived to be a sel f-consistent sequence of steps
leading toedésited te3uR. diebe stepy @8 dhdse rdduirdey pliyeieal masptlatas of physical
requiring physical manipulations of physica
quantitidd Ua0iallye Shoulsh U | Hecesk IO theBO GuatRities $akel thy, fofh@Feelectrical or
quantities take the formof electrical or nagnetic

magnetlcs' %@ssca%%l@béfebaﬁ g h&hRg BhRESRd, tcBﬁ&Bﬁlte@r Eﬁgpared and otherwise

I ned, conpared and ot herw se’ mani pul ‘at

rna.mpul&lc%(ﬁJ Vﬁi)ro(i/%.g X&Weﬁigﬁ Qcttmtlés{'@%l I}igpalilg G 1%940}1%/ of &% ngﬁ&?&s%@é tQ%efer to

o ref S as
these sqnéisﬁg %itf"?u ﬁﬁlg? ntlgrg?nef% 1§80 I n?sk %ymsl%/q h%ratfted:rsb rglanllisto %rglglbers or the like.

wever, that all ese a mlar ter ar e
1 shoutd 5 Gofed: e aerrinihal abropArLPuN BhySRE A HUBRATPrEEd Mith the
and are nerely convenient |abels a plled to these
approprigigaphsieal @gantitioe pay areaperelis Ponweﬁ@nwabﬁ papKed trigese quantities.
perforned are often referred to in terns, such as o
[0029] Prusther thegmanipwatiensmgrfoonet are wiltagy rﬁﬁrr@dmpa termg, sughiag fproviding,
are comonly associated with nental operations
inputting, confirming or comparing, which are commonly associated with mental operations
performed by a human operator. No such capability of a human operator is necessary, or
desirable in most cases, in any of the operations described herein which form part of the present
invention; the operations are machine operations. Useful machines for performing the operation
of the present invention include general purpose digital computers or similar devices.
[0030] The present invention also relates to a system for performing these operations. This

system may be specially constructed for the required purpose or its may comprise a general

purpose computer as selectively activated or reconfigured by a computer program stored in a



performed by a human operator. No such capability of a

human operator is necessary, or desirable in nost
woase®Egs3iitn any of the operations descri bed her eC/sSeR006/000321

formpart of the present invention; the operations are

machi ne operations. Useful machines for performng the

operation of the present invention include general

pur pose digital conputers or simlar devices. [0030]

computel! QPQ Fﬁ%@&&es hﬂ}é’s%ﬁfeﬂ PRre S8 nbenALER1Y I‘cla?ecﬁ%%tyﬁm&% computer or

per m ng these operations. This system nay be

other sﬁ&: CIorala arﬁﬁg]St\yaﬁll%hg %lcﬁé}ﬁl %Jlgosreeﬂyc}ﬁfﬁé; Iﬂbﬁ; }%9 e rwﬁﬁ Programs
may er as se ect I've

. activ ed or econf| ured Qnput er. progr am. st red

writen i gt Gn WE R afhdord: BETRIGE ml HYE it {3 onstruct
i nherent | elated to ticula ther

more speglalzef S EeTH BRI 10 PO MG RO Stros ol e rstructure
may be used with progrags witten in accordance Wi th

for a varigf of hgrarinarhincn sl pppeap romthg descitionEiYilr e conveni ent
to construct nore specialized system apparatus to

[0031] pléarf @ batter hinderstpoiling dofnde Hovensipepis opereting gdyantages and the aims
structure for a variety of these machines w | appear

attainedf yoits wikws, cfsremdeptshould gievied. to[ B 8ddonfpanyiag Weawiegs and descriptive
under st andi ng of the invention, its operating

matter vadsaillugtgRSprafetietl BRbadiffenaiof dierigvknkiyni t s uses,
references should be had to the acconpanyi ng draw ngs
and descriptive matter which illustrate preferred
enbodi nent GgRIEFHESCRYPTIONOF BRFHRARGORERTI ON OF THE
DRAW NGS [0032] Fig. 1 is a physical view of the
server configuration of a systemfor enabling a

[0032] V\Fﬂgel RSSpISAIALNIEW F ki seBRY t6ifigatatidn PO RYsterh foednabli a wireless
device, 1n accordance with a preferred enbodi nent of

commuﬁlgﬁloﬂrd%%fég bsh rﬂ)\Sﬁﬁ?—ton Q&vick 4834, ifr 'anorc?anb§ with! aoﬁfbfcﬁled ¥i®¥diment
of the server configuration of the systemof” Fig. 1.

3 is a diagramof the m ddl eware of Fig.
Of&wpgggﬁé%gg%g%| 4A and 4B show a flowhart of a
[0033] plglsgt 2 %al gglgéllvlva 4 thte rsgrr\}es:rac%'r:lhglﬂ*aﬁjo% or}Qhe shy%te%y St Iglg IOf

[0034] Fig. 3 is a diagram of the middleware of Fig. 2.

[0035] Figs. 4A and 4B show a flowchart of a post-paid bill pay transaction using the system of
Figs. 1 and 2.

[0036] Figs. 5A and 5B show a flowchart of a content purchase transaction in the form of a
ring tone using the system of Figs. 1 and 2.

[0037] Figs. 6A and 6B show a flowchart of an enhanced service subscription purchase
transaction in the form of a color ring tone using the system of Figs. 1 and 2.

[0038] Figs. 7A and 7B show a flowchart of an enhanced service subscription transaction in the

form of a color ring tone song purchase transaction using the system of Figs. 1 and 2.



Figs. 1 and 2. [0036] Figs. 5A and 5B show a fl owchart
of a content purchase transaction in the formof a
woiog/ossne using the systemof Figs. 1 and 2. pODRGR006/000321
Fi gs. 6A and 6B show a flowchart of an enhanced
servi ce subscription purchase transaction in the form
of a color ring tone using the systemof Figs. 1 and
2. [0038] Figs. 7A and 7B show a flowchart of an
[0039] %@aﬁlﬁ%ﬁd B oG AHRSELH BF i Bntah AASREiELPurtihsE RBndallidh in the

or ring tone song purchase transaction using
en1of F| oFigs. 8A and 8B
‘bnnOf%ﬁgﬂﬁ ﬁ g§§ %ﬁégh %pg%gérV|ce pur chase
[0040] ranéﬁ 9@({1%t 8yvc'€_q1g1gfo anle%g%%:reéuarlrnﬁg%l Islcn 1onacra§1§flct101a in the
9B show a flowhart of _an enhanced service
form of ap &L $EHET BN (G LR PHRgs ! ‘formof an al ert
service using the systemof Figs. 1 and 2.
DETI LEDDESCRI PTI(]\I (]: PEFERRED EI\/B(I)I I\/El\rl' ) 004 1]

nunbers |nd|cate Ilke elenents in Flg 1 there i's
shown an exenpl ary enbodi ngnt of a system.f blin

[0041] Reirries Be ¢ BrflEWaP PO EErence UPbFRnQrae i pelements, in

(POS) device. [0042] As depicted in a physical view of
Fig. 1 theee sy shewn sans exereplayosfobgdiment o, 2 tsysteny f@n eaapling a wireless

conmuni cati on device 12, such as a nobile phone, is
communitsieidn Bgviee asetpaidt-ef-sae (B@S) devisgperator 10 as a PCS

device to access an el ectronic nobile commerce

[0042] (A Gepiered Ge)a Bleysival vidv tofirtheigistam. SeBvert dunfiguration, the wireless
generation (3G or later global systemfor nobile

commur N AbHEES 120 Budh@M mdkile VL] i€ usdacsyad Rtaileeév@bkle operator 10 as
entities, such as a SMS center, WAP gateway and a J2ME

a POS &Ko) acBess M & ﬂoﬁlﬁl o6 L:&ﬁﬁfeﬁq @-Chhn@éb) server 16 through a

conmuni cate w t M Commer ce server 16 through SMS

2.5G, thf %r?erat%éfb %19% Gl é\y?t’g&;ffo?‘&%ﬁﬂe INEmMECRIRESRT) 14. Mobile

nic

operator network entities, such as a SMS center, WAP gateway and a J2ME server, are
preferably collocated at 14 and communicate with the M-Commerce server 16 through SMS
center and WAP gateway interfaces. The M-Commerce server 16 communicates via a
middleware layer to an e-Wallet server 22, pre-paid top-up distribution server 20 and a VAS
server 18. The VAS server 18 in turn communicates through interfaces with target platforms 23,
17, 19, 17, which may be owned by one or more third party providers or mobile operators.

[0043] For ease of discussion, retailer 10 is used to refer interchangeably to one or more mobile
operator agents and/or independent retailers.

[0044] The M-Commerce server 16 provides a menu of one or more electronic or digital

products. These products may be supplied by the retailer, the mobile operator itself, or from one

10



m ddl eware | ayer to an e-\Wallet server 22, pre-paid
top-up distribution server 20 and a VAS server 18. The
woAB79ssMer 18 in turn conmuni cates through i nPerSac®@s/000321
with target platforns 23, 17, 19, 17, which may be
owned by one or nore third party providers or nobile
operators. [0043] For ease of discussion, retailer 10
is used to refer interchangeably to one or nore nobile
or more SORERL ROVARBRNESeRAMIL JalReRaa&Micsetvai $)edohtent B4 enhanced
The M Commerce server 16 provides a nenu of one or
os, Wi Pt VitliGhdile BEAMS Ssterifigse product s
vawe&ﬁgéaﬁg&gﬁ%%?ﬁggag§ﬂtﬁé refa' er, tz%enggile oper at or
htsel f. .or from I [ - DE QY . .
10045) N s ey, BB R Rl -85 BRb e Bl fRbdiopa Jowc to manage
an end—t(g-ggi%—pgmn hﬁaggegt?%ﬁscéi\élgﬁgagﬁ\ég ;b&thrtcg El%ﬁ%aﬁ%:,ag irtlt% aceer?oé\fct- Iguch as
.. specifjcally, the M Comerce server 1 rovi des th .
wireless oa@eha%taoan@pchelg (WAFY shoragessage afiyie c(-% > Ni¥Eo melpléym Micro
transaction, including but not limted to: an )
Edition (JAVEDf 3Idé Appiration Tnedat @I Ky etel s injpgsationavitlyg mobile operator’s
protocol (WAP), short nessage service (SM5), Java 2
access cRiraelsp pansivigdpgic Edireden and ivggess Shuivhotjops ifioat vamouscobdss devices
(STK), etc. - for integration with a nobile operator's
using tleC cbsse-mleatinrelds int@ficsi ngid; ogi ttarkactioa C miauazearedt dogicess control
transactions from vari ous access devices using the
performaRe\WF- deired eidctidtseEdcACs édh@énﬁ%)uﬁ:hﬁsfeaﬁ’ﬁﬁé‘dti‘oﬁﬂ enhanced service
managenent logic to control performance of desired

subscriplib@NEMEAdtORS » ertidfdbdaserFitd RdhaRRlU iaRASEors " A6 W 1RBS integration
enhanced servi ce subscription transactions, enhanced

capabilit?e‘:‘srt}ﬁifﬁ(ﬁliﬁHﬁr o zﬁi@hr\ﬁﬁ?&?@t j)loﬁﬁreas'ﬁgrs?&@mg,! HEh as the VAS server 18,
Integration capabilities to facilitate integration

pre-paidlgb g B0 i 0T Ul SHEE 20 G e gBERIGHal suppor

..e-wal l et server. 22; and .ot her operational. support

capabiligs s fine BELG et G irogRirahion Mk B ing o7
configuration, repotting, auditing, etc. [0046] The .

[0046] B YekS eserven I sUavines (R coRsiiontl gl tp gymrage othaangactional
the transactional prqcessina that occurs between the

processing that pequrs betwaen hayetaitarrl@ apa eny thitdaarts erovpdert@fomn, such as the
such as the

color ring tone platform 17, vendor content delivery platform 21 and information alert platform

23 depicted in Fig. 1. The VAS server also manages the transactional processing that occurs
between the retailer 10 and the mobile operator’s platform, such as the post-paid billing platform
19.

[0047] More specifically, the VAS server 18 provides operational logic, which includes but is
not limited to: an interface logic for integration with a mobile operator’s access channels and a
third party provider platform; a transaction management logic to control performance of desired

transactions, such as content purchase transactions, enhanced service subscription transactions,

11



color ring tone platform 17, vendor content delivery
platform2 1 and information alert platform 23
wdepi7osed7in Fig. 1. The VAS server al so nmanageeTisie0s/000321

transactional processing that occurs between the

retailer 10 and the nobile operator's platform such

as the post-paid billing platform 19. [0047] More

specifically, the VAS server 18 provides operationa
enhancedagivice prtieRe tandavi@s ddtthd fiké)Qind| dthertpdratiBhal &pport capabilities

interface logic for integration with a nobile

includin@PRf At Wmifed 36 RSPing ARN LR ANEF Bobiltl dpdraR coteRt 18Y bitBEnticating
platform a transaction nmanagenent [0gic to contro

authorit %rfrﬁtﬁff@'@ sl spdGRbd %téén&l %Igtﬁ&g QMR sSfs ae%taﬁﬂ%ﬁr?g;}ﬁtail prices

pur chase transacti ons, nc servi ce subscri
. ct.i ervice rchase transacti ons
and Conglﬁ}lgﬁ(?rﬁé%}{sfegi?&?%g&g? ‘S{er 2 ocr)t f)rle%‘ & (ﬁﬁr_ﬁ%{!e?cs upport _
0s) SEREEH S B SRR PEREISRY mobit

aut henticating authority for retailers to sell i

OPerators‘Hé@F PR RIGHEENtS %y A NeEMRESs@ fa/qusg or store the audio files of
establishing retail prices and conm ssions, system

the colog gingitera eantent, Iny thp pravisiepingaofirelphgng éane. sefvide4athe Thier ring tone
color ring tone platform 17, which preferably exists

platforni h7 tihentereonmoeted 66 aamolplsi dperasprdy switching itfrasingbtpartd ysubstitute the
provider, is hardware and software used to house or

audio filstod neelbdted sangi for drioktes neifvotlhiengtohoin o subgcriberie hamisttent .
In the provisioning of color ring tone services, the

[0049] CTHeOpost-paig HiltiAE pRit@kh AVMyvhichi frefeRibBl &ARE &€ HROhdWork of a mobile
nobil e operator's switching infrastructure to

operatorSeHatd bkl chﬂ'ﬁieﬁ Ul dlvatelin@fsoftwa REd BfcaHARE chiPtecords, generate
anot her network ring tone in a subscriber's handset.

account;% %%clgé?%m@ﬁ§fdr§@%tﬂaat | dolvi@ platform 19, which

refer exl st e network of a nobil e operator
thir art .ovi der, 1is,,hardware. and software used
10050] P oS St R Rt Phicomy 21 PR el 9 AT R o o
.. pa nts.fqr post-paid services. 050] The yendor .
mobile bl or it ing Y Prosiderris OPEe g {q%mﬁrf]ewaéﬁ%uwrsﬁt%e digital
in the network of a nobile operator or third part

a P :
content.plng heqriovisioginga phdigital sericndothenensor sentenio delisiese patform 21 is

_ store digital o
interconnected to a mobile operator’s switching infrastructure to deliver selected content to a

subscriber’s handset.

[0051] The information alert platform 23, which preferably exists in the network of a mobile
operator or third party provider, is hardware and software used to house or store information and
data. In the provisioning of alert subscription services, the information alert platform 23 is
interconnected to a mobile operator’s switching infrastructure to deliver selected subscription

information alerts to a subscriber’s handset.

12



content. In the provisioning of digital content, the

vendor content delivery platform2 1 is interconnected
woOao@/ospinr | e operator’'s swi tching infrastruct uPETISG2006/000321

deliver selected content to a subscriber’'s handset.

[0051] The information alert platform 23, which

preferably exists in the network of a nobile operator

or third party provider, is hardware and software used

[0052] UOplARMSE eBibodinRin® of RS s iQnone séi@&%onﬁ@uﬂaﬁ& of the system of
provisioning of alert subscription services,

the presérﬁflﬁ{'éﬂ%h 98 sﬁb\ﬁﬁtmgﬁv\gt bor 2 3yl atidt %fcﬁﬁ&?ﬁ%t&gf f—rﬁs 311 of the

e operat or s t chi ng I rastructure t Iver

el ected subs n_i nf al.ert st
transactlgtb PEQCEFSING &!Lgl ﬁl Tna%% rﬂﬁg%'g{] ne Pl?leggc‘st r?glggllaertr\ge?n tl%e server
ogj ¢ V|e of the erv confjguration of. .t
modulesgis By By it SRttty e oUniee: L ehE s P il arty networ
The a Ilcatlon architecture perforns al | L
platformsg rlﬂnggc%:‘? Fad Ay celils, goF AL petgeEk © W&Snﬁwagaé the Postpald billing
i ntegrati on anongst and between the server nodul es
platform1 8, tho SMY senteih24ytbe WAP gdievar(Dd eard the1BME h?érver(s) 26 The
various third party network platforns 17, 21, 23, and
applicatianyarchitbétive ape madnegesnthe vieck-cad pilmiragrationctepering ead monitoring
postpaid billing platform 19, the SMS center 24, the
infrastrudR. gat eway(s) 25 and the J2ME server(s) 26. The
application architecture al so manages the back-end
[0053] FgefeRbSi fthidlewagPREEd 159 adhthe PMS tafibri@d WAP interfaces 24a, 25a
infrastructure. [0053] Preferably, the m ddl eware

are coll&d%bé@rwﬂ-l? thWACHRg B oM B stfarWRhd Eﬁl@dlgﬁ%sla%aw and the
are col located with the M Comierce server

SN s T pafee et 9 e e ongan
I
mlddlwaﬁesla&%één@ i L O B L P
with the e-Wallet server 22. [0054] As depicted in

server 2% g 1, the M Commerce server 16, e-Wallet server 22

and VAS server
[0054] As depicted in Fig. 1, the M-Commerce server 16, e-Wallet server 22 and VAS server

18 may be viewed as the three primary modules developed to support a VAS content and
enhanced services application. This is the application layer. These modules contain the business
logic for each particular solution, and are separated into discrete functional blocks, which
interact with each other and with the middleware and interface layers.

[0055] For example, the M-Commerce server 16 includes four functional blocks; namely, an
agent registration and management block 16a, a parsing and end-to-end transaction management

block 16b, a transaction log, audit, reporting block 16¢, and a settlement and reconciliation block

16d.
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18 may be viewed as the three primary nodul es

devel oped to support a VAS content and enhanced
weeowriosea7appl i cation. This is the applicati onPCaBER006/000321

These nodul es contain the business |ogic for each

particul ar solution, and are separated into discrete

functional bl ocks, which interact wwth each other and

with the m ddl eware and interface |ayers. [0055] For

[0056] %@C'XE&R 'regltlﬁlgltl% m&gméﬁrb\lgdk 158 pkRGaLdRSbifsRiess logic to register

I ona  ocks; namely, an agent regi stration and

I
and man??é;%g% n%%gleléggﬂm?ab F@croahtn gﬂ @:hgsnoslggltﬁﬁ%hbl]lt is not limited
ort|n | oc and

o o R T BB Bt SRR B L g L -
he, b .
e SIS g A6 e e bt ek Lo

virtual account. Block l16a al so includes, but is_ not

charactefistist g QRSTAtOR® WipR A (SRISA SOMIYEHQNS; MAKIMyR g, Rinimpg e-wallet
agent registration function, and allocates the agent

balance gggs, meAxinuny rtaugactibn agbwnes capPy BREimL yrangagtior yakp|caps, products
each retailer has paraneters that govern their

they are ahthodeddeo iselt,iand tlerltkeo per areratorsgensrali hassa sshhwmber of combinations
comm ssi ons, maxi mum and m ni num e-wal | et bal ance

of these Gafmnetdi®suching thfeans d6lid @mnviedionTBin@apss. Fexdaseiof management, the
transaction val ue caps, products they are authorized

agent reé@tr@cﬁin' and3shabdifert blRk 160 eRMRIsah® bpGabLfcddrtite BAS 0AMSRS groups
nber of conbinations of these paraneters, such as

where eéclﬂ r%ﬁ éplre Qs SRR Qs @ﬂa%ﬁéﬂér%mbﬁ%ﬁoﬁsa%u@fwhen registering
R the agent registration and nmanagenent

a retallep ltﬁ) g%e]r%ﬁr I%Q? Qg;s%ix 3 Q@aﬂglo&)r f‘éﬁ{l% RdhE At 1P BRofati gead?pts the

IntS one or nore set
characteﬁéfefg. %ﬁ‘ﬁ o R 0%31513 tﬁﬁ\;e‘f%&eg F PR BBl Hdhgines . s

data to o oufp Qs ggezc{] r et a {N%@‘te t | Cgleslt% agla{égmrqtbgléof retailers may

retaller reglstratlon process is streamines (i.
be impleneepdeddeit dhapging Hie@roupdraraeéss-speci fi ¢ retail er) and
whol esal e changes to a | arge nunber of retailers my
[0057] bEhe pasbiegrend end-toyenshimangaetigntthanagemery hbenkahiht progides the business

ons

logic to manage the end-to-end transaction flow and interaction between all three modules 16,
22, 18. Block 16b also includes, but is not limited to: an interface logic to integrate with the
mobile operator or third party provider access channels, such as SMSC 24, Wireless Application
Protocol (WAP), etc.; a parsing logic to receive and process transactions from the various access
devices using the protocols associated with one or more source platforms such as SMSC 24,
WAP gateway 25, J2ME server 26, etc.; a decryption algorithm to decrypt incoming messages; a
transaction management logic to control the end-to-end transaction flows; software for

integration with the other modules, such as the e-Wallet server 22 and the VAS server 18; and
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[ 0057] The parsing and end-to-end transaction

managenent bl ock 16b provi des the business logic to
woronEgs3tihe end-to-end transaction flow and i nPETACRIGIN00321

between all three nodules 16, 22, 18. Bl ock 16b al so

includes, but is not limted to: an interface logic to

integrate with the nobile operator or third party

provi der access channels, such as SMSC 24, Wrel ess

software BRIrdEad h1PBf e Vpeafbndl YW¥Port Bh&ions thcR¥isd, Bt AR Winsitel o, system
recei ve and process transactions fromthe various

mmﬁgm%ﬁ&ﬁ?%mﬁﬁﬁi9&ﬁﬁM§%&9 the protocols associated with one
or nore source platfornms such as SMSC 24, WAP gat eway
. ve 0, i ' s

10058] e RMeiSE I hutlind B ORC oL bAoA ORUATIARR to capture
| ogi c cgntrol the end:t.o-end transaction flows: .. .

and storg 3% S8 riniesigh Sofit iR BIFER Hoe G i PCH o ipited to:
as the e-Wal let server 22 and the VAS server 18; )

transactigp dlatarlpgeiP® HmGtipRsoior grd-to-gnddfansaediops; andion cligh; gBd feporting

~ functions including, but not limted to, system

functiongonf i guration, reporting, auditing, etc. [0058] The
transaction |l og, audit and reporting bl ock 16c

[0059] pFhsvsetitesent end pesioneibstidnobioek 16d paptidasehe dusigessrlegit He calculate
end-to-end transaction data. This block 16c al so

transaction dtaschad cotnutissicas ot all pariidseid theotratsacoaadn tréab imeatibsupports fixed
| oggi ng functions for end-to-end transactions;

fee or valabietpetuenfage Ghisattion aat@lintse@didih.ng functions. [0059]
The settlenent and reconciliation block 16d provides

[0060] TR QWRIIRESEydrod SontiRis6atiesd bR fuhabhalblosly; he@slyand e-Wallet
commi ssions for all parties to the transaction in rea

transactfbh”ﬁlane{gt%m%ﬂtp BRIk S27d, thg %g&?HQ{ [séé%d 30ke Rg@gm%lﬁ?&),:%ﬁd the agent

transacti on anounts, 0060] The
sthn K00 S BRBLEER, LSBT LAMELD ARl BF AR 25 provies
o s G b e B PP b e
oo GG TS P Sk o o T e

retailer's virtual account. The _ .
Commerce server 16 and the VAS server 18; transaction data logging for e-Wallet auditing and

reporting.

[0061] The e-Wallet stored value block 22b provides the operational logic to manage the intra-
actions of an agent’s or retailer’s virtual account. The capabilities of this block 22b includes, but
are not limiteci to: storing current e-Wallet account balances, status and information; responding
to balance inquiries from the M-Commerce and VAS servers 16, 18; reserving funds while a
transaction is being processed by either of the M-Commerce and VAS servers 16, 18; and

committing funds to or from the virtual account once a transaction is successfully completed.
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capabilities of this block 22a include, but are not

limted to: routing transactions fronfto the MConmerce
woeeowas3tié and the VAS server 18; transacti on #arsG2006/000321

| ogging for e-Wallet auditing and reporting. [0061]

The e-Wal |l et stored val ue bl ock 22b provi des the

operational | ogic to nanage the intraactions of an

agent's or retailer's virtual account. The

[0062] ‘F@P%Qée' bt dRSuRfont Rr8inbitoKasddRed Mok WORSailPYL elddt®niOtvallet has
limited to: storing current e-Wallet account bal ances,

sufficienP EI%EHSSfO‘?% 43 &d Eﬁfsh&ﬂm rﬁﬁéﬂﬁﬁ%lg gm&/gr cﬁﬁﬁ? the rete%ﬁlser 10 may

irires fromt M Conmerce and VAS servers 16,

use non-e?e%?ro?' nlge %ﬁm V\%L bcf at &gﬁlﬁeagfxé}%gre'laﬁecp %51@9 f%nga%g’gﬂc;e&ch as

er o nne ce an FVers
und om the. virtual ccount
selecting i éesar”{inmﬁ? AR c{%‘s@é?la|a|1&}ca&/6%crt%faéala “Foos]
For f discussion her | ssumed, t hat
(0063 ige aBPE rubeaicaioR aa socuBipl Brciiona Wark 22 Biavides Ao puginess logic
for the desired transacti on. Alternatlvely and/ or

for managing yitbgntipatiqrhandy sepyity dinctignymhe sapabibitics pE bloek AL¢ include, but
mechani snms to effect a nobile phone rel ated sal es

are not limitedgacitoring ansageht’sier rstaileds Magommercg ssiveridentifidation number (M-
phone-rel ated product froma | ocal/renote catal og.

PIN) in § 8268] mAlrer;agentspauding nd ageat/tetrileamdhagicationt igquests from the other
functional bl ock 22c provides the business logic for

modulesBN8Y) liMGudini Pafdaticads theoMARIN.security functions. The
capabilities of block 22c include, but are not limted

[0064] D 184t QF HIROthASE RERDY oddles dBbidicl 8h Fog. W i@QHéTVAGSese?%er%[ which
i dentification nunber (MPIN) |n a secure manner; and

compns§seﬁupé) innﬁl EQO&Q %gﬁcf(ge gﬁa%ehf | nce{}ltsé @Bitﬁﬁal‘fa{ggﬂy@c%l& 18a, a

omteot Ing v tiron o

content trrpggiw ésbIB‘éIE).[l%geé] reﬂ?@r V%ﬁéc 10nttﬂgcl{/A egaé B\/}é%m%nd retailer
commiswrﬁﬁg 2Ry aRIS e %4%9 Blo6Ri% 10, 5 cont ont Wapping

ck 18b, a retailer verification block 18c, a VAS
[0065] &hiecvﬁé SEEPT ARt REETEEtdiodh b8 Progides dhe basippy logic to
dat abase bl ock 18e. ) .
manage the transaction aspects of delivery of the content or enhanced service. The capabilities

of block 18a include, but are not limited to: routing transactions from/to the M-Commerce and e-
Wallet servers 16, 22; routing transactions from/to the interfaces 21a, 17a, 23a, 19a for the
platforms 21, 17, 23, 19, respectively; and transaction data logging for VAS service auditing and
reporting.

[0066] The content ID mapping block 18b provides the business logic to manage the
confirmation aspects of delivery of the content or enhanced service. The capabilities of block
18b include, but are not limited to: generating centralized VAS codes for mobile operators or

third party providers; validating operator/third-party provider VAS codes; mapping operator
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[ 0065] The VAS server transacti on managenent bl ock 18a
provi des the business |logic to manage the transaction
weazpeassiiof delivery of the content or enhance#CT/SG2006/000321

service. The capabilities of block 18a include, but

are not limted to: routing transactions fromto the

M Comrerce and e- Wallet servers 16, 22; routing

transactions fromto the interfaces 2la, 17a, 23a, 19a
VAS coliey tot doatept; ahdl @iafBing bperhior 24S cdds tb @ERAGEd Y@l e pARiler specific

transaction data | ogging for VAS service auditing and
content QBRI ti ng. [0066] The content | D mappi ng bl ock 18b

provi des the business logic to nanage the confirmation

[0067] aﬁ[%el%{aﬁelo\; Qi%llﬁo eff)ﬁfﬁ:tﬁ)ﬁlalt 151801{933:' ﬁ'@ildgsr %18 %HQ Qé:sg qiogi%to manage the

servi ce. e capa Itres

SCI'VICCS%B% arﬁot +1t|/r'éraa lgr is agle 9 %0E" g%%qr%{?g %lﬁ é@)eg el¥ 1nc‘iucije But are not

rators or th|r

limited xch %‘1 at I n e%‘?at{}%l% 08 ga & aé% péq%{zﬁ'cg ° \1{?/_\\531%%% or by retailer
0 erator VAS codes to enhanced service provider

group; @6@6@@?@&%@@%3@6@6@6 F00e°#] Surhes Aetlap Pepr “Top 10 services, by
verification functional block 18c provides the

region apdfer eteiailepgiospt o manage the services that an
agent/retailer is able to sell. The capabilities of

[0068] bl'lwc N ABSpridimg hodl estaiken tcoameissiart blacki 8ddprovidesd dteebusingsnpgic to
the availability of val ue-added services by region

manage athel/chargby and tcambrssions dap :theaagbnﬂ[‘sm’lm.i ﬁmesmbﬂiities of block 18d
val ue- added services, such as a "Top 5 or 'Top 10

include,Sit \bk< 86, lithited ﬁ‘)gln%a@lﬁgﬂ\ms B¥icésehyR tdofin(§r Rdr rEtQﬁ&&hstmbutlon
‘The VAS pricing and retailer comm ssion block 18

trees, sulh QY bl @&aildd GrdUps blPEFiniiROARI LR ulTRAB IRl HSn&BA 1L RAE) and/

T 8 onn123|gns%?g% t he ab]g?/refaﬁ g Tﬁ% cap gb|||t§e @)an o
ck 18d i ncl ude, but are not linited to managi ng

Nﬁmbréﬁgagrlces by reglon(s) and/or retailer distribution

t heLa oup;. .and definin
[0069] cﬁe}scﬁ’l tg? 2P ?atbgsiy I ?cknL%eg}?rﬁ S ﬁ@g‘?‘%}?ﬁ%ﬁl gwdtpgpanage the sets of
PINs for %ltlea Iscl,rslrcesg EQHE {)%i)efed. The capabilities of this block 18e include, but are not

limited to: segmentation of PINs on a per service basis; safe storage of PINs; serving of PINs to
the requesting module(s); and the marking of PINs as ‘used’ once successfully served.

[0070] Communication between the server modules 16, 22, 18, the mobile operator network
entities 24, 25, 19 and the third-party service provider network entities 21, 17, 23, are
accomplished through interfaces 24a, 25a, 19a, 21a, 17a, 23a, respectively, and a middleware
layer 15.

[0071] For each of discussion, the interfaces 24a, 25a, 19a, 21a, 17a and 23a comprise an
interface layer, which implements a specific communications protocol. As depicted, each

interface is used to separate the connection logic from the business logic, thereby simplifying the
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[0069] Lastly, the PIN database bl ock 18e provides the

busi ness logic to nanage the sets of PINs for the
weenwriosed7bei ng of fered. The capabilities of tRCs/Sbh@el0o321

18e include, but are not limted to: segnentation of

PINs on a per service basis; safe storage of PINs;

serving of PINs to the requesting nodul e(s); and the

mar ki ng of PINs as 'used' once successfully served.

integratib® @7 @lobde pEmice ahd @iirdgiryeestwbiftCen$i€iey e Thi R ES alg]%lg-and-plug

22, 18, the nobile operator network entities 24,

environm&ht F6kbtdndrds Bhded nBRFY erfififeyl Ce provi der network
entities 21, 17, 23, are acconplished through

0072] HYyES i % %17 SRRE
0072 P48 E8S o B 0 A 0 SRR WSk
' ' . i nterf 4 a, 19a la, ,17a and

commuryH6H 3545 ohiiTnt BhE bSR3 oS U col P ingeReppon™ IR @ 0
S ILfic co ni cati ops protocol . epicted, each_ .

convert 31 VSt servet; [ ot 8 th ;5%1“5?@ gt @%Hﬁﬂ%ﬁ tff’%‘i‘fglaé‘ai gend it to the

. fromthe business |ogic, thereby sinplifying

intended; fggeh alafformy GRI4P) to Biterareh s fArsst Ripdorenrespansgr and convert that
network entities. This provides a plug-and-plug

responsedA iR PEPIREHELe ARRPORSE APIdhe ssvay araslylasdbwdk R8ent i ti es.
[0072] hi this regard, a primary function of the

[0073] iNntahly.aesshlinigefpce 24a Rbae2 fapllda, 331)andol Gmein agéttanhfer each specific
conmuni cation sessions with the target platform such

target newortkreatigol Kor examgjet the elepligtffarcd3a 7y wiidn fod commueichtién with the
VAS server 18 request to the required target platform

informafi@f dlext prefdrs @Bd Sinkildrg, thB@ostpiie idedadeaog &t witta PEShmunication
and (3) to interpret the target platformresponse, and

ith theC id biHAE plAPRANSE ERAMARRE ARG AL :
" ;gg@erveraéngdul RRNGE, ESLPMARED ARl it fpodRpIRGe, Resigncd to

manage 'ft Ottﬁfnggc?i%n 1884 q ﬁrgeg&&woﬁgéﬁm%}% %@ﬁ@ﬁgitligla?c%éésr%a@(ég%]ﬁg:and-play

r each specific target net K entl
. the alert interface 23a is witten for conmunication
lntegratlé\/lllﬂt h the information alert platform23. Simlarly, the

stpaid interfage 19a.is itten for communication .
r0074] PR RHEaB Bl o pighir o sladiiniopond BAREHEY (v cppafuications
al so jncorporates features designed to
between all mobile operator and third-party network entities, and the three server modules 16,
22, 18. It manages core functions and systems, such as: a message-passing system between
multiple server modules 16, 22, 18 and the interface layer, preferably using XML; an internal
queuing system that routes messages from the server modules 16, 22, 18 and interface layer to
internal worker threads; a monitoring system that monitors the status of third-party network
connections, internal threads, queues, etc. (with event alarm and logging); initialization and

(graceful) shutdown sequences; debug and audit logging; and data collection system that collects

performance statistics.
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manage the transaction |oad on a target network
entity. This facilitates a seanl ess pl ug-and- pl ay
wonv@gsativon. [ 0074] The middl eware | ayer 15 i BCT/SG2006/000321

configured to standardi ze and nanage the

conmuni cati ons between all nobile operator and

third-party network entities, and the three server

nodul es 16, 22, 18. It manages core functions and
[0075] s@tsmemfsdetaawdhdlsthmm OE sisagensactidi REnaySieR JyeMeLBnitoring and

mul tiple server nodul es 16, 22, 18 and the interface
transactioay®ggingr @fruall of thei MeidieWare Adyel ML LRR! HAWRHEN gﬁ)premated with

system that routes nessages fromthe sérver es
referenc @ Fig23. 18 and interface |layer to internal morker

threads; a nonitoring systemthat nonitors the status

[0076] Of el tlflalﬂ’sgc'tff&ﬁrrﬁ%ﬁ V\F&{‘] evenl‘ts‘lﬁ&ncﬁctflé ﬁﬁgdlf:\k/grteq%ﬁe? 15 t1rr1]cro?paocrle%tb a range

queues, etc alarm an
ra ef ul) utdo se uenc
of featu}gg i 5‘%‘@ I ogg| Sr?ﬁgorgr?a ﬂi.’i%q P%%)?S&ﬁ;qj%ﬁt et depicted,
Gt %y&hom@ggﬁ%‘n’is e through
t I attributes

dedicats fr%%q‘igr%' et oT fegéi g{eés%E?sﬁéy Dlisesak pe ey @spen G to avai

W th reference to [0076] The transaction
processipgn a?gé‘??é‘iﬁeda‘ﬁ’?rﬂ(@b@r@g 16¢ takive thei wekisegvaet queceandiBocesses it. If a

incorporate a range of features to guarantee delivery
responscif tq bagenh or ildhsmsspagaiato be passalodr, them ibiselaved ar ad @sliound queue
As depicted, nessages received fromthe server nodul es
15d.  Al@pole® coRetioy dfhendingdheuds e5el thear sitdnipt aygndeark gak@de to its
receiver threads 15a. These nessages are placed in an

destination beadnodige €3, ¥sbinétencewai t processi ng. A dedi cat ed
wor ker thread 15c takes the nessage off queue and

[0077] PIRGESSERASbditorihk aﬁrlﬁtﬁgsocﬁfiﬁ@mﬁdlév%rpq 5 ?%Fpor&gs ) ﬁangg Bf features

nmessage i s to be passed on, then 1t Is pla
that coanﬁ%%% eirg e%lérga ?éenrggﬁ-{deg%t ég e(ﬁé p%ﬁoxgrg%nzzg tnog tﬂ? S}ayer For
example El tgl%ll %easc’ig 5hid [(eeps ack otl a811 cgrg{)helmrc]:gtagge%g of messages within the
server modules 16, 18, 22 and the middleware 15. These compliance aspects include thread
activity, message sending and receiving, queue sizes, internal processing statistics, message
| delivery re-tries, message aging and the like. In addition, a built-in e-mail and SMS alerting
system 15g provides notification of important internal events. SMS alerting is possible through
Short Message Peer to Peer (SMPP), Simple Network Paging Protocol (SNPP), Universal
Computer Protocol (UCP), Computer Interface to Machine Distribution, version 2 (CIMD2) and
other protocols. Alerting systems may also include Interactive Voice Response (IVR) systems

and Multimedia Messaging System (MMS) with graphical illustrations, if desired. Two other
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[0077] The systemnonitoring attributes of the
m ddl eware 15 incorporates a range of features that
woanplossent transacti on managenent and opti m zeCcrise2006/000321

performance of the layer. For exanple, nonitoring

t hreads 15f keeps track of all conpliance aspects of

messages wthin the server nodul es 16, 18, 22 and the

m ddl eware 15. These conpliance aspects include thread
system amhituiifgy atttimgsagelgendyragianchd baeicngGin cHse U SicAl6ading) and

i nternal processing statistics, nessage delivery

dynamid Riltifelr€vefRESageon@ilig). and the like. In addition, a
built-in e-mail and SM5 al erting system 15g prOV|des

0078 rrpﬁé frhdsaddan t
0075] 9 gl s%élg? et eI, (£ « ommon

capabﬂ%ﬁt% E)t?.gﬁj 5)80 o\ggglh aﬁ?%g?gn %()[I‘HQ'J?QJUO{l ?Nﬁzegsincgeto avoid

loss of El%bclvgg%?s‘in%ﬂ b%rtl §1§c{1t l\égélﬁ,gE gfsgoz - ngv S%adcontﬁnmo{ls trace of
Interactl |ce ﬁes nﬁ gi%ﬁé st ens g

messagq OGS 4 s desrinanel it Froeh antagtion logging 151
|IIustrat|ons |f desired. Two ot hersystem nonjtoring

provides, $3f¢ jsfiags <0 |%1Caldlé>gwﬁérmf daate balniveesahdreuspetioadeosgser (UTL)
over | oadi ng) and dynamc failure recovery (in case of

server (#iishayym) . [0078] The transaction | ogging attributes of
the m ddl eware | ayer 15 provides a common capability

[0079] tThecHplusavand = atwraizet datdatalettion systdn dhit spepss péarformance
the transaction processing to avoid |loss of critical

statisticsl Bdj and tradyaétion davein asstahdardidet fdrag@bd@at i0isdirédented in a unified view
provi des a continuous trace of nessage progress.

and extfeREHY rep@ENE 1648 aIHaER tH0GRHM isl plofddtly GRAMifiMble by service type,
transaction lTogging 15i provides safe storage of

| r
s OB OGN B ST gL o

web-baéeﬁ a ﬁﬁ"s‘ﬁtaﬁ&{ gﬁg?mgq}s@r ﬁ%gagec {%@J{j aﬁX\% 8 r&th né élﬁg Pntlslilrgegs users to

per rnance St1cCs ransac |on
rLmat So. that

view a BREF SR ORERD AR B BRAEE by iR Rrvig WobDR qeyyiowing al
serv1cestth)rw’§l%%tl\&. o}pre%erabrf r, eefac | s%grll rioI 19 ggr}t}olleg Bgl gneb or rigrre\ﬁlt%g

[0080] In a preferred embodiment, a reporting module communicates with the data collection
system to extract data for any individual application, or to consolidate data across all
applications. Controlled by one or more filters, the reporting module may create reports for a
range of scenarios, such as a report on aggregated services by transaction type (e.g. all top-up
transactions by service type). Reports may also be created on aggregated services by
retailer/agent or on individual service(s). Through the reporting module, mobile operators or

third-party service providers may create their own reports also.
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transaction type (e.g. balance inquiry, top-up, etc.),

date/time, MSISDN, and response code. A web-based
wadoma7ssitir at i on graphi cal user interface (GU ) parisceme/000321

operations and business users to view a range of

scenari os, such as view ng an individual service by

VSl SDN or viewi ng all services by MSISDN. Preferably,

each scenario is controlled by one or nore filters.

[0081] WORBR qeiled dRch ﬁ&r{ ﬁglo PR e ard@ing SPQE SIS tAB AkbhRecture of

conmuni cates w data collection systemto

the preseﬁn%t ih %nltuag ah aaé:{i%te ad%ﬁvéxgdéﬁ‘/ }/Qg)gl%)l c?g%bf GAd 158 icre]:tQ {ua

-

o a wireless
onso ate data acros 1 ONns. ed

e t he reporting nodul e may

b¥.on§ or mor e fiﬁt r$
communicafian @evice i3 Atianagpiong gﬁ@@ of scenarios, such as a
[0082] E)z_%o ?ito]ézﬁg/, 2%1%\5&7'{651% ?e{sg%ﬁ icgélz/glr ﬁ erg));s ér@%&sa? (t)\lflg:ggé XP g post-paid bill

Reports may al so be created on aggregated services by
payment gansaqtion/ utpenthe gystem ointhevprateat Epten: ek yenabiey g pgebile phone
the reporting nodule, nobile operators or third-party
service sbsuitee tprpayi theirsmobije phers epetatoir’s pestrppidpagopsnt using physical
al so.[0081] A nore detail ed description is now
currency[{i.eSpesb€ dupeeg apchidsgetap evattharuofer tohm atiwnized ctailee 1 0f
~ the present invention to activate delivery of various
[0083] @FHeaRbmplAty Bigr /ir@Bsction] thg rétaildrr1Oluessa mobitaistionat R ana point-of-
device as a transacti on gateway. [0082] Operationally,
sale deviedioMditaté @SPREpaiti Obifti Shy HanshORME ab it IperkioR Jol O a preferred
chart of a post-paid bill paynent transaction using

embodintﬁ%g,i l’?ﬁélsﬂaﬁ BQbachiBR RESREBIMdVERN b FIM BRhu 8)aRIaAS:s Iq eO that have

phone service subscriber to pay their nob

authorizg(ﬂ rglggtﬁ(g yce Exiﬁhgc.r?e%g%gig&sls" Bl?‘lb gé@gsfég%ggh gﬁiengﬂ\ﬁ’q 3! s%@écribﬁre identity

s, etc.) over t

counter to aut horized retail.er 10.,.0083].,ln th
module, 5 8 Rbareridt (R TR ¥y ek T, The st
. nobj | e phone 12 as a poi nt - of sal evice to initjate
is configygad topHerg aBjapPlighgn Op Ahiakisi At e e Akt o tsplayedon the

. a preferred enbodiment, bill pay transactions are

mobile dsuict'shapdseirsresn aad SPIIHed byle handeatis@pgigateon ieye have

authorized el ectronic wallet perm ssions and SIM .
[0084] SNatably;tatranFimtioshidyibs parfemmsslosingany dewret jussr interface on a variety of
mobile based application protocols, such as, but not limited to, short message service (SMS),
wireless application protocol (WAP), the Java 2 Platform Micro Edition (J2ME), BREW, etc.
Each of the transactions discussed in Figs. 3 through 7 may employ any desired
interface/protocol.
[0085] Operation 30 is performed when a mobile phone service subscriber provides the retailer
10 with his/her post-paid mobile phone number, the amount being paid, and a bill reference

number. Using the mobile phone device 12, the retailer 10 accesses a M-Commerce server 16

menu.
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nodul e, or a contact-based smart card, that is

inserted into a nobile device's handset. The SIMis
woandf7iogsined to store an application on it thatPC$/8G2006/000321

controlled by a nenu that is displayed on the nobile

devi ce' s handset screen, and controlled by the

handset's navi gati on keys. [0084] Notably, a

transaction may be performed using any desired user

[0086] P RFbBL EOSINE aﬁ;ﬁfoh@&ryd@ﬁlaﬁm@ela@?a@ﬁ% ReRpts 68 klleORtailer 10 via
protocols, such’as, but not limted to, short nessage

[ ' [ el « :
o SIEH Sk YS9y Sy S6EL (N S

posou G Phe 91 L AU 025220 L o NP, e
s ST S 5 ARSI vt o

) ost-pai d nobj | e phone nunber, the amount bein ai d,

<bill refgrﬁacean%?ﬁ I ofpes vilics U ler 1Qsqlegs tlﬁéowmorl@ng ABfins from the
device 12, the retailer 10 accesses a M Commerce

SIM menp apd enters thedriaisposdjedirydhe sehseyyber imepesition 3o Tihe setaidas 10 then
di spl ays the appropriate pronpts to the retailer 10

enters ity MaComaegielervenidentsicetiorasumipar éizes &/1-€M pandSebEuns the fransaction.
Post pai d nobile no."; "Confirm Subscri ber Post paid

[0087] riiitei $BM rapplicatioflcemsmcts dneendoypted bdf pay et nessage service (SMS)
"Pl ease enter paynent anount”; "Enter your MPIN'; and

containingCehef nfeiRdDa@dtayRnd salds fanmebge toar SMSetai 24, Mhick<MBlSates the
wth ref no. <bill reference no.>". In other words,

bill pay hﬁﬁsagsto&ihk R1-CHRnReleaEHSr 1 fleTRONESRRRAREVEPTd @GR Mat the
the SIM nenu, and enters the details provided by the

bill pay?ﬁé@ ;i??%ﬂi\fﬁt‘?ﬁﬁ?&ﬂo&nde% rtsT Plg eﬂrrl]fs%%el &ld Mhénﬁﬁ%%sr the retailer’s

ente mer ce ser cation nu

10 detai%ioﬁlqh%%{W%faé? se?vr%g 25 oagfal {)ﬁé‘?%&olﬁeﬂt. ransaction. [0087] The

a 1on constr an éncrypted bill pay short

sage service NMB), contai,ni ng the entered data,
10088) JE R SRR AR B i St R vl R o, B w0t server
routes the bill pay nessage to the M Commerce server
22 holds dhe eI B BCSEYVEIT T15 Met @RHPIE SOTRR O (gates a payment

request (operation 32) to a billing platform 19 of the mobile operator 10 through the VAS server
18. Preferably, the details of the payment request include information directed to the mobile
phone service subscriber’s post-paid mobile number (MSISDN), the payment amount, and bill
reference number. Optional information may include the payment type and a unique M-
Commerce server transaction number.

[0089] At operation 34, the decisional issue is whether a valid post-paid account exists. Here,
the billing platform 19 of the mobile operator verifies that the mobile phone service subscriber’s
MSISDN is a post-paid account by cross-referencing the details of the payment request with

information in a post-paid database. If no matching data is found, the billing platform 19 notifies
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bill pay nessage is a bill pay transaction, decrypts
t he nmessage, and authenticates the retailer's 10
wdeb@iossiion the e-Wall et server 22, as at oper aCTSG282/000321

[0088] If there are sufficient funds in the retailer's
electronic wall et account, the e-wallet server 22
hol ds the paynent anount in reserve and the M Commerce
server 16 initiates a paynent request (operation 32)

the VAS @réerDigl bt 9 BiARER! 49 étgoéﬁf-atibﬁ S6M0Phd §ARPRERE A8 dddifies the M-
t hrough the VAS server 18. Preferably, the details of

y _ el e . .
Commer%xﬂ gerrpr%bf? %mﬁf?%%ﬁh skits ygﬁ%ﬁdﬁﬁ%gﬁﬁﬁ %s&?% gtglttlg.dﬁ%@ief éO and

I'é pnone service Supscr s pos

o B PYS R RSP BRI gt s o

. paynent .t and a upi que. nmer.ce server, Lransaction
subsorib  AAUGFIGr) S, TAap B & P SHRALG AL el oG VL oyRe, there
is whether a valid post-paid account exists. re, tge
has beep ¢ | RrARIeR RFIEFTREL YOBH belﬁep%ﬁm éu@a&eﬁt o VePmission date> at
~that the nobile phone service subscriber's MSISDN is a
<submispien timszi Bleassealingusipynes seryise af gthene nwgberhie Tepas i Tteangrction ID
the paynent request with information in a post-paid
number>dat abase. |If no matching data is found, the billing
platform 19 notifiesthe VAS server 18 of the m snmatch,
[0090] @ the cdiperiahd Oif tB6 subftribel/ ASvatfiedess d aliopdst-paid acbmnt, then the
MConmer ce server 16, which in turn sends a
billing pl@fbirh i1 9 AbdePEs tRY/BAESEAFR 1Bayientred st il pbeks &itthbayment process,
subscri ber advising of the failure of the submtted

as at oper @@t (operation 38). An exanple of a subscriber
notification SM5 nessage for a failed transaction may

[0091] 6 at op&AhtISHU] @gﬁlelﬂling Sorla% LERN @ogﬁglﬁﬁlgﬁb%essa%e o the VAS

processi ng your ynment submtte m ss

server 1 g zlﬁag E)ggltngrﬁul%%nr%%lé g@ceﬁz{%@?@: prpclze%giﬁg. 4 Gﬁlle lV&é’ %%rggﬁ Ei Botiﬁes the 4M—

nu rans transacti on

nunber > " [0090 he ot her han i f. the_ subscri.ber
Commere 3557 16,abfigle thrydy g %8@155 EEr %, o (R R oREALS payment
billing platform 19 accepts the VAS Server's 18
amount Feaxp e etailel § ssrallghiscpgd (@eftienddy ment  process,

[0092] The M-Commerce server 16 also constructs a notification SMS message to the mobile
phone service subscriber (operation 46) and retailer 10 (operation 48) confirming that payment
has been successfully posted. A successful SMS notification message sent to the post-paid
mobile phone service subscriber preferably contains information on the customer name,
date/time of payment, the retailer’s MSISDN, the M-Commerce server’s transaction number, and
the payment amount. An exemplary form may read: “<Given name>, your bill payment
submitted on <submission date> at <submission time> has been successfully processed. Your

receipt number is <post-paid receipt #>. Trans # <transaction ID number>.”
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as at operation 40. [0091] Next, at operation 42, the

billing platform 19 sends a confirmation nessage to
woOher7¥AS13er ver 18 that paynent has been accepPed/sGeros/000321

processi ng. The VAS server 18 notifies the Mlomrerce

server 16, which instructs the e-wallet server 22 to

deduct the appropriate paynent anount fromthe

retailer's e-wallet account (operation 44). [0092] The

[0093] MR & BusRkdal SIS abiHRabON SAdssizb Sset RO fefdlel Q0 preferably
SM5 nessage to the nobil e phone service subscri ber

%S
containd %ﬁﬁﬂtioﬂnorfl @le AR/ Bk RS p%ﬁn&ﬁ?%ﬁ@tsh&%ﬁ%)s MSISDN, the M-

C Irmng that paynment has been Success y posted.

f i-fl ' tqQ.t :
ConmeAs USRS i S \ALLC3Hd e TBSRAGE 3! ! e i
st SR B S0 R0y SO B s L s
cime> S8 ST R B I5E e 2 1S OLTEPL IOHD 5

paynment subm tted on Subm ssion date> at Subm ssion
Trans #<tigasactigpsIDhappbastidcessf ul |y processed. Your recei pt
nunber is <post-paid receipt #> Trans # <transaction
[0094] | 5t thisdvaetyre; looadtileSiperataror yotaiter d@orseepss cAsh SivB the mobile phone
notification nessage sent to the retailer 10
service pubstrdreampyratiomd@i ns i nformati on on the date/tine of
t he paynent, the subscriber's MSISDN, the MConmerce

[0095] SRy &bith nblir@hacinyt allThiesr VAsrdnichtarelioteahincadeetiices, whether
An exanple retailer notification SMS nessage for a

digital SoHE&HR St stbboiphies Rbaeks! [sARmRAGEILAB preYpaleas %po&%ifﬁﬁ%ﬁ? phone
at <tinme> you submitted <currency anmount> for

subscri%?§f)}7 Héﬁ‘&tmﬁé thsﬁ%%bgﬁ%ncgfoi/éstﬂp $661tBEH ANELBINZed ;reu[eﬁlﬁ?] é# Each

transaction er>" [0094] At this juncture,
VAS co%?&%k Fﬁe&ﬁﬁéeﬁts%ic%ﬁs ek lle %fnrg Ooreb%gﬁa,satnﬁ%& l%er &gb%g‘é disabled
no I € phone Se_I'VI ce supscr er, operation-50. f
singly é{ﬁﬂl}n@}eﬁn&%ﬁ%ﬁl@%{j'@%{%?rgéga%HM$ ﬁg}lltlentogr grﬁ%nc\:é Sse%\%g angreferably
configured as its own content/service delivery platform on the VAS server 18.
[0096] Referring to Fig. 5 (comprising Figs. 5A and 5B), there is shown an exemplary flow
chart of a content purchase transaction in the form of a ring tone purchase transaction using the
system of the present invention that enables a pre-pay or post-paid mobile phone subscriber to
receive digital content on his/her handset. This is achieved by delivering physical currency to an
authorized retailer 10.
[0097] Here, the mobile phone service subscriber selects a specific ring tone, for example, and

provides the mobile operator or retailer 10 with the content ID number and his/her mobile phone

number. Alternatively and optionally, the subscriber may select a specific logo or picture
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digital content or subscription services, is avail able
to pre-paid or post-paid nobile phone subscribers by
wdebinasiing physi cal currency over the count er PCO/SE2006/000321

authorized retailer 10. Each VAS content or enhanced

service is available singly or bundled, and may be

enabl ed or disabled singly or bundl ed as desired.

Therefore, each VAS content or enhanced service is
messagepThé etalet Y0 thenfusgs @obiksphiohs 12Wha FEIAL-6NElS&WdeGS initiate the ring

delivery platformon the VAS server 18. [0096]

tone purbieds€ friinsa&idnbyFdcBessg GCMTInhiférBYsdv @9 6 reAudDsbralh 602.
there is shown an exenplary flow chart of a conten

[0098] Q‘i‘éi@%ﬁﬁ? tHe' AN A Abr! lﬁeﬂurtﬁsﬂl?s gb@{ogqunat% :pﬁtgw;écg’ g? éléeerrﬁaﬂer 10 to

purchase transaction using th _
e SYERL 0D SARUES. LAY BT R it
e Ry, R VRIE] eSSt mamer
i his oy ¥ S fenciod e Rl AP QBT e YBRIBN) “Please enter

operator or retailer 10 with the content |ID nunber and
Content HB§¥ Hayeromr M-PANSnCaondispesale of] $@ontent i) tp “MIUSDN>". After the
optionally, the subscriber may select a specific | ogo
retailer H?elﬁpl'étitﬁrréﬁ'eb@égé@nﬁﬁh@timetmbee (i.cL M{PA)y ths estaifer idbiohfirms the
phone 12 as a point-of-sale device to initiate the
transactiphng t one purchase transacti on by accessing a
M Comrerce server 16 nenu (operation 60). [0098]
[0099] RMaaé eéreadpiipn t6 eclfzleM aififetdnt &hige NMISISDNI i RId¥Sh to the subscriber’s
appropriate pronpts for the retailer 10 to enter the

MSISDNIET deddfe@V IThRofiiont AMBwS WRSHEbIREFhond RErvIRE Mhﬂ&ﬁlfleﬂ%é)urchase VAS

i ncl ude such pronpts as: "Please enter Purchasin

content R RRSICEP ?é'rvi% {o‘? fANM ﬁE{ﬁbezr}é,}Eﬂit@tﬁilégcoqféa yes,i-ragﬁlq)g#e{s.

Subscri ber I | e nunber ent

o R AR S e St
o o PO SR AP, LR e
purchaseiclglgsps?aé%ctﬁ% &Rh&%&e{ $e§3\|ﬁ:r T6. ¥hep IMI\!) on}rrllqe?rcer segr\?elrl l%rthélodetennines

that the content purchase SMS message is a content purchase transaction, decrypts the message,
and authenticates the retailer’s details on the e-Wallet server 22 (operation 61). In addition, the
M-Commerce server 16 forwards a delivery request to the VAS server 18, passing along the
retailer’s MSISDN and the content ID.

[00101] At operation 62, a decisional issue is whether the retailer 10 is authorized to sell the
designated content. The goal here is to prevent the unauthorized sale of electronic content by an
unauthorized retailer 10 in addition to preventing the sale of unauthorized content to a mobile

phone service subscriber. If the retailer 10 is not authorized to sell the designated content, the
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[0099] Note the option to include a different 'target'
MBI SDN in addition to the subscriber's MSISDN, if
wdesi7r08sili7 Thi s option all ows the nobil e phone BETSGe@6/000321

subscri ber to purchase VAS content or enhanced
service(s) for famly nenbers, friends, colleagues,
and others. [00100] The SI M application constructs an
encrypted content purchase SMS nessage containing the

VAS sent £8 dobsdimt aalidancths estéliserti0GonpasaletrimadioaVA @6ertigly, the VAS
24, which in turn routes the content purchase nessage

server 18 Gerlld3@ ¥nGRIERIHEIOHELH RN tbQhe NDCoNERIETEBFAE 168K Ni6H thEf sends a
then determ nes that the content purchase SMS message

notificatich 8MXCHe8ke RY 1GDFSGiILT 80SAG h e Plfdéj'réy%&ﬁg% glﬁli)sgﬂger]r that the

nmessage, and authenticates the reta

transactizoﬁgvag/; lc&e%’éfuf&;%&%ﬁoggi)( operation 61). hi addition,

nmerce server 16 forwards a delivery request
t he ,VAS server 18 ssing alqng,the retailer’ )
r00102] i ol B e T B U1 it it Rl dgsgnated
ecisiqnal. issue js ether the retailer 10 is, ) .
content, g‘&ﬁ PR eragional s s eaggﬁ rgehitecteriseipntent H igedid (operation

here is to prevent the unauthorized sale of electronic
64).  Ipoh &t VBY servenrddunaiidies tea)M-Comitieese seover rl 6aadiich nturm sends a
. preventing the sale of unauthorized content to a
notificatraso? VI npsisenge ts thevrladersifbandrthpmobild phankeerviteaiubgaribéadvising of
not authorized to sell the designated content, theVAS
the faihger ofethel Sibouttsd mefuestaldpdetion td3¢. r Exahplery IAlk®motifiedtion SMS
sal e transaction. Accordingly, the VAS server 18 sends
messaged afeaR exidier datrigsd. noti fication to the M Commerce server
16, which then sends a notification SM5 nessage to the

[00103] ERSwAdveEif I GHeehit@PLdReRONR BH VINER RV 6L tdhRkreves the
the transaction was unsuccessful (operation 63).

o8RRI A8 et et OB S A B p o

.. ' l,. i i s whet h th
ot s P SRS TR 58 PR ity o e
Conmoll 8%+ 14188 R Py SRl oL S Sohe ! MBS, rin
. hess tQ the retﬁilen 10 and the nobil e phone
funds indifs W?]gez agg B E5SeyE rthe getpil PHEF lgps retailer commission. The M-Commerce

server 16 then requests the VAS server 18 to initiate the content delivery request to the vendor
content delivery platform 21 (operation 65), preferably passing along the target mobile phone
service subscriber’s MSISDN, content ID and M-Commerce server transaction ID.

[00104] The next question now is whether the vendor content ID is valid (operation 66). If not,
the vendor content delivery platform 21 sends a non-validation notification that the vendor ID is
invalid to the VAS server 18. The VAS server 18 notifies the M-Commerce server 16, which
then sends a notification SMS message to the retailer 10, the vendor, and the mobile phone

service subscriber advising of the failure of the submitted request (operation 67).
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the failure of the submtted request (operation 63).

Exenplary failure notification SM5 nessages are as
weaod7iossiidescri bed. [00103] However, if the opeCcaisaro0s/000321

content IDis valid, then the VAS server 18 retrieves

the correspondi ng nobil e operator's (or other

aut hori zed content provider's) content ID, retai

price and retailer comm ssion and passes this

[00105] | O thicoidr BAnd, & théGenlibiCeuiteit TR iS@erRl vAIR, tHdWenWb0dBNRIE Gelivery
server 16 requests the e-\Wallet server 22 to verify

platformt ﬂaéenag‘ﬁe a6diHateRrcolast 1o lﬂflé SMS%@ﬁtef M%eﬂaﬂoﬁ B@ wal | et
and to reserve the retail prlce | ess retal

[00106] C%”&Be?a‘ﬁoﬁ o, ¢ %@ eMé &éﬁ'@@?%%%m%e& E6ntdd (& §e?é%'té%§*§1%ﬁ)ﬂe§ to the

erver 18 to initiate t cont ent e lvery re

o_the vend del iver atfor
mobile %1g3)ne Service sub l‘l%ell‘o 3 glgrﬂdnsat & 4 r?él ¢ Enlyt 8r ge o% l%sg ﬁcg %h %r Words

serV|ce subscrlber VBl SDN,,..cO I D c
there arg i VAR RIS HAORE T COPiSBH CTHE THS Goalet 2‘3 [}@@gtrﬁ%ﬁwﬁﬁ ol delivery
is whet her, the vendor content IDis valj eration .
receipt aslé) returgs dekiveryoplipaatign io dismyader eranteny éﬁkweﬁy af fFm23 (gperation
ends a non-validation notification that the vendor 1D
72), whicb qonfizng the epntané delagry evagesucaegsiulTirpensgtion Jd) wad sagls a positive
notifies the M Commerce server 16, which then sends a
responseigetck fto twtVAD sBhs I8essage to the retailer 10, the
vendor, and the nobil e phone service subscriber
[00107]ethe §ASgseofer i Raofified the dMafontihercs wérmert 16 dvhickningtiicts the e-Wallet
(operation 67).[00105] On the other hand, if the
server 2¥ @0 deduct el RpinehtRnicint 66 AEMe Yethil s éléwroﬁl@ REIet 6RBI@Nbperation
delivery platform2 1 sends the designated content to

76). A&Bﬁn% t6& M-EbmaftrdeQBRLAT 6 QB %)notl&'ggﬂoQ@Mg‘tmé%Qﬁg% ab ¥ mobile

SMS center 24 sends the content (i.e

phone sé’@lbggﬁ&gnﬁérgg%&ﬁﬁgh8 anf J%Elﬂgpm {3??{%{3&2 ﬁOﬁﬁ:@hﬁé#ﬂ?ﬁg that the content

SCri et’ as once-

has bee mm s:@@ ﬂ (per mords there are no transm ssion
9 ?F yé@ Yf& content. The SV center 24 then

cei ves .t he I|ve recei pt and. retuyrns deliver .
[00108] ﬁeﬁm-‘atl}/%ﬂott L ITERERY A8 GR SEHar de e sy cprlist fibcribed. For

(operation 72), which confirns the content delivery
examplw@e% theesubscgip er( basararifedh targgt subsgribeiniaformations j then,a successfully

SMS notification message may contain the following information: date/time, the retailer’s
MSISDN, the target subscriber’s MSISDN, the e-wallet platform’s transaction number, and the
payment amount.

[00109] The retailer 10 collects the currency from the subscriber (operation 82) to end the
transaction.

[00110] In instances where a transaction is unsuccessful, the reserved amount from the retailer’s

e-wallet is cancelled and the e-wallet is not debited.
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response back to the VAS server 18. [00107] The VAS

server 18 notifies the M Comrerce server 16, which
wonedi7rastis t he e-Wall et server 22 to deduct thecpasge®aino321

anount fromthe retailer's electronic wallet account

(operation 76). Accordingly, the M Comerce server 16

sends a notification SM5 nessage to the nobil e phone

servi ce subscriber (operation 78) and retailer 10

[00111] (RRP&FiAE O™ ﬁphgcertééxﬁmm Fi%gt 6A hed @B)! & Movh@sarP84h enhanced

successful Iy delivered. 8] The respective
service éﬁggdrfp't@ﬁ‘ LRRa Q4¢idn H ﬁe b7 bébr ﬁl?%]EOIH@ nlﬁfstr ted A color

earlrer escri bed. For exanpl e, wher e e su SCFI

ring toné; G)‘Z‘ C@@Aﬁﬂqgn%%%t d%%plﬁ 5435{ alfdﬂ)f e n@fn‘cﬂ ik ushlfﬂglp% ?etcHredmg ofa

. |0n nmessag () may con
song, thys i 'ﬁ?ﬂ'&%ﬁ § C2 el el %é?f@ﬁw?h? Fon e tope service.
The sonf gepltst Teporingl P Rene T EdORe it vt enls GIHELMES hrst Svehpie calls

subscrlber (operation 82) to end the transaction. [001
another. 1 Bhe qudliq letis prefesabhn dpqugh not senatlyofioned op asgeiea seven connected
the reserved amount fromthe retailer's e-wallet is
to a mohglgrepetatasts nefwiorkhe e-wal l et is not debited.[00111]
Referring nowto Fig. 6 (conprising Figs. 6A and 6B),
[00112]dnfthetwansemtidn dfpiated em Fan e dhs prevpayeors pdss-paid pholsiie phone service
purchase transaction in the formof a color ring tone,

subscnbbﬁpﬂolvidld§ tHeattler A with &is/her MPbilOPifone @imbet (MSISINK) to subscribe to
tone') is best described as an audio file, which is

the coloSh@tdn¥ s@rvicRC ahe irdisilef 0 heh QR a bBile phondlih @t a Eﬁﬁﬁféf-sale device
when the caller calls another subscriber of the col or

to 1n1t1at% 'tﬁkgcotl&q'ﬁlgst%ﬁé’ éu%@crléon]ﬁ trﬁﬂa&lcfnef%rﬁ gﬁasstlhlgﬁemg ation 9

tel ephone Ting ton at one wou rw se hear

[00113]%§fei:a%k}l 12" %tIlOIe gghﬁqgoﬁa énch f 14 ?a})ssa r?];r%:iea éergts as earlier

necess ore erv

descnbe% for %ge re alfer 18 t(r)r%rtx)tlell' e%%%rpa}%\%deg b}rf] %16 suli)scnber The retailer 10 then

enters its M-PIN and confirms the transaction. Alternatively and/or optionally, the SIM menu
may provide for the entering of a target subscriber MSISDN, which is different from the
subscriber’s MSISDN. This enables subscribers to purchase gift VAS service(s) for family,
friends and others.

[00114] The SIM application constructs an encrypted color ring tone subscription SMS message
containing the entered data, and sends the message to a SMS center 24. The SMS center 24
routes the color ring tone subscription message to the M-Commerce server 16, which determines
that the color ring tone subscription message is a color ring tone subscription transaction,

decrypts the message, and authenticates the retailer’s details (operation 91) on the e-Wallet
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[00112] In the transaction depicted in Fig. 6, the

pre-pay or post-paid nobile phone service subscri ber
wonowvicde7t he retailer 10 with his/her nobile pooise2006/000321

nunber (MSI SDN) to subscribe to the color ring tone

service. The retailer 10 then uses a nobile phone 12

as a point-of-sale device to initiate the color ring

tone subscription transaction fromthe SI M nenu

server 22 Oﬂleefdah%oﬁpth%q\)l:&{ngrgér%?Ler&éreféefo?\%rﬁs alsllBscipMbn request to the VAS
appl |

catibn nmenu di splays appropriate pronpts, as

v 53BN O i

oot b o LA SRR e SERLBRR g o st

rovide for the entering of a ta [ _r
designatq%sr@medmwéw- The Rl i OFRBYRN et‘glsi‘ﬁg’gﬁig‘lii?eaﬁ% of subscription
MSI SDN. This enabl es subscribers to purchase gift VAS |
services dor o eagehorized ®ier JO inraddien nareyeHEEsthey gde of gpauthorized
The SI M application constructs an encrypted color rin
enhanced sameicesitb sandbleiphoneSivE icrsmibsnyiber olf the miatlgr this nehaudirasiged to sell
data, and sends the nessage to a SMS center 24. The
the desighhfed eglineed Svicquhe¥ AShervenl doasinogvalahiee thebdaildr po farihat sale
nmessage to the M Conmerce server 16, which determ nes
transactibilatrhé VAT edredr 181 3adst Dnéh-eddaton potifvatioR ssthgViCGonanerce server
color ring tone subscription transaction, decrypts the

16, whic?{etﬁéﬁag&ds %%tf?féﬁﬁkﬁﬁgm%&@a%eht% th€kréthil @ 0SardiehadbileSphone service
operation 91) on the e-Walletserver 22. In addition,

subscribéﬂﬁat%&%%&{tﬁ)gx ‘@E@l&{ccés@fui ?fé)‘é?a'hgﬁ o@).subscription

reques server operation 91),
f er.abl [ I t ad ' g,
o016 S SHEROF 5L S1 bG5B gl e e
next st SR e et B et hiaR IR Bipfe vas
Erevent t he unaut hori zed sal e %; S bscrigtion ﬁebyices 13
server 1 loghneinvakidnisrihy apblecaspier faipthahsalgippsagtien o The VAS server

preventing the sal e of unauthorized enhanced services

sends at pomvalislalibe mstidietione toitbe Mitemeiserseryar {heWhishathearsends 2
10 is not authorized to sell the designated enhanced )

notificatier SMSanessipe tWAR: setailee 0,18e daubdle mperatag) and dhemohide phone service
retailer 10 for that sale

subscriber that the transaction was unsuccessful (operation 93).

[00117] However, if the operator content ID is deemed valid, then the VAS server 18 retrieves
the corresponding mobile operator’s (or other authorized content provider’s) content ID, retail
price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient
funds in its electronic wallet and to reserve the retail price less retailer commission. The M-

Commerce server 16 then requests the VAS server 18 to initiate the subscription request to the
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transaction. The VAS server 18 sends a non-validation
notification to the M Commerce server 16, which then
weend®saiinot i fi cati on SMS nmessage to the retai Per/st0006/000321
and nobi |l e phone service subscriber that the
transaction was unsuccessful (operation 93). [00116]
If the retailer 10 is deened to be authorized to sel
t he desi gnated enhanced service, the next question is
i hé ftfo ORI LGP D5 RURE mbECHsERE dldAg! the tasbtmobile phone
mﬂortm%h% fbrﬂgf) ékk ﬁot ﬁg VAsggg%ve% 18gdoes %o P
e SPHEE AR BT Pl R By o

ransacti on sen non va

o111 05 SRhe RalS STRP sggﬁcg%f Bl e R0 e colo
t he mobi. | e oper tor and hone serv

ring tong JHEEAPHR STHSE (PR MRAOALE FOr RSt (88 HEG Siform 17 sends a
(operation 93). %00117 However, if the operator

notificattogripdb VAS servend@ teal thasybacriten ésalieady Fikscidead opergtion 98). The
retrieves the correspondi ng nobile operator's (or

VAS septehd8 amatiftesrthe dd-Grommene sprvevilfewhich themtsepds p motification SMS
retail price and retailer conm ssion and passes this

messagel tof thé methiled Ot amdt hebild Gomrsevicesmbsagiberl 6dvisiig that the subscriber is
M Comrerce server 16 requests the e-Wallet server 22

already dPei@iilcMstbiat (ophiatise9i | er has sufficient funds in
its electronic wallet and to reserve the retail price

[00119] ! 18SweveL lifihk @hbse A B 1S 'n@ﬂgreﬂ@ﬁslygﬁlféﬂﬁﬁ&leto SB¢ ¥66r Al toneRervice,
requests the VAS server 18 to initiate the

then thest:léﬁﬁ‘ F%ﬂ 0%1% (?rfhu?ﬁ%ct F BeGcAptidd f(‘.)g te0Rird] &kt MK1SDN

peration preferably passing along the target

oGP SO TS MEL, B B AR 1

deci si,onal issue |s whet h S cri.b as m
that the SEHCRRIATRIORSS B IUREIPT IRPeTRE 102kl T i ae e the
(operation_ 96) If so, the lor ri to latfo n 17
M-Comggrig$ereh b@.wlinelafr}sgﬁctﬁ e 118 asesise Jrto flgdyh She paygnent amount,
subscriber is already subscribed (operation 98).
preferablng rseqnymended netli Pricsslesheonvntsione flew Serilers eleﬁlﬁ?’féﬁ wallet
then sends a notification SM5 nessage to the retailer
account 16peaatidnridH), laed pénds e netifivitioe SMibmessapeto thelpubstilepr { pperation 106)
t he subscriber is

and retailer 10 (operation 108) confirming that the subscription request has been registered and

when service will be provided. The respective notification messages are similar to the ones
earlier described.

[00120] The retailer 10 collects the currency from the subscriber (operation 110). When the
color ring tone platform 17 completes the subscription process, it sends a notice to the subscriber
confirming successful provisioning of the service (operation 112).

[00121] The decisional operations of Fig. 7 (comprising Figs. 7A and 7B) showing a flow chart

of an enhanced service subscription purchase transaction in the form of a color ring tone song
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al ready an existing custoner (operation 99). [00119]
However, if the subscriber has not previously

weubwmssined to the color ring tone service, theaTisieoos/000321
color ring tone platform 17 activates a subscription
for the desired subscriber MSISDN (operation 100). The
color ring tone platform 17 then sends confirmation to
the VAS server 18 that the subscription process has

purchas® €8 Bcdoant @ tva (HORBleat inQehtibAZik sinfile YR &B1sioRkl ddrations of Fig.
notifies the M Commerce server 16, which instructs the

- | .
6 excefl, BBL U 9RGE, STAARURE Y BlockrP sy s BRIy dap grvionsly

subscrib%crl am &?%}eﬁ%ﬁ% | llgréatﬁe elvgﬁitgg o it}{:e i%:%:b%lcg E,Bhl%g% %g%tswrz}% SnSo‘,tJl é)éeviously

oper ati 4), and sen a no

L L he ,subscr. ber .(operation 106) and.retailer 10 .
subscnbeg,r}g?rh{l}eéﬁgs_fg 5 3518 Sﬁ?@ﬁ%rﬁ“@“ﬁfg{g&)ﬁﬁ%o@ d%sg@f;%lrtgt %i-ls giser to subscribe
request has been registered and when service will be
to the cqlprinetenc servige fiskpect i ve notificati on nessages are
simlar to the ones earlier described. [00120] The )
[00122] B gkplain fugherorelfeing te Hag.cliur basybicriban prosidss ithecratader 10 with
(operation 110). Wen the color ring tone platform 17
his/her sabarpibetoés ddswed sdngchryi pry of aprootees $D numbse add his/hvomiabde phone
to the subscriber confirm ng successful provisioning
number.0Th¢ Fetaike 10 ttea ubapaneiilegphoidd P) as 4 pilARdf}salhdevibedo mitdmeathe song
operations of Fig. 7 (conprising Figs. 7A and 7B)
pmxmm§&@@d%mﬁnﬁ¢@mmﬁhnmi of an enhanced service
subscription purchase transaction in the formof a

[00123]CeRrably, 18 SN spﬁ&a@@%&mﬁplagbsmp?&ﬁo%fé%&ﬁpwf&m& R&ailer 10 to
present”invention, is simlar to the decisional _
P n . C |
s WERREEBEARE O By ecal b e, OATRRRL W) e
promptslp ][a(se:;/ Ir‘]‘gpe%%% iefl%ecjap g].ﬁ ! %}%E%lgé?ubbs\gré e?] 51%1\6 pl e: Vr}uiljxg)g}g i,/ h‘eﬁleélég r Qn%r Target
subscrjbed, then the subscriber, and retai ecei v
Subscrifeg ARqtH L UTEIE |  PISHFAROI e AHG 00 St S0 AEP T S “E e sele of
color ring tone service first. [00122] To explain .
<contenf {]P¥ rMSIFPNrY-i Re tetpiler {0 entays i rerchimbidentifdqatipn synperdie. M-
the retailer 10 with
PIN) and confirms the transaction.

[00124] Note the option to include a prompt directed to target subscriber information, if desired.
This option allows the mobile phone service subscriber to purchase VAS content and/or
enhanced services for one or more family members, friends and others as a gift.

[00125] The SIM application preferably constructs an encrypted song selection SMS message
containing the entered data, and sends the message to a SMS center 24, which in turn routes the
song purchase SMS message to the M-Commerce server 16, which determines that the song
purchase SMS message is a song purchase transaction, decrypts the message, and authenticates

the retailer’s details (operation 121) on the e-Wallet server 22. Additionally, the M-Commerce
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hi s/ her selection of a desired song by way of a

content | D nunber and hi s/ her nobile phone nunber. The
woeb@iosein710 then uses a nobile phone 12 as a PCT/SG2006/000321

poi nt-of -sale device to initiate the song purchase

transaction (operation 120). [00123] Preferably, the

SI M application nenu displays appropriate pronpts for

the retailer 10 to enter the data provided by the

server 15URSSHItD8h initifte-sBXRMRubst tb ke SIAY S8R 1 YadsiiG] élé’t?g ﬁl@cretaller s
prompts as: "Please enter Purchasing subscri ber

MSISDR} ﬂ{econt"eﬁ{ﬁ’?se enter Target Subscriber nobile
nu ; "Please enter Content ID'; "Enter your

tP J)ﬂgr tloncﬁaf é g&lg’ ?haq 1&5 EONLA tt %%61569‘ ]ﬂ\@ orlzed to sell the

[00126] he ‘retailer’ ers s merc entifi ca

dosignail R i hth Sl gﬁr%‘%gfu!? h&rﬁ%ﬁﬁqﬁat B ﬁmzea.sglsaf gipscription

to target subscriber jnfornpation, if de5|red Thi
servicesoy jagninarhowiged FrRalfi] & BE%H@P JorRFPYiiEg e il bt pnguthorized
purchase VAS content and/or enhanced services for one
enhanced seryisies tof aprobie promp sergice syubiseilrs. Hithe sataiber 40 dsnoj agherized to sell
[00125] The SIM application preferably constructs an
the designatedyquhented seryicsethe A Dser8vE S Hoss agfevalidate dienttaert liefor that sale
entered data, and sends the nessage to a SMS center
transactidd, Thiei CAS isarveut $1sendsihemnivaBdgpngopificativase tidVa-Cessage server
to the M Comrerce server 16, which determ nes that the

16, whisto@n Rehdsha 6t fRNBo BV FRsdaie & BRNGtaflf Chas®mobile phone service
transaction, decrypts the nessage, and authenticates

subscriePhaf @b AlahBE{ich sttlﬁish&eés@lﬁ%ﬁéram 1»3¢) on the e V\al | et
server 22. Additionally, the M Commerceserver

[00127]t %Maﬁl@r ﬂpls'd%élhéc? oAby @(ﬂtbes%k/éf%ﬁ)ﬁt% g’&\%ﬂﬁﬁ%gf&wwe the

assi ng al ong e ret a| er s

next ques%o}l b %vhetg T 001%}61% OPF ’esrc%t {6118 Xalquge%rla ell on%ll)s eIIf oot the

alle P

VAS se%v‘%ﬁ&gﬁﬁ'%g it Rrras {fsoiorafva'é&ifpr Tt ol FppPoioes il LS server

an unaut horized retailer 10 in addition to
18 sendﬁr @g}@ﬁtvahéatpﬁemggicgthﬁ tq, #gufrhgpwe server 16, which then sends a

notification SMS message to the retailer, the mobile operator and the mobile phone service
subscriber that the transaction was unsuccessful (operation 123).

[00128] However, if the operator content ID is deemed valid, then the VAS server 18 retrieves
the corresponding mobile operator’s (or other authorized content provider’s) content ID, retail
price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient
funds in its electronic wallet and to reserve the retail price less retailer commission. The M-

Commerce server 16 then requests the VAS server 18 to initiate the song request to the color ring
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enhanced services to a nobile phone service
subscriber. If the retailer 10 is not authorized to
weebd7/oske7 desi gnat ed enhanced service, the VASPEEISG2006/000321

18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation
notification to the m Conmerce server 16, which then
sends a notification SM5 nessage to the retailer 10

tone plAfodmUDbi(deroant253 epieteesbl wassind Biehg tthatarb&iemobile phone service
transaction was unsuccessful (operation 123). [00127]

subscribef’s MBISDSL dbdt&it IDQni MLREHIRGd RrRe nasdabgsd ged to sell

t he desi gnated enhanced service, the next question is

[00129]% &k _dEaﬁoﬂéﬁ;{kéuI@ fiQ %%@&I?E’lgss\l}%%ﬁbgrn& Jlr@i%f g%ﬁtgcﬂbitng customer

(operation 124). , server oes ho
. j ' f t hat I
perf LA b R £ Bl T A8 e A0k i sy g 1
i f.i [ h Co whi ch t he
e RS A o b G PR EB 150) T S Pk s e e

nmobi | e erator and the nopbil e phone service i )
Commeggiservey Havhidihen srads p apiiliatips AMRagesaes fodhe sbseriber and retailer
_(operation_lZBé. [00128] However, if the operator
10 advigpg thentubsquibies; o ghermagd e el inbn subserinying st (aperatign 129). The
retrieves the correspondi ng nobile operator's (or
failure netifieationumesenge 2esimilantoeatliepomesidderibed hereint ent |1 D,
retail price and retailer conm ssion and passes this
[00130]i Héweventif the subscriber ivVfaowre be an sistieg customeththen the color ring tone
M Comrerce server 16 requests the e-Wallet server 22
platfornt 07 wé&ivatey thdedledidiesong traduestr ankdafeliSeth ihCicbhited! éd)ﬁ? So tHe subscriber
its electronic wallet and to reserve the retail price

(operatibi£ $30) Th&bd16F nﬁ%fﬂﬂe%ﬁé’tﬁﬁ‘m 1MasMAITBEARmAE6Y & tht6/ A9 88 ver 18

requests the VAS server 18 to initiate the song

t i ] § [
it e SRR Al bR PETR 1F AR 8L AR cpmere
| D and , M Conmmer

eryt ce criber: s MBI S cont.ent e
server 18E IR pRHRRCIp R ale S0 2305 YPhE i, P Sy pricably o
i ssue i s, whether the subscrjber_ is already a .
recommgEHC I} RFoE e FBRIUBHEY diibrine SIel T Segioniaaallt acsount
color ring %Pne platform 17 sends a _response to the

(operatiqpnE4 e3ngdsEndsgiofifisgtiqnaessagss & thp sybsprbes depegationy 136 hand retailer 10

.custoner (operation 128). The VAS server 18 notifies
(operatigrh d3Q)eaniigming that the selected song was activated for the pre-pay or postpaid

mobile phone subscriber’s service. The respective notification messages are similar to the ones
earlier described. At operation 140, the retailer 10 collects cash currency from the subscriber.

[00131] Referring now to Fig. 8 (comprising Figs. 8A and 8B), there is shown a flow chart of an
enhanced service purchase transaction in the form of a virtual calling card. In this instance, the
subscriber generally requests a card product, such as a virtual calling card or a VAS card, from

the retailer 10. Using the mobile phone 12 as a point-of-sale device, the retailer 10 initiates a
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server 16, which then sends a notification SM5 nessage

to the subscriber and retailer 10 advising the
weubwmssiner of the need to enroll in the subscPCPSGIVG/000321

first (operation 129). The failure notification

nmessage is simlar to earlier ones described herein.

[ 00130] However, if the subscriber is found to be an

exi sting custoner, then the color ring tone platform

card pu%ﬁas@cﬁ%ﬁé%tﬁﬁ kbR 8R! SaleHied® N@péraie 3502 iRl ‘y@lcg'gl)ﬁe.nt details

e selected song to the subscriber (opération

.2 b ari.ng tone platform 17 al so sends
p@Vﬂﬂ%%ﬁ??%#%@ﬁ%% to the VAS server 18 that the song has

o012 5T g SRl S, MBS e o o
-Wa) | et t 0. dedyct the, { t ] ]
e necSap B S A S g RBUEE o SIER ct o sin

fromthe retailer's el ectronic wallet account

card or (AP serxicp(Shpurdgse fog famideaekiiigsds.f i cati on nessages to
the subscriber (operation 136) and retailer 10

[00133] (igparcanfiomtipg 8 thedrdnsaation dyttharetailes 18 ethe SiMdappdipagionegenstructs
activated for the pre-pay or postpaid nobile phone

an encryptedsidntiabedlling @ed mdier. VAR eardes3I8 aidssage wonthihingahé emered data, and
nmessages are simlar to the ones earlier described. At

sends the P@Jsedge 06 a19NAS chiter 24t Bot simplifity; ahd stissionsyillcieriadno calling
fromthe subscriber. [00131] Referring nowto Fig. 8

card prol&® ﬁﬁﬁdu?h Mndy) 5a caBfhgddaed 8B)or 4 MAKRalds shown a flow
chart of an enhanced service purchase transaction in

[00134] :’ﬂfe Efl\q% ReREr B Mhutek Wil ﬁ?@b{uicﬂ&e%ﬁﬁ meshob W fhel MISERREEce server

e subscri ber generally requests a card product, such

16, whicr%zqegel V.ﬁen:eg %%t th%?%aﬂrﬁlg{ﬁ?%hé%m m ?\%ﬁig ﬁ?élﬂgé fc{gﬁwéﬁgse transaction,

s e AR PSS O AP fF Lt
e 2o RS b BB S5 W et vas

is user-friendlgg provi di ng appropriate pronpts of the

server | heneesingalong the Betalar HMMASPYmnd the idsa ilbn, the menu
simlarly provides for the option of gift card or VAS

[00135] st apecatips )1 5pua dérasienal dysué ssmivhstherrtble fataiband§.is authorized to sell the

designated enhanced service. The goal here is to prevent the unauthorized sale of calling card
services by an unauthorized retailer 10 in addition to preventing the sale of unauthorized
enhanced services to a mobile phone service subscriber. If the retailer 10 is not authorized to sell
the designated enhanced service, the VAS server 18 does not validate the retailer 10 for that sale
transaction. The VAS server 18 sends a non-validation notification to the M-Commerce server
16, which then sends a notification SMS message to the retailer 10 and mobile phone service

subscriber that the transaction was unsuccessful (operation 153).
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[00133] Upon confirmation of the transaction by the
retailer 10, the SIMapplication constructs an

wenaeo7ypsied virtual calling card and/ or VAS car #CE8B62006/000321
nmessage containing the entered data, and sends the
nmessage to a SMS center 24. For sinplicity, the
‘di scussion will be had to a calling card product
al though it may be a calling card and/or a VAS card.

[00136] [10Ehk3éthildie iSNEerE@Ito e adthokiget ®SselliRe @iodated EbAS&] SSMice, the
message to the M Conmerce server 16, which detepnines

next qudsfiad id WBetRE e RIUHAO 3P EratMz JTRERAHS id Palfd (%Bérhﬂl&gl?@r df not, the
pur chase transaction, decrypts the nessage, and

VAS se%%xt Hﬁe@tﬂo@v@ td 16 nlcBhidlo ggrratoig d\dt‘ﬁ taéaiﬁsﬁrénggc%ﬁﬂt Gl \llﬁléé%erver 18

et ser ver tiona

sends a %\én%(/) fﬁe{)%%cﬁ%xcgt%n tg & si%é%g %%rsqgrt ]{dh gﬁﬁg I%llnl sgll}cﬂ? a notlﬁcatlon
VSl SDN,.and rV| ration 15

SMS TSR HiRdr il G et ShaRRE OREAP AT Pyt BDha sesiios subsortber tht
aut hori zed to sell the deS|gnated enhanced servi ce.

the transpgfzonggay ungasegssid (ersrasfoBk&MD- t he unaut hori zed sal e of

calling card services by an unauthorized retailer 10

[00137]i Howgwirt if dhe ersrasprepatent ﬁa is ¢remed| validfthemtha t\Woy berwet 18 retrieves
enhanced services to a nobile phone service

the correypbsding Inebile [operatoe’sr(et afherputhrited qvatentproltler’ Zechntant ID, retail
sell the designated enhanced service, the VAS server

price and@etdid@sconthission atthpasséshidis i@fcainkon &Otht dM-Aonahersabedver 16. The
transaction. The VAS server 18 sends a non-validation

M-Comieicefsefat 1 @ Reduests e MyeBRIER 2966 Wefifylfiat he r&hildr Ma® sufficient
sends a notification SM5 nessage to the retailer 10

funds irPRE PRI E WRNANEASE M¥derfe ﬁﬂé tl’ét%{l' E 148 fi‘&taitlé}emfn&l)l:slsi%r]l The M-

transacti on was unsuccess ul (operation 153
Comme{cre]: es{e%grs {68 L gfix L‘egl{lesjtﬁg the égbe géé[fe%l lté%(e)co *ﬂﬁﬁﬁb“a%& ﬁ’% g%g tP@N%‘@JP.leS‘[ to the

vendor %Acl)h&geté]]t g%l}\;glﬁ? R@gbl | ? (?P a%lio?lﬁgi}, grgﬁyéa:ast%lbgzglo% he target mobile

phone SRS CHRTTBH © TRE NS ULy dp o Meas Ry stigID. The

notlflcatlon to the m Commerce server 16, which then
vendor equiims dalivesy pleiferm rewnsRSoRisys HYyaalidstion aotifigatipn &y thegVAS server

t he nobil e operator and the nobil e phone service
18, whighybeleats b identification number (PIN) from a calling card PIN database (operation

156).

[00138] At operation 158, the VAS server 18 transmits a SMS message containing the PIN to
the SMS center 24, which in turn dispatches a message to the target MSISDN as a once-only
transmission (operation 159). The SMS center 24 receives a receipt of the calling card
information delivery and passes along the delivery receipt confirmation to the VAS server 18
(operation 160), which confirms the content delivery was successful (operation 161) and sends a

positive response back to the M-Commerce server 16.
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the transacti on was unsuccessful (operation (153).

[00137] However, if the operator content IDis deened
weoabi7s3tihen the VAS server 18 retrieves the PCT/SG2006/000321

correspondi ng nobil e operator's (or other authorized

content provider's) content ID, retail price and

retailer comm ssion and passes this information to the

M Comrmerce server 16. The M Commerce server 16

[00139] TREUAEcinthfiBe 8oVl | @lins&AEN @hie 2AVhAIRetViRIcE P2 ttBatediidtethe payment
retailer has sufficient funds in its electronic wall et

amount, P&‘eﬁlﬂlgrtﬁé %é()?ﬂlﬁéh%eéi edt&il lpriBE 1638 rbi88& doBliRiski6h, from the retailer’s

ion MConmer ce server 16 then requests the

electrom?’/i\\é efcx&{na gc§p6¥a910 % 3[( M- C‘,“tﬁl]lﬂl &'@érdl 6P§emzsr LR tion SMS

e ven con |very p Form2 1 oper at 1 on

s BRI

server transac i on The vendor content .de e .
was sucossfpiy, AgHverRdy fﬁspésth‘fe HiCHIQRINPRARI e Ffo{lﬂaf ?c@%'%‘ﬁs carlier
to the VAS server 18, which selects an identificati
descnbeﬁ%éran@qupw cprpc@;ﬂeaw@gql ﬂqeﬁgta](l’qu@ qojlgets sashsyaency from t e mobile
(operation 156). [00138] At operation 158, the VAS
phone s@dry subsardet (apestion $68. SMS message containing the PIN
to the SM5 center 24, which in turn dispatches a
[00140] Refaene nbw toHEigt ﬁr(qenprfdﬁig%.aﬁﬁ and 98- orfloy chart of an enhanced
transm ssion (operation 159). The SMS center 24
service SuB&RipH6S parchaRaiaptactidn it ¢aid ofan sla dervivkpusivgt the mystem of the
delivery and passes along the delivery receipt

present ﬁﬁ@ﬁticfn”% {IRBtrdted.t e O Scehtridy, he SBbdcABET @bli@ss #ROktailer 10 with
confi pns the content dellvery was successf ul

his/her &%@ﬁ(ﬁf%}oﬂﬂoﬂ@a&m% s?eﬁﬂﬁ R ReS fkMBer’ 85 BRNAR, BAF kaobRe phone

nmer ce serv 16.[00139] The M Conmerce server
e S OKT 50 POl AL ok n ety B wes o movi
pore 18T 4 Fat S AT PR AR e o

Conmer ce server 16 sends a notlflcatlon SMS nessage
ﬁDH“hQQﬁ4H@H%Gﬁ§EWPBé7 (operation 164) and retailer 10

(operation 16%& confirmng that the PIN .
[00141] Preferably, the SIM application menu displays appropriate prompts, as earlier

described, for the retailer 10 to enter the data provided by the subscriber. The retailer 10 then
enters its M-PIN and confirms the transaction. Alternatively and/or optionally, the SIM menu
may provide for the entering of a target subscriber MSISDN, which is different from the
subscriber’s. This enables subscribers to purchase one or more gift VAS services for family,
friends and others.

[00142] The SIM application constructs an encrypted information alert subscription SMS
message containing the entered data, and sends the message to a SMS center 24. The SMS

center 24 routes the information alert subscription message to the M-Commerce server 16, which
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was successfully delivered. The respective
notification nessages are simlar to the ones earlier
wdeswrosbed. The transaction concl udes when t hePCESE2006/000321
10 coll ects cash currency fromthe nobile phone
servi ce subscriber (operation 168). [00140] Referring
now to Fig. 9 (conprising Figs. 9A and 9B), a flow
chart of an enhanced service subscription purchase
determink 3 bk ! fﬁﬁﬁhﬁti&}ﬂ a1 MbQipAbn HMBT nRQGEYE GE) anU S fBEnABR alert
s¥$ten1of the present invention, is illustrated. In
. this scenar [ [ . al
subseripgh ForfEEPRdeByaldp iSRG MenBR BERLIR, HERA! ofthe tvalle

news, ather, or the |ike, and nobil e phone nunber
Sﬂwfrziﬁ%ﬁ%ﬁﬁ%lixi subscribe to the information alert

service. The retailer then use nobi.] e .phone, 12 a
[00143] 3} pReregion da R ch GRHERAl is5ur i Vheipes ChnErier of nfitigiized To Sl the
~ subscription purchase transaction fromthe S| M wqpu ..
designat¢dprheneed gerviceo fThe (20t ery ipjoeprayenb e unaythorpgd sale of subscription

application nmenu displays appropriate pronpts, as
services épr b enaufbaizeil brethilef dp inhadditeanatd preventingothensady of paauthorized
data provided by the subscriber. The retailer 10 then
enhanceé Bireicas tb tasnddilRlphomnstracadubseribet. nK the @mtrdlact( ismot authorized to sell
Alternatively and/or optionally, the SIMnenu may
the desigafd iefRant & sdr¥iee, eRd VRISNGref 18 dbermge validahsthe idigiter 10 for that sale
MSI SDN, which is different fromthe subscriber's. This

transactiSh 2 The ¥ AR ¢t 1 188%eRdd # nbHLiANRESn QBRI te M IConiASce server
services for famly, friends and others. [00142] The

16, Whid%ll i B&ld% GAlHPR AN SIASUAE S a @ toBRE ¥RE G 0 Ad0kBRild Sdne service
al ert subscription SMs nessage contai ning the entered
soser e P RTSh BERSM RbugeTR ort o 24 e

routes t orma al ert

v RSB FRSSEE tueb RTHI G bl srvis,
et b SR o B PR QB! 7o, 16t e

authenticates the retailer's details on the e-Wllet
VAS sewier V& foggaot gpledats theanabzig)operator for that sale transaction. The VAS server

18 sends a non-validation notification to the m-Commerce server 16, which then sends a
notification SMS message to the retailer 10, the mobile operator and the mobile phone service
subscriber that the transaction was unsuccessful (operation 93).

[00145] However, if the operator content ID is deemed valid, then the VAS server 18 retrieves
the corresponding mobile operator’s (or other authorized content prox)ider’ s) content ID, retail
price and retailer commission and passes this information to the M-Commerce server 16. The
M-Commerce server 16 requests the e-Wallet server 22 to verify that the retailer has sufficient
funds in their wallet and to reserve the retail price less retailer commission. The M-Commerce

server 16 then requests the VAS server 18 to initiate the subscription request to the information
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[00143] At operation 172, a decisional issue is
whether the retailer 10 is authorized to sell the
wdesigaatied enhanced service. The goal here i sSPCD/SG2006/000321
prevent the unauthorized sale of subscription services
by an unauthorized retailer 10 in addition to
preventing the sale of unauthorized enhanced services
to a nobil e phone service subscriber. If the retailer
alert platfdrins23 @dpeeatioh or15x,eprefepatse Iphssinpe aldeg itgnaired @obigNpkshe service
service, the VAS server 18 does not validate the

subscribe€t MIISDN]Eorftét I Rad Me@otnidrad et tribactidd@DYAS server
18 sends a non-validation notification to the

[00146] Sl\Atcg]%}?c'i&le 156146 'neAf dedBbeA £hRMNis nger Fnd %‘ilbgc'n‘t‘)glt 0 Biready a

hmessage to the retaller 10 and nobi |

customeﬁ %g \lﬁl%eclglso?#ﬁgﬁ&{ %lglgr a tlél? %r@w? Ogiasi)ﬁﬁ)e F@I‘ﬁl tl?rétalgftlpé?,tform 23
st SR % AR s BT e v
server 1??10#1%@ 28 ﬁ@%% %2?32% bist s § Bk atig SHELMeisage to

) perator for that sale_transaction. The VAS server 18
inform Qg faebile PhoRe aTvigatubssinesand iretarerol) thet theesubsaiherds eleady an
server 16, which then sends a notification SM5 nessage

existing custemner (oparalionel791.0, t he robi | e operator and the nobile
phone service subscriber that the transaction was
[00147] dﬁw@@esﬁﬂlmsuléaopbﬂa‘s nohard&istingDitémer bbihesabscripfior fvice, then
operator content IDis deened valid, then the VAS
the inforaeatios Bleﬂt&ldtﬂﬁﬁl.?ﬁ\beﬁvettébea SOEdreEion Ifdirlthkgspmlﬁleﬂ @lert service (operation
operator's (or other authorized content provider's)

180). TROM&Matibialeft Pl AfdkmP3 théh ﬁﬁas § 8bir@fio QML i@&@&r@éﬂq 8 that the
passes this information to the M Commerce server .

subscnpﬁbﬁ PM’C&%% beén miiaY, anhGW @e?s fﬁl 0? no%\ﬁg@?trpg ﬁfd&slg :éenrver 18

o verify that the reta er

notifies tt@@'é\lﬁ d’ﬁ]nlle%e Qé}gexl ?6 r %ﬁ%ﬁ %s tl%t g—'\t?,l%g irs%%glr ?%ZW deduct the

I"er conmm Ssi on. nnerce s
VAS server to.initiate the
peyment GHUEH, SeleBfiy 05 ESE Eepab B  SaTGren e e
eration 175 preferably passing alon the
elec"romlca?‘é@ ?ﬁ?BWFte(Og?ﬁ@%f@n sE ard sS chi lcgthpsggﬁq,message to the

ntent I D and M Commerce server transaction |D.
subscrlber (operatlon 186) and the retailer 10 (operation 188) confirming successful subscription.

The respective notification messages are similar to the ones earlier described. The transaction
concludes when the retailer 10 collects cash currency from the subscriber (operation 190).

[00148] Having now described a few embodiments of the invention, it should be apparent to
those skilled in the art that the foregoing is merely illustrative and not limiting, having been
presented by way of example only. The above embodiments are only to be construed as
examples of the various different types of computer systems that may be utilized in connection

with the computer-implemented and/or computer-assisted process of the present invention.
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[00146] At operation 176, the next decisional issue is

whet her the subscriber is already a custoner of the
wonbarosetizon al ert subscription service. |f sopCcrise2006/000321

information alert platform 23 inforns the VAS server

18 that the subscriber is already subscribed

(operation 178). The VAS server 18 notifies the

M Commerce server 16, which then sends a notification

Nmnero%oﬁﬁﬁ%’(gﬁ 4n@ ot} ehBbaiRRNRDRE LehR@R&cSR ¥ thE invention and any
subscri ber and retailer 10 that the subscriber is

equivale fERMY I@Q?nel%%]az)i) &%ﬁ%}%ﬁﬁtl&n@ RE B rﬁréyantjlrz%ntloh %]1&171;6 readlly

wever, SCFI I'S not a exli sting custo

apparent_{o F &1‘{03?” E@fsecg rll pt%%%gtf:sé V resellé{u venl wBIt 1|rgl;1n{e]n éd ?ch include those
.Specified alert service (operatlon 180). The
altematlV‘%‘fopnation alert platform 23 then sends a
onfirmation to the VAS server 18 that the : ) .
[00149] sﬂm@@f, Sipee Brmgrpprwediligations gal rpadiilyjosewdo élfmﬁe fkilled in the art, it is
successful (operation 182). The VAS server 18 notifies
not desirerk toviToitnthe devestipn dp the, cxapl eonsiragiionyand oppratien \Mpstrgted and
server 22 to deduct the paynent anmount, preferably the
describedg endraemnddidglyetlhishitgbld omdifestomsomt sq;iiv;ahqnts ey beheesorted to as
retailer's electronic wallet account (operation 184),
falling veifhih gRRESpeafMiatihféntiahi on SM5 message to the subscri ber
(operation 186) and the retailer 10 (operation 188)
confirm ng successful subscription. The respective
notification nessages are simlar to the ones earlier
descri bed. The transaction concludes when the retailer
10 coll ects cash currency fromthe subscri ber
(operation 190). [00148] Havi ng now descri bed a few
enbodi nents of the invention, it should be apparent to
those skilled in the art that the foregoing is nerely
illustrative and not limting, having been presented
by way of exanple only. The above enbodi nents are only
to be construed as exanples of the various different
types of conputer systens that may be utilized in
connection with the conputer-inplenented and/ or
comput er - assi sted process of the present
i nventi on. Nunmerous nodifications and ot her enbodi nents
are within the scope of the invention and any
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equi val ent thereto. It can be appreciated that
variations to the present invention would be readily
wapperssiti7’t o those skilled in the art, and t hePOTSE2006/000321
invention is intended to include those alternatives.
[00149] Further, since nunerous nodifications wll
readily occur to those skilled in the art, it is not
desired to limt the invention to the exact
construction and oper at iGIAIM$ ustrated and descri bed,
and accordingly, all suitable nodifications and
equi valents may be resorted to as falling within the
scope of the invention. CLAIMS What is claimed is: 1. A
What is Sy f or providing at | east one of content and
services to at |east one of a prepaid and postpaid

1. mite!n’? f(ﬂ%?&g@hg gf‘lie ofte ¥t Jo?llceﬁ?‘ %’1&3%%@3 it& Qttlée%p ogeﬁélf{ ac}?‘ggjaid and

as a p0| ( e evi ce, Ssal _syst em Corrpr! SI Ng.
posti Rk e Yl B D A $5500 B g s

a nobil e comerce server nodule for nmanagi ng an
system CORRISP8end nobi | e conmerce transaction, a services
server nodul e for managi ng the transactional ) o
(® 35 ywHsationglagan (s rerigrpivg Aranspction Pracestpgusinetions. jseid application
a third party provider, and an el ectronic wall et
layer incdudingz m@gii@ Pemmgrce gemmergnedplé for exanaging ag end-tokend mobile commerce
retailer's virtual wallet account; (b) an interface :
transactibmy @ rsefvices ssenyar i thgdulg fomtregagitg die abnangomt praessiigd bettveen a
party network entities, said interface |ayer

retailer andrqafet8orkgnéity dfenthird paky brolvelct, age afeldulrénié Mall@aefer module for
network entity; and (c) a mddleware |ayer, interposed

managin@ehteReHorkalith ARMilePatiraRl Walk®hcddy; sai d interface
l'ayer, for standardi zi ng and managi ng conmuni cati ons

()  RGhMRER L)& BPRpERIihORd AR Ale SRERrNGIYaky QB entities,
said interface layer comprising at least one interface module for each network entity; and
(¢ a middleware layer, interposed between said application layer and said interface layer, for

standardizing and managing communications between the application layer and each network

entity.
2. The system according to claim 1, said mobile commerce server module comprising an

agent registration and management sub-system for registering and managing one or more retailer

virtual accounts.
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2. The system according to claim1, said nobile
comerce server nodul e conprising an agent
woegi7assidri on and managenment sub-system for regCsiSeRINGH00321

and managi ng one or nore retailer virtual accounts. 3.
The system according to claim 1, said nobile commerce
server nodul e conprising a parsing and transaction
managenent sub-system for managi ng end-to-end

3. Theansral hadrdih®vo aladn i Ntseidaabbitncditimeee Retet nivddi¢l @@nprising a
4. The system according to claim1, said nobile

parsing R TBEE i cHeMYlgeRRAtdB-sGRBRI fof hidfagdng EANEAGId Rihsh@bn flow and
audit and reporting sub-system for capturing and

interactl%hgét'\ﬂ&gnQlf'fhotiﬁ’l‘e?nd transaction data. 5. The system

according to claim1, said nobile conmerce server
nodul e conprising a settlenent and reconciliation
sub- systen1for cal culating transaction fees and

Si ons a r t,0. a transaction eal ..
4. TRODER SRRty o sliBet spl MR R ERRE Forv e migule Somprising a
electro Il et server ule c rising an
transactanée&raaﬁiten OBt frugr?gfaewg ige O%e@fete@ﬂqmsacﬁon
for managing interaction with a retaller S virtua
data. account. 7. The systemaccording to claim1, said
el ectronic wall et server nodul e conprising an
el ectronic wall et stored val ue sub-system for managi ng
internal interactions within a retailer's virtua
5. ‘Hoe opsteim a&ordihg ts yhiment, seidamobifegcdmmertcaisarver ns@uld comprising a
el ectronic wall et server nodul e conprising an agent

settlemehtl bitERtorAidtion sadystae irickiculatiBy Gaeidn§ és and commissions for all
aut henti cating requests fromall nodul es including

pmﬁaﬂb%Rﬁh&@ﬁoﬁﬁﬂ&gﬁhﬁeg The system according to claim 1,
'sai d services server nodul e conprising a transaction

managenent sub-system for managi ng delivery of at
| east one of content and a servi ce.

6. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet transaction management sub-system for managing interaction with a retailer’s

virtual account.

7. The system according to claim 1, said electronic wallet server module comprising an
electronic wallet stored value sub-system for managing internal interactions within a retailer’s

virtual account.
8. The system according to claim 1, said electronic wallet server module comprising an

agent authentication and security sub-system for authenticating requests from all modules

including retailer requests.
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10. The system according to claim1, said services

server nodul e conprising a content nmappi ng sub-system
woaoo7masiagi ng confirmation of delivery of at | easiSGerns/000321

of content and a service. 11. The system according to

claim1, said services server nodul e conprising a

retailer verification sub-systemfor managi ng at | east

one of content and a service saleable by a retailer.

12. The system according to claim1, said services

server nodul e conprising a pricing and connission

o. m¥l§t¥ﬁlt £04 ?{gr 1aH 1% sérﬁ@ést se?{lbﬁ n‘RIduﬁal"&{ fransaction

SS|ons e reétal e systen1acc rdi ng
managem Pl?}s}/ O%%la%lag éiglg&efsr%%ﬁ {}F\éﬁagtg g%dolflcgnt%&%ﬁla% ER&eAN
|dent|f|cat|on nunber for each at Ieast one of content
and a service offered for sale. 14. The system
accor di ng to claim1, sald i nterface nodul e consj sting
10. T sysieahpesrding e clame Lt i BEEGH SEVET 9dulet GasRPrisgigga content
on a content delivery platform 15. The system
mappings s@v¥ysteny faronanaging aonfismpiion af deliveee ofgtidag ensnefi eqnternd and a
of a color ring tone interface for managi ng
service.t ransaction load on a color ring tone platform16. The
system according to claiml, said interface nodule
consisting of an alert interface for managi ng
transaction load on an information alert platform 17.

11, THesyest abordif@tdidlhmt 0, cdidiseivices Rivdr inddRle a6iBpriBdEl b eretailer
consisting of a postpald interface for managi ng

Venﬁcattld'nasrﬂtﬁﬁ%télﬁ Forl RA gﬁfg a’iléﬁ%nl%%&' gorﬁéﬂtlah@ 4 sV RE EALBle 1438& retaller
he syStem according to claim1, said interface nodul e
conS|st|ng of a short nessage service interface for
managi ng transaction [oad at a short nessage service
2 G B Al B PR Moy PRl s
Wi rel ess nobil e device

commlsglgg ta a%fcsimrtrlo If" lmgggégga @tupetsggrll ngfeg@ﬁgﬁ% %qd commissions for the retailer.

13. The system according to claim 1, said services server module comprising an
identification database for managing each identification number for each at least one of content

and a service offered for sale.

14.  The system according to claim 1, said interface module consisting of a content interface

for managing transaction load on a content delivery platform.

15.  The system according to claim 1, said interface module consisting of a color ring tone

interface for managing transaction load on a color ring tone platform.
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i npl enment ed nmet hod conprises the steps of: (a)
inputting a user request into said wireless nobile
wdevi7rma3iifb) confirm ng at | east one of i nputt edTA862006/000321
information and retailer information; and (c)
initiating delivery of user request to at |east one of
a prepaid and postpaid nobile device of the user. 20.
In a system for provisioning one or nore val ue added
services to at |east one of a prepaid and postpaid
nobi | e account using a wireless comuni cati on device

16. B systeRi ddboraf Sc@ |cﬁ11ﬂ QVéa‘f&mté?f&U@Hfoﬁﬁle 'cﬂ??ﬂlﬁfﬁg'@fﬁﬁi alert interface for
i nstructions receivi ng user | npu

managn%%h[ﬁ%‘ébtnoﬁ%dd% eﬁi 19%%&% AEPNRRGH, on i nfor mat ' on (c)

verifying the validity of co tent identification; (d)

verifying authorization of a seller to sell content

data; (e) transnitting deIivery of content of said
ransaction to eSS ..Co nj cati.on device; apd

45 Syatsaha&f?ﬁﬁiglgcts it S P P leaneiting S weoingi terace

account a sysgﬁ¥1for provi si oni ng one or nore

ﬁmnwn@ﬁ?%@ﬁﬁﬁﬂ@ﬁ”@@f%}%@%mi Yillmeplatfoampphi | e account usi ng
a W reless communi cation device as a point-of-sale
devi ce, a conputer inplenmented nmethod conprises the
steps of: (a) inputting a user request into said
18, Thia wistews acronding ke glainyrl, daidiinterfaqelbxpodwe consisting afta bleatsmessage
one of inputted user information and retailer
service interfacerfr nompgifg Jranvactidralbada addhbit vesssage kerue certaquest
to a wreless comuni cati on device of the user; and
(d) transmitting delivery notification regarding
delivery of said user request.

19.  In a system for provisioning one or more value added services to at least one of a prepaid
and postpaid mobile account using a wireless mobile device as a point-of-sale device, a computer
implemented method comprises the steps of:

(a) inputting a user request into said wireless mobile device;

(b) confirming at least one of inputted user information and retailer information; and

(© initiating delivery of user request to at least one of a prepaid and postpaid mobile device

of the user.

20.  In a system for provisioning one or more value added services to at least one of a prepaid
and postpaid mobile account using a wireless communication device as a point-of-sale device,
computer implemented instructions for:

(a) receiving user input;

(b) authenticating a desired transaction information;
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(c) verifying the validity of content identification;

(d)  verifying authorization of a seller to sell content data;

(e transmitting delivery of content of said transaction to said wireless communication
device; and

® deducting cost of content from seller’s electronic account.

21.  In a system for provisioning one or more value added services to a prepaid mobile
account using a wireless communication device as a point-of-sale device, a computer
implemented method comprises the steps of?

(a) inputting a user request into said wireless communication device;

(b)  confirming at least one of inputted user information and retailer information;

(© initiating delivery of user request to a wireless communication device of the user; and

(d)  transmitting delivery notification regarding delivery of said user request.
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