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510 Receive distributed ledger transaction and
public address

520 Validate distributed ledger transaction

530 Retrieve, from key management system,
private key corresponding to public address

540 Decrypt private key

550 Sign distributed ledger transaction by
decrypted private key

560 Communicate distributed ledger
transaction to distributed ledger

Fig. 5
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610 Receive private key

620 Generate, by HSM, public address
associated with private key

630 Encrypt private key and public address

640 Communicate private key to user

650 Store, in secure database, encrypted
private key in association with public address

Fig. 6
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Fig. 10
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