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~ [err] [err] Abstract: Digital signatures are not valid indefini\/iagliﬁ30
but only during the validity periods of their authentication certi? t
Thi's poses a problemfor electronic information objects that are intended
to have I egal veight for payi91/#136) (A3 théllllltﬂtlltrhﬂllﬂlllltﬂttl T
el ectronic orlglnal objects that have been created by si gni ng |nfornat|on
obj ect s@HyDates publicationef the intaxnfitéapal inteport: s ufgrdeb-erian devlagiveekqbfm‘v@mmateﬁomme "Guid-
objects to a trusted custodi al lPt?“Pflfit:S?m 6?"’05?’0 THje A8ediaien’” apaetving elthe trein-
i nformation object a date-tine stanp and "W2& 't %:F"’”di’s@’r?é‘tfifrcé' ETaiod
authentication certificate of the trusted custodial utility. One nethod

i ncludes re-validating an el ectronic original object by verifying the
digital signature of the trusted custodial utility applied to the object
and applying to the re-validated object a current date-tine stanp and a
digital signature and current authentication certificate of the trusted
custodial utility. Another nethod includes creating an object-inventory
fromat |east one stored original object, including an object identifier
and a signature block for each object. A tine stanp and a signature and
certificate of the trusted custodial utility is applied to the

obj ect-inventory. O her nethods involve handling information objects that
are transferable records according to specified business rules, which

avoi ds that copies of the transferable records can be m staken for :
ori gi nal's. 4 May 2004 WD 01141364 PCT/ USOQ 32746 -1 SYSTEM AND METHOD
FOR ELECTRONI C TRANSM SSI ON, STORAGE, AND RETRI EVAL OF AUTHENTI CATED
ELECTRONI C ORI G NAL DOCUMENTS BACKGROUND 5 These inventions relate to
systens and net hods for providing a verifiable chain of evidence and
security for the transfer and retrieval of docunents and other information
objects in digital formats. The continuing evolution of the nethods of
commerce is evident in the increasing replacenent of paper-based

comuni cations with el ectronic communi cati ons. When 10 comuni cation is by
el ectronically reproduced nessages such as e-mail,. facsimle nmachine,

i mgi ng, electronic data interchange or electronic fund transfer, however,
there no longer exists a signature or seal to authenticate the identity of

a party to a deal or transaction. The traditional I|egally accepted nethods .

of verifying the identity of a document's originator, such as physica



presence or appearance, a blue-ink signature, personal w tness or %ﬁ%ﬁar%/?
Public 15 acknow edgnent, are not possible. To address these probl Y 04
docunent awtoh@mhisgeat i on system (DAS) has been described thaepRkeysdes the
needed security and protection of electronic information objects, or

el ectronic docunents and ot her informatipn objects, and that

advant ageously utilizes an asymmetric cryptographic systemto help ensure
that a pargysPEMIAND METHODFOREL EOTHONSCITRANSIISSTON, TCRAGE, AND
identifiable as such. This systemis one aspect of the nethods an

appar at us fRETRIE¥MAJe OF AVSTHENTIOCA BED EIGECTRONIE OREVINADLDOGCUMENTON
objects that are described in U S. Patents No. 5,615,268 and No.
5,748,738, both to Bisbee et al., and in U S. Patent Applications No.
09/072,079 filed on May 4, 1998, anﬂ Q{ck % , 928 filed on Decenber 2,
1999, both by Bisbee at al. These p‘é‘[ en?s and applications are expressly
i ncor gor at ed WHedeSh@eRitms rélikeltd bsteths anPnkgdts &R pré\adiap alvekifamle ciRinter , it
wi |l be hel pful -to understand the following termnology.that is comobn in
t he fi el évidénosemdrsecusity forthe trensfomandretriexakofisionumenits and othsr intf@utstion dbgacts
cryptogr aphy.. (,PKC) " uses pairs of cryptographic "keys", each pair having a
private t@@é}t&ttjﬁr&gﬁ and a public key, that are associated with respective
[ egi st ered uSehg confifing Gtk S HEURIRIR P uBhhERR]s LAY UinbRatiRE | OF
encrypting information Tntended for the réspective users. Only the | der
of the pripladment efytapeicbysed aamnamdicatiohowithteleztronic commaricatiehe cWheni ¢
docunent or nore .generally an information object, that was_encrypted.using

t he 4Uvagompwaicatipn gbwele@rpnmatly neprofucedspessages sugheas §-pailpfapsimaleiaachine,

ol OSSRy 5, 6 i

user's pri n be veri anyore who

user's pdbignatukeyr sekh® avetivativat tenidestag of Atpafty Biei d6) Or @bndetibn. KENStraditional
truly "one-way", neaning that no one can etermne a private key fromthe

cor r es polgrhy agnepiadanethods ofisrifying theddentity Wi 2 dacumens's puiginatas, slr as pbysieal i s
d to t t _that (A L Nt | findi. I | nb [
Conput at PERETRyr ehsrrasie: 4 ERBapF HERaR Bersonl P Rl gl 12010 e s

I s cqQBpUuhenoWedgnyent dicé hbtgdstibieExanmpl e PKC al gorithms, which conply with

appl i cabl e governnent or comnmercial standards, are the digital signature
al gori t hm ( DSAbR8diess thgss problemsh a slhcurherauthenti¢aSien sy eDAS) 1as been dassribed

aspects qf publjc-ke rypt ographjc (PKC). _systens. are described in the.
7 er at st Biogides e eeded BecRbE ptecfion of SeioaTegietenomAing: BPgHs
Si gnat ur gscihtd M dther information objects, and that advantageously utilizes an asymmetric

cryptographic system to help ensure that a party originating an information object is
20 .electronicaliy identifiable as such. This systeﬁa is one aspect of the methods and apparatus for
©  secure transmission, storage, aﬁd retrieval of information objects that are described in US—
Patents No. 5,615,268 and No. 5,748,738, both to Bisbee et al., and in U.S. Patent Applications
No. 09/072,079 filed on May 4, 1998, and No. 09/452,928 filed on December 2, 1999, both by
Bisbee at al. These patents and applications are expressly incorporated by reference in this
25 application. '
| As an initial matter, it will be helpful to understand the following terminology that is
common in the field of secure electronic commerce and communicatiohs.
"Public key cryptography (PKC)" uses pairs of cryptographic "keys", each pair having a
private (secret) key and a public key, that are associated withlrespective registered users. The'
30 public keys are published for anyone to use for encrypting information intended for the
respective users. Only the holder of the paired private key can read information, i.e., an

electronic document or more generally an information object, that was encrypted using the



Key Cryptosystens,” Communications of the ACMvol. 21, pp. 120-126, (Feb,
1978); ME.~ Hel I man, "The Mathematics of Public-Key Cryptography"4May2004
Sci enti fi cwlnmv41s@dn, vol. 234, no. 8, pp. 146-152, 154- 157 pcAfee/3940)
and W Dinme, "The First Ten Years of Public-Key 15 Cryptography”,

Proceedi ngs of the | EEE, vol. 76, pp. 5602577 (May 1988). It can al so be
noted that for a PKC system as for other cryptographic systens, the

syst em s redpeei@ipublic k8y., Coiersel$ Qi ctioh R lcuibhOthht 18 eafiedy Qi hbPacufa
encrypted nessage, depends to a great extent on the |I|ength” oft the key, as
descr i bedsérs pEivEte kSyaan ba vetifiodmathatuser'oby Tipemeywhaf ke the us&isgublis key. Bae |
Sys. Tech. J. %g 28,%.. 656271 Cct . 1]%4'9). 20 A "hal ographic
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si gnat ur e, . ' ' . .
ol Sct r on e AR rddh Bl S RRAMESE e KA9SadioRBe BRL A in populgr
| mage Sof PG sysdregisainb ite theifgctahat] & ledt Sttra@itlyafinding lage pAme fundbersizf or geabl e

data el enent, which asserts that the user(s) corresponding to the digital
si gnat ur éomptationtllyani byl fsetorge thaproduatnef Genlaege prime numbelsde coroputatiorzdly
docunent her inf tjon.object .to ich.the.di.gital signature is ..
appended.dﬁcgﬁ'gﬁf(%&?&g{g?gogtmé’ FHheqm yg?ﬁhqpé’&lcf)@e 'gﬂﬁgrﬂF%G or; pmmercial
el ect r onisGnd@@sWéthe EHAEN ¥Rhhiige A1B6rithaSEIAMRS AR ebdBHESH Alkri fﬁﬁA.USi ng
the user's private (s%ﬁclr eti)%hkey, gnlgi apgjendi ng )t he gncryg%{eﬂtgﬁggh& o the
el ect ronildM@$dunment. An "authentication certificate" is an unforgeable
digitally signed. data el enent .t hat bi nds . 30 ser's public key to the
user @ i dent i tYATIOHF AFAFEISO R“'t&“ﬁ'ﬂ?%%’l’mm Syytems e describetingheari | vy,
conf or s 1%Qa i tyi nehar I; fieo
Di rector yi{t Aut érﬁ%‘g{igg\hL'g{rig%rsé\%})?k’ %9%%‘)53‘?’0%{"8{5{?%5’?%‘? 1t Fie Séarmnda 1|lbc¥1 N2
4 May 20@Ey\@ypibsysténs])" Poimitititidag 66 the AT wloliTppi T20-126 GFdUnil978){ MIE) .

Each aut Eent ication certificate includes the following critical
i nf or mat i ke Mathematies gfnlhdicey Goamiqgreniy obel can, veb23tomp. 8,

nunber, -a_.Sef4 r ident i Catd=QNmaf. : Certifi hon Aut hority
(CA) t ha?p [ gidl] g&’ { E@?Z r({*f‘g'inlcggg z%di‘}géﬁiqﬁ?’i é‘g‘teiﬁéﬁgTS? &:eﬁ’és ‘icf?s‘\lﬁg‘f"@yh ash and
di gi t1sl  rgpte pﬁy‘ﬁm&ih@ofthga‘lBEE}ﬁ?led?@Ej 560-577 Va1 1988). 0o d1{d Betdted
of the user o owns the certificate, and the user's public cryptographic
si gnat ur éhat fexd PEEsystom, refpr othier nemtegraptiosystases, tid wyateoss strangiis dee theand

Maont 111 FappRBRha EpRr et kefal A GRS i b cepaideab et it e
"ID, mugdhgti Jﬁerhake%iam&écﬁbbaﬁee.sg Shanfin) €ComARmicHEBh dthe 6ff§écrécgrsg§@ﬂls 10

verify a person's identity. The e-original public key infrastruct
Bell Sys. Tech. 1. vol. 28, pp. 656-715 (Oct. 1949).

20 A "holographic signature” means a handwritten signature. A "digitized holographic
- signature“. means a handwritten signature that has been capturéd electronically, e.g., by using a
stylus pad or scanmer to create a bit image of the holdgraphic signatﬁre.
A "digital signature" is an unforgeable data element, which asserts that the user(s)
corresponding to the digital signature wrote or otherwise égreed to the contents of an electronic
25  document or other information object to which the digital signature is appended. A digital
| signature is typically created by "hashing" the electronic document, encrypting the resulting
* hash (integrity block) using the user’s private (secret) key, and appending the encrypted hash to
the electronic document. |
| An "anthentication certificate" is an unforgeable digitally signed data element that binds
30 auser's public key to the user's identity information and that advantagcously, but not
necessarily, conforms to the international standard X.509 version 3, "The
Directory-Authentication Framework 1988", promulgated by the International



10 canuse the X 509v3 certificate that is based on an ISOITU sta% d,. as
Interpreted by the Internet Engineering Task Force (I ETF) Public s/fayzoozl
| nfrastrucwoe/A3&09 (PKIX) reconmendations. These certifi ggly

digitally signed by the issuing Certification Authority, V\E ﬁﬁgﬁéﬁgs
both content and source integrity. The ac3- of digitally signing nakes the -
certificates substantially tanper-proof, and therefore further protection
i's not nekfedmniificdtiohe Unich(IDU).t Betcatidnticitockifidaf meludablng BAsEAL
(bind) a user's name to the user's public cryptographic key. The strength
of prot ecrifigy iafprameeen néeded inl the signingeansk vesifightioroprotéssesal ayesrsivh muaiber, keyrial
size used i,n creati the issuer.s digital sigpatuyre (hash and digital

si gnat ur QU1ogE AR ?Pé};ﬁ.%a‘l\?n %%tfl‘? ﬁ%ﬂb@@&ogﬁé&wﬁy gcéé@@F BFYed; the gertificats, t he
owner of e R dsoriEYisBfk EPPM” -0 l.de, .o .P@nti tion

aut hori zaltti on, encryptl 13%1{%&%% no%ﬁhr%lga‘tljd%g@?%ér)\ﬂgé&%%é%.vgleil ?ﬁrbo 4 unique

certifi cadentifiastior?6f thé asdratHoomwmghé eemifichteas the ussPe public H@thaogkéﬁﬁ@ﬁi ature
Al gorithm (Hash & Digital Signature), Issuer Distinguished me  ( ,
Val i di ty Veeffrajion keypAsghentigption gsrtificates ase issuadeand) digitallyl signedrbyinCduthat is

| dentifi ' . " c Lgue Ldentifier (optional), Issuer Public
Key, Ext 2%133 %@ﬁé‘eﬁgﬂé‘;@‘ﬁﬁgéﬁqhﬁ%ﬁﬁﬁmﬂ? léSFFSD! gital Signature 25 A

uni que DN i s fAf ARHedtaSENEHMIBERS IsNOAIBAR "IO" SREH il IVt TREARDr ot +
country, locality, organization, organization unit, e-nail address, common
name) . Cédpeurhendafion that is nsédiosvetifina peson'plentid Bhe eaorigiyalqfubhis keg irdfrdstgcture

addi tj.onal attriQu W t users or publi s. and for managing the

publ i k&R -F%&%&#@?&Fﬁ%éﬁtgﬁ I3 ?f@ﬁmné’ﬂ‘;ﬁbzﬁ(f stapiachrie dnterrelgd by dhe

ext ensi Ofgelnst BN&hb ' "Y‘T%ﬁiq ' 1993) ~ 30
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| nt er net recoB@@endatitms. (Théey cdrtificatat ara digitatly Ciyned b tied issuangl Certifidafieh ilvehori
ki-part 1 -11> 4 2004 WD:01/41360 -4 PCTI USOQ 32746

<draft-ietf-pkix-i \Y:) 1/ 0 -
A user’ swg'b@’g@ﬁ’t‘ﬁeé pibrontent pag ?W@F@gdvmﬁ g ob digitpllv signinganalesihe
ded Mol t,. W ‘s digital si
Chot iy cugRies BURGLEAY GofQFINIE poll hihohE AUBEF pluctith i€holictie.  Ths Rl
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"Public Key Infrastructure (PKI)" is the hierarchy of CAs resporisi bl e for
i ssui ng K&f-nEke steanethoef Rretection eduates ditaetly:torthe Strengtie of the algoaithinand ey sirsed
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certificate therefore securely identifies the owner of the public key pair, which is used to provide

authentication, authorization, encryption, and non-repudiation services. A typical certificate has
- 20 the following form:

- [Version, Serial No., Issuer Algorithm (Hash & Digital Signature), Issuer Distinguished Name
(DN), Validity Period, Subject DN, Subject Public Key Info, Issuer Unique Identifier (optional),
Subject Unique Identifier (optional), Issuer Public Key, Extensions (e.g., Subject Alt
Name)]Issuer Digital Signature

25 A qnique DN is formed by concatenating naming specific informétion (e.g., country, locality,
organization, organization unit, e-mail address, common name).
Certificate extens.ions can also be used as a way of associating additional attributes with
~ users or public keys, and for managing the public key infrastructure certiﬁcﬁte hierarchy.
Guidance for using extensions is available in the recommendations of ITU X.509v3 (1993) |
30  ISO/IEC 9594-8:1995, "The Directory: Authentication Framework" or in IETF Intemnet X.509
Public Key Infrastructure Certificate and CRL Profile <draft-ietf-pkix-ipki-part1-11>,



Merrill, "Cryptography for Commerce -Beyond Cipper”, The Data Law B%%ort,
2, no. 2, pp. 1, 4-11 (Sep. .1994) and in the X 509 speC|f|cat|on4 <494
are expreswyuiaser porated by 10 reference in this applicatipeRushsary
described in the cited patents and application, an electronic origina

obj ect having the sane |egal weight as a.bl ue-ink-signed paper docunent
(e.g., a negotiable instrunent) is made possible by contract and by the
PKI and associfbegs heGEA 86 ce ‘?.m}l erally
an information object, is cr eatpggcgdgﬁﬁ&%%gta%ﬁ ormat | onfe&){)b%c 6el%§lg%§<be£crgt ed
by 15 appgleaprig d@ﬁa’n@m wﬁh e disgristdigital isipmatuve sethanit xapﬁsbrblﬁ foortifPthe digital
certificates. &é t e regult ng, digitally signed information object
is then CERAW %, ‘Hn?% QeqrdHeaty May hedptrioved fiomp thee BEYIng A or directonyust ed
t hi rd- pagigiyecposi tory of i nformation objects and that is specifically

desi gned and enpowered by contract to store reliably any such object for
its f6ll effeCPibli Key ifstuaorti(PEI"Uatheasfardhylof G rREH, o%@i'wfor?%ﬁfg@en the
TCU and the party submtting or relying on a 28 digitally signe ect to
be bound@§hertiation genficates gnwmcbmwmmmed for ﬂxgniraﬁyergniﬂganﬁcu -
as custogd} formation, oblect TCU i Ierrents deflned

busi ness rc%t?ngr&?or{r e Pgﬁgtétﬁe a?@ﬁ&pgagﬁpa{i% eV prksare descebethinde &-
set of aMdﬁﬂﬂ"ZﬁS’pt%?fdpﬂ?%’érC&HﬁeM Sfonl T @F’nﬁﬁe Baﬁq;dvpﬁggg?:g%ﬁ fé
policy I.e. rotective neasures tp Ht
unaut hor PR dld 4alt (Seps) 994Thsd inGbe X250Uspesifichtion) uﬂndem elkpiegsly &lrwér;&ﬁ@t'éﬂ %%
pollg§ over.,n transaction requests and access to the repository over the
respecti £ FRgedn s ApRUCHIoRy | docunents and objects within its control,

f th L dd.acak and
{equest i ng.  oneersinen e (e dhidle dhltBpReenhi, A AicrpriiBigifd e@ie”ﬁwﬁg the
retrievesant tggalawlghmsgxmde -irtkei et papat @sbumdRe(e. %nﬁﬁalfgguh @6leSh&fint fg fade

docunents oy, formation ob ects. Upon request, prints an

i ssues Cléﬁ‘sﬂbﬂ'? CQJRP@GHE‘FQ RKIpod E&W@m@g@m@d@y s«%ﬂppbcilrsma dmlm:r:nt,pmr t

t oken s t. aut he for ver

Genti ¢ TS gty Bt %?ﬁé’lﬁbﬁﬁ st e Barigl et e Feonted by
subnissi ndihfe a'&lmar@ BlSsifrdinure R Sk B tReHH

2004 \/\0%??/4_136361 PCT/ usogﬂ 32%%% ensur es tcﬁﬂ;?@é%rgiricé i %ﬁ%{’?gﬁfﬁd@é

| ost wi t¢ietally sigeed infastation ebjerton tlmrtramfemmo hfrustechCustpdinl Ydlitys(TKHEcthki ed
b | t t |y hold and
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t herein. appers’ may take the form any en s
i nf or matdonfractual aspect is an agreement between the TCU and the party submitting or relying on a

20  digitally signed object to be bound by their digital signatures and to accept reliance on the TCU

as custodian of the information objects. |
The TCU implements defined business rules for the transactions handled by the TCU

(i-e., a complete set of authorized actions). The TCU also implements a defined security policy
(i.e., a set of protective measures that is necessary to prevent unauthorized actions). The TCU

25  uses its business rules and security policy to govern transaction requests and access to the
repository over the respective life cycles of all documents and objects within its control,
verifying the identities and authorities of parties (local and remote) requesting repository
services. The TCU securely stores and securely retrieves digitally signed, authenticated, and
encrypted electronic documents or information objects. Upon request, the TCU prints and

30 issues certified documents. The TCU advantageously supports a multi-port token server for
proving document authenticity, for verifying the identities of signing parties, and for

authenticating document submissions. The TCU provides for backup and disaster recovery, and



obj ect (docunent) formatting schemas. Two exanples are the RSA Public Ke
Cryptographic Standard (PKCS) #7 and the Wrld Wde Wb Consorti HW?@%“
Ext ensi bl ewmkapso Language (XM.) Signature Syntax and ProcgggiRg sl t
Recommendat i on. The RSA PKCS #7 standard supports zero, one, and nultiple
parall el and serial digital signatures (e®sign and 10 countersign). PCKS #7
supports aut henticated and unauthenticated attri butes that are associ ated
with the ensiren@histeret infolhatiothie not BREHIEint GPletified ?ét&ﬁﬁ‘fnﬂ;{e‘?ioﬁswﬂt?d’l@ﬂ d;hé(
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the signer's digital signature, The unauthenticated attribute can be used to convey additional
information to the TCU and/or by the TCU to document when the signature arrived at the TCU.
Certificate information contains the signer's X.509 certificate. It may also contain some form of
25 - attribute certificate signed by a TCU recognized issuing authority. This attribute certificate is
used to convey additional qualifying information about the signer that may aid the TCU in
making access control decisions. ’
With all of the édvantages of electronic original information objects that are provided by
the U.S. patents and application incorporated by reference above, it is important to realize that a
30  digital signature is not valid indefinitely but only during the validity period of its authentication
certificate. The validity period of an authentication certificate is also not indefinite but typically
is set so as to limit the chances for compromise of the digital signature, e.g., as a result of theft
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by maintaining it in a secure storage facility and/or by employing a cryptographic protection
mechanism, |
In addition, the process of generating e-original objects can provide the evidence
25 necessary to establish the transfer of interests in a "transferable record" since it reliably
establishes a document's issuer/owner as the person to which the transferable record was issued
or transferred. A "transferable record” means an information object, an interest in which the
owner/issuer has expressly agreed is transferable. In particular, a single authoritative copy of the
transferable record exists which is unique, identifiable, and unalterable, except that copies or
30 revisions that add or change an identified assignee of the authoritative copy can be made only
with the consent of the person asserting control and that each copy of the authoritative copy and
any copy of a copy is readily identifiable as a copy that is not the authoritative copy. Also, the
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t he advantages of e-original information objects that are provided by the

U.S. patents and applications incorporated by reference above, it is
inmportant to realize that where transferable records are concerned, copies
of an infornmation object that exist outside of the control of a TCU nust
not be able to be m staken for an e-original, i.e., the transferable record
itself. An e-original may be effective as a bl ue-ink-signed paper docunent
since one or nore . 15 digital signatures are applied during execution of
an el ectronic docunent and control of the resulting digitally signed

el ectroni c docunent is transferred to a TCU, which is a trusted repository
of e-original objects that reliably and securely stores e-originals for
their full effective lives. On receipt of a digitally signed electronic
docunent, a TCU verifies the authenticity of the electronic docunent,

i.e., verify the integrity of the docunent's:-contents, the validity of al
20 digital signatures and associ ated authentication certificates (e.g., ITU
X.509v3 certificates), and - the authority of the docunent's submtter. A
successful authenticity verification attests to the

SUBSTITUTE SHEET



| egitimacy of the submtted el ectronic docunment. The TCU then creates the
e-original by appending a date-tinme stanp and its digital signatu W04
certificatwyweignat ure bl ock). This TCU action denmonstrat escihRoghsddss
assunption of control of the e-original. 25 SUMVARY Applicants’ 1nventions
solve this and other problens suffered by?prior approaches to

aut hentication of information objects. In one aspect of Applicants’

i nvent i orffecttdsaf theisigrptnes aetheavarivts @lntipievetrt BFoB b @sbumdBt. €A Obbiéphrt
obj ects that have been created by signing information objects by respective
Tr ansf er Of A aggesment gy tormation phjfetds pug of prssibbrmeny eeriginats thatB@treplicas of an

| i dati P i d inf i bj b t | i h
oo 1 (BephEnt oL Rk W Ve Ol ed SRRl S B colinipartiane angygind
/ _ . nal . Con
01/ 41360 vRfEThad 900 L8246 if Be Q?nﬁﬁ}es%ﬂ%é B&m\fgiééhﬁg %ﬁeﬁ@g@% W{%@ﬁ of the

respective Transfer Agent, and applying to e I'on

obj ect® a dat e-Agresmentamay als te exegittdéollnbontively dbydncbrpodatiag iubtile signatures
certificat.e.of, the TCU. Thedg@t Eod .includes the steps selecting a stored
e-ori gi né{‘[‘&%f Spmedocurpent; £-allahoratiye execpiion way daksmlzeneon-ssapeadially gt ene or

| east RAVTE LR i ' , - .5 applied ta th | ect
e or gi ooy IRaon® PAbess oF Sty Hp fnitindd for ot BBk 18kt B pREu G SF
current dabgrebment wherspnutipledigliad sigaiturds aRAdpplied tEerGy bﬁ%ﬂﬁls,aébhﬁ&ﬂiahs«g& fan

certificate _of the TCU. The method' s applying step may be perforned before
the expi P3@lleln of the validity period of the current authentication

i1y lLied t he.sel .e-Qqriginal bj | hi
cor iy cat o Oyt TN AP A0 b P A ol
to the phrestyand ﬁppﬁd&ﬁbﬁﬁnlcé@]bk@éﬁ er?ér&ﬁ&%@%% iV @'ﬁngggélntﬁg Fdafde Itlﬁ& gfg xga

Transfer Agent may sign an information object by app I ng a ver
di gi ti zetransferableuceordnarcsoneameh copint efpn infortation object thateexistbatsidetdfahe

object. Al so h t ho carried out in response to at |east one
i nst ruct F‘Iz‘}ﬁ’dﬂ 8%8?‘@3 nngnéﬁé %?’g%ff’ %‘;?fa%fﬁé%fee,e-%ﬁl » i the Frasfermbledseqrded
| NSt r uct {teurf bAn at dmtmgjao%té : | ARV .
recei ved inst r.uctoi on and’a vﬁgﬁ@é zgl%lﬁg-%l% gﬁ%%?%’%?%l’%?%%?ﬁgggﬁ?mon
t he' -Aécedligitdl sigmatungs arempplied dudgpéicestidrmofanwiddtabaicdboufai MR:onts! 6L@EI ON a
date-tine él.anﬁéga}%a. di geit al si&%nat ure and current_ authentication
certifi cHERMD Signed HesEepicdorynentas transfersed to@ T, whichis asustedd
entity, sit A b ' ' ction. by also.echeckjn
the  aut Rchilonfof ForlEmal YRIbE T4t LN SRElaL G M5iek SR Rt VY
Owner shi livest Qi reaeipt ghi digitallinsighed electronic document, a TCU verifies the authenticity of
the electronic document, i.e., verify the integrity of the document's contents, the validity of all
20  digital signatures and associated authentication certificates (e.g., ITU X.509v3 certificates), and

- the authority of the document's submitter. A successful authenticity verification attests to the
legitimacy of the submittgd electronic document. The TCU then creates the e-original by
appending a date-time stamp and its digital signature and certificate (signature block). This
TCU action demonstrates the TCU's assumption of controi of the e-original.

25 |
SUMMARY
Applicants' inventions solve this and other problems suffered by prior approaches to
authenticat_ion of information objects. |
In one aspect of Applicants' inventions, there is prbvided a method of handling stored
30 e-original obj ects that have been created by signing information objects by respective Transfer
Agents, submitting signed information objects to a TCU, validating the submitted signed
inforrmation objects by at least tcstiﬁg the integrity of the contents of each signed information
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20 validated e-original object may be transferred in the TCU based on a validated received ,

instruction. Access to the re-validated e-original object may be granted or controlled in the TCU

basedona validatéd received instruction.

‘The method may further include the steps of exporting to a second TCU the re-validated
e-original object and applied date-time stamp, digital signature, and authentication certificate of
25  the TCU; re-validating, in the second TCU, the exported e-original object by at least verifying
the digital signature of the TCU applied to the exported e-original object; and applying to the re-
validated exported e-original object a current date-time stamp and a digital signature and current
authentication certificate of the second TCU.
In another aspect of Applicants' inventions, there is provided a method of handling
30 stored e-original objécts that have been created by signing information objects by respective
Transfer Agents, submitting signed information objects to a TCU, validating the submitted
signed information objects by at least testing the integrity of the contents of each signed
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right to e-original objects corres ondln?
of the authentication certificate of the TCU applied to the object-inventory from which the copy

20 was created. In this way, a respective validity period of the object-inventory and of each
- e-original object from which the object-inventory was created is extended to the current
authéntication certificate’s validity period.
The method may be carried out in response to at least one instruction, and the TCU
validates the instruction by at least testing an integrity of contents of the instruction and a
25  validity of a signature of a Transfer Agent on the instruction, and applies to a validated
instruction a date-time stamp and a digital signature and current authentication certificate; and at
 least one of the validated instruction and a reference to the validated instruction is added to the
copy. The instruction may be issued by an authorized entity, and the TCU validates the
instruction by also checking the authorized entity's authority to issue the instruction.
30 The TCU may respond to a validated instruction by exporting to a second TCU copies of
the new object-inventory and the e-original objects corresponding to the new object-inventory,

and the second TCU may perform the steps of re-validaﬁng the exported e-original objects
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25 partially executed e-originals do not exist outside the TCU; FIG@@?%
descri bes creation of a copy of a transferable record; FIG 11 d‘b 04
signature block; FIG 12 depicts multiple parall el signatures applied to an
inner wapper and a TCUs digital signature applied to an outer w apper;
30 FIG 13 depicts recursive applicatianiof wappers; and FIG 14 shows use
of the object-inventory nethod to inplenent counterpart execution of a
deal . 4 May 2004 WO 01/41360 -13 PCT/ US00/ 32746 DETAI LED DESCRI PTI ON
Applicants' inventions can be inplenented utilizing commercially avail abl e
conputer sys Qﬁ&@%; m f or
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t he st anta¢adsroliéd e PCUVBIRRA ¥n Gay whlidhted arsfraaﬁmAssom ation ( a PCMCI A card
or PC Card) for use in the originator's conputer. In general a Token is a
portable transfer device that is used for transporting keys, or parts of
keys. It will be understood that PC Cards are just one form of delivery
mechani sm for public/private .15 keys; other kinds of Tokens may al so be
used, such as floppy diskettes, Smart Cards, universal serial bus (USB)
tokens, integrated circuits, etc. Advantageously, many comrercially
avai |l abl e Tokens that enbody on-board cryptography generate the
public/private key pairs on the cards, and the private keys never |eave
the cards unencrypted. Using an integrated circuit, such as a nenory device
or a programmabl e processor with nenory, for a Token has the advant age of
20 smal | size, enabling Tokens to be included in many comruni cati on and
conputing devices, like - cellular telephones, personal digital

assi stants, handheld conputers, identification badges, etc.



The public keys are generated and issued by or under the control of the
Certification Authority (block 102), with a certificate includi ngtMex 2004
identity ofyddifykdat ended recipient and appropriate user at Lé?p#he; anong
ot her things. Principal conmponents of the DAS assurance are Wt r ect
operation of the Certification Authority bramework, the tight binding of
user identity and attributes to the public key in the authentication

certificate, and the rel H%ﬁﬂ?%ét@?‘gékbﬁﬂﬁ%ﬁﬁm ge aut hori zed

recipient. As illustrate can be cConven from a nmanagenent
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internediary between the CA and a Transfer Agent 30‘(:312' ock 106). This
pernits FepdiEthisslesenntiontin soniunefianowmith ghe drawinge irewhiahon of crypt ogr aphi ¢
keys and isswi.ng,ceriificates. The.Registrati.on Authorit RA) .can t hen
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Tr ansgerc{g@gtelé%%mcloﬁx%maloﬁﬁe@r ding and 4 May 2004 WO 01/41360
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nunber (PIN);. and certificate ordering and retrieval. For exanple, the
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transacti ons / i i .l ess.than a predeterm ned
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bonded couri eFIGes W £ESweATETY digitaatonahie tRiinMe$RAHSd I RToRRLMERRPArti es
to deliver the Token to the object originator. Bosi tioning the RA locally
has d8veAppliganisiimvegiens;i ncl udi ng for exanpl e face-to-face proof of
identity and direct.deljvery of the. Token.. In an additjonal aspect qf the
DAS, the publ Fie/}pf‘iﬁx}%‘fs afé?“ly %"“&‘i“lt'-%%‘?%maﬂf‘?‘ Rm@weﬂgw pliggnis-Ggtialysignature
conj unct gpdinMstetRogertificate and personal identification information such
as the reciprent's bionetric information (e.g., retina-, finger-, and

voi ce- pri nt s) FoG. 4iski flowdimrt dfs method nEcreating 4rhabjectdnpintary infacédrdankelegith by
the CA or, RA and.that may be delivered by the RA separate fromthe

ori gi nat OPPUCARYR IYEREPRS: subsequent transnitter of an el ectronic object who
is required i Qi j 3 r object would simlarly be

pr oviqged Wt h&-‘gGgAelglgtee@HS% E@Eteﬁ{vgﬁﬁ%g&%e&reggnal identification

i nformation. FIGvS isla fewdarrofanabfdt-idvehtony Feakioning nebod adyaatdgesusty my
be permtted to change an assigned PIN to one of the user's own choosing
and t hat APRHEcant\invealonse any suitabl e password or passphrase. This i nproves

security sinc BLN_J.S..t hen known. by that . user..ln FIG n
i nf or mati on OEJI%E%BAgglgl?{ls%flr?gﬁacﬁ'ﬂgﬁ%togﬁ?t QSA%E% %ﬁ%ﬂ’% ﬂ’["’r‘%?i]s‘iﬁpl“ftﬁ‘# "’a}?’é}'c led a
FIG. 6 illustrates owner definition of business rules relating to an agreement, deal, or
20 transaction; ‘

FIG. 7 depicts creation of electronic records and execution of a deal prior to submission
toa TCU;
FIG. 8 depicts creation of e-originals at a TCU prior to execution of a deal;
FIG. 9 depicts execution of e-originals with a TCU's ensuring that exact copies of
25 palﬁally executed e-originals do not exist outside the TCU;
FIG. 10 describes creation of a copy of a transferable record;
" FIG. 11 depicts a signature block: |
FIG. 12 depicts muitiple parallel signatures applied to an inner wrapper and 2 TCU's
digita.l signature applied to an outer wrapper;
30 FIG. 13 depicts recursive application of wrappers; and

FIG. 14 shows use of the object-inventory method to implement counterpart execution of
a deal.



20 Transfer Agent, and it will be appreciated that a Transfer Agent is
identified to the DAS by its possession and use of a valid certi {4 ¥Maye0id
a valid Pl ¥odég48at ed above, the authentication certifi catE ?‘@}80 %ﬂg& cates
one or nore attributes of the Transfer Agent. |ssuance by t g Y
digitally signed certificate ensures thegerifiability of the identity of
each transmtter of a digitally signed or encrypted object. The CA al so

retains the 25 ability to revo i) Fﬁ@ I%P'”ﬂ ublic/private key, or
to reissue a certificate and ptﬁ?ﬁ%ﬁvg e ey, el)1‘I‘§)om a renote | ocation
el ectroni cal | yApplizent€Anvamtions san Intipiderhented uiili-A0e coBMIARATBNAvHilabledefputance
with the policy set for the system For exangl e, the CA and/or RA can set
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enforged by OtHIEY 1 ¢4 £PROk Siakzfant BEHSYRLRIT afiScatieR ?&Fa%ﬁlegﬁ?%ogﬁh.%éﬁﬁ 110,

the Transfer Agent arranges for the infornmation object I git orm
such as WS ouliphiusesfa GA damesrork by athichopublis/poivetdeys used thentrypodéaspt andtora
devi ce 4 ,May..2004 91/ 41J60 PCT/ USQQ 32746 -15- incorporating the
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b -hy. i nf i | ) i

fovt oa"s Token hitnhs ALNBI et EirBly bR le (38 Randald of e BE MR Galy

transact huterfasyAsbsiatiGe(aFCMCIataed s PO Card)i 16F hidcaf thedriiAAHFS §orHFthe1k? gpadded
al or

to the electronic object. In addition, the participants in a de
t r ansact Beerated Telispdsia peraile trangfertleyiaethatds ysedtfor esnsponting kel iripasts obkeys.
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memory device or a programmable processor with memory, for a Token has the advantage of

20  small size, enabling Tokens to be included in many communication and computing devices, like
- cellular telephones, personal digital assistants, handheld computers, identification badges, etc.
The public keys are generated and issued by or under the control of the Certification
Authority (block 102), with a certificate including the identity of the intended recipient and
appropriate user attributes, among other things. Principal components of the DAS assurance are
25 the correct 6peration of the Certification Authority framework, the tight binding of user identity
and attributes td the public key in the authentication certificate, and the reliable delivery of the
Token to the authorized recipient.
As illustrated in FIG. 1, it can be convenient from a management point of view to use a
Registration Authority (block 104) as an intermediary between the CA and a Transfer Agent
30  (block 106). This permits the CA to concentrate on controlling generation of cryptographic keys
and issuing certificates. The Registration Authority (RA) can then concentrate on other

managemntent aspects of the DAS, such as performing Transfer Agent enrollment, recording and



In addition, although it is currently believed to be preferable for_the
Transfer Agent to digitally sign an information object before sub?MWi%’@“
the resul t wpod&Y it is only necessary 20 for the Trans ent to
"sign" an informati on object in a way that can be under stoo%,%rqlég?;{ﬂws or
otherwi se, -as the Transfer Agent's attegling to the integrity and validity
of the information object..For exanple, the Transfer Agent m ght append to
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20 Transfer Agent, and it will be appreciated that a Transfer Agent is identified to the DAS by its

possession and use of a valid certificate and a valid PIN. As noted above, the authentication
* certificate also indicates one or more attributes of the Transfer Agent.
Issuance by the CA of a digitally signed certificate ensures the verifiability of the
-identity of each transmitter of a digitally signed or encrypted object. The CA also retains the
25 ability to revoke a certificate and public/private key, or to reissue a certificate and public/private
- key, from a remote location electronically. The CA can also support privilege management in
accordance with the policy set for the system. For example, the CA and/or RA can set financial
or other limits on the authority granted to the Transfer Agent by conveying those authorizations
or restrictions as certificate attributes. These attributes can be retrieved from the certificate and
30 énforced by other elements in the system.
| As depicted by blocks 108, 110, the Transfer Agent arranges for the information object

in digital form, such as the output of a conventional word processor, to be imported into a device



identifier and a password or by a client authenticated secure sockets |ayer
(SSL) protocol. The TCU validates the Transfer Agent's identity arﬂjMaﬁ'&Qpé
and verifiwesrdimesduntegrity of submitted information objectgerifyBF46
digital signatures directly supports validation of both 20 Trans(er Agent
identity and informati on object content dl6tegrity. Once it is detern ned
that an - information object has not been altered prior to or during
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mh{iBe He%ﬂ&u%él(l)f Qﬁﬂﬁﬁlﬁ}t catell 1§ th-EG#%UWa floa n r%SPqufeé Hglé"&r on.

of the digital signature(s) e particrpant(sS) Tna
Thi s 1has(blde 1183 sOttiee waiys aflvamtrmgizating digitakysighed orandiyadddRhnRhfsehishbbd
t he advant of i crgase resistance to repudiation: validating thé
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-writ

digitized han ten signature of a participant or Transfer Agent is

capt ur ed, - val indaltiition, althoughlitie dierefdEbelidved Rybd pretershio Gor (8 TahaRt & eent to

bi onetr I§f information with the signature (e.g., the speed and/or pressure

of the I@ﬁquy sghaminfermtion)obiedt befors submitingrthe feaule tb 4 WEN, itfis bhly rbessafyer

Foenb0 L BloTeahlon Bl O0h GG anl SRIETaibl 8Bl s iy that’cal B Whabrstood tegally ¢
- or otherwise, as the Transfer Agent's attesting to the integrity and validity of the information

object. For example, the Transfer Agent might append to an information object a digitized
~ hand-written signature, a digitized signature and verifiable biometric information, a digital

signature, or a combination of these. Alternatively, the Transfer Agent can sign an information
25 6bject by connecting to a TCU using the password and other procedures of a secure pi'otocol,

such as the secure sockets layer (SSL) security protocol for the TCP/IP (Intemet)

communication protocol. As should be clear from this description, it is important for the DAS

to assure itself that a Transfer Agent is who the Agent purports to be. If not already provided in

the course of signing an object, the Transfer Agent appends a hash, a cyclic redundancy check
‘0 (CRC) information element, or other type of content integrity block to the object, thereby

ensuring the integrity, i.e., unchangeability, of the information object.



15 process is appropriately adapted, e.g., by replacing the tests Lge cribed
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formatted according to a nmessage envel ope/ wrapper Specitication suc
submitted information objects. Use of digital signatures directly supports validation of both

20 Transfer Agent identity and information object content integrity. Once it is determined that an
- information object has not been altered prior to or during submission and that the object's

Transfer Agent has the proper authorizations, the TCU assumes custody and control of the
object and responsibility for the object's preservation by appending a date-time stamp and
digitally signing the submission. |

25 On receiving a digitally signed electronic object (block 114), the TCU tests the integrity
of the electronic object's contents, the validity period of the Transfer Agent's certificate, and the
status (valid or revoked) of the authenticatién certificate (e.g., ITU X.509v3 certificate(s)). The
test of the integrity of the object conténts, which may also be called "digital signature
Ven'ﬁcation", comprises extracting the public key from the authentication certificate, decrypting

30 the digital signature (thereby uncovering the object's hash), computing a new object hash, and
checking the uncovered hash against the new hash. The test of the validity period comprises

simply ensuring that the current date and time falls within the validity period noted in the
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Token(s). As indicated in G 2, the CA and RA may hold their own Tokens
as wel | as ondherT'Glbtransfermts an authenticated received digitally signed electronic object into an

20 electronic original object by appending a date-time stamp and the TCU's digital signature and
- authentication certificate to the authenticated received digitally signed electronic object. The
date-time stamp can take any convenient form and is analogous to the simple rubber stamp
available in many mail rooms. The digital signature applied by the TCU eliminates the
possibility of unauthorized alteration or tampering with an object by the signatories subsequent
25 toits original execution or sealing. In addition, the TCU'é digital signature can advantageously
provide for non-repudiation, i.e., precluding the originator from disavowing the object. This
action by the TCU marks the TCU's assumption of custody and control of the electronic original
object. | |
For the sake of brevity, the terms "e-original object” and just "e-original" will be used to
30  refer to an authenticated information object created by a process involving a TCU and a Transfer
Agent, and the term "deal” will be used to refer to a transaction or account that corresponds to or

is defined by a set of e-originals. It will be understood that an e-original is itself an information
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» the set of authorized parties who can access the TCU (e.g., through an electronic device

such as a modem) to obtain or further transmit an e-original may change.
To maintain a trail, or chain, of evidence, the TCU applies version controls to e-originals
in an account, thereby preventing direct modification of an e-original. An e-original in an
| account is replaced when an authorized party checks out and retrieves the e-original and submits
25  an updated version; the replacement is elevated to the status of e-original, or authoritative copy.
This kind of check out feature can be used to prevent another party from attempting to check out
the same e-original. All prior versions of the e-original are advantageously maintained and all
 activity is tracked to discourage fraud. The combination of actions by the TCU, in conjunction
‘with a protected audit trail, can be used at a future date to prove conclusively that a party
0 in:tated a deél, precluding an originator from denying that the object originated with that

originator and providing irrevocable proof of authenticity.
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remedi al actions 5 nust be taken his could ambunt to sinp y replaci ng one
or nore that Ecedo-daceiidendification ispessibiee User enrollment information can then be entered

20  directly at the CA or remotely at the RA, and in either case, a Token is allocated to the user.

- The allocated Token, such as a Smart Card, may be inserted into a local token reader and
initialized, assigned default PINs, and commanded to generate a cryptographic key pair. The
key pair may be assigned a reference handle, or name, so that the private key can later be
associated with the authentication certificate when it is available. The Token is then

25 commanded to export the public key. If these'operations are conducted remotely, the user
enrollment information and the public key may be used as the basis for a certificate request,
which may conveniently have a form specified by fhe RSA PKCS #10 Certification Request
Syutax Standard or by another suitable standard. Such a certificate request may be signed by the
RA as proof of origin and then be transmitted to the CA,

30 On occasion, a user may be permitted to request the user's own authentication certificate.
One such occasion is certificate renewal, but other instances may also be authorized (e.g.,

instances like those involving web browser secure sockets layer ("SSL") certificates).
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20 For example, governmental entities might use a chain of custody to help compute and collect

\

taxes or other levies. The TCU provides such an evidence chain by receiving an original
executed or signed document and verifying the identity of the signer and the authenticity of
- documents reéeived. The TCU retrieves CRLs from a directory, checks the CRLs for Certificate
validity, and checks the expiration date of the Certificate. In one embodiment of the inventions,
25  the Online Certificate Status Protocol (OCSP) can be used to check certificate validity. The
TCU then generates a date-time stamp for the document received, and provides an integrity
block (hash) that ensures that the document cannot be altered without detection. The integrity
Block is protected using a digital signature algorithm, and the evidence chain uses the integrity
block and date-time stamp to provide notice and evidence of any alteration, even by a
30 document's originator, if alteration is attempted after origination.
By first checking the authenticity of received digitally signed electronic objects, the TCU

can assert that an object was valid on receipt. This assertion can extend for the remaining
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involves repeated apphcatlon of date-time stamps and TCU signatures and certificates. The first

step 302 of the digital-signature chaining method is selecting a deal to which the remainder of
the method is applied. The next step 304 is selecting an e-original from the selected deal. As
noted above, an e-original generally comprises (1) an information object, (2) at least a Transfer
Agent’s signature appended to the information object, and preferably a digital signature and an
25 anthentication certificate for the digital signature, (3) a TCU's date-time stamp, (4) a TCU's
-digital signature, and (5) the TCU's authentication certificate.
The selected e-original is re-validated in step 306 by verifying the TCU's digital
signature on the e-original using the TCU's public key that is derived from the TCU's
~authentication certificate. Validating a signature block that contains only a TCU's digital
30 signature is sufficient to verify the respective e-original, which is convenient for regular re-
validations by the TCU of e-originals in the course of testing for correct memory retention (step

307). When used with high reliability storage (e.g., RAID), such regularty scheduled re-
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handling long-lived information objects is called "object-inventory versioning” and involves the
creation and maintenance for a deal of an e-original called an "object-inventory”. Asan
e-original, an ij ect-inventory generally has the characteristics depicted in FIG. 1A. At
appropriate stages in a deal's evolution (e.g., at deal closing), the deal's "object-inventory" may
25  be checked out of the TCU, be digitally signed, and be re-submitted to the TCU by the deal's
owner or authorized agent to signify the owner's/agent's own actions or accord with TCU
actions, such as acknowledgment, ratification, transfer, etc. .
FIG. 4 is a flow chart of a method of creating an object-inventory for a respective deal
that is preferably carried out by the TCU. An object—in\}entory is a list of object identifiers and
30 associated signature blocks for e-originals corresponding to a deal, and FIG. 4A depicts an
| exemplary object-inventory for a deal relating to a mortgage on property. It can be desirable to

include in the object-inventory an abstract of the respective deal, and such an abstract may
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parties wwo @lgssobe permtted access and that the identiti', mgtiolstz nse
third parties can change fromtine to tinme. The deal's objecti-inventory is
created in steps 406, 408, 410, which bu_'Qj?_d up the object- 5 inventory by
adding references to the deal's e-originals one by one (see FIG 4A) so
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obj ect s pmwoedwrepavailably ohAApplidastt’ spstymbe submitted to TCU and transfor med
into e-originals at various tines, it can be advantageous for the TCU to
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bl ock of each e-original corresponding to a deal is preferably

re- véaPi derodginals artas prush@s thesdigisalsignatiaes and authegtisationtredificates@fitleecddabs wi t h
FIG 3, participants and Transfer Agent(s) and the TCU's date-time stamp, digital signature, and

authentication certificate. Validatihg a signature block that contains only a TCU's digital
signature and certificate is sufficient to verify the respective e-original, which is convenient for
regular re-validations by the TCU of e-originals in the course of testing for correct memory
25 retention. Thus, it will be understood that validating an object-inventory requires checking the
internal signature blocks against the corresponding e-originals using the identifiers and then
validating the object-inventory's TCU digital signature.
The first step 402 of the method is creating in the memory of the TCU a logical
association among the participants and Transfer Agents known to the TCU as corresponding to
30 thedeal. Of course, the "creation" of step 402 may instead involve selecting a deal that has
already been created In the next step 404, the TCU sets access permissions for the deal based on

instructions it has received from the deal's owner. In the absence of instructions to the contrary,
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20  object-inventory and/or by incorporating the signature blocks into the object-inventory.

The TCU transforms the object-inventory into an e-original as depicted in step 412 by
adding its date-time stamp, digital signature, and certificate. (In FIG. 4A, the object-inventory is
depicted as advantageously including the information: 11/02/97 10:20PM]OI02, which
represents a date-time stamp (11/02/97 10:20PM) and an object-inventory version number

25 (OI02, i.e., the version 2 of the object-inventory). Since digitally signed information objects
corresponding to a deal may be submitted to TCU and transformed into e-originals at various
times, it can be advantageous for the TCU to carry out step 412 at a time or times specified by
owner instructions corresponding to the respective deal or after an act by the owner/agent, e.g.,
signing out the object-inventory from the TCU, digitally signing it, and re-submitting it to the -

30 TCU.

It will be noted that the signature block of each e-original corresponding to a deal is
preferably re-validated in step 410, as re-validation is described in connection with FIG. 3,
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20  atleast the TCU's digital signature on the deal's subsequently submitted e-originals are linked to

the copy of the selected object-inventory, either by adding indices locating the signature blocks
in the TCU's memory or by incorporation. A resulting object-inventory is illustrated in FIG. 5A
for the situation in which two objects, identified by TN#212-05 and TN#212-06, have been
added to the deal illustrated by FIG. 4A.

25 Whether the purpose of executing the method is to reflect subsequent deal activity or to
extend the validity periods of digital signatures, the TCU validates all of the e-originals included
in the copy of the selected object-inventory (step 510). The TCU then authenticates the copy of
the selected object-inventory (step 512), by transforming the copy into a new e-original object-
inventory by adding its date-time stamp, digital signature, and preferably authentication

30 certificate. Thisis depicted in FIG. 5A by the information: 11/06/97 11:00PM]OI103. It may be
noted that date-time stamps when applied are preferably always current time, and version 3 of
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correspondlng to one or nore deals or every e-original st
"e- ori gi weitificate2Be appended toosvery ebdgmat that dozresparcis 3s adeleI‘Ihlﬂmjohjaﬂ-\iﬁvdnﬂbry

connection with FI ich an e-original has its, TCU digital

s gnat ur SPTY Bs ot trehGIs Giaete ne a0 A Sheita sigRstira® appended to an

e-original (i.e., the object-inventory) that comprises other e-original object references and TCU

signatures. Afier the object-inventory is date-time stamped and digitally signed by the TCU, the
20 procedures diverge in their handling of subsequent deal activity. No change in processing is
seen in the digital-signature chaining method, but in the object-inventory versioning method,
only new e-originals resﬁlting from subsequent deal. activity are added to a copy of the previous
object-inventory and only such new e-originals, inctuding the previous object-inventory, must
have their TCU signatures re-validated, which includes a verification of the TCU's digital
25 signature on each added e-original. If a deal is moved between TCUS, then every e-original
must also be re-validated. In any instance where a new deal is created, adjustments may be
made to the access permissions of the new and existing accounts.
Thus, it W_ill be recognized that the object-inventory versioning method relies on the
TCU to maintain the integrity of all previously entered e-originals, yielding considerable
30 operational savings in the TCU because only the new version of the object-inventory needs to be
date-time stamped and digitally signed by the TCU. Moreover, object-inventories that relate to

a given deal are each the product of a cascade of preceding object-inventories relating to that
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statewof-the-art signing algorithm is always used to maximize the probability that the certificate

20  will remain viable throughout the validity period.

- (2) The digital-signature chaining method entails performing “e-original re-
validation" and appending a current date-time stamp, the new TCU digital signature, and
preferably the current TCU authentication certificate to an e-original, e.g., every e-original
corresponding to one or more deals or every e-original stored in the TCU. "e-original re-

25 validation" refers to the process described above in connection with FIG. 3 in which an
e-original has its TCU digital signature verified in a cryptographic process that checks that the
contents of the e-originals have not changed from when they were submitted to the TCU. The
TCU preferably employs known recovery technology (e.g., RAID, backup tapes or disks, and
other known disas'tt':r recovery techniques) so that any detected change can be automatically

30  rectified. (See step 307 in FIG. 3.) This is particularly important whén e-originals are
transferred from one storage medium to another or from one system (TCU) to another, and in

appropriate circumstances might be done without involving the object originator or deal
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adding a reference to the previous object-inventory to the new version, and date-time stamping,
20 digitally signing, and appending the authentication certificate to the new version of the
- object-inventory). Again, it will be understood that "verification" involves checking a digital
| signature and "validation" involves checking a digital signature and certificate status. In this
- example, verification is used to check content integrity and validation is used also to insure that
the TCU certificate is valid.
25
2. The digital-signature chaining and object-inventory versioning methods can be used in
a transfer-of-custody process that would implement a suitable instruction or instructions
 submitted by the deal's owner or authorized agent to a TCU and requiﬁng transfer of one or
more deals to another TCU. The instruction(s) preferably would be transformed into an
30 e-original(s) and retained by both TCUs, and the new TCU would set up the required number of

accounts and deals. The new TCU's certificate must overlap the old TCU's certificate. In



date-time stanp, and digitally sign and attach the TCU s authenticatjon
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signature block from the old TCU. The new TCU preferably would obtain approval of the

object-inventory by the deal's owner or authorized agent by requesting that the ownet/agent
20 check out the object-inventory, appropriately update the deal abstract, signify approval by
digitally signing and submitting the new obj ect-inventory. On submission of the digitally
signed new object-inventory, the TCU would perform signature validation, append the current
date-time stamp, and digitally sign and attach the TCU's authentication certificate to the new
object-inventory. This action would affirm transfer-of-control and custody to the new TCU and
25 extend the life of all previously affixed digital signatures to the life of the new TCU's digital

signature. This process would be repeated for each deal to be transferred.

In both methods, the old custodian (TCU) would be notified upon successful
transfer-of-custody, and the old TCU could then archive and/or remove the deal(s) from its
database. |

30 _
| 3. The digital-signature chaining and object-inventory versioning methods can be used in

a transfer-of-ownership process that would implement a suitable instruction or instructions and
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In both methods, these actions would affirm the transfer-of-ownership. The TCU could

20 . then close the old accourit or remove the transferred deal from the account and archives and/or

purge its objects as appropriate.

4. The digital-signature chaining and object-inventory versioning methods can be used in
a tfansfer—of—ﬁghts process, in which the rights transferred would be less than full ownership of
25 the associated e—oﬁ ginal(s) and the financial assets represented by them. In general, one or more
rights established in a deal or deals (e.g., revenue stream, servicing, etc.) could be sold or
otherwise transferred. The transfer—df—rights process would be implemented in response to a
suitable instruction or instructions and appropriate documentation submitted by the deal's owner
or authorized agent to the TCU having custody of the deal(s). The instruction and
30 documentation would be transformed into e-originals and added to the subject deal(s). The
TCU, as instructed by the deal's owner, could either create a new account and transfer only the

appropriate e-originals (all or a subset) representing the transfer-of-rights into the new account



20 having custody of the deal (s). The instruction(s) and docunentatjon
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obj ect5 i rvexigingly inviddrddadn theetratistegi nal re-validation, add the new
e-original (s) created during the syndication and a reference to the copied
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suitable instruction or instructions and supporting docunentation that
woul d be submitted to the TCU having custody of the deal (s). The

instruction a n woull. sforned into.e-or nal s, and
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speci B - PUYRGSEHEDHBAdY, mcalumwﬁ dvbter w%uﬂﬂewﬁérﬁar&ﬂﬁ&%ﬁbfﬁﬁeﬁlhﬁut the
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defaul ts rg\pe%ue tst%a% Hgl%\lre%ntrsom tl%e deal and a corresponding default risk. The syndication process

would be implemented in response to a suitable instruction or instructions and appropriate
documentation that would be submitted by the deal's owner or authérized agent to the TCU
20 having custody of the deal(s). The instruction(s) and documentation would be transformed into
e-originals and added to the subject deal(s). The instmction(s) could provide for granting
appropriate access to the deal to potential members of the syndicate, and as shares were sold and
new members added, for adding further documentation to the deal (that would be transformed
into one or more e-originals) identifying the new owners and their percentage of ownership.
25 Once the syndicate was completely formed, access to the deal would be removed for all parties
who were not part of the syndicate.

(a) In accordance with the digital-signature chaining method, the TCU would
perform e-original re-validation, append the current date-time stamp, and digitally sign all
e-originals involved in the syndication. |

30 (b) In accordance with the object-inventory versioning method, the TCU would
make a copy of the latest version of the object-inventory, perform e-original re-validation, add

the new e-original(s) created during the syndication and a reference to the copied
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e-originals involved in the securitization.

20 (b) In accordance with the object-inventory versioning method, the TCU would
~  make a copy of the latest version of the object-inventory, perform e-original re-validation, add

the new e-original(s) created during the securitization and a reference to the copied
_object-inventory to the new obj ect—inventéry, request owner approval, and validate the owner's
 digital signature before appending the TCU's current date-time stamp, digitally signing, and
25  attaching the TCU's authentication certificate to the new obj ect-inventory.

In both methods, these actions would affirm the time of securitization closure.

7. The digité;-signature chaining and object-inventory versibning methods can be used in
a process of negotiability, in which an offer, counter-offer, acceptance, and/or rejection would
30 be documented in the TCU. The necessary actions associated with the offer and acceptance
would be performed. The object of negotiation could include delivery of electronic information

objects of intrinsic or extrinsic value, in which case the objects could be accompanied by a



negotiation). As described in nore detail below, Applicants' nethods can
support negotiability in many forns of electronic conmerce in whi tMay 2004
owner shi p wioghi3seénd e-original value are established and ppegR& .,%e. g.,
di stribution of electronic original art, software |licensing, etc.). 20 8.
The digital-signature chaining and objectsi nventory versioning nmethods can
be used in a process of agency authorization, whereby for exanple an
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20 8. The digital-signature chaining and object-inventory versioning'methods can be used in
- aprocess of agency authorization, whereby for example an individual or organization could
satisfy tax, regulatory, and company accounting requirements for an expense account by
sﬁbmitting expense receipts and authorizations to 2 TCU, in which they would be held as
e-priginals thé.t could be conveniently organized, for example in folders by year and month. The
25 company would be enrolled in the DAS and would control access to such account folders,
providing access to one or more folders as required for audit or tax purposes. The above-
described process of eJuvination™ would be performed on such an account as required to insure
continued legal and regulatory compliance. | |
For example, an employee might purchase an item by using a credit card, thereby
30 generatinga transaction recbrd in the card-issuer's authoﬁzation center. Such records would be
" extracted from the authorization center, and perhaps organized by expense category. The

organized transactions would be digitally signed and submitted to a TCU by a Transfer Agent.



Ssize vs. conputational overhead. 15 The uses for transfers of ownership and
rights, syndication, securitization, and negotiation are descri betMgl 3084
as i nternavonfiagsgeses of a particular TCU, but it will be ypg Sﬁ&/%gﬁthat
this is not necessary. Mdire than one TCU may be invol ved in” such uses, all
of which can be seen to have overl| appi ng3zaspects. Accordingly, this
description should not be 20 understood as limting the application of
Appl i canfrge ef ' ' :
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w || 15be understood in this application as relating to nore than just an
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which can be seen to have overlapping aspects. ‘Accordingly, this description should not be

20 understood as limiting the application of Applicants' inventions to these uses but as
- encompassing these, combinations of these, and all others that fal} w1thm the scopes of the
appended claims.
It can be seen from the description above that Applicants' inventions are useful in a vﬁde
vartety of commercial and other transactions. For example, transfers of stored authenticated
25 information objects according to suitable instructi'onércan occur "internally" (without retrieving
a stored object) or "externally” (by retrieving an object and providing it to another). Also,
establishment of a verifiable evidence chain, or chain of custody, by date and time stamping an
object, signing with another digital signature, appending another certificate, and storing the
resulting object are described. Accordingly, Applicants' inventions enable sales, assignments,
30 and other ownership transfers of authenticated information cbjects, which may have intrinsic

value, like electronic artistic works, as well as extrinsic value, like notes and securities.



I nformati on object. An entity's acceptance or counter-offer, as well as a
final agreenent, can be information objects that woul d be subseqd‘t—:-]?'iflay9004
recei ved iwog®@latggon to the transaction of contract 15 fornﬁé.hgg%dztmnay be
noted that the originator of an information object may be the entity that
digitally signs and appends a certificatgsio the information object. Such
scenari os benefit substantially from Applicants' systens and net hods that
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20 and registry functions for the benefit of the owner of the electronic record. Applicants' systems
- and methods make it possible to establish ownership of electronic records, and to provide
. irrefutable proof when a transfer of ownership takes place. This supports stranger-to-stranger
transfers, which in the following example involves fhrce steps (an offer, an acceptancé; and a
record of transfer) that are independently performed by the offer's owner, the offer’s recipient,

25 and the trusted third party, respecﬁvely. In accordance with Applicants' inventions, an object's
current owner, the owner's offer to one or more potential buyers, and the acceptance of the offer
by a buyer(s) are identified, and a chronicle evidencing the transfer is created. From this
example, the withdrawal of an offer anytime prior to its acceptance and the fransfer of the record
can also be seen.

30 To begin this example, an information object, be it a document, negotiable instrament, or
other valuated or non-economic object, would be under the control of the TCU, and a first party
wishes to transfer the authenticated object to a second party. The first party would propose to



and m ght decide to accept the offer. The second party could then L{)resent
the accepted offer/object and instructions to the TCU (trusted May 2004
reposi t or Yyyo \M) Sk woul d effect transfer of ownership of t ct as

I nstruct ed, g., after proof of payment is received either @%9‘9(%1, ST st
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this with its own digital signature. Of course, the terms of transfer from the first party to the

20 second party (instructions) might provide for rescission of the offer by the first party at any time
*  orsubsequent to a specified time, in which case the first party could rescind the offer by
instructing the TCU to assign ownership of the object to the first party itself, in effect simply
replacing the first party's prior ownership with a "new" ownership by the first party.
The preceding example can be expressed more economically for the symbolically

25 inclined as follows:

Offer from B to C Sy(8'rcu(Sy(S4(Object))), Cert,, Qual)
Acceptance C to TCU S.(S.(Object)), So(S'rcu(Su(S.(Object))), Cert,, Qual)
Alternative acceptance S(5:(5,(Object)), S(S'rcu(Sy(S.(Object))), Cert,, Qual))

Transfer by TCU to B&C  S'yy (S.(S,(Object)))
30 where (Objecf) is, e.g., a document, fax, graphic, certificate, promissory note, etc.; Cert is
irreﬁltéble proof of user identity when used with secret key (e.g., an X.509 certificate); S, is the
~ digital signature of party A, e.g., the originator of a secured object; S, is the digital signature of



etc.). For counter-offers, Qual mght take the formof, for exarrpl{g accept
contingent on, after date, bid, etc. 10 The signed object S2(bjé€ {\/5‘?‘3’94:)0‘I

creat ed bywspwydib& ownership of which by Sb is denoted by ect)).
Sb submits the signed object to the TCU, which creates PREROIES

S TCY(Sb(Sa(Object))), the authenticategyobject. The TCU records,
registers, and controls StTCU(Sb(S, (OQoject))), which becones the
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rposes the TCU creates S TCU( Sh( STCU( Sb( Sa( Obj ect) ). rt, al))., The
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that in detegbidi eicng if the Qual is satisfied, the TCU may wait for 25 an
appropriate instruction or _instruction proval (s), or acknow edgnment

fromi€p, e.g. Theisigned phject2.L@bisah ys va#tgféb}% Es thecowagrilyip i€ arhichelieByis denatad by

cxpr eas ANy U Ry yontsie HEke Stk gl FRUBReD e o3BG, &2
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offers B to C, D, etc. can be expressed synbolically as; S ect)),
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Se(so(s TEnronbestPbisroll fes el Bherd iy otien il drercindisptes intendadaedaionto
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many specific applications of Applicants' “inventions that ea ave t

own par t iT€l.a8, acachtsitieadtes by ire-signing $10kject) thdremdoredting SXSUiObjRct)), aiich with
IR VT W ARG X N A
The TCU validates the offer and determines if the Qual is satisfied. If both actions check, the
TCU time-stamps and signs the offer and acceptance, effecting the transfer by creating
20 S'tou(S.(S.(Object))), and for audit purposes the TCU creates S'cy(Sp(S'rcu(Ss(S.(Object))),

- Cert, Qual)). The TCU records, registers, and controls S'yoy(8,(S'tci(Sy(S.(Object))), Cert,,
Qual)) and S'yc(S.(S(Object))). Transfer is completed and acknowledged by transmitting
S'7cu(S(8..(Object))) to both S, & S..
| It will be appreciated that in determining if the Qual is satisfied, the TCU may wait for

25 an appropriate instruction or instructions, approval(s), or acknowledgment from S, e.g., that the
necessary value has actually ‘been received. This may be expressed as S,(S.(S,(Object))).
The rescission of an offer can be expressed symbolically as follows:
Sy, rescinds offer Bto TCU  S§y(S.(Object)), Sy(8'rcu(Sy(SL(Object))), Certy,
 Quah |
30 and multiple offers B to C, D, etc. can be expressed symbolically as:
Sp(Sa(Object)), Sy(S'rcu(Sy(S.(Object))), Cert,, Certy, Qual)

and counter offers C to B can be expressed as:



sequentially repeating the precedi ng exanple, once for each pair oﬁ{
strangers. It will also be understood that the instructions can di May 2904
transacti owwaongourany different paths and that instructio from
a variety of entities, including the owner of an infor rratig?f}ggs}‘gg{)’??an
owner - desi gnat ed cust odi an of an i nfornma3gon object, or another agent. 10

I nstructions may be tiered by an electronic agent, which is generally
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- transaction might be useful in contexts, such as re-insurance, where it is desirable for one party,

such as a primary insurer, to spread the cost or risk associated with an information object among
several other parties, such as one or more re-insurers. Similarly, the instructions could permit a
second party to "over-subscribe" to a first party's offer when the first party had one or more

25  other "first parties" willing to provide the amount of the over-subscription. This form of
transaction also might be useful in cost/risk managemeﬁt contexts like insurance, where a
second party seeks to accept an object "greater” than the object offered by the first party.

As noted abqve, certified documents advantageously can be printed or otherwise reduced

to "hard copy" and issued by the TCU in response to a suitable instruction. It is currently

30  believed to be preferable for the TCU to apply to the hard copy some form of indicium or legend

that is resistant to forgery or unauthorized imitation, such as a Wwatermark, hologram, or similar,
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t ransf er gdeb 8f & 8aR4fBrable record. Even so, these inventions can ensure that at no time does an

20 unimpaired copy of a transferable record exist on a client workstation, unless specific provisions
- . for such renditions are defined in the business rules, e.g., where an unimpaired copy is required
for recordation or by regulation or legislation. It is believed that such exceptions to the
protection of unimpaired copies may not be needed if recordation agents (e.g., county recorders)
accept two-part renditions, i.e., discernable differences between what was signed and what is
25 displayed, that are supported by these inventions.
The TCU controls a transferable record by enforcing business rules crafted by the
- corresponding e-originai's owner to govem the creation, distribution, storage, retrieval,
assignment, and deletion of transferable records. At no time should an authoritative copy that is
a transferable record leave the custody of a TCU. Further, a non-removable indicium should be
.0 added, preferably to every page, of a rendition of an e-original that has achieved transferable

record status that is displayed in whole or in part at a client workstation, unless an exception is
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20 - FIG. 6 illustrates a method of establishing business rules that govern deals, with

emphasis on e-originals that are also transferable records. FIG. 6 shows how an owner may
define business rules that implement business pror..:ess_es required for conducting a deal, and thus
a TCU handles e-original objects based on the established rules. This set of actions
- advantageously creates a reusable set of rules templates, from which the owner can select the

25 template that suitably matches the type of deal involved. The owner or authorized users can
then populate the template with the actual information—objeét types needed for the conduct of the
deal and thereafter. It is currently believed that the business rules having the most significance
here relate to identification of those information-object or electronic-record types that are
designated as fransferable records. |

30 In the method depicted in FIG. 6, the owner logs on to the system (block 602), i.e.,
accesses a TCU via an e-original client EC, and the TCU authenticates the owner's identity

(block 604) as an authorized user of the system based, for example, on the owner's user ID and
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- deals. Nevertheless, where additional assurances are required to perform requested actions,

digital signature verification and authenticated user information conveyed in certificates can be
added when querying the rules database. This layered approach to authenticating a user's
25 identify and validating the user’s rights, i.e., the user's set of authorized actions, may entail
querying other databases based on the user or certificate attributes, such as role, value of |
. transaction, and identification as owner or owner's agent and therefore as a user able to authorize
the transfer of an interest, such as ownership, in a deal's e-originals.
. FIG. 7 depicts a method involving creation of electronic records and execution of a deal
30 prior to submission of such information objects to a TCU. Such a transfer to a TCU of executed
electronic records may be called "papering in" to the TCU. As described above, care should be

taken to prevent exact copies of the executed electronic records from being printed or circulated.
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Rules selected or created by the owner are communicated to the TCU, which validates

the owner's roles and authorities, i.e., the owner's right to act with respect to the subject deal

(block 712). The owner then selects electronic records (block 714) locally in the client EC,

25

which are communicated to and assigned to corresponding record types at the TCU, which

qheck,s the owner's right to access selected record type (block 712). After selecting an electronic

* record and reviewing its contents, the owner commits to apply the owner's digital signature

(block 716). In particular, the owner may be asked to affirm, by an overt act, the owner's

decision to be bound by the owner's digital
owner's digital signature and creates (block
the record and the owner’s digital signature
then submitted to the TCU (block 720).

signature, after which the client EC computes the
718) a wrapper that includes at least the content of

and certificate. The wrapped electronic record is



the record and the owner's digital signature and certificate. The w apped
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the equivalent of "papering in" to the TCU, and thus the method depicted in FIG., 8 includes

20 many of the same steps as the method depicted in FIG. 7. Accordingly, blocks shown in FIG. 8
- that correspond to blocks shown in FIG. 7 are identified by the same reference numbers as the
blocks in FIG. 7.
A difference between the methods depicted in FIG. 7 and FIG. 8 is that in FIG. 8, one or
more electronic records created by the origination system are not executed by barties to the
25 respective deal. These unexecuted electronic records are uploaded to an e-original client EC.
Since the records are unexecuted and thus cannot be mistaken for executed records, it is not
necessary to destroy or mark them as copies. These records may, however, contain deal
infomiation and the names of participants.
| FIG. 9 depicts a method involving execution of e-original objects that are held by a TCU
30 such that the TCU ensures that an exact copy of a partially executed e—_origindl, especially a
transferable record, does not exist outside the TCU.
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20 piéces the data structure in a wrapper that enables the user to verify its origination at the TCU
-~ and communicates the wrapper to the client EC and user (block 922).

The data structure that includes the signer information and that is created by the TCU is
such that upon display or rendering by the client EC, the signer information cannot be mistaken
as a part of the displayed record content (block 924). In particular, printing the stored or

25 displayed record should result in only a rendition of an unexecuted record. Such data structures
typically contain the parsed contents of one or more signature blocks, and not every data
element is ﬁsuaily incorporated from any signature Block. What is displayed is advantageously
asubset that enables a user to "drill down" further if needed or if the user is allowed. Tags,
where available, may be included to match included signer info to signature fields in a data

30 object, which enables checks to api:ear where signatures were previously applied or pop-up
windows to be positioned. Application-specific business rules determine what is returned in a

data structure and how what is returned is used. Possible elements of a data structure are a
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Wr apper , pre€ént a8 21iemeEC and each may create their own signature blocks that are included in the
20 wrapper submitted to the TCU.

- After receiving the wrapper submitted by the client EC, the TCU validates the
authenticity of the wrapper, comparing the hash of the e-original content with the content hash
contained in the signature block(s), and the rights and participation of the signer(s) (block 930).
In general, the TCU extracts the si gnature blbck(s) from the submitted wrapper, retrieves the

25  e-original from which it previously extracted content (see block 916), and adds the signature
block(s) to the retrieved e-original, fbrming an updated record. Placement of the signature
block(s) is preferably determined by the Business rules. The signature block(s) may be placed in
any of the recursive wrappers or in an object-inventory. This flexible placement capability.
enables the initial e-original .to be retained in unaltered form.

30 Since many users may need to digitally sign a document to conclude a deal and since
such signatures may occur at different times, the TCU may wait until it receives all of the

signature blocks of the users (e.g., co-signers, counter-signers, etc.) that are required to complete
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metadata (block 1006). Once the deal is selected, the user may be shown a list of record types
20 that exist in the deal, from which the user selects a record type tor be displayed (blobk 1008).

"~ The user requests retrieval of that record for read-only access (block 1010), which may be the
only access rights granted to some users. The TCU validates the user's rights to make such

' selections and request (block 1012). If validated by the TCU, the TCU retrieves the respective
e-original from storage (block 1014) and extracts the contents of the retrieved e-original (block

25 1016).

The TCU also preferably extracts the signer information and the date/time that the di gital
signature was applied (block 1018). If available, e. g., from the retrieved e-origihal, record
formatting information associated with the retrieved e-original is used by the TCU to guide its
placement of the signer information within the electronic record. If such associated record

30 formatting information is not available, the TCU places the signer information according to the
applicable business rules or a general set of business rules. For example, a cursor displayed by

the client EC is positioned over the field indicating where a user’s digital signature or
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m st aken
anything but a copy (block 1028).

20 It will be appreciated that the methods and apparatus described above involve the use of
- signatﬁre blocks and wrappers. FIG. 11 depicts an exemplary composition of a signature block,
which typically includes at least two eleménts, or dafa structures: signer information and

certificate informaﬁon. These elements may be called signer info and cert info in shorthand.
Signer information is generated by first hashing the content(s) of the record(s) to which the
25 signeris applying its digital signature. Attributes that will be protected by the digital signature,

- i.e., atiributes that are used in computing the digital signature, are then appended to the hash,
and such attributes can therefore be called "authenticated attributes" that reside in an
anthenticated attribute field of the signer information.

In general, authenticated attributes are used for defining the signer or the signer's actions.
30  Authenticated attributes may include, but are not limited to, ﬂ1e date and time of the digital
signing, the reason for signing, and the signer's holographic signature, either freshly or

previously digitized. It is currently preferred that this nature of the holographic signature, where
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event ual Wuldﬁ:embmmecbﬁlveb thetagh dfieconte@f(a) Atidethp baihestidated attnbutes with respect
20 to that digital signature. The content hash would stay the same, but the authenticated attributes
-~ could vary from digital signature to digital signature, thereby enabling specific infdrmation
concerning each act of signing to be conveyed.
The certificate information in a signature block typically includes at least an
authentication certificate (e.g., an X.509 certificate) and may include one or more other data
25 structures containing additional information about the signcr. Such additional information
would typically be issued by an authorii:y recognized by the TCU and document authentication
system and may be arranged in a data structure having the form of a certificate digitally signed
by the issuing authority.
FIG. 12 depicts exemplary wrappers, showing an inner wrapper 1202 and an outer
30 wrapper 1204. A wrapperisa data structure containing tags that permit locating and extracting

mformanon fields contained in the wrapper, and thus any record format supporting inclusion of

digital signatures with content may be used, including, but not limited to, PKCS#7, S/MIME,
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is sufficient to detect any alteration, even one bit, of the protected contents. FIG. 13 depicts four

20 level of recursion, but it will be appreciated that there is no physical limit to the number of
- wrappers that may be applied. There may, however, be a practical limit due to the computation
power available, the time it takes to unwrap and parse each data structure, and the business
responsiveness demanded by users. Wrapper recursion may also be dictated by business
processes such as those involving the signature-chaining method described above. It will be
25 understood that wrappers can include serial as well as parallel digital signatures, which can be
those of users or Transfer Agents, depeﬁding on the business process implemented.

FIG. 14 depicts an example of a wrapper that might arise from the above-described
object-inventory method using counterpart signatures. It will be appreciated that such a method
is the equivalent of traditional counterpart execution of a deal, such as an agreement. In the

30 - course of the method, 2 master copy of an e-original record and a signature page are made
~ available to each participant in the deal, and each participant adds its digitized signature to its
respective sign_ature page and retumns its signed signature page or both the master copy and its



15 contained within at |east one other wapper, nmay contain a preszg e%&
e-original record, with that wapper's outer w appers containing M%él Odr
paral | el swynar418@ bl ocks. Since the outernost wapper (W apRaRfsodyIdaé N

FIG 13) typically includes the digital signature of a TCU, validating the
TCU s digital signature, which was conputséd over the cunul ative contents of
all wappers, 1is sufficient to detect any alteration, even one bit, of the
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agreenent. In the 30 course of the nethod, a nmasfer copy of an e-original
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acting ok dkdl stadusdehiagpe.cl i p or staple on a paper docunment in that it
cryptographically binds all of the records represented by it. It wll be
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used f or evident that the rendition is a copy of the authoritative copy, which is retained by the TCU.
20  Thus, the protections required by recent and pending legislation relating to electronic signatures
are provided. Nevertheless, it will be appreciated that ﬂlese protections are not available when a
TCU is not involved during execution of a deal, as in FIG. 7, and thus, it is not possible to guard
against a copy of a fransferable record being rendered in a manner such that the copy could be
mistaken for the actual transferable record. Whether intentionally or unintentionally, such
25 rendering would create the possibility of fraud. -
It will be noted that this description and the drawings are illustrative only and that one of
- ordinary skill in the art would recognize that various modifications can be made without

departing from the essence of these inventions, which is defined by the following claims.



retrieving the individual e-originals pertaining to the deal and tlbl@IaT%Oi
signature block in each e-original. As an e-original itself, the 4
object-inventory is a wapper that includes the TCU s signature block. A
new version of the object-inventory is created at the conclusion of a

busi ness 15 step or deal status change.s51lt will be understood that after
its digital signature is applied to an authoritative copy, a TCU typically
adds one or nore indicia into copies of the authoritative copy that are
provi ded WHBATIH GBAIMED I&ers such that when a copy is displayed, printed,
or otherwi se rendered, it is clearly evident that the rendition is a copy
of the authoritative copy, which is retained by the TCU 20 Thus, the
protections regAinfetithdnf hardifip!st@rad eeigitiahgbjb&ag ittt Bivebtes eleaiedty sighing
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dat e- t i neEgisthaeand amdera adihghticatios cgrifitate ef trednatsdhastodiabitilin. certificate of
the trusted custodial utility, conprising the steps of : selecting a
stored e-original object; re-validating the selected e-original object by

at |east verijyjagnddisd @a&mﬁi,_ﬁﬁaﬁkw@ Blind B8p istfer@hRel Gatpteobnfhist df4 tY
applied to the selected e-original obje lp; ahd applying to the re-validated
e- ori gi nedlidiijperied af tha cnwent adthenticatior certifinte af theanuiegi custiodiab inglitxtappliedatod
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of a extended to the current authentication certificate's validity period.

3. The method of claim 1, wherein the method is carried out in response to at least one
instruction received and validated by the trusted custodial utility, which validates a received
instruction by at least testing an integrity of contents of the received instruction and a validity of
a signature of a transfer agent on the received instruction, and applies to a validated received

instruction a date-time stamp and a digital signature and current authentication certificate.
4. The method of claim 3, wherein the received instruction is issued by an authorized
entity, and the trusted custodial utility validates the received instruction by also checking the

authorized entity’s authority to issue the received instruction.

5. The method of claim 3, further comprising the steps of:



validity period of the current authentication certificate of the t‘{e tg%
custodial utility applied to the selected e-original object, wher iS@ay 04
validity period of the re-validated e-original object is extended to the
current authentication certificate's validity period. 3. The nethod of
claim1l1, wherein the nethod is carried -32-in response to at |east one
instruction received and validated by the trusted custodial utility, which

val idates a received instruction by at |east testing an integrity of
contents of t#HPOREELP gsacanddrusiedicugiadighutilify ¥ag tecialigated e-ozigiiahabieetraadof a
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aut hent i wility;on certificate. 4. The method of claim3, wherein the received
instruction is ‘i@iisued by an authorized enti and the trusted cust odi al

ntity, 3
utility val i dEr@Sdete. pbthesecondithsted Gustodial wility the exnesied erpyiainm obiseh hyxti zed
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second tenighaddbresaodi al utility the re-validated e-original object and
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the digital signature of the trusted custodial utility applied to the
exported e- original object; and applying to the re-validated exported

e-original objegt a.current. te-ti.ne _sta a i,gi tal si ure and
current aut heériflﬁlgé??t 0 %fgcﬁlfnfdﬁé’g}eéelgPwpﬁrégg’eoggﬁ%reﬂag@%gé e%r%p FdBility.
6. The nednifre@fin teaiudted cukbaiabhtilit VAQIIIH tRe 0lidabRl regived ihstadcgidne- or i gi nal
object is transferred in the trusted custodial utility based on the

val i dated received instruction. 7. The nethod of claim3, wherein a right
to the re-val4 = OLd gl ' ' t I g ed
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met hod afansfeaiethiry thewhmstedicnstotial utilithbased dnithe validasdd rdadied iestarctighnal obj ect
is aright to revenue represented by the re-validated e-original object.
9. The nethod of claim 3, wherein access to the re-validated e-original

obj ect is grapnted md i Qs b 1, of - a
syndi cat e based orII]rl %tlﬁlbe&é\%li}lfélgf’ té’gﬁgﬁgei vecllr{tl Itci) ﬁltsetr% B%%@%éna él(1) . H?ﬁgebjérgé%sﬁaolaglgf
cl ai m 3,towgnenue repascrisd by thethevatidated biodigiretioiedr i gi nal obj ect is
controlled in the trusted custodial utility based on the validated received
instruction, and the

9. The method of claim 3, wherein access to the re-validated e-original object is granted

in the trusted custodial utility to a member of a syndicate based on the validated received

instruction.

10. The method of claim 3, wherein access to the re-validated e-original object is
controlled in the trusted custodial utility based on the validated received instruction, and the
applying step is performed before expiration of a validity period of the current authentication
certificate of the trusted custodial utility applied to the selected e-original object, whereby a
validity period of the re-validated e-original object is extended to the current authentication

certificate's validity period.

11. The method of claim 1, wherein a transfer agent signs an information object by

appending a verifiable digitized signature and a content integrity block to the information object.



applying step is perforned before expiration of a validity period @(Aag,l}%m
current authentication certificate of the trusted custodial utility
applied to the selected e-original object, whereby a validity period of
the re-validated e-original object is extended to the current

aut hentication certificate's validity 4484 0d. 11. The nethod of claim1,
wherein a transfer agent signs an information object by appending a
verifiable dig%itized signature and a content integrity bl ock to the

i nf or mati on ob}-exmethedioh handlime stosed e-priginahehiecisithet havarheen ergatsd by signing
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date-time stanp and a digital signature and authentication certificate of
t he trusanslch digdalsipnatureiend authgnticatipr destifiagte ¢ftbe truspd custodia Jutititye abinprsiag
obj ect-i%eﬁt ory fromat |east one stored e-original object, wherein the
obj ect - 8 P%Pt}l i ncludes at | east an object identifier and a signature

bl ock for eacfa)ere@tingar\etjectGRVe@edry HoThIBASE Bnd H6re Rl Giindl BUREL WhireiSthe
created; (b) applying a date-time stanp and a digital signature and

aut hent i dugqtdnveatary ifoludgs ot leastianebjeet identifier and a siginature blptk foy cach ¢-heginal
obj ect - . - Stor i the _qgbject-inventory having the applied
date-ti n@ggﬁwwﬁgﬁéﬁjgﬁﬁdﬁ%@%}s (érﬁz(ct]}ea’aut hentication certificate. 13.

The net hod of (b} bpplping 2, datetitb @tanpoiiydra digitg sighetusd gsavtenticdtionalertifR¥teE thdy
an authorized entity, a copy of the object-inventory; (e) signing the
retri evefPsiRpsigial Hility fp Hasi obiesd-imyentary:andf ) subnitting the signed copy to
the trusted ' (R AV | fL00: i :

Ut hor | zed ert] 1 thebicctiteopiol) g 10 BRG N SLBRRIAE ol Qenamure and
current aiwhenticativn ertifimateand a digital signature and current authentication
certificate of the trusted custodial utility; whereby the authorized entity
affirnms the trusted custodial utility's control of the e- original objects

cor respondi g1 3. The ARAKSADE clabth 12] ARHEBEOAFGhe fHedidps 48, further conpri sing
the step, before step %E\r) of adding to "the copy an object identifier and
t!

a signature bidpratriedng, byanassfherized entisytanopyfof 8 okidcthnvehtory;opy
(e) signing the retrieved copy by the authorized entity;
(f) submitting the signed copy to the trusted custodial utility;
(g) verifying the signature of the authorized entity on the submitted copy; and
(h) applying to the copy a current date-time stamp and a digital signature and current
authentication certificate of the trusted custodial utility;
whereby the authorized entity affirms the trusted custodial utility's control of the e-

original objects corresponding to the copy.

14. The method of claim 13, further comprising the step, before step (h), of adding to
the copy an object identifier and a signature block for the object-inventory from which the copy

was created.

15. The method of claim 14, wherein steps (g) and (h) are performed on the copy of the
object-inventory before expiration of a validity period of the authentication certificate of the

trusted custodial utility applied to the object-inventory from which the copy was created,



was created. 15. The nmethod of claim 14, wherein steps (g) and (h) %62004
performed on the copy of the object-inventory before expiration 0‘1‘ Y
validity period of the authentication certificate of the trusted custodi al
utility applied to the object-inventory fromwhich the copy was created, 4
May 2004 -54 whereby a respective validig4y. period of the object-inventory
and of each e-original object from which the object-inventory was created
is extended to the current authentication certificate's validi t%/. peri od.
je
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veri fyi ngaliditg pedod)i t al signature of the trusted custodial utility applied

to the object-inventory; (f) after step (e), applying to the copy of the
object-inventory a current date-tine stanp and a digital signature and

current autheqyi ] LEl cat i td Ly
(g) storing the @g%aﬁ%&ﬁ%hh ﬁg’tfgﬁﬂcruégpﬁ)éfs gTésthglgﬁeﬁ %g’t’ ﬁ%ﬁgdrséégydug{r&e%atl Pﬁg@a
new obj eaft- inventory. 17. The method of claim 16, wherein steps (e) and

(f) are perforoed.on the copy of the object-inventory before expiration of
a validity pef® FaneHng ﬂ@o%?hg%ﬁ?bl&%mﬁwt Ftificate of the trusted

custodi al  uti{e) ;azvamaﬁﬁgﬁetogjefchﬁwle&dggced&e@mawrfxs t{liﬁdﬁg‘é@é&%&ﬂ%ﬁéﬁ?@? tias

created, whereby a respective validi'ty period o y and
of each digitalisignatire ofithe trusted onstodili witity spplist jte the-objeceiitventprywas created i s

extended to t urrent, authentication rtificate' s wvalidit eriod. 18.
The et hod of CLHIH RieBa0). FRRYRESS BienPy of g cbisst Bivepdreb furet tfielfta g
addi ng tadtdEgitdl @phatife 20 @fient SeRditichiein RNEHAISHTARSIrUSEd BhsRsdial fulility; A8d
obj ect-inventory fromwhich the copy was created. 19. The net hod of claim

18, wherei n stEeperipsibegeny inthe srusted spstodighbetiliy, thereby engyting a neye object-

obj ect-iiwfm&ﬁry before expiration of a validity period of the
authentication certificate of the trusted custodial utility applied to the
object-inventory fromwhich the copy was created, whereby a respective

L P O e € ok P S e "
aut hent | ald fven@iry blfof@b@iratioy 8f 4 HiidiyRRFib@Yf the authentication certificate of the
trusted custodial utility applied to the object-inventory from which the copy was created,
whereby a respective validity period of the object-inventory and of each e-original object from
which the object-inventory was created is extended to the current authentication certificate's

validity period.

18. The method of claim 16, further comprising the step, before step (f), of adding to the
copy an object identifier and a signature block for the object-inventory from which the copy was

created.

19. The method of claim 18, wherein steps (e) and (f) are performed on the copy of the
object-inventory before expiration of a validity period of the authentication certificate of the
trusted custodial utility applied to the object-inventory from which the copy was created,
whereby a respective validity period of the object-inventory and of each e-original object from
which the object-inventory was created is extended to the current authentication certificate's

validity period.



4 May 2004 -55 20. The nethod of claim 16, further conprising the 5%930811
(h) retrieving, by an authorized entity, a copy of the new
object-inventory; (i) signing the retrieved copy by the authorized entity;
(j) submitting the signed copy to the trusted custodial utility; (k)
verifying the signature of the authorizeg entity on the submtted copy; and
(1) applying to the copy a current date-tinme stanp and a digital signature
and current authentication certificate of the trusted custodial utility;
wher eby t he aild.Hdeimetapdeofidlaiy K, furthes comprisingithesteps0bt odi al utility's

control of th -.or.i gi.nal ohjects carrespondi.ng to .t.he.copy. 21. The
net hod of cl a&lllrfe%é?wﬂgré}yealnr? &Zﬁ@?ﬂﬁm%l’éé’gﬂ} Wo‘ahjecﬁﬂwegﬁs{%hse to at
| east one i ng}dipsihl G retrie@ed EopSiRahe Bthodicdlentity; | i ty val idates the
instruction by at |least testing an integrity of contents of the

i nstruction atbsulmjdingdhe sigesd @py tgthatmsed gpstadiekwiléyier agent on the

i nstruction, j ] \} ] . UCE I =1 1N tanp and a
digital si gna@gggﬁgﬁg tﬁgal:gﬁ%tﬁ{e %{ﬁl en clq‘%:iéa? i%%{rll&coé‘lrtﬁ??l?oggﬁ é&c@ﬁg&é‘? | east one
of the val i daflesbplyisg touhe copy aodrent dekaingntanp and h diirdbdipaiatrednd B&iréntct i on

is added to the, copy before step (f). 22. The nethod of claim 21, wherein
t he inst?qﬁ]éqqtlﬁﬁlqnscef%%ﬂg‘o(’fﬁ{}e%St%?%mlﬁéﬁh@hti ty, and the trusted
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entity's authority to I1ssue the instruction. claim 22,
wher ei n ¢-hEginaliebjecks costamhindingipithe typy.esponds to a validated instruction
by exporting to a second trusted custodial utility copies of the new
object-inventory and the e-original objects corresponding to the new

obj ect - i nventor Yrheahdthdd8f S8HONE Whdisihehe metdvlaslbAtied bl intr¥spRakd R difedshe
steps of re-validating the exported e-original objects corresponding to the

expor t edongopstrustionhide tristedsbptedial nilityrvabidgiepthednstivstion by et lehsti tesfingrra
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obj ect - i invtewdtiohyand #ppliéLiota it ged iMFBusicapdAddme stahOiddad digitgndddange andl
current authentjcation certificate of the second trusted custodial utility.

24. The SHsteHbaithgnticptignseptificats; and afleass ape phibs yakidaiedinalpuctiop and aggigrepoplp - 56
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22. The method of claim 21, wherein the instruction is issued by an authorized entity,
and the trusted custodial utility validates the instruction by also checking the authorized entity's

authority to issue the instruction.

23. The method of claim 22, wherein the trusted custodial utility responds to a validated
instruction by exporting to a second trusted custodial utility copies of the new object-inventory
and the e-original objects corresponding to the new object-inventory, and the second trusted
custodial utility performs the steps of: .

re-validating the exported e-original objects corresponding to the exported copy of the
new object-inventory by at least verifying the digital signature of the trusted custodial utility
applied to the exported e-original objects; and then

applying to the exported copy of the new object-inventory a current date-time stamp and a

digital signature and current authentication certificate of the second trusted custodial utility.

24. The method of claim 23, further comprising the steps of:



exported copy of the new object-inventory; signing the retrieved cg%% 4
the authorized entity; submtting the signed retrieved copy to the 4
trusted custodial utility; and applying to the submtted signed retrieved
copy a current date-time stanp and a digital signature and current

aut hentication certificate of the secondsgrusted custodial utility; whereby
transfer of custody and control to the second custodial utility of the
e-original objects corresponding to the new object-inventory is affirmnmed
and a respect feltéeving, biian putberirestentity fremche second fustad cusipdiaiutidigy, mespy afitheg

to the ng)ﬁgtoﬁtgj%?:‘:@;ﬂéﬂﬁg%‘gﬁ%eﬁ@%rtggnded to the validity period of the

current a i oh ce Ial{f)pl ied by the second custodial utility.

25. The net hoglghihg tHeaetriezdd copyetyathe aothoazaiingit@f e-ori gi nal obj ects
corresponding to, the caqopy is transferred in the trusted custodial utility

based on the yhmitingdbe sigaadrgieverhconygo thawecond ededsustadial mility; apther ei n at
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i nst r uct sigmatui2 And Tineentetithedtiation kartifica6 of viteeseeind thsedatusfodmb titilbye ri ght i s
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o cl'ai m 21, VHEFGY et utigheil agel foe Segnd GRNATAORfiaEo! th o origmal

correspo i a
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of cl ai neaRh e-ankgimadiohjeaicapsrespandingt to et w objectanveritgiyniakxtemjeddo the validity

cor respondi o the co .S controlled i e trusted custodi.al utility
based Onpe[r}?gi%g}ﬁ o ﬁa ?{E‘F?tb"&?66?1*5"3%‘0?1’?%@gﬁé‘ﬁﬁ?&"%&%f@%“@‘fy-wher ein a
transfer agent signs an information object by appending a verifiable

digitized signature and a content integrity block to the infornmation
obj ect. 4 May2200w methodof clphn 2hewhewinpwetrship of e-omginal ¢bjetie cerrespogilinglto

an onabl 08 UPF R Pnlfs AR e Whcl oCup @Bl ica B GE bl b PARES, =

thereby permtting denonstration of an identity of a submtter of an
information object apd of the_integrity of the jnformation opject. 32. The
met hod of cl a%ne@{e WEP%PECJL&HE 2l woeiedn iisas onaright 19 ¢-oyisielpbises to a

recei vedeorafiflondthy 4 Eobd 3¢ frblrePLl fnfth@tiy thcﬁslggﬁg?fiﬁg' Busell bl A k&Lt

_ b9
that includes a w apper Béj) carrying out the ste
instruction.

27. The method of claim 26, wherein the at least one right is a right to revenue

represented by the e-original objects.

28. The method of claim 21, wherein access to at least one e-original object
corresponding to the copy is granted in the trusted custodial utility to a member of a syndicate

based on the validated instruction.

29. The method of claim 21, wherein access to at least one e-original object
corresponding to the copy is controlled in the trusted custodial utility based on the validated

instruction.

30. The method of claim 12, wherein a transfer agent signs an information object by

appending a verifiable digitized signature and a content integrity block to the information object.



checking that a sender of the instruction is authorized to send su a
instruction; printing an information object derived fromthe wap Y&PP%
a forgery-resistant indiciumsignifying that the printed infornmation
object is certified by the trusted custodial wutility; and recording a date
and tinme of printing of the printed inf.grpmti on object. 33. The nethod of
claim3, wherein the trusted custodial utility destroys the stored
e-original object based on the received and validated instruction. 34. The
met hod of cl ailmT3e méthodphiclabad ewhorein te o enig'mlembjemdndaﬂetmummer, and the
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relating to a stor e-original object that includes a wapper by carrying
out t he ad@ftheointegeieedche iemmation obisstier of the instruction is authorized
to send such an instruction; and printing an information object derived
fromthe wapper with a forgery-resistant indiciumat a printer controlled
by the trust esd. The o ofieldimi ¥, whessisltheaantedicigodiatiaility addfoiidse aécepvednt i ng
of the printed information object. 36 The met hod of cl aim 35, wherein the
trust ed ¥gstelgatad ntﬁfruptl%lyrt‘éaémgite@ strred eroaisingl ohiget thatigpluges sy bhg t he
stored ecaﬂé(g%@ﬂlt é . based on the received and validated instruction. 4
May 2004 e nethod of claim 35, wherein, based on the received and
val i dat ed i nsthedatg that a sé¢rider bfuhsuresﬁ'ucmmtmdumbnmd toiseyd mhranelsstmunon he

further step of deS| n ting the stored i nal obj, a cop
The met hod poRHEE IRirmates AbierRrvad Fofl (bastama it 4 fregy deSTBius 1o a

recei vedpdfifn Kx%hif?ﬁhtg%ﬂat'tﬂéﬁﬁﬂea B rh At dﬁg&:tti@ce%tﬁ&%f’ﬁue%ﬁfédgdu@t%'dw@ bj ect
that includes a wapper carrying out the steps of:” checking that a

sender dﬂlltthemdnstructl on is authorized to send such an instruction;

exporting a c red or.i rel he wWr apper

ol udes ar 180t gl SRS Faialthe RS ol BERR PBiekS  hac ¢ he
exported copy |s certlfled by the trusted custodial utility and at |east
one instruction controllin%érenderlng of the exported copy; and recording a

date and ti me>lefThempsihed pfc Tmﬁh@héls@ffbﬂleéﬂlsé"&ﬁmt@@al“ﬂﬂﬂ@’ﬁ%‘-ttlf‘ib’élﬂéﬁs'f@e& m 3,
wher ei “é&?&&l%ﬁ&%&ééﬁtoﬂ% ecéi%ciéﬁ&/varlﬁﬁl%?r%%ﬁue £ received and validated

|nstruct|on relatin ored ori gl na that includes a wapper
by carrying

34. The method of claim 3, wherein, based on the received and validated instruction, the

trusted custodial utility designates the stored e-original object as a copy.

35. The method of claim 3, wherein the trusted custodial utility responds to a received
and validated instruction relating to a stored e-original object that includes a wrapper by
carrying out the steps of:

checking that a sender of the instruction is authorized to send such an instruction; and

printing an information object derived from the wrapper with a forgery-resistant
indicium at a printer controlled by the trusted custodial utility; and

recording a date and time of printing of the printed information object.

36. The method of claim 35, wherein the trusted custodial utility carries out the further

step of destroying the stored e-original object based on the received and validated instruction.



out the steps o checking that a sender of the instruction is aut hoﬁgyegotog
send such an instruction; exporting a copy of the stored e-origin ay

obj ect, wherein the wapper includes at |east one forgery-resistant

i ndi ci um desi gnating the exported copy as an authoritative copy and at

| east one instruction controlling renderggng of the exported copy; and
recording a date and tinme of exporting of the exported copy. 40. The nethod
of claim39, wherein the trusted custodial utility carries out the further

st lepdof dest r b¥ilhg method obelain éS,owhﬂgﬁina?asg% B dhe lt@asiﬁi and vai@iateddﬁﬁwcio?:nd
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out the 4suédpet step of designating the stored e-original object as a
copy. 42. The method of claim1l, wherein a stored e-original object is an
el ectronic image of a printed original that has been digitally signed by a
transfer age ; I . r.Qpl G Jymge,
@ digital o grnr SUEREt el SRRAE e Bl Y Bl B A tR O,
2004 _ 5%ridnfabidatt iinsructed sdatimgy toi syorad erceiginad! ot that inahdes herappesbed
custodial utility has vglidated integrity of the electronic inmage and an

i denti tycaéﬁ?r'&f’ga‘i’}{tﬁ%??tﬁfﬁ f the transfer agent to subnmit the electronic

i mage, has apgletigdg thadl@sEidet BEHS iRctish 9labforiSd Ak SuchBdndHIh&HL | cation
certificate to thé electronic 1mage, 1 ncluded the electronic I mage and
associ at ed i néxporting aeopyrofdhs siormde-ongingpjsct amtersinche rappdr astuderdt leastt r ol

of the electronic i e .as_an. esori gj object. 43. T thod of ¢laim
%5, | nher SRoRR: st o HistisSinethd the SitlofEh sorois cotifed By e e

pr esencecu@fodidt @tifigr e ay tehfons iiducti e dhire M end 2mBof @ &ipféd fpycardage of
the printed e- original object, the electronic image is digitally signed by

a transfer agéptrdimgs frteansding obexpatippeithe grenorted ePpides the el ectronic
imge, a digital signature, an authentication certificate, instructions,
and informati on needed for signature validation, and the wapper is

subm tted to 3P. The usdied cfleddimd, athetdin thettyustedithetbdiahlitilita r&pohditoiattagvddt y of
the el ectron;\iigl igagge and t@g identity and, @ut hority of the transfer agent
to submiadiREdaed msirashion relane to fAPEH exgidinal objecibiakineludes a wiapper byisaTiing
si gnat ur&,tﬂ?crgq%pgtgfhenti cation certificate to the el ectronic inmage;, which

i ncl udes the | ectronic i mage and associated information in a second

wr apper; and elistldhg tabr esndanadf ths snstrestiorcis rtithotizet totsered sichanniostivctiomage as
an e-original_object. 44. e net.hod.af claim 39, wherein the exported

o ort g1 nal ot ORI eqhlAetbEuORYy Sordn bl onairel e Satimer myTidet At G

i nst r uctdRfobgery-taetdnt iMBciOXP@sIRdtifg el &bbAéd 8Ryesstan AfMbritsiBre copy and at

least one instruction controlling rendering of the exported copy; and

recording a date and time of exporting of the exported copy.

40. The method of claim 39, wherein the trusted custodial utility carries out the further

step of destroying the stored e-original object based on the received and validated instruction.

41. The method of claim 39, wherein, based on the received and validated instruction,
the trusted custodial utility carries out the further step of designating the stored e-original object

as a copy.

42. The method of claim 1, wherein a stored e-original object is an electronic image of a
printed original that has been digitally signed by a transfer agent and placed in a wrapper that

includes the electronic image, a digital signature, an authentication certificate, instructions, and



trusted custodial utility authenticates the instruction, checks th&ha2004
sender of the instruction is authorized to send such an instructi®dt,®
inports the e-original object based on the checking, applies a date-tine
stanp, digital signature, and authentication certificate, includes the
inported e-original object and associ atsd information in a second w apper;
and stores and assunes control of the inported e-original object. 45. The
met hod of claim 12, wherein an e-original object includes a wapper, and

the e- owigmatipn aegded for signatira salidatigncmdake twstesheustodinl wfiligrhas welidasedat i on by

val i dati f the w.apper, there ermeigin nonsiration of an
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the inf oaemfdmn@gje,aﬁs applidday dad@bie-s&inp Qigithh sigh@tROghdodutidnticatiohdbertiitateei n
the trusted custodial utjlity responds to a received and validated

i nst r uctiodhe plestEmininacs. waludedthegiesaonisimage andpassodisied iflermagionimp prsendy
carryin ; e on is

aut hor | 22tpet 38 ShEH R wesoOAESHOR, df 4 el inalh b B oLRER by ot
derived fromthe wapper with a forgery-resistant indiciumsignifying that
the printed i mati on_opject _|s certified b he trusted, custodial
utility, and P areBou Ot 2hararrin agecipien of the PBPtqdrFeorﬁgIPﬂt‘g’éeCt verifies

i nf or nat 4 i The; : i el _
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r el at i ngoriginal objest, ¢l eleasroniy imsige dbfigitallyt signedibya trahefer agent appplacdslin acar ryi ng

out the steps .of .. checking that a sender.of .the instructjon. is hori zed
Lo send SRR ipEPTGEbe vt e sl hleig! semtpor o Rispechtiar veq
from t heine@pipas, 208 infoandtRihGReded B8 sighatile valilsidhl tA @k v@a;ﬁfek N ebmeedt ol | ed
by the trusted custodial utility, and recording a date and tine of printing

of the piystiedeensiodiadptilitys whichbjabigates the intqgrety wé thesdecgpnisl imegs ard thafidensibnandhe
trusted i L] ri . . r d QY he
st or ed s oBinedntiet sl B CUl il LhAIEE whBhiefis SEREGRE
49. The digitdlgiknafurelaad authéntication edrtifichiasetie elecirbgic g agd; whichancudad thelat ed
instruction, ,the trusted custodial utility carries out the further step of
desi gnat SIFroPifcmags radj assogried infgrmaignda @ seepnd igppsf; andlgvhivh stopasang @symes
clai m 14,, WoehEthb efeBorik F‘ﬁéﬁ%%%%t‘%éﬂl OBJffu-i ty responds to a received and
val idated i1 nstruction relating to a Stored c-original object that includes

a wrapper by
44. The method of claim 39, wherein the exported e-original object is submitted to a
trusted custodial utility with an instruction to import the exported e-original object, and the
trusted custodial utility authenticates the instruction, checks that a sender of the instruction is
authorized to send such an instruction, imports the e-original object based on the checking,
applies a date-time stamp, digital signature, and authentication certificate, includes the imported
e-original object and associated information in a second wrapper; and stores and assumes

control of the imported e-original object.

45. The method of claim 12, wherein an e-original object includes a wrapper, and the
e-original object is authenticated at an enabled client workstation by validating contents of the
wrapper, thereby permitting demonstration of an identity of a submitter of an information object

and of the integrity of the information object.



carrying out the steps of. checking that a sender of the |nstructh€@P}§004
aut hori zed to send such an instruction; exporting a copy of the
c-original object, wherein the wapper includes at |east one
forgery-resistant indiciumsignifying that the exported copy is certified
by the trusted custodial utility and atggeast one instruction controlling
rendering of the exported copy; and recording a date and tinme of printing
of the exported copy. 4 May 2004 -61 5 1. The nmethod of claim 14, wherein
the trusted ci&tldgimgthed ¢fdlaigm }%mmﬂtmted@uﬁodxehutﬂamdesiaamdsdataedcelved
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aut hor i 2@1@5{ salend such an instruction; exporting a copy of the stored
e-original object, wherein the wapper includes at |east one
forgery-resi seheaking et aispaden oL ihgrstiuaion isauthepaed tecend pychan ingiruction;
authoritative @ i ng of
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expor t edindiniym sfg&;fyﬁigahmhé prinef] infornstidrilobjedids edrtifiedby thcuslistel @issddedli al
utility carries out the further step of destroying the stored e-original
obj ect DYy *Bﬁi the received and validated instruction. 53. The nethod of

claim 51, vvhelr #)é??ﬁgmﬁﬁ v, Qﬁqﬂ Aesiad uction, the
trusted custo Ity cg?lrp:aié‘ ﬁlgﬁg(?ﬁh e ier stag%no?fetg{ey ghating the
stored e-origi naI Ob] ect as a copy 54. The nethod of claim 12, wherein a
stored e-orig tI’OICI e of., a.printed original that
has been di gi ﬁl}‘f; tg‘?‘f{%%tjc’i@mgl "sﬁfré eﬁ@’éﬁ?%aﬁa&ﬁ‘ '&HBH responflsip 3 erphat
i ncl udesaddvnlRhRatiARRIcEoh P@aﬁ? @ addt&'e@l dloradig %b}éeﬁthaﬁmcﬁwws AirhSRE b9n
certificate, instructions i nformati on needed for signature

val i dat i Qﬁﬁryl%@luﬁth%ﬂ@mﬁt ed custodial utility has validated integrity of
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i ncl uded, the el ectr.onic i nage_and associated information in a second

wr apper, lnému@%ﬁ@an@hw%@éls%m thegistesi cusiodighatibtyeand oni ¢ i mage as an
e-original objggly, gS% datd B tﬁ‘i’ﬁ&?f’gnﬂ ;‘:clf‘;ﬂéé% rﬁed%}‘?&ﬁnﬁtﬁp%be i pient of the

printed e-origi nal j ect veri nce ery-resistant
indiciumand forns an electronic i mage of the printed e- original object,
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aut hent | gg bodes&6¥ihk tecdded e-original object based on the received and validated instruction.

49. The method of claim 47, wherein, based on the received and validated instruction,
the trusted custodial utility carries out the further step of designating the stored e-original object

as a copy.

50. The method of claim 14, wherein the trusted custodial utility responds to a received
and validated instruction relating to a stored e-original object that includes a wrapper by
carrying out the steps of:

checking that a sender of the instruction is authorized to send such an instruction;

exporting a copy of the stored e-original object, wherein the wrapper includes at least
one forgery-resistant indicium signifying that the exported copy is certified by the trusted
custodial utility and at least one instruction controlling rendering of the exported copy; and

recording a date and time of printing of the exported copy.



instructions, and information needed for signature validation, andﬂm(?z 4
wrapper is submtted to a trusted custodial utility, which validates tﬁg
integrity of the electronic inage and the identity and authority of the
transfer agent to submit the electronic inmage; which applies a date-tine
stanp, 4 May 2004 -62 digital signature,gland authentication certificate to
the electronic image; which includes the electronic imge and associ at ed
information in a second wapper; and which stores and assunes control of
the electronic image as an e-original object. 56. The nethod of claimb51,
wherein the e ted e-ord gi.n ohj ect ,and | t.s pper..are suhmtted to a
Frusted cust ot ameapsefaSf Filble, SHeRds pRf el loRRPSiu0 o BB et iived
e-ori gi ngid vadidheatinstaktoh atingtedoed st ailiind] objdct fHay inrlidesatiregiee byt he

i nstruction, checks that a sender of the instruction is authorized to send
such an faistrgettitehstepsRforts the wrapper based on the checking, applies a
date-tine st AL ol L al..Si I dLeatd rLisfl L.

ncl udes ¢ he Vipar P dgeileP 87U ifbuRith BUIMBRASE LBl i il buflily |
second wr appeexpoatirel s tapyest the stoasiserorginabolijed] whakird the wrapet irtudes at legstnal
object. 57._.The nmethod .of. claim1l, wherein an owner of stored e-original
obj ect gPntoseryTesistaipdiciym depignating the GxPPHEd SPR) AANAURGTYRING capljand pt
based on i : A jot : ' C odial utility; the
third palretaf/ldrngg&ggt&?lﬁbg%?{r? r%@i}g%%g??ﬁeg{x@ﬁﬁ%f@o&}#ﬁy retrieval of the
stored e- orixgcodingrhjate and tile of pustirglofdhs txquirtat capy.l ity verifies that the
third party is authorized to nake such a request, retrieves the e-original
obj ect based on the verification, and exports the retrieved e-original

obj ect to thesi NiheGdiRdd f clARds 1B Rvherdi@ tHEBhisRA Rbb8G! utflRy cBSRe Bal the filrthet he
retrieved e-original object and executed by the third party is submtted
to the t¥epeldpseoying Hicstorgd etdriginal objisttdiased emthesecsivedand epkidased instrudsien.
retrieved e-original object. 58. The nmethod of claiml, wherein the
re-validated e-original object is designated as a copy, an e-original

obj ect corresfRritiengethed af el §&rshasinpbaseli@nrtie wativedhedlvalidadddnstaletioh) ect
is created ang is stored by the trusted custodial utility, and the .

e- ori gi nAF tasled chstedal wH Ry arigg oidhe fusther gep pbdesigngting fierstarede-ofigial object
re-val i dat ed.g-original object. 59. The nethod of claim 12, wherein a first
e-origi nal ol??éct corresponding to the object-inventory is designated as a
copy; a second e-original object corresponding to a new version of the

fi _rlsft e- or ihgi MIT}mbjéﬁhbd bSlemla.E,adhaaﬁhdﬂoﬁﬂaﬁcﬁﬁgiﬁal OE])I&]E 1sram561ﬁdroQ;6MF@E
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information needed for signature validation, and the trusted custodial utility has validated

integrity of the electronic image and an identity and authority of the transfer agent to submit the
electronic image, has applied a date-time stamp, digital signature, and authentication certificate
to the electronic image, included the electronic image and associated information in a second

wrapper, and stored and assumed control of the electronic image as an e-original object.

55. The method of claim 47, wherein a recipient of the printed e-original object verifies
a presence of the forgery-resistant indicium and forms an electronic image of the printed e-
original object, the electronic image is digitally signed by a transfer agent and placed in a
wrapper that includes the electronic image, a digital signature, an authentication certificate,
instructions, and information needed for signature validation, and the wrapper is submitted to a
trusted custodial utility, which validates the integrity of the electronic image and the identity and

authority of the transfer agent to submit the electronic image; which applies a date-time stamp,



-63 e-original object, and applies to the updated copy a current d _ngE
stamp and a digital signature and current authentication certificaté”’

the trusted custodial utility. 60. The nethod of claim11l, wherein an owner
of a stored e-original object that includes a wapper grants access to the
stored e-original object for view ng basgd on an instruction submtted to
the trusted custodial utility; a third party requests fromthe trusted
custodial wutility retrieval of the stored e-original object; and the

trust ed Geualsignaturesand puthentivation eertifipate to the elehironic image; yhich iadutestheed t o

make suc [ est etri.eves the e-oriqginal, object S on the
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i nf or matdoatrobdy e tlectriEs ARt £ antehsigindl oBted i nformati on object as a copy,
and exports the extracted information object for viewing by the third

party. 61. The nmethod of claim 12, wherein an owner of a stored e-original
obj ect that i to t =00 1.4l
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obj ect, apgbed gydate-tisnet shanpxdigited sigdatire endatthanicatyrecttifcate imdpdes thenichpextpdr t s
the extracted .informati on. object for .viewng by the third rty. 62. Th
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i ncl udesof the WhHFRRREe-dr iﬁfﬂaaﬁﬁﬁrred based on the at | east one instruction
received and validated by the trusted custodial utility by checking that

the instruction was submtted by an owner of the stored e-original object,

the instructo b t ted b . gi nal ‘obj
obj ect that ThaRtagR ol S AP RELon @t a0 kD RohRL e i o

dat e-t i rikird pampacuesk ta thk godedle-iginadbbjeet baaedlon bl freflictivmt Submittediab it trusted
certificate of t_Be trusted custodial utility. 63. The nethod, of claim 13
wher ei n IISH MK, thehird prey requssts Siogathedpisisdicusioial uilily igtisyakofibe siossd
and t hate_gosih | b fhel ; e at
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and current authentication certifica o
which creates a new version of the retrieved e-original object.

58. The method of claim 1, wherein the re-validated e-original object is designated as a
copy, an e-original object corresponding to a new version of the re-validated e-original object is
created and is stored by the trusted custodial utility, and the e-original object corresponding to

the new version supersedes the re-validated e-original object.

59. The method of claim 12, wherein a first e-original object corresponding to the
object-inventory is designated as a copy; a second e-original object corresponding to a new
version of the first e-original object is created and is stored by the trusted custodial utility, the
second e-original object superseding the first e-original object; and the trusted custodial utility

retrieves a copy of the object-inventory, updates the retrieved copy based on the second



of the trusted custodial utility, retrieving a copy of the Mav 2004
obj ect-inventory, updating the retrieved copy based on the second4 ay
e-original object, and applying to the updated copy a current date-tine
stanp and a digital signature and current authentication certificate of the
trusted custodial utility. 64. The nethagg of claim1l, wherein the validity
of the signature of a transfer agent is tested by checking that a current
date and tinme falls within a validity period of an authentication
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62. The method of claim 3, wherein ownership of a stored e-original object that includes
a wrapper is transferred based on the at least one instruction received and validated by the
trusted custodial utility by checking that the instruction was submitted by an owner of the stored
e-original object, inserting the instruction in the wrapper, and applying to an e-original object
that includes the wrapper having the instruction a current date-time stamp and a digital signature

and current authentication certificate of the trusted custodial utility.

63. The method of claim 13, wherein ownership of a stored e-original object that
includes a wrapper and that corresponds to the object-inventory is transferred based on the at
least one instruction received and validated by the trusted custodial utility by checking that the

instruction was submitted by an owner of the stored e-original object, inserting the instruction in



submtted to the trusted custodial utility; a third party requestsdtyag? Qge
trusted custodial utility retrieval of the stored e-original object; r?
the trusted custodial utility verifies that the third party is authorized
to make such a request, retrieves the e-original object based on the
verification, extracts fromthe retrievweg4 e-original object the included
I nformati on object, and exports the extracted information object for
view ng by the third party. o ) _ .
the wrapper, applying to a second e-original object that includes the wrapper having the
instruction a current date-time stamp and a digital signature and current authentication certificate
of the trusted custodial utility, retrieving a copy of the object-inventory, updating the retrieved
copy based on the second e-original object, and applying to the updated copy a current date-time

stamp and a digital signature and current authentication certificate of the trusted custodial utility.

64. The method of claim 1, wherein the validity of the signature of a transfer agent is
tested by checking that a current date and time falls within a validity period of an authentication
certificate for the transfer agent's signature and by querying a certification authority for status of
the transfer agent's authentication certificate; and if the transfer agent's status is not active, the
trusted custodial utility rejects a signed information object submitted by the transfer agent, and if
the transfer agent's status is active, the trusted custodial utility accepts the submitted signed

information object.

65. The method of claim 12, wherein the validity of the signature of a transfer agent is
tested by checking that a current date and time falls within a validity period of an authentication
certificate for the transfer agent's signature and by querying a certification authority for status of
the transfer agent's authentication certificate; and if the transfer agent's status is not active, the
trusted custodial utility rejects a signed information object submitted by the transfer agent such
that the object-inventory is not created from the submitted signed information object, and if the
transfer agent's status is active, the trusted custodial utility accepts the submitted signed
information object, applies the date-time stamp and its digital signature and authentication
certificate to the submitted information object, and creates the object-inventory from the

submitted signed information object.

66. The method of claim 3, wherein a stored e-original object includes a wrapper that

includes the at least one instruction.

67. The method of claim 1, wherein an owner of a stored e-original object that includes
a wrapper grants access to the stored e-original object for viewing based on an instruction
submitted to the trusted custodial utility; a third party requests from the trusted custodial utility

retrieval of the stored e-original object; and the trusted custodial utility verifies that the third
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party is authorized to make such a request, retrieves the e-original object based on the
verification, extracts from the retrieved e-original object the included information object, and

exports the extracted information object for viewing by the third party.

68. The method of claim 12, wherein an owner of a stored e-original object that includes
a wrapper grants access to the stored e-original object for viewing based on an instruction
submitted to the trusted custodial utility; a third party requests from the trusted custodial utility
retrieval of the stored e-original object; and the trusted custodial utility verifies that the third
party is authorized to make such a request, retrieves the e-original object based on the
verification, extracts from the retrieved e-original object the included information object, and

exports the extracted information object for viewing by the third party.



