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400

N\ FIG. 4

405
\ RECEIVE A REQUEST TO ACCESS A USER ACCOUNT,
THE REQUEST INCLUDING BEHAVIORAL FEATURES

l

COMPARE THE BEHAVIORAL FEATURES INCLUDED IN
410 THE REQUEST TO BEHAVIORAL FEATURES INCLUDED
IN A USER BEHAVIOR PROFILE ASSOCIATED WITH THE
\ USER ACCOUNT, THE BEHAVIORAL FEATURES
INCLUDED IN THE USER BEHAVIOR PROFILE INCLUDES
BEHAVIORAL FEATURES ASSOCIATED WITH ONE OR
MORE PREVIOUS REQUESTS TO ACCESS THE USER
ACCOUNT

BASED ON THE COMPARISON, GENERATE ONE OR
415 \ MORE SCORES INCLUDING AT LEAST ONE SELECTED
FROM THE GROUP COMPRISING A RECENCY SCORE,
A FREQUENCY SCORE, A NOVELTY SCORE, AND A
TEMPORALITY SCORE

v

420 FOR EACH OF THE ONE OR MORE SCORES, COMPARE
\ THE SCORE TO A PREDETERMINED THRESHOLD AND,
BASED ON THE COMPARISON OF THE SCORE TO THE
PREDETERMINED THRESHOLD, ADJUST A MATCH
VALUE

COMPARE THE MATCH VALUE TO ONE OR MORE
425 PREDETERMINED THRESHOLDS TO DETERMINE
\ WHETHER THE BEHAVIORAL FEATURES INCLUDED IN
THE REQUEST TO ACCESS THE USER ACCOUNT
AUTHENTICATES THE USER, DOES NOT
AUTHENTICATE THE USER, OR IS INCONCLUSIVE




