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SOFTWARE PAY PER USE SYSTEM

Field of the Invention
This invention relates generally to the protection of

computer software from illegal copying. More particularly,

this invention relates to a pay per use protection technique
i .
;n which a user must make a telephone call in order to use

rotected software.

Background of the Invention

Software piracy, the illegal copying of commercial

computer programsg, is a major problem in the personal
computer industry. Software developers currently have three
common techniques to prevent illegal copying of

The first is the use of hardware "keys".

their
.software. These
EkeYS are devices that attach to a computer’s printer port.
Before starting, the software attempts to query the key. If
thére is no response, or an incorrect response, the software
will not start. The second téchnique is the use of a key
disk. This is like a hardware key,
floppy disk that must be in the computer’s disk drive. A
third technique is to sell copy-protected software. In this
technlque, the developer puts the program on a floppy disk
in such a form that a direct copy of the disk will produce

except the key is a

an incorrect copy of the software.

All of the above mentioned techniques have problems.
They require developers to incorporate piracy protection
They are brittle, meaning that once a
the
‘they cause inconvenience to

into their programs.
single copy with the protection circumvented exists,
protection is useless. Also,
legitimate users of the software.
scheme would make it impossible for people to use commercial
software illegally, without posing any inconvenience to the

An ideal protection

developer or the user of the software.
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Summary of the Invention

Generally, the present invention provides a technique
which is close to the ideal. It is based upon distributing
software in such a way that users must call a telephone
number to get the software to work. If the telephone call
is to a number which results in a per call service fee, such
as a "900" number, then making the call guarantees that the
users pay for the use of the software.

~ More specifically, an encryption program converts any
existing program into a new program called the secured
software. The secured software is a program that contains
the original software in encoded form. The encryption
program, when constructing the sécured software, both
compresses and encodes the original program. The
compression removes most of the redundancy, making code-
breaking difficult, and reduces the size of the secured
software. The resulting program contains the original
software in a completely unreadable form.

The developer may then distribute the secured software
freely. To use the software, the user calls a telephone
number, from which the user gets a number that the secured
software uses to decode the encrypted computer program.
This telephone number may be a number that results in a per
call service fee, in which case the act of making the call
guarantees that the user pays for the use of the software.

Several variations are possible. For example, the
secured software may control dialing the telephone number
through a modem and running the code transaction
automatically. A single call might increment a counter in
the software to allow multiple uses. Free telephone
service, such as an "800" number, could readily be provided
through which potential users can download secured software.
Additional services might be readily provided.

To the éoftware developer, the present invention
provides an additional distribution source for which there
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is little cost --the encryption progran in its simplest form
does not have to be incorporated into the software. To the
user, there is no difficulty with backups and no danger of
losing a hardware or floppy disk key. All that is needed to
run the software is a phone call. The user also has the

~option of trying out the software before spending a

considerable amount to purchase it.

Description of the Drawings

Fig. 1 is a block diagram of an implementation of the
system of the present invention.

Fig. 2 1s a block diagram illustrating software
registration and generation of secured software.

Fig. 3 is a block diagram of a first embodiment of a
pay per use software validation technique.

Fig. 4 is a block diagram of a second embodiment of a
pay per use software validation technique adding random
number generation by the validatidn system.

Fig. 5 is a block diagram of a third embodiment of a
pay per use software validation technique adding encryption
of the generated random numbers. '

Detailed Description

This invention is described with reference to various
data encoding and aecoding techniques. Thus, a brief
explanation of basic cryptography follows.

Cryptographic systems generally transform data through
the use of two basic elements, a cryptographic algorithm and
keys. The cryptographic algorithm contains procedures for
encoding and decoding the data. These encoding and decoding
procedures are generally identical or may consist of the
same stepé performed in reverse order. The keys, which are
selected by the users, consist of a sequence of numbers or
characters, which are used by the cryptographic algorithm to
code and decode the data. In the following detailed
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description we discuss two types of cryptographic systems.

The first type of system is the single key system. In
this type of system a single key is used for both data
encoding and decoding. Thus, in order to ensure protection,
this key must be kept secret. In this description we refer
to the Data Encryption Standard (DES) single key technique.
This is a data encryption technique which has been accepted
as a standard by the National Bureau of Standards, and is
well known to one skilled in the art of cryptography.

Another type of system is a public key system. In this
type of system, instead of using one key for both data
encoding and decoding, two keys are used, one to encode the
data and one to decode the data. Generally one key is made
public and one key is kept private. If the public key is
used to encode the data, then the private key is used to
decode the data, and vice versa. An important aspect of
this type of system is that it is impossible to deduce the
private key from the public key. Public key cryptography is
also well known to one skilled in the art of cryptography.

The data encryption and decryption techniques we
discuss here are for illustrative purposes. Various other
techniques could be substituted for those'described herein
without departing £from the scope and spirit of the
invention. '

Fig. 1 illustrates one possible implementation of a
system according to the présent invention. The software
validation system 100 comprises a central processing unit
102, a memory unit 110, and a modem 104. The central
processing unit 102 is connected to the modem 104 and the
memory unit 110. The memory 110 contains software
registration program code 111 to implement the functions
required during the software registration process, software
validation program code 112 to implement the functions
required during. the software validation process, and a
storage area 113 for the storage of software identification

-
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information and associated keys. The modem 104 is used to
transmit data to and receive data from the software
developer system 120 and the software user system 140.

The software developer system 120 comprises a central
processing unit 124, a modem 122, and a memory unit 130.
The central processing unit 124 is connected to the modem
122 and the memory unit 130. The memory unit 130 contains
original software 131, an encryption program 132, and
secured software 133 after it is generated. The original
software 131 is the software the developer wishes to
register and protect. The encryption program 132 is the
program which interacts and communicates with the software
validation system 100 during software registration and
generation of the secured software 133. The secured
software 133 contains an encrypted version of the original
software 131 along with user validation software. This user
validation software is program code that will interact and
communicate with the software validation system 100 during
software validation. These functions are described below in
conjunction with Figs. 2-5.

The software validation system 100 and the software
developer system 120 communicate with each other over a
communications network 160 through the modems 104 and 122.
In one embodiment, the communications network 160 is a
public telephone line.

The user system 140 comprises a central processing unit

144, a modem 142, and a memory unit 150. The central
processing unit is connected to the modem 142 and the memory
unit 150. The memory unit 150 contains a copy of the

secured software 151, which comprises both the encrypted
original software and the user validation software as
discussed'above. This secured software 151 is a copy of the
secured software 133 which was generated by the software
developer system 120.

. The validation system 100 and the user system 140

_
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communicate with each other over a communications network
170 through the modems 104 and 140. In one embodiment, this
communications network 170 is a public telephone line, and
the communication is initiated by the user system 140
dialing a telephone number which results in a per call
service fee (e.g. a fee set for dialing a "900" number).
This call would ensure that the user pays for each use of
the software. |

The generation of the secured software 133 and the
registration of the software with the software validation
system is described with reference to Fig. 2. The broken
line 202 represents the separation between the software
developer system 120 and the software validation system 100.
Figure elements shown above line 202 represent functions
which are performed by the software validation system 100 by
execution of the software registration code 111, and figure
elements shown below line 202 represent functions which are
performed by the software developer system 120 by execution
of the encryption program 132. Data which is sent between
the two systems must Dbe transmitted across the
communications network 160. The transmission of data over
the communications network 160 is represented in Fig. 2 by
lines crossing dividing line 202.

The first step 210 is for the software developer to
collect software identification information. This
information consists of the name of the software, the name
of the software dewveloper, the address of the software
developer, and any other information which may be desired.
This information is transmitted across the network 160 to
the software validation system 100. In step 204 the
software wvalidation system 100 will store the software
identification information in memory 113 and will select the
next ID number for the software. This ID number is any
unique identifier for the software. The validation system
100 then generates a random public/private key pair and
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generates a random DES key in step 206.

The generated random private key and the generated
random DES key are stored in the software registration
system memory 113 along with the software ID number in step
208. Returning now to the software developer system 120,
the original software 220 is converted into a packed file in
step 218. Thé method used to pack the original software may
be any suitable data compression technique, such as Huffman
encoding, which is well known in the art. This compression
removes most of the redundancy in the software, making code
breaking difficultﬂ and reduces the size of the secured
software. The file header from this packed file is then
encrypted in step 212 using the DES key generated by the
software validation system. Only the file header is
encrypted since the packed file cannot be unpacked without
the file header. Thus, sufficient protection is ensured by
encrypting only the file header. The packed file body and
the DES encrypted header which were generated by the
software developer system 120, and the public key and the
software ID which were genefated by the software validation
system 100, are .then used to build the secured software in
step 214. The secured software 216 may then be distributed
to users for use in accordance with the invention. In order
for a user to use the secured software, it must be converted
into an executable module in accordance with the present
invention. |

A first embodiment of a pay per use' validation
technique is described in conjunction with Fig. 3. The
broken line 302 represents a separation between the software
validation system 100 and the user system 140. Figure
elements shown above line 302 represent functions performed
by the software validation system 100 by execution of the
software_vaiidation code 112, and figure elements shown
below line 302 repreéent functions performed by the user
system 140 by execution of the user validation software

)
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portion of the secured software 151. Any data which is
passed between the pay per use validation system 100 and the
user system 140 1is represented by lines crossing dividing
line 302 and must be transmitted over the communications
network 170. Data is most vulnerable to unauthorized access
by an unauthorized user when it is transmitted over the
communications network 170.

The first step 316 is to transmit the software ID
number to the validation system 100. This is the unique ID
number which was assigned to the software during the
generation of the secured software (described in conjunction
with Fig 2). In step 308 the validation system 100 will use
this ID number to credit the software developer‘'s account
for the use of the software. As discussed above, in one
embodiment of the invention, a user must call a per call
service fee telephone number in order to initiate
communication over the communications network 170. Thus,
the ID number allows the validation system 100 to credit the
account of the developer of the software which is being
validated. This ID number is also used to look up the
private key in step 304 and the DES key in step 306, both of
which were generated and stored in the validation system
memory 113 during the software registration and generation
of the secured software.

The user system generates a random number (R1l) in step
320 and encrypts that random number with the public key in
step 318. The random number is encrypted so that when it is
transmitted to the wvalidation system 100 over the
communications network 170, a person attempting to
circumvent the protection scheﬁe could not intercept the
random number. The validation system 100 will use the
private kéy obtained in step 304 to decrypt the random
number generated by the secured software in step 310. The
decrypted random number (R1l) is then exclusive ORed with the
DES key in step 312. This results in a DES key mask.ed"' by

-
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the random number generated by the user system. This masked
DES key is then encrypted with the private key in step 314
and transmitted to the user system 140 over the
communications network 170. The user system will then use
the public key to decrypt the masked DES key in step 322.
The result is the DES key masked by the random number (R1).
This masked DES key is then unmasked by exclusive ORing it
with the random number (R1l) in step 324. The result is an
unmasked, unencrypted DES key. This is the same DES key
which was used to'eﬁcrypt the original software. The DES
key is then used to decrypt the encrypted file header in
step 326. The result is an unencrypted file header which is
then used to unpack the packed file body in step 328. The
result is a software executable file which may then be
executed 330 on the user system.

As discussed above, the weakest points in this
validation process are where data is transmitted across the
communications network 170 because it is at these points
that an wunauthorized user could most easily attempt to
intercept and record the data that is being transmitted.
One way to circumvent the secured software protection would
be to alter the random number generation portion of the user
validation code in the secured software 151 so that the same
random number is always generated. Then the user calls the
telephone number once, giving the fixed random number and
records what comes back. Since the program has been altered
to always generate this same random number, the information
that was recorded is provided to the secured software upon
each subsequent execution. One scheme to prevent such
unauthorized use is described below in conjunction with a
second embodiment of a pay per use validation technique.

This second embodiment is described in conjunction with
Fig. 4. In this embodiment, a second random number is
generated in the validation system 100. This random number
is concatenated with the random number from the user system
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140, and the combined random number is used to mask and
unmask the DES key. This will be clear from the following
description of this embodiment in conjunction with Fig. 4.
This second embodiment is similar to the first embodiment
shown in Fig. 3. Thus, only the differences between the two
embodiments will be discussed here. Like numbered elements
in Figs. 3 and 4 perform like functions.

In the second embodiment, both the validation system
100 and the userlsystem 140 generate random numbers at steps
320 and 332, In step 334 the wvalidation system 100
concatenates the random number (R1) it generated and the
random number (R2) generated by user system. The resulting
random number (R1R2) is then exclusive ORed with the DES key
in step 312 to produce a masked DES key as discussed in
conjunction with Fig. 3. The user system 140, like the
validation system 100, concatenates the'random numbers R1
and R2 in step 336. The resulting random number (R1R2) is
theﬁ used to unmask the DES key in step 324 as discussed
above in conjunction with Fig. 3. The remainder of the
functions of embodiment two are the same as described in
conjunction with. embodiment one and Fig. 3.

This second embodiment as shown in Fig. 4 adds extra
protection to the first embodiment discussed in conjunction
with Fig. 3. Since the validation system 100 also generates
a random number and then concatenates that random number
with the random number generated by the user system 140, the
masking of the DES key depends upon both generated random
numbers. Thus, even if a user could fix the random numbered
generated by the secured software to be the same each time,
the random number generated by the validation scheme would
be different and therefore, the user could not correctly
unmask the DES key.

A third embodiment of a validation technique according
to the present invention is discussed in conjunction with

Fig. 5. This embodiment adds several features to the
Ths&m
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embodiments shown in Figs. 3 and 4. The random number (R1)
generated in the validation system 100 is encrypted before

being transmitted to the user system 140. Also, the random
number (R2) generated by the user system 140 is not itself

transmitted to the validation system 100. These details
will become clear from the following discussion of Fig. 5.
The elements of the embodiment shown in Fig. 5 which are the
same as those already discussed in conjunction with Figs. 3
and 4 will not be discussed in detail here. Only the
additional steps of the embodiment shown in Fig. 5 will be
described below. Elements in Fig. 5 with like numbers to
elements in Figs. 3 and 4 perform like functiomns.

Referring now to Fig. 5, the random number (R1)
generated by the validation system in step 332 is encrypted
with the private key in step 340 before being transmitted to
the user system. The encrypted random number is decrypted
by the user system in step 346 and is then concatenated in
step 336 with the random number (R2) generated by the user
system in step 320. The resulting concatenated random
number (R1R2) is then encrypted with the public key in step
318 and transmitted to the validation system. The encrypted
random number is then deciypted by the validation system in
step 310. The validation system, in step 342, then checks
to determine whether the random number it generated in step
332 (R1l) is the same as the R1 portion of the random number
returned by the secured software. If Rl has been modified,
it indicates that the random number has been manipulated in
some way by the user in an attempt to defeat the protection,
and the process is halted. Otherwise, the validation system
uses the concatenated random number to mask the DES key in
step 312. The system then continues in a manner similar to
that expléined above in connection with the embodiments of
Figs. 3 and 4. : :

In the embodiment of Fig. 5,.the random number (R1) is
encrypted before being transmitted £from the validation

_—
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system to the user system. Similarly, the concatenated
random number R1R2 is encrypted before being transmitted
from the user system to the validation system. Note that
the random number (R2) generated by the user system is never
itself transmitted to the wvalidation system. These
technigues make it more difficult for an unauthorized user
to defeat the protection scheme by altering the random
number generated by the user system 140.

There are other possible techniques for the prevention
of piracy by altering the random number generation. One
technique is to not generate or keep a direct, complete copy
of the random number in the user system. This approach will
make it difficult for a user to determine exactly what the
current random number is by directly examining memory. For
example, the random number could be provided by adding or
exclusive ORing several bytes in memory. The random number
is then generated in the user’s system only when needed and
only one byte (or word) at a time exists in a readable form
in the system. Another technigque to prevent the altering of
the random number generation is to do a cyclical redundancy
check of the secured program code to make sure it has not
been modified to provide a fixed random number. Another
technigue is to include as part of the random number some
easily verified information, such as the approximate time.
Then, when the secured software code uses the random number,
it can determine if the time information is correct. If
not, the random number may have been altered and the system
could abort. These techniques for preventing piracy through
the random number generation are given as examples only and
are not exhaustive. One skilled in the art could implement
these, and other techniques in order to prevent piracy
through manipulation of the random numbers generated by the
user system 140 and the software validation system 100.

Another possible way to attempt to circumvent the
software protection could be to examine memoxry of ‘the user
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system after the DES key is received and decoded. This
approach might reveal the DES key and could render the
security features of the system ineffective. There are
several techniques which would prevent this piracy. One
technique is to split the program code into several segments
each with a separate DES key. The above described
decryption technigues could be repeated several times to
prevent having all necessary DES keys in memory
simultaneously. Another technique would be to store
segments of the DES key in several placés in memory so as to
make finding the entire DES key more difficult. Another
technique makes use of the fact that storing segments of the
DES kéy in indirect form in memory will make determining the
key difficult. For example, by exclusive ORing sections of
the key with other random sections of memory when needed,
would prevent an exact copy of any part of the DES key from
ever existing in memory. Examination of several locations
in memory would be necessary to détermine each byte of the
DES key. One skilled in the art could implement these and
other techniques to prevent piracy by examining memory to
determine the DES key. '

Another possible piracy technique could be to examine
and copy the memory of the user system after the secured
software has been decoded. At this point, the original
software exits in an‘executable format in the user system.
There are several possible techniques to prevent this type
of piracy. For example, an interrupt routine based on a
timer interrupt could be added to the secured software.
This routine would examine the program counter in the user
system central processing unit and would eliminate or
overwrite the program from memory once the program counter
information indicates that the program is no longer running.
Another technique is to arbitrarily complement sectors on
the disk where the program is stored to indicate that the
program is running and to complement those sectors again
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when the program is finished in order to restore those
sectors. This would make a copy of the program from memory
that does not go through the normal startup/finish sequence
damaging to the information on the disk. The program state
could not be captured at an arbitrary point, saved to disk,
and later restored for further executions. The disadvantage
is that power outages, resets, or other abnormal
terminations would leave the disk in the altered state.
Another technique would be to encode the system time into
the program’s memory image, and check it with the current
system time on a frequent basis. The program could be
eliminated if the system time has large discontinuities that
indicate the program may have been saved and restored for
later execution. Yet another technique would be to encode
sensitive information about the user into the program’'s
memory image. This could be a credit card number or the
user'’'s phone number. This would not only discourage giving
away copies of executable memory iméges illegally saved, but
would also allow traceback to the source of the de-secured
or altered software. One skilled in the art could implement
these and other techniques to prevent piracy by copying an
executable copy of the program from memory.

In addition to the above, various other security
enhancements are possible. For example, a developer’s
toolkit could providé methods of charging other than on a
per use basis. This might include charging by the number of
files created, by the hour or day, etc. Also, it might be
possible to allow single calls to more expensive telephone
numbers to authorize multiple uses. For example, if each
use cost $0.75 on a per use basis, a call to another number
might cost $5.00 and authorize 10 uses, while another number
might cosE $50.00 and authorize 500 uses, giving the user a
substantial volume discount. These "developer’s toolkit"

. derived versions of the secured software would have to be

able to save themselves on disk in a semi-~secured form with
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a software counter that keeps track of the number of
executions/operations left. It would also be considerably
easier to make unauthorized copies and illegally distribute
copies with the "counters" set to high wvalues. Embedding
the user’s verified credit card number and phone number
would probably prevent most people from distributing illegal
copies. Another way to trace illegal copies of semi-secured
discount volume usage software would be to randomly, for
example once every 5 - 10 executions, erase a byte of the
program’s image from memory and disk, and then require the
user to call a telephone number. The user would then
provide the number displayed on the screen, for example the
program ID and the erased address, and the telephone
response system would give back what was missing. In this
way a record of telephone numbers is generatéd of users with
semi-secured volume usage software. If a comparison of this
number list generated large call volumes from numbers that
were not on the per call service fee number list, then those
numbers may have illegal copies of unsecured software. With
a developer‘s toolkit, random combinations of security
methods might be applied to a particular piecé of software
so that the methods for securing different pieces of
software are different. Developing a method to break one
software package would not be applicable to later versions
of the same or different software packages. These and other
security techniques to prevent the unauthorized decryption
of the secured software could be readily implemented by
those skilled in the art.

'In each of the embodiments described above, there are
several possible variations for the transmission of data
between the validation system 100 and the user system 140.
In the simplest, a user may call a telephone number and
speak to a person who has access to the validation system.
The two human operators could communicate the information
orally. The software user would then provide the required

-

eet Has Been Replaced

\\\\\\\\\\\\\\\\\\\\\\\\\



- 16 -

information to the user system. Another variation would-be
for the user to call a telephone number which connects the
user to an automated response system connected to the
validation system. In this case, the user could use a
telephone keypad to pass information to the wvalidation
system, and the validation system could pass information
back to the user by voice synthesis or recording. A further
variation would be to transmit data between the systems via.

modem. In this way, the user system would communicate
directly with the wvalidation system +via electronic
communications. Thus, the validation of the secured

software would be almost transparent to the user.

It is to be understood that the embodiments and
variations shown and described herein are illustrative of
the principles of this invention only and that various
modifications may be implemented by those skilled in the art
without departing from the scope and spirit of the

invention.
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1. A system for the validation and use of secured computer
software comprising:

a software validation system;

a software user system comprising secured software;

a communications network connected to the software
validation system and the software user . system for the
transmission of data between the systems;

said software validation system comprising:

means for storing at least one decryption key,

means for receiving from said user system over said
communications network an identification of said secured
software,

means for recording the receipt of said identification
of secured software, and

means for transmitting to said user system over said
communicatioﬁs network a decryption key chosen from said at
least one stored decryption key, wherein said chosen
decryption key is capable of decrypting said identified
secured software;

said software user system further comprising:

means for transmitting said secured software
identification to the software validation system over said
communications network, |

means for receiving said chosen decryption key capable
of decrypting said identified secured software from said
software validation system over said communications network,

LA
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means for decrypting sald secured software using said chosen

. decryption key.

2. A software validation system comprising:

means- for storing at least one decryption key;

means for receiving from a commmications network an
identification of encrypteé software;

maans for recording the receipt of said identification; and

means for transmitting to the communications network a
decryption key chosen from said at least one stored decryption
key, wherein said chosen decryption key is capable of decrypting

said identified encrypted software, and
wherein a fee ig charged for the establishment of

communication aver the communications network.

3. The software validation system of claim 2 further comprising:
méana for-masking said decryption key with a random number

prior to transmitting it to the communications network.

4. The software validation gsystem of claim 3 further comprising
means for receiving said random number from the communications

network.

5. The software validation system of claim 2 further comprising:

means f£or generating a first random number;

N e |
| R - //II/I// /Ill// ///I/I//ei[/d



—19"

means for receiving a second random number Efrom the
communications network; .
means for producing a third random number by concatenating
said first random number and said second random number; and
means - for masking said decryption key with sald third random

number prior to transmitting it to the communications network.

6. The software validation system of claims 3 or 5 further
| comprising means for encrypting said masked decryption key prior

to transmitting it to the communications network.

7. The software validation system of claim 6 wherein said means

for encrypting is by use of a public key encryption algorithm.

8. The software validation system of claim 2 further comprising:

means for generating a first random number;

means for encrypting sald first random number;

means for transmitting said encrypted first random number to
the communications network; |

means for receiving an encrypted second random number from
the communications network, wherein said second randém numbexr
comprises a first section and a .second section;

means for decrypting said secend random number; and

means for masking said decryption key with said second
random number prior to transmitting it to the communications

network.
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9. The software validation system of c¢laim 8 furﬁher comprising:
means for determining whether said first or second section
of said second random nﬁmber is'equal to gald first random
number; and
means for masking said decryétion key with said second
random number prior to transmitting only if said first or second
section of said second random number is equal to said first .

random number.

10. A software user computer system for the axecution of secured
software, the system comérising:

encrypted computer program code;

means for transmitting an identification of the encrypted
computer program code to.a communications ﬁetwork:

means for receiving a decryption key from the communications
network, said decryption key capable of decrypting said enéryptéd
computer program code; and

medns for decrypting said encrypted computer program code
with said decryption key:

wherein a fee is charged for the initiation of the

communication over the communications network.

11. The software user computer system of claim 10 wherein said

received decryption key has been masked prior to receipt, the

system further comprising: //’//’///,//~/’”’/’
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means for generating a random number;

means for transmitting said random number to the
communications network; and

means for unmasking said masked decryption key with gaid

random number.

12. The software user computer system of claim 10 wherein said
received decryption key has been masked and encrypteq prior to
receipt, the system further comprising:
means for decfypting said encrypted masked decryption key;
- means for generating a random number;

means for transmitting s#id random number to the

communications network; and

means for unmasking'said encrypted masked decryption key

with said random number.

13.. The software user computer system of claim 10 further
comprising means. for preventing the unauthorized decryption of
said encrypted computer program code if communication over the

communications hetwork has not been initiated by a telephone call

which results in a per call service fec.

14. A software user cémputef system for the execution of secured

software, the system comprising:
encryptéd computer program code;

i N
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means for transmitting a software identification identifying
the encrypted computer program code to a communications network;

means for generating a f£irat random number;

means [or receiving a second random number;

means for combining sald first énd second random numbear to
produce a third random number;

means for receiving a masked decryption key capable of
| decrypting said encrypted computer program code;

means for unmasking said masked decryption key with said
third random number; and

means for decrypting said encrypted computer program code
with said decryption key,

wherein a fee is charged for the initiation of the

communication over the communicatilons network.

1S. The system of claims 1, 2, 10 or 14 wherein communication .
‘over the communications network is initiated by a telephone call

which results in a per call service fee.

16. The software user computer system of claim 14 whereain said
masked decryption key is encrypted prior to receipt, said system
further comprising means for decrypting said encrypted masked key

prior to unmasking said key.

17. The software user computer syaiem of elaim 14 whexein said

second random number is encrypted prior to receipt and said

_
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magked decryptlan key is encrypted prior to recelpt sald system
further comprising:

means for decrypting said encrypted masked kef prior to
unmasking said kéy; and

means for decrypting said encrypted second random numbex
prior to combining said f£irst random number and second random

number.

_______ 18. A computer system for the registration of software and the
generation of securad software comprising:

means for transmitting software identification information
to a communications network;

meaﬁs tor receiving at least one key and a unique software
identification from the communications network; and

means for encrypting an executable software file using said
at least one key ts create a secured software module,

wherein said ex=cutable software file is capable of beigg

o executed by a user only after receipt of said at least one key.

19, The computer system of claim 18 wherein said secured
software module comprises the encrypted executable software file
and computer ﬁrogram code, said computer program code éomprising
said means for decrypting the executable software file_using said

at least one'key, and
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whereln said at least one key 1is received by a user only

after said user places a telephone call which results in a per

call service fee.

20. A software validation system for the registration of
protected software, the system comprising: |

means for receiving software identification'igformation frém
a communications network; |

. means for gemerating a unique software identification code

for said received software identification; |

means for generating at least one cryptogréphic key;

means for transmitting sald unique software identification
code and at least one cryptographic key to the cdﬁaﬁnications
network; and :

means for storing said uhique software identification and at
least one cryptographic key, ' L '

wherein said at least one'gryptcgraphic key will be used to
generate a secured saftware module, said secured software module
being execﬁtabla by a user computer system only after receipt of
said at least one cryptographic:keg over a communications
network, wherein said receipt oé;said at least one cr&ptbgraphic
key is initiated by a telephdhe call which will resu;t.in a per

call ssrvice fee.
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NI T




- 25 -

21. A method for the validation.and use of encrypted secured
- software comprising the steps of:

a user of secured software initiating a telephone call which
will result in a per call service fee, said telephone call
establishiﬁg communication ovexr a'commnnicationb network between
said user and a software validation system;

said user of secured software transmitting secured software
identification to the software validation system over the
communications network;

said software validation system tranemitting to said user
over the communications network a decryption key capable of
decrypting said secured software; and

decrypting said secured software with said decryption key.

22. The methed of claim 21 further comprising the steps of:
generating a random number in the user computer gystem;
- transmitting said random number to the software validaticn-
ayatém;
masking gaid decryption key with a random anumber in said
software validation system prior to transmitting the decryption
key to the user; and
- unmasking said decryption key with said@ random number in the

user's computcr system.

23. A method for validating secured computer software comprising

the steps of:
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storing at least one decryption key;

receiving from a communications network an identification of
‘encrypted softwage;

recording the receipt of said identification; and

transmitting to the communications network a decryption key
chosen from said at least one stored decryption key, wherein said
chosen decryption key is capable of decrypting said identified
encrypted software, '

wherein a fee is charged for the establishment of

communication over the communications network.

24. The method of claim 23 wherein said establishment of
communication over the communications network is established by

placing a telephone call which results in a per call service fee.

25. The method of claim 23 further comprising the step of
masking said decryption key with a random number prior to

transmitting it to the communications network.

26. The method of claim 25 further comprising the step of

receiving said random number from the communications network.

27. The method of claim 23 further comprising the steps of:

generating a first random number;

receiving a second random number from the communlcatzons

_—

This Sheet Hj

i

network;



- 27 ~

producing a third random number by concatenating said first
random number and said second random number; and
masking said decryption key with said third random number

prior to transmitting it to the communications network.

28. The method of claims 25 or 27 further comprising the step of
encrypting said masked decryption key prior to transmitting it .to

the communications network.

29. The method of claim 28 wherein sald step of encrypting is by

use of a public key encryption algorithm.

30. The method of claim 23 further comprising the steps of:

generating a first random number;

encrypting said first random number;

transmitting said encrypted first random number to the
- communications netﬁork; |

receiving an encrypted second random number from the
communications network, wherein said second random number
comprises a f£irst section and a second section;

- decrypting said second random number; and

masking said decryption key with said second random number

prior to transmitting it to the communications network.
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31. The method of claim 30 further comprising the steps of:
determining whether said first or second section of said

second randow number is equal to said first random number; and
masking said decryption key with said second random number

prior to transmitting only if said first or second section of

said gsecond random number is equal to said first random number.

32. A method for the execution of encrypted secured software
comprising the steps of:

initiating communication over a communications network which
results in a service fee;

transmitting an identification of the secufed‘software to
the communications network;

receiving a decryption key from the communications network,

~said decryption key.capable of decrypting said secured software;

and

decrypting. said secured software with sald decxyption key.

33. The method of claim 32 wherein said received decryption key
has been masked prior to receipt, the method further comprising
the steps of: - |

generating a random number;

transmitting said random number to the communicationse

network; and.

unmasking said masked decrypﬁion key with said random

nHmRer ; /,‘/"' II / {II/ICI/ ///{// II”I// //IS/I // /II/ This Sheet Has Been .Replaced
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34. The method of claim 32 wheréin said received decryption key
has been masked and encrypted prior to receipt, the method .
further comprising the steps of:

decryptihg said encryptéd masked decryption key;

generating a random numher} '

transmitting sald random number to the communications
network; and

unmasking said encrypted masked decryption key with said

random number.

35. The method of claim 32 further comprising the step of:
preventing the unauthorized decryption of said encrypted

.computer program code if communication over the communications

network has not been initiated by a telephone call resulting in a

per call service fee.

36: A method for the execution of encrypted secured software
comprising the steps of:

ipnitiating communication over a communications network which
results in a sezrvice fee;

transmitting a software identification identifying the
- securecd softwére to the communications network;

generating a first random number;

receiving a second random number;
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combining said first and second random number to produce a
third random number; |

receiving a masked decryption key capable of decrypting said
secured software;

unmasking gaid masked decrypéion key with said third random
number;

decrypting said secured software with said decryption key.

37. The method of claims 32 or 36 wherein said step of
initiating communication over a communicatiens network comprises
the step of placing a telephone call resulting in a pear call

gservice fee.

38. The method of claim 36 wherein sald masked decryption key is
encrypted prior to receipt, said méthod furtherx comprising the
step of decrypting said encrypted masked key prior to unmasking
gaid key. '

39. The method of claim 36 whereln said second random number is
encrypted prior to feceipt and said masked decryption key is
encrypted prior to receipt, said method further comprising the
steps of: |

decrypting said encrypted masked key prior to unmasking said
key; and '

decrypting saiﬁ encrypted second random number prior to
combining said first random number and second randqm'number.'

\
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40. A method for the registration of software and the generétion
of secured scoftware compfising the steps:'

transmitting software identification information to a
communications network;

receiving at least one key and a unique software
identification from the communications network; and

encrypting an executable software_file using said at least
 ona key to create a secured software module,
wherein said executable software file is capable cf being

executed by a user only after receipt of said at least one key.

41. The method of claim 40 wherein sald at least one key is
received by a user only after said user initiates a telephone

call to a telephone number which results in a per call service

fee.

42. A software validatién method for the registration of
protected software comprising thé steps:

receiving software identification information from a
communications network;

generating a unique software identification code for said
received software identification;

generating at leastloné cryptographic key;

transmitting said unique software identification code and at-
least one cryptographic key to the communzcatigffijgggfgﬂinggi__u
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storing said unique software identification and at least one
cryptographic key,

wherein said at least one cryptographic key will be used to
generate a secured scoftware module, said secured socftware module
being executable by a user computer system only after receipt of
said at least one cryptographic key over a communications
network, wherein gaid receipt of said at least one cryptographic
key is initiated by a telephone call which will result in a per

call service fee.
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