; 789: e3enf fg\jvj h: mopminf WO 02/ 01A2 1 PCT/EPO1/ 07111 Use of communication
equi pnent and nethod for authenticating an item unit and systemfor

aut hent i cWOIB39132ens, and aut hentication device. Field of RGWEMI{0GH1The @
invention is in the field of the authentication of itens, specifically of
docunents, in particular of security docunents. It concerns a particular
use of communi cation equi pnment, a nethod and a unit for authenticating
itenms in accordance with the independent clains. Itenms to be authenticated,
in particular security docunents, are provided with specific security
features or markings which are difficult to obtain or to produce, in order
to confer the itemresistance against counterfeiting. Said security
«features or markings can have particul ar physical or chem cal properties,
such aslUse af | cowmtieicatihoar eqgipmentvwané méthbdl foef anthenspoading an

detectln equi ppent . _Such operties include;, particular gpectra
Vabsor pt1ows € h?e%nﬁnSYﬁEgB EPEaP“F%ﬁ@Elfiﬁﬁngn?te§3003ﬁ§1mavelength) of

t he eIegﬁfﬁgﬁfgggtgoﬁpgg§iggl | um nescence (fluorescence, phosphorescence)
inthe W- visible - IRrange; nmd-, long-, and Very-Far-IR absorption (2.5
~m - 1 mm wavel ength); m crowave and radi o- frequency resonance; as well as
particul ar_ magnetic and dielectric properties. Said security markings can
furtherﬂ%@%db%fd%%vgnEHOFo carry information, which nay be coded or not.
The meaning of these terns is known to the skilled in the art. WO

02/ 01S12 2 PCT/EPOL/ 07111 Said security features or markings can be part of
the itenhe insentide. gs ingtkdi Eneddobfatksecauthgnpapation ool dedmsnto the

plastic of a card), or affixed to it via foils, inks, toners or coatings.
Parti cuPRRFIE 7RI BsPF naOFHmﬁﬂEScoh{le&%rﬁ%f-%@rp?éséﬁtzurhwntipfaﬁmgnés

| nk-baspd seeMEihy éeﬁéfﬁﬁéuw@' GBeabE @Brﬁthuﬁ@céelbﬂee!;h%}néhé‘ agprinting

process, such as intaglio-, letterpress offset-, screen-, gravire-,

f1 exogrogthed amk- @etnlbrfguladthﬁnplcatlng 1ﬁhmssenuaCC9rﬁeacgrulthn al so
be cont ned %n andel ostatlc or magnetic toner conposition, and applied
to the TPHYOTa e? pri%fiti ng. Alternatively, the security feature can

be contalned in a protective over-coating conposition, applied to the
security article via any of the known coati g techni ques. Security features
on itenktend Harke c@vaheaﬁlge*éaévtgfnd%mérbw araPECHEL Y FPCERBREFt e8TBY

the is h ng at t

curren clp‘glc?%%[}?a#* sggggg 2 gé&%£fggc£é§§é§%§ b ehéc{gﬁtnrlgls B’ Elé a?n ch the
hel p ofdspEceal & zed bbghispeEdteoprodgcandlnubhderltatcngfequtheemtem
passports,.  driving |icenses and i entlt docunents are checked by the

Dol b SR AN Ch AT AAE NP RRT B SL L ¢ S5t oBeauEecy Larberamiobal ued

papers ﬁﬁﬁkﬁﬂﬁ@K@anuaﬂérﬁaﬁtﬁcﬁﬂéylﬁﬁ?si@alh@rcéﬁémQEaEOﬁgébérﬁﬂéE'C'0n
and branded goods are checked by the comm ssioners of the brand owner with

t he hel%u%hl parke cal bevythesrghoberepgetipy withphbat heTneofnman in the

street" I se item
based oh Sért {ﬁé ée%§%¥%8§9c3§|%@gggatﬁégg bgﬁgﬁkggeghgg%§83?||ty and
t he perparcticelpstepeotrah ahtagbtboprfestugest he shief bpedsadf rbagknot e

aper he color hift of an tically_variable ink, etc,. A deepe
gxgnlna{% G B 3500 nm wave?gngth; gf gﬁe electromagnetic specgrum

luminescence (fluorescence, phosphorescence) in the UV - visible

- IR range; mid-, long-, and Very-Far-IR absorption (2.5 pm - 1
mm wavelength); microwave and radio-frequency resonance; as well
as particular magnetic and dielectric properties. Said security
markings can furthermore be designed to carry information, which
may be coded or not. The meaning of these terms is known to the

skilled in the art.
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WO 02/ 01512 3 PCT/ EPOL/ 07111 can be performed with the help of sinple
techni cal nmeans, such as a portable WIight source. There is, however, in
sone caseWo29ewd for fiel d-checking the authenticity of RAETERAIGEULI t ens
at a security level such as would normally only be available at an issuing
authority's or a brand owner's facility. Such need arises particularly in

t he domai ns of branded goods and custom i ssues, where brand owner's or
state's comm ssioners nust check the authenticity of brand |abels, tax

mar ks, banderoles etc. No sinple and versatile technical solution exists to
sol ve thasdtsskuribjeteablirkbeoirnmapkingsl tahsbaenpabjeeof ahet heepr esent

I nvention to provide a nethod and _correspondi ng equi pnent _for, the figgd

=authent%E%%1%n(%fSitéﬁﬁ?eﬁﬁeﬁﬁﬁtPguPa?egﬁEﬁFYt aBSEuﬁﬁnPQ}dég aBrant
secur i t%légyfésﬂw ahcéi?am%e gk rskabeeqf 1£he1ar koligehnils coBRERECALT On

means. Sal d net hod and equi pnent are easy andlaInDst everywhere to use,
Sversatiteathnghl yPartiahlerapdinbepastbhg wnt hhpr ovebwekechdi che prasdacds.

Description of the inyentjon éhe i nvenptian schenat'caglg de ic&ed ig
Fi gur e FIVPREHORoOT S i PRaPRAEE BECHEE Y HERGUEFSe 1 MBUER SAbuPPELIcd to
comuni epéi PPeRUVL RNBNbriat iaYt BeBbksal i BAcANdst AaekyNgosecuektkrpieddct s.

The nobile termnal is a conponent of a global system it interacts with
any ki nd offagthensfeeep-dagiavapeor sfha¥ocgsarbarcatad-ueth 8rr epdied-server

1)2 / glgggﬁﬁf@%%%ggga&ﬁrm €€afurlistigd 3148PHR" 8bAcalihed inVEn
electrostatic or magnetic toner composition, and applied to the
document by laser printing. Alternatively, the security feature
can be contained in a protective over-coating composition,
applied to the gecurity article via any of the known coating

techniques.

Security features on items, in particular on security documents,
are actually exploited by the issuing authorities and their
legal representatives. E.g. emitted currency is regularly
recycled and processed by the central banks which the help of
specialized high-speed sorting and authenticating equipment;
passports, driving licenses and identity documents are checked
by the police and the custom authorities; credit cards, access
cards and valued papers are checked by forensic services in the
case of forgery suspicion; and branded goods are checked by the
commissioners of the brand owner with the help of particularly

designed detecting equipment.

The “man in the street” must generally rely on his five senses
to authenticate an item, based on the article’s overt security
features, such as the tactility and the perfect register of an
intaglio printing, the stiffness of banknote paper, the color

shift of an optically wvariable ink, etc.. A deeper examination



The authenticity data captors (detectors) are connected to the nobile
termnal using either a: - wire plug to a port, - short range radio |ink
(e. g. Blwetdw®Iizor ot her | ow power radio technol ogy) - sHSGHERARGEL
infrared link (e. g. IrDA technology). The nobile term nal receives a
nunerical signal fromthe authenticity data captor (authenticating device),
the latter nmay hereby be either: - an electromagnetic radi ation detector, -
a scanner (for visible or invisible bardodes or marks), - a CCD or CMOS
canmera, - a nagnetic property detector, - etc.. The authentication of an
item i scahapd-ptohsrasd wibhevad h¢1phefieﬁmp$éruebhheceﬂ Meanenbisienh

term nal which su forts smart-card (e. g. Java Card) based applications.
‘The autﬂ%n?iE@FF@g Br BYr AhE8hENFEHTFPocess the signals of the data captor,
which may be e.g. a scanner or a canera, may be downl oaded froma renote
server. The tracking and data retrieval of an itemis achieved with the
*hel p of Therenbte kewseerandni sbmeatedetr amehld ﬁnbiEéeﬂdﬁﬂﬁﬂ@kin@héhﬁnbiIe

t erm nal cejves, nuneri.c data .fromthe_captor ice, pre-treats this
ot | ToHEESSELFTCYats BRERrERRe: LEBPOR e SasRELaR CHytRYAL SHETORS

oper at i 9Bu14Sh8gmaPMp| 8aUedpRr aghaMkand kef ahengsudagaau@hordkiEnati uely,
sends the captor data to a central server for renote authentication or
trackln@randVQWOQIO§5i§C$1PCYIEﬁ@PhOﬂ%@@ Fnesepaveartésulanlyudnpibed on t he
idea to neral | i i io i

mob | o SHBRLEECPE Tarkndre 3305, BRY CHpEORTSHRERE, JUnREY BER OHER D | ¢

provndedrmsthtecseesmm@selaﬁbmbemweﬂecheea théeahehenneEWkao&whwhndas t he
interrogati ng neans for authenticati n%gl tens, Eartl cul ar SeQUI’I ty

documen §be#ﬁe SE¥hBRTKEat PRGIGERLESE cheN@bﬁl@P RePRPniVEdieatddei nto t he
CO”“U”'Eé&hﬂﬂcéﬂUé&fﬁ@ionséﬁﬁsEEantQ%lvéeEhQQeEaBRt need to carry with

hi nsel f additional pieces of equipnment for authenticating said item or
contained in a har dwar e accessory to the conmuni cation equi prment. In the

| atter se ? E rdmargn cgessory may be linked to the comunication
equi pne 8FFh3 6 w F By a radio (microwave) link, or by an optical
(infrared) link. An aspect of the invention consists therefore in using at
| east one existing capability of nobile conmunication equi pment for

aut hent T &at #ngna@Pj eem of nthar prearar anyestippytaopyrEide Pnmeshpdnanfon
with ang o r d a on -e nt or
conneot SO F oo pha Bad (el e i EBR e B 8 EO A B o e SR
connunltatpantEqul@neaeeerdayadpcumessemgaanddvancagese&pahmy1ﬂeeelslts

dat a trans%er caﬁaf Ele |tsfusgr-in erfa e.capabilities, its nmachine
i nt er f aEeCRapBBi IFLPeST S58GErPEaL Ft’?r%oﬁEF 85ty CORPUS LGk OPoMPRBS -
InventIQaldahetﬁeétaﬁaeeqheﬁﬁehtogrbhbesgreﬁa h$mbHBCEARIWHEreORBEGERDI €
with an authenticating device. Mbile phones and other communication

equupnéﬁereeﬁplesehnehbMorehyabhebéaddceepatpbéeeygthgpxmaeet@ee@elcal
conponeQE%ndggag conponents are inplenmented in part as the equipnment's
fixed hardware, and in part as exchangeabl e nodul es, such as SIMor Java
cards, or the Ilike.

Description of the invention

The invention, schematically depicted in Figure 1, is based on
the idea to use widely distributed mobile communication

equipment for authenticating and tracking security products.

The mobile terminal is a component of a global system, it
interacts with any kind of authenticity data captors and
communicates with a remote server in a user-friendly and secure

way (e.g. using a WAP protocol).



WO 02/ 01512 6 PCT/ EPO1/07111 Mobil e phones and ot her comuni cation

equi pnent are furthernore equi pped with comruni cati on hardware and
corresporNiPW3/otdet ware to support data transfer via the nd@TVEPOYRBAR' s
intrinsic comruni cation capability over a nobile tel ephone network (WAN},
whi ch enabl es the phone to establish a link with a renote server and to
exchange data with it. Useful data transfer standards include: - GSM

(d obal System for Mobile comrunication$) 9.6 kb/s - EDGE (Enhanced Data
rate for GSM Evol ution) up to 120 kb/s GPRS (d obal Packet Radi o Systent
bet ween 53.4 and 144 kb/s - UMIS {Uni versal Mobile Tel ecommuni cati ons
System) 384 kb/s, in building 2Md/s. Mbile phones and other communjcation
eqU|pneﬁ?eh%%%h%?%bphgﬁrdﬁﬁ?ePPBE@rﬁaégﬁF?FFPE§) ehgbFPRYSChEdefBi pRENt to
recei Vembﬂfié U&;h{?ﬁaw asgln?egggggég nput, to display visual information
via a display pane to capture sound via a mcrophone, and to display
Ysound vi a wd deOpdseedkera pgdad | e phones and ot her communi cati on equi pnent
have flnaIIy machi ne-i nterface capabilities, enabllng t he conmuni cati on
equi prent shexéxFRagge LRGP Wik ot - EHefiratth 18 LRFF ol FGTRGHr , or
via a locgly re%%§ﬂh 3% }JWﬁ using a radio-link or an opti cal (|nfrared
I rDA) |ink. n order tod'nteract with the authenticating device of the
comuni Catshef-te eiainge An f tdited tleifk C@Y. SEDR0HRHIwkbdig jarkings. In
particul ar, said markings may be printed features or coatings which absorb
and/ or transform energy provided by the authenticating device of the

esponseror et G lina] o0 B acypog) {EY | SToha1CREBREERLO detect The

authenticity data captor (authenticating device), the latter may
hereby be either:

- an electromagnetic radiation detector,

a scanner (for visible or invisible barcodes or marks),

a CCD or CMOS camera,

a magnetic property detector,

- etc..

The authentication of an item is stand-alone and achieved by the
infrastructure of the mobile terminal which supports smart-card
(e.g. Java Card) based applications. The authentication programs
which process the signals of the data captor, which may be e.g.

a scanner or a camera, may be downloaded from a remote server.

The tracking and data retrieval of an item is achieved with the
help of a remote server and initiated from the mobile terminal.
The mobile terminal receives numerical data from the captor
device, pre-treats this data if necessary, and then either
performs a local authentication operation, using downloaded
program and reference data, or, alternatively, sends the captor

data to a central server for remote authentication or tracking.



marking to interrogation and/or to read the information . contained in the
mar ki ng. Sai d response of the marking, which serves for its authentication,
i's notewdWOHYOEMY in first instance a physical characteri RCTEPOIQUIL as a
spectrally selective absorption of electromagnetic radiation, or a
spectrally selective em ssion of electromagnetic radiation in response to
an energy supply, or another neasurable electric or nmagnetic
characteristics, etc. In second instance the marking can al so carry

i nformation, enbodied by said physical characteristics, and readabl e

accor diTis Vineaitth o f D& NBhidNb&aed ebh helie bedeaptoseseedehyralbarti cul ar
| ocal distribution, randomor determnistic, of said physical
-char act®faiskalpke giPRhke | CRATERE £ PR t BELHRPRRg {sveeaw ZBEPL hE oPREEEEN

storage), IPa[ncﬁ?;ySI C@:Fr%%ﬁi:‘é?é COTbLOALL %é‘ 8I~<1;§ﬁ!1 ePQySéE%fCQﬁiéﬁt&fés“ CcS

W th further aracterisiics (non-focalized mat 1 on storage),
‘or by spwwnidethtwiorh chcbesh. tSaa dnotai ke nwgsderayraet eabephgneonptwseka
particle oqr flake naterjal i nt ed_suc i

to, [t i .
char act tﬂ(FSrEﬁﬁkﬁﬁF%ESP9%%$$$p$%a%? ??Ek@ugﬁng?%gggﬂﬂ %g?%ﬁrnlﬁver a

gi ven %ﬁﬁ@%ﬁéﬁasemﬁhycaac@ﬁeﬁegd ehd authentieatedgbiethge is
aut henti cati ng devi ce, d which confers the itema particular identity.

Eetect|hﬁrﬁhyrﬁﬁﬁkﬁgeﬂﬁtggﬁﬁée@sSQ@@ Bye sapampai RphgonneguiEmenem anahor
ool gl e LS A0EL R RecR AL CREALMRLA EARLEENEHaLDiSAaE RN K N0
IS carrle e au hen ica devic connec or
l'i nked ;bfoedéne @ﬁ)rammipménanfeﬂua@m@ﬁtmdwng salaheteaseonf canuasnbﬂe

el ectromagneti c_radi ati on response, also by the blank e¥ ) WO 02/ 01512 8
PCT/ EPGE} Oarlflalrd%’é%rﬂ?ﬁasﬁﬁrént? n%‘?t‘éﬂ'f‘m‘é‘éib'éé‘fle’ﬂ BABIPAGBRt | &R, CPRe

| ntri S} g GAPAbIAd i e OhalBLE! £8E5080L0URRYCEE BiRKUAH! She

aut henticating said marking on said [ tem~ Confruni cati on equi pnent has
not ewor¢dmymuritecatapai ¢duypuénbne bolaed bntwipeocessbrgaanddsoor age and the

capabilijty of co cating,.i.e. exchan ata with.renote data
processtm%%ﬁﬁﬁﬁg org fa8?|?¥i%§ o??lﬁ%g ?gP?ﬁ%FﬁﬁﬁeEéPﬁreast two types of
user interfaces, allomﬁng for data input by the user, and for data output

by the communication equipnment. According to an embodi ment of the
i nvent iAh,29BRCloreboble #RYVENPIORSeNAESRAItBEsRAgECCARaBPINEyabf LEAST

communi Gal I'&&%Qi’r&%{“ﬁ&%abﬁ%?d EOnP6i 10" Dbk ﬁn%HBE?Bh' 8&{1'1 gefﬂ:'”?&ko”

| ocal |y, trcate t e 1ftem based on signals ata furni shed
by the authenticating an item, in particular a security document, in

conjunction with an authenticating device comprised in said
communication equipment or connected to it. Said capability
refers noteworthy to the mobile communication equipment’s data
processing and storage capabilities, its data transfer
capabilities, its user-interface capabilities, its machine
interface capabilities, as well as its power supply. According
to the invention, at least one element of this group is

functionally connectable with an authenticating device.

Mobile phones and other communication equipment comprise
noteworthy on-board data processing and storage components; said
components are implemented in part as the equipment’s fixed
hardware, and in part as exchangeable modules, such as SIM or

Java cards, or the like.



aut henti cating device. Said data processing and storage capability is
hereby used to support an authenticating algorithm which may be contained
in a mendVQ 0g8iAlze of the conmunication equi pment, such aPC@/ERQVATIdAr d.

Sai d aut henticating algorithmmay hereby either be physically | oaded into
t he conmmuni cation equi pnent in the formof a solid-state device containing
it, or alternatively be downl oaded froma server via a tel ephone |link. The
result of the locally performed authenté cati ng operation is subsequently
di spl ayed by the commruni cation equi pnent, or, alternatively, by the

aut henMdiAleN BIte £ eareX t @t e | Joremniieed ol edih feteint Oaté . FAECNE Hhdget 0 a
second varjiant_of the invention, the comunicating capability of the

- communiSCBHRRE % gUk PrefRMMEn 1R R AR Re t fed SR REPTPRREing FRREVRBR at a
renot e i 'qggg}gyb nti i vice are
WO 02/ ﬁs%&%ﬁ%%%%%l%% ;k%\{sgm tted, a#?%r%%?o%r%jéﬂg?g?pr ocessi ng,
‘by t he copmmumii =it ian expalphktity taver renmetlel ber vet eglioope | s€bgone mOWAN) a

ref erence data se, rocessaor, as ] as said authenticating al gorithm
The  r edticTohiTa o T EaRs e TRttt & TRt o PaPRER oSpheer
comMUNiGRY It SEHMBNtdathefh tit S FDSeTUSM A Ve fhsPF &y edrafiiPgE by the

conmuni cation equi pnent, or, alternatively, by the authenticating device
ext er ndltadusmmected or linked to it. Accordingly, the invention provides a

met hod fo h ut hentjication of an.item_ in parti.cular a urity
docunerit  CgUr RoEbag: SrEker Gre MEPILA CORTRAERE IR0 o % RS | &
communi.cagheR deuhascequphed raranrawt Gepl medluRd P8Viee tosald miaed
conprising the steps of: (a) optionally exposing the marking to activation

or interrGBRSEi NGlebelgPackee. Rabdot Sgwhgmet betwaenatbidod amdl drt4delkdgtsr i ¢ or
magnetic fields produced or_ used by said authenticating device conprised
in, or “coHWEst dHniyersal| Mekdde: &e &F&Wtéé’ﬁsoﬁyég\ﬂ e:38¢p @ redtt ng,
with the pglpy9f, azgﬁygqtor conprised in said authenticating device, an

aut henti cati ng s?gna , i.e. electromagnetic radiation and/or electric or
magneti c characteristics produced by the marking in response to said

i nt t.i ; t henti t] i d det ected i [ i
sai 0 ORI AT o et Ge P HE TG b BEEB ST HEP SHGCLT or age
har dwarig t@fr e deyvp£8i 1 LOIdE Nashawl fha m@cé%hfﬁhéﬂt desi gaedive

authenticating algorithminplenented on said data processing hardware. In a
first dmFGTUETORT Tt Fetditpaxthel bt | et@ ofheR Rat VosuabyirEormation

har d\’\"r"r\ﬁlaS aorcﬁqﬁ?lséf'gp%@l ,d%@ é&ﬂ% SEHE HE ét'srﬁgcrophone, and to

display sound via a loudspeaker.

Mobile phones and other communication equipment have finally
machine-interface capabilities, enabling the communication
equipment to exchange data with other equipment via a wire
connector, or via a local-area-network (LAN) using a radio-link

or an optical (infrared, IrDA) link.

In order to interact with the authenticating device of the
communication equipment, the items comprise corresponding
markings. In particular, said markings may be printed features
or coatings which absorb and/or transform energy provided by
the authenticating device of the communication equipment. The

authenticating device is enabled to detect the response of the



WO 021 01512 |1 0 PCT/ EPO1/ 07111 to perform said authentication |ocally,
whereby at | east part o said authenticating algorithmmay be either

downl oadMOiOAPH12 he conmuni cation device via a tel ephone IPCAEPOdP7111
alternatively, ' inserted into it in the formof a nmenory chip, a
Java-card, etc.. Said nethod conprises thus the steps of: (i) optionally
downl oadi ng a neasuring and/or authenticating algorithmfroma renote
server or a data base into the nmenory of said nobile comunication device;
(ii) downloading of reference data froma renote server into the nmenory of

sai d Makidiel k9 MBIN ed i eogaevdie eand/ bt ) tHr osug| e st foanbbeshi city signal
according to a measuring algorithm using said authenticating device; (iv)
.aut hentqQgHiad inpd ain b‘%@ﬁéﬁkbﬂgy signal by the neans of said nobile
comuni cati on device, using an authenticating algorithmand said reference
data, thereby producing an authentication result; (v) generating an out put
vsignalsaﬂﬁeﬁﬁﬁpdméaeoﬁfthﬁnmbmkﬁﬂgntWhﬁmhomereealforlhta second enbodi ment
of the method,, the, nobi|e comunication deV| ansgtts t he d ta,vi z a
ives

teIepmﬁﬂ§h?9ﬁ@?%F%P?enb?en%EEW@E ?%ra?%nb?e hﬁ? ehBPLARFEN BRYSIER
back the,puibentication seswlds AONSYEEraBV@NsdletPide CaBBorbhEoADBE! €

electromagnetic radiation, or a spectrally selective emission of
electromagnetic radiation in response to an energy supply, or
another measurable electric or magnetic characteristics, etc. In
second instance the marking can also carry information, embodied
by said physical characteristics, and readable accordingly. Said
information can either be represented by a particular local
distribution, random or deterministic, of said physical
characteristics on the item carrying the marking (localized
information storage), or by a particular combination of said
physical characteristics with further physical characteristics
(non-localized information storage), or by a combination of

both.

Said markings may noteworthy comprise a particle or flake
material, being printed such as to result in a characteristic,
random local particle or flake distribution pattern over a given
surface area, which can be read and authenticated by the
authenticating device, and which confers the item a particular

identity.

Detection of response signals issued by said marking on said
item and/or reading of the local and/or non-local information
contained in said marking is carried out by the authenticating
device comprised in, connected to, or linked to the
communication equipment and/or, in the case of a visible

electromagnetic radiation response, also by the blank eye.



comuni cati on equi pnent perforns part of the data processing locally, which
may conpri se data conpressing, data nodeling, and data encryption

(encodi ngva@eeOti1ag) . Sai d nmet hod conprises thus the steps PSI/EROYOHAL | onal |y
downl oadi ng a neasuring algorithmfroma renote server into the nmenory of
sai d nobi |l e communi cati on devi ce; WO 02/ 01512 11 PCT/EPOL/ 07111 (ii)
produci ng said authenticity signal according to a . neasuring algorithm
using said authenticating device; (iii)8uploading the authenticity signal

of step (ii) to a renote server; (iv) authenticating said authenticity
signal on said renote server, using a correspondi ng authenticating

al gorithm and correspondi ng reference data, thereby produci

.aut henAGIRTSING el 30 INHOBFRer 2BPGCHORRI BBEI HEVEREL At hIEH_gi ggFFﬁﬂsilEsult
of Ste%a‘ggﬁr%x%ﬁw{%é h&ffééﬂ%&ﬁ@%ﬁ'%nt Qgggﬁmgﬂé'éf CQEEyNEEati on devi ce;

(vi) gen I'ng an output signal repre ative of said authentication
-r esul t .aulttes ool ok neg Bd dhark imd oadi sgidf iteahor damivenibatnesn said
comuni catj on device an renpte serve ef er bl%ﬁﬁgg%orned using a

PR :
secur e,e%ﬁcﬁ‘v’p‘?‘éoh%%n%‘éﬁ‘?%%‘? ' E%%u?@%%hié*é?i <§f},oa§ ®A 4t he skilled

in the fdoesdihdear@ati3psbased ORet BEpaR YESY, oBhadhunfdderay, {REA)
al gorithm The marking whereupon said nethod is applied conprises at |east
one se@xthanairgredrtaselelteemetondahe proopsesnd| andngtorage

facilities. It has furthermore at least two types of user
interfaces, allowing for data input by the user, and for data

output by the communication equipment.

According to an embodiment of the invention, the on-board data
processing and storage capability of the communication equipment
is used to perform the authenticating function locally, i.e. to
authenticate the item, based on signals or data furnished by the

authenticating device.

Said data processing and storage capability is hereby used to
support an authenticating algorithm, which may be contained in a
memory device of the communication equipment, such as a Java
card. Said authenticating algorithm may hereby either be
physically loaded into the communication equipment in the form
of a solid-state device containing it, or alternatively be
downloaded from a server via a telephone link. The result of the
locally performed authenticating operation is subsequently
displayed by the communication equipment, or, alternatively, by

the authenticating device externally connected or linked to it.

According to a second variant of the invention, the
communicating capability of the communication equipment is used
to perform the authenticating function at a remote place.

Signals or data furnished by the authenticating device are



magnetic materials, |um nescent materials, spectrally selective absorbing
materials - preferably in the infrared, radi of requency resonant material s,
m crochi pWOr@@¢dnders, and particle or flake patterns. ARG/ERMEIILL t he
invention conprises a unit for authenticating an item in particular a
security docunent, having at |east one marking, said marking exhibiting a
characteristic physical behavior in response to activating energy,
preferably WO 02/ 01512 12 PCT/ EPOL/ 07211 el ectromagnetic radi ati on and/ or
electric or magnetic fields, said unit conprising: (a) a nobile

conmuni ﬁﬁhh@ﬂﬂldﬁéﬂcE‘aﬂa&t‘ngpﬂ&b@rﬂéﬁ66§)$‘éngraﬁdss131@0!’ bge ttapabi liti es,
data transfer capabilities, userinterface capabilities, and
machi neSPHPERLGR 1@&p§EPPPWP§§ tepp §ﬁm86?h§ﬁFV€5tFﬁ&PEéﬁ¥ﬂ9 MePBYed 3 o

sai d_mobbke, cARTUALEA! baRededl peocsaid aubliegt sabbng dey iR 1eodating 2

devi ce pro cing sard acfivating enérgy an etecting sal

“char act elgstrichphySheakebehtivobr the aatdenunkangng(opesatdcmnhsle

comuni cati on, devi.c aid authentkcatlon deV|c% CO%EV.SIHQ Jhar dwar e
|

gvi.ce aEd/or ﬁ
and/ or SHPRRBRFECESr PRGKNER: FRG SIMBVRIGAFECBoRHIAPESD ccéttdSa remote

server §QBEé§ﬁéﬂ91?UBB§ﬂlh9éalnelﬁﬁkkmﬁyetﬁ@dé@ﬁmﬁhﬁbﬁﬁhhﬁﬁ@qﬁﬂ reherence
data, (d) optional har dwar e and/ or tware to encrypt the data transfer

betmeen0§a|§1§©ﬁﬁﬁhivalvonbMthéeaaﬁbegﬁﬂéatéﬁGtéeyéﬁﬁeﬁxtﬁﬁﬂaﬂdWhgly t he
'”Ve”t'8888889 HSS§ flgxg&e?%ng authenticating itens, in particular a

security doc BNt | | éast one narking, said narklng exhibiting a
characteristic phyS|caI behaV|or in response to activating energy,
preferably el ectromagnetic radiation and/or electric _or magnetic fields,

sai d syBFERTESRELYsi hge LBYSRCABBI PEOUSARENPCREFBRYEPFcEMRavi ng data
pr OC?SSéﬁghéﬂéléée éﬂeofagﬁbh£5&1‘ e§.n dat-eiknansfgr s%@ﬂ%t?.'t tdo%%mfg)

userinterface capabilities machi ne-i nterface capabilities

aut hent ceatrynggdeti teastoapeenatrkisgi dwitbi Fbecbaipniofati owkddei ce, sald

authentlcg%hg cg ¥Bgedev¥%£0gé8%i1% %g QETéﬁﬁﬁ%nQQZEtlng device, said
method comprising the steps of:

(a) optionally exposing the marking to activation or
interrogating energy, i.e. electromagnetic radiation and/oxr
electric or magnetic fields produced or used by said
authenticating device comprised in, or connected to, or
linked to said communication device;

(b) detecting, with the help of a detector comprised in said
authenticating device, an authenticating signal, i.e.
electromagnetic radiation and/or electric or magnetic
characteristics produced by the marking in response to said
interrogating energy;

(¢) authenticating said detected response signal in said
communication device, preferably using the data processing
and storage hardware of the device, combined with a

specifically designed authenticating algorithm implemented

on said data processing hardware.

In a first embodiment of the method, the mobile communication

device’s hardware’s processing and data storage means are used



conprising a device for producing said activating energy and for detecting
sai d characteristic physical behavior of said marking, (c) a renote server
conpri si Nyowaotlare and/ or software to comuni cate to sai PGRERETIIT
comuni cati on device, an authenticating software, and/or authentication
reference data, (d) optionally, neans to encrypt the data transfer between
said renote server and said comruni cation device. The invention will in the
foll owi ng be explained in nore detail Woh the help of the acconpanying
drawi ngs. Brief description of the drawings Fig. 1 shows a schematic view

of invensdi parr¥hihChaL@NSBERSNBNCAYEBANLbEALLYN GHELemyf at 'ute@ge, phBt of
particul ar branded goods and_security docunments ("Product"):
-aut hent #2id yadtlbeniehpr bingsatgons thmewaer e §1§BaﬁnéPW@ﬂ03ﬁeélé@FPoﬁﬁ@netlc

radi ati 98 ASLECLOLon | So69BBCO180a0E LA, ! 917TOBL) © 30UmHALaGEI g devi ce

1, capa perT orm ng oca cessing énar card), pabl e of
‘connunlraseﬁge&ﬁihta iennnetherﬁerm(dﬁta hese}yy. chip, 2 ﬁh&w&cardchenatlc

vi ew of an exanple enbo nment of a communj cation device 1 for the
authent?E%troﬁng@ T?Eﬂ% Eaﬁﬁré§e§aﬁgH§ Eg@dSFﬁp?hQ%present i nvention .

Fig. 3 shows a 5CB%ﬂ?éh&ler&bﬂﬁléad§ﬂgh§nﬁéﬁéhkﬂﬁgd%ﬁﬁg%rand an item2to
be authentlcated . 3a shows a first enbodi nent of the device, using a

CMOS ni cro-chip aWMhGQt®Q612ng4aP€¢FEPEm/ﬁr@mlacaﬁmpaeCSBﬁV€@npaca copy
dovi cor Using & CHEEFTPEPS GRLR ERRCFATER? St mhat Ro Woaa Cw I PORECdcle.
ilTumnation L; Fagvide;shows a
(ii) downloading of reference data from a remote server
into the memory of said mobile communication device;
(iii) producing said authenticity signal according to a
measuring algorithm, using said authenticating device;
(iv) authenticating said authenticity signal by the means
of said mobile communication device, using an
authenticating algorithm and said reference data,
thereby producing an authentication result;
(v) generating an output signal representative of said

authentication result.

In a second embodiment of the method, the mobile communication
device transmits the data via a telephone link to a remote
server for remote authentication, and receives back the
authentication result. However, even in this case, the mobile
communication equipment performs part of the data processing
locally, which may comprise data compressing, data modeling, and
data encryption (encoding/decoding). Said method comprises thus
the steps of:

(1) optionally downloading a measuring algorithm from a

remote server into the memory of said mobile

communication device;



schematic view of a docunent to be authenticated using the devic
3a or Fig. 3b, carrying a mark 21. Fig. 4 shows a particularly u

es of Fig.
sef ul

enbodi neWw0oOR0tN2 security marking 21, relying on an i dentPCINERSYATIAE i ng

pattern of particles or flakes having particul ar physical proper
conbined with a mcro-text nunbering. Detail ed description of th
According to Fig. 1 the nobile comrunication device 1 used for t
aut hentication of an item nmay be a nobille phone, a handhel d conp
el ectroni c organi zer, an electronic termnal or a canera, provid

ties,

e invention
he

uter, an

ed with

access to (aifbi lgrod@ei ngeasaetiephatiReneivbtk £¥40h1 Sacdraengugocati on

equi prent 1 (Fig. 2) may rise a housing 10, a wre-term nal

connect or

co , :
11a, an | R comuriteagubhngort921htARd/ BP1BI RERL A aRLRIEREL FREABDVERVEER/

Particulaqi§§§(ﬂﬂbfgg&Pﬂ%2$hgagﬁt§%n@iéf@9ys %ﬁéiigg ng%%;?g@L

of the conmmuni cation devi suc a m crophone 1

ggnponent s

uttons 9, a

*di spl ay panel 14 mawbice speaker;15, for perform ng the authenticating

function, na?agin the interaction,with t ionallé

] h d t
di spl ay. 4LH) contBHRENAIGat HRgeS L b BREATRE LT bE X nBAERED PRoSSK

, 10
| FEUOFR t he

art and need not d&O-perfuntling dessiidesonel &tﬁeﬁ@mehﬁ%t L0godevh@e

may furthernore be operated nobile respectively stationary.

use of a

combi nation of sand feperéspandépapbaeerenet dahduntbareby pgodpaeng &8, of

course, possible I 0 2 15 PCT/ EP01/ 07111 The
aut henti cati ng dé%?é%Q%Fi%ﬁ%ﬁgﬁt%é?%gedata captor, destined . to

primarily

interact Ww)h saigkéfennblyddcwntoiding behausbiehéneatatdionsrestuberof

conprised in the comrunjcation device, or locally linked to it by

wire-link, by an $¥€RokHthi E8PPoRPPoFE™re b§eEReRFEr BRE npbéte/

a
receiver

port. Fig. 3 shovws,ff.SX29Pisn0fefc@Ut henticating device or captor. The

item2 to be authenticated nmay be an article or a docunent, in p

articular a

security detlnentgeridmcatieg a2nnaytiet f$bynal t hepressothhies, clndatdrri es at

| east one markin . Said rking is_preferably a printed ink,
property of spec%?%éﬁ??@lﬁﬁgg?ﬁiﬁ S%ﬁ%'transforning energy provi
aut henticating device. Said energy may be el ectronagnetic radi at
electric or_magnetic field energy, which is transformed by at le
conponéthe sowniepd g | #0d/ ar cmil%%w 2f cl%@mﬁgésmmheéw

capt ur L i cat i i i , 2 S8y
deviceqﬂggﬁFggkgépa F%Q%%8€e%§§o€§¥?C%?m%g%e§§?+%%af§?%gegEEEQE%
i nf or ngdexfifomerd iwdlidy aresesuné, sencrymkedncsaneactiem oA secure

havi ng t he

ded by said
i on and/ or

ast one

efR B84 can be

icating
| ocal i zed

connection, as known to the skilled in the art, can be realized

based on the “Rivest, Shamir, Adleman” (RSA) algorithm.

The marking whereupon said method is applied comprises at

least

one security element, selected from the group consisting of

magnetic materials, luminescent materials, spectrally selective

absorbing materials - preferably in the infrared, radio-
frequency resonant materials, microchip transponders, and

particle or flake patterns.

Accordingly, the invention comprises a unit for authenticating

an item, in particular a security document, having at least one

marking, said marking exhibiting a characteristic physical

behavior in response to activating energy, preferably



docunent. In a first-type enbodi nent of the invention, as shown in Figure
3a, the authenticating device is a CMOS mcro-canera chip C, integrated
into a noWi0l&3/0p¥tdne 1. Said canera chip is equi pped with POERMOBIMI c
interface plate P, for taking an imge of a part of the surface of said
docunent 2 in translucency, using back-light illumnation L and a 1:1
contact-copy i nmagi ng node. The CMOS canera chip Cis a single-chip digital
m cro-canera, conprising an array of 238 x 256 active-pi xel sensors,
together with the necessary canera readout circuitry, integrated on a 4.8 x
6.4 M éled: rdugnéoicespondsion andfodi ¥lduakipi vel magrecdt fBetrdsy The
active-pi xel sensors support a certain anmount of on WO 02/ 01A2 16

-PCTI EPO%?Wl‘iIlltbl%‘I“P%iLﬁhag proceSS| ng, such as e.g. autonmtic sensi ti vity
. regul ati r fs ST TN AR, ( Hek-in
pi xel s). %?h %t ﬁ%hfl ght sou%rgle aﬁ;la‘tzl;r%’lt;%teﬁvelx:'géarnara I&d(‘:hc%atﬁlacFg‘iér:be&?(;éonn cted to
*a processor ~, Btefradee qupzbid ighiens,. dﬁtafuﬂ:mmﬂ:eptlcmgﬂkmﬂelﬁess, airseery
short i mage- conduct di spose n . top of the canmera ¢ n order to prevent
the chip from B& fsa(f’reat ’glyfttlt?gg'cﬁ'ﬁ’t PSR 1 G?ﬁ)#&ﬁf’ent 2 or the
envi ronnent . Ar&a(g,tgﬂlclaitlfégter F may optionally be present in the beam

path, in order to select / ‘delinit the canera's sensitivi ty wavel ength
range. Al t(bﬁnaﬂn/@%h@tzl-@trﬂé?ﬂsldﬁﬂc%l Furledixr cgaigd rf@@blc]@ be used in

pl ace of the f| u(}Pt%aCt pA e\ﬁceDe‘éé Ces L AS; &C cg: v I-sensor CMOS
canera chips, er-o Fenste arrays ar nown to the
skilled in the oafntpx&rsiﬂ@ad deotideo flaar fpﬁ’ddl&fnegméa&idleib&‘rﬁfaﬂzlrigﬁ alergy
alternative enbodi nent,_depicted |n Fig. 3b, a |ens 3 of shaort focal |ength

f is used in p|aa<§ef<ﬁ %e%ﬁ%gaaa ATACHAIH SE 15 iRy 2l 93 b hehsprier

plate. In this Gase;d on the docunent can be enlarged or reduced
by correspondingly c 1h005| ng the object plane OP and the image plane |P. The
canera chi(p)C issildemethyi lleo cameuiriicathieon negel g ared/dr ofaitde lens 3, and a

gl ass plate GIS sed to defln t.he ob ect Jan QP, The respectiv
locations o and 'i’(edl‘q's]t Vr‘?'lc[ehe Ei?%d"faeﬁﬁ Gt %ﬁﬁﬁ'ﬁre
pl ane OP and 'ff@ﬁedﬂrﬁf&dl%gﬁréélrc?'nﬂi&%é %ddﬂﬁ;ﬁmld@r@ﬂée afo the | ens

by the lens formula: f-z - 0-1 + i-1 Choosing o =i = 2f results ina 1:1

i mge of the ob’e@@cte( r?@r%% C’P]F)t@illtﬂgs af}liﬂﬁlal:lcﬂﬁtplr(g @ﬁﬁ% |and /0¥
optical filter | carrera chip, in order to sel ect
the sensitivi ty \I\ﬂ% eng 1%?‘3%8% tl ona )/ using this enbodi nent, WO
02/ 01al2 1d)PCopER@GHA11% hartvatec wreltorc avo fitewd td u:fn rexicac/ gt athet kimtf ont
side by an illum nator L | ocated hehind the, Ias ate G de |n|n t he

obj ect pl ane OBTERSISURRFHST ] \ﬁé?’l‘l“iw s & acquire

an image of pridREdrigdrdndicia on a 5 x S nn1area present |n a corner of
said docunment 2. Said micro-indicia are printed with an ink conprising a

| um nescent pignment. Said pignent is excitable by the |ight source L and
has del 1 nes o n : har S n k and
docay Botcor oy SERET EpPEhe bR bbb BT BELELLSELE, JALARRE S5 E 106 T

can be phasen iw p&ralequarea5sesc15rﬂﬁyadoaumefztt ohavihgt atV\léaghtoﬁm tt| ng
di ode chi emtting at. 370 nm wavel ength), covered by a rotectlng gl ass
pl at e, @ﬁ%ﬁ%éﬁd ?%ﬁ@n@%EEthp?ﬁﬂéh%tFﬂgsalﬂh?ﬁRCEﬁﬁlﬁElehE @ﬁl?ﬁ be an

eur opi WRKlopegh- %ﬂsyéébgﬁs@heapaeﬁlegtiﬁa Epepyla g@eéérgb@

aut henticate the docunent 2, the code area 21 iS inserted Into the

aut henteb%@tr@nmm‘cecanddwgmnyah@l/ drbeleegnicherghagsepliat éieidshe |ight
source L a d r-optic plate P, or pressed agai nst the object-plane
definin s}gg%:at egr&r?esp%ctl vely, of the authenticating device. The
aUthentIC&thga mobile communication device having data processing and

storage capabilities, data transfer capabilities, user-
interface capabilities, and machine-interface
capabilities,

(b) an authenticating device, coupled to said mobile

communication device, said authenticating device



process is governed by a processor ~,P of the nobile phone, according to a
particul ar programstored in the processor's nenory, or contained in, e.g.
a Java cawe.02¥hd2aut hentication conprises the steps of i) POWERIMOHGIon t he
|l ight source L during a short time interval (e. g. 1 ns), ii) by
correspondi ngly controlling the active pixels of the CMOS canera chip,
measuring the delayed | um nescence intensity at least at a first tinme after
switching off the Iight source, iii) opBionally repeating step i) and
measuring the del ayed | um nescence at one or nore further tinmes after
switching of f thaphii@iihe QUIdsidey) For\PrdHRtAY I RCHANXL It bnergy
retaining only those pixels which exhibit specific intensjty ,
characteristicengt fome dgtratigio fedsh cdReRct api shith ety dedad hfPahe idkge
formed by the pixel ' in step iv). The measuring process, according
to the inventi%g,%ﬁédggkg%gl €d by the nobile phone's internal processor
rand menor y(c)i nas@ef@te EEridre omymEEiegy dfavdweareand/ioy gwiivess dxe not

inplenented in a fixed way in the authenticating device,.  but rather
suppl i ed by thEOFPB‘Hinllé:ﬁcﬁ%ﬁé? S&}drrérﬁ’h’sl(i& c@"&ur%%ﬂ%ﬁfevdl%%' Sttherwi se
suppl i ed masugﬁ%@ht&&tﬁ@q S WS QR Atz t Mt e B & taidied in

a Java card or the Iitke. Inthe present enbodi nent, the selection of the
correct |um nesledace decay characteristics for the |um nescent pignent to

be d I fi f h i ahl f '
o7 ocese. M- GAEE RR T ALt o e o L BORRTT AT o redl

to the nobil e phade'renytesesstng aitll Hadidagonimaiiscaihat eldhirye are either
aut henticated | ocally, by said downl oaded or otherw se supplied nmeasurenent

protocol and reference data. Said authentication nmay take the formof a
statistkgcal . i | §_Sii r i sl , r ed by
R Rkl P R S e s sl S
caner a' sitksohethehp afidtRei acaowpangspgndragingter ence i nage, represented
by a simlar vector, the nornalized inner (scalar) product of both vectors
(<S~S>*<R~R>) -1-~z*<S~R> represents a neasure of simlarity; in fact, for S
= R thi rps ot ct SplioAPBEORREAlRaRiREE €At NENt and wei ghting schemes may
be applied to S and R prior to correlation. Oher forns of conparison and
ot her algorithns may, of course, be used for the data eval uation, whereby a

particulLar intere i e C ] n S

al gori thﬁ%; gs we Owa% %og%%g%{& Sﬁ%/%&%@%ﬁggﬁl g‘f’%&?ﬁ?%‘ﬁ%ﬁ%%d??}g /
conpari son al goridutenwhésabian osvlsexaefsr vetemad culiiat pant i cuksr brandad
alternative enbodi nent, said data ar transnitkgd tg a_renote server for
aut henti cation, HIGRF t#eBBFTE! PR PREWLRFuh BEPTURE chpabllity, and said
renote server transihdsePaLkytQathecapbbte PhOReakhs &8s8th, Oh &8&nner

aut henti cati on operation. The authentication result is in both cases

di spl ayed usi ng tdme ambélecphonagsedit araitpt h9ncadphbrEery. iFheonperted
phone's data processin pabi | i is_u Ln. Ss a ypt
the data for a ré%fzi%%%géeggré %%%hg '§§$%€${§%gl§§ §§g$§§tithggP§§£%ved
result. The of f-léhepdtHsaningulbesl i data oprotesonngct saarni thra) roahte
phone or simlar nobile communication equi pprent has noteworthy the

advant age of saviFRPIALRoAREPTBHNE FRELRY NEL HBLR | ESPRBRSREEET ndtaha
connected while pefdoym ng the authenticity checking), while retaining the
benefit of downl oaded operation protocol and reference data. Thus, neither
t he nmobi | e phone nor the authenticating device do contain sensitive data
when th? ar% out gf use. The a thenticat%n%ns stenlis %gr%her re

extrene ¥9f| xi bl E'RE° 13 ACRRUAGES of T At Renti cEFFOR SIS PrANE or Fe?erence
data; a single copnrathoBatQoht detreset e Past eheeauehehsisutibni et itéms,
.reprogramit for a different application. The sanme hardware may thus serve
a huge nunber of 2WFper8nfaBpbeivaedoht BRgPESSRRECAIVSNELIBBCH si ve

advant age particularly for customoffice applications, where a | arge nunber

.of different goods nust be checked.
Fig. 3 shows a schematic view of an authenticating device and

an item 2 to be authenticated: Fig. 3a shows a first

embodiment of the device, using a CMOS micro-chip



In yet anot her enbodi ment of the first type, particularly useful for
identity docunents, the security marking is a random pattern of optically
aut hent i cWO#24b312 f| akes or particles, applied over WO POTHHEY1/97U0

PCT/ EPOL/ 07111 a printed mcro-text, as showm in Fig. 4. Said

random pattern of particles is produced by over-coating said printed
docunent, at least in part, with a clear varnish containing said optically
aut henticate--able particles in an apprldpri ate concentration. Said
over-coating varnish may have additionally a protecting function, and said
optical ly authent¢smdea adl enpashtadiescopy hade phthi batksidpti cal
characteristics, such as spectrally selective reflectivity g ngl e- degendent
.col or appearance511%%?%%%EéﬂEeL potGr i 3Bt FRAWS et cseeand sVRPALBERE O

mcro-text is prEé@ﬁa@%vléen1ﬁgﬂmgugbeﬁoggmléﬁsl9915 Lehbeh-8i 28 Phabess

than 1 mm prefera ess than 0.5 nmm Said m cro-nhunbering individualizes
*t he docunent, bunnméefwlthtﬁebmtn@idsuillumenatloncbnfELQLt3anShd@ﬁtaty

(the nunbers al one m ght.noteworthy be copie 0 eit

b The oane of et VIR ot B Se bRt b9 Pe R hRRE Sps A OHEERY
(aut henti cat e- ablije p@é{riéégsoﬁml ssd bp the.oys! - 6qati Ny &heapknber ed
docunent is individualized. The correspondi ng aut henti cation process relies

on a conbi ned recordlng, by the canmera chip, of the micro-nunber of the

docureng sufr oUded, DY, | b LN GyE. PO LLCHE: DAL SEIpcHbOCEDV LIS 0RLLED!

character stics o sal €s na addi [2) checke for au

physi cal propertnﬁ@rkfngeﬁereﬂebyim@genoénthdeauihyntonfdﬁﬁmngnpastern
"m cro-nunber cumpattern”_.is stored in a renote server, to mhlch t he

authentication r é%%rFéc%?%n%ﬁ1?%%ﬁest%@%%ﬂﬂrPﬁFFECP%%rrEEBFH%@ i mage

data of the docurgplodp: JUES! bofloi fBhYwiERIE RixebSteke!homBatisgh having
correct, expecte hysical properties are hereby transnmtted. I'n"a

second-type embodi ment of the invention, the authenticating device is a
i or 0- SPEEL{ PIET 8110k JRPLLOLY PHeSREGER ognal ysis VD 02/01S12 21

According to Fig. 1 the mobile communication device 1 used for
the authentication of an item may be a mobile phone, a handheld
computer, an electronic organizer, an electronic terminal or a
camera, provided with access to a mobile wide area telephone
network (WAN). Said communication equipment 1 (Fig. 2) may
comprise a housing 10, a wire-terminal connector lla, an IR
communication port 1l1b and/or a RF transmitter/receiver 1llc.
Particular use can hereby be made of already existing functional
components of the communication device, such as a microphone 13,
keyboard buttons 9, a display panel 14 and a speaker 15, for
performing the authenticating function, managing the interaction
with the user and, optionally, to display data contents. All
these components are known to the skilled in the art and need
not to be further described here. Said communication device may
furthermore be operated mobile respectively stationary. A use of
a combination of said functional components of communication

equipment is, of course, possible as well.



PCT/ EPOL/ 07111 in the near-infrared (NIR, 700 nmto 1100 nnm) wavel ength
range, contained in an accessory to the nobile phone, which is wrelinked
to it vi dWOW/OpHANe' s hardware nulti-pin connector. Said MGAVEROSEEILr onet er
consi sts of an incandescent |ight source, illum nating a particul ar point
on the sanple, and a pl anar-wavegui de / focussing-grating device as

descri bed in DE 100, Z0, 514 Al, nounted on a photodetector array having 256
linearly arranged |ight-sensitive pixell$ In alternative enbodi nents,

phot odet ector arrays having nore or |ess pixels can be used, too, resulting
i n a diTHeranhapetddaaing edevrice oor Suchenttebegpéataooepeorasdenblined, as
well as their node of operatiop, are,known to tge skilled in the art. Said
.phot odte RoIMaF Ly 1_teragt o‘ﬂ%tlBys%-hdbbE?E} BFe P?BWFEtCF?CEFt ry, and the
resul ting sReciEaded N OF r@itﬂé‘r éoﬂ%rigéd' phepfbt ¥oRfuhl8at28R! 8e¥idkf f use
reflection as a function of the Iight wavelength, is transmtted via the
"W re-|igk lqnahkynbbmkedphonetsbpr@cesserllmhuchyeanhéR pemfonisathen

aut henti cati on .| ocal | or transnlts ta to a renote server, as

out | i ndtPHEhdVe. PR %%c??%?s$eﬁfﬁ¥e 56881&8Fe€?£5 may be a printed ink
cont ai ni ng a napht hal ocyani n pi gnent, such as

copper oct abut oxynapht hal ocyani n described in DE 43 18 983 Al. This pignent
has a dhgfacl evhews carbesrpPlomheak FHtRABLLAREARGJICHECEBDT NERRAPE! engt h,
whi |l e I ep¥i ghb eopf ot rum
The n12@% sﬂ%gFrone%egéc%%E eH%%g%E?%”HQ?e€¥ |%ké§5%§?gln?n ggcagéﬁof this
pi gnentin gelteti @isl ar secsectyl ey edeotmeént . oTHenatgmc2| nag" betﬁbatowmthte
spectral inforpation obtained,indicates pot onlgr%he presence of st an

i nfr ar dVATEGFHRTES hRND| SBTTHES cdF r LeRSEhBRECBRTRAPEr 81 of SRRAsMa

02/ OlAzlg%)]Pé’E-éF&pﬂ‘{’ 04 11%ﬂ=1ﬁE’é<§?r b8k, ﬁévhHﬁ%h@%%bﬁe}:ﬂ}eokogﬁéb9E1éa€lllﬂfhe
form of the absorption peak. In an alternative énbodi nent e spectronmneter
i s usedbbgprhinecandgt Fans hesvtny %nengonrﬁvedﬁ@rbﬁtedlﬁnks E.g. an ink

cvoi e lther Rla G RERANPL LI CERER UhL b Be e Bk PR B DY ' °
en ssi afadittidh edndfoB78laotr B88onmagndt 9¢4£heldwehbray s whachctieristic
|nten5|ty ratios, _.is neasured with the m cro- sgectroneter and interpreted

in ter st IS ERIHEA HRYit 7B + 528 &aPRE eCORPABEReBHy AR ith BKt APRPNG | umi nescent
PI 9Nt §h o SHAL A8 £1 G- reY%%&?s&'d,wﬁP@M’ f‘ndl:fﬁ:ﬁr €8h BH%QEEQS:@HOE tB8iq

em ssion around 900 nm ahd can thus be used to represeht different
authentaunnqnﬁeeamxng davxcgre@pbionebaynlaacdnaatheng1tahnngsdenuCp|gﬁents

can be o] roduce _an eve i gher _nynber_ of poss e
spectré%ﬂgﬁ éi mﬁ% %ﬁaga'V%Etd?Et?ﬂ&ﬁFEhgagﬁil?ﬁé 8ﬁr98nfg gfz?ﬂeir
em ssi %mﬁﬁm tarsiedl bprmebher oot byedemhrdonenbidt heempegt roneter is
laid out for operation in the farther part of the NIR wavel ength range (900
nmto I9BRRHL - using an I nGaAs |inear photodetector array and a
correspondi ng spectroneter grating. In this spectral range, certain
rare-earth containing materials, as well as certain radical-containing vat
dyes (eng.atﬁmsstdﬁypeiemuo@yméntkefehha inveéhtion, 48s(4B6WN, ip. F1Guté),

can be ed .as an i nfrared, absor bi n o] of an ink. It e for
the skilfecin Srenart FE8ELaRcervetdniPono U0k pr FERr FORE BUELTBECE he

nment i onggk &i@cﬂ!giﬂtgogainﬁﬁlléuﬁhoﬂé e Usalil bEhRevht ERYHOL St e@ﬁlpﬂeﬂhe
vi si bl e donaln of the el ectromagnetic sEectrunl as well as in

m d- i nfwiled (Dilbex; aptbe2Entenjagenal atewRi chororplispenas magﬁeof a
Trequeneles O (he OBL-egulabeVhRia! h0BAment VY Yal012dg1 adREY, ERLnGT 1L
The sp raI data can e correlated MAt reference a by fm ng

nor mal izasck + hight pt btumwing EEoS>h <aa@>3 11&2&sﬁt8@te&oppelmbgmag w8Peand t he
-reference ( vectors, using _pretreatne a hting i.f ap riate, as
outllnéﬁm%.%%%s THECEDeChriRI Cdhfa® cﬁnnﬁg ﬁgFPm§ 8ét3nam}558 E Eﬁﬁvying to
it the seiherdihgabnt 9ok OéfPﬁS@CkpﬁéscﬁﬁﬁQ{}SDFlﬂélFééﬁgbré\na{:?é@b%hewm ch
-allow to trace back the %served spectral variations to the iIndivVidua
concenthatthlotﬁrseome@eeselwsc@mepagﬁemi@uéoﬁsrpumt:mg theealsbrdi AG parkt 8of

t he ink n ty e n h h iLcati ng
deV|ce:$sééaﬂgﬁdé% fﬁ |ca§9rg§§én§%a%§e?h &bgﬁPai lﬁﬁ%b??E ﬁgne Vi a
a radiogg Jaﬂuema &@%ﬁrev\emélls@hs@a‘:stBerBkeeaoe&bta&Mpamouﬁtuessoehh i's
a standardi zed radio-frequency (RF) data transfer systemfor |ocal area
networks (LANs), operating in the free 2.4 GHz ISM{lIndustrial Scientific
Medeci ne) band (2.400 - 2.4835 GHz), conprising 78 frequencykeyed RF
channel s, which are exploited in spread-spectrum frequency-hoppi ng node.
The RF output power may range from1l mWup to 100 nW depending on the
transn155|on range to be achleved An output ~power of 1 nVVaIIoms to

T T L L - o, e o — = a M



WO 02/ 01al2 24 PCT/EP01/07111 infrared LED |ight source emtting at 950 nm
wavel ength as an illumnator, a linear photodetecting array wth imaging
optics, pVedR@Ed2by a bandpass filter having a transni ssi A¢VERIGEWIH50 nm -
1000 nm and a processor chip with nenory for anal yzing the scanned dat a.

It furthernore has a display line and touchbuttons for operator input. The
scanner contains a Bl uetooth comuni cati on nodul e, for hooking up with a
simlar nodul e contained in the nobil el$hone. The scanned data are
transmtted via this link to the nobile phone, where they are either
processeikel §ighAbrptoaassindg pdsashi adi eayedaabovatidheessatutiiyymarki ng
in this exanple is an invisible, |Rabsgrbjng 1_%‘Lern rinted ?Ath an ink
-cont ai AP IDEIRR, YBY0A BiME HECRFERbsSF bFRS BE@ nf§oe téVFBMr f°type
embodi rgenty of iggk'ﬂﬂeﬂikéfi)th@oéchEHE'§§§h89596¥b89L'§n6 Eﬁ@dcgﬁéﬂa
magneti c 1mage scanner, linked to the nobil@ phone via an infrared
“connectdionp | & nkrof coheett&A- type. ptoBAcksrappopti €At dabalérphsher phet ocol
for local area networks (LANs), defined by the Infrared Data Associ ati on.

| t usesf%bﬁrn@p%;@dplahﬂsa15%.@nV¢rﬁkShﬁrEhémaaeepeﬂévﬁtvaﬁgépsée dnRP- 900
nm basg I I o S¢ih e ]y [ as the
recelverésjP #%e€%%5§% gﬁgtgﬁgéaggfgga?gtggfgrggbé%rFE ?ﬂﬁé ?gggpggﬁﬁﬁed as
bei ng Sdrkibiised ooy, that conaast ewitht eheoflo@udekb/ 8, ot9tBekbhyirdBménkh/ s,

57.6 kb/s, 115 2. kb/ 0.576 Mo/ s al so
Suppor t B LRl obt LESF T Ry ?th?n%ii¥hg8nPFﬁF8ﬂEuFQNPQ  ReEmePAERge of
a feW'Hﬂléf@@£stéoséléew/yeaé19&1ﬂ1théwgshéraegagghggtQp&tyawavelen th
comuni cation over a range of a few decineters up to a few neters. The
aut hent¥asage ng devi ce nmust thus be kept in optical contact with the nobile
phone during operation. WO 02/ 01A2 25 PCT/ EPOL/ 07111 The magnetic i nmage
scanner is based on a linear array of integrated magnetic field sensors,
whi ch e erhdei voey pf at bedragneionakspibbuec{ BvRklet atrahechal beetibedt
type. Such el enments, which are known_to the skilled in the art g. from
us 5, 54%1QBEaC%eﬁ%ethﬁebe%§eﬂEEl%fPlBEﬁlPnaBﬁ%%Fﬁsf?EFEsassa€F1¥§ t hose
resul ting.d1ogy Bfrenagn&AMefggeﬁi#éedfgﬁégtsstm@tﬁiaegs,aaﬂddgehggét
corresponding electric output signa ey canh be Used to map nagnetic
field chﬁrayauarenknaWnngoatheneknlledemnatharaHCeaadeaeednnDhlso be
errbodlgﬁJt an ink contg a "hard" (permanent) nmagnetic material, such
as st r ot T heSEP LA e €%$ ©12019), is used to print the nmarking. Such
naterlals are avail abl e from Magnox, Pul aski VA, under the nane of

"Mag- Guard”, and have coercivity values of 3' 000 Cersted or nore. The
pi gmentIn saBea h@BART §vangRRedBankf  dePheradi 48, Fig . appryAngens 3 of
Co”es%’r{&ﬂgké!céiri?gﬂ FROREL S CyELg! PlQSE%E‘ PR keg QQEtQEngP
docunen e S0 stored magneti c I nage Ts not erased un nor use
condi t i mssemaby cainghasfibeveopsia pkabanedh 5h¢arcayeteaharemageroneading
the im netic cannir i s.moved vergtge corres site on the

e,
docunen %GCFW% 5cGAReRS dER aﬁggdt?§n§ BEER FYa“PhESP OP ﬁQgﬁg t he
mobi | e @@&agln@hgﬁ@ BB?&cﬁrﬁlshéhéP EhQCEEéeﬂmQQenglhhérIPra@ﬁglEbﬁérﬁs
i ndi cated above. In still further alternative enbodi nent, a soluble
si | i corelzbirt Aat 8chanehe H@?ﬁbﬁ@l%@ thesémaBAgPILANEhEPESE- obe AePEavel engt h
range alifa’ s STLLL! B9 afl 82s" scd gagiugdchn golhLal bk 8ad apalied
by . flexograph C prl i st erpackage tol orm of "a
productr@@peodfveThosapnodscb badcmdédeSanead wirbt the behpeaf of the
espe0|all dessvff genshaggd bar code .reader, connected to a eI ctronic
organlz%? Bf LP 09PDESE 2P LBECRF EBBT1 6729 PREVROKPAREE, 5P type.

The bargoderseatle] «AQRRAT ES8E 8n88P-AM bED:As fBRseXEktalhon source The
-excitation |light was dellnlted by a bandpass filter to 88010 nm The

| um nescent eni ssfdn=f Lo+t He* bar code was det ect ed by a silicon photodi ode,
_Whose speglrLal Sgnsitiviby [ange,was,dgl imted 0¥ 8-03RdPagSect

(marking 21) on the camera chip C. Optionally, an optical filter
F may be disposed before the camera chip, in order to select the

sensitivity wavelength range. Optionally, using this embodiment,



filter to 92010 nm Said silicon photodiode is part of a photol C of the
type S4282-11 from Hamanat su. Sai d photo-1 C enabl es noteworthy optical
synchr onow® ad@tset i on under background light; it generat esPCGA/EB1OHALDI | ot
signal to drive the excitation LED, and is sensitive exclusively to
response signals which correspond to the pilot signal in frequency and
phase. Said photo-1C, excitation LED, and optical filters are all arranged
wi t hin the pen-shaped housi ng of the barrtode reader, together with plastic
l'ight guides for guiding the Light fromthe LED to the pen's tip, and the
eni ssi oppér gothhendocHAEBE hatknitatBa PBEkhOthE. FTBatplete- by &R this
barcode reader delivers a digital output signal, which is representative of
t he presehumlbatabsbné@céteﬂubﬁhégéeﬁge glagReppahet BpdefAniag shst her
enbodl c an% ég comuni cati on equi pnent contai ns conponents to
perfornta S P% I cal authenticity checking on a security docunent. In
'this exanple, an VVIlght source (e. g. an WLED emtting at 370 nmwth 1

mAN optical output power) irradiates a deternlned | ocation containing a

secur i t§crezrtipg Bﬁ EhpoinyendRy, Sheqds¥icei iy rEstute PSINAIRL 88 with an
i nk con nget o e sgen o] u S i as a
V|S|ble£§n§§s?gn9?ﬁﬂ?ﬁg %%nga%hgqb9§n§ﬁT%e§ gﬁ?n@@béﬁg% §§§§ﬁ?§ g? %25 nm
i S recocdedebyof sahdcdocpmenbdétesamd mtbroughdacmaraGWmenetedtW¢ah

bandpass filter 625, 1 di scri nate g g gwpcent $ response from
anbi ent *BatR rSEHErF?bﬂg at BméQEFFSP oR'90GPEe PELEWPLEREET 1§D 02/ 01512

27 PCT/éE@iéQEiélbyntﬁedleghtleoﬁheétLlaharMabSdeQBQeahquﬁhebgéeheetor i's
nade sensitive only to the difference between the "excitation-on" and the

"exci t agindasdPN"witht ascharagierastic" intensihyerfset angdi degpyi behaviey as
the resylt_o .festkng. The.re I j.gngl . gan. di e a
vi sual %ﬁd?o%uéggféﬁeggigﬁg v Fhegggkkgg}g%feggtﬁemﬁggtoﬁ%gkggngbﬁﬁg be
conmuni €absen equbenankqﬁasaeakgr5fmm appaynof nfotifre fllast, UHSmhghtiS a
particulatlé useful optjon for the blind geople It will under st og t hat
ther |&fR éE@n@lﬂﬂ?eFPéP§ (emitting at ?ﬂeemmﬁégeéﬁgsﬁe anPHer9§ Y
visible OﬁrbEEééiﬁQ B@éés0£15€§ spaat B4 10mSAARERALI BAgWehR 9hhBhia
detector Set-ups and filters fox observing the |um nescent em Sssion, can be
used |nlnhecennbexchgsenh90|beennlenropmum dapeénoxysuﬂﬁedprehoepbor of
enbodl alu nﬁ%%% ? i nk having a characteristic |um nescence decay
tinme is Eeﬁ f@ug$| tn t%ecurlty feature, and the | um nescence decay tine
is assessed via a determ nation of the nodul ation-transfer function of the
| um nescent emi ssion, using _a pulsed excitation sequence at various pul se
repet i t FOnaREBBREAERES: thegdopHBenk2¢ ohhai ASAEhBTEANRRed SehfiSEERBBUN
YZQOzS: e h C ecay tine
of the Braer Tar G0 henB o Y Roy BEREE ERE ", ch

i s nmodughbed pyawel ofr theqliégby spymak bfahdeqhencybér 6@61bupﬂaéecénce

response_is_dete ted L n- gh ge tg.thg ngdulaéi trequg é E t hat
backgroﬁﬁdpr?ﬁﬁ? cBARTT'Bbt F8Rs 3P &S PeRlfy Fg BUPEr 61888 PWAER Phe
nodul ateBpbeedvenyy bfi shscanfBentiedtinkHaetr0cd0 khe, aatdeapiehtihg
det ect ed S|gnal i s observed at 14 kHz; above this frequency, the

| um nespeatees ns gowgenedbbyg aoproaaséer pheoﬁndhéamobmlefphbaeexcitation
source. This.drop. in the ation-transfer f nctiopn is a neasure of the

Iunines%EﬁEEdHEQaQOt?n@arﬁﬁcugthgﬁPEEams?595? ﬁ8§ PEOGEESBRIY if the
Correctméﬂst?esseneeneesaédthﬁe Ea% beeﬂavavﬁéga/0%ﬁé2aa%h8§E&EEQl697lll
detected at the response wavel engt It wll be understood that other
Iuntnescemprhﬁ@%rFbﬁsséﬁﬁsopﬁei)séwlﬁpblﬂGroﬂetbﬁnihghQ shercaninduténge
decay tL S ont ext i pve enbodi nment
.prOV|desn$h8§€hgfg§t g%%?g%? ég g 5 |célF$)v§ igﬁkggs gaggsggvices Vi a
t he recegntirobbing the ahadaetpﬁKERBCOﬂnghe ddpsndanerapettipal measliedhigon
features of _these itens. Angle dependent refliction characteristics are

. st rongl yRei ealevedar Pt BESFEREReirhPRSARY 85 (RBSEoRFe8pbrdfhgtiBet en
expensi y ey o PRByi 8chihyNEE R £AESI¢8hr2Bdul-Ber el ok g B@quhalq9ue55556hhg The
enbodi nent for the authentication”of ptlcafl vari able 1nkS 1s"a variant
of the atepoatpendr@ﬁéﬁerlbeseheedbédyﬁdniumteeseeeaeab@v@neTmm more

m cro-s one r . ophl eq troneter are used for
Col | ect Hﬁgéﬁﬁs% a$?§e%a§a FSB ﬁ?gﬁFg EB %Egﬁ t 8M'6F Sdodltent at two
predefi ned view ng angles, one correspondi ng to near-orthogonal and the
other to near-grazing view. In the enbodi nent, these observation angl es
were chosen at 22.5 and at 67.5 with respect to the normal to the printed

sanpl e surface, and the beam di vergence of the collected |light was kept
mtthin 10 The sanple is preferably |Ilun1nated mnth dlffuse |ncandescent

o I




(ferromagnetic nucl ear resonance, |ocated at about 214 MHz) can be
exploited. The security docunent is marked with an ink patch containing

nmet al | i ¢ weblnsipowder. The detecting unit conprises WO B2¥/PREH 21129

PCT/ EPO 1/07111 a frequency generator at 214 MHz, an excitation/sensing
coil, a receiver at 214 MHz, and a rapid switching unit. The coil is
brought in proximty of the sanple (ink patch) under test, and its
termnals are rapidly switched forth ari# back between the frequency
generator and the receiver at 214 MHz. The ferromagneti c resonance nateri al

gets exgétLoh bt i 691y hehbEUPEREY s 0ARCERL 8knPRasesphct RecC@htenandyr adi at es
RF-energy (free-induction-decay) during the receiver phase of the coil. The

.pr esenceélafauerishicaspbnsheetfoeponfighetPereasshante AHEBENELCALARY t hus
up as ignal at_th F_ receLvet o] k ap_a ntication result can
i LT N e e

be deri veéd. é understo t ura
‘m crowave-resonant nmaterials, as well as other detector set-ups can be used

in the context of the invention. Alternatively, .an artificially produced
resonantk® TRASYHIRG BreEBFfe RECEYdingt toathBt ARPVPRtdPPel &S gontrolled

pi ezoel gftiflixé rﬁél?i"f&t$l(18ﬂé‘tszi E¥shah. g§HEé§SS'raSHHSE1EEro ve i (SaW edevi ce,

etc.), a magnetosttictive el ement can be exploited. Thé'detector set-up
i s anal dgmusthe vhaniabbesdefethengeaatiuing padicestr agaency ompirementede

. ALl t t echpgl ogj k th illed in the art and
need noft i TE D vRGr ThoBaF BRETRGELoSURES O AEe abPbrtathbprarpoLLed”
her eby 1) ties miéigﬁbhé,eg | REgHsVWbENet §e BeasRnRb¥deaNBeNstherivigkudi ng

the detecting units. Still a further enmbodinment relies on anorphous
magnet i Bupit ed dneasgrenentapketocglcandsrebesraseSiataer whheh| mR¥E, bahi ch

show easyo(Raned | 22t L 0Rayh! Bk aWogOBRE! YikY (F5:08) o LN, SIHBLANGSS "
the hystéresis curve, and a correspondi ngly high Bar hatsen efrect. ése
mat er i atlse asell édeionr oEsphadeogreeadingine¥CeA2L0d6tay30hREALEROLEOTEEL
equi pmepnt are own to the skilled in #he art of Electronic A«tig%e

sur vei | Fainceht BAGFIBREFPRA: OSSNt FR PReIFBEFERANGONERIERERPI @ SEah
aut hent L Salt & 6! Gar Yab1s08 - RBRGHESHB! BropUbheNti cating device

according to
The data read out of the CMOS camera are subsequently
transferred to the mobile phone’s processing and storage means,
where they are either authenticated locally, by said downloaded
or otherwise supplied measurement protocol and reference data.
Said authentication may take the form of a statistical
correlation. If 8 is the measured signal image, represented by a
vector of 256 x 256 (i.e. 65'536) intensity values corresponding
to the camera’s resolution, and R is a corresponding reference

image, represented by a similar vector, the normalized inner

(scalar) product of both vectors (<S|S>*<R|R>) */?*<S|R> represents
a measure of similarity; in fact, for S = R this product is 1.
Appropriate pretreatment and weighting schemes may be applied to
S and R prior to correlation. Other forms of comparison and
other algorithms may, of course, be used for the data
evaluation, whereby a particular interest is devoted to data

compression and transform algorithms, as well as to rapid



second-type enbodinment, is given. The itemto be authenticated is a tax
banderol e, such as is issued for the perception of taxes on al coholic
bever ageswbyn2#tsie agenci es. The tax banderol e carries a ROTERA/OVHIK pat ch,
showi ng a particular spectral feature in the infrared diffuse reflectance
spectrumin the 700 nmto 1000 nmrange. Said particul ar spectral feature
is produced by the adm xture to the ink of an infrared absorber pignent,
whi ch nmay be of the types nentioned abdve. The aut henti cating equi prment
conprises an authenticating device, which is wire-linked to a nobile phone
via theadhedens§ peébmbae 0866 CiDior THEMBDPbvhechhakeigosReksesva chip card
W th processor and nenory, able to interact with the authenticating device.
-The aut¢rekeykaktipg EHEWE8e conprises a micro-spectrometer with coll ection
optics, nounted on a 256-pi xel |inear photodetector array, a snal

i ncandescent |ight source, as well as read-out and digitalization
~e|ectrdnicsnf@Itehﬂaﬁhoeodmbedimenarrayldndaaa aptertanemfiotedata transfer
fromand to the nobile phone's serial port. The authegticator device is

pomeredF%W°¥%esﬁ%ﬁ?¥efﬁﬁoﬁBt§eB%%?%F§° TotaiPHehRfcBPRIL RePRGReHENder ol e in
qUGSt'CEbm&ﬁE&&Q#i@ﬁp8§95E91§€§he@ﬁacébhﬂgréESQé'é@f&é9r995ﬁ§%1t§5b§@k| as
the reference infrared absorption spectrum are first downl oaded intfo the
phone Wyo aclwalthobbbla plaesmthle presettedfr ehet eusleenencaﬁhenpopgramand

ref erenge dat are installed | t he phope. s chi £ d rogramis

| auncheii i 2oehehf baEA Feekls vl B BRER 05re8e 18 Sn T RerrRa haTRAT | hou
at the miwiEe ﬂﬂi@néugh@ataceispga ec\z‘apabh§1@?$|'t‘h@nﬁdb§)met pRohaxsbaader ol e,

on top of the i1nk patch to be authenticated, and the neasurenment is
| aunchRr e5epPERGi Agpabkeytynie HesedbhrEepRohe. CITHBTRREanBEs BBAEYPENBRENd

the mc p r a p ff f e ectrum
i's ach%%%% %ﬁ% %Pgégéd Al hggﬁ%ﬁglgpg onesglghfpgégrgs #%en9ﬁﬁetﬁg

aut hentreat¢ivngd degenktis | medi atel y powered down again, to save battery.
The whol e neasurenent cycle takes | ess than a second. The neasured data

(S), stored as a vector of 256 spectral intensity data points (si)

represefid r@ffhﬁﬁ‘@V?iSBQU" AG0HEnE 1AL {0H B £6nA0LL:BA) whEnaBPReBELAt el y
pretreated, e.g. by subtracting the neasured nean (s~,e~") intensity val ue

from eagows @hessnpeé@ramolpblﬂt@or(usunlcasnosmql)upmﬁ@tdbwal pateWorsh¥r ence

data {Bnd S SMal Loe SUe" S8y A8a Pon CChRhe B 1 SRO PRECTLAL RBLEIS

correspon sane V\B.V range. Pre f?er ence dat a

i's nor mldetht i be. c&meatedlwhil‘he pepEbani hy ohensashéﬁdldatg (S) and
reference data (R) is.checked via the correlation_coefficient ¢ = Erisi /
(E sit)cheeking) 5" WkilaebebrininAorial PeRal 1t of ndownt pafiati BREEBELPRCI ent

¢ equakﬁ'éﬂoé@f YRy eLOF elﬁééféé@éan@ﬁu§99ﬁéiéﬂxe9f tHEaﬁHw@e ?h@n@nﬁor

refere data are equal. In general, c can take any val ue ween -
+1. TheﬂneaswtbdnSan@tengsddecter@d conbelaushealtcvefd@taswabuvehay

correspondi ngly defined VIOUS| down] oaded, criterion clim
The pr GERCSOF | AL NESmoBRh c pHETRCERF 4PReoy RESS bpcPubFBRERORRG ai opl ays
an "autdeniefelprfleublerdei to aesRaggeonft AertnBhtieaphoneasgdirsphay unit.
An audi bl e signal g be di splayed as well through the nobile phone's
speakero¥ reference ata; a single connection to its remote master-

server is sufficient to reprogram it for a different

application. The same hardware may thus serve a huge number of

different application targets, which is a decisive advantage

particularly for custom-office applications, where a large

number of different goods must be checked.

In yet another embodiment of the first type, particularly useful
for identity documents, the security marking is a random-pattern

of optically authenticate-able flakes or particles, applied over



WO 02/ 01512 32 PCT/EPOL/ 07111 Alternatively, the deviations of the
normal i zed neasured data and the reference data can be used as a deci sion
criteri owOD0tM2s aim the nmeasured data (S) are first n®CGHERIY8H11such
that E sit - 1. The reference data (R) is assunmed being normalized, too.
The mean deviation d = (E (si-ri) 2/N) 1~2, wwth N = nunber of sanpling
points (256 in our case), is a neasure of divergence between neasured (S
and reference (R) data, which can be cRfcked agai nst sai d deci sion
criterion. If d exceeds a correspondingly defined criterion dlim the
measur ed prainpiead i sl chect eetd, tas behownnierFigt . 4 SaSaliduraedomepathgrof of

| Coff-1i th t henticati | gor it d_ref
ot hRE R Hob DR O TRE- SPRETRS it he et tab P aEaRER cofthect ed
to the 1mpid e phone:, TRecRU hendasavhPRi sRSEbhthsndhgpbavedoptiching. |t

can optionally be retained in the phone's nenory, together wth user-input
or scarmvdthentwiritenble aparvhdledelni ke, appropriater cCopreabragien-t he

renote server. Al ternative . Sai I | t b jed.qut on the
renot e Szae %ecfv;.e]f-nco F@#‘ c\éésée{n%%% [ﬁ%gi ﬁ%géh%%%]?g?%p ?/f}ﬁpgo‘é%é%ﬁglﬁgasur ed
data ( FPunddlidd s fedesdDfedpieicsail asehentpostoralsTanpedtiteasi daptifiers
and the like, to the renote server, and receives back the result_of the

aut henta%8 iRAT ohet AT PPt igel nFRarackerifelFenoPecRerFefPRERTBL L ECt | y

prot ocQle e ARt helE] L&t | P PPesARL] O0defBRadHE el b ahhpRasahtware is
prefergslbeilyé% stributed onfy )?8 aﬁ%jl'mt%%l- nunber of aut %r?zed users, which
have gﬂmamjﬁﬁm&mWQL)p@laibz@bimnspehdln@ap@s@mg;dsoahddemtpyptteﬂtkéys.
Pref er abl oo te dal ot Lansh ey between, LOg, SOyl €841 00, eyt oe 800l VO

1 mm, preferably less than 0.5 mm.

Said micro-numbering individualizes the document, but is for
itself not sufficient to confer it an identity (the numbers
alone might noteworthy be copied to a counterfeit document). By
the means of the randomly distributed and physically
identifiable (authenticate-able) particles comprised in the

over-coating, the numbered document is individualized.

The corresponding authentication process relies on a combined
recording, by the camera chip, of the micro-number of the
document, surrounded by its unique particle pattern, whereby the
optical characteristics of said particles may additionally be
checked for authentic physical properties. A reference image of
the authentic document’s “micro-number cum pattern” is stored in
a remote server, to which the authentication request is
transmitted, together with the recorded image data of the
document in question. Only image pixels of the pattern having

correct, expected physical properties are hereby transmitted.

In a second-type embodiment of the invention, the authenticating

device is a micro-spectrometer for performing spectral analysis



renote server is secure, i.e. protected by corresponding encryption /
decryption keys. So far, only the authentication of physical features has
been consW@@2@tF121 n a nore advanced enbodi nent, the checkiR¢d/ER9MITildes as
wel | the reading of logical information on said item In an exanple, a 1-D
or 2-D barcode, printed on the itemwith magnetic ink, is read wth the
hel p of a one- or twodi nensional nagnetic sensor array (e. g. of the

magnet o-resi stive type, or of the Hall2dffect type) and evaluated in terns
of authenticity of the itemin question. Magnetic sensor elenents of the
magnet olestlst | N€at ypef cans@r WAk | y7avahhabbel1e0gnm) heatk®Zebgthr @emBhbi, | i ps.
They can be arranged in arrays and have sufficient sensjtivity tQ neasure

weak negPRERENeH ol ysAn sAeReRBOTRelPi ERE BPPEhe BEPRR, Whilgh 18f Fe¥E-sensor
array hﬁf? escri-bedj 543 e Lgaki agnetic ink
det ect or ]%%§gagu%§ﬁ¥£§iEhﬁééﬁ??%e% P%gﬁﬁa%ESEg?§%9§§%tegﬁg%Faggaunderstood
't hat sai d barcode and the correspondi ng detector unit can also be realized

with other.than magnetjc technol ogy:. e.9. UV-absorption R-absorption,

ot t ow 1S B Cr AT SELEr BT on, ot efRoph) 8- SRArPaRgEePlniAdibence.

di el ectgbgroE, "Bl BhhiSaPihgt AnBareieulh? BoShBPLAr tMEr shfplet hanteadi ng of
information relies on_a single-channel detector, conbined with a nanual
scanni rigl arax heavessidevé Bpeassingharpténst devecautBeferezibed ReDEi npl e
| um ne C iC ghetic i i .heregikp before
can adsgﬁth%b€§%3A£é ﬂgggtggr8§h%sp§§?%§égggké§S%§?$§bgs§%g§rgFgod t hat

t he sirnimweashbpnetralededt ibghtunséneaniagaphxbest eahi aédeirnaatyet echnol ogy

which lends_jtself to a r;ading of infornﬁtion froma sugport., YD

02/ 01S12™RA PreP PO P74 TRECPEARF REY B NPV ERF| RPERNEE| bR°EaR1EE!BofBPned
with a wisyabgorefydi pheuieprgdunt Logi ekecehtakPebplal MRELEN uEQBHENES ! N
particular, using the audible display, a currency detector / authenticator
f or t henbtirodspeopteneharbassenblied, ohi whlladserhaurhwatdecafi ng t he

currenc audi bl y announce he,respective currenc nit and denom nati on.
A parti%%?ﬁ?t%ﬂ%bd?ﬂ%n#n?gﬁiég Bﬁeiﬁgéégﬁﬁi%ﬁ égﬁréﬁgmﬁthin a microchip

transponder, contained in or on said item M crochips bonded onto the

security thread of a banknote, using the netallised parts_of it as their
ant ennaSa b PReERISTRCEHAE ABYAY beEnIpREsEREeBYt BNTREAEECEIPCFTEBARUNI ty. In
this enborlipity 258" ead- 2BEG1LYAY! LABSHLLE CinfORhaLREH | B ENChe

comruni cati on equi pnent, or in an accessory to It, Is used to interrogate

t he m cimcémpity amfponeesamptiet s defifiusherstdeetdionf asnat fonctopnchécki ng

pur poses. Transponder. chi operating ip,_spreadspectrumtechnology.in the
ot oot r LERRR Oy PRHARO TR FF! RbaDdnt BrEh] BRREERR) WiFE Eiahn tBothre
ski | | edndpildepRéhe’ &tpBbakbsafi WhhenhuagdenstopdrtBeins thet he context of
the invention, the conmmunication with the mcrochip transponder can rely on
any feadiphentceapibPRgloandlys ﬁéttré§§miéﬁe§hﬁodﬁgé Rengi spmgte
spread-ggfgéfunégoggyfiﬁgéigﬁopéotocol. In a particularly preferred

nt, Ut f C

enbodi ne use s nade o e communicating facility of comrunication
equi pnent, to crosscheck the authenticity information of said item

specifically of a docunent, jn particular of a securit ocunent with the
Poul notam wRerroat fertush b8 Be befrcBiatied, BRoE REIFESENIER s bank
notes, &58EhinfRyds nRPRERAIbEYahdANplbierfl d8ucACE8SEopREES, driving

| i censes, etc.) Can noteworthy be markéd to their physical identity by a
nunber @ftalaysoxynaphpbaierpansn dasgoibadstini BEt #end8oP88oR3redhis

| um nes lic |-€ [ Q15 5. P 1 her
particlé§§%$n i %%séiﬁ?%?gggé%gﬁg?co?bgggggﬁgﬁsééggréFgI§E gﬁgég%%§ﬁe%%;
pri nti ngsof ninNkapal éhgshconhalai bgingngapedaatiablyi aodoefledet @hniched,

.detectabl e particles of said types; laser- or ink-jet marking of the
securit?lﬁbEﬁﬁeﬁ?nﬂftﬂfaﬁhﬁpﬁPéEFFHPe TRRJBALHSr EBRATTEMELSITRRR Pentity
data, Whield £§ 48i4¢e iAkkhecht8RheagCar neds eentﬁestFegmghtnhsdu§8u5@g
authority to the particular security docunent's serial nunber, and the
resul tiagseonretut ébamantateafiobdinady gedpkableths goupilgtesepreotral
cross-chegkin ur po . e. it u 's,..d [ onfer.ring
featurenggggagganb9B§%1%§§r%%gggégegegggtgga&ngnggggkéﬁc%n?g tht an
comuni £Af+QRe@UabHOEBEL, abdtt Ak sbeghbt bbgredenthenidalanatuiei bédchis
together with the security docunent's printed serial nunber, to the issuing
authority's database. A "yes" or "no" answer is then mailed back to the
sender, to confirmor to infirmthe physical authenticity of the security
docurent in question. In an exanple of this enbodiment, an ink patch
cont ai ni ng



opaque, particle; screen printing. be chosen out of flakes, alum num
concentration of nunber of flakes of 10 to 100. a of 30-50 ~, msize is
appl i ed tWOtR&#1312em by The particles are preferably flat dMI/ERM/0E1G. the
groups of optically variable pignent flakes or opaque pol yner fl akes. The
flakes in the ink is arranged such that the per cnz is preferably chosen to
be of the order The flake pattern, which is characteristic for each
individual item is sensed within a weld2 defined area of the docunent in
transl ucency by a two-di nensional CCD sensor elenment, applied in

cont act apepybaRfeagniafeheedr €aoaonter nedatThe €68 @RS Forel &ferthehas

typi cal dinmensions of 0.5 inch by 0.5 inch (i.e. 12 WO 02/ 01al2 36

PCT/ EPO2P8?XREiQNIPeAK) with, depending on the pixel size, either 256 x
256, 512 x 512 or 1024 x 1024 active pixels. In the context of the present
exanple, a 512 x 512 pi xel sensor proved to be sufficient. Such el enents
and corIrspnndihgrdatvee ehmbotiioents ahe spentromaltley dwaidssd €orAccor di ng
to the grt, a.fiber-optic glate,is,preferablﬁ_insagte between t he ignsor
sur f ace9ghBCHhBI pr AL RSPReBFdEMieE 1pPofEoMm PRATSERS 3P oM -G r EMard
mechani ggh daARAS. 5% bROY! ndealAELRY dbbedaORtLElin' $3ekkiEeN Jigkkarmance.
The first checking of the so narked itemwth the CCD sensor is perforned
after pf¥YWPiNg) direl edeited ising i yellewofmbbl kngi BEB- {pbt 6§00 snwt or ed,
together_with t dogunment.ss serial nu r, 4in the j.ssuing harit

dat abas& "’ Tpoh u% heﬁ#?cgfii o nblyssaiL our}sénrmectll'?el < ocatr]:rreénfgsir%m’app i éd" 'onaklncgis a
correspondi Ag, sedshr iekedRakkacebraished LAteasHURY eation, edy meerirednd the
resul ting ﬁicture,of dark mcro-spots is mailed, together with the
docurentvithsEheaniahRpEPECESOMRE eFs 8in dNEGTREREEF dNd4eAMESOL @Rere t he
degree d Lt h oL L. gl Aoy LS r.m.ned by
an algogﬁFﬁﬁéEgﬁge?hgeggF eﬁtp%ggfb%bgggﬁﬁkmi%B%E??gggggébﬁggggag es" or
"No" anpigmehbst hseuobeas Aggi.nY.04% Nibt exttow o @i fensniy duevel doumerdt s

identit¥ i nformation can ge ﬁf any technol o Y. which | e d% itself to the
our poset DB EREEP - PRAAEAES; 8RO, Ay PRos CBRCEUS RENUERE. CoUrEPEEEEPE-
radi o- f gegeeneNt AAehehBerityPesaelire8nsmigtal-esPess nBbdynfim-sensor can

furthernore be of the'5|ngle-channel(hand-scannln&-), of 'the linear array-,
or of t@entabdingnsnBhBLSErBS- PypEENERdCBRebRdenPlOyecheekived lpr §0edure can

be perf i al .| t e_ge L o] ' ri.al .nunber, or
in a fu§#§8§a§g%£t§gg#asﬁ?§%¥ nﬂ&f%ngg1§§%E%¥lgc%#gggkfg7%%fa%%éggdingly,
t he i nvehitchncaneber dbkyinglhichednad shst enxfrer fautmhedt ichatitngmdgsibam in
particul ar a security docunment, having at |east one marking. Said system
conpri s¥8SAEHBBi | e Wi de- area network (WAN) communi cation device, connected
or linked to an authenticating device. Said marking reflects or emts

el ectromagnetic radi ati on and/or exhibits particular electric or magnetic
charact&ni stitt am attponative enmbediwgati ohhbysperciremehent isaflend deti ce.

i d mapk] furth i 0. Logi i nf i hrough said
ad at | A o PERAF beDer FoE e C ARHSEaPGLEnRr ol By 1EF KoVELSORES ARISPogi cal

i nformaiooo ametcapveoedmby sstedganhhenthast LagedeViphetoritdcspst afray
conprises further a renpte server, including_hardmare and software to
B

est abl | 3hdad| PRRT € BPSBFY FoBPPE CEORRLRTF cIFREA ey e tHil8 &PRCYE24r ea
net wor kyandet Oc&XEH2R98a 0L BaM bl cbht 238 AgdRhRPOREWOr LhY £QAPLISI NG

aut henti cati nhg software and/or authentication data and/or reference data.
Sai d remereaservadigay-absbapedhgr vetutifrest i(eagi. ngthoper deisoms beenbyall.y.
Optional ly said,system conpri neans rypt/decrypt the data transfer
betmeeﬁkgg?@e?eﬁﬁtéﬁﬁg%eeggaﬁgggé?d BOHEEH?ggfi ﬁndg i%@?dTﬁg PRventi on
refers {getheedt absbrbiag tempenanthet heataw,. weene @aldhe figrs khag of the
-itemis interacting with the authenticating device of the comunication
equi prefkil¥ngd invehei BRtr EPeFSTFRINSr ARRLPEPUF0 2RR IiCakl opve Pt 1de
plural i e oheftt 16688" waVE1ENBEROBLRRILEA! LcAULBCRL bealig Al hiakes or
particles are arranged within the marking, Fornlng characteristic,

i dentityicbateori hg thadvaepbieedomaTheofnibet edrctebmagnet igaspectiram,t o

an item wherein an inyvisible 1-dinensional or 2-dinmensional barcode is
arrangeds well as in the mid-infrared (2.5 pum to 25 pm) domain, which

corresponds to the frequencies of the molecular vibrations.



WO 02/01i 12 38 PCT/EP01107111 wthin the marking, carrying characteristic
| ogi cal information about the item The invention refers in particular to
an item WOR#IN2a nmagnetic information carrier is arrangeRCMERH{0OALIhe
mar ki ng, carrying characteristic logical information about the item The

I nvention refers in particular to an itemcarrying a | aser security
mar ki ng, conprising characteristic logical information about the item The
invention refers in particular to an it&mcarrying a radio frequency
transponder, conprising characteristic |logical information about the item
It is easy for the skilled in the art to conceive other nodifications

according to which_the invention can be enbodi ed. These nmay not ewort hy
i ncl udeThRe SBSELBR1NBBERe CREIMPENICOFERSALBGUIBREN T eSERENEN SR bR B e phones,

gi ven that sai d_egui nt _has _data _pracessin nd ol age Lreles
communi catMAYY 3ng°5§g§}zgﬁdlﬁg i eplHfgrﬁégggfﬁﬂﬁ#?gutbﬁ?ﬂ%ﬁpggiﬁF?y.
‘These epbgdhmenss dadf theheeriefendde (Rhevdseoek, 0llkehos @iedireataRss0bnds,

such as pen-shaped barcode readers, |aser scanners, or external _i magi ng
units. Yhéghtingi At arpyoRrdgtencrgdevthanedpporiveti dheorRaterlpapsiecal

effects a I ape L,StI.C sSeqhr] t V- fenring

Feat ur 82 ook BpPERY  BRo A B o AR I Srai ol i iAkeick]

magnet osboilet bénPrBackpails compbhect, oRFFartoirc Aawdyeikses ahdmte aldoed €otri c
' h . 2/ 01s1

propertkggbeaggcﬁ Ehgnggservgg %ﬁg%tia% ggriations to the individual
concentrations of the dyes or pigments constituting the

absorbing part of the ink.

In a third-type embodiment of the invention, the authenticating
device is a hand-held optical image scanner, linked to the
mobile phone via a radio-frequency (microwave) link of the
“"Bluetooth” type. “Bluetooth” is a standardized radio-frequency
(RF) data transfer system for local area networks (LANs),
operating in the free 2.4 GHz ISM (Industrial Scientific
Medecine) band (2.400 - 2.4835 GHz), comprising 78 frequency-
keyed RF channels, which are exploited in spread-spectrum
frequency-hopping mode. The RF output power may range from 1 mW
up to 100 mW, depending on the transmission range to be
achieved. An output power of 1 mW allows to establish a sure RF
communication over several tens of meters even within a
building; the RF penetrates quite well through non-metallic
objects and walls. In the case of a “Bluetooth” or similar RF
link, the mobile communication device may therefore be kept

moderately remote from the authenticating device.

The hand-held image scanner is a pen-type device as known in the
art for the hand-scanning and translation of words or text
lines, e.g. the “Pocket Reader” from Siemens AG. The device used

contains a rolling wheel for sensing the scanning speed, an



Cl ai ns PCT/EPOL/ 07111 1. Use of a nobile comunication device, preferably a
nobi | e tel ephone, for authenticating a security marking on an item 2.
Mobi | e cow®u3ioddRi on devi ce according to claim1, wherein MIT/ERAST11dne

el enent, selected fromthe group of data processing and storage devices,
data transfer devices, userinterfaces, machine-interfaces, and battery, is
functionally connectable wth an authenticating device. 3. Mbile

communi cati on device according to clai @42, wherein said authenticating
device is integrated in said nobile communication device. 4. Mbile

comuni trfiroHredeVED el Aghor dbngckoenliat img, avhesei amsabtedivhbent keatinng
device is_separate fromsaid npbile communication device and connectable to
it via &lWWPERRERR, oR A1REPE BESLPHRKkECEINgLBIFEYC WAINLEASLEH QBYACS .

accordiﬁgeégdg@ebyfac%gjr_j akst QiﬂteEOHB’{rEﬁ!fg”Q Egéﬂ%‘ﬁ%siéﬁf [ MAKREwABE o

refererice data to per aut hentication of said security marking 1n a
'st andal ne- Nb@e0 Bm, Mobidl @ pwpweasodt fbhapdwitbemancoydiny Boadyeiof cthei ns

1to 4, conprising ha re.and software _fqr _connecting t repote server
Lo per 1EFTIBAR KRR Catt o i REATR S Har: £y ShEPRRRg LOR°oaNT FeEhe server
7. Met hegt ¢ &ris tﬂ@rtadi}f)éeatb%afihp{lt of TR EEkgAheirNcpathiigll ar pauseedtht y

docunent, having at least one marking, with the WO 02| 01512
PCT/ EP0A9mraniicalpi ga| odele, nbpr| Boesiftnteawiibh devi®élasuprddleo an

aut hef‘twﬁéﬂgeé‘ei’ﬁcﬁaes%gﬂgt Eﬂgng‘.’”ﬁ‘ﬁéslsﬂgnfl@ﬁ 8%‘28%9 't,(:shs ?E't%??' Ly,
exposi ng e marking to activatrng energy supplred by said authenficating
devi ce; vid)tiles erinlgtanthuet hebileaphogesi ghalkeotheleamdr ki Berusi ng a
detector conprised in sajd authenticating device; (¢) authenticating said
si gnal PFPRFIFLCHURIERRPENtEBRPRECERD REt ABAISRESFIRREVED claim 7
wherein: (a) said marking is activated by exposure to energy, preferably to
el ectromagnetic radiation and/or electric or magnetic fields, originating
from saflee security marking in this example is an invisible, IR-

absorbing pattern, printed with an ink containing 10% of YbvO, as

the IR-absorbing pigment.

In a fourth-type embodiment of the invention, the authenticating
device is a hand-held magnetic image scanner, linked to the
mobile phone via an infrared connection link of the IrDA-type.
IrDA is an optical data transfer protocol for local area
networks (LANs), defined by the Infrared Data Association. It
uses an infrared transmission link in the wavelength range 850
nm - 900 nm, based on IR-LEDs or laser diodes as the emitters
and photodiodes as the receivexrs. The normal data transfer rate
for a serial link is specified as being 9.4 kb/second, but
transfer rates of 2.4 kb/s, 19.2 kb/s, 38.4 kb/s, 57.6 kb/s,
115.2 kb/s, 0.576 Mb/s, 1.152 Mb/s, and 4.0 Mb/s are also
supported by the optical link. Light emission intensity is in
the range of a few milliwatts to a few tens of milliwatts,
enabling optical communication over a range of a few decimeters
up to a few meters. The authenticating device must thus be kept

in optical contact with the mobile phone during operation.



aut henti cati ng device; (b) said detected authenticating signal is

el ectromagnetic radiation and/or electric or magnetic characteristics
emtted oworkgffi®et ed by said marking in response to sai d dndivgRo1/09111Met hod
according to claim7 or 8 conprising the steps of: (i) optionally

downl oadi ng a neasuring and/or authenticating algorithmfroma renote
server or a data base into the nenory of said nobile comunication devi ce;
(ii) downl oadi ng of reference data fromm renote server into the nmenory of
sai d nobil e comunication device; (iii) producing said authenticity signal
accor di Tige tifagn8easUL hAge ab8hhERM sUBRBBdSBhdaalt Reati aatrbpgotievi ce; (i V)
authenticating said authentipitg signal by the neans of said nobile
comuni e bed vagnasiagfanld genegorei1svhipkTmEpoeibhreribgiof the

authenteallng. pLOOLLEDM safpabd bef ehenge, dabaectperghy Pradyci ng an
aut hentication result; (v) geherating an oufput signal“representative of
'sal d ahensnical i ehicksake. kdbwnMevhoHeaeskal edgihothkab®t et §,. from
conprisinq$the addi ti onal stegs of (i) optignal y down| gadi_ng_a measuri ng
algoriﬂ#h rH g988, sense the presence of local magnetic fields, such

as those resulting from a permanently magnetized printed

material, and deliver corresponding electric output siénals.

They can be used to map magnetic field distributions along a

line or over a surface area.

In this embodiment, an ink containing a “hard” (permanent)
magnetic material, such as strontium hexaferrite (SrFei:2015), is
used to print the marking. Such materials are available from
Magnox, Pulaski VA, under the name of “Mag-Guard”, and have
coercivity values of 3'000 Oersted or more. The pigment is
permanently magnetized after printing, by applying a
correspondingly strong magnetic field in determined regions of
the document. The so stored magnetic image is not erased under
normal use conditions, and can thus serve as a permanent
security feature. For reading the image, the magnetic scanner is
moved over the corresponding site on the document, and the
scanned data are transmitted via the IR-link to the mobile
phone, where they are either processed or further transmitted as

indicated above.

In still a further alternative embodiment, a soluble silicon-
naphthalocyanine derivative, absorbing in the 850-900 nm ‘
wavelength range and re-emitting at 920 nm was dissolved in a
liquid ink and applied by flexographic printing onto a blister-
package foil in the form of a product barcode. This product
barcode was read with thg help of a especially designed pen-

shaped barcode reader, connected to an electronic organizer of



renote server into the nenory of said nobile conmunication device; (ii)
produci ng said authenticity signal according to a neasuring algorithm
usi ng sai WOHOhHEAt i cati ng device; (iii) uploading the aut RGWERN{O§I1d| gnal
of step (ii) to a renote server; (iv) authenticating said authenticity
signal on said renpte server, using a correspondi ng authenticating

al gorithm and correspondi ng reference data, thereby producing an

aut hentication result; (v) downl oadi ng2he aut hentication result of step
(iv) fromthe renote server to the nobile commnication device; (Vi)

gener atiig MK PobmEhHDSALHLP! EpeAl at e Bhr&sHd adbbent teabro8edesul t.
11. Method according to Claim9 or 10, wherein said downl oadi ng and/ or
-upl oadi&RP i JeF R orfebhesergl bakienr goutaer yphedetehhabiPBnlight wWBEhod

di fo, ft , ai 11 ' i d ' ' t
eact L RHTET | B v BPFAPATE £ 65F ohen 30 BT Bmentis oT4SSREECSRE  hoo
accor digigh § 95 HefPbmt PRe Chat88dd-#ds WEEEEBASBYUa silicon photodiode,

whose spectral sensitivity range was delimited by a bandpass

filter to 920+10 nm. Said silicon photodiode is part of a photo-
IC of the type 84282-11 from Hamamatsu. Said photo-IC enables
noteworthy optical synchronous detection under background light;
it generates a 10 kHz pilot signal to drive the excitation LED,
and is sensitive exclusively to response signals which
correspond to the pilot signal in frequency and phase. Said
photo-IC, excitation LED, and optical filters are all arranged
within the pen-shaped housing of the barcode reader, together
with plastic light guides for guiding the light from the LED to
the pen’s tip, and the emission from the document back to the
photo-IC. The photo-IC in this barcode reader delivers a digital
output signal, which is representative of the presence or

absence of luminescence at the pen tip.

In yet another embodiment, the mobile communication equipment
contains components to perform a simple physical authenticity
checking on a security document. In this example, an UV light
source (e.g. an UV-LED emitting at 370 nm with 1 mW optical
output power) irradiates a determined location containing a
gecurity feature on said document. Said security feature is
printed with an ink containing the narrow-line luminescent
compound Y,0,S:Eu, which has a visible emission in the red, at
625 nm. The luminescent response at 625 nm is recorded by a
silicon photodetector, through a narrow-line optical bandpass
filter 625 + 1 nm. To discriminate the luminescent’s response

from ambient background light, the excitation source is switched



mar ki ng conprises at |east one |um nescent material. ' 14. Method according
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material. 16. Method for the authentication of an item according to one of
the clains 7-11, wherein said marking conprises a mcrochip transponder.
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7-11, wherein said marking conprises a characteristic particle or flake
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other detector set-ups and filters for observing the luminescent

emission, can be used in the context of the invention.

In a variant of the previous embodiment, a luminescent ink
having a characteristic luminescence decay time is used to print
the security feature, and the luminescence decay time is
assessed via a determination of the modulation-transfer function
of the luminescent emission, using a pulsed excitation seguence
at various pulse repetition frequencies: E.g. the ink containsg
the luminescent compound Y;0,S:Nd, which emits at 900 nm

wavelength having a luminescence decay time of the order of 70

us. The luminescence is excited by a 370nm LED, which is
modulated by a low-frequency signal of frequency £. The
luminescence response is detected in-phase to the modulation
frequency £, such that background light contributions are
effectively suppressed. When the modulation frequency f is
scanned from 1 kHz to 20 kHz, a drop of the detected signal is
observed at 14 kHz; above this frequency, the luminescent is no
longer able to transfer the modulation of the excitation source.
This drop in the modulation-transfer function is a measure of
the luminescence decay time. An “authentic” signal is thus

issued only if the correct luminescence decay time has been



(d) optionally hardware and/or software to encrypt the data transfer

bet ween said communi cati on device and said renote server. 19.
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a renote server containing authentication software and/ or authentication

VEfEVEQQQDQ@éﬁ-embyﬁlﬂgﬁQlﬁ@oéﬂdggTEEEC%ﬁ@75&@h89t1§¥§§§H]B@roptlcally

authentlcatlng I tens, particul ar a security docunent, having at | east
one nar¥@nipb %lunhﬁrﬂrn@eﬁkﬂeﬁlViﬁgtbechQEQGﬂétignl@fphyglcaI behavi or in

respons vatin ne er.ahl e eti diatio
and/ or @ %%%?F%g%%t%% n% égé?ageﬁga §88§§ %n%%%g%??s?% %e€§¥r85n8§||e
Connuni&méé@nlﬂ@MéCeAthén@eﬁ@hdeﬁtOQéSEEGQlaﬂch&QédgérﬁQQ&EE|akées, dat a

transfer capabilities, user-interface capabilities, and nachine-interface
strongly tied to particular materials and to the corresponding,
often expensive, manufacturing processes, and therefore hard to
counterfeit. The embodiment for the authentication of optically
variable inks is a variant of the micro-spectrometer-based
embodiment disclosed above. Two micro-spectrometers, or,
preferably, a double-spectrometer are used for collecting
substantially parallel light from the item or document at two
predefined viewing angles, one corresponding to near-orthogonal
and the other to near—grazing view. In the embodiment, these

observation angles were chosen at 22.5° and at 67.5° with

respect to the normal to the printed sample surface, and the

beam divergence of the collected light was kept within X 10°.
The sample is preferably illuminated with diffuse incandescent

light incident from the opposite site.

In a further embodiment, the communication equipment is laid out
for detecting a characteristic radio frequency or microwave
resonance on said item. Said resonance can be a natural
resonance of a material, e.g. the internal nuclear magnetic
resonance line of cobalt metal in its own magnetic field
(ferromagnetic nuclear resonance, located at about 214 MHz) can
be exploited. The security document is marked with an ink patch

containing metallic cobalt powder. The detecting unit comprises
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and/ or software to comunicate to said nobile conmunication device, an

aut henticating software, and/or authentication reference data, (d)
optionally, means to encrypt the data t4%nsfer between said renote server
and said communi cation device. .A N A3& A
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units.

Still a further embodiment relies on amorphous magnetic
materials as the marker, such as CoxsFegoSiis or the like, which
show easy magnetization with low coercivity (< 5 Oe), high
squareness of the hysteresis curve, and a correspondingly high

Barkhausen effect. These materials and the corresponding reading
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Article Surveillance (EAS) applications.

In the following, an example of an authenticating cycle, using a
micro-spectrometer authenticating device according to the
second-type embodiment, is given. The item to be authenticated
is a tax banderole, such as is issued for the perception of
taxes on alcoholic beverages by state agencies. The tax
banderole carries a printed ink patch, showing a particular
spectral feature in the infrared diffuse reflectance spectrum in
the 700 nm to 1000 nm range. Said particular spectral feature is
produced by the admixture to the ink of an infrared absorber

pigment, which may be of the types mentioned above.

The authenticating equipment comprises an authenticating device,
which is wire-linked to a mobile phone via the phone’s serial
connector. The mobile phone comprises a chip card with processor
and memory, able to interact with the authenticating device. The
authenticating device comprises a micro-spectrometer with
collection optics, mounted on a 256-pixel linear photodetector
array, a small incandescent light source, as well as read-out
and digitalization electronics for the photodetector array and
an interface for data transfer from and to the mobile phone’s
serial port. The authenticator device is powered by the mobile

phone’s battery.

To authenticate the tax banderole in question, the corresponding
authenticating algorithm (program), as well as the reference
infrared absorption spectrum, are first downloaded into the
phone by a call to a password-protected remote server. The
program and reference data are installed in the phone’s chip

card and the program is launched via a corresponding keyboard
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. he tax banderole, on top of the ink patch to be authenticated,
and the measurement is launched by pressing a key on the mobile
phone. The incandescent lamp and the micro-spectrometer are
powered up, and a diffuse reflectance spectrum is acquired and
stored in the mobile phone’s chip card. Then the authenticating
device is immediately powered down again, to save battery. The

whole measurement cycle takes less than a second.

The measured data (S), stored as a vector of 256 spectral
intensity data points (s;) representing the wavelength range from
700 nm to 1000 nm, is appropriately pretreated, e.g. by
subtracting the measured mean (Sgean) intensity value from each of
the spectral points (si: = Si-Spean) - The downloaded reference
data (R) is equally stored as a vector of 256 sgpectral points

(rij) corresponding to the same wavelength range. Preferably, the

reference data is normalized, i.e. % r;? = 1.

The similarity of measured data (S) and reference data (R) is
checked via the correlation coefficient ¢ = T ris; /(2 8,2)%?, R
is assumed being normalized. If the correlation coefficient c
equals 1, the waveforms (reflectance spectra) of measured data
and reference data are equal. In general, ¢ can take any value
between -1 and +1. The measured sample is declared to be
authentic if ¢ is above a correspondingly defined and previously

downloaded limiting criterion Ciinm-

The processor in the mobile phone performs these operations, and
displays an “authentic” or “counterfeit” message on the mobile
phone’s display unit. An audible signal may be displayed as well

through the mobile phone’s speaker.
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] € e reference daEa can be used as a decision criterion. To

this aim, the measured data (S) are first normalized, such that
2 84 = 1. The reference data (R) is assumed being normalized,

too. The mean deviation d = (Z(s;-r;)?/N)¥?, with N = number of
sampling points (256 in our case), is a measure of divergence
between measured (S) and reference (R) data, which can be
checked against said decision criterion. If d exceeds a
correspondingly defined criterion dj;;n, the measured sample is

declared to be counterfeit.

Said authenticating of samples can occur off-line once the
authenticating algorithm and reference data have been
downloaded, using the simple authenticating device connected to
the mobile phone. The authentication result is displayed off-
line. It can optionally be retained in the phone’s memory,
together with user-input or scanned item identifiers and the

like, for a later uploading to the remote server.

Alternatively, said algorithm can also be carried out on the
remote server; in which case the mobile phone simply uploads the
measured data (S), in its case together with user-input or
gcanned item identifiers and the like, to the remote server, and
receives back the result of the authentication operation. In
this case, the remote server can directly protocol the

authentication operation.

The authentication software is preferably distributed only to a
limited number of authorized users, which have given access to
it via corresponding passwords and encryption keys. Preferably,

the data transfer between the communication device and the
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' So far, only the authentication of physical features has been

considered. In a more advanced embodiment, the checking
comprises as well the reading of logical information on said
item. In an example, a 1-D or 2-D barcode, printed on the item
with magnetic ink, is read with the help of a one- or two-
dimensional magnetic sensor array (e.g. of the magneto-resistive
type, or of the Hall-effect type) and evaluated in terms of
authenticity of the item in question. Magnetic sensor elements
of the magnetoresistive type commercially available, e.g. the
KMZ-51 from Philips. They can be arranged in arrays and have
sufficient sensitivity to measure weak magnetic fields, such as
the field of the earth. A Hall-effect sensor array has been
described in US 5,543,988. The realization of a magnetic ink
detector for documents is described in US 5,552,589. It shall be
understood that said barcode and the corresponding detector unit
can also be realized with other than magnetic technology: e.g.
UV-absorption, IR-absorption, narrow-line visible absorption, UV
- visible - IR range luminescence, dielectric or metallic

printing, etc.

In a simplexr version, the reading of information relies on a
single-channel detector, combined with a manual scanning of the
sensitive area of the item to be authenticated. The simple
luminescence, metallic and magnetic sensor units described
herein before can advantageously be used for this purpose. It
shall be understood that the single-channel detecting unit can
again be realized in any technology which lends itself to a

reading of information from a support.
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particular, using the audible display, a currency detector /
authenticator for the blind people can be realized, which, aftexr
authenticating the currency, audibly announces the respective

currency unit and denomination.

A particular embodiment relies on information stored within a
microchip transponder, contained in or on said item. Microchips
bonded onto the security thread of a banknote, using the
metallised parts of it as their antenna, are feasible and have
been presented to the security community. In this embodiment, a
spread-spectrum transmitter contained in the communication
equipment, or in an accessory to it, is used to interrogate the
microchip transponder and to read the stored information for
checking purposes. Transponder chips operating in spread-
spectrum technology in the required frequency bands (e.g. the
2.4 GHz 1ISM band) are known to the skilled in the art. It shall
again be understood that, in the context of the invention, the
communication with the microchip transponder can rely on any
feasible technology and is not restricted to the mentioned

spread-spectrum communication protocol.

In a particularly preferred embodiment, use is made of the
communicating facility of communication equipment, to cross-
check the authenticity information of said item, specifically of
a document, in particular of a security document with the
issuing authority’s data on said item. Security documents (such
as bank notes, credit cards, passports, identity cards, access
cards, driving licenses, etc.) can noteworthy be marked to their
physical identity by a number of ways: incorporation of random

distributions of colored, luminescent, metallic, magnetic, or
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digstributions of determined, detectable particles of said types;
laser- or ink-jet marking of the security document with an

appropriate random pattern; etc..

This identity data, which is unique to the item concerned, can
be tied by the issuing authority to the particular security
document’s serial number, and the resulting correlation data can
be made available in a database for cross-checking purposes. The
security document’s identity conferring feature is sensed by an
appropriate detector incorporated into the communication
equipment, and the resulting identity data is mailed, together
with the security document’s printed serial number, to the
issuing authority’s database. A “yes” or “no” answer is then
mailed back to the sender, to confirm or to infirm the physical

authenticity of the security document in question.

In an example of this embodiment, an ink patch containing

opaque, particles of 30-50 pm size is applied to the item by
screen printing. The particles are preferably flat and can e.g.
be chosen out of the groups of optically variable pigment
flakes, aluminum flakes or opagque polymer flakes. The
concentration of flakes in the ink is arranged such that the
number of flakes per cm?® is preferably chosen to be of the oxrder

of 10 to 100.

The flake pattern, which is characteristic for each individual
item, is sensed within a well-defined area of the document in
translucency by a two-dimensional CCD sensor element, applied in
contact-copy mode onto the area concerned. The CCD sensor

element has typical dimensions of 0.5 inch by 0.5 inch (i.e. 12
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x 12 mm) with, depending on the pixel size, either 256 x 256,

512 x 512 or 1024 x 1024 active pixels. In the context of the
present example, a 512 x 512 pixel sensor proved to be
sufficient. Such elements and corresponding driver electronics
are commercially available. According to the art, a fiber-optic
plate is preferably inserted between the sensor surface and the
print, in order to protect the sensor from dirt and mechanical

damage, without degrading its optical resolution performance.

The first checking of the so marked item with the CCD-sensor is
performed after printing, and the resulting picture of dark
micro-spots is stored, together with the document’s serial
number, in the issuing authority’s database. Upon authentication
by a user, the document is applied onto a corresponding sensor
element contained in communication equipment,band the resulting
picture of dark micro-spots is mailed, together with the
document’s serial number, to the issuing authority’s database,
where the degree of correspondence with the originally stored
data is determined by an algorithm, and the authentication

regult is mailed back as a “Yes” or “No” answer to the user.

Again, the detector for sensing the document’s identity
information can be of any technology which lends itself to the
purpose: optical transmission-, luminescence-, magnetic-,
dielectric-, radio-frequency- and other types of sensing are
possible; the sensor can furthermore be of the single-channel-
(hand-scanning-), of the linear array-, or of the two-
dimensional-area-type; and the identity checking procedure can
be performed with manual input of the security document’s serial

number, or in a fully automated fashion.
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) authenticating an item, in particular a security document,
having at least one marking. Said system comprises a mobile
wide-area network (WAN) communication device, connected or
linked to an authenticating device. Said marking reflects or
emits electromagnetic radiation and/or exhibits particular
electric or magnetic characteristics in response to
interrogation by said authenticating device. Said marking may
further contain logical information, vectored through said
radiation or characteristics, and said characteristic response
and logical information are captured by said authenticating
device. Said system comprises further a remote server, including
hardware and software to establish a link to said mobile
communication device via a wide area network and to exchange
data with it, said data noteworthy comprising authenticating
software and/or authentication data and/or reference data. Said
remote server may also perform authenticating operations
centrally. Optionally said system comprises means to
encrypt/decrypt the data transfer between said remote server and

said communication device.

The invention refers further to an item to be authenticated,
wherein the marking of the item is interacting with the

authenticating device of the communication equipment.

The invention refers in particular to an item, wherein a
plurality of at least one type of optically authenticate-able
flakes or particles are arranged within the marking, forming a

characteristic, identity-conferring random-pattern.

The invention refers in particular to an item, wherein an

invisible l1-dimensional or 2-dimensional barcode is arranged
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within the marking, carrying characteristic logical information

about the item.

The invention refers in particular to an item, wherein a
magnetic information carrier is arranged within the marking,

carrying characteristic logical information about the item.

The invention refers in particular to an item carrying a laser
security marking, comprising characteristic logical information

about the item.

The invention refers in particular to an item carrying a radio
frequency transponder, comprising characteristic logical

information about the item.

It is easy for the skilled in the art to conceive other
modifications according to which the invention can be embodied.
These may noteworthy include the use of mobile communication
equipment other than mobile phones, given that said equipment
has data processing and storage, wireless communicating, and
user- and machine-interface input-output capability. These
embodiments do further include the use of other sensor
accessories, such as pen-shaped barcode readers, laser scanners,
or external imaging units. These variants do also include the

exploitation of other physical effects than the mentioned ones

ag characteristic security-conferring features. Such effects may

noteworthy include UV-absorption, magnetostriction, Barkhausen
effect, RF or microwave resonance, dielectric properties, and

the more.
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1. Use of a mobile communication device, preferably a mobile

telephone, for authenticating a security marking on an item.

2. Mobile communication device according to claim 1, wherein at

least one element, selected from the group of data

processing and storage devices, data transfer devices, user-

interfaces, machine-interfaces, and battery, is functionally

connectable with an authenticating device.

3. Mobile communication device according to claim 2, wherein
said authenticating device is integrated in said mobile

communication device.

4, Mobile communication device according to claim 2, wherein
said authenticating device is separate from said mobile
communication device and connectable to it via a wire-link

or a wireless 1link.

5. Mobile communication device according to one of claims 1 to
4, comprising hardware, software and reference data to
perform authentication of said security marking in a stand-

alone mode.

6. Mobile communication device according to one of claims 1 to
4, comprising hardware and software for connecting to a
remote server to perform authentication of said security

marking on said remote server.

7. Method for the authentication of an item, in particular a

security document, having at least one marking, with the

10
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(a) optionally, exposing the marking to activating energy
supplied by said authenticating device;

(b) detecting an authenticating signal of the marking,
using a detector comprised in said authenticating
device;

(c) authenticating said signal in said communication

device.

8. Method according to claim 7 wherein:

(a) said marking is activated by exposure to energy,
preferably to electromagnetic radiation and/or
electric or magnetic fields, originating from said
authenticating device;

(b) salid detected authenticating signal is electromagnetic
radiation and/or electric or magnetic characteristics
emitted or reflected by said marking in response to

said energy.

9. Method according to claim 7 or 8 comprising the steps of:

(i) optionally downloading a measuring and/ox
authenticating algorithm from a remote server or a
data base into the memory of said mobile communication
device;

(ii) downloading of reference data from a remote server
into the memory of said mobile communication device;

(iii) producing said authenticity signal according to a
measuring algorithm, using said authenticating device;

(iv) authenticating said authenticity signal by the means

of said mobile communication device, using an
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thereby producing an authentication result;
(v) generating an output signal representative of said

authentication result.

10. Method according to claim 6 or 7, comprising the additional
steps of:

(i) optionally downloading a measuring algorithm from a
remote server into the memory of said mobile
communication device;

(ii) producing said authenticity signal according to a
measuring algorithm, using said authenticating device;

(iii) uploading the authenticity signal of step (ii) to a
remote server;

(iv) authenticating said authenticity signal on said remote
server, using a corresponding authenticating algorithm
and corresponding reference data, thereby producing an
authentication result;

(v) downloading the authentication result of step (iv)
from the remote server to the mobile communication
device;

(vi) generating an output signal representative of said

authentication result.

11. Method according to claim 9 or 10, wherein said downloading
and/or uploading is performed using a secure, encrypted

connection.

12. Method according to one of the claims 7-11, wherein said

marking comprises at least one magnetic material.
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15. Method according to one of the claims 7-11, wherein said
marking comprises at least one radio frequency resonant

material.

16. Method for the authentication of an item according to one of
the claims 7-11, wherein said marking comprises a microchip

transponder.

17. Method for the authentication of an item according to one of
the claims 7-11, wherein said marking comprises a

characteristic particle or flake pattern.

18. Unit for authenticating an item, in particular a security
document, having at least one marking, said marking
exhibiting a characteristic physical behavior in response to
activating energy, preferably electromagnetic radiation
and/or electric or magnetic fields, said unit comprising:
(a) a mobile communication device having data processing

and storage capabilities, data transfer capabilities,
user-interface capabilities, and machine-interface
capabilities;

(b) an authenticating device, coupled to said mobile
communication device, said authenticating device
comprising a device for producing said activating
energy and for detecting said characteristic physical

behavior of said marking,
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authentication device comprising hardware and/or
software for connecting said mobile communication
device to a remote server containing authenticating
software and/or authentication reference data,

(d) optionally hardware and/or software to encrypt the
data transfer between said communication device and

said remote server.

19. Authentication device for authenticating an item, in
particular a security document, having at least one marking,
sald marking exhibiting a characteristic physical behavior
in response to activating energy, preferably electromagnetic
radiation and/or electric or magnetic fields, said device
comprising:

(a) a device for producing said activating energy and for
detecting said characteristic physical behavior of
said marking, and for producing an authentication
result;

(b) means for generating an output signal representative
of said authentication result;

(c) coupling means to couple said authentication device to
a mobile communication device, preferably a mobile
phone, having data processing and storage
capabilities, data transfer capabilities, user-
interface capabilities and interface capabilities;

(d) said authentication device comprising hardware and/or
software for connecting through said mobile
communication device to a remote server containing
authentication software and/or authentication

reference data.
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(a) a mobile communication device having data processing
and storage capabilities, data transfer capabilities,
user-interface capabilities, and machine-interface
capabilities;

(b) an authenticating device, coupled to said mobile
communication device, said authenticating device
comprising a device for producing said activating
energy and for detecting said characteristic physical
behavior of said marking,

(c) a remote server comprising hardware and/or software to
communicate to said mobile communication device, an
authenticating software, and/or authentication
reference data,

(d) optionally, means to encrypt the data transfer between

said remote server and said communication device.



