WO 2004/ 086228 PCT/ AU2004/ 000387 "Security System and Method for Conputer
Operating Systens"” Field of the Invention This invention relates to a security

syst em f orwgagidfogép@g dat a and information 5 stores in coppgighofysdens and a
met hod of securing the sanme. More particularly, the invention relates to a

security systemand nmethod for securing an operating systemof a conmputer. In
the context of this specification, a copputer systemis defined to include a
conput er having a central processing unit (CPU) and a storage device, which
10 may be a hard disk, CD RRWor other read/witeable data storage nedia or

any conbi ngbpGHinpSy{in SHEEMeRAOH for Cbiffiltel RRIBANGIS PRl O TOre such
conput ersTa , perating system

of a conmputer conprises software and data which provide an interface between
a user and the hardware of the conputer, and 15 which control all other
prograns to be run on the conputer. An operating systemmay therefore handle
interface to peripheral hardware, schedul e tasks, allocate storage, and

pr esent a?ﬂez&ﬁgléi‘e:lﬁ{"%ﬁ@@e to the user when no application program is

runni ng. e may conprise a command | anguage, graphical user
interface or wi ndow system An operating system | oader, BICS, or other 20

fi Lred,. b i Wwh i [ ] i
gener al |y 1BOnEMREREH BIES db BnSeRlacy AT Jof situRta Farnrn g dPRITRBRR | o used
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read/ witeabl e storage device created by formatting the storage device. 25
Thr oughoupattigelagiye thef invention relatdsciosa seeurgy system aagunetwddonseoliriig amhe word

under st 0o@PR BB YBi5H 058338 RRRH AU004/ 000387 -2 i mply the i ncl usi on of a

stated integer or group of integers but not the exclusion of any other

I nteger ln reoucBnngtior}tt%gsers%éciﬁcation, a computer system is defined to include a

- computer having a central processing unit (CPU) and a storage device, which

10 may be a hard disk, CD R/W or other read/writeable data storage media or any
combination of the same, and a network incorporating one or more such

computers, as in a client server system.

As used herein, an operating system of a computer comprises software and data
which provide an interface between a user and the hardware of the computer, and
15 which control all other programs to be run on the computer. An operating system
may therefore handle interface to peripheral hardware, schedule tasks, allocate
storage, and present a default interface to the user when no application program
is running. The user interface may comprise a command language, graphical
user interface or window system. An operating system loader, BIOS, dr other
20 firmware required at boot time or when installing an operating system are not

generally considered part of an operating system.

The term “partition” is used herein to mean a section, zone or contiguous grouping
of data blocks in a read/writeable storage device created by formatting the storage

device.

25 Throughout the specification, unless the context requires otherwise, the word

“comprise” or variations such as “comprises” or “comprising”, will be understood to



Background Art In these days of w despread conputer usage, data stored on a
conputer system 5 is becoming increasingly accessible to a variety of users.

This may opeubosisegt!y in real time via |local and/ or regLAAnyERMsTa
conmputer systemby different users or indirectly via the | oading and running

of conputer prograns at predetermned tinmes automatically or manually by a
user of the conputer system Wth the dvent of conputer networks allow ng
renote access to conputer systens via 16 7Tocal area networks and w de area

net wor ks suc s,tge I'nternet %ﬂ%d t he read transfer of conputer prograns
and data HBPWCOR ROHPANET assistachiltegsnQfarounehinieogrs\but natdpp wxaiusien aind cp
ROMs or auhosihéGatdosr b i tworks, the security and integrity of
data and in?ormat ﬁor?ésrt (lr)gé onPt héégér}g'ad/wi te stores of conputers is becom ng
i ncreasingly of paranmount inportance. 15 It is now common place for conputer
systens t c@@g "anti-virus" software in order to protect the data and
informati(;Bnais oégﬁa%’i‘%t he storage device thereof fromhostile conputer
progranms, and user authentication procedures allowi ng predeterm ned |evels of

Systom  ad Bk P, B RIdREbLEEy ShRERRer bt atObRRE o hfuflsr SRR Dpee of
anti - vig ugs betdmmigeinarssi adbédubIbite 2t VAetP P UBEM. SThissAdy bedaydirsctiyhe very
fact that they are enbodied in software, which is required to be executed

under t he iR E! tigle via loerl ayskorrametediser @i epmpHEer syRismm Sy, diffRiiest Userg or

pre-requi gidt; re; |- VLLUS. Qr. i | f unction
correctl y%&slpetcjﬁgtw?#@Bc@%mgerbhgyrs é‘h’i‘%ﬁt"%ﬁ{e‘;@% g?ﬁb%@?-p gé\\@é{%{%ﬁ] -efﬁjp and 25
i nvoke t heingze aatomaticaylg tammiaruadinl by’ a usérotithep mputers sgstesec Uithythdef eat i ng
processes affecting the conmputer during this tine. In the case of antj-virus
sof t war e, a9yeht af compstaronetarks fllowing remele BEGEHY 0 SOMPUALRVEEBEE WA t he

VITUS R 8RR dRa efWSr it Wigd 8réd heRRSkISUER RCHY fidiR, and tndready -

- - - transfer of -computer -programs -and -data -between computer systemda\OeiBir4/ 086228

PCT/ AU2004/ oooer
manuall

7 -
?/ via ﬂgppy disks and CD ROMs or automatically via computer networks,
the security and integrity of data and information stored on the read/write stores of

computers is becoming increasingly of paramount importance.

15 It is now common place for computer systems to incorporate "anti-virus" software
in order to protect the data and information stored on the storage device thereof
from hostile computer programs, and user authentication procedures allowing
predetermined levels of access to data and information stored on the storage

device of the computer system, dependent upon the status of the user.

20 A problem with most types of anti-virus software and user authentication protocols
used today is the very fact that they are embodied in software, which is required
to be executed under the control of the operating system of the computer. Hence,
a pre-requisite for such anti-virus or user authentication software to function
correctly is that the computer system must be able to power-on, boot-up and

25 invoke the operating system "cleanly”, without any virus or security defeating

processes affecting the computer during this time.

In the case of anti-virus software, most of this software depends upon having

some knowledge of the virus or type of virus that it is attempting to secure the
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entered onto the conputer systembefore a particular virus finds its way to
the conputer system As certain viruses can be extrenely hostile and
destructi wgoh004a8628t er systens, the lag tinme between thetiiu9is/ 654 rence of

a virus and the production of software 5 to conbat the virus still creates a
wi ndow wi thin which oftentines irreparabl e danmage can occur to certain
conputer systens infected with such a v%,rus. | ndeed, the production of
viruses and anti-virus software does have a tendency to be self-perpetuating.

Thus whil st better solutions may have been proposed in the ast to combat
viruses afHteIgdntadhercomnrider .swtem befere amariciiar wees HRdstitfewaydpetheo of t he

art has r (% d adopting a software approach to deal wth the
pr obl em %ogﬁ\kﬁf s%{angi I'hg this, various hardware-based sol utions, which are
intrinsically nore reliable and resilient in preventing virus or unauthorised

ovever . (aeeld iGGEs BRnbeRRRath e DSl o MG PR RO ARBRRE SOS B5 1y

to differend laantimedeanegenthd firstactumansd andairds apd thevygodestion etsafffire
i nteracti on of a technjcal _ nature wel]| beyond the nere | oading of executable

progr ars, {9 @W%r”\eonét‘“tq{éﬁieéf ﬁe‘&’ﬂd\%\’ ¥ithisy evhigh ftentimes "’Tﬁnﬁa@ﬁer ating
syst em of d%%&%ﬁ ?ﬁe 'c%‘?ﬂm n&@qq Widd SAH eﬁ@h\l\ﬁagﬁu

devi ce or OVGI’T’EI’] [ on sec pro I'ens app ere ?he

gperk at :j ng Iisdesdcs lthe @r@dumtued ojmmseeadﬂ\untt\ﬁam sofvareatpesdeaveca témwéh(%st%w hard
is rive In contrast, storing the operatjn systemona
provi des @eﬁ?P%@eﬁiﬂt"@aa— husivilst peEer E?IPF'?'S}gmﬁyah% PRen (Pﬁ%?%?qq@ thest em

cannot be prareﬁtd; écﬁﬂﬁa& \ﬂg.ge%%&%th;}gg%cﬁmxyoft?ﬁtﬁgﬁﬂ%f%ﬂn néﬁ' thBStdfe ROM

itself. Furt , operating em ca e upgraded by replacing

t he CDCRCMf the arbbkd reenzined mraged @slopting e soffware appragdhntp deat emthfthe a
conput er al read/ witeabl e storage device. WO 20041086228 PCTI AU20041000387
-4- Discl (9§ €"bf the Invention

Notwithstanding this, various hardware-based solutions, which are intrinsically
more reliable and resilient in preventing virus or unauthorised access to data
stored on a computerrsystem, have been proposed in the past. However, these
15 have been awkward to apply, restricted in their adaptability to different and
changing formatting standards or have required user interaction of a technical
nature well beyond the mere loading of executable programs, in order to make

them effective or even operational.

The operating system of a computer is typically stored on a read/writeable storage
20 device or a CD-ROM. The abovementioned security problems apply where the

operating system is stored on a read/writeable storage device such as a hard disk

drive (HDD). In contrast, storing the operating system on a CD ROM provides

security but sacrifices flexibility because the operating system cannot be modified,

and the computer can only be operated with the CD ROM itself. Further, the
25 operating system can only be upgraded by replacing the CD ROM.

It would be advantageous to secure an operating system for a computer in a

read/writeable storage device.



In accordance with one aspect of the present invention, there is provided a
security systemfor an operating systemof a conputer having a host central

processi ngygBdsosdals) . menory used by the host CPU to | opdrauegamtessy n order 5
to operate the conputer and a read/witeable storage device for storing data

to be handled by the conputer, the security system conprising: a security
partition forned in the storage device, ,wherein the operating systemis
stored in the security partition; proflﬁlng neans to define at | east two
different data access proflles with 10 respect to the storage device for
users of tHeclosyseafthedneentieRss profile ascribing read/wite access to data
stored on said security partition, and the other access profile ascribing a
bl ocki ng | evel of access that does not permt wite access to said security
partiti on;naareopianga mithneassaspectsell tha ipresentbinyertiony there iacereyidageeween t he

nost S, PPy BB B Bt SRt TyoE R HBUEE S B, o

at any processiry upi(CPU)Nmidmdry wdeer sy fheSﬁbét CPLLto R@dNB@gRarhs in beggrendent

and separately configurable of said host CPU to inpose and continuously
mai nt aith {REPPEAIRE CoOmMRMRN ant a road/waitentie starage sleyisedfos stsinordatpde Okt i on for

users effe@hb regar%@ugﬁt% Sséc[]rl [éjrﬁn%ﬁ,ngte the particul ar data access

profile thereo equen i ons of the host CPU.
Preferably, the security systemi ncI udes aut henti cati on neans to authenticate

cai o 95 bl ockitngP RSPt doftaBd 7 bk oGl0Y BcREE" HhtREY et oPREYRUL, | ?H on
in accordance wybfen h;estdaécamatﬁe%%uﬁfy(ﬁarhﬁomf t hat user, before that user
able to access said security partition regardl ess of the particul ar data

access profile of fhat i tear WO 2004/086228 PCT/ AU2004/000387 -5
Preferably, theref¢ hieansy®t 8BTihd @t Ueast W afferéRidaRARBcdIBRAMSIEMIthof t he

10 respect to the storage device for users of the computer, one access profile
ascribing read/write access to data stored on said security partition, and
the other access profile ascribing a blocking level of access that does not

permit write access to said security partition; and .

blocking means for selectively blocking data access between the host CPU
15 and the security partition in accordance with the particular data access
profile defined for a user effecting data access to the storage device at any

particular point in time;

wherein said blocking means is independent and separately configurable of
said host CPU to impose and continuously maintain the requisite level of

20 data access to said security partition for users effecting said data access in
accordance with the particular data access profile thereof regardless of the
subsequent operations of the host CPU.

Preferably, the security system includes authentication means to authenticate a
user of the computer having a prescribed data access profile and configure said
25 Dblocking means to control subsequent access io the security partition in
accordance with the data access profile of that user, before that user is able to

access said security partition regardless of the particular data access profile of

that ricar



host CPU for controlling the operation of said blocking neans for bl ocking
access between the host CPU and the storage device in response to said

aut hent i caypanuaoge€ass. 5 Preferably, the bl ocking nmeans bpreaso@ldoosdat a access
by the host CPU to the data storage device before initialisation of the

security systemand includes intercepting neans to intercept all said data
access imedi ately after said initialisation under the control of said
processi ng neans. Preferably, said procé&ssing neans effects independent
control of_the host CPU 10 and configuration of the conputer in a nanner so

as to preJdRteahYuthe Sesuaty syetessi ePOCEsage meansndapendent ¢f the

I ntercepti o= LI | ' ; inqggﬁj% I d
initiali sa}ﬁ%})n ang)ﬁbéegfrglﬁoglﬁfbf)g%?org@r gﬁor?ﬁlgeg%g:@gta?ﬁ Sys g}$%é(¥c'?ﬁf%sé%én%ut er.
Pr ef er abl yhetweénl tikesbbshCRthbndrithestorage nbicesinarespbhsate sambautbentitationonput er
to 15 be effected after correct authentication of the user, and said
processi ng"f¥%hs pernits nornal |oading of the operating system during the

start up sequence of the conputer follow ng said software boot. Preferably,
the security sgstem i ncl udes program rre‘?gr{mrreans i ndependent of the nenory
a

of the TorfpBiesablynthe Heckingmagengbipckea argesshy heshert CRWdo thedataovi de
conput er : e I 0 ' - manner
o Cont r ol 308 Ty bR ittt of f R P INER el iRk Aging ™ 0oL
nmeans i ndepeadetd indércept all maid dataneecoess dnunadiatedy afteg saideitiaiisatiort bederonput er
to store ¢ itical‘cc%ata and control elenents associated with the basic
oper at i on {Bf CPRECLQIHAIR BFOGETEINGWERRS. 25 to the storage device. Preferably,

said critical data and control elenents are supplied to and used by the host
CPU for verification of the storage device and operating the conputer
i nri enanr IR{Btargblyr sichpracessing meads redfeets indepgRdenkcentipl of the best. CBHra rf

fL. 10 antt conflouratidfP 04/ 0533AR: AT AR Q9QRBT, orddih SlrRliRbribedt e
aut hentication ns includes a Togin veritfying neans to enable a
access to the storage device, upon said intercepting means intercepting said data
access immediately after said initialisation and before loading of the operating

system of the computer.

Preferably, said authentication means enables a software boot of the computer to
15 be effected after correct authentication of the user, and said processing means
permits normal loading of the operating system during the start up sequence of

the computer following said software boot.

Preferably, the security system includes program memory means independent of
the memory of the computer and the storage device to unalterably store and
20 provide computer programs for operating the processing means in a prescribed

manner to control said access.

Preferably, the security system includes memory store means independent of the
memory means and the storage device of the computer to store critical data and
control elements associated with the basic operation of the computer and access

25 tothe storage device.

Preferably, said critical data and control elements are supplied to and used by the

host CPU for verification of the storage device and operating the computer

indenandantivy Af the ctarana doviea Adiirina tha ctart 11n eamiianrcra Af tha ~ArArrn A



user of the conputer to enter a login identification and password and have
that login identification and password verified to authenticate said user

bei ng an wotbewdssed user of the conmputer having a prescrichetuBiAfobise Of
access to the 5 storage device before allow ng the start up sequence of the

conputer to proceed further. Preferably, said login identification and
passwords of authorised users and the _E[escribed profile of access thereof
formpart of said critical data and control elenents and said |ogin verifying

neans accessgs said critical data and control, 10 elenpents to effect

aut hent i cg’t@fgﬁatﬁ% tge@gh_entmaélpgrrggqa@,g 'mﬁﬁe&r%wm Hsaﬁfmgamqa@scip e«i@i’&@

conpri ses | catd ; ) ermtted

or an authef PEREY b3EuRer @RBMAT: Floin REPRRLAIIH BRE fsBiof Hnd has thet

st or age dépginddemificationbbyd paeswordseerifledd tpauthentoade said| uskr beimgsanurity
artition. 15 Preferably, the independent processin ns_and i ndependent
Brogram meHBIISeRed aﬁléh%cﬁ%‘f'@gegi‘aﬁ@gcBgﬁ’fgéf;'ége%%?rgﬁ%pOf iATECHH 399‘5% dat a
access sChapishe ld%erc@e@éif?fi{ﬁuck\ﬁ@gttﬁ@cgbm@pt&fqu‘éheé%ﬁ%é%wm@teagpﬁceea he main

data and contTto bus o e I n accordance w th ‘anot her aspect of
t he presefigrthatvention, there is provided a 20 nethod for securing and
protecting an operating system of a conputer from unauthorised access, the
conmput er having a host central processing unit (CPU), a read/ witeable
st or age d&réfeeablyr saitologiry idattificatiorb @ant gralsawrédy df euthoriped ersersaadd threnory

sed by the host CPU_to | oad progra In order .to.operate the co ter and
storage dBURSAEDCR HIOfa RbACCERD IIEIGR: 108 RIS 0 RpId QticaF CRlA gtk PORER i n t he

storage deydriéntsHHY §é@ir I:copﬁh %l ﬁ%tainggacc%%é@_@lbid‘cFiﬁ@alstf‘é%éireichb’ccEﬁFélLt i on;

defining at |east two erent "data access profiles wth respect to the
ct nrnrl® r elemenisftaeffect @athenti¢ationeofraugen. itar nna arrace nrnfila acrrlhi.,n
WO 2004/ 086228 PCT/ A1J2004/ 000387 -7 read/wite access to data stored on said
security partition, and the other

Preferably, the prescribed profile of access comprises a prescribed allocation of

predetermined levels of access permitted for an authorised user of the computer
to prescribed partitions of the storage device. Preferably, the prescribed partitions

include the security partition.

15 Preferably, the independent processing means and independent program memory
means are adapted to be connected only in line with the data access channel
between the host CPU and the storage device, and off the main data and control
bus of the host CPU.

In accordance with another aspect of the present invention, there is provided a
20 method for securing and protecting an operating system of a computer from
unauthorised access, the computer having a host central processing unit (CPU), a
read/writeable storage device for storing data to be handled by the computer, and
memory used by the host CPU to load programs in order to operate the computer

and storage device, the method comprising:-

25 forming a security partition in the storage device, and storing the operating

system in the security partition;

defining at least two different data access profiles with respect to the

etarane davieca for rieare nf the camnitar ana arcrace nrafila acrrikhinA



access profile ascribing a blocking | evel of access that does not permt
wite access to said security partition; selectively blocking all data access

bet ween t hwohoefos6E8) and the security 5 partition in acoeerdarneeyooish t he
particul ar data access profile defined for a user effecting data access to
the storage device at any particular point in time;, and inposing and
continuously maintaining the requisite l.evel of data access to said security
partition for users effecting said data access in accordance 10 with the

particul ar data agcess profile {hereof regard|ess of the. subsequent

oper ati ons of trﬁ%g/&‘ﬁ@? a%_ﬁ@?’s If?éiaé?aﬁgq’rf,d PheS3 tsﬁBW'tVrR,"’frﬁﬁ%% %@fﬁlﬁ@‘?\t"iﬂ%%f_ti ng a
user of the conpubes dﬂéﬁﬂbn&scﬁibirﬁﬁ %Ssrdckmg BAEPoREEEESs RRAY HbEs Al é&eqm‘it' guring
bl ocki ng of data access to the 'Storage device to control subsequent access to
the security pavritetsicoass to daidascorityapartition;t h t he data access profile of that
user, before that user is able to access said security partition regardless

of the particular data access profile of that user. Preferably, said
sel ecti ve bl oclselegtivelyhlosidsg aelirdatalactess beveen thethost CRB@nddbe seCBlityand t he

security partition.independently o he host CPU. 20 Prefegabl sal d

sel ect i%e_ bl ocmaﬁ@'%@ﬁ%coﬂ ?ri‘?%wl‘thithfaqqrg%{l?'bﬁé{@faqcﬁés&f @t%‘%/ﬁn&ﬁ?or Pncl udes
i ntercepting allses Aol daft GEESs Y IsidRfyS bRt ARABERISIar dBTRCIAL ©! ¥
after said initialisation and before |oadli ng of the operating systemof the
conput er to endirhe dnddependent control of the host CPU and configuration of
the conputer in a manner so as to prevent unauthorised access to the storage

25 device. Preferably, the nethod includes performng a software boot of the
conput er aft er imposingcndacortantousht mmamtaihinghtheusquisitanelvel | df alaitan g cosssntal

| oadi ng of the operatir system durina the, start seence .of the conmnmute.r

Lher ear tor WO SO FO8UEYPPEIIMIPOHIPBOBRHNG. BB dHia BHHESS 6 HREREIAGE

Incl uogs contr Qi e PABEKIaRdafif 5658ss! SrotilehBUr388afdiadCor the subsequent
operations of the host CPU.

Preferably, the method includes authenticating a user of the computer having a
prescribed data access profile and configuring blocking of data access to the
storage device to control subsequent access to the security partition in
15 accordance with the data access profile of that user, before that user is able to
access said security partition regardless of the particular data access profile of

that user.

Preferably, said selective blocking comprises controlling access between the host

CPU and the security partition independently of the host CPU.

20 Preferably, said selective blocking occurs during initialisation of the computer and
includes intercepting all said data access during the start up sequence
immediately after said initialisation and before loading of the operating system of
the computer to enable independent control of the host CPU and configuration of
the computer in a manner so as to prevent unauthorised access to the storage

25 device.

Preferably, the method includes performing a software boot of the computer after
correct authentication of the user, and allowing normal loading of the operating

cqvetem during the start un ceatience of the comniter thereaffer



after cor

rect authentication of the user in accordance with the prescribed

profile of access of the user. Preferably, the nethod includes unalterably

storing c
| ocati on

oNDpUb&Mospiegrans for 5 effecting said control | ipgg ae068@moish a

separate fromthe nmenory and not addressable by the host CPU.

Preferably, said authenticating includes enabling a user of the conputer to
| ogin identification and passwgrd and verifying the sane to establish
he wuser is an authorised user “of the conputer having a prescribed
profile of access to 10 the storage device before allowing the start up

enter a
whet her t

seqguence
identific
of access

t he veri f yicogss otthedeserconparing the entered login identification and 15
password with the login identification and passwords within said critical

and cont
the presc
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dat a

rol elenments and authenticating a user if there is match. Preferably,

Rrfettablypfthee nidthed cisshides Minbkerably sterkey | drrrpater oprigrams ofor

predeterm ned | evel s of access permtted for an authorised user to prescribed
par t i t iontiseting saist eentprllingareess oy egationysenaatepirad-thep@ematy and; opls
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hRidr ﬁf&HgEﬁ%@&réﬁ’Ui on. Brief Description of the Drawi ngs The

Ich are referred to in the foll owi ng description of

i'ng draw ng
Mode for Carrying Qut the Invention, are briefly described as
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CPU, mai n |dyia.identificatibacddl sastvortd indavdriivitgthe isaings & esewiisie swHetherciher dance

first enbodi ment; WD 2004/ 086228 PCT/ AU2004/ 000387 -9 Figure 2 is a
schemat i ¢ Us8k issargrtheriged uuser ebther ganyputer haxingrroniasgriped PHie pARCCESEet i onal

Bh&CHOrRNGEViE LBLbRE Alibivily BT QEAAEIY sequence of the computer to

proceed further.

Preferably, said login identification and passwords of authorised users and the
prescribed profile of access thereof form part of said critical data and control
elements and the verifying includes comparing the entered login identification and
password with the login identification and passwords within said critical data and
control elements and authenticating a user if there is match.

Preferably, the prescribed profile of access comprises a prescribed allocation of
predetermined levels of access permitted for an authorised user to prescribed
partitions of the storage device. Preferably, the prescribed partitions include the

security partition.
Brief Description of the Drawings

The accompanying drawings, which are referred to in the following description of

the Best Mode for Carrying Out the Invention, are briefly described as follows:-

Figure 1 is a schematic box diagram of a typical computer system showing the
physical location of the security device relative to the host CPU, main bus,
interface logic and various peripheral devices in accordance with the first

embodiment:



Figure 3 is a flow chart show ng the start up sequence of a normal conputer
that 1is not equipped wth the security device; 5 Figures 4A and 4B are fl ow

charts showiowod/dws2st art up sequence of a conputer syst goEAURReR3 th the
security device as described in accordance with the first enbodinent; Figure

5is a flow chart showi ng the various states of operation of the security

devi ce from power on in accordance vm'th_éhe first enmbodinment; 10 Figure 6 is a
flow chart showing the various processes” perforned by the authentication
application, pr o%gam in accordance with the first enbodinment; Figure 7A shows

t he graphi E9Ure gelsi @ schemsHics bpxrdiagdham: HethgePReWItY 1d6yIGe ShMiRgCES gened |
interface : d AN ! odi nent; Figure 7B
shows t he g’ﬁggﬂ'%'gf‘sg%é"@w %@g@{%ﬁ%@%@gﬁ%@bgghﬁb user type login 15 GU
screen in accordance with the first enbodi ment; Figure 7C shows the graphical

o th o ure Sl o e AL The el ubiRBupRGRr ebrmRlicBRlbuke: BRF7 7 Tor ©

of the admsmategaippedswiils ¢ifie e€éurity Gelicecr een in accordance with the first
enbodi ment; 20 Figure 7E shows the specification format for the
adm nistrator's access edit GQUJ screen in accordance with the first

enbodi mgNnt Figord!BA &nd 9BRagCieiRhafs RPywih@eia Bipf up daypensd of anguthplitepy st em
havi ng bus bridge architecture conprising nmultiple buses and bus bridge

circuits isystemceruinpee wilhtthe sreudlydavirecabdaseriad ingscaodanasawitt the firs

PCT/ AUZOO%rQ‘n%%EWent’ 10 Figure 9 is a schematic box diagram of a bus bridge
circuit according ' to the second enbodi nent of the present invention within a
conput er system of the type shown in Figure 8; and Figure 10 is a schenmatic

mvent 1 on. Fiagts 8 b BTG FE RISt BbbFeton STHELERHy °f The

device from power on in accordance with the first embodiment;

10 ngure 6 is a flow chart showing the various processes performed by the

authentication application program in accordance with the first embodiment;

Figure 7A shows the graphical specification format of the general login graphical

user interface (GUI) screen in accordance with the first embodiment;

Figure 7B shows the graphical specification format of the normal user type login

156 GUI screen in accordance with the first embodiment;

Figure 7C shows the graphical specification format of the administrator type login

. GUI screen in accordance with the first embodiment;

Figure 7D shows the graphical specification format of the administrator's user edit

GUI screen in accordance with the first embodiment;

20 Figure 7E shows the specification format for the administrator's access edit GUI

screen in accordance with the first embodiment;

Figure 8 is a schematic box diagram of a typical computer system having bus
bridge architecture comprising multiple buses and bus bridge circuits in

accordance‘with the second embodiment;



The best node for carrying out the invention will now be described with
respect to several enbodinents. The first enbodinent is directed towards a

security syebtedyoserzsan operating 10 system of a conput errcafar@obdygoessthat i s
di scl osed in WO 03/003242 by this applicant, which is incorporated herein by
reference. The security systemincludes the formation of a security partition
where the operating systemof the corrpyrlﬁr_ is stored, and which is configured
in a manner so as to protect the operating system during operation of the

conputer. 15 As_shown in Figure 1 of the _draw ngs, the conputer system 11,
wi t hi n whifdguiend 'Ss%cﬁﬁl"iematécygpérﬁ'?%m@bme%t%é@, gﬁ%@r%cpif dingele Hecent r al

processin : » : are
connect ed stelléghg enngﬁé%gégog% gge;%bg%@b%gt%{%r?{glg E ﬁqu% _%ﬁ:@t%'gﬁ%ﬁ@?’g ItH\Qd : I ces

i ncl ude a shown iorFiglre & ahdbyboard 19 and one or nore read/witeable storage
devices 21. In the present 20 enbodi nent, the storage devices 21 conmuni cate
according to the ATA (AT attachnent) standard and thus require an ATA channel
to be prowidee Hetisveeschentatio box didyeameofea bderbrigfget diecutoagudrdingstysd eindl 1.
These peripheral devices are connected to the main CPU bus 15 via appropriate
i nterfade ‘?TBB?%"'@B‘," optheyestion.cach conpri si ng decode | ogic and device |/O 25
(input/output). The interface logic is characterised to allow conmuni cati on
between the CPU 13 and the particul ar peripheral device. WO 2004/ 086228

PCT/ Al004pegiddede for Carr/ingOutthe veniiennonitor 17, the interface logic 23
therefor is integrated with a video adapter and is connected via a standard

video cable 25 to the nonitor; in the case of the keyboard 19, the interface
| ogi ¢ 27 tHg begrmpde ifort eayrving @ uiviheningentiasy wilbinew her desaribedvithoraspectt® vi a an

crorage Ao SH SRS, Y er face 1 ogic 31 therefor is integrated wth an
ATA adapter and is connected via an ATA cable 33 to the storage device(s) to
Provi et ifd TS BRRBBne s Sedled Yool Slcurfly L3R Yor P BEENg
10 system of a computer of a type that is disclosed in WO 03/003242 by this
applicant, which is incorporated herein by reference. The security system includes
the formation of a security partition where the operating system of the computer is
stored, and which is configured in a manner so as to protect the operating system

during operation of the computer.

15 As shown in Figure 1 of the drawings, the computer system 11, within which the
security system is connected, generally Comprises a central processing unit
(CPU) 13 and a plurality of peripheral devices, which are connected via a main
CPU address and data bus 15. The peripheral devices include a monitor 17, a
keyboard 19 and one or more read/writeable storage devices 21. In the present

20 embodiment, the storage devices 21 communicate according to the ATA (AT
attachment) standard and thus require an ATA channel to be provided between

them and the remainder of the computer system 11.

These peripheral devices are connected to the main CPU bus 15 via appropriate
interface logic 23, 27 and 31, each comprising decode logic and device 1/O

25 (input/output). The interface logic is characterised to allow communication
between the CPU 13 and the particular peripheral device.



device 35 physically interposed inline with the ATA cable 33 between the ATA
10 adapter provided on the device interface logic 31 and the storage devices
21. The Af¥yséajsprgl supports nost types of storage devi per/aivnelswdessy hard
disk drives, CD-ROVS (which actually adopts the ATA/ ATAPI enhancenent to the
ATA standard) flash nenory, floppy drives, zip drives and tape drives. Under
t he ATA standard, two discrete storage dg\_/i ces may be controlled via the 15
single interface logic 31 and ATA cable 33. Hence reference will be nade
her ei naf t stor 11| conptl se t her. one or, t st orage
devi ces, iﬂdh‘?\ncﬁ H@éﬂon'mre%'m@ﬁ ?H%?%!P@W ﬁ%?l’é@rg '8é0§%cgéatedl‘ﬁ'w?)ﬁe case
of PGCs, tRhejdmhda &%P%n@flsrcﬁﬁi'{e‘éféd Gébé Bt @IRIALEABIR 25 td Mige HhdhitorMpst HDDs
conformto the I Integrated Drive El ectronw hard drive standard 20 or
t he El DE (tEmcaﬁee:zi thaEBewbaadd di9;, flee dnterfaee dogi therefands dotegrated ewith @r t he

to the. moeiErad PhTGRRd i Benesad 3B, rraRoBRERE Khadiallerad otrker o

enbodi @ntkéyﬁéaﬁdhfar@ﬁplﬂﬁ@rca%)ésbﬁmhe rﬁvzcs/ratr:;evaéw (8} @r'iaqsaenmcbreac@owfgweqd to the
mai n conputer systemvia a SCSI Conput er Systens |nter

st andar d, thgfeter lﬁa@telfajedmﬂtanr/&%@daptag gnek isrqoadectasyyie.an ATAh@atdas?@ of
st or age the security device 35
woul d si ﬁﬁéﬁ? 8%@%5%?@;;%@@@%58&%@1&@@ %%@Bgdrl ve device and the interface
| ogi ¢ thereof. WD 2004/ 086228 PCT/ AU2004/ 000387 -12 The securi ty systemal so
I ncl udes securit artiti 6, which i.s l.oqi | conf i. d as dlscrete
partiti onarchﬁa SHEYH t¥ gﬁeg‘t 8?;{85 B"e%?e@ﬁ ??%B%{’g ?lédef‘ hd di %F& eatﬁeﬁ{j lg/yst em of
t he conputqRvides35tpHyeRtalif ihfeepSSsd iriling \Wﬁ fthé I/0NA abld 33t BetwiepSERt ATA
enbodi ment, the security partition 36 is C (C drlvegh and takes up a 5

&

por t i ot ofadaméereprovideddpr khepdeice Haterfage a{QQiPI%bla@do Rorage deyicesedl.a 21.
Thus the onage | 0 Y , such
as G| PG SR Stk Bts i et Sifadh Sicd, Vin G b 8
devi ce 35 @‘WESI @D-ROMBD(WmeB actually adopts the ATA/ATAPI enhancement to the

ATA standard), flash memory, floppy drives, zip drives and tape drives.

Under the ATA standard, two discrete storage devices may be controlied via the
15 single interface logic 31 and ATA cable 33. Hence reference will be made
hereinafter to “storage media”, which will comprise either one or two storage

devices, and will be used interchangeably with “storage device".

In the case of PCs, the main type of read/writeable storage device is the HDD.
Most HDDs conform to the IDE (Integrated Drive Electronics) hard drive standard

20 or the EIDE (Enhanced IDE) hard drive standard, whereby the controller for the
disk drive is located on the HDD itself as opposed to being directly connected to
the motherboard of the PC.

Although not shown in the drawings, other embodiments of the computer system
may involve storage media connected to the main computer system via a SCSI
25 (Small Computer Systems Interface) standard, which has its own corresponding
interface logic. In the case of storage media connected to the PC in this manner,
the security device 35 would similarly be interposed between the SCSI drive

device and the interface logic thereof.



a CPU 37, RAM (random access nenory) 39, flash ROM (read only nenory) 41 10
and bus control and interface logic 43, which in the present enbodinent is
adapt ed t o wbeodbdsag andard for the purposes of protectingciHg 2006 age
media 21. The bus control and interface logic 43 is typically enbodied in FPGA
(Field Programmabl e Gate Array) and/or ASIC (Application Specific Integrated
Circuit) devices that are connected so 2@1}0 I ntercept and permt control of
all 15 comuni cati ons between the host ~ 13 and the disk storage nedia 21
under the_control of the security device CPU 37. The security device 35 also

i ncl udes a T&€c8PEUFHdSYSiemt alsoadncludes watseaHliynpaditione 8&r a\'dfécge@u logicallyr age

di ' : s . ; . ; |
The securi C5NIATP B Ry 7Sis B FEE S bhe AT he BiotaBe a i IinBb ik dfn - =
program st @pedting dysterhlofsie B6Mpéierdadtorbd dtHiessématepaititioa 3die RAM 39 on

start up and becones the operating systemfor the security device. The CPU 37
comuni cates with the bus control and interface logic 43, which is interposed

in line wifkhd pesbhfembbolipnsdt, e §etigiy partAivndeiK:NT dbwd)sahBaakdsgehacept s

25 conmuni cations between the host CPU 13 and the storage media 21. The secure
nedi a i ™ ePPHia abthpentife diskapegesbelisayailadlemisthestierage madia 2it-eriusddel ogi ¢

cru 13 ang THECIRIFA LB ndtad il P kB rRiTs ShpR3R CRE PR Vo
2004/ 08622%: PCT/ AU2004/ 000387 -13 The functionality of the application

program stored in flash ROM 41 and the operation of the security device 35
w Il now be described with reference to Figures 3 to 5. The application

program st gysegshdwh frl BigirdONrdhe fdrawinys, SRS Bédunty devicee3538ehérally caasisak! y
designed to intercept and control the conput er@sgstems oot process. and
&

provi de auBheRbi E4tiROM Ggndemraccess anemgnn 3% flash RAbL(Werd apét Bremneytéds to
seouri 0 456 Bu® @Al A eRrBRE Jpbleeta, SIS T eCBradl < Bfipgmeis
particul ar ladapted to the ATA standard for the purposes of protecting the ATA storage
media 21. The bus control and interface logic 43 is typically embodied in FPGA
(Field Programmable Gate Array) and/or ASIC (Application Specific Integrated
Circuit) devices that are connected so as to intercept and permit control of all
15 communications between the host CPU 13 and the disk storage media 21 under

the control of the security device CPU 37.

The security device 35 also includes a secure media interface 45 that allows a
separate secure storage media 47 to be connected to the security device via a

custom interface 49.

20 The sécurity device CPU 37 operates according to a prescribed application
program stored 'in the flash ROM 41 and which is loaded into the RAM 39 on start
up and becomes the operating system for the security device. The CPU 37
communicates with the bus control and interface logic 43, which is interposed in
line with the ATA cable 33 to function as blocking means that intercepts
25 communications between the host CPU 13 and the storage media 21. The secure
media interface 45 is interposed between the bus control and interface logic 43
and the custom interface 49 to facilitate communications between the host CPU

13 and the secure storage media 47 under the control of the CPU 37.



designed so that the security device is able to filter all requests for
I nformation and 10 data flowing to and fromthe storage nedia. The security

devi ce 35 Q¥ YRlifss224 hese requests to the storage nedi a apcprRPS@ROIBEE, based
on predeterm ned user profiles that are set up by a user having an

adm nistrator profile, which profiles ar1<3333 stored within the security device
itself. These profiles are based on access"to different partitions and/or

files within the storage nedia. Thus the designated 15 admi ni strator can set
up data prdheclunstionality gfathel applicatipnparagramoptosed;ior flash KOW. 41 ard Bhei s and
SO0 can set f I . (] ) | | T ecurity
art i on PHOEBRANERE G e S INRRL T AL | RorfrehRB3) Fidied e
security pgnbistion is set up containing the operating system the security
device can interact with the operating systemas a pseudo host CPU and al |l ow
20 the operating systemto function normally, whilst shielding it from any

nal i ci ous FheUMsHlicagoh SRogRARTAbicdNth flagh ROV Yakpraast sedurity debrengsgl host
CPU of the conputer, w thout the know edge of the user. In order to fully

under st &ndgeneradpctasignad i intersept andiaoptey she epairiterosystempeekpraseste
7B wea o VIR R ARBREHGh b0 Tk end SPYIGER 8'ar L 5alRIdR ot ol oo oe

foll owed by a's ar rr’sys ocess w NOwW

descri bed tihd brotetidesioradge nedidrie semiittédie Rurthdrndse |dsatdhovihthiensét@itye 3,
the normal start_ up sequence followed by a PC comences as.indicated at step
51 with podlevicen32hsinean the. hosiiGPUs13jand throwicrageamedian 41 ispRrjticUlRHYr eby
all left oueL; f | ' RAM i s
ol carod ang rRLeq o PAMHENEARE dovirs & Aeyts SRoL AR IR{ect o SiBi Rt otd

2004/ 086228atCilowin) (et /20a0B8m thel dtoragle esedino Thensouueity deviceods gfomemds. Thi s

address is,the begi nning of ,a boot  _program store ermanently in the ROM BI OS
(Bast o | npthiese egleoiy Bilasstcada ol cSranpras 4k, Broeb 0 Mot mBed i ene
address topfd ' i g gram
goes thr ougﬁdﬁzﬁs WF?@F%E‘EPQ% %Xshﬁtr@%ﬁgghlﬁéﬁa@?r%@?W@?ﬂupgbﬁgrs%rvr\gre and
sof t war e i stoged upithin etbeosecurityl denicekitsedfl. al vxae profilds sys ttmsedhet lkeckepin as

power-on Sglfge-rérﬁshgﬁ{tig%-réﬂdlgés fled (N?t%?nmtﬁéj s%/rage media. Thus the designated
15 administrator can set up data protection on a partition-by-partition and/or file-by-
file basis and so can set up data protection for the operating system in a specific

security partition in a manner that will be described in more detail later.

Once the security partition is set up containing the operating system, the security
device can interact with the operating system as a pseudo host CPU and allow
20 the operafing system to function normally, whilst shielding it from any malicious or
unauthorised operations that may take control of the normal host CPU of the

computer, without the knowledge of the user.

In order to fully understand the operation of the security system and how it
protects the operating system, an appreciation is required of the normal boot
25 process followed by a standard computer system. This boot process will now be

described with reference to Figure 3 of the drawings.

As shown in Figure 3, the normal start up sequence followed by a PC commences
as indicated at step 51 with power on shown at 53. This is also known as a “cold”
boot, whereby all left over data from the host CPU’s internal memory registers and

30 RAM is cleared and the program counter of the CPU is set with the starting



step 57. The POST process involves a series of tests to ensure that the RAM of
the PCis functioning properly. It then conducts another series of tests,

whi ch i nst wstood/bse22810 host CPU to check that the vari ousp@PeAupigo@ssdevi ces,
such as the video card and nonitor 17, keyboard 19 and storage nedia 21, are
present and functioning properly. On conpleting the POST, the BIOS then | ooks
for addresses of BICS extensions at step 59 that are held in the ROV of

peri pheral devices to see if any of them 15 have an extended BIOS to run. The

first of these BI,OS extensions is associated wi,th the video, card. This BICS
ext ensi on Pﬁa'ielsﬁlt?§é’§n'?1ﬁ80%it%goebp@c?ﬁs'obgﬁ'saf"@d'feﬁé ifdhe 89'%”%95#% step

61 _ Upon sRimpht ot B ldcesh 5 ROMEROS (iR OB aten pr oceeds

at step 63 to run other xtensions for rip ‘ces t hat
have them 20 The BICS then proceeds to display the start up screen at step

65, bef ' ' NGk - 67,
el udi g The Panir, % MMM PR IR e i oGS5 M0 bR BB ROM. P

Bl OS t hen BéDSdomd peodraystEHre ROM BIOSySrograrquiesthrdughhas knitialisdébe phiose  what
type hardware i s connected to the step, 69. Wth 25

of _per.i pheral system a
espect 5t otNAbQHSes St b, NarHvam erd Rasuyaim s VesoRad Boking 2

I nt errogat gaf OaHK! t.al 2 ' SVl or

SCsl) , m%@}é‘!fgtg{gt%f\ st anggﬁEh 8%5? éﬂgﬁgﬁs?ﬁ tléés}%t(ﬁgj S(;]IGSJ st aggé(ﬁégﬁ %gyl-:% or

t he new WOspMl7.086228 PCT/ AU2004/ 000387 15 standard ATA 6) the nunber of

cyl i nder s/ heads/ sectors, and whether it is capable of running in other nodes.

This stage of interrogation of the HDD is known as "drive ID'. The BICS t hen

proceeds t hed@DEFwrecésoiivobies alsaniexesf testscto assurethabihg RAM/ of thed@@iises, at
n for, each one it finds

step 71 and displays a nessage on the scre . ) . . Jhe
summar'y oo REKHONEE HOREHYS i Sy CaRIGHS g arise: Shis ST VUSRI B of
the coMput RpsiCPLABoNERR tRkIRel/ARBLS PBRlsFelP tel R8s SRS &4 #1b Hagh caRAURACE al

monitor 17, keyboard 19 and storage media 21, are present and functioning

properly.

On completing the POST, the BIOS then looks for addresses of BIOS extensions
at step 59 that are held in the ROMs of peripheral devices to see if any of them
15 have an extended BIOS to run.

The first of these BIOS extensions is associated with the video card. This BIOS
extension initialises the video card to operate the monitor as shown at step 61.

Upon completing initialisation of the video card, the BIOS then proceeds at step
63 to run other BIOS extensions for those peripheral devices that have them.

20 The BIOS then proceeds to display the start up screen at step 65, before
proceeding with conducting further tests on the system at step 67, including the
memory test at step 67, which is displayed on the screen.

The BIOS then performs a “system inventory” or equipment check to determine
what type of peripheral hardware is connected to the system at step 69. With
25 respect to HDD storage media, the BIOS program causes the host CPU to
interrogate the HDD requesting details such as the drive standard (ATA or SCSI),
which level of standard (eqg whether it is the old standard ATA 1-3 or the new



step 75, where the order of priority of storage nedia to be checked for the

| ocation of a valid boot sector, fromwhich the operating system of the
conput er Rigy 2008/086228 0aded, is specified. The normal ordepcirau2004mbesk t he
floppy disk drive (A), then the hard disk (C:) or vice versa, or the CD ROM
drive. Having identified the order of priority, the BIOS causes the CPU at
step 77 to look for boot information jpgeach drive in sequence until a valid
boot sector is |located. The BICS undertakes this process by invoking the

the parti I RAATARLIS rubes o exmyrabbalaiorhy R AP LR P T har 1
set up durdgfngnhing innbthelmhed@sd. omheegeddf infitrod3iiioh. offthie EODT Rnowh dshe
target boot drive is the HDD, the CPU | ooks for a master boot record or boot

sector at Efve Her 0, head 0, sector 1 (the first sector on the disk), at 20
t he address of the device specified in the table: if it is searching a floppy
disk, it obtains the address of the floppy disk drive fromthe table and | ooks
for a vol uthe BllﬁStthgecpmceaﬂSttbecwﬁgure dcatcabrd@ncemesuquppflugand Riayal i d

boot t d CPU ch t ID byt
V\A(‘)IIOChSn% Oréﬁ IL'(:;;a cg sesa?‘ﬁé'sﬂ e@afn\ﬁ%sg%gggtgé Sﬁﬁeee 19 %rgﬁ ]hgqsthe y d
signature signifies that a boot sector is present, the CPU then pr oceeds vmth
| oadi t boot t t 1 intq RA I t.he boo

[ oader at R SYPERY SEPELA HIER ABPIRER I Bpdha PRA Egst Err ettt

2004/ 08629(ﬁe %@H%O%Qﬁp:”ﬁ’ﬁe Bl@% {H?ant (E}ﬁadkgsfér e 5 COQA@mﬁ@ bRBEEaL LSS €M

the hidden files M are | oaded and execut ed
and then tgtep 75| wherotr @devsf pandty/umee:rmdrazi@@el @m&edécprdthed@catmrtonpl ete

f t | | I
Cont | 9 Bl b SR T S RSB BE R TR LT
I n theigaggaddd, t@%g@ﬁiﬂ@dl TEY n@fmémdér tsswr@hedkvtﬁ@tﬂdmyl disk daoe FAhNtheme
security device 3 t he security device |§éh)rogram're to block out all access

of the hoghe herdisl (Co) emeceversss 0sthe CErRGM HEMe.a 21 by intercepting the boot
process at an

Having identified the order of priority, the BIOS causes the CPU at step 77 to look

for boot information in each drive in sequence until a valid boot sector is located.

The BIOS undertakes this process by invoking the software interrupt vector “int 19

15 at step 79, which stores the address of the particular peripheral device in a
software interrupt vector table that is set up during the initialisation phase of the
BIOS.

For example, if the target boot drive is the HDD, the CPU looks for a master boot
record or boot sector at cylinder 0, head 0, sector 1 (the first sector on the disk), at

20 the address of the device specified in the table: if it is searching a floppy disk, it
obtains the address of the floppy disk drive from the table and looks for a volume
boot sector at the same location on the floppy disk.

A valid boot sector is determined by the CPU checking the signature of the “ID
byte”, which normally comprises the first two bytes of the boot sector. If the
25 signature signifies that a boot sector is present, the CPU then proceeds with
loading the boot sector at step 81 into RAM and executes or runs the boot loader

at step 83 for loading the various operating system files.



early stage during operation of the BIOS. In addition, the security device
provides 10 for a custom boot sector to be |oaded into the RAM of the host CPU

13, whi ch widwisyeemsut es an aut hentication application preyndeeiesss N
correct user authentication before allow ng the conputer systemto proceed

with its normal boot sector operation and operating system | oading. Since the
| atter operations require access to thegprotected storage nedia 21, this
met hodol ogy ensures that 15 such access is undertaken only after the

Super Vi sorpy tﬁﬁ@hé@loffpﬁe D9 ety s P¥int the BRIJBRSIBS R Esd8dYShnBYS |

user-by-user basis. This manner of” operation of the security device 35 is best
expl ai ned and CONMAND.Q@OMwarenloBdgd raesl epgcutdd! and tbeofthe Hiesd CANRIES SY®hi ch

outline the ratio e ¢ uter systemstart ‘sequence W th the
cecur 1y ¥ CUTRERGCBAT re nBH0sy " nfai g evabbials SESEiratn dintidnrs

arr ange”ErHomJSdiér S@dtEmbad a%@ﬁ@sépcfﬁf)gﬁ% SPNBEESH pPOTRATS thlbe FMBTBAGSS W th
the start and power on steps 51 and 53, as in the case of the normal conputer
start up suipseadent oueraioref he coropteesysteie security device 35, which is
separately powered, undergoes its own initialisation phase 25 commencing with

the start step 100, whereupon all of its onboard resources are initialised at
step 101 dndhetcasepdthe iempadiseaioptisgpeasent inveatied ircaipocatingdhersesurityi t s

first ph f ti h t st 1Q2. ,The injtjalisati f th
Cecuri by QRGBS G, BB S P ONERES 0P APk Pl Al AE0PSk 68 o B0 08, of -
the conputry BYE 81 drbtdded Rtdragkihigdiadtepy hibRRpliREURE HodY BFotRad%itein t he

security 30 device as conpared with those of the conputer system Accordingly,
t he WO 200arlyssags dpdmy Apeoatinroohte7BI0. 1nsasditian, the eecudtyaiyigypevidasep 103

cormun] GaPh ARG 0 et GobB 18508 i W SRafiofle hOMCEREE s nithighs
channel , <heh hékecﬁ@e§pmuamm@hﬁmrﬁr%pﬁbémw%rbgtamemqm@n@%rrecmnqSéme
protected storage nedia 21 along the A cable at all during this tinme. 5

Prior to ta{tgentiGation eefeies abewindothen rampwtarr sustem) yproassd Withots 8eAMAlgur ed
and so ”Oattd%‘icspe% rtscgaérgﬁoﬁ%Wdagﬁe%ﬂbasysferﬁ‘ﬁéécljiﬂa! Simtd He fteP oLt t he

initialisation pha
require access to the protected storage media 21, this methodology ensures that
15 such access is undertaken only after the supervisory control of the security device

35 has been establish on a user-by-user basis.

This manner of operation of the security device 35 is best explained in conjunction
with Figures 4A, 4B and 5 of the drawings, which outline the operation of the
computer system start up sequence with the security device installed in the

20 manner previously described.

In this arrangement, the cold boot process of the computer system 11
commences with the start and power on steps 51 and 53, as in the case of the
normal computer start up sequence. At power on, however, the security device
35, which is separately powered, undergoes its own initialisation phase
25 commencing with the start step 100, whereupon all of its onboard resources are
initialised at step 101 and its operating system program is loaded and run to enter
its first phase of operation as shown at step 102. The initialisation phase of the
security device 35 should proceed far more quickly than it takes the BIOS of the
computer system 11 to initialise, due to the reduced overheads of the security

30 device as compared with those of the computer system. Accordingly, the

v bl v At i e e bt b A e BTl YNRA A A D e 3L Y L Y oY



of the security device along the ATA cable, in any event. The security device
CPU 33 then places a drive busy signal on the ATA channel to informthe host

CPU 13 of wWe20iesqass of the storage nedia 21 and proceedspcit@udddsldogsgguesti ng
the "drive ID'" fromthe storage nedia, as. shown at step 104. The operations of

the security device 35 during this tinme occur quite independently of the
Bl CS, whereby the BIOS proceeds with per{./orm ng steps 55 through to 69, in
accordance with its nornal operation, [ the "drive ID' check is perforned

by it at step 69. 15 Duri steps 55 to the security device 35 cont| nues
to bl ock ofeaMtYRRvce &?rE’rHT%ﬁ. tAteB i3 froo?ﬁﬂtfﬂi the Huscgaptres angrintaiiacet ingic

| d h
The cpU 37 ot achitelcept B oy RLARGIRS K oo, RUGE EBU, oo the stGraiTteqR o™

1D infor rmimg)the‘ AdA dhamngt, soathet ndeointraunicatiens hee abowed tbyet\d@errn thee RB¥E 37
recelvesthe rive ‘informatign om 20 th t or gge a.21l, the CPU 37
stores thi @nonthe; @Oﬁﬁ%@@%{ﬁaea@@&?té{ Zlong 1%3\T§\95%@8 aoi'r%ﬂgw'%ﬂ?'ﬁémﬁA
channel g o [ ditdcet ready to
ot ovi de & e TRA G S8 thfe b esntetaniinietBlec NGRS comPRLbtnd SonB0e b
st age 69 amdchss tcbdmstop@ge megia liee adailabde ipribetd acelurlogutbe Initiglinatiop pHese" dri ve

b h | ess. than th isite ti i od, Iy wh
he b1 08, T CR4H 5o RiRy HEdCeialSng R ATRG=RS dyankBBRL, 66 arter the security

device CPU 37 has signalled the "drive ready" phase on the ATA channel, the
host CPU 1 ssues._a [r e he driver int rface | ogic, 3 drive
"D D 200ROBBR BEHLAGDE b HERERIaces 8 eiiEbURY Sionel 0Bahe ATAsHENER! ot op
69, the segynihio¥mide KSstEPU3T3 ight T fia Y945an& PRd ng to
bI ock acces('gl "?o rtng@ sltqﬁsr age rrg3 |d£ t@é%@ §%poslé @gahaos%ﬁ &%%136évy\ndtbh t he
"drive 10D vath telyeiesbiy He EinvstlEbfmﬁﬁtheTﬁer@eOGepra)\aschdemat slepHi0At y one
second period for the HDD to respond with the 5 "drive ID'" information stored

describing it. Accordingly if the security device CPU 37 is not able to
provi de t hd&hedroparati®dis | of dheatsecarity tdevica h88 turiag thiemtiniee ocetr quite

independently of the BIOS, whereby the BIOS proceeds with performing steps 55
through to 69, in accordance with its normal operation, until the “drive ID" check is
performed by it at step 69.

15 During steps 55 to 69, the security device 35 continues to block of all data
communications from the host CPU 13, or any other external device, with the
storage media 21. During this “drive busy” phase, the CPU 37 of the security
device 35 is in a state waiting for the “drive ID" information from the storage
device. Once the security device CPU 37 receives the “drive ID” information from

20 the storage media 21, the CPU 37 stores this in its RAM 39 and asserts a “drive
ready” signal on the ATA channel to indicate to the host CPU 13 that the storage
media 21 is ready to provide the “drive ID”.

If the host CPU 13 has already reached the “drive ID” stage 69 and has been
polling the drive interface logic 31 during the “drive busy” phase for less than the

25 requisite time period, or more normally when the BIOS finally reaches the “drive
ID" stage at step 69 after the security device CPU 37 has signalled the “drive
ready” phase on the ATA channel, the host CPU 13 issues a request to the driver
interface logic 31 of the “drive ID”.



that the BIOS reaches the "drive I D' equi pnent check stage 69, for whatever
reason, then the BIOS will indicate that the storage nedia 21 at that |ocation

is not fuyotdoemb228nd bypass it. As the security devi ce pga/A®oep@essbed t o be
well and truly 10 initialised and operational by this tinme, such a delay would
generally be indicative that there is indeed a problemw th the protected
HDD(s). After supplying the host CPU 13.ath the "drive ID', the security
device 35 advances to its next state, still blocking data comrunications

bet ween t host.  CPU 13 and, th rofect ed storage .nedi Wwhils he BI OS
progr am pr %ﬁgsﬁq%%r{sinﬁ‘%d%@fﬁ%p %%ot%eﬁ?cb'f'bﬁgmf?%dg?u@eﬂge@fpi% gh to
81, until _rééuéétrétV%,%nﬁhﬁilﬁg 8 blbdk atadsitol thadttvagel mediged 1, arkP povidRss! or -
During this state, the CPU 37 of the security deviCe 35 waits for a boot
sector rdhadost CP&MBN@tmfbgt“dmlfl”:@fttbeﬂ‘lﬁDZ&)iat@tep H0@rface logic 31. On
receiving the BIOS request, instead of |oading the boot sector stored on the
protected storage 20 device, the security device supplies a "custonm boot
sect or st orheBEDSiprevides for athirty ROM s¢tond peiedfos theCRDDaéo raspiondtvith the st ep

107. T U 13 th th t .l oad rding.to the.cust t
sect or T}fv\hcﬁmﬁe g%u gﬁé‘r ré&ﬁbg@%%aggcr%‘?ﬁ ﬁ[&cﬁ‘c‘fﬁ%glyglgméjggﬁrgﬁ %;S‘J’*P/g’gr g%ﬁst or ed
Wi t hin thesf jsagdt 4kt orbgideehboaa@s IDt inféinemicHORitARCthid) BmeS FRmY s tide St ep

111. 25 In the present enbodi nent, the valid boot sector nmust be that which is
st ored on thahthe BdO&c reathesothegirivedily equipotemérchiests stage & uior twhateverce 35

"ter vy TS ReE SRR RO i HRAS BetkiyoiioR APuRle RAPER WeafRR Lo (M
oper at i ng faeticyal aﬁalwpakbﬁnAstth@tsewﬂithév&:dowvé dﬁ%(ﬂ@d thBeMdll &d adlyst or age
nmedia 21, to effect control of the WO 2004/ 086228 PCT/ AU2004/ 000387 -19 host

CPU 1319 orinitinksqslia pd seerationab mntie die. rigoli @ Helgy wodldgenerally beéndieativect ed
t j . T [ : ' h t t wh
the Bcs teCEle 5 43ed bbb B ihe BRRERe OS] "F e Tl poses of 1 bcat  ng

and | oading the boot 5 sector, the BIOS causes the host CPU 13 to request the
boot sect %‘térr gt%él?l%g the host CPU 13 with the “drive ID", the security device 35

advances to its next state, still blocking data communications between the host
CPU 13 and the protected storage media 21, whilst the BIOS program proceeds
15  with its normal boot up procedure at steps 71 through to 81, until it arrives at step

81 involving loading of a valid boot sector.

During this state, the CPU 37 of the security device 35 waits for a boot sector
request from the host CPU 13 to the driver interface logic 31. On receiving the
BIOS request, instead of loading the boot sector stored on the protected storage
20 device, the security device supplies a “custom” boot sector stored on its own flash
ROM 41 to the host CPU as indicated by -step 107. The CPU 13 then runs the
boot loader according to the custom boot sector, which causes a prescribed
authentication application program stored within the flash ROM 41 to be loaded at

step 109 and then executed at step 111.

25 In the present embodiment, the valid boot sector must be that which is stored on
the protected storage media 21; otherwise the security device 35 never advances
beyond its blocking state. Such an arrangement ensures the integrity of the
security of the system by not allowing any external operating system, other than

that which is provided on the protected storage media 21, to effect control of the



protected storage nedia 21. The authentication application program conbi nes
with the host CPU 13 to provide profiling neans that essentially conprises a

prescri bedw@aohospsy i cation that only allows an aut hentpEphgshoissist O
continue with operation of the conputer system 10 11. A user that is unable to

be authenticated by the prescribed | ogin application cannot continue to use
the conputer system The detailed operatjon of the login application will be
described in nore detail later, but for" the pur pose of describing the system
start up sequence, will be described in general ternms. Modreover, the login
appl i cat i omostGiiU 8 fomideumeposes ehcammunicating witlydatanstoeechan tha prgjestedor d f or
t he conpute% s&ste ggprogress beyond the initial login stage. The |ogin
applicatioﬁ‘Wﬁ q%? ent enbodinent is designed to allow only three
attenpts at entering the correct |ogin name and password. It shoul d be

appreciated_ that in other enbodinents the nunbe of t may be
al | owed ca(rjmﬁ‘é i Fé}oémal OQEEPtI%‘ ‘%f%{’? SREIPYLRT FYS %fnaWb?P%ﬁﬁa%@? e| imted
to 20 just jpa@caid §fHPége'rEeBi’&eF¢%F%‘Fé u?@cbézesnafr%@mgpaﬁéweé&#n@rtﬁenséotentered
by the third attenpt i cation programinvokes a systenhalt (wherein
t he systfemsehmﬂg&e:)BlOSopsuse&jﬁfa hosteCﬂJ 1@Hiocrequestiithe doohseeturi framcibed boot
process to be teﬁgdrﬁetat ed. V ligll ogi n nanes and passwords associated therewith

for all us@® pady mss! 'ess to the storage nedia 21 are stored in the
flash ROM 41 of the security device 35. Accordingly, various comunications

dd s,..| ogi b h U.1 d |, of th
Bt hont | catiBreBRcRnAPRIEaen AOGIAR RAIBo0ES WM Jeitst d 0d @ PTaYTehown at
112. VD 20044613624 8aRETHABARMRND 3 FprisaDal drob iodd g bpplRERIRHbrlyaS

represented by Step 113, the authentication application program pr oceeds in a
manner to ledodssur abthentioatest eseretoaccbntinaree\mth operatiorespéhe compubar systemi ty

devi ce , «Qnce the user ha en aut ccess

or evi oulTy 13 cRatreF JPaCT e BF By ARERkGETE, B sbbrieshihe BRI AR o 114

to determ ganhbecHitiuect) uss tr@@ér@\buwﬂ sstevvee Thehstalibd epkiahi &ithe login
application will be described in more detail later, but for the purpose of describing

the system start up sequence, will be described in general terms.

Moreover, the login application requires the user to enter a valid login name and
15 password for the computer system to progress beyond the initial login stage. The
login application in the present embodiment is designed to allow only three
attempts at entering the correct login name and password. It should be
appreciated that in other embodiments the number of login attempts that may be
allowed can be different, and in extreme security applications, may be limited to
20 just one attempt. If the correct login name and password are not entered by the
third attempt, the application program invokes a system halt (wherein the system
hangs or loops indefinitely), which requires the entire cold boot process to be

repeated.

Valid login names and passwords associated therewith for all users permitted

25 access to the storage media 21 are stored in the flash ROM 41 of the security
device 35. Accordingly, various communications proceed during this login phase
between host CPU 13 under the control of the authentication application program
and the security device CPU 37 as shown at 112.



application programand the operating system of the security device
thereafter. During this phase of operation, the security device CPU 37 passes

detail s of wideosdshts access profile of the particul ar usepct@auvbdgobhast CPU 13
for display. Depending upon the access |evel of the user, possibly |login and

password 10 information as well as data access profile information of other
users having access to the storage mecli%ahﬂ are passed over to the host CPU

for display and possible editing under e aut hentication application

rogram Thi ase of operatjion continue ntil the er.invokes .an,.,"all o
Eootg " procﬂt!sg'éag?g'g'té?) SUGEEeSTM ¢ iaﬁgr?é{ﬁge'it?at bg ééﬁ?’seﬁ ,hg{esvgéﬁlpgqtgpagggi ceW35
to enter tBBp&%@i@H%roé?arﬁ'ﬁ'%@e@&s iih 2 ARANBF t®DelesdrtRdlih/mofé dif Itéage, the

operating systembeing run by the security device CPU 37 configures the
security dWithceespsct o thet saqusityldevice £6¢c ose the tiseehas bers avlnenrtivatedhitee user

at step 119, . which profile is thereafter f.ar for .det epm,nj t.he_ host
CPU 13 acoBate TSR ab ey By U a0 Bt gl PRl Lo i TRE s "oy st em
of the secusi by 1davic leddrmiiRenth@ Pﬂﬂb@oltbﬁopyﬁd’@i@ht béRtde theRRIth&#Ica@en Pr ogr am
run by the host CPU 13 at 120 that the security device bus control and

i nterface PBBicAtien progemfanithel opsralingpsyste ahihe seeedly drvies thersafiehe

Vector o EIERAJbERERR,SFBhe BRof 1Y STy H5tck CHERS? oed MARIC S o0t 25
vector is then dcoasedrafie ofietheopartidilarl dssaus ethea hest t CBYS tignfdre didpiayt.  or

warm boot at step 85. During the software reset, the security device 35 then
enters a WROPEREINS: Hpani e acpashdevelselcthn UsshudesshY ilogincare Pagswers,

whi | st 4gnf Walel d [ I nj [ et ween
the hodf HliPiic S5 el 45 658 iy biofid inBrhatigh S BB LES' fEnd
| mpor t ant | pecces fosthet Sterapenmedér 29 a5t pasddd oseiid REOHOSISERRISIoPGEpMYYa0d/ 000387

-21 undergoin he, systemreset, its security device 35 still remains active
and ful ly DBﬁgplt&te?cB URGP qq{h%”@‘ﬁi‘@f’ e}gpjg%qt{%pr@g,r%@et "war m boot" invokes

a speci al subroutine of the BIOS program

This phase of operation continues until the user invokes an “allow boot” process
at sfep 115. Setting this status causes the security device 35 to enter the second

15 phase of its operation at step 117. At this stage, the operating system being run
by the security device CPU 37 configures the security device 35 to set the data
access profile of the authenticated user at step 119, which profile is thereafter
enforced for determining the host CPU 13 access to the protected data storage
media 21.

20 The operating system of the security device 37 then signals the authentication
application program run by the host CPU 13 at 120 that the security device bus
control and interface logic 43 is configured to adopt the data access profile of the
user, whereupon the application program at 121 issues the software interrupt
vector to the host CPU 13 invoking a “warm boot”. The appropriate soft boot

25 vector is then loaded and the host CPU 13 causes a soft system re-start or warm
boot at step 85.

During the software reset, the security device 35 then enters a waiting state for
the boot sector request as indicated at 123, whilst enforcing the data access
profile for all data communications between the host CPU 13 and the protected
30 . storage media 21 as shown at 125. Importantly, whilst the computer system 11 is



that perfornms an abbreviated start up sequence. Mreover, essentially steps 51
5 to 63 are bypassed and the BI OS program proceeds wth operation at about

step 65. Ao woepscesy, wWhi ch invokes the equi pnent check ipyohvrid@odobsg "drive
ID" with respect to the HDD, the operating systemof the security device 35
no longer intercepts the request fromthe host CPU 13 to the protected
storage nedia 21, as 10 long as the acc%ﬁs to the HDD of the storage nedia is
in conformance with the particular user'data access profile that has been set
by the operation of the security device 35 during the first phase of its
oper at i on. Ungengolng: thessygtem raset,pits seeYrdy dayiGR3p %‘él§§§1a'ﬁ$lla§g¥etalﬁ‘g fully

adm nistra barred the authenticated user from HDD access.
15 Thus, hgérség@ﬁ?ﬂy (gef\l;]%erjn 5 allows the HOD of the storage nedia 21 to
respond d| rectly to the request with the "drive ID whereupon t he host CPU

13 advance I L c it h the
nor mal boo?‘ éfﬂsasrgqr%ﬁg \ﬁ%r{ﬁt @P B@he$ esgj%t antslbgr&gthe I ni |§[(9%g)rq’§g%gﬁt he
dat a accesthairpgridrmsent abbevizted rytmea@swquwiceeslvlo%bvtelneem@ﬂy Btepy5t em of
t he securlty devi ce 35 bl ocking _access to the protected stora e medi a 21

until a®vafq B3@redypassedand (B'Pe Eé%e@rpgragnd@@wc&dwtmﬂemma abowmten 3 vi a
the ATA caRke 33. Inportantly, the security device CPU 37 rejects all other
commands to the protected storage nedia during step 125. On the BICS
requesting a boot sector fromthe particular HDD of the protected 25 storage

redi e 2L WSO SE AN Rl HhE! LAGRrAY et oMy IFEUBLIY 1BP AR

al l ows the reques rocee receiving a nature from

t he storagesspedt do thda&-l[bb$tth@l?i{be13tmg fsgﬁtemi mfaaelseomntw devigei B@md fomgerri har
hunt cartnr fmﬂFﬁ)@ ctnrnno nerlit, 91 WO 20041086228 PCT/ AU2004/.000387 -22
at step 81iNiagep @é&gu?ﬁﬁffﬂ"ﬂéf‘% hesheBH 13 irithe Rroteciad siarade padia Plga8yst em

fromthg Sid?fga% tﬁ@%bée%ltoaﬁhesi-ﬁb 8% thé RtFa68 HEEESs h b nfditnd e Rith FRET at | on
of the conputer system
particular user data access profile that has been set by the operation of the
security device 35 during the first phase of its operation. Such access will be
permitted in most cases, unless the administrator has specifically barred the

authenticated user from HDD access.

15 Thus, the security device 35 allows the HDD of the storage media 21 to respond
directly to the request with the “drive ID”, whereupon the host CPU 13 advances
the BIOS program through steps 71 to 81, in accordance with the normal boot up
sequence of the BIOS.

Importantly, the initial part of the data access profile enforcement process involves
20 the operating system of the security device 35 blocking access to the protected
storage media 21 until a valid BIOS boot sector request is detected from the host
CPU 13 via the ATA cable 33. Importantly, the security device CPU 37 rejects all

other commands to the protected storage media during step 125.

On the BIOS requesting a boot sector from the particular HDD of the protected
25 storage media 21, the bus control and interface logic 43 of the security device

allows the request to proceed.

On the BIOS receiving a valid signature from the storage media, the host CPU 13

then nroceede with loadina the nraceribad bhant cactar from the etnrama madia 21



Fol l owmi ng recei pt of a valid BIOS request for the boot sector on the storage
media 5 21, the security device 35 then adopts a nonitoring state of all

medi a chanwel2004mb228i ty al ong the ATA cable 33 and confi quuresutogodossy contr ol
and interface logic 43 of the security device according to the set data
access profile of the authenticated user as indicated at 127. Accordingly,
the security device 35 only allows or %IZSGJ | ows access to relevant partitions
and files within the storage nedia 10 2f4™n conformance with the set user data

acce rofile, re dat that, th er not permtted tQ acc t
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supervi sory state unti| conput er system 1 shut down and powered off.
Once powerthescosmptifeheystefif. to 15 the security device, all dynamic nmenory is
erased and access to the storage nedia is barred until the device is powered
up and initialised again. Now having described the general operation of the
security degiieeindgeceibbof avilie Eﬂ@Sa‘ehaasiafpp thes Bbobseqioogn dne siorage avedise
describgd in pore detai th espe to the flow chart_shown in Fi re 6 and
the GUI gsc?&ewegﬁﬁ‘ﬂm'ﬂt&dew%3§ﬂé§f‘fq $ ShMaABHtRENg s&@tes%ﬁﬁ medig; @ﬂﬁ t7a
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130 and i nd8i of lthe seaBiy @emradomgdlngstr dba tet atali sgdempedrafiie sofephe31, t he
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trade mark at 139, the version nunber at 141, the screen name & 3 and
provi sit@n Zbrin dopfdrayaree Witlhdhe sehusengatmaiccess mofﬂ%whmmdarlaomtm

PCT/ AU2004/ 000387 n frame 35 i n anners f{ r t he .t ext
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entering tBgabs@iplicdaoh pfddrai Onuduthotiss] addéssat 151 and the user password at
153. The nessage/l og frame

The security device 35 maintains this monitoring or supervisory state until the
computer system 11 is shutdown and powered off. Once power is switched off to
15 the security device, all dynamic memory is erased and access to the storage

media is barred until the device is powered up and initialised again.

Now having described the general operation of the security device 35, the
authentication application program will now be described in more detail with
respect to the flow chart shown in Figure 6 and the GUI screen graphical

20 specification formats as shown in Figures 7A through to 7E.

The user authentication application program, on being loaded by the boot loader
at step 109 and run by the host CPU at step 111, commences at 130 and initially
causes a user login screen to be displayed at step 131, the graphical specification
for which is shown at Figure 7A of the drawings. The screen 132 is divided into a

25 heading frame 133, a login frame 135 and a message/log frame 137.

The heading frame 133 has provision for the product trade mark at 139, the
version number at 141, the screen name at 143 and provision for display of iegal

warning notices at 145.



conprises a banner for displaying the text "nessages" at 157 and a nessage 5
frame 159, which displays status nessages issued by the security device to the

aut hent i catw@mooapgdzegeat i on program as a scrollable list. pcraghépsobgspon 155 is
also provided in order for the user to invoke the processing of the user and

password entries for authentication purposes by the security device. Wil st
the screen 132 is displayed, the appli c_aéé(_)n programwaits for the login ID
10 and password to be entered as shown at“step 160. Activating the |ogin
button 155 _ i nvol vgs t he authentication a%pl | cation program invoking a process

at 161 causlingglogimdram’ 1 aspincludesobaarars ge heglent deseri T 3t dAY eard) the texe

screen to the . SEGHM i , Wﬁg t rati t
security de fgsc’:e caUslzgg’t ﬂ@” @%@éréif?y éw cg&&%ﬁggﬁgotﬂ%ol%arfigébﬁﬁéeaﬁége@sed
| ogi n i nf or'usén ¢B” vétt 5%t ane dthkb ubegipasswbad reit 1168. prihe dadssagellbg frbagh ROM

41. Dependi hg upon ether there is val i.d, match betwe the entered user
and pag svvorcﬁg'?q{%@rsr%t agmeyifar displayieg ﬁhe 3%’Fteéﬂe%ﬁ?(9qsﬁ@tsf%r éﬂ&%é?e%ﬁ?@e

passwor d; i BfLhEREGOWhidH Bi rét”a%thsdﬁ\éis%gg‘ésﬁéd t?;ﬁfﬁ@éc&ﬁ? feice #aned or

i nvalid aut entlcaf_i on signal” to e host™ CPU 13. e case of there being a
val i d aut hauﬂhem'tdathnmpﬁbaﬂwn ptogrém, as Besotpllakly liat. sA logh puttori d8S imatsiot i onal

i nformation cancer.ning the user type and. associated deyice informatio

dependi ng. GEONIERAN SRgRear biE Hoat R EWBRF 4% PR <ienOp e fean ap BEEAHSR) 1 ¢ ne
case of thedfridefop Guiieniticwabh PumpbdRany thaldeRrinaddpermt er is

I ncrenment ed/ decrenmented to record that a first "'unsuccessful attenpt at

aut henti cati on has been nmade and an appropriate nessage is displayed to the 25

user on t hayRRISAGYCHAsh h521E distlayeh) dhe BbbRSatloREp BRI Ine logiRD

aut hentication attenpt as shown 'a previ ously descri onthree
unsuccelsf @windapadsward datieoentaradcapshows at istepn160. Adivatinpdhadndie buttoattidon
application_p

rogr am cause . shut do I nterrupt vector to be i ked by the
host cpu_ 1avalyes g6 autberifiestinn srplcalionsraaratielbus Brotess &t dRl Uy st em
11 30 requhéindat TAYI1SB RPBhss the Qﬁi@rde_téiﬁe_eﬁﬂé%&ﬁh He RB4H 48R3 &ecurity _
PCT/ AU2004/ 000387 -24 On valid authentication, the authentication apPI i cation
progr am t h&levigeodbewdhesgupon the operating system of the security device causes the
security device CPU 37 to compare the received login information with stored
15 login information provided in the flash ROM 41. Depending upon whether there is
a valid match between the entered user and password information via the login
screen and the stored user and password information, the security device CPU 37

returns either a valid or invalid authentication signal to the host CPU 13.

In the case of there being a valid authentication as shown at 162, the CPU 37 also
20 provides additional information concerning the user type and associated device

information depending upon the stored data access profile of the particular user.

In the case of there being an invalid authentication, a counter is
incremented/decremented to record that a first unsuccessful attempt at
| authentication has been made and an appropriate message is displayed to the
25 wuser on the messagelflog frame 137, indicating the failed status of the
authentication attempt as shown at 163. As previously described, on three
unsuccessful authentication attempts as shown at 164, the authentication
application program causes a shutdown interrupt vector to be invoked by the host
CPU 13 at 165, resulting in a complete shutdown of the computer system 11
30 requiring a cold boot to restart the system.



166 with displaying one of either two types of |ogin screen, dependi ng upon
the wuser type. In the present enbodinent, there are two user types, one being

a normal ugenoosdigE229hi ch the screen as shown by the graphicgaluppambdshcation
at 5 Figure 7B is displayed at step 167, and the other being an adm ni strator

for which the screen represented by the graphical specification at Figure 7C
I's displayed at step 168. The graphical _specification for the normal user GU
screen 169 is generally divided into a’ﬁgéding frame 170, a login details
frame 171, a device details frame 10 172 and a nessage/log frame 173. The
screen al soOnnliddaghanticationh tey sudmntisatiern appicationaprogram thenf procaeds at

descri bed. ] ' rane 170.1S |.a .he sa t headi frame
133 for the?-g%gﬁk@?@%gﬁxgﬁgnog%roéeeﬁthe\';\ﬁ\&ﬁ%g%%sebtg)ré#tsgfeﬁqﬁr@ieﬁa HP%nFu e been
used to i dgsdr typeCoi BRPPRSEEH arhbbdifidnesthere tdre thicalBer typekhiopeCB&iAg a
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153 to pernit the user to change its password. Accordingly, activating the new
password bulb®rgrapiicahwerelication Jeedhe vinarmah uses Gltnegrerbal $Dris aggnaral i on 25
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The heading frame 170 is essentially the same as the heading frame 133 for the
general login screen, where the same reference numerals have been used to
identify corresponding attributes of the frame. In this case, however, the. screen

15 title is modified to represent that it is a user type login screen, as shown at 143 of
the drawings.

The login details frame 171 is similar to the login frame 147 of the preceding
screen and accordingly the same reference numerals have been used to identify
corresponding attributes of the frame. The login details frame, however, includes
20 auser ID display frame 175 to display the user ID as opposed to an entry frame in
the proceeding screen. The login details frame also includes a new password
accept button 176, which is used in conjunction with the password entry frame
153 to permit the user to change its password. Accordingly, activating the new
password button 176 invokes a process within the authentication application
25 program involving communication between the host CPU 13 and the security
device CPU 37 to cause a change to the password stored within the flash ROM
41 of the security device for the particular user as shown at 177. A standard
routine involving confirmation of the new password is adopted, before the

password changes are completed.



The device details frane 172 includes a title banner 178, which displays the
text "device information”, as well as two further sub-banners displaying the
text "rmastveo 200at8ckZ® and "sl ave" at 181. These sub- banneperfagashsfoesssons f or
di spl aying i nformati on about the prescribed device or devices that are
protected 5 by the security device 35. In the present enbodinent, up to two
storage devices are allowed, which is _nggmal under the ATA standard, one
bei ng denoted the "nmster" device and the other being denoted the "slave"
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| i stings cantessnand sizetbenndirs fdralisting the device details that the user is permitted to

observe on the master and/or slave device, as set by the administrator.

For each observable device, the list displays:

othe device number;
15 eits access type for the user: and
othe device size in MB (MegaBytes).
The access type lists one of five possible designations:
eread only, which is displayed in red text;
eread/write, which is displayed in green text;
20 sinvisible, which is displayed in yellow text;
eread directory entry, which is displayed in grey text; gnd
edelete, which is displayed in blue text.
The message/log frame 173 includes a title banner 157 for displéying the text

“‘messages” and a display frame 159, which displays status messages provided

25 by the security device as a scrollable list, similar to the preceding screen.

In the case of the user, the device information is only provided for display

purposes and cannot be changed.



frames 189 and the action provided thereby in nore detail, in the present
enbodi nent, the protected storage device is divided into partitions that have
di fferent warmesodeewe! perm ssions dependi ng upon the detgrhosjok/ossgf the 5
adm ni strator of the conputer system 11. These partitions can be created in a
known manner and are represented as separate devices for each type of storage
device. As previously nentioned, in the esent enbodi nent, these partitions
may conprise C., D, E and F. Thus, each’user can have one of five types of
access to these partitiaons, nane&% read only, read/wite, invisible, read
8
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directory Iia;{)i nrgT]‘FpmcS f('?l’es' i nat he desilé;riat ed ?)artltion, but the f@gr as no
read, wr it a@coessiéd éhaseppariitions.onamely residaonlynraad/arnite, dhvisibhe reabedirdatonyhat
partitiﬂjﬁ. '2? Del (%q %ﬁcess is the highest |evel of access to any files within
a desi grrat &Y §'P%h, whereby the user not only has full read and wite
perm ssions, but also delete permssions in relation to all of the files in

that partitjon 2004/ 086228 PCT/ AU20041000387 7. . \Wen the user s ready
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but ton 174 deiftatdd paRfioRAS e oftfy rk38 thehiks @BRRMtS. Mhe user has no write or
delete permissions with respect to the files in that partition.

Read/write access means that the user can access all of the files existing in the
15 designated partition and perform both read and write functions with respect to the

file contents, but has no delete permissions with respect to those files.

Invisible access means that none of the files within the designated partition are

accessible to the user in any form and are hidden, even to the extent that no file

details can be listed or be visible at all in any directory listing of files for that
20 partition available to the user.

Read directory entry access means that the user may be able to list file details
such as names and attributes in any directory listing of files in the designated
partition, but the user has no read, write or delete permissions in relation to any of

the files in that bartition.

25 Delete access is the highest level of access to any files within a designated
partition, whereby the user not only has full read and write permissions, but also

delete permissions in relation to all of the files in that partition.



aut henti cati on application programsends a signal to the security device 35 to
set the "allow boot" status therein as by step 191. Setting the "all ow boot"

status 5 i WW@kaa/0kdres commencenent of the second phase of ppeigbiRBoRk7t he
security device 35, as shown at step 117, allowi ng the systemstart up

sequence to continue with the authentication application issuing a "warm
boot" interrupt vector as step 120 in the manner as previously described.
This halts the operation of the wuser authentication application program 10

In the case of the user type bei ng an adnmi ni strator, the adm nistrator screen
as repr esdMben thg usaeisgieagite SonEpeR PR Wit pearatingvef tha qompiter systed Hl.spl ayed
to the us e ' e ayLs Lcal i ppl i i r at step
168. The z%emqﬁlfé@‘fas{rygﬁa y%uetYdsrgr‘Itgg’nlslgém?égégu%ststsglﬁ%@ apt y@g’ n\{a Iﬁ%lr%u? ghfﬁg user

type screemuttightication lapplieation piogramcendsresighal taite Seanitydedice®s ttesdti fy
corresponding 15 attriputes between tBe tWo screens. Aélco‘[di ngly,  the
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to indi catdevideaB5t las sbowanai stdport 17halladmonitise rsystemtstpe Lp gseguete Tioe
device details fra 97 d the nessage/l og frame 199 are substanti all
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act i vat i on user abthentiaatioraapplicatongro@@dn.i nvokes t he commencenent of the second
phase of 25 operation of the security device 135 as previously descri bed.

Wth the login details frame 195, the sanme facility for changing the password
of thelndinihetcagtwf the pwerdype deirsy ahcawmiaiststerp 26 Bdministratorssereémmasent ry
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allowing the admnistrator to create an ata access profi
administrator type screen 192 is substantially similar to the user type screen and

so the same reference numerals have been used to identify corresponding
15 attributes between the two screens. Accordingly, the administrator type screen is
divided into a similar heading frame 193, login details 195, device details frame

197 and a message/log frame 199.

With respect to the banner title 143 of the heading frame 193, the text is altered to
indicate that the screen is for the administrator type login.

20 The device details frame 197 and the message/log frame 199 are substantially
identical to the corresponding attributes of the user type screen and will not be
described further. The launch system button 174 functions in an identical manner
to the launch system button of the preceding screen, whereby activation of the
same as shown at 200 invokes the commencement of the second phase of

25 operation of the security device 135 as previously described.

With the login details frame 195, the same facility for changing the password of
the administrator is provided as shown at step 201, with a similar entry frame 153
and accept new password button 176, as in the case of the user type login.

However, the login details frame also includes an edit users button 202, activation



for individual users, so as to determne their data access profile for
permtted access to the storage nedia 21. Activation of the button 201 causes

the aut henvoaisjogsr2@ppl i cation programto display at 204paiya3dpisdbgski at or
editing 5 screen to the user, the graphical specification of which is shown at

Figure 7D of the draw ngs. The administrator users edit screen 205 is divided
into a heading frane 206, an edit user gqt ails frane 207, a nessagellog frame
209 and a return to adnin login. button 211. The heading frane 206, apart from

havi ng an appr.opri atg é/ worded 10 titl e banpner 143 denoting the screen as
bei ng an acﬁﬁ $hown at 89S .caflawing éhe adminiglratpsto crgatn and editdigia @sressPivdias ng

frames. gH. ﬂéd,\?dugpgsggnggl 89g&4 %ﬂ%ezﬁ‘l%ll’l ﬁatas$E§éé”§1£D GHilL Yot %%%'itfé%l to
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banners gle R usé as 7 at
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di spl ayed dhedravingsl e and editable list of all users having access to the
protected storage nedia 21. This list is 20 derived fromdata stored within

the flash ROM 41 of the storage device arising from comrunications between
t he host CP[heladrrmmslkfator heecortit deredn 208 is dividexhiritoad headimppraraet208) g ogr am

Ther eof . - 4l waudabals fame 2 4 Messagmion fieme 509 Brg hietuilo 4 Agadwor
%"208‘3‘5822"?5%“%%#’7-A%ﬁ§%%§§§9ﬁ?%§% Baftfirh Heid BT ofictp Gt 22°
parti cul@r tilkedrgnniehd 48ctersdingdhe ssmemeas belhg an administrator edit users screen is
identical to previous heading frames. Similarly, the messagel/log frame 209 is
substantially identical to the message/log frame with the preceding screens. Thus
the same reference numerals have been used to identify corresponding attributes

of each of these screens.

15  With respect to the edit users details frame 207, this comprises a title banner
depicting the text “user list” as shown at 213 and sub-title banners depicting the
fext “user” at 215, “password” at 217 and “access” at 219. An editable frame 221
is provided below the sub-banners in which is displayed a scrollable and editable
list of all users having access to the protected storage media 21. This list is
20 derived from data stored within the flash ROM 41 of the storage device arising
from communications between the host CPU 13, under the control of the
authentication application program, and the security device CPU 37, under the

control of the operating system thereof.

Each user entry in the list contains:

25 ethe user ID;
epassword; and

oaccess button;

under the respective sub-title banners 215, 217 aﬁd 219.



appear for that user. The adm nistrator editing process allows a user to be
del eted by the adm nistrator through the edit frame 221 by selecting their

entry andwiey fesegsshst he ALT-d key sequence on the keyboargb/RuRofimeadre new
user button 223 is also included within the edit user details frame 207 for

creating a new user. Activation of the button 223 invokes a prescribed
process within the authentication appl i_c%'@t_i on program as shown at 224. This
process causes a di al ogue box to be displfayed over the adm nistrator edit

users screen 205 providing for franes for, entering the user |.D and password,
ond an 10 DEEBATSEG TS ARer e RUBAN ARt 7 PRI GreafpieBeahscat HEORa T ang
password t |rS I n e it Z hyhew user
has an i ni ?ngar ijerf glll??t el;'t a@%cggﬁélﬁ%? oétierged%m%kplgl ﬁoﬁ\gguﬁkglz%%gaefﬁlﬁt P%n

devi ces asdaletibhy thatadminisitior threugls théediidiimies22 htbyr seldcting their datna access

profile for the user,us; he access edjt screen, The adm nistrator accesses
this screeﬂ”%yr%isﬂ%ﬁ’%‘Sﬂi‘é%%e%ldﬁﬂ%s% ‘ﬁ‘d QéEqass button as shown at 226

for the user requiring editing in the wedit frame 221. The return to admn
l ogin buttgon 211 is provided t I.Iow the adminjstrator to return to the
i i sbr aforrealpBomaiRH o #2848 Ao meRECL i D edb SsebfbtS e ocr cen
205 as Sho!@r%r érohtingCa Ael ‘tﬁéérl‘..”%chbﬁticﬂf%ﬁ%ﬁa Buﬁbﬁ@é%eﬁf%ﬁﬁse td‘gre%ﬁﬁbédt le

banner 219 al ongsi de any user isted 1n the user list o edit user

detai | s fr aroeegwithinsthe abtheatichtion iapaticaiion pmyracassoshgwo@ta?d@4.0 Thispl ay at
step 228 the adm nistrator,access edit screen, th raphical specification of
whi oh i s sRIRGRSRIFAERGRACTAIOE Biig [aPsdivlayedRuer T iniskoter i UsetS oo
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frame 231, a nmessage/log Trame 232 and a return to admn user text edit
scr een 1But aseeptivitiomhwheeeipon@stivalien 8wvhich ¢ausesdhe user iendmasswarhtp Ber eens

That the sUFBEepuhdfe A Ed 28R biRen, o 225" CRRER A sk bis ah L5, ¥ rne
nmessage/ | ogefduftn@atd 3@cdess VB ofi) AMABA 2SS RipT A Riitd P e¥ikes asthidden, until
such time as the administrator edits the data access profile for the user using the
access edit screen. The administrator accesses this screen by activating the
15 corresponding access button as shown at 226 for the user requiring editing in the
edit frame 221.

The return to admin login button 211 is provided to allow the administrator to
return to the administrator type login screen 191 from the administrator edit users

screen 205 as shown at 227.

20 Activating the access button beneath the sub-title banner 219 alongside any user
listed in the user list of the edit user details frame 207 causes the authentication
application program to display at step 228 the administrator access edit screen,
the graphical specification of which is shown in Figure 7E of the drawings. The
administrator access edit screen 229 is divided into a heading frame 230 and an

25 edit access details frame 231, a message/log frame 232 and a return to admin

user text edit screen button 233.

The heading frame 230 is the same as in preceding screens except that the title
banner is provided with appropriate text to identify that the screen is of the

administrator access edit type as shown at 235. The message/log frame 232 is



the sane as in proceeding screens and accordingly the same reference nuneral s
have been used to identify corresponding attributes between the screens. The
edit acceswodebgisssf rane 231 conprises a head banner 23Pcdvayoesyoonsg7t he text
"access details", a sub-banner 237 containing the text "user"” and a display 5
frame 239 adjacent thereto for displaying the user ID of the particul ar user
selected fromthe adm nistrator edit usgp-screen 205. The edit access details
frame 229 then provides a simlar frane set up to the device franmes of the
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security deaecmedbugadtd idedtifgtcotrégpanding&itiriutes betnesn the ssubend.i tl e banners

183, 185 and 187 detailing the "device", "access" and "size (MB)" titles
respectively are provided for each device. Device detail franes 239 are

provi ded bEl@wdRaritesd deisiReframe 231 lconrizasrs head rBdriert285 Hppiyiy e franes
189 of the device detail franes 172 and 197 of the 15 user |ogin and
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t he accessléstpeé flom tHehadmirdstratodedit Uber sarbeti20be banner 185 and t he device

size in MB under the size (MB) sub-title banner 187. 20 The access type for
the user is divided into five types: .read only, depicted in red text;

.read/ Wi tFhe @ERi sdceds| detaleRBME Y BRA provitdssh Nigiladérings @t iup wetHeow t ext ;
oread directory entry, depicted in grey text;, and 25 odelete, depicted in

bl ue t ext .dencq frames ofrtbegi uses tyRe dogdip isrersy 168 anghiber admisjisteatentyPsaledinot t he
partition €6 he,.p " di [ ~Thi s,
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title banners 183, 185 and 187 detailing the “device”, “access” and “size (MB)”

titles respectively are provided for each device.

Device detail frames 239 are provided below each of these sub-title banners
similar to the display frames 189 of the device detail frames 172 and 197 of the

15 user login and administrator login screens respectively. The device detail frames
239, however, are editable, whereas the former two were not. Accordingly, each
device details frame lists the device number under the sub-title banner 183, the
access type for the user under the sub-title banner 185 and the device size in MB
under the size (MB) sub-title banner 187.

20 The access type for the user is divided into five types:

eread only, depicted in red text;

eread/write, depicted in green text; and

sinvisible, depicted in yellow text;

oread directory entry, depicted in grey text; and
25 odelete, depicted in blue text.

As in the previous case, the device numbers represent each of the partitions that

are created for the particular storage media device. This, together with the size



particular partition stored wwthin the flash ROM 41 of the security device,
whereas the access type is editable by highlighting and clicking the

di spl ayed @i 50406828t i s respect, the displayed entries myphezdogbonsen read
only, read/wite, invisible, read 5 directory entry and del ete through the
graphical user interface by clicking an invisible frane around the displ ayed
text. In this nmanner, the access type fog each partition can be individually
set and edited to create a particular d ?é access profile for the sel ected

user. The particular data access profile created for the user is processed by
the 10 aut HBrM@kENois displavcanlyoas sledermined iy Hepinforaptian prRscabed ot {hedevi ce

35 on acti ] il et t 0 ' I i 3 own at
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13 and stored wthin the security device flash ROM 41. The adm ni strator at

this stage rf§p@@inm@3f5@éam¢eemrge$ cyelsrhetween readyoniy. rerdiwie. Kvisils, feac he

securit ys paf: Welgl ' ' : d t 11 is
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nmodi f i cat i dnvisiblelfratauatouod.the Sispldyeginierius| y, the aut hentication application
programreturns to displaying the admnistrator edit user screen 205 from

whi ch the adm nistrator can select and 20 edit the data access profile of

ot hfer use(erIni this;h@amﬁirt the Hccads typen f(bl’r1eaﬂf?1l‘p‘eﬁﬂtic§h?$;@ni bedndividivally tseg dfidD 21 is
configured sq that the operatin ystem of the conputer 11 is stored in a
security paf?cﬁﬁetdi ¥ Cdf@?‘ien@dpﬁﬁﬁ'cﬂ%é S%Fén??ﬁesstsr Reaiile fopdhecselested WeRt: i '?‘l-h@n is
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partition iRisHidel kné %i§}ﬁa¥ W4t 'al&l:§s§ Dréfile ogsdua?errmt?@bg thRCad@isttdtYr is
partition in HOD 21 s further configured so that the adm nistrator of
2004/ 08622 apanualdztedi todbassecuriB2device CPU 35 by the host CPU 13 and stored
within the security device flash ROM 41. The administrator at this stage
15 configures the user profile to only allow read access to the security partition on
which the operating system of the computer system 11 is stored, thereby

preventing the operating system from unauthorised modification or destruction.

Simultaneously, the authentication application program returns to displaying the
administrator edit user screen 205 from which the administrator can select and
20 edit the data access profile of other users in the edit list 207.

In the manner described above, the HDD 21 is configured so that the operating
system of the computer 11 is stored in a security partition defined by the
administrator. The security partition is configured by the administrator so that, at
a minimum, an ordinary user has no write or delete permissions in relation to any
25 of the operating system files therein. This protects the operating system of
computer 11 from unauthorised modification or destruction. Optimal protection for
the computer's operating system may be provided by configuring the security

partition in HDD 21 {o be invisible fo an ordinary user.

The security partition in HDD 21 is further configured so that the administrator of



systemfiles in that partition. This facilitates flexible adm nistrative

nodi fi cati on and/or upgradi ng of the operating system During nornal

operati on, wbesmr/wéhg be tines when the operating system weirlavsgiooods® update
systemflles contained within the read only security partition. If wites 5
are sinply not allowed to this partition, then the operating systemwll not
operate correctly. Thus, the applicatiol %[ogram of the security device is
designed to divert all wites intercept by the bus control and interface
logic 43 to a menpry in .t instead of the read only

ortion of I sh
security pa?b’?ﬁeF” 'ﬁ?s l’h”ﬂ@ﬁ Bamﬁﬁ'ﬂrneTh's qﬁ%‘ @?ﬁﬁ)ﬂﬁﬁp'%@pﬂﬁ'ﬂ@gﬁf"fe iligRiiRNed t he
required f'énﬁﬁ)ﬁgﬁbrﬁ@iﬂ o?a@réi E;@ste‘?ﬁerat' on. Thus a portion of the flash

ROM 41 is use scra y'and is overwitten each tine. An exanple
of this occurrence is: Dur| ng normal operation a user makes changes to

deskt op I| t . : . 15
The operati ngmgﬁéﬁﬂal(%réhgﬁ’ tﬁére g'ﬁﬂ% E}Fwsgﬁggrs\ 'tﬁé%%?%qd?%sgé@\;\&ggﬁ%ﬁe
changes t o b hipddBDsystenm Kites bentladdeWMmgetbet riead olretfy aadcurity pattmlbhuﬂ:f wm‘est he
wite to the HDD i s not all owed, the cﬁ‘ﬁ%ﬁ ops operating norrra

Ther ef or%d argsirply natallowed:io thig p@ré@om B DPeRing aysamowilnpd Grnea%tﬁ ROM
20 @)
I nst ea ﬁet’@ﬁ TRES, g@ ﬁﬁ’?’ﬁﬁs dlr{ %R@géﬁ%pgf Phe Oé%éu*ﬁ?y FRvicd Ehp w@gﬁg tfge

i npl enents t ange a ated t system
conti nues mdiverhall mmiﬁesahitenmepteﬁleyﬁwkmgec&ﬂdmlmﬂnntmﬁhaa Isgncr433fdaapbrtwntd>ﬂ t he

conputer is turned r- t rigin confl tio | oaded.
VO 2004/ 08EDSBORCH) %l?zﬂ@ﬁ? %%&gw,? Eeadhﬂf %lﬁrﬁ%ﬁ‘ﬁon Iy BRI 2 3%46
backgr ound rﬁ&ﬁr&}’rr the lcofsiTet %eheVesBﬁ(H%r Qb'ﬂéjteeoﬂhéufeq%hﬁﬂgﬁés a‘nd%ﬁtm&% t 0
updat e sa/st [es by witing to

normal operation. Thus a portlon of the flash ROM 41 is used as scratchpad

memory and is overwritten each time.

An example of this occurrence is:

During normal operation a user makes changes to desktop like display
attributes, desktop theme, background colour etc.

15 o The operating system (OS) implements the changes.

‘¢ The OS then saves the changes to the HDD to make the new changes the
default at startup.

o If the write to the HDD is not allowed, then the OS stops operating normally.

e Therefore, the SDV diverts all writes to a scratchpad area of the flash ROM
20 instead of the read only security partition of the OS.

o This way the OS implements the change and thinks it has updated the

system files and continues normal operation.
» The change the user made is in effect until the computer is turned off.

e On power-up the original OS configuration is loaded.



5 - Systemfiles are in read only OS security partition. - security device
diverts systemfile wite to scratchpad area of flash ROM - System conti nues

wi t h col ouwochedagerdsn effect. - User turns of f conputer. pciyenooamoriter i s
turned on, OSis |oaded fromread only OS security 10 partition. - Oiginal
OS systemfiles are | oaded. - Background colour is original colour before user
changed it. The second enbodi nent of the%éjest node is substantially simlar to
the preceding enbodinent, except it is®rected towards a security system of
a type where the 15 security device is integrated into the bus bridge circuit
i nterfaci ndnSHERBIYA CPU bus 15 with the data access channel 33 provided by
the ATA cable that is connected to the read/witeable storage device 21. This
type of security systemis disclosed in International Patent Application

PCT/ AU2004/ 8002 1fserwhiaapes sleaktop backgmyror atledr foeezampls. ref erence. 20 For the
pur poses of describing the second enbodi nent, reference will be nade
specifically to Figures 8 and 9. WO 2004/ 086228 PCT/ AU2004/ 000387 -34 As
shown i n Fi gur e Bhockbeowraheslber carsgedm 11 to which the security systemof the
present enbodinent is integrated wth conprises an alternative but generally
equi val ent architecture to that shown in Figure 1. Moreover, the architecture

of the conputerpsysé$Ld @ﬁdﬁ@%&@tén‘?ﬁ%s@dy\ﬁri%g?%ﬁﬁes, a plurality of buses 5
interfaced with the nmain CPU bus 15 via appropriate bridging circuits. The

buses include a PCl bus 306 and nultiple peripheral buses. The peri pheral

s, 155,49 S e A i gt S0 2 T B

ge circul north bridge 304. The north
bridge 304 is an ASIC that provides bridging between the CPU 10 bus 15 and

cont ol 11 ngcom IS H N Rs eIk b TEHD Fattbhi A aBthag ROue" =
- System continues with colour change in effect.

- User turns off computer.

- When computer is turned on, OS is loaded from read only OS security
10 partition.

- Original OS system files are loaded.
- Background colour is original colour before user changed it.

The second embodiment of the best mode is substantially similar to the preceding
embodiment, except it is directed towards a security system of a type where the
15 security device is integrated into the bus bridge circuit interfacing the main CPU
bus 15 with the data access channel 33 provided by the ATA cable that is
connected to the read/writeable storage device 21. This type of security system is
disclosed in International Patent Application PCT/AU2004/000210, which is also

incorporated herein by reference.

20 For the purposes of describing the second embodiment, reference will be made

specifically to Figures 8 and 9.



308 and AGP (Accel erated G aphics Port) 310. Simlar to the north bridge 304,
a south bridge 312 bridging circuit is provided as an ASIC that provides

bri dgi ng bglowagisesds bus 306 and | SA bus 302 and | DE 15 PorsA@804/000887sout h
bridge 312 al so integrates m scel |l aneous system functions such as counters and
activity tinmers, power nmanagenent, and various interfaces or controllers to
handl e conmuni cati on between devi ces or_13t4h_e PCl bus 306, |ISA bus 302 and | DE
bus 33. Connected to the IDE bus 33 is the HDD storage device 21. O her

er 1 pher ar b qog@h RFIGHE & e YR IRE R uBSuFeH e Se I S RS esene
i ntegrati opregent eenborideeht iy inteyreaY 3with védmprisdshans akiédmativé dee raig its
connection with the HDD 21 via the IDE bus 33, in nore detail. The south

bridge 312equivdlagearanggriure de thet shewnJeitigweal - diigragveagihegatshiteeties ofn
f 2 |
Lanet ons R RHAERRas il HELHARH fdiolle BohBiRRLaE oty O bbby St e

keyboar 8/ nimteréacednvittothe maig TRdbus t&vid amropﬁﬁﬂa br'l'dilgingmuhs bTheiQes&.Z may
al so include | ogic cel | ane | ons The south bridge

312 al so i WEludged Péﬁ[m%i 36{5 o@nfi r@lzlép'anggmtr\%raﬁggsgggci@auwrﬂeher%gpée%ze i s
functi onal tnﬁltﬁi‘é‘ﬁn\’@ﬁ?%s §@2tel&‘?j &ﬂbé%uﬁx@gr Rtm &ﬁ]é)r% and interface on I--!-

AR -4 1L. nnnnAn WO 2004/ 086228
PCT/ AU2004/ 000387 -35 descri bed bel ow in rmre detail, the security |logic 326

can sel ect r A ted HDD

21. Siml aF- ? ngﬁgalg‘)ucr: e@?gge%ﬁw tw&m% 1~ff%f'ue goec%rfyﬁ({j%i c 326

oper at es a@torT(tltengortm baldgewb ivead /gﬁtlﬁ thatpromdpsdgk@ﬂn%'\/bemersma)@ml Hinto

RAM 32 tart an econes the operating systemfor securlt ogi c
PO Do Ik fo

500, e’ pbus dB AP LD il oA PB e pdgs 3 earat%sﬁyspehugs 1 he
protect od L) 34 difling WiLiEaIdN S e Aol BRIBT, SHRIER!oRreCessed

by a designate adm n| trator. e secure I nvl Sl trtion
descri bed 308 eand AGR{Acteletadbd@raphicePoat)idi6l y, the appli cat i on progr am rray be
stored in the south bridge

Similar to the north bridge 304, a south bridge 312 bridging circuit is provided as
an ASIC that provides bridging between PCI bus 306 and ISA bus 302 and IDE
15 bus 33. The south bridge 312 also integrates miscellaneous system functions
such as counters and activity timers, power management, and various interfaces
or controllers to handle communication between devices on the PCI bus 306, ISA
bus 302 and IDE bus 33. Connected to the IDE bus 33 is the HDD storage device
21. Other storage media can be similarly connected to the south bridge 312 via

20 the peripheral buses.

Figure 9 is a generalised block diagram showing the present integration of the
security system 332 within the south bridge 312 and its connection with the HDD
21 via the IDE bus 33, in more detail. The south bridge 312 includes logic for its
conventional bus bridging and system functions including a PClI interface 314, IDE
25 interface 31, USB (Universal Serial Bus) interface 316, ISA interface 318, power
management logic 320, keyboard/mouse controller 322 and timer logic 324. The

south bridge 312 may also include logic for other miscellaneous system functions.

The south bridge 312 also includes security logic 326 and RAM 328. The security
logic 326 is functionally equivalent to the CPU 37 and bus control and interface

lo¥a larmim A0 AF ¢t amarirmidersy AlAacddm~s A AL WA NADOINNADNANDY ale et —



10 312 itself or in a separate secure nenory (not shown) connected to the
south bridge 312. The functionality of the application programstored in the

i nvi si bl e widDlgoyedsbist i on 330 and the operation of the seqir/Ay208d6d0s8n 332 i S
substantially the sane as described with respect to the previous enbodi nent.

The application programstored in the invisible HDD partition for the security
logic 15 in the south bridge 312 is gengrally designed to intercept and
control the conputer systenlis boot process and provi de authentication by

f I D and p ( to.t t . t di
e per ni ¢ GESCHORSL BRloi gb Jhotehdeladl dPose o Y Na0Eedes |G RBGLVEY e eTne
South Dr | daBcSkeshBINEER the RESTORL (Fehd apitibaBatignase media 21 1 s

particul arly designed so t 20 securl ogic 326 is able to selectively
filter all requests for information and data flowing to and fromthe

protect ed Siff98 1 dbpufl delie SLEHIG GolHA234R SLAIMPIAT, ShEBRorAGUCSts (O

the storage ne as appropri ase predet er user pro |Ies

t hat are satcardinyytoaaysescriteed applivatiad progssm athich i taefdddeintaMRANG 3R8obn| es ar e
stored thin invigible HDD partitjon 330. These fil re basdon
2coess Do Bt wp gn bﬁgpmqs.taﬁsono%@tmsx TP ORSS R PO cEi BreSeapas e
media 21. %st!ﬁcatn'c”sﬁ &% 3} rnbs‘s§rﬂfl<9ﬁ %@noﬁeﬁhe”ﬁﬁ'o%t@d MEbest iigaiFon a
partition- ypartltlo file-by- e basis in the sanme manner as

descri bed whidh is empedllettm tehaismfeaedl ngn eat)l(ydlbeemmeﬂed Iy & aledignated

| | d h
260th br | agmSARL o RS setige iighle, BT Bt Mon it Al d R rERECH e
sout h bri dggiodl 2 Ait¥E=ARBH/ @ﬁ@%@)ﬁngﬁ TR %09@§37e st&@dTﬁQhé%%[H bMdQé{St em of

the present enbodi ment, altho differently, functions in
subst adDi aBlg itsedren ifad sepanaie $chraeneps@m1(n@insf¢¢wmh@om@@ted|tngtheesmtﬂm| nent ,

cecuri ty sbufdm 312, T Fordipaliy 8 bie, chpREHBn practdly slfed "R BRCRBLe L the
sout h bri dpi3 partitonB3uamd RO peratibe ok tidsedlrity @%ﬁ@ﬁ%@i is Sbsiastiallgie 13 to
the protected storage nmedia 21 by intercepting the boot process at an early

stage dur FAGecsedesqriordyrith resperde, thepreviousemhesiment.t he precedi ng
enbodi nent. In

The application program stored in the invisible HDD partition for the security logic
15 in the south bridge 312 is generally designed to intercept and control the
computer system’s boot process and provide authentication by means of a login
ID and password before access to the protected storage media is permitted.
Accordingly, the location of the security logic 326 in the south bridge 312 between
the host CPU 13 and the storage media 21 is particularly designed so that the
20 security logic 326 is able to selectively filter all requests for information and data
flowing to and from the protected storage media 21. The security logic 326
forwards these requests to the storage media 21 as appropriate, based on
predetermined user profiles that are set up by a user having an administrator
profile, which profiles are stored within invisible HDD partition 330. These profiles
25 are based on access to different partitions and/or files within the protected storage
media 21. Thus the designated administrator can set up data protection on a
partition-by-partition and/or file-by-file basis in the same manner as described with
respect to the preceding embodiment. Similar to the application program, the
user profiles may alternatively be stored in the south bridge 312 itself or in a

30 separate secure memory connected to the south bridge 312.



addition, the security logic 326 in the south bridge 312 provides for a custom
boot sector to be |loaded into the RAM 308 of the host CPU 13, which then
execut es awdlfhoaugehesnt i cati on application program requiripgr/agidoessossser

aut hentication before allow ng the conputer systemto proceed with its nornal
boot sector operation and operating systemloading, in the sane manner as the
first enbodinment. Since the latter ope_r$é6i ons require access to the protected
storage nedia 21, this nethodol ogy ensures that such access is undertaken

only after _the supervisory 15 control of the securijty Iogic_ 326 in the south
bri dge 312 Tlﬁ’&ss?%gﬁye%’fséﬂini@ch@ﬁ piesent ggthadipent elthosensdesigned differently.st

enbodi nent res ' ts : [ e ter 11
is stored ifglﬁcegotsﬁgc@r ?t%r%séérﬁﬁnpo@gﬁ%?ér{e aﬁﬁ@{ﬂ%t%&ﬁ%?fstégu%eﬁ gmﬁﬁ
partition iesntxjd;lin:eat,lancbeofVViUlmo@@eS@eSdniibEd iats;mciﬁcrdeta;h Thus,andheasageusfer has
no 20 wite or delete pernissions inrelation to a of the operating,system
I e ther 51 selitSsher S el Becribset SRboAIMen. Me Sheliipiots 328 Pheher

confi gursed 8t Badgd bg%ﬂ%gm}éﬁ?& & bRtk 0Uf oft AERHES T ﬁ'ﬁésﬁ(?sff‘ éﬁuoﬂqﬁatthe

selectively wite ©Or e an the operating systemfiles int

partition. piateoigsbstadage médiaf2t by iatdroeptingnthe ook peogesshal aniearpstagash ROM

provided in, .25 the sout ri | nstead, the curity logic 326 makes use of
Phe i nvi si BENeseralon iah B B85S, 85 a JBF iodsf o i Beeqhid episimenb 1
operating gygitem tee _§é!é1§rﬁ§“k§g%i€: 8269R thé BEURhRRfe812 Pr&ﬁcﬁéé fdr@cligtom S6&tat chpad
portion of the invisible partition. This portion of the invisible partition
i's overw i tseetordadr loaded inta the KAN 388 afdine bost GPLhE3, whisbtthem executas anl ash

th'r " eitbodies RO SO iR IR UGS flresr L AR seklng
enbodi ment aligwigPthd Bamputsr S@temi foy practlednivits ilsThbeRBINbEst séctér bpsrdiibhdge

integrated circuit (1 C provided on the HDD. This enbodi nent arises from
devel opnen@fd@nreiating skgemaloaging, {reikeAyarse sreial asothedtahembpdinempSHcent o 5

conmputer s ' I i scl.ased .jngln 40 t.ent: | i,cation
peT Auzooat Bbdus, Sherafbt Fpiie’ SeBESY o sD PR BEeRE P EratE PR R, 81 o e
methodology ensures that such access is undertaken only after the supervisory
15 control of the security logic 326 in the south bridge 312 has been established on a

user-by-user basis.

As in the first embodiment of the present invention, the operating system of the
computer 11 is stored in a security partition formed in the HDD 21. The security
partition is similarly configured so that, at a minimum, an ordinary user has no

20 write or delete permissions in relation to any of the operating system files therein.

Similarly, the security partition in the HDD 21 is further configured so that the
administrator of the computer system 11 can selectively write or delete any of the

operating system files in that partition.

As opposed to the first embodiment, however, there is no flash ROM provided in
25 the south bridge. Instead, the security logic 326 makes use of the invisible HDD
partition 330 to divert all writes directed by the operating system to system files on
the OS security partition to a scratchpad portion of the invisible pattition. This
portion of the invisible partition is overwritten each time, in a similar manner to the

function of the flash ROM in the preceding embodiment.



pur poses of describing the third enbodi nent. As a consequence of the design of
SATA interfaces bus bridge I1C s have been developed in the formof a highly

I nt egr at edwysioeose¥s Chi p (SOC) device, an 10 exanpl e of pagdyagbooasozpeen
recently announced by Infineon Technol ogies. This SOC device integrates a 1.6
Ghit/s read channel core, a 3 Ghit/s native SATA interface, a 16-bit

m crocontroller, a hard disk controller, .;[Tbedded menory and a quality
nonitoring system Such a device is des"l%ned to be incorporated into the

control circuit .of a HDD, essentiall ri dgi ng. comuni catj ons between a
conput er 1%31'@@55%(1'%1\ @hm%&yq\g?”c%nﬁ&?ﬁ@ﬁ?@”%’g sinilay fo dbererrendevi ce,
and the H i S ' ' t rity
system i sD:Br%%d;l)@r@g%'e%%?hg?ghg%grcpﬂ%g@?pﬁﬁfﬁ hgféfﬁ?ﬁeﬁgﬁl (a:o%?l@gtﬁfrﬁ@té ion to
t he SOC devmtegraied ceirbsd (EDp\provddd has theppiDbDatThis swbbdianmentopeses i irgmt he

; o : So o S v
Shown' | 1 FEUROPEENTs 1t 1hS therad &R (A0 812 aai iarscaniecipg BBE'S gt ng
memory %Méﬁ%uégrlﬁ/s%nh It aﬁaarse a?s%Zdas%mgB'r?ng Ciiﬁolﬂhiffrﬁb{iﬁﬁali Pfa?ér{taﬁsPﬁc%%oﬁnd

security logic . As in the precedi ng embodi nent, the security logic 361 of
t he bus br iRIGEAHI2004/Q00229), 3@ich és sinifartyuinedrposatiedaerapp bl catarence &t ther e

stored on the HDD into 5..0, selectively secure accesses between the
mai n conputpéjrrp%ﬁﬁ? qfﬁ&e%ﬁ@%gﬁtﬁe t%’fi‘riujeﬂﬁ)@pfrﬁﬁnw th the nornmal operation of the
di sk controller. The function of the application software is substantially

identical to that descri beg
L rJ As a cpnsequence

e / _ . . - . . d
2004 08622%&%’;)@%981%01%%8& a ﬁéhlgﬁﬁfgg%ttbﬁe&é@éecﬁ% areohiy (SoendeliRkegnat e

into the hardware an _f| rmvar e desi evice to0 exercise_cont r ol
over ditk axespieofwhiol hasebeer keesnityr amnauncetiupy infinesin yedinalbgiedeThise

seouri iy SUArRLIMPAREN Y he ROTHRS Ranid Sl By St indd SATR 1" °
confi gur ed ihterfacs, a1 bait microcontroller, a hard disk controller, embedded memory and a
quality monitoring system. Such a device is designed to be incorporated into the
control circuit of a HDD, essentially bridging communications between a computer
15 bus using a SATA channel for communicating with a storage device, and the HDD

of the storage device.

In the present embodiment, the security system is incorporated into a bus bridge
circuit of similar configuration to the SOC device described above and has
application software operating the same stored on a HDD to which the bus bridge

20 circuit is connected.

As shown in Figure 10, the bus bridge circuit 351 comprises a CPU 353, having
memory RAM 355, a SATA interface 357, a disk controller interface 359 and
security logic 361.

As in the preceding embodiment, the security logic 361 of the bus bridge circuit
25 351 is configured to load application software stored on the HDD into RAM 355 to
selectively secure accesses between the main computer and the HDD, in

conjunction with the normal operation of the disk controller.

The function of the application software is substantially identical to that described
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manner as in the precedi ng enbodi nents, so that an ordinary user has no wite
or delete permssions in relation to any of the operating systemfiles

t herei n. Aywcgoe9osedzd he case in the precedi ng enbodi nent spcit/RAB20e000581 Y
partition is further configured so that the adm nistrator of the conputer
system can selectively wite 10 or delete any of the operating systemfiles
in that partition. It should be appreciated that the scope of the present
invention is not limted to the parti cuPBr enbodi ment herein described and

t hat ot her enbodi nents of the invention may be envi saged w thout departing
fromthe scypienvis igfprfacedowith lemd iptegsated intovibathasdwaie and SemweiRE design\ve

DEFINING T I ARE AS . FO_L e stemf r, sec

access Lo Ae i ala e & pabtirs ot apn Ok REPrs. TR b ecen ZBRPIE S s i ng
unit 5 ( CRUbctiosnpuf e d8WBE isBgans used by the host CPU to | oad prograns in
order to operate the conputer, and a storage device for storing data to be

used by the conputer, the security systemconprising: a security partition

formed in tdhsEiREABR t‘P'\%Vb SratingOsyiShémapretal Eo@paier! PP &tdH3dShos &dclifityt he

security partition; and bl ocking ‘neans for selectlvely bl ocki ng data access
bet ween & h@atrtﬂs:tn foPmeshin the HRIB @21, tthaaecmnthnartltlcm E cAnﬁgmmdu inya sirsiam as
clainmed in cl has_an aSSOCIated

access pr ofm?‘%ner a@d@ﬁ“ﬁ@é@%‘%&Bg@fﬂqg@SH{ﬁ %ryl il hﬁaﬁt?a‘ﬁ'% of the

level of acfgste dePmiRidiisreftiont® aﬂycsfas@ogérsstmg syéﬁérmfﬂésﬁmebéina user, and
the bl ocking means controlling 20 access to the storage device by a user in

accordance with the access profile associated with the user.
As also is the case in the preceding embodiments, the security partition is further

configured so that the administrator of the computer system can selectively write

10 or delete any of the operating system files in that partition.

It should be appreciated that the scope of the present invention is not limited to
the particular embodiment herein described and that other embodiments of the
invention may be envisaged without departing from the scope or spirit of the

present invention.
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3. A security systemas clainmed in claim2, wherein the security systemis
arranged such that at least two 25 different data access profiles are
defined, one access profile ascribing read and wite access to said security
partition, and the other access profile not ascribing wite access to said
security partition. 30 4. A security systemas-clainmed in any one of the
precedi ng clainms, wherein said blocking neans is independent and separately
confi gurabl e ofTmismicLAmgt SEPRINING PHBECNVENYISNSARM AS gbarowd:in any one of
the 35 preceding clains, wherein during operation of the operating systemthe
security systemis arranged to divert and wite operating systemfiles to a

| ocation different -A4fectinithesygetam fprpadduriiony scdded toraml oppeatingn of

the operating nt. i n 0 i i in tk
Socure’part | {10 R Gh SSRBYELET p MY, LRRA D CVEL AL b RE, |
claimb5, whérei Ckhe, cevbDriey Iesoam nveadry dnged by dneehosand R i te load

operating SySt;ﬁfE%%feé@ e dfdashc EOMpelatd stﬁ?éir&&aa%%yg&?ma@ﬁ cd akpedaba

claimb5, wherei 10 security systemis arranged ivert and wite

operating syst@VI¢Eedofo PTG sPBFe gt tPei oW orbedthe t3RPWEF agehe
device. 8. A segidntytPysSyefr@scémptd®dngn claim 2, further 15 conprising
aut henti cati on neans_for auLhenticaglgg a géer ($f.the ﬁonputer and .

associ ating the user®wSEEH YesBAt begT R ce¥ Gt of Y e RS aist Fiastki AGVHESns

control | i ngosubsleguepberatdiess toystwemseberingy psttdérdéd oninn adoor daacarwtiy’h
the access prqéé%gigfgggigﬁgd wi th the user.
blocking means for selectively blocking data access

between the host CPU and the security partition.

15 2. A security system as claimed in claim 1, wherein each
user of the computer has an associated access profile,
each access profile comprising information indicative of
the level of access to portions of the storage device
permitted by a user, and the blocking means controlling

20 access to the storage device by a user in accordance with

the access profile associated with the user.

3. A security system as claimed in claim 2, wherein the
security system is arranged such that at least two
25 different data access profiles are defined, one access
profile ascribing read and write access to said security
partition, and the other access profile not ascribing

write access to said security partition.

30 4. A security system as claimed in any one of the
preceding claims, wherein said blocking means is

independent and separately configurable of said host CPU.

5. A security system as claimed in any one of the
35 preceding claims, wherein during operation of the
operating system the security system is arranged to divert

and write operating system files to a location different



20 9. A security systemas clained in any one of the preceding clains,
wherein said bl ocking neans includes processing neans for controlling
operation of said blocking nmeans. 25 10. A security systemas clained in
claim2, wherein said blocking neans is configured to block all access by the
host CPU to the storage device before initi4lisation of the security system
and to selectively permt access 30 imedi ately after said initialisation in
accordance W thd tResBeetiryeyagass il id®. thde AosREUr idpersitsiemas €hai med
in claim10, wherein  said authenticati on neans enabl es a software boot of the
35 conputer to BEETEH eFYHHI af PBF 1EHFFectY St ﬁg}ﬁuﬁﬁ’ét PBRTEf 159usBY St afd
said security Sfistessn prerthé ssainal paoatt hgn -hdklte abttbheenpepabtad. system
during the start up sequence of the conputer follow ng said software boot.
12. A security systemas clained in any one of the 5 preceding clains,
wherei n sai 8 bléocki iy seansity spisgsincald ychpodedni glhiime Shi twheteimathe
access channel shel Lhecbast SRLANGNC 51 gl 02 dQW L e Ak ApSPAULiLY
systemas clained in claim1l, wherein 0 sald bl ocking neans is disposed as
part of a briddgivefetifeles. tasa AlaghhdeOMfor securing access to an operating
system of a conputer, the conputer having a host central 15 processing unit
(CPU) , a storage device for storing data to be used by the conputer, and
menory used by fhe Hosfecurity system as claimed 1in claim 5, wherein the

10 security system is arranged to divert and write operating

system files to an invisible partition formed in the

storage device.

8. A security system as claimed in claim 2, further
15 comprising authentication means for authenticating a user
of the computer and associating the user with a prescribed
access profile, said blocking means controlling subsequent
access to the security partition in accordance with the

access profile associated with the user.

20
9. A security system as claimed in any one of the
preceding claims, wherein said blocking means includes
processing means for —controlling operation of said
blocking means.

25

10. A security system as claimed in claim 2, wherein said
blocking means is configured to block all access by the
host CPU to the storage device before initialisation of
the security system, and to selectively permit access
30 immediately after said initialisation in accordance with a

respective access profile.

11. A security system as claimed in claim 10, wherein
said authentication means enables a software boot of the
35 computer to be effected only after correct authentication

of a user, and said security system permits normal loading



CPU to | oad prograns in order to operate the conputer and storage device, the
met hod conprising: forming a security partition in the storage device; 20
storing the operating systemin the security partition; and selectively

bl ocki ng access between the host CPU and the security partition. 25 15. A
method as clained in claim 14, further conptising associating each user with
an access profile conprising information indicative of the |level of access to

portions of thefstoeagsrdeyt £68gPaiickiredibyidy usae; Andrd oppeasdnlis®fe of
sel ectively bIocklng access ?eLﬁeen the .30 h?st CPU and the security
partition in acthf daNBRYWFEnrPheCVieeesdip, BPFFUaHEI PABA for the user. 16. A
method as claimed in claim15, further conprising defining at |east two

di fferent access prq%iles one ccess_profil.e ascr.ibing. read and wrife
2

35
access to data Stored ofcSar - Lect¥ Ty patii t56H "And the Bthe cc&ds

profile not Sascpréfadingit echetess t wlsmiaisecwaitd) pdraktiingn. Iéand netibod
as claimed in %ﬁ%&ééli’g ;9L .Iﬁ”ﬁﬁﬁé wh (GPPAL SIgAG aul hentd Céﬁbﬂﬂ s
user of the conputer, and associating the user with an access profile after
successful userbativpent teat heat €BU angethedsherepai #e¥ire-any one of clains
14 to 17, 10 wherein said selective blocking conprises controlling access
bet ween the host CPU and the security partition independently of the host
CPU. 19. A met hdd- asPclSEEdHh SAPteRe 8F Jlaimed4ipo qBaim” 11, wherein

10 said blocking means is disposed as part of a bridging

circuit.

14. A method for securing access to an operating system
of a computer, the computer having a host central
15 processing unit (CPU), a storage device for storing data
to be used by the computer, and memory used by the host
CPU to load programs in order to operate the computer and
storage device, the method comprising:
forming a security partition in the storage device;
20 storing the operating system 1in the security
partition; and
selectively blocking access between the host CPU and

the security partition.

25 15. A method as claimed in claim 14, further comprising
associating each user with an access profile comprising
information indicative of the level of access to portions
of the storage device permitted by a user; and
for each user, selectively blocking access between the

30 host CPU and the security partition in accordance with the

access profile defined for the user.

16. A method as claimed in claim 15, further comprising
defining at least two different access profiles, one
35 access profile ascribing read and write access to data

stored on said security partition, and the other access



15 wherein said selective blocking conprises totally blocking access to the
storage device by the host CPU during initialisation of the conputer, and
intercepting all said access inmediately after said initialisation and before
| oadi ng of the operating systemof the conmputer. 20 20. A nethod as clainmed in
claim19, including performng a software ¥dot of the conputer only after
correct authentication of the user, and allow ng normal |oading of the

operating systemd@fiieg hbe sShaciribpngequenee ofaddwss 25cconpyier attarisai d

sof tware boot. 21.tA£fethod as claimed in any one of clainms 14 to 20, further

conprising di vétting afd witing operating system files to a |ocation
different to the security partition 30 during operation of the operating

system so that niormal, QOfAR 90 af ot e oRer NG, SYSLEM Continygs eyenyfhough

operating systemfiles in the secure partition have not een up 22.
A met hod asScl a¢Preelr { ied ai awiennheelirgt e WirRd atdihg thest epmputes  ar and

diverted and witteni10ia5f!ase RMr- 43cn23.ah mekbedsas St Med i grebai m
21, wherein the operating systemfiles are diverted and witten to an

i nvi si bl e parti$teresdfnbdurart RBtReBEAGRt48RIice. 5 24. A nethod as clainmed in
any one of clainms 14 to 23, including unalterably storing conputer prograns

for effecting id controlling access i.n.a |location separate fraomthe nory
and not addressi@te %y”?ﬁ%oﬁoégscﬁ%?lmed {h 2y one oF clafms' 14" €0 1,
10 wherein said selective blocking comprises controlling
access between the host CPU and the security partition

independently of the host CPU.

19. A method as claimed in any one of claims 14 to 18,
15 wherein said selective blocking comprises totally blocking
access to the storage device by the host CPU during
initialisation of the computer, and intercepting all said
access immediately after said initialisation and before
loading of the operating system of the computer.
20
20. A method as claimed in claim 19, including performing
a software boot of the computer only after correct
authentication of the user, and allowing normal loading of
the operating system during the start up sequence of the

25 computer after said software boot.

21. A method as claimed in any one of claims 14 to 20,
further comprising diverting and writing operating system
files to a location different to the security partition
30 during operation of the operating system so that normal
operation of the operating system continues even though
operating system files 1in the secure partition have not

been updated.

35 22. A method as claimed in claim 21, wherein the
operating system files are diverted and written to a flash
ROM.



10 25. A security systemfor an operating systemof a conputer, substantially
as hereinbefore described with reference to, and as shown in, the

acconpanyi ng drawi ngs. 15 26. A nethod for securing access to an operating
system of a conputer, substantially as hereinbefore described wth reference
to, and as shown in, the acconpanying drawihgs.

23. A method as claimed in c¢laim 21, wherein the
operating system files are diverted and written to an

invisible partition formed in the storage device.

24. A method as claimed in any one of claims 14 to 23,
including unalterably storing <computer programs for
effecting said controlling access in a location separate
from the memory and not addressable by the host CPU.

10
25. A security system for an operating system of a
computer, substantially as hereinbefore described with

reference to, and as shown in, the accompanying drawings.

15 26. A method for securing access to an operating system
of a computer, substantially as hereinbefore described
with reference to, and as shown in, the accompanying

drawings.



