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(54) Title: SERVER-SIDE PERSISTENT DEVICE IDENTIFICATION FOR FRAUD PREVENTION SYSTEMS

500 —L FIG 5
PDI-1 PDI-2
PD] e - - — - !
! EVENT 3 E 1 E 505
! P
DID |} ¥l P f
! . ]
: A B g {EVENT 4 ¢ 5510
i EVENT 1 WIN/CHROME i E EVENT 5 10S/SaFAr: i 515
oep | Pl \ j—
[ r
3[ 1 I EVENT 2 m : i v v I 520
Lo CONY tg Ly ©  §r
.
i 1234 2.3.4.5 o E
L e e e e e H e H
; -
TIME

(57) Abstract: A fraud prevention system that includes a server. The server is operable to receive a first attribute of a client device
from the client device and associated with a first transaction, receive a second attribute of the client device from the client device and
associated with the first transaction, receive a third attribute related to the client device and associated with the first transaction, and
generate a persistent device identification ("PDI") record including the first attribute, the second attribute, and the third attribute, store
the PDI record in a memotry, receive the third attribute related to the client device and associated with a second transaction, and identify
the client device using the PDI record based on the third attribute without receiving, in association with the second transaction, the first
attribute of the client device and the second attribute of the client device.
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