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Instruction

Data flow of normal traffic

Data flow of abnormal traffic



Detect incoming traffic flowing to a server to determine whether the 201

server 1s attacked by a distributed denial of service (DDoS) St
In response to determining that the server is attacked by the distributed 202
denial of service (DDoS), determine whether a message format ofa | =

message in the incoming traffic is normal, and intercept the message with
an abnormal message format, wherein the incoming traffic is generated
based on a quick user datagram protocol internet connection (QUIC)
protocol

A 4

Intercept an abnormal message in a first message, wherein the first 203
message 1s a message with a normal message format

Fig. 2
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Obtain the incoming traffic flowing to the port | 301
443 of the server "~

302

No

Determine whether a value of a most significant bit of a first byte of the UDP
load of the message is 0

iiic whether the length of the
the message is less than the length correspondin,
to 48 bytes

4 303

iiie whether the length of the U
the message is less than the length correspondin
to 24 bytes

307

etermine whether values of a third bit=
fourth bit of the first byte of the UDP load of th
message are 0x00

Yes No

No

A4

Discard the message ™~ 304

A

308

ine whether the length of the U
the message is less than the length correspondin,
to 1200 bytes

f Yes

A4

Detect whether the message is an abnormal message, 305

and in response to determining that the message is the |, —~—~
abnormal message, intercept the message

Fig. 3
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Abnormal

Protection
client device

Send an initial
message

Send the response
message

Resend the initial message, and the
resent initial massage does not carry
the random character

Send the response
message

Resend the initial message, and the
resent initial massage does not carry
< the random character

Fig. 5
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Generate a
response message
carrying a random

character

Generate a
response message
carrying a random

character



) Protection
Normal client ) Server
device
Send an initial
Mmessage > Generate a
response message
carrying a random
character
Send the response
’ message
Process the response message to
obtain the random character
Resend the initial message, and the
resent initial massage carries the
random character > Add the IP address of
) ) ) the normal client to a
Send a interrupting connection trust list if a re-received
message if the re-received initial initial message carries
'message carries the random character the random character
Send the initial message
Fig. 6
IP header UDP header Long/short packet QUIC effective load
header
First four last four
bytes bytes
Fig. 7
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