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-1- VERSATILE ACCESS CONTROL SYSTEM CROSS-REFERENCE
TO RELATED APPLICATIONS 5 Cross-reference is hereby made to U.S.
Application No. . entitled "HYBRID COMPUTER SECURITY CLOCK" and
U.S. Application No. entitled "VERSATILE SECURE AND NON-SECURE
MESSAGING, which were filed on evén date herewith and are hereby
incorporated by reference. Cross-reference is also made to copending
U.S. Patent Applications: 10 09/912,931, filed July 25, 2001 and entitled
"METHODS ANV ERSATENE AOR BSSONNTROGEYSYREM IN A
COMPUTER SYSTEM EMPLOYING ATTACHED STORAGE DEVICES";
10/963,373, filed October 12 ZOOATé:nd entitled "SYSTEM . AND METHOD

FOR DELIVERIRS VEREHMN S BRI AT REIRISHPENS

MANAGENENEr AN FREGO A RERVIGER FifeMisd RBAGE lentitled
CONTROLLERS"; 10/984,368, filed November 9, 2004 and entitled

“ HSRIFFEMO NN R SIS BRORY BEQVER 186 VER Swii@ SECNRITY,

en R B S0 B g Sl FHODE ARD Gy sl

filddn BROMEXE INEBeSEGURMT XM éreEPMERIpEREY BY Edference.
EMPLOYING ATTACHED STORAGE DEVICES"; 20 11/ 343,338, filed

Jandai9SS TERIEEE alsRnan Erranenaiig NP Raarippksations:
09 FHIOYIRING V] T 3 PERMGERQMPT REASE RGN SeH LR FAR

346,118, filed February 2, 2006 and entitled "METHODS AND SYSTEMS
PREDFOPROMEITINGITE QN RITOMNIAGTBMBEEREYEIPEMYING ATTACHED

STRRA BRI R oL st SRl Al aiat Sl LoRyeeM

ANMERTEOD MeRSISNaNRasItosERSAT OE SFUURI TEMPIET AL RIGHTS
systems. -2- BACKGROUND OF THE DISCLOSURE Generally, access

MESHYGISYHtBRs MDY ARRABER VSRR RMIoLS R dbjects.
CRGTRISTPR I eXR5HR A0S RN A ARIEF IS BOY SREL A BIoB Y S TEM

AND METHOD FOR DELIVERING VERSATILE SECURITY, DIGITAL RIGHTS
MANAGEMENT, AND PRIVACY SERVICES”; 11/178,908 , filed July 11, 2005
and entitled “METHODS AND SYSTEMS FOR PROMOTING SECURITY IN A
COMPUTER SYSTEM EMPLOYING ATTACHED STORAGE DEVICES”;
11/343,338, filed January 31, 2006 and entitled “METHOD AND APPARATUS
FOR PROVIDING VERSATILE SERVICES ON STORAGE DEVICES”; and
11/346,118, filed February 2, 2006 and entitled “METHODS AND SYSTEMS FOR
PROMOTING SECURITY IN A COMPUTER SYSTEM EMPLOYING ATTACHED
STORAGE DEVICES”.
FIELD OF THE DISCLOSURE
The present disclosure generally relates to access control systems and

methods such as those used for securing computer systems.
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secrets or information a host application has proven that it knows. For
example, 5 in normal log on systems, the host application acts as an
interface between the user and the client application that the user desires
to access (such as reading a file). Typical access control systems are
limited to particular types of authenticgtion protocols, such as a
password, a public key challenge/response, a symmetric key
challenge/response, or a keyed-hash message authentication code 10
(HMAC). These proedis a0 oidn iXed tbEalingle@néldf authentication

by t ti t fi e of the device bei d.
e S AT TR R
onlgHjRbe. APephiReititabieRdidiosatscainc N @i BRE fiRxdolibintd by which

Improved access control systems and methods are therefore desired,
seqrpizRT dBINEPAsINAE iRer asuwivereatigs aHe esteisibifitytewsarkor example,
in ABEREM34R '%ﬁl@'r S Y REPHS,E et EReh th
n inven%onoglﬁdreégéqt esét%(r%b emgs?}éarﬁjg%?fe?%?ﬁg%rgdvg%gg Q\E/er the the
us@riandtholisbitbigplR ¥ tiom ehemibedirand efithe toreserssi(seritian isading a

., directed tq an access control system, which. includes a_ plurality of
FlE) K RIS Aot D e BB A et oA B A e bontrol
aulisbnERER GV NYIBLERSAGIteS At Rasheng,of ?uBﬁH’Qng ehAMeakey response, a

knowledge operations with at least one of a plurality of proof 25 of
syriBadage crivdlengs/ raslonsoadsackarrsl dlashanersesafataeBbsmian code

(H%?me?r}ation of at least one of the authorities. The access control list
identifies one or more of the access control elements by which a method
to b& hxsepiedmaishacarftearfivadew a3inglothgreniboditertitafitheby the
resent invention is directed to an access control system, which includes

OPETaF S ASIAELE. HERBRE bR G HE AReReIB g ATsihR elemB AR A edcCess
coﬂﬂ?SMf&@H{Laéfé*%iﬁghesl SR REH B A EQS RPintteQMERASRFdentials

that can be proven by at least one of a plurality of proof of
authentication protocols and have limited flexibility.

Improved access control systems and methods are therefore desired, which
could provide increased versatility and extensibility to many different
authentication protocols.

Various embodiments of the present invention address these problems,
and offer other advantages over the prior art.

SUMMARY

One embodiment of the present invention is directed to an access control
system, which includes a plurality of authorities, a plurality of access control
elements and an access control list. Each authority associates at least one of a
plurality of proof of knowledge operations with at least one of a plurality of proof
of knowledge credentials. Each access control element identifies a Boolean
combination of at least one of the authorities. The access control list identifies one
or more of the access control elements by which a method to be executed can be

authenticated.
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5 knowledge operations. The authority table identifies a plurality of
authorities and for each authority, associates at least one of the proof of
knowledge operations with at least one of the proof of knowledge
credentials. The access control element table identifies a plurality of
access control elements and for each_gccess control element, identifies a
Boolean combination of at least one of the authorities. 10 Another
embodiment of the present invention is directed to a method, which

inclutiestheaiatalmdgnaeplueéliegfmadndritizsndachiadinerigdassotiatirags

o P i S RSB i e

comittsabily@bactsbie. CORY ot elrRMe Al sa BRCIM ACLRESCORIFaliejepi§itbof of
identifying a Boolean combination 15 of at least one of the authorities, the

knam}aﬁge&radmiﬁiéé%émgbg9r&n9erYa@tke§§+c_@ﬂ@r@famﬁl'st_}s@ih@roof of

anWl@E?é@ At 4Bl N PR %i&eﬁﬁ?&%‘%‘@%‘%ﬁ@tﬁ GEYIER U ties and
which access is controlled. Another embodiment of the present invention

forisatiteateti doity cosapaiteies eatiaistcome diuinehandng &t tamgibledgenopenations

.with instructions. \When the 20 instructions aye executed by a computi
Wil B o T A R R G5 T SRS 1 B ABr Staror
eldRfHERBIMaHEIRE HRIYEHIY S adtdbOFURE P RIMAIROIREFES G RG cess

at least one of a plurality of proof of knowledge operations with at least

copielstamprivalitentipiesor Sorhewleggebinredentdlat kengtroainefithepathorities.
pluray aﬁ&cgﬁs?soa?mé%%'femsnﬁ%@

h access 25 control element
identifying a Boolean combination o a%tﬁelggte §F1?§%f%r9§r%uﬁ1%fﬁi3§? t(ﬁléwd’
whilthatityod esutharditiesdng thplpkalddioobackessiegnirohelenteirisy besogiating

maintained at Ifast in part within Ea memory associated with a device for

at gaRkiPaR U RLEaHED RE TRt SfHEr FudRTIES Arer BlABY Bhaidsshmie of a
plERBRIBNBRESLH G BICREIERYERERA N hriaRRReNhURon dgfxasim}mﬁ access

following detailed description and review of the associated drawings.
COBRIEE MESCRIATIORCSE THIE ORMWNGE SHIGINgs Basbekdiagrhination

of gI f‘egshte()quhgf ?Lg%rg{ﬁg%{tpe%ﬂﬂ% %Tu‘%gﬁ?; 3f authorities and the plurality of
access control elements being maintained at least in part within a memory
associated with a device for which access is controlled.

Another embodiment of the present invention is directed to a computer
readable medium having a tangible component with instructions. When the
instructions are executed by a computing device, the instructions cause the
computing device to perform steps including: maintaining a plurality of
authorities, each authority associating at least one of a plurality of proof of
knowledge operations with at least one of a plurality of proof of knowledge
credentials; and maintaining a plurality of access control elements, each access
control element identifying a Boolean combination of at least one of the
authorities, the plurality of authorities and the plurality of access control elements
being maintained at least in part within a memory associated with a device for

which access is controlled.
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control system according to an embodiment of the present invention. FIG.

2 is a diagram illustrating an example use of access control lists (ACLS)

for methods operating on a peripheral device. FIG. 3 is a block diagram of

a multicomponent trusted platform having a 1o trusted peripheral device

with an access control subsystem accgrding to an embodiment of the

present invention. FIG. 4 illustrates a simplified visual example of a

method table having the format shown in Table 1, according to an

embotiire deatfutes predebenefdation o Gr Si®eedisgradiitestatiigthe present

._example of a session implementing pass, 15 cqde authentication between
e A SRR A s B BB B LA Qo Hiton and
revhdW) STRAREYECRMBQRIMENS S The present disclosure provides a

description of a compact but versatile access control system and method

for embedded aﬁ?ﬁﬁ i@l@?@ﬁ@@@ﬁi@gﬁﬂ{@m N@h‘?’ly extensible.
The Pﬁ?%@s%ﬂl&%tﬁ?%?&&%? @éﬁé@ﬁéﬁéi’ﬁ%%ﬁ%ﬂ@%ﬂ%@%ﬂe&c ss
n ate mber o

password logons, and can Incorp an indefinitely large n
cowttdrsystennhdrodieddge mretodsdiitiintasithgl e eceed S rcoabtiodn.

fra ork. In onpe or more embodiments, the access control system and
ol A & A LA N A Y i O A B Bl

(ABEES T8R4 SHEIHID R YDA S75RIIREANHOlIRIOr a storage device

controller. The access control system and method allow a set of policies to
be dEHned ifor flarlredagidresoareud ticogepnnaad eoated pRatigim having a

tru%%é‘&‘l}%% ﬂ‘e%aﬁy%%ﬁrc‘e%‘%tﬂ‘ thod are c%r{‘l{%e?‘éﬁ%%%t%rﬁeaa%%dgﬁﬁ]to an
resource inside the peripheral device controller. The system an ethod
enfirodtidecatoéchapissseinairaitowioa. user to flexibly define authentication

-5- using many different kinds of authorjties by implementing the )
authEHtﬁéﬁﬁHSBP&e\%esSmeH&ﬁ%@éﬂéé rdRsehecsthashirliebradng the
forhak CRB RS %@?B‘oﬂ@ﬁﬁ&&d‘%ﬁ@%%&l@ﬁﬁeei@?é}ﬁrbfﬁﬂé BaRleithention.

access control system can include a set of Credential 5 tables, an

Authidiity 2able diagrampitssssaGogteol ®lemeht (A spesisio iffidementing pass
code authentication between a host and a peripheral device.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

The present disclosure provides a description of a compact but versatile
access control system and method for embedded applications, for example, and
which are highly extensible. The system and method are more flexible than
simple username/password logons, and can incorporated an indefinitely large
number of other proof of knowledge methods within a single access control
framework.

In one or more embodiments, the access control system and method are
embedded within the firmware of a peripheral device being accessed, such as
within a graphics controller or a storage device controller. The access control
system and method allow a set of policies to be defined for features and resources
in dedicated controllers, for example. The system and method are embedded as a
feature or resource inside the peripheral device controller. The system and

method provide a mechanism that allows a user to flexibly define authentication
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Credential tables each include a plurality of proof of knowledge credentials
that can be proven by at least one of a plurality of proof of knowledge
operations, known as Authentication Methods, Authentication Operations
or Protocol Operations. The Authority table identifies a plurality of
Authorities and for each 1o Authority, gssociates at least one of the proof
of knowledge operations (Authentication Operations) with at least one of
the proof of knowledge Credentials. The ACE table identifies a plurality of
using Ersamycdﬁéf@anhlﬁm& OiﬁelmthimsitiaesbyfIi;aplwmbihag’dhe)aatheasitcetien
uthorities. Each "method" that makes resogrce or

th
P B8] oSBT NRAS P T SRVIeE Wt b Loy defined

foraéwmg@bﬁgwﬁgmﬂrol List (ACL), which |dent|f|es one or more of the
ACEs by which the method to be executed can be authenticated. Once

authEptiextenpPiRethfetrerpicoBirater e xasutacthre acsé sy tagdential
tab?)éét%?? SRR é%?%%ﬁ%ﬁ%%%@ ReE'a é&&w&@ NG dauiceior

example. As used herein computlng evice" includes 20b tis not
Criichitetthicabiésketoph donipdtea plstehits; tifmmpcﬂmﬁbutﬁwkqmmredentials that

networked c er syst eless tems such as cellular phones
Car 8 TRPRE. SRR Eah A hoR A ol T RA WY e CRBragans
knd@MiCes A afkatianidradenanie, combnREeN O (856 9 SR’ yRiess]
and devices. FIG. 1 is a block diagram illustrating a general risk model for

Owwrmriﬂl@@u&m@wﬁmkdﬁnfaﬁzeégsr%@mlﬁws@béygﬂé@ﬁlmeg and for each
AdHRY %mg Al abtolg,le{QF Itt hﬁep % §P% &r)l‘t/b 0 %Efo(%(f eodnsThe

perip eV|ce as perip era onto er e ectronics
(Aw@iuﬂtngﬂuad@tﬁerﬁmmwe)rwmmmétrmwacrfathmplﬂoasowﬁpamaige
sync/source 106 and special hardware functions. 108. Q;Hgg? neral risk

atsr o perfphériatleuenirsnpha i hAGEs < BRchakE

1dé%{’cﬁ*ﬂ§s HBOBMGH DIFEMSRBANSIS NS FeRsRARAsLAtR ace 110, a
power interface 112, diagnostics ports 114 and probe points 116. As

desdFitsd imetbesdéhait helow L@@c@&@rt}omﬁ@mabsysﬁ@amxe@)nm hesociated

wipedded jig ipe loadaple fymucre 102 of peiBelal CoRyolEr act which
elect? Opl’OVI versa € access contro OVEI’ esep INts C}f

idéﬂﬂiﬁ&@bﬂé}b&imﬂ@&%ftﬂ@fﬁﬂﬂﬁﬁb}ﬂ%f&ﬂ%mtﬁd@QcpbélEh@éated can be
authenticated. Once authenticated, the method is permitted to execute.

The access control system can be implemented for any peripheral of a
computing device, for example. As used herein, “computing device” includes,
but is not limited to, desk top computer systems, laptop computer system,
networked computer systems, wireless systems such as cellular phones and
PDA’s, digital cameras including self-contained web-cams, storage devices,
and/or any reasonable combination of these or other systems and devices.

FIG. 1 is a block diagram illustrating a general risk model for a peripheral
device in which an access control subsystem 102 according to an embodiment of
the present invention can be used. The peripheral device has peripheral controller
electronics block 100, including loadable firmware 102 with firmware functions
104, a data sync/source 106 and special hardware functions 108. The general risk

model for a peripheral device typically has four major channels of attack on the
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device. 1. ACCESS CONTROL At least one Security Provider (SP) is
generated for each peripheral device for which access to the SP may be
controlled, for example as described in U.S. 10 Patent Application
Publication US2003/0023867, published January 30, 2003. An SP
includes, for example, an atomic collegfion of access control Tables and
Methods that can be issued in a peripheral device on behalf of a host
software provider. A host software provider includes any device or
deprozesbhesachasrelsoithade applivaionhdsbingatiast{/10y ingirectlyinterface

oupled to the peri al device 15 an ires access.to make use of a.
1 R DS Bt T AS SR fedn
belotieb it Wio] Fubbiaite s xR ETNIBESIR arte eHE b bl eimware
an access control table, or even on specific rows and columns of a table.

1Oﬁrﬁégériﬁhmelmﬂ@%@@l%r@m% AftadREISEtGRISaHE AssgsesONtrol over
th&g '8%%9%?9&33@&%%&@%%@%g}ﬂﬁﬁﬁraié‘ar?& A ERAUEER R o heral

of the peripheral device “and to which one or more authorities are
deattached. For example, Method calls to an SP can include a Get (get a

value) ), Unlock (e.g. unlock a serial port), etc. These

L Metl?bggzggé g@mlﬁ to actions on an access control table maintained
by the:SRanshadiens i PEBeIRe!(BPS gl dasaurerBiapvaEnesepibRatl&levice
SP, such as actions on data storage media. Permission to execute a

fornrelieyascgevéeribe bY wriktbssoretelirdidosiemaaneviasaribed in U.S.
Pat‘e%%éarﬁf;%%%%{?‘%qbﬁ?c%%‘%{r &g@ﬁﬁ%{ﬁ}ﬁ%&@ ?é‘l%'&ésrz AS, 2003. An

mentidried above, e operation for proving edge of'a secret IS
SPdalibades, tor Antheplicatioatbtaibedbsctivinehticatancopetirbléhand

actual proving of knowledge of a secret is called Authentication. In one
MeiRsbiirifathRedsans eaﬁtnﬁ%glgfaﬁl q}ﬂﬁ?é?ﬁé?ﬁbalftrf) friptst egbfueare
protiEee Y Rest JARIG e 1165adeGRAMRIS ISR IACE Pratable ifPas a

Authorities, and a set of tables of Credentials. The "secrets" or information

softfverkiepRhoatiedgthit s Birerdyearn andiststdyl douipded reddrstiperiplesal device
and desires access to make use of a resource or feature on or associated with the
peripheral device.

Access Control limits who or what can execute methods on a Security
Provider, an access control table, or even on specific rows and columns of a table.
The term “Method” is used herein to refer to the actions that the host application
desires to perform that makes use of a resource or feature of the peripheral device
and to which one or more authorities are attached. For example, Method calls to
an SP can include a Get (get a value), a Set (set a value), Unlock (e.g. unlock a
serial port), etc. These Methods can be directed to actions on an access control
table maintained by the SP and actions on other peripheral resources governed by
the SP, such as actions on data storage media.

Permission to execute a Method is governed by which secrets the invoker
has proven that it knows. The secrets and their public parts are called Credentials.

As mentioned above, the operation for proving knowledge of a secret is called an
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1.1 Access Control Lists (ACLs) Access Control is specified in layers. The
top layer of the mechanism is Access Control Lists (ACLs). ACLs are lists
of Access Control Elements (ACEs). 10 This layering gives the host a
way in which it can delegate control of an ACL, via control of its ACEs, to
various independent entities. In one embodiment, an ACL is implemented
as a token list of a predetermined number of bytes. It represents an ACE
expression in postfix notation, wherein the logical operators AND, OR,
Aughditicatiare rtivoeé dnd tHbéntegaion D peranidn3I'hé it ygEsiag e

building blocks of ACLs, E can have separate managerial
gy LR S AR TR et & Tanie and e
anothepAethabbucRRie Qisarnas ottt Cdysemiis Thipkitwadlexbiemple

fine- grained management of access. The simplest ACL is one ACE of

tabdpe A (tHeALY ase Hinhis h Asresorrakirl Rlemenbet A RO R ibip A cL
Augﬂgﬁ%ﬁemﬂ Ym.ARE Mgk nupbes of "ﬁHéh%féﬂ)?é*‘tén 8P At tion of

evice specific. 1.2 Access Control Elements (ACEs) ACEs are Boolean
whiomkinatiterbgefid twHoripesy diisrpatoies] tret AMCErtal entjrbibles.
cross-certification of restriction. When an Authority is 25

r other f
Llauth ﬁ‘éiﬁggfﬁ"ﬁg Jd@tﬁ}(fﬁ%ﬂgs olean expression, and false otherwise. If
any Atdesin@hHblLidsBaaiaeming 6L Tndrus fierditRediferRRhism is

illustrating an example use of ACLs. At the top level, 130, a Table or

Acosietianttied Sptsdeitties thelumrehistandh oiserdiont ol Eleneentaeh CEs).

Methad. Calls (Method 1.and Method, 2).can henticat the S .
T A TR R R R Bl iR via
corlthubpMeshodEs, maydrévadthetdjsaidddtyesalisfyinhAGErabddikmysan ACL

mentioned apbove, each ACE is a Boolean expression of pne or more

is ImpIREBLefrrthis BXEMPRS, A PICTRAS BY RSl b N TisE aligepresents

an(AUEHLREHHR) p VBBt eRtAoh 2y IR thealishied ByeAHEIARD, OR,
AUTHS5". Similarly, "Method 2" may have an ACL that lists ACES and

anA QAT wreeeandEd ds Hatisfiegdryp "AlUT aretheBAUTH3", and
With ACEs as the building blocks of ACLs, each ACE can have separate

managerial control. For example, one Authority might create a Table and give
another Authority control of some of the ACEs on it. This allows flexible, fine-
grained management of access.

The simplest ACL is one ACE of one Authority. The minimum and
maximum number of ACEs in an ACL and the minimum and maximum number
of Authorities in an ACE is device specific.

1.2 Access Control Elements (ACEs)

ACEs are Boolean combinations of Authorities. This permits the ACE to
express cross-certification or other forms of restriction. When an Authority is
authenticated, it is true in the Boolean expression, and false otherwise. If any ACE
in an ACL is true, then the ACL is true.

FIG. 2 is a diagram illustrating an example use of ACLs. At the top level,
130, a Table or Object in the SP identifies the Authentication Operations by which
two Method Calls (Method 1 and Method 2) can be authenticated by the SP. For
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ACE4 is satisfied by "AUTH2 and NOT AUTH4". 1.3 Authorities The
Authority Table on an SP associates specific Credential-Operation 1o
pairs together in Authority objects. For example, one Authority may
include a credential that contains the secret password and the stipulated
proof-of- knowledge Operation of pasgyvord authentication. A host
application Authenticates to the Authority. The Authority is the base level

building block of access control system 120. 15 An Authority can be used
eximpiile fdsetpplidativadirepresehfd. thasdistaAok] amptoyfdrd.agbns, Method

etc. These are distinctions of mean; the ication, nat to the SP.
TR EOHE R 8 SR T ALl AP late o SORIEY above, each
AcRAbarBysRasilisp areiGheskesiabisedal) anthone Authe aicatiemipethodE1

(how 20 to prove knowledge of that secret) for that Credential. Each
madoisrit Aty HAY Heat déhbErRg ot Qb Witnarhgreeepsmmyy be
saFRO% 2 MAMAg: of aelanss-Akiars Auihalnlridentiicd a0V BY KR that

Class Name and Authority UID, for example. A Class Authority does not
listefeCHBestly ACEE redentah QEC lassAsfiledrby iSAeUtRdtroaded WHER grand

ividual Al%y rity Iﬁi 2 be gt Class Authority is
A&%jfﬁéﬁﬁ@gfé : %’asé‘ ﬁ&arﬁ\%gsgﬁﬂ&{& rectly authenticated. Class
1.3AUthgLiiIRSie convenient way to allow an ACE to be set on a method
without enumerating all the individual Authorities that may authorize that

metHdie AnidaréianEahle eneam SRidtsaciieisinesip SinsdriiipldQgetion
lass can be c ed,without, having to change an the ACEs tha
P e R P R R e o
credeaderitiabt abteairoieddnearaame Gy drdvinedette istipubriatlipriodicating a
particular Authentication Operatjon. Each Credential Table js associated

kn@yrled 3o frRsIaHAM § RARSNBE RS H RSHEIRI an AR ABBYEHESr more
AdthigiPaedd &f HROWIRERRi e BRURISHRIH 3S fhe base level building block of

access control system 120.

An Authority can be used by the host application to represent a person, a
role, a program agent, etc. These are distinctions of meaning to the application,
not to the SP.

Authorities come in two types: Individual and Class. An Individual
Authority specifies one Credential (secret) and one Authentication Method (how
to prove knowledge of that secret) for that Credential. Each Individual Authority
may be a member of a Class Authority. A Class may also be a member of a Class.
A Class Authority is identified only by its Class Name and Authority UID, for
example. A Class Authority does not refer directly to a Credential.

A Class Authority is authenticated when an Individual Authority that is a
member of that Class Authority is authenticated. Class Authorities cannot be
directly authenticated. Class Authorities are a convenient way to allow an ACE to
be set on a method without enumerating all the individual Authorities that may

authorize that method. This means that the Individual Authorities that belong to
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plurality of unique passwords or public-private key pairs) that can be
proven by that Authentication Operation. It may have private parts and
public parts, such 1o as public keys and certificates. A particular
Credential need not have all its columns filled in. For example, if only a
public key and certificates validating that public key is known, then the
private key may be absent. A Credential Table also has internal functions

for using the secrets and the public parts of each credential and handles
that|(dpsionan rerthatdbwithieriticatiog @paratign Typesd ttieeACEs that refer to
hentjcation.Operation is selected, as appropriate for the Credential.
theég arﬁsp%gafj?toﬁgggible Authentication Operations include: - Password or
1.4PIN gr&hsgeside; - Signing: 20 Public Key Challenge/ Response
Sign/Verify Symmetric Key Challenge/ Response Sign/ Verify Hash MAC,

or HiWACedenfishiferrebisshie sigiedvatigl Taklsy reiadhye resgrcateyhere
"*'Ofsoiwrmﬁfé'%ﬂ&iE’&%r'g% ?ﬁ%lﬁ“@&éﬂ&ﬁﬁ@ﬁbﬁ%ﬂ?&ﬁ&ﬁyﬁmh

Encrypt/Decrypt Symretric Key Encrypt/Decrypt; and - None or ™ This
Cregenatid T ablleawasss Satzrbed thrd dhersiooe dieg Authoeityivati aaysration

Authentjcate. -10- Access control i mitted in that ACEs can apply to
an e 36 IOt DD RN IR S S B TR o
pl@RRFIGHlahiaRle R aR s SopmectpeigrREWa) Y 93 ¢iRgled dRIekaHn by

In an'embodiment, Authentication to an Authority occurs within a session

thag iptideatisetinseR resaiisst afpmeatibavsneritetparperaictipviecapayts, such
o RIS RSERRD LSRG SRR DS B
colomACII G SCONT &@npIORfARIERIPtidRAdy and certificates validating that
public key is known, then the private key may be absent. A Credential Table also
has internal functions for using the secrets and the public parts of each credential
and handles all optional parts.
1.5  Authentication Operation Types
The Authentication Operation is selected, as appropriate for the Credential.
Examples of possible Authentication Operations include:
- Password or PIN or Passcode;
- Signing:
Public Key Challenge/Response Sign/ Verify
Symmetric Key Challenge/Response Sign/ Verify
Hash MAC, or HMAC Challenge/Response Sign/ Verify;
- Key Exchange (Certificates or other methods provide implicit
Authentication):
Public Key Encrypt/Decrypt
Symmetric Key Encrypt/Decrypt; and
- None or “ This operation will always Succeed and therefore the

Authority will always Authenticate.



10

15

20

25

DEVICE 10 FIG. 3 is a block diagram of a core architecture 200 for
implementing an Access Control System as discussed above over a

trusted peripheral device according to one embodiment of the present
invention. FIG. 3 shows a single platform host 202 or Multicomponent
Trusted Platform (MCTP). Host 202 kggps track of the peripherals

through a Component Authentication Administrator 15 (CAA) 208. Various
host software applications, such as APP1 (labeled 210), APP2 212
(labled¥sandr@Aid mmﬂm@h rhhajz intracawidppliristdtepeoiheraan SP,

204 thro iver 21 nd a eral interface 216. T
O ool G 2SS PO ) S50 RRFEH TG b2 4 an P
doi&wgﬂtﬁgtgmm@@@rbfm@m@v@ tagteeslrol a persistent trust state of the
peripheral device. 20 In one embodiment, each row of a table is a security

assdBAATRRH RS Ry AshsnEsaH PR feen A IRIH HapseuEAdvthin a session
ImBa%ééf’BEwQH%}?@ﬁBs? mﬁﬁ&&&@?ﬁ&ﬁ%@%&% g%%l%la&é%d@%% nﬁﬂ&%my

login_name" and "pass An Authority “object is one such row
to Autherisiabjéat tadalepletddierthgaestisdibehides dosé coaigyraskocingionumdper of
e many differ sociations recorded as rows 25 within it. Depending
Au&ﬁetﬁg@éfy ffﬂﬁ[]‘égt]i%les or personalization, specific authorities may

2. haverephphemigaig toRederMceesH XIS IOPORESI TR RIPITBRAL

columns of specific tables. Security provider SP 220 is a completely self-
contBIR¥d@Rd stand-alone security domain of such tables. Peripheral

de"'ﬁ?%?%%bsldla SIS Mele ‘P%r‘c8f‘e ipeHRIS er"'{@) o/‘f‘ie {8, Ang an

220 an |cate to spec Ic applications o os r|t
Acpeeyidescantabssehjects tlidarsedchienraposer af persistenteciplacasld device
methods (or remotg procedure calls). In one embodiment,_the mejho s, 5

ACORICHNG dRANG & RPREQsENCORKIRE RSN fHE sinpheys a single

plARSENRSE AL SR YRGS A OGIREHS ﬂ@%e%ﬁ’l%tﬂ'ﬁﬁle([ﬁ@? 5, MRIG02 keeps
establish methods and ACLs for arbitrary tables, b. Authority Objects that

tragse offytbaspwiiptwonleryprogrgbhic pr@ofgonent Authentication Administrator
(CAA) 208. Various host software applications, such as APP1 (labeled 210), APP2

212 (labeled), and CAA (labeled 208), may interact with a trusted peripheral 204
through a driver 214 and a peripheral interface 216. Trusted peripheral 204
includes a security provider (SP) 220, which includes an issued set of tables an
methods that control a persistent trust state of the peripheral device.

In one embodiment, each row of a table is a security association, such as an
association between a login name and a password, while each column names the
parts of the association, such as “login_name” and “password”. An Authority
object is one such row in an Authority object table. A table that establishes a
security association may have many different associations recorded as rows
within it. Depending on the set of various tables, or personalization, specific
authorities may have to Authenticate to perform specific methods on specific
rows and columns of specific tables. Security provider SP 220 is a completely self-

contained and stand-alone security domain of such tables. Peripheral device 204
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1o that are required to prove knowledge prior to executing the methods in

the SP or the associated objects. In one embodiment, all trusted

peripherals have at most one locking SP that allows manipulation security

characteristics of the trust peripheral through its set of tables and

access-control methods on the tablesq{n trusted peripherals 15 that can

issue new SPs, an Administrator SP can be used to manage multiple SPs.

Applications on host 202, including CAA 208 can query or change a
myyehsistentaatbdy estabishihgesessigmowidenis 8 tvalAkendté2@ndedicated to

mqre object methods (c ctors 230 in FIG. 3). Host 202 communicates
Spev&i%%cﬁp @W@%%Sﬁﬁ%sgaﬁgsgon using the 20 interface commands of

the pardiculaitinieréicactleonmine siiplpsticasardestRGdrispheplafiarsistent

host to which the trusted peripheral is directly attached. In a more general

dagnaedneatbodcmnasrsmesaiisaatih HpstiRaEsRtiicRAt gthods,
nof RHRgLTEdiate, BIAPHY Q% NIYAR LT AYR tgﬁp(%%%?'%stﬂgasﬁ?nflgé{séﬁge, there

peripheral 204 over a network. 25 Trusted p al devices that are
areapaltigpesisoinjgatem SRSHhay have SP templates from which the new

SPs are cr ) gg templates define the jnitial alﬂes a}_ggggé%%e;%?‘sds )

thet Sbe AE IS BAEGtEn (N PR S VAER et s arbitrary
tasiay) combine to extend the functionality of the base SP template. 3.

TABLES -12- 3.1 General Description of Tables In one embodiment, for

exariple, tHtuibessy (Shirstiabied sreeHy drigsyerslstent Stapsdgraahgpproofs
That is, the only data for,an SR that persists pas f ion j
the) el RN BRI AR RN BRSIS BRELINR ST MBRETRIN e 5P or

theebsatimsnti dgetations on the non-secure areas of the device. The
access control tables can be stored (in whaole or in part) in any physical

meniBry R B RRIe b idTUG AR PN RPN Ge ticEnosY Opgrlocking SP
thaPRIRAIR HenipBIGEGALEE FiRIahit RRsARaELTEPALS BhaSee eral through

storage area of the device. A table includes a grid with named columns
its et eldthblesabiwlrageesatentiol methods on the tables. In trusted peripherals

that can issue new SPs, an Administrator SP can be used to manage multiple SPs.

Applications on host 202, including CAA 208 can query or change a
persistent state by establishing sessions with an SP that execute one or more object
methods (connectors 230 in FIG. 3).

Host 202 communicates with SP 220 by opening a session using the
interface commands of the particular interface 216. In the simplest case, host 202
is the platform host to which the trusted peripheral is directly attached. In a more
general case, host 202 could be some other platform host that communicates with
an intermediate platform host, which relays the session stream to trusted
peripheral 204 over a network.

Trusted peripheral devices that are capable of issuing new SPs may have
SP templates from which the new SPs are created. SP templates define the initial
tables and the methods that SPs that are based on them will have when issued. SP
templates can combine to extend the functionality of the base SP template.

3. TABLES
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1o column and row intersection there is a cell. All the cells in a column
have the same type. A table's size is determined when it is created, as
the types of the columns and the maximum number of rows can be fully
specified. However, the term "table" as used in the specification and
claims can include any data structure pj_ arrangement that can be used to
associate two or more fields of data in memory. 15 The "rows" and
"columns” of the table refer to the manner in which the fields are
3.1assdsiatethWidesoniptinothel aldenecessarily the physical arrangement of

meni cells in @Ihlch th flelds ar E red. A table Pr lﬁ]colum
may be uS ? HES m Way of EX %Srﬁﬁfér P Rames

pehgseincaasistoRf APl mﬁ@;&fﬁa thfieritafrap a‘ﬂ’ﬁﬂhtﬁalﬂ®@ri@§$§fp&@€ithe end
others being a letter, digit or underscore. SPs may be issued and deleted.

of pgsHAh IS laes thdy b eredisuthn de lsrtddieriablaschtatie peyipheral
de{}iéé( E%&&?@B%%gjeﬂﬁ&%ﬁﬁéﬁ%ﬁ%ﬂ%&ﬂ%@ﬁ@ﬂsa&a@%hesﬁaﬁk%OW) but

columns are created only when the table is created. Each SP can have a
set ofmetadatactaithed thhlasomaplbtestyodedc(miwskaﬂethﬂ 125ptait ds ehthphysical

SP including the metadata tables.the elves Ac provides a
G LS A AN DR e e ERHER St the
tallbiabig Hektokiads SPIaRIesit e %%B@{%%@@Mgm@% Shere atice.

four kinds of tables: -13- A Byte Table has one unnamed column of type

uintedyéajly rmiglée@\ﬂcg;fsdawath smesb absrattiand pdshessaedmventAt each
colthﬁ’lromﬁsdolfc}w ebl‘lseegf’ijr)lg%lg% %l lg (c::% F%‘ff he c_?]hfg‘rll%ArrgMJr%%% 32 the same

rows that are addresse y an unsigned integer. first row Is 1, etc.
ty e Mdeet ﬁﬂl@léshﬁ@mmdrwﬁﬁeﬁommdeﬁguﬁmd egsgégadfldea(columns
Each row of the table has a unique and distinct index (has unique and

angthe PRI U Y INReREECXSR AN S THLYiSBEKILethe IRy YAy e term
“t A QIS REQ M AL CPIRE TARIR 15 RERE IGENRIu RIS AL RBRIEH ture or

Table always has a
arrangement that can be used to associate two or more fields of data in memory.

The “rows” and “columns” of the table refer to the manner in which the fields are
associated with one another, not necessarily the physical arrangement of memory
cells in which the fields are stored.

A table or table column name may be up to 18 bytes in length. By way of
example only, the names used herein consist of ASCII characters, the first of
which is be a letter and others being a letter, digit or underscore.

SPs may be issued and deleted. Within an SP, tables may be created and
deleted. For each table, rows may be created and deleted (except within a Byte
table - see below), but columns are created only when the table is created.

Each SP can have a set of metadata tables that completely describes all the
tables of the SP including the metadata tables themselves.

Access control provides a means to limit what methods can be executed on
tables or particular rows of tables.

3.2 Kinds of Tables

In one exemplary embodiment, there are four kinds of tables:
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1o Name column. Its index is a single column with name "Name" and type
bytes{max=18}. This is the name of the object and provides a fast way to
find an object with a specified object type and name. An Object Table has
columns for storing row (object)-specific ACLs. Each row (object) has its
own ACLs based on who created thejw (object) with an implicit
row-restriction for the row 15 containing the ACL. Except for Byte tables: a
newly created table is initially empty and rows must be created before it
can BeByded aberbas ammmnmummﬁyppmmm@qu}L }EHls pwvides a
as a unl%%e 20 vaIu in this ¢ En tha never sh }E‘ d WI anotheg[b
ra‘?’os Okl 18 RO 1r%%séb°ﬂﬁew v lé“eé‘r Ssigned Whekt FS § afEMOTPe
allsraadachamnebed values are discarded when rows are deleted. The ID
column may be an index column in an indexed or object) table The ID

colufh RIRYsEAPI e uRie snsprb g espabintyan yeighetinteger. The
firse W%QL '[@BLES 25 The following sections deflne the access control

tables used in‘one embodiment of the present invention for implementing

an efabéddexledctalsle Itoniral Gy stene. Adiditional dsigestaddotheritalide. Each

for SC used in alternative embodjments. These tables.are
roVy L e A A R G T LS I (s BN ey oinghgalres in
all (HHRREF} Sliensed ThaliHableriataliriinkaint Padertaaavant one object

from being mistaken for another. 4.1 Method Tables (Indexed Table) As

menfieretigsblabladsolindreidodeaed 3@1@&5@6@@6@@@1@@%‘)\7%5 has a

Naich. ishacqee R epIieL lEmANIS (AGRS) AndslinaBaglean,
com |nat|ons of uthon es at are require e proven beaf% YI*Pe
by teefuity-P8yVidies adl ohesrihm e ttirdolojdie exdqutedideski¢abiowagrioeSnd an
the columns of a Method Table, which can be usle%‘?to aﬁ iqate a metho
g

objggi e tPsetinding s oRe e b armt rterelable Sasnvertss for
st MENashiple seatang CeNe IiYLSREHYRRISIRGIIEINANA CLs based on

who created the row (object) with an implicit row-restriction for the row
containing the ACL.

Except for Byte tables:

a newly created table is initially empty and rows must be created before it
can be used;

there is always an ID column of type uinteger{4}. Each row has a unique
value in this column that is never shared with another row, and is never reused.
New values are assigned when rows are created and old values are discarded
when rows are deleted. The ID column may be an index column in an indexed (or
object) table. The ID column is present to provide anti-spoofing capability.
4. ACCESS CONTROL TABLES

The following sections define the access control tables used in one
embodiment of the present invention for implementing an embedded Access
Control System. Additional tables and other table formats can be used in

alternative embodiments. These tables are provided as examples only. In the
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TABLE 1: METHOD Table Description Column Index Type Description
Type Yes uidref}Table} Will be 0 for SP methods. For object methods this
refers to the object table. Name Yes name The method name, in UTF-8
characters. 1D uid Autoindex row identifier. CommonName name A
convenient name that may be shared jgeveral methods. May be null.
Program ref}Program} Pointer to the encoding of the program to be
executed for this method. Will be Of or built-in methods. ACL access

folbonving, ﬁabiﬁserm@LIfé refieremettsod) Lm@wesmqmm alltabbg8utallsslinks in
=1, L_I% to S g V\{I)’leth r thl method J%%% 3f cceeds for fails or
Of% SO PR L B alEI% %&'ﬁmﬁ% il °£c Po FOf the Method
4'1tablmﬂﬁwaepaglgmmby@Tgﬁlgye method identifier "UID" and
associates that method with an access 15 control list. The Method Table

can Aisdnsatiaaed pphaee 1dViethrerdtamradBanexép reeersr crBEIAkIiSE. (ACLs),
wHjlg: ﬁsU'HéyﬁsfrE%@n%P%ﬁ&%é@ﬁH?er 2 éﬁ F At e SaRI8 200 Mbns of

the format shown In Table 1. Hea ines the columns for table

Alﬁﬁenmtﬁm talelec2flnetitabe proluealibefifnothe 362uamy Podvickahatbvws the
flesba 20 partigular method and an ACL for that method. In this
OF S84 Yefines that the Get method having ID=GET1 has an

accep§o<f@r1traba§ﬁw8§1 theirgleAGE ofla-MEtRdd Thasidhe kikedertiabanted to

Authentication Operation defined by ACE1 must be Authenticated by the
asqqesntin @ra@tmézwathq AT Imeshorling mgrramb(%]@mhmé)the present
indG, AHOREHOIHITOR SR LBRPRGPRIAU P MBR! KRG TAdARG:.

according to one em iment of the present mventlon

TABLE 1: METHOD Table Description

Column Index [Type Description

Type Yes [uidref{Table} Will be 0 for SP methods. For object
methods this refers to the object table.

Name Yes |name The method name, in UTF-8 characters.

1D uid Autoindex row identifier.

CommonName name A convenient name that may be shared
by several methods. May be null.

Program ref{Programy} Pointer to the encoding of the program

to be executed for this method. Will be
0 for built-in methods.

ACL access_control_list The ACL for the method.
Log bytes{1} {none = 0, LogSuccess =1, [Log to SP log whether this method
LogFail = 2} succeeds for fails or both. This is a bit
mask.

As shown in Table 1, each row of the Method table identifies a method by a
unique method identifier “UID” and associates that method with an access
control list. The Method Table can also include a pointer to a Program to be
executed for that method.

FIG. 4 illustrates a simplified visual example of a method table 260 having
the format shown in Table 1. Header 261 defines the columns for table 260.
Method table 260 includes a plurality of rows 262 and 263. Each row identifies a
particular method and an ACL for that method. In this example, row 261 defines
that the Get method having ID=GET1 has an access control list with a single ACE,
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TABLE 2: ACE Table Description Column Type Description ID uid Unique
auto ndex ACE identifier. Name name Name of ACE. BooleanExpr
access_control_element The expression of Authorities and/or Authority
Classes that authorizes the ACE if true. RowStart uinteger}2} The first
row restricting this ACE, if 0, the first rpyv of the table. RowEnd
uinteger}2} The last row restricting this ACE, if O, the last row of the table.
ColStart name The first column restricting this ACE, if null, the first

A(@Bluniinves theet&lyke] c0oiE ohdatng Tithdikei oo Oper adismi clirfongisbX QECH1 must

ull,.the last colu of the table. The ACE tabl ]I‘;?SO rQw with each
be e s et KL Ra e Ao e By ot Rt e ronod
4,2ab0wc@erﬂg‘{E(miy&Qtim@m@‘ps a column 1o named "BooleanExpression”,
which provides an expression of the Authorities and/or Authority Classes

that hakierAefiRCAE GPHHIBNTIRE MeracRefs FonE ahblemarid s table,
0 ' ' .3 Authority Table

ac{%yté?jﬁﬁ go;é% %%%%#ﬁ%ﬁ%ﬁgggg%%@?%%ggﬁhe columns in each

row of the Authority tableT AddoFding\ (GlohiebderDestinaptibof the present

invention. TABLE 3: AUTHORITY Table Description-Column-Type
ColpyaBeriptibFPD uid Unique ide eI Buthority object. Name name Name
ID of the authérity. CommonNarkifanie iRiadss comidrnifierseveral
NamggthoritiesntsClass boolean IfNawe ofi§’E a Class Authority. -16-

BooleanExpr laccess_control_element The expression of Authorities and/or Authority Classes that
authorizes the ACE if true.

RowStart uinteger{2} The first row restricting this ACE, if 0, the first row of the
table.

RowEnd uinteger{2} The last row restricting this ACE, if 0, the last row of the
table.

ColStart name The first column restricting this ACE, if null, the first
column of the table.

ColEnd name The last column restricting this ACE, if null, the last column
of the table.

The ACE table has one row with each ACL element that may be
Authenticated by the host. As mentioned above, the ACE table includes a column
named “BooleanExpression”, which provides an expression of the Authorities
and/or Authority Classes that authorize the ACE, if true.

The default for rows and columns is all rows and all columns unless
otherwise restricted.

43  Authority Table (Object Table)

Table 3 provides a description of the columns in each row of the Authority

table, according to one embodiment of the present invention.

TABLE 3: AUTHORITY Table Description

Column Type Description

ID uid Unique identifier of authority object.
Name name Name of the authority.
CommonName | name Name common to several authorities

IsClass boolean If True, this is a Class Authority.



Column Type Description If False, this an Individual Authority. Class
uidref}Authority} Optional. Designates the Class Authority this Authority
participates in. Enabled boolean If False, Authority is Disabled and
Authentication automatically Fails. Secure boolean True if authority
requires secure messaging. This field;js only used in establishing a
secure session. HashAndSign hash_protocl If not NONE, a signed hashs
are to be used either during session creation or with session messaging.
ColResentCertifigate boolean If the Aukeriptisa public key authority and if
the credential contains a certificatgrghal) themn p@sentthaiteetficate

claghain along with-tha autherity. Opetgtigmauthenticalion melbadMVhat this
Operation to perform with the Credantiai{g-garticipahamnge, Signing, SymkK,

EndBMAC, PIN, Nng), CredentialTablg &redantial Whigh dMhgioh G redaatiision
- a C_*table name, like C_RSA1024:salectad, freims. the publicly readable

sectzByPtoSuite Tahie in Admin. Credenfia) pidhabicre Hii@i}swi&h\é@%g% This field
Credential to use. ResponseSign uideafiAltacrtelfiRresentdneR2aio). a
HadeAUEs, bl|at§£§}.{_ ndigion with a“ﬁ%ﬁ\@&@é‘&‘{ l%%ﬁ%@%%@é&@e used either
uidref} uthonty} If present (non-zer&)ﬁagr.@qymedr {Qﬁ@@kﬁﬁﬂ&l@m _I\Aeglg)aging,
Preé’éﬂ%@ﬁfff@&!@%ﬂ%aﬁb‘?k&a” date AIPFHQMMH&E?%@%ﬁlﬁ@_ﬂé?glﬁﬂoﬁ}?aﬂﬂ?ﬁ the
if the Peripheral device has a trusteddatel Nadate signifiek Meistattdipiikent the
ClockEnd date Authority is disabled@tfihis daie ifishe Wetipbatahodeyice
Opdagaa trusteddatenNaidate signifies/ng epdriitQReroxesihlthe Credential (e.g.,
}LogSuccess =1, These flags enabledaggingighiliffcienk eents, thiat, None)
CredentialTable Credential Which type of Credentials - a C_* table name, like
C_RSA1024 selected from the publicly readable
CryptoSuite Table in Admin.

Credential uidref{credential} Which specific Credential to use.

ResponseSign uidref{Authority} If present (non-zero), a required bilateral condition
with another Authority

ResponseExch uidref{Authority} If present (non-zero), a required bilateral condition
with another Authority

ClockStart date Authority is enabled starting on this date if the

Peripheral device has a trusted date. No date signifies
no start limit.

ClockEnd date Authority is disabled on this date if the Peripheral
device has a trusted date. No date signifies no end
limit.

Log bytes{1} {LogSuccess =1, These flags enable logging of different events that

LogFail = 2} occur when this authority is authenticated. Log = 0is
no logging. This logging is only applicable when
authentications are done in establishing a session or
in augmenting the authorities on it, not when
authentication is tested on a method.

Each row of the Authority table is an Authority. An Authority is a specific
use of a Credential, and possibly other Authorities. A class Authority is a
reference to multiple individual Authorities and cannot use a Credential.

Thus, each row (Authority) of the Authority table has a column named
“Credential”, which identifies a specific Credential to use for Authenticating
proof of knowledge for this particular Authority and identifies a particular

Authentication Operation by which the Credential is authorized.
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LogFail = 2} occur when this authority is authenticated. Log = 0 is no
logging. This logging is only applicable when authentications are done in
establishing a session or n augmenting the authorities on it, not when
authentication is tested on a method. Each row of the Authority table is an
Authority. An Authority is a specific uge_of a Credential, and possibly

other Authorities. A class Authority is a reference to multiple individual
Authorities and cannot use a Credential. 5 Thus, each row (Authority) of

the Alnhofilsettsibdlababled|aninmarnidehtiGes dbatiablewtaivreidé thifigseticular

ifi tial t far A ticati 00f of | for thi e
R sl AT R g e
roWlRiEhh e fethdantiaris RUtherizashink/uddi Ioedentigl1d aplgheathedential type

identifies the table name of the particular type of Credentials being used,

is GnlINd Oetethntiaedential s alantmes the Spebmatydable arectisadhtal
patttUEINRNE BENEUEEA S oPRIelerE ANe LideRizhpipe IS

C_RSA1024,the Credentral column of the Authority table specifies the 5
4 dpartiCelaitroate(praticlierlke yPpfeAalile RSA Credential table. 4.4

Certjficate Data Tables (Byte Table) Table 4 provides a descriptiop_ of th
ol & RS BRI OB A e DU Al B e
acdYRSRRY iB\tiembbARkER EBR IRISNT bty d able Description

Column Type Description Code certificate Bytes of a certificate or trusted
certificate chain. APl rkdiB TREH-REE EdntldudadbloWescEpbion

1gefriln%d by the ceertific,ates requirements. 10 The Certificate data table

Co ype scriptio o -
stofes’data that'is Used for data validating a- publlc,ke%;or example.
Coertifitaes (OBEE AR e Yafes e Loinihe By eaeh PewBr 4
e tiguous row. X.509 as detined by the certificates requirements.
Certificates tabie. Each row
The Certificate data table stores data that is used for data validating a
public key, for example.
Certificates (Object table)
Table 5 defines the columns of each row of a Certificates table. Each row
has a Certificate name and a pointer to the Certificate’s byte code.

TABLE 5: CERTIFICATES Table Description

Column Type Description

ID uid ID of Program

Name name Name of Certificate

Code ref{CertificateData} [Pointer to the certificate’s byte code.
CodeCount uinteger{4} Number of bytes actually used in the certificate.

45  Credential Tables (Object Tables)

The following tables provide examples of different types of Credential
tables that can be used in one or more embodiments of the present invention.
These tables are not exclusive, and additional tables can be included to implement
addition types of Credentials. In one embodiment, each Credential table is
associated with a corresponding one of a plurality of proof of knowledge

operations, called Authentication Operations.
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15 has a Certificate name and a pointer to the Certificate's byte code.

TABLE 5: CERTIFICATES Table Description Column Type Description 1D

uid ID of Program Name name Name of Certificate Code

ref}CertificateData} Pointer to the certificate's byte code. CodeCount
uintegerl4} Number of bytes actually yged in the certificate. 4.5 Credential
Tables (Object Tables) The following tables provide examples of different
types of Credential 20 tables that can be used in one or more
embbbmiardaitinbtphéeerapmesntion eitessbiblesaronprexaflingéhe public

on L QAR e BHBOUAGAL SAH CHERER Erble DA TRRDH esent

a dafesisaspendingionetieeaatuiality of pivefaftknavmedgeaope@ianshe
called Authentication Operations. -18- The Credential tables represent an
meshnispld ssEeriegrBithsgaktepublic and private parts of Authentication

mechgpienR &AL Giadenintiaple. rareaenhAMTRICD: MEdAYERe the

and each row a different Authentication using theé” mechanism
trugtpcepernielelnyl thisl tabiel A The CGregeatiahtatiledcsomtaot seewets finam an

might never need to leave the tru peripheral. Normal ACEs can. )
At DA GIGEIGR O b SBCFALH B S ARk BB YL K in which

thdi@HacE pEAPRIPNOIQE SRS QpMAlaek Imwiaehd theisustsd PeliPhg a

electronics are changes, the Credential tables can have a Hide column to

Higg| apbrusted gbtiphras terlngsi et tonnisl ehdreceniamnseidret s aitoin secrets
the storage media. For example, the secrets can.be Crytographi .
o T I SRS e O R RERY i tem om

thelstole gedeliakes leccopusgiblef a PIN Credential table according to one

embaodiment of the %rﬁent invention. 15 TABLE 6: C_PIN Table
45695&1—&?&11 (Object Table)

Table 6 defines the columns of a PIN Credential table according to one
embodiment of the present invention.

TABLE 6: C_PIN Table Description

Column Type Description

ID uid Unique identifier of the password.

Name name Name of the password.

PIN password Password string.

Hide boolean Cryptographically hide value on media when possible

TryLimit uinteger{1} Maximum number of failed tries before always failing.

Tries uinteger{1} = 0 /Current number of failed tries.

The Credential table PIN, C_PIN, contains one row for each Authority that
requires a password. Table 6 provides a definition for each column of the C_PIN
table. Each row of the C_PIN table contains a column named “PIN” that stores a
password string for a particular Authority. The “HIDE” column can be used to
cryptographically hide the password string on the storage media when possible.

The “Tries” column is updated by the peripheral device on every failed
Authentication attempt, including the implicit Authentication attempt if the

Authority is a Signing Authority invoked during a session startup. The “Tries”
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Column Type Description ID uid Unique identifier of the password. Name
name Name of the password. PIN Password Password string. Hide
boolean Cryptographically hide value on media when possible TryLimit
uinteger}l} Maximum number of failed tries before always failing. Tries
uinteger}l} 0 -Current number of failed;gies. The Credential table PIN,
C_PIN, contains one row for each Authority that requires a password.
Table 6 provides a definition for each column of the C_PIN table. Each
colromoftiset@o-Rerdthplthegresipbexadafiemineranned tri Miuthergionte suedeeds.

assword string for a particular, Authority. . The "'HIDE", column can e
A S oo s S AR R B Rt R AR the
Sepaastiel ol at B&s column is updated by the peripheral device on every
failed Authentication attempt, including the implicit Authentication attempt

4-5if2theCAiﬁl%ﬂ@2i% @@i@?ﬁlﬁﬂﬁfhority invoked dgring a sessjon startup.
The TTHgsy I8 SQYANIS GG EIOAVGRE RPYARRRIALARYIGR YD %@ct&eding to

Authenticate succeeds. Also, the tries column can be reset from the host
onbyediadiistengantAGi derrthen@ettinethod on that cell. 4.5.2

C_RSA 1024 (Objec Taﬁﬁ% T l‘)é% cﬁ)f' r]% olumns. of a

CRSA_1024 Credent?gﬁ Zc%% ﬁ{r i%i%’% SISERHEBEOR the
colRf@sentfpyention. TABLE G Ry 1024 Table description Column
D Type Desgription IDuid U@i uei eqt'}fier. Name name Name. CryptoCall

ul nigue iaentirier.
name = RSA-Crypto Type_ CryptoLen-uinteger{2} 1024 Length-of KeyPu

Narﬁ?(p uinPélngnéertIOI RSA Publi¢ Exponent
CryptoCall nname = RSA Crypto Type

CryptoLen |uinteger{2} =1024 | Length of Key

Pu_Exp uinteger{10} RSA Public Exponent

Pr_Exp uinteger{10} RSA Private Exponent

Mod uinteger{10} Modulus

P uinteger{10} p and g, the primes from the key generation,

Q uinteger{10}

Dmpl uinteger{10} d mod (p-1) and d mod (g-1) (often known as dmp1 and dmq1)
Dmq1 uinteger{10} (1/q) mod p (often known as igmp)

Hide boolean Cryptographically hide value on media when possible
ChainLimit fuinteger{1} The chaining Limit for using a chained down key from this one. -

1 indicates no limit. 0, no chain, is the default.

Certificate |uidref{Certificate} | Certificate(s) - provides a chained set of unencoded X.509
certificates if needed to prove an ancestor authority

Table 7 implements an RSA Laboratories public-key cryptosystem having a
key length of 1024 bytes. The public exponent and the private exponent columns
of the RSA table represent a public-private key pair for each row of the table.
Again, the column containing secrets such as the RSA private exponent, modulus,
P and Q primes, DMP1 and DMQ1 and IQMP can be hidden on the medium.

453 C_RSA_1048 (Object Table)

Table 8 defines the columns of a C_RSA_2048 Credential table according to

one embodiment of the present invention.

TABLE 8: C_RSA_2048 Table Description

Column  [Type Description



Pr Exp uintegertlOl RSA Private Exponent Mod uinteger{10} Modulus P
uintegertlOl p and g, the primes from the key generation, Q uintegert|Ol
Dmp1l uinteger{10} d mod (p-1) and d mod (g-1) (often known as dmpl and
dmgl) Dmg1l uinteger{10} (1/g) mod p (often known as igmp) Hide
boolean Cryptographically hide value g media when possible ChainLimit
uinteger{1} The chaining Limit for using a chained down key from this one.
- J indicates no limit. 0, no chain, is the default. Certificate

Coluidref{Ceytificate} Certificaie(sjptiprovides a chained set of unencoded

1D X.509 cgdtificates if neededitadmove an ancestor authority Table 7

Naliggplemq;@ﬁ@n RSA Laboggiqsies public-key cryptosystem having a 10

?é’deﬁf‘%ﬁh%ulgs% bytes. a‘ljg)gtglit%g exponent and the private exponent

mns. of th ble represent a public-private key pair for each row
I(jryg? e albflteg E %% co et?rr@n @ogﬁtalnlng secrets such as the RSA
Bate SXHOHE  moduluEuoBe sy Q primes, DMP1 and DMQ1 and IQMP

élﬁ be Hf&EféﬁrgH the me&lﬁjYﬁtei(SYB C_RSA_1048 (Object Table) 15
MOCFable gweftaed’the columvgdsiss C_RSA 2048 Credential table according
p to one emiediitint of the présetiteipuiert ornTABKE §reraRBA 2048
q Table Desesgptioty Column Type Description -20- Column Type
Dmpescriptighelerpig UniquedlRodYameaNameNameofeiypielaltame md dmql)
DmGPA CryRIRLYRE Crypt IBLEYRNEs RABKEWkehgth Pu Exp
Hiddntege Iggo%algu blic Key d;%f@g%ﬁlé‘ﬁ%ﬁ&@%k '35%9%% lé\%ﬁlell\él%gl{“&aos51ble

Chantl%gn%rt 21191}\tege (?Hlus The chaining Limit for using a chained down key from this one. -
1 indicates no limit. 0, no chain, is the default.

Certificate(s) - provides a (possibly chained) set of unencoded
X.509 certificates if needed to prove signing from an ancestor
authority

Certificate |uidref{Certificate}

Table 8 implements an RSA public-key cryptosystem having a key length
of 2048 bytes.
454 C_ES_160 (Object Table)

Table 9 defines the columns of a C_EC_160 Credential table according to
one embodiment of the present invention.

TABLE 9: C_EC_160 TABLE DESCRIPTION

Column Type Description
ID uid Unique identifier.
Name name Name.
CryptoCall |name =EC Crypto Type
CryptoLen |uinteger{2} =160 Key Length
Hide boolean Cryptographically hide value on media when possible
p uinteger{20} Modulus
r uinteger{20} Order of the curve
b uinteger{20} Curve coefficient (y2=x3-3x+b mod p)
X uinteger{20} Base point coordinate
y uinteger{20} Base point coordinate
alpha uinteger{20} Private key
u uinteger{20} Public key x-coord: (x,y) a | x
)

v uinteger{20 Public key y-coord: (x,y) a | y
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p uinteger{10} p and g, the primes from the key generation, q uinteger{10}
Dmpl u nteger{10} d mod (p-1) and d mod (g-1) (often known as dmpi
and dmgl) Dmg1l uinteger{10} (1/q) mod p (often known as igmp) Hide
boolean Cryptographically hide value on media when possible Cha nLimit
u nteger{1} The chaining Limit for using a chained down key from this one.
- .1 indicates no limit. 0, no chain, is the default. Certificate
uidref{Certificate} Certificate(s) - provides a (possibly chained) set of
Columm@ncodegpX.509 certificateDésaepiled to prove signing from an ancestor
ECBsiRority Jiakle:Simplements amniRSA Muklisnkeyeryptosystem having a
ECHENIENgtA,2Q48 bytes. 4 546 VrS.16816Qhiect Jable))5 Table 9
EC9SHNES R FAMMNS QG G460 Fresantial table according to one
embodimgmi ofthe present invention. TABLE 9: C EC 160 TABLE

Md%%&filgﬂgh;lug_%mﬂype Description 1D uid Unique idenFifier. Name
name Nagpgy_%gyptoCall name EC Crypto Type CryptoLen uinteger{2} =

Md&ﬁ%ﬁﬁy La%ﬂ%hhﬂ-i%? geglean Cryptographically hide value on media
when posgilesp uinteger{20} Modulus x uinteger{20} Order of the curve b

chiiEeTiaMSUrYP coefficient{ya XX TR Rk MINGAEHE N BASGrom this
point coordindte y umteger{Z%ﬁa%eﬁmsqq&ﬁqmaé, AIRAA, WRE ARk 40}
eVt KEYIILHIUSAEIZ0} PUBLGKEY ORI AY 8 Kt RIS D of
Public key y coord: (Xy) U 1Y ynencoded X.509 certificates if needed to prove signing from
an ancestor authority

Table 9 is an example of a Credential Table for implementing an elliptical
curve cryptography.
455 C_AES_128 (Object Table)

Table 10 defines the columns of a C_AES_128 Credential table according to
one embodiment of the present invention.

TABLE 10: C_AES_128 Table Description

Column |Type Description
ID uid Unique identifier.
Name name Name

CryptoCall \name = AES Crypto Type
CryptoLen |uinteger{2} = 128 Key Length

Key uinteger{16} Key
Hash hash_protocol | When hashing is required, this selects the hashing algorithm.
Hide boolean Cryptographically hide value on media when possible

Table 10 implements an advanced encryption standard having a 128-byte
symmetric key. Again, the key can be cryptographically hidden on the media
when possible.

As mentioned above, the access control tables, such as the Method Table,
Ace Table, Authority Table, the set of Credential Tables, and other related tables,
of each SP of a peripheral device are stored (in whole or in part) in a physical

memory device that is associated with or accessible by the peripheral device. The
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-21- Column Type Description ECDSAs uinteger120} Hash Initialization
Vector ECDSACc uintegerl32} Hash Message Block (PseudoRNG)
ECDSAHash enumlPlus-1x, SHA 1, Hash for ECDSA :SHA-256}
MQVHash1l enumlPlus-1x, SHA 1, SHA-256} MQVHash2 enumlIPlus-1x,
SHA 1, SSHA-256} ChainLimit uintegerh} The chaining Limit for using a
chained down key from this one. -1 indicates no limit. 0, no chain, is the

default. Certificate uidreffCertificate} Certificate(s) - provides a (possibly
hoshwiilkit)detefa siaieodetiof 508 swiitificatd if evbadial tapleyéositmirty™'s it

.from  an ancestor authority Table 9 is an exa of a Credential Table
T R e e Tt S SH S DR s ek Pk gremmory
thdQbjgsdotatial Hritakie d& agfivlespiheheaivansiblearioMatid®8tored in the

Credential table according to one embodiment of the present invention.

hostapppthority Axtde apd Fapdepidatiiphlas beowensrripehiarsinemy part of

the A HMSIHSRHE! in hame iName, i ?e!'tﬂ@%fﬁ%%&&ﬁ% Table
Type CryptoLen uintegerl2} 128 Key Length Key uintegerll6} Key Hash

mighshnptatbeonlyhepuidshimy iofeqpirklcthisvsatekey theiha$hisgllows the host
to Fetiast The Cotrect ATROTIE) Cperation ahd Provide a tomesponding
Credential for review by the SP in the peripheral.

5. SESSION

In one embodiment of the present invention, all communications with an
SP occur during a session. A session is always started by a host, for example.
Normally the host application will end a session when it has finished its
communication, but either the SP or the host can abort a session at any time for
any reason. For a specific SP there can be any number of read sessions active
simultaneously, but only one write session, for example. Read and write sessions
are mutually exclusive. The implementation may limit the number of
simultaneous read sessions to any SP and/or limit the total number of open
sessions available to a peripheral device.

Methods are procedures that operate on tables or SPs, and are called within
a session to an SP. The caller passes a list of parameter values to the method and
the method returns a list of result values followed by a uinteger status code.
Within a given session at most one method can be active at a time. Each session to
an SP has at least two streams of bytes onto which data is encoded. One stream
goes from the host to the SP, and the other comes from the SP to the host.

Method calls, their parameters, and their results are sent and received over
session streams. Each stream operates asynchronously from all other streams.
Typical host method calls will send all their parameters/data to the SP before
trying to read any of the results, but the SP is free to generate results

incrementally as it consumes its parameters. The host is similarly free to try to
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Table 10 implements an advanced encryption standard having a 128-byte

1o symmetric key. Again, the key can be cryptographically hidden on the

media when possible. As mentioned above, the access control tables,

such as the Method Table, Ace Table, Authority Table, the set of

Credential Tables, and other related tghles, of each SP of a peripheral

device are stored (in whole or in part) in a physical 15 memory device that

is associated with or accessible by the peripheral device. The -22- host
reagiibInchsudtawimitasesetiopatorigtean dbedBntigb Famtesaforthaesidtesihow

Wighes to access. These tabgei?can e storeg}ki)n whole o in ﬁ%rt in ?‘?g d call
SYREROBIOU i 15 ALY BRI BroR SRk ind sy HEHELS PhEThlHARd £211(C)
ar@fgfe@dﬁlmnhggas Authority Table and Credential Tables, however,

might contain only part of 5 the information stored in the SP's Tables. For

examplatRetioes Trcdwadise Pasd dmrier masiehigrhowprbpages g an SP

ar@f{pjcg“\ligré\ff’ggtkﬁ{eﬁfagl%g ?o@la\gﬁﬁh& Sa fr&qugéegﬁ) i OLEGs to hggdle

Authority Operation and provide a corresponding Credential for review
erttherSiiretiie Al riphegs fo 3& SBake Hldceonileim bloelsnepé of theransaction.

resent invention, all communjcations with an SP occur durjng a sessi
WA B L SE R AR RS AR,k RSE A iciiip R RIBAHSA) MR TV hen
th@RRIgaHAE MbendiRasensitAMbBaNddiasinishRd dsssrommupisatignut
either the SP or the host can abort a session at any time for any reason.

traeéaqigﬁééiﬁb@@dwéféltfaﬁeﬁégmsrf&meérs@ﬁféa elysibedaiastion is
coﬁ{r@l%’t'%é‘&‘%%Sé¥sig%gﬁ%%9ar§e%£$%é%” forexamplg, Read and wiltg 4 are

sessions are mutually exclisive. The implementation may limit the
its ehnbersah s pitasietus (eathsassidits tnahky\&Rdadisdiveighertosaksions on
number of open sessigns available to a peripheral device. Methods are

the sapiate £ ihit OP¥rate e tbRIBGr sPEctRf the Ramharlidessa(i-e.
haR9S2IR0 48RP e CAIBHRASSRAI NS GhRAAREGLYAHGS 1B fuly

method and the method returns a list of result values followed by a
comimétret slhmsasouie ivvithladlyifere sestidntemsagiomearstherddaopemitted

ora toi\rl?e83,ahrtligr]lea'lFﬁ{:eht%aer?gai%Hg%s are aborted and the session is aborted.
A method call includes of the following steps:

a. The host tells the SP the method it wants to call;

b. The host sends a list of parameters to the SP;

C. The body of the method is executed in the SP; and

d. The method results are returned from the SP to the host.
Steps 2-4 may be repeated when input and output are incrementally

streamed.

Starting a session depends upon three independent requirements, for

example:

a. The peripheral device and the requested SP having sufficient resources;
b. Negotiating symmetric keys if secure messaging is required; and

C. Authenticating requirements (one of the following, for example):

Host must authenticate to SP;

SP must authenticate to Host;
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an SP has at least two streams of bytes onto which data is encoded. One

stream goes from the host to the SP, and the other comes from the SP to

the host. 25 Method calls, their parameters, and their results are sent and

received over session streams. Each stream operates asynchronously

from all other streams. Typical host mgthod calls will send all their

parameters/ data to the SP before trying to read any of the results, but

the SP is free to generate results incrementally as it consumes its

parabuttens thheloet;issimilarly free to try to -23- read SP results while

sendi argmeters. The SP implementation decides how synchronous

or awﬂqéﬁr tﬁg{uesaetl%qt‘)’& Olgﬁlggﬂae?’fhcgggn antics of the method call(s) are
not CafeRTesNiSei liRRSACHRATE RIS UECCUR SO dgtanCinar-tastal den b if a
changes to an SP_5 are to take effect. They also provide an easy way for

sesgiaR ApbticafbHd 6ENE ReasHR AraeNicipl M BRR RfcR e s POg{REE retrying.

Th%'ﬁBEt"é’Q@ B0 @&%%aﬂ&ﬂﬁ?ﬁ?ﬂéﬁ?e&%ﬁ?&@ﬁ?ﬁ%'&@rﬁ;?r@% ‘itt%rmﬁe

P a transaction is automatically started. When the session'is closed,
sedfiahirassastinibés dHleked. If the session is aborted, the transaction is

aborﬁ%.jéthe session. is closed successfully, the transaction is 1o )
com %tﬁé’&é?fb‘i%?%?@t%ﬁ%%‘. JPRURT SSE IS dids E6CHRG messaging

andB ARGt sRARas RS REssIRiBRH () WisetiRdids Mads Msible to

subsequent sessions on the same SP, etc.). Any effects on other aspects
auiqrédipedpherxadplsce (i.e. hardware settings) do not happen until and

unjess.the session is. s [ mmitted. If & session, i ded hefore

i bl SR PR

HdsepigadtignaudhedboriddaidSiye session isiakdrted adtineathediogllthe host to
includes of the following steps: a. The host tells the SP the method it

theyaits to call; b. The host sends a list of parameters to the SP; c. The
SPRQEN-RIJBR MMRHNY Srexesiiethibtie wP aald AP feif HE MM&tBedHERuItS

are returned from the SP to the host. Steps 2-4 may be repeated when

SPrignizgd winputarshrchignenglgystraze@dor authenticating the SP to the
host.

Note: These authorities are already known to the SP.

Host authorities, if used, are passed in the StartSession method call. SP
authorities are bilateral authorities called out in the Host authorities” Authority
table rows. The ability to specify authorities in the StartSession method call,
coupled with the linking of authorities in the Authority table, provides a large
and diverse set of possible session protocols, including secure messaging. It is the
initial selection of authorities by the host that determines which protocol is to be
followed.

When the host makes a StartSession method call it knows which
SPExchangeAuthority and SPSigningAuthority (if any) the SP will use. Those may
be the root authorities in a certificate chain whose ultimate effective authority the
host does not know. This is why the SP may return certificates to the host as part

of a SyncSession.
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Starting a session depends upon three independent requirements, for
example: 25 a. The peripheral device and the requested SP having
sufficient resources; b. Negotiating symmetric keys if secure messaging
is required; and c. Authenticating requirements (one of the following, for
example): Host must authenticate to_&; SP must authenticate to Host;
-24- Both of the above; and None of the above (No authentication). The
first requirement, sufficient resources, is often time-dependent, so if a

sesdiba Fisttogstangfdnthisrigaso ARbiguin gl lathnraty heqistess i dld¢oige-

retrying. 5.The host sets the second and, thi uirements when it
Re L (e LESUR, T oA N SRR aB o Sgee
m&@Hnghesessite deRPINDS thenserUbemMessagngnarsl autesiteaiithods
requirements to be satisfied by specifying up to four authorities, for
ar%f&%ﬁﬁ@dl@ﬁ&%ﬁﬁm%%%{ﬁam ﬁemfﬁ rgtRdRgEsioByneth@sdnplicit

autheRliGalied HOy R magADOR N bR SPIBTIRGISRA L RGA e

authenticating the'host to the SP SPExchangeAuthority SP’'s Exchange
Hd<esigraing Aoaphoiti By the AitSagom SR Blgmiitg Athihoitstyl SRIPSighnirigegeuthority

used for authenticating the SP to the 15 . Note: These authorities are .
(B oM o B T HTaL B MY ALl gl mation
suppddessianmeahastsalls i aHnQites are-hilkiatatRMINONNeRiSRURH the

out in the Host authorities' Authority table rows. The ability to SE;mfy

Effgatheriteshotiy Sha@wsesponeingitedhexhebengsd with beehiakmplark of
TR DRI R0 R At gl
autedettyorrafsanitiodtiestwy S thestihabaetetmofds whitiipiatatoliis toiliebe
available only during the session. In one embodiment, it is necessary to create a
new authority on the SP (in a write session) if the host wants that authority to
persist past on the SP.

Seven examples from among the many possible ways to start a session
include:
a. None. No Authorities are used. This is a non-authenticated, non-secure
messaging session.
b. Host-PIN. This is the rudimentary case of passcode authentication that is
passed in the clear. Secure messaging is not an option in this case.
C. SP-SymK-Exch. The simplest case that provides for full Host & SP session
key encryption. The SP needs to perform only symmetric encryption.
d. Full-PuK. This uses public keys for signing and key exchange, for both the
Host application and the SP. With a proper certificate chain or other validation
proof for the exchange key, this is also authenticated. SP Issuance is an example
where Full-PuK is used.
e. Full-SymK. This uses SymK keys for signing and key exchange, for both
the Host application and the SP.



10

15

20

25

followed. When the host makes a StartSession method call it knows which
25 SPExchangeAuthority and SPSigningAuthority (if any) the SP will use.
Those may be the root authorities in a certificate chain whose ultimate
effective authority the host does not know. This is why the SP may return
certificates to the host as part of a SypgSession. -25- If a
HostSigningAuthority or SPSigningAuthority requires a Challenge
Response, as is the case for PuK, SymK, and HMAC authorities, or if

f. secuiwstrBesadinghsrttda¢iosedtos botpintga shosatBbisidhatndbes not
SyncSession methods are followe StartTrustedSessi

b
sl e A e T e (e

auBlRENehaRgeAUtoHh d1asiIHNIRIGAK T R6QT /SPHIgTRIAIFAOUN] thak
is also a Public Key Authority (an Authority with public key

drigie aBfrrcapsRPhile RavectiBHaPTTaIR kS degp Bt RsIciB Safere
jof a Certificate or Certificate chain. In this case the Effective
Authority (the one responding to the challenge) will be the tail PuK of 10
g. that EhainPlikeSHEgtivK alithioribyaisdsansientet it thelsessibmhAirtleffBEtaign, but

authority transmitted to the SP, full contents of its certificate chain, will
e R SR B RS LT B e St ORISR ey
d}iﬁt@t@ﬁt&g}@, REWRIERRUY R BRI Hb AWM R-§RS O FHINBOH Wai$ost
at autno

rity to persist past on the SP. 15 Seven examples from among

apm&miﬁéﬁgmed«m@}t&%n a@éébfbﬁP_ it ioak: eemfprasdNguK encrypt a
sedSBAqes iﬁ_{gﬁﬁe Tﬁ{ﬁfg%?t‘ lRr-auihenueated, é‘g’#‘b]%es%%é‘% g”‘l?éf%@é%?pt.

session’ b. IN. e rudiméntary case SSCO
6. authBXticeiRInBhat is 20 passed in the clear. Secure messaging is not an

option in this case. c. SP-SymK-Exch. The simpﬁlzst case that provides for

full Hidst & 'SP SERIR" REYLRESHRIM SRR nkR 485 PLHBRIFBIAYLng pass
co QY MRLIRIERGBIPHERY e R Y62 This Pea RERIGHKSYSIODSIgUPAIAAE, only

key exchange, for both the

the security related parameters are shown in FIG. 5. The host begins
communication with peripheral device 202 by calling a StartSession method and
passing parameters, including an SPName, a HostChallenge and a
HostSigning Authority. In this case, the HostChallege includes the host PIN.

The peripheral device receives the method call, looks in the Method Table
(e.g., Table 1 above) of the named SP (SPName) to identify the ACL for that
method and identifies the resulting ACE and its Boolean expression of Authorities
from the ACE Table (Table 2 above). If the HostSigningAuthority is not valid (i.e.,
not satisfying the Boolean combination of Authorities in the identified ACE
Table), the peripheral device aborts the session.

If valid, the peripheral device identifies the associated Credential of the
invoked HostSigning Authority from the Authority Table (e.g., Table 3 above) and
retrieves the identified Credential from the associated Credential Table (e.g., Table

6 above). The peripheral device verifies that the HostChallenge (e.g., PIN) is
equivalent to the Credential PIN of the invoked HostSigningAuthority. If not, the
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Host application and the SP. With a proper certificate chain or other

validation 25 proof for the exchange key, this is also authenticated. SP

Issuance is an example where Full-PuK is used. e. Full-SymK. This uses

SymK keys for signing and key exchange, for both the Host application

and the SP. -26- f. Host-PuK-Authentigation. This is a simple strong

enabler that does not start up secure messaging. An example use case

might be a TCG TPM that authenticates a session in order to unlock the
peRpherality iteatiorts tiasdisiodrivé sandhd peaigrevilide vionee tindittes the

riyate key, does no neeag a secure 5 channel. g..Hgst-PuK-SP-SymK.
ca TR RSt T S LRt B Hecti® TS hat public Koy,
7. signognad insies all the private key operations of public key
cryptography, are deemed too computationally expensive for the SP. The

Hostl g pieatiorPRtENbYYSEE PaKbadmakamaatebwhplik Fepfy Bn@pary
Coiﬁgjyg—%ggaﬁE%&@Xnﬁ%w@O%Errgﬁlé( (§¥ ) rﬂ%ﬁ’é ’iﬁggﬂﬁﬁﬁ§gm§atabases

sion key receipt. 6. EXAMPLE FIG. 5 is a diagram illustrating an
thaham pésidbatsessivivimpienesitingpass roedeoay tied titatigge hktvieen

host 202 and peripheral device 204. For clarity onl security related
s B R TR s AT SO s B arLaaH gagruted
byRRBH mﬂ%&%xdﬁé’i?ﬁk%%l Riecaling Qirianeassionansihad RBS Hagsinde to

parameters, including an SPName, a HostChallenge and a

PeHossigeinsbans mthiotasecehe thostahbisgedntiidesanbadying the
2IN. The peri l.devi i | ' h :
A S e S

sudGhdonidtid) bl dbjedtidentfles thedakdivag A€E @R isdBodécaunt are not
expression of Authorities from the ACE Table (Taple 2 above). If the

limyted dayrargudabisriyng madiaiRraes Kolddam g ey abiléanemory
de¢RBDINBIMYY AAWhMitiesid thslidantificd AG Gistapif) etNe REFNNALRL, e g,

device aborts the session. If valid, the peripheral device identifies the
CIx&oditsida \Opsdetsticiwiothg others, and transmission type media such as digital

and analog communication links.

It is to be understood that even though numerous characteristics and
advantages of various embodiments of the invention have been set forth in the
foregoing description, together with details of the structure and function of
various embodiments of the invention, this disclosure is illustrative only, and
changes may be made in detail, especially in matters of structure and
arrangement of parts within the principles of the present invention to the full
extent indicated by the broad general meaning of the terms in which the
appended claims are expressed. For example, the particular elements may vary
depending on the particular application for the access control system while
maintaining substantially the same or similar functionality without departing
from the scope and spirit of the present invention. In addition, although the
embodiments described herein are directed to an access control system for a
peripheral device, it will be appreciated by those skilled in the art that the

teachings of the present invention can be applied to any device for which access to



25 invoked HostSigningAuthority from the Authority Table (e.g., Table 3
above) and retrieves the identified Credential from the associated
Credential Table (e.g., Table 6 above). The peripheral device verifies that
the HostChallenge (e.g., PIN) is equivalent to the Credential PIN of the
invoked HostSigningAuthority. If not, the -27- peripheral device aborts the
session. If so, the peripheral device authorizes the called method, such
as by calling a SyncSession method. 7. CONCLUSION The access

a reepnsiesys tentwanolb éhiengoriveritecowirolle dr wattlgwdrdepgrding from the scope
gom%qtterf-{ﬁadable rr,gedia and can comprise one or more instructions or

MG aahasts hat §re'teSid&ht & Various times in various memory and
storage devices associated with the peripheral device and/or the host.
When read and executed by the host or peripheral device the instructions
cause the host or device to perform the instructions and/or process the
databases or tables embodying the 10 various aspects of the invention.
Examples of computer readable media on which such instructions, tables,
objects and/or modules can be stored include but are not limited to
recordable type media such as volatile and nonvolatile memory devices,
floppy and other removable discs, hard disc drives, optical discs, e.g.,
CD-ROMs, DVDs, etc., among others, and transmission type media such
as digital 15 and analog communication links. It is to be understood that
even though numerous characteristics and advantages of various
embodiments of the invention have been set forth in the foregoing
description, together with details of the structure and function of various
embodiments of the invention, this disclosure is illustrative only, and 20
changes may be made in detail, especially in matters of structure and
arrangement of parts within the principles of the present invention to the
full extent indicated by the broad general meaning of the terms in which
the appended claims are expressed. For example, the particular elements
may vary depending on the particular application for the access control
system while 25 maintaining substantially the same or similar functionality
without departing



from the scope and spirit of the present invention. In addition, although the
embodiments described herein are directed to an access control system
for a peripheral device, it will be appreciated by those skilled in the art
that the teachings of the present invention can be applied to any device
for which access to -28- a resource ohfgature of the device is controlled,
without departing from the scope and spirit of the present invention. -29-
WHAT IS CLAIMED IS: 1. An access control system, comprising: a
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2. The access control system of claim 1, wherein the plurality of authorities,
the plurality of access control elements and the access control list are maintained
by firmware embedded within a peripheral device for which access is controlled

by the system.

3. The access control system of claim 1 and further comprising;:
a credential table, which identifies a set of the proof of knowledge
credentials that can be proven by the associated proof of knowledge

operation.
4. The access control system of claim 3 and further comprising a plurality of
credential tables, where each credential table is associated with a corresponding

one of the plurality of proof of knowledge operations.

5. The access control system of claim 1 and further comprising;:



5. The access control system of claim 1 and further comprising: -30- an
authority table, which identifies each of the plurality of authorities and for
each authority associates one of the proof of knowledge operations with
one of the proof of knowledge credentials. 6. The access control system
of claim 1 and further comprising: an ggcess control element table, which
identifies each of the plurality of access control elements and for each
element, identifies the Boolean combination of the authorities for that

access aoiiteo! tyl énéntwhiTh edeeddsescaniodstistgruodlitsiof 2ehdrities and
further comprising: a method table,. which identifies the od ng a
plaraity of HEHRAL R e SRR ] SLL CBHAe) s
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method, the method table further comprises a pointer to a program to be
executed for that method. 9. An access control system comprising: a
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credentials that can be proven by at least one of a plurali
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plurality of access control elements and for each access control element,

identifies a Boolean combination of at least one of the authorities. -31- 10.

The ess control em of claim. 9 and further.comprising..a plurality of
7. ot O e e T B R A
correspetilitttabk ofvifiepidaiitifies pheahethodwiadgg a plurality of methods

and for each method, identifies the access control list for that

method.

8. The access control system of claim 7 wherein for each method, the method

table further comprises a pointer to a program to be executed for that method.

9. An access control system comprising:

a credential table, which comprises a plurality of proof of knowledge
credentials that can be proven by at least one of a plurality of proof
of knowledge operations;

an authority table, which identifies a plurality of authorities and for each
authority, associates at least one of the proof of knowledge
operations with at least one of the proof of knowledge credentials;
and

an access control element table, which identifies a plurality of access
control elements and for each access control element, identifies a

Boolean combination of at least one of the authorities.



operations and comprises the plurality of proof of knowledge credentials
that can be proven by that proof of knowledge operation. 11. The access
control system of claim 9 and further comprising: a method table, which
identifies a plurality of methods that can be executed, and for each
method identifies a list of a subset of the access control elements by
which that method can be authenticated. 12. The access control system of
claim 9, wherein the credential table, the authority table and the access
10 contidieimrrsatcaicob sy straimtdinkdrby famdifanghenvivedpgedinghin a

peripheral device for which.access is controlled by the system. .13. A .
et SN EI TR o ATy B TSI el deiaRated
associatingvaitleagonespoir ldratity aif o pl@inowiegasoppelaiivnsedge
with at least one of a plurality of proof of knowledge credentials; and
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authorities, the plurality of authorities and the of access ¢
elements being maintained at least in part within a memory associated

with a device for which access is controlled. 14. The method of claim 13
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15. The method of claim 13 and further comprising: maintaining a

credential texsteuisichrsbfpesel mptiediddontifécprobbplimiiteeigel the
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t
knowledge operations. 16. The method of claim wherein maintaining a
credential table comprises: maintaining a plurality of credential tables,

where each credential table is associated with a correspondir%g'luone o%gle
ﬁacm@,, e
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autRBRHFPAG and the access control element table are maintained by firmware

embedded within a peripheral device for which access is controlled by the system.

13. A method comprising;:

maintaining a plurality of authorities, each authority associating at least
one of a plurality of proof of knowledge operations with at least one
of a plurality of proof of knowledge credentials; and

maintaining a plurality of access control elements, each access control
element identifying a Boolean combination of at least one of the
authorities, the plurality of authorities and the plurality of access
control elements being maintained at least in part within a memory

associated with a device for which access is controlled.

14.  The method of claim 13 wherein the plurality of authorities and the
plurality of access control elements are embedded at least in part within firmware

of the device.



knowledge credentials that can be proven by that proof of knowledge
operation. 17. The method of claim 13, wherein maintaining a plurality of
authorities comprises: maintaining an authority table, which identifies the
plurality of authorities and for each authority, associates one of the proof
of knowledge operations with one of #ig proof of knowledge credentials.
18. The method of claim 13, wherein maintaining a plurality of access
control elements comprises: maintaining an access control element table,
15 whichlidenéflextioé ghirality ajfdaéuelé@mﬂmpléiim&nts and for each

access ¢ ntrol elemeﬁ{ d[ rit %f the,Boolean comblna fatl tonef ¢
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can be executed, and for each method identifies a list of a subset of the
access conﬂ]&réi&ﬁ@ﬁ@rﬁy@ﬂfléﬁlﬂﬁﬁeﬁlﬁ?mm authenticated. -33-

20. A computer readable medium having a tangible component
comprising instructions, which when executed by a computing device
16 causBhihenetdnoplutihg adevl e whpeefarmatepsncogpsmigniiaintdilingaprises:
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17.  The method of claim 13, wherein maintaining a plurality of authorities
comprises:
maintaining an authority table, which identifies the plurality of authorities
and for each authority, associates one of the proof of knowledge

operations with one of the proof of knowledge credentials.

18.  The method of claim 13, wherein maintaining a plurality of access control
elements comprises:
maintaining an access control element table, which identifies the plurality
of access control elements and for each access control element

identifies the Boolean combination of at least one of the authorities.

19.  The method of claim 13 and further comprising:
maintaining a method table, which identifies a plurality of methods that
can be executed, and for each method identifies a list of a subset of
the access control elements by which that method can be

authenticated.



-33-

20. A computer readable medium having a tangible component comprising
instructions, which when executed by a computing device cause the computing
device to perform steps comprising:
maintaining a plurality of authorities, each authority associating at least
one of a plurality of proof of knowledge operations with at least one
of a plurality of proof of knowledge credentials; and
maintaining a plurality of access control elements, each access control
element identifying a Boolean combination of at least one of the
authorities, the plurality of authorities and the plurality of access
control elements being maintained at least in part within a memory

associated with a device for which access is controlled.
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VERSATILE ACCESS CONTROL SYSTEM


CROSS-REFERENCE TO RELATED APPLICATIONS


Cross-reference is hereby made to U.S. Application No. ____, entitled “HYBRID COMPUTER SECURITY CLOCK” and U.S. Application No. ____, entitled “VERSATILE SECURE AND NON-SECURE MESSAGING, which were filed on even date herewith and are hereby incorporated by reference.



Cross-reference is also made to copending U.S. Patent Applications: 09/912,931, filed July 25, 2001 and entitled “METHODS AND SYSTEMS FOR PROMOTING SECURITY IN A COMPUTER SYSTEM EMPLOYING ATTACHED STORAGE DEVICES”; 10/963,373, filed October 12, 2004 and entitled “System and method for delivering versatile security, digital rights  management, and privacy services from storage controllers”; 10/984,368, filed November 9, 2004 and entitled ”System and method for delivering versatile security, digital rights  management, and privacy services”; 11/178,908 , filed July 11, 2005 and entitled “Methods and systems for promoting security in a computer system employing  attached storage devices”; 11/343,338, filed January 31, 2006 and entitled “METHOD AND APPARATUS FOR PROVIDING VERSATILE SERVICES ON STORAGE DEVICES”;  and 11/346,118, filed February 2, 2006 and entitled “METHODS AND SYSTEMS FOR PROMOTING SECURITY IN A COMPUTER SYSTEM EMPLOYING ATTACHED STORAGE DEVICES”.


FIELD OF THE DISCLOSURE



The present disclosure generally relates to access control systems and methods such as those used for securing computer systems.


BACKGROUND OF THE DISCLOSURE



Generally, access control systems limit who or what can execute methods on objects.  Permission to execute a method on an object is governed by which secrets or information a host application has proven that it knows.  For example, in normal log on systems, the host application acts as an interface between the user and the client application that the user desires to access (such as reading a file).  Typical access control systems are limited to particular types of authentication protocols, such as a password, a public key challenge/response, a symmetric key challenge/response, or a keyed-hash message authentication code (HMAC).  



These protocols are often fixed to a single type of authentication by the operating system or the firmware of the device being accessed.  As a result, access control systems are typically limited to a single or limited number of authentication protocols and have limited flexibility.


Improved access control systems and methods are therefore desired, which could provide increased versatility and extensibility to many different authentication protocols.



Various embodiments of the present invention address these problems, and offer other advantages over the prior art.


SUMMARY



One embodiment of the present invention is directed to an access control system, which includes a plurality of authorities, a plurality of access control elements and an access control list.  Each authority associates at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials.  Each access control element identifies a Boolean combination of at least one of the authorities.  The access control list identifies one or more of the access control elements by which a method to be executed can be authenticated.


Another embodiment of the present invention is directed to an access control system, which includes a credential table, an authority table and an access control element table.  The credential table includes a plurality of proof of knowledge credentials that can be proven by at least one of a plurality of proof of knowledge operations.  The authority table identifies a plurality of authorities and for each authority, associates at least one of the proof of knowledge operations with at least one of the proof of knowledge credentials.  The access control element table identifies a plurality of access control elements and for each access control element, identifies a Boolean combination of at least one of the authorities.


Another embodiment of the present invention is directed to a method, which includes: maintaining a plurality of authorities, each authority associating at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials; and maintaining a plurality of access control elements, each access control element identifying a Boolean combination of at least one of the authorities, the plurality of authorities and the plurality of access control elements being maintained at least in part within a memory associated with a device for which access is controlled.


Another embodiment of the present invention is directed to a computer readable medium having a tangible component with instructions.  When the instructions are executed by a computing device, the instructions cause the computing device to perform steps including: maintaining a plurality of authorities, each authority associating at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials; and maintaining a plurality of access control elements, each access control element identifying a Boolean combination of at least one of the authorities, the plurality of authorities and the plurality of access control elements being maintained at least in part within a memory associated with a device for which access is controlled.



Other features and benefits of one or more embodiments of the present invention will be apparent upon reading the following detailed description and review of the associated drawings.


BRIEF DESCRIPTION OF THE DRAWINGS



FIG. 1 is a block diagram of a pheripheral controller having an access control system according to an embodiment of the present invention.


FIG. 2 is a diagram illustrating an example use of access control lists (ACLs) for methods operating on a peripheral device.



FIG. 3 is a block diagram of a multicomponent trusted platform having a trusted peripheral device with an access control subsystem according to an embodiment of the present invention.  


FIG. 4 illustrates a simplified visual example of a method table having the format shown in Table 1, according to an embodiment of the present invention.


FIG. 5 is a diagram illustrating an example of a session implementing pass code authentication between a host and a peripheral device.



DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS



The present disclosure provides a description of a compact but versatile access control system and method for embedded applications, for example, and which are highly extensible.  The system and method are more flexible than simple username/password logons, and can incorporated an indefinitely large number of other proof of knowledge methods within a single access control framework.  


In one or more embodiments, the access control system and method are embedded within the firmware of a peripheral device being accessed, such as within a graphics controller or a storage device controller.  The access control system and method allow a set of policies to be defined for features and resources in dedicated controllers, for example.  The system and method are embedded as a feature or resource inside the peripheral device controller.  The system and method provide a mechanism that allows a user to flexibly define authentication using many different kinds of authorities by implementing the authentication process through a series of simple access control tables that can be easily defined for a particular application.


For example, the access control system can include a set of Credential tables, an Authority table and an Access Control Element (ACL) table.  The Credential tables each include a plurality of proof of knowledge credentials that can be proven by at least one of a plurality of proof of knowledge operations, known as Authentication Methods, Authentication Operations or Protocol Operations.  The Authority table identifies a plurality of Authorities and for each Authority, associates at least one of the proof of knowledge operations (Authentication Operations) with at least one of the proof of knowledge Credentials.  The ACE table identifies a plurality of ACEs and for each ACE, identifies a Boolean combination of at least one of the Authorities.  


Each “method” that makes use of any resource or feature on or associated with a peripheral device can have an associated Access Control List (ACL), which identifies one or more of the ACEs by which the method to be executed can be authenticated.  Once authenticated, the method is permitted to execute.



The access control system can be implemented for any peripheral of a computing device, for example.  As used herein, “computing device” includes, but is not limited to, desk top computer systems, laptop computer system, networked computer systems, wireless systems such as cellular phones and PDA’s, digital cameras including self-contained web-cams, storage devices, and/or any reasonable combination of these or other systems and devices.



FIG. 1 is a block diagram illustrating a general risk model for a peripheral device in which an access control subsystem 102 according to an embodiment of the present invention can be used.  The peripheral device has peripheral controller electronics block 100, including loadable firmware 102 with firmware functions 104, a data sync/source 106 and special hardware functions 108.  The general risk model for a peripheral device typically has four major channels of attack on the device.  These channels include a primary host interface 110, a power interface 112, diagnostics ports 114 and probe points 116.  As described in more detail below, access control subsystem 120 can be embedded into the loadable firmware 102 of peripheral controller electronics 100 to provide versatile access control over these points of vulnerability and over the features and resources of the peripheral device.


1.
ACCESS CONTROL


At least one Security Provider (SP) is generated for each peripheral device for which access to the SP may be controlled, for example as described in U.S. Patent Application Publication US2003/0023867, published January 30, 2003.  An SP includes, for example, an atomic collection of access control Tables and Methods that can be issued in a peripheral device on behalf of a host software provider.  A host software provider includes any device or process, such as a software application, that is directly or indirectly coupled to the peripheral device and desires access to make use of a resource or feature on or associated with the peripheral device.


Access Control limits who or what can execute methods on a Security Provider, an access control table, or even on specific rows and columns of a table.  The term “Method” is used herein to refer to the actions that the host application desires to perform that makes use of a resource or feature of the peripheral device and to which one or more authorities are attached.  For example, Method calls to an SP can include a Get (get a value), a Set (set a value), Unlock (e.g. unlock a serial port), etc.  These Methods can be directed to actions on an access control table maintained by the SP and actions on other peripheral resources governed by the SP, such as actions on data storage media.


Permission to execute a Method is governed by which secrets the invoker has proven that it knows. The secrets and their public parts are called Credentials. As mentioned above, the operation for proving knowledge of a secret is called an Authentication Method or Authentication Operation. The actual proving of knowledge of a secret is called Authentication. 


In one embodiment, the access control system is implemented in simple tables of three types, a table of Access Control Elements (ACEs), a table of Authorities, and a set of tables of Credentials.  The “secrets” or information of which knowledge is to be proven are stored in the Credential tables.


1.1
Access Control Lists (ACLs)


Access Control is specified in layers. The top layer of the mechanism is Access Control Lists (ACLs). ACLs are lists of Access Control Elements (ACEs). This layering gives the host a way in which it can delegate control of an ACL, via control of its ACEs, to various independent entities.  In one embodiment, an ACL is implemented as a token list of a predetermined number of bytes.  It represents an ACE expression in postfix notation, wherein the logical operators AND, OR, and NOT are encoded as the integers  -1, –2, and -3.


With ACEs as the building blocks of ACLs, each ACE can have separate managerial control.  For example, one Authority might create a Table and give another Authority control of some of the ACEs on it.  This allows flexible, fine-grained management of access.


The simplest ACL is one ACE of one Authority.  The minimum and maximum number of ACEs in an ACL and the minimum and maximum number of Authorities in an ACE is device specific.  


1.2
Access Control Elements (ACEs)


ACEs are Boolean combinations of Authorities. This permits the ACE to express cross-certification or other forms of restriction. When an Authority is authenticated, it is true in the Boolean expression, and false otherwise. If any ACE in an ACL is true, then the ACL is true.



FIG. 2 is a diagram illustrating an example use of ACLs.  At the top level, 130, a Table or Object in the SP identifies the Authentication Operations by which two Method Calls (Method 1 and Method 2) can be authenticated by the SP.  For example, “Method 1” may have an ACL that lists ACE1 and ACE2.  Thus, Method 1 may be authenticated by satisfying ACE1 or ACE2.  As mentioned above, each ACE is a Boolean expression of one or more Authorities.  In this example, ACE1 may be satisfied by “AUTH1 and (AUTH2 or AUTH3)”, whereas ACE2 may be satisfied by “AUTH4 or AUTH5”. Similarly, “Method 2” may have an ACL that lists ACE3 and ACE4, where ACE3 is satisfied by “AUTH1 and AUTH3”, and ACE4 is satisfied by “AUTH2 and NOT AUTH4”.


1.3
Authorities


The Authority Table on an SP associates specific Credential-Operation pairs together in Authority objects. For example, one Authority may include a credential that contains the secret password and the stipulated proof-of-knowledge Operation of password authentication. A host application Authenticates to the Authority.  The Authority is the base level building block of access control system 120.


An Authority can be used by the host application to represent a person, a role, a program agent, etc. These are distinctions of meaning to the application, not to the SP. 



Authorities come in two types:  Individual and Class.  An Individual Authority specifies one Credential (secret) and one Authentication Method (how to prove knowledge of that secret) for that Credential.  Each Individual Authority may be a member of a Class Authority.  A Class may also be a member of a Class.  A Class Authority is identified only by its Class Name and Authority UID, for example. A Class Authority does not refer directly to a Credential.


A Class Authority is authenticated when an Individual Authority that is a member of that Class Authority is authenticated. Class Authorities cannot be directly authenticated. Class Authorities are a convenient way to allow an ACE to be set on a method without enumerating all the individual Authorities that may authorize that method. This means that the Individual Authorities that belong to that Class can be changed without having to change any of the ACEs that refer to the Class Authority.


1.4
Credentials


A Credential is an object in a Credential Table, noted by a name C_*, where “*” is a variable indicating a particular Authentication Operation.  Each Credential Table is associated with a corresponding Authentication Operation and includes one or more of the proof of knowledge Credentials (such as a plurality of unique passwords or public-private key pairs) that can be proven by that Authentication Operation.  It may have private parts and public parts, such as public keys and certificates.  A particular Credential need not have all its columns filled in.  For example, if only a public key and certificates validating that public key is known, then the private key may be absent.  A Credential Table also has internal functions for using the secrets and the public parts of each credential and handles all optional parts.


1.5
Authentication Operation Types


The Authentication Operation is selected, as appropriate for the Credential.  Examples of possible Authentication Operations include:


- Password or PIN or Passcode; 


- Signing:


Public Key Challenge/Response Sign/Verify


Symmetric Key Challenge/Response Sign/Verify


Hash MAC, or HMAC Challenge/Response Sign/Verify;


- Key Exchange (Certificates or other methods provide implicit


             Authentication):


Public Key Encrypt/Decrypt 


Symmetric Key Encrypt/Decrypt; and


- None or ““ This operation will always Succeed and therefore the  


  Authority will always Authenticate.


Access control is permitted in that ACEs can apply to Methods on an SP, on a particular Table in an SP, or on arbitrary parts of a particular Table in an SP, down to the granularity of a single Table cell.


In an embodiment, Authentication to an Authority occurs within a session initiated between the host application and the peripheral device and applies only to that session, for example. During a session the host may make any number of Authenticate method calls. 


2.
IMPLEMENTATION OF ACCESS CONTROL FOR A PERIPHERAL 


DEVICE



FIG. 3 is a block diagram of a core architecture 200 for implementing an Access Control System as discussed above over a trusted peripheral device according to one embodiment of the present invention.  FIG. 3 shows a single platform host 202 or Multicomponent Trusted Platform (MCTP).  Host 202 keeps track of the peripherals through a Component Authentication Administrator (CAA) 208.  Various host software applications, such as APP1 (labeled 210), APP2 212 (labeled), and CAA (labeled 208), may interact with a trusted peripheral 204 through a driver 214 and a peripheral interface 216.  Trusted peripheral 204 includes a security provider (SP) 220, which includes an issued set of tables an methods that control a persistent trust state of the peripheral device.  



In one embodiment, each row of a table is a security association, such as an association between a login name and a password, while each column names the parts of the association, such as “login_name” and “password”.  An Authority object is one such row in an Authority object table.  A table that establishes a security association may have many different associations recorded as rows within it.  Depending on the set of various tables, or personalization, specific authorities may have to Authenticate to perform specific methods on specific rows and columns of specific tables.  Security provider SP 220 is a completely self-contained and stand-alone security domain of such tables.  Peripheral device 204 may have more than one issued service provider, such as 220 and 222 dedicated to specific applications of host 202.



A security provider contains objects that are each composed of persistent data and methods (or remote procedure calls).  In one embodiment, the methods, not the data, are bound to access control lists (ACLs).  In the simplest case, there are two types of objects in an SP:



a.
Table Objects, which establish methods and ACLs for arbitrary tables, 



b.
Authority Objects, that specify passwords or cryptographic proofs that are required to prove knowledge prior to executing the methods in the SP or the associated objects.



In one embodiment, all trusted peripherals have at most one locking SP that allows manipulation security characteristics of the trust peripheral through its set of tables and access-control methods on the tables.  In trusted peripherals that can issue new SPs, an Administrator SP can be used to manage multiple SPs.



Applications on host 202, including CAA 208 can query or change a persistent state by establishing sessions with an SP that execute one or more object methods (connectors 230 in FIG. 3).  


Host 202 communicates with SP 220 by opening a session using the interface commands of the particular interface 216.  In the simplest case, host 202 is the platform host to which the trusted peripheral is directly attached.  In a more general case, host 202 could be some other platform host that communicates with an intermediate platform host, which relays the session stream to trusted peripheral 204 over a network.  



Trusted peripheral devices that are capable of issuing new SPs may have SP templates from which the new SPs are created.  SP templates define the initial tables and the methods that SPs that are based on them will have when issued.  SP templates can combine to extend the functionality of the base SP template. 


3.
TABLES


3.1
General Description of Tables


In one embodiment, for example, the access control tables are the only persistent state for an SP.  That is, the only data for an SP that persists past the end of a session is the data that is stored in the tables.  The tables survive peripheral device reboots and operations on the non-secure areas of the device.


The access control tables can be stored (in whole or in part) in any physical memory device that is associated with the peripheral device 204.  For example, the tables can be stored in SP-specific parts of a secure storage area of the device. 


A table includes a grid with named columns and addressable rows. At each column and row intersection there is a cell. All the cells in a column have the same type. A table’s size is determined when it is created, as the types of the columns and the maximum number of rows can be fully specified.  However, the term “table” as used in the specification and claims can include any data structure or arrangement that can be used to associate two or more fields of data in memory.    The “rows” and “columns” of the table refer to the manner in which the fields are associated with one another, not necessarily the physical arrangement of memory cells in which the fields are stored.


A table or table column name may be up to 18 bytes in length. By way of example only, the names used herein consist of ASCII characters, the first of which is be a letter and others being a letter, digit or underscore.  


SPs may be issued and deleted.  Within an SP, tables may be created and deleted. For each table, rows may be created and deleted (except within a Byte table – see below), but columns are created only when the table is created.  


Each SP can have a set of metadata tables that completely describes all the tables of the SP including the metadata tables themselves. 


Access control provides a means to limit what methods can be executed on tables or particular rows of tables.


3.2
Kinds of Tables


In one exemplary embodiment, there are four kinds of tables: 


A Byte Table has one unnamed column of type uinteger{1}. This provides a raw storage abstraction. In one embodiment, the rows of this table cannot be allocated or freed.


An Array Table has rows that are addressed by an unsigned integer. The first row is 1, etc.


An Indexed Table has one or more columns designated as the index. Each row of the table has a unique and distinct index (has unique and distinct values in all indexed columns). The index is the only way to address a row. 


An Object Table is a kind of Indexed Table.  An Object Table always has a Name column. Its index is a single column with name “Name” and type bytes{max=18}. This is the name of the object and provides a fast way to find an object with a specified object type and name.  An Object Table has columns for storing row (object)-specific ACLs. Each row (object) has its own ACLs based on who created the row (object) with an implicit row-restriction for the row containing the ACL.


Except for Byte tables:


a newly created table is initially empty and rows must be created before it can be used;


there is always an ID column of type uinteger{4}. Each row has a unique value in this column that is never shared with another row, and is never reused. New values are assigned when rows are created and old values are discarded when rows are deleted. The ID column may be an index column in an indexed (or object) table. The ID column is present to provide anti-spoofing capability.


4.
ACCESS CONTROL TABLES



The following sections define the access control tables used in one embodiment of the present invention for implementing an embedded Access Control System.  Additional tables and other table formats can be used in alternative embodiments.  These tables are provided as examples only.  In the following tables, new ID references (UIDREF) are used in all table-to-table links in order to prevent one object from being mistaken for another.


4.1
Method Tables (Indexed Table)



As mentioned above, Methods are bound to access control lists (ACLs), which list access control elements (ACEs) that define Boolean combinations of Authorities that are required to be proven before the Security Provider allows the Method to be executed.  



Table 1 describes the columns of a Method Table, which can be used to associate a method with an ACL according to one embodiment of the present invention.  The Method Table contains one row for each table and method.  


TABLE 1: METHOD Table Description


		Column

		Index

		Type

		Description



		Type

		Yes

		uidref{Table} 


		Will be 0 for SP methods. For object methods this refers to the object table.



		Name

		Yes

		name


		The method name, in UTF-8 characters.



		ID

		

		uid


		Autoindex row identifier.



		CommonName

		

		name

		A convenient name that may be shared by several methods.  May be null.



		Program

		

		ref{Program} 





		Pointer to the encoding of the program to be executed for this method. Will be 0 for built-in methods.



		ACL

		

		access_control_list


		The ACL for the method. 



		Log

		

		bytes{1} {none = 0, LogSuccess = 1, LogFail = 2}

		Log to SP log whether this method succeeds for fails or both.  This is a bit mask.






As shown in Table 1, each row of the Method table identifies a method by a  unique method identifier “UID” and associates that method with an access control list.  The Method Table can also include a pointer to a Program to be executed for that method.



FIG. 4 illustrates a simplified visual example of a method table 260 having the format shown in Table 1.  Header 261 defines the columns for table 260.  Method table 260 includes a plurality of rows 262 and 263.  Each row identifies a particular method and an ACL for that method.  In this example, row 261 defines that the Get method having ID=GET1 has an access control list with a single ACE, ACE1.  Thus, the Credential and Authentication Operation defined by ACE1 must be Authenticated by the host in order to perform a GET method.  


4.2
ACE Table (object table)



Table 2 defines the columns of an Access Control Element (ACE) table, according to one embodiment of the present invention.


TABLE 2: ACE Table Description


		Column

		Type

		Description



		ID

		uid



		Unique autoindex ACE identifier.



		Name

		name


		Name of ACE.



		BooleanExpr

		access_control_element 

		The expression of Authorities and/or Authority Classes that authorizes the ACE if true.



		RowStart

		uinteger{2}

		The first row restricting this ACE, if 0, the first row of the table.



		RowEnd

		uinteger{2}


		The last row restricting this ACE, if 0, the last row of the table.



		ColStart

		name


		The first column restricting this ACE, if null, the first column of the table.



		ColEnd

		name



		The last column restricting this ACE, if null, the last column of the table.





The ACE table has one row with each ACL element that may be Authenticated by the host.  As mentioned above, the ACE table includes a column named “BooleanExpression”, which provides an expression of the Authorities and/or Authority Classes that authorize the ACE, if true.  


The default for rows and columns is all rows and all columns unless otherwise restricted.


4.3
Authority Table (Object Table)


Table 3 provides a description of the columns in each row of the Authority table, according to one embodiment of the present invention.  


TABLE 3: AUTHORITY Table Description


		Column 

		Type

		Description



		ID

		uid

		Unique identifier of authority object.



		Name

		name 

		Name of the authority.



		CommonName

		name

		Name common to several authorities



		IsClass

		boolean

		If True, this is a Class Authority.


If False, this an Individual Authority.



		Class

		uidref{Authority}

		Optional. Designates the Class Authority this Authority participates in.



		Enabled

		boolean

		If False, Authority is Disabled and Authentication automatically Fails.



		Secure

		boolean 

		True if authority requires secure messaging. This field is only used in establishing a secure session.



		HashAndSign

		hash_protocl

		If not NONE, a signed hashs are to be used either during session creation or with session messaging. 



		PresentCertificate

		boolean

		If the Authority is a public key authority and if the credential contains a certificate chain, then present the certificate chain along with the authority. 



		Operation

		authentication_method

		What Operation to perform with the Credential (e.g., Exchange, Signing, SymK, HMAC, PIN, None)



		CredentialTable 

		Credential

		Which type of Credentials – a C_* table name, like C_RSA1024 selected from the publicly readable CryptoSuite Table in Admin. 



		Credential

		uidref{credential}

		Which specific Credential to use.



		ResponseSign

		uidref{Authority}

		If present (non-zero), a required bilateral condition with another Authority



		ResponseExch

		uidref{Authority}

		If present (non-zero), a required bilateral condition with another Authority



		ClockStart

		date 

		Authority is enabled starting on this date if the Peripheral device has a trusted date. No date signifies no start limit. 



		ClockEnd

		date 

		Authority is disabled on this date if the Peripheral device has a trusted date.  No date signifies no end limit.



		Log

		bytes{1} {LogSuccess = 1, LogFail = 2} 

		These flags enable logging of different events that occur when this authority is authenticated.  Log = 0 is no logging. This logging is only applicable when authentications are done in establishing a session or in augmenting the authorities on it, not when authentication is tested on a method.





Each row of the Authority table is an Authority.  An Authority is a specific use of a Credential, and possibly other Authorities.  A class Authority is a reference to multiple individual Authorities and cannot use a Credential.


Thus, each row (Authority) of the Authority table has a column named “Credential”, which identifies a specific Credential to use for Authenticating proof of knowledge for this particular Authority and identifies a particular Authentication Operation by which the Credential is authorized.  


The “Credential Table” column identifies the table name of the particular type of Credentials being used, and the “Credential” column identifies the specific row of the Credential Table that is being used.  For example, if the Credential type is C_RSA1024, the Credential column of the Authority table specifies the particular row (particular key) of the C_RSA Credential table.  


4.4
Certificate Data Tables (Byte Table)


Table 4 provides a description of the columns of a Certificate Data table, according to one embodiment of the present invention.  


TABLE 4: CERTIFICATE DATA Table Description


		Column

		Type

		Description



		Code

		certificate 

		Bytes of a certificate or trusted certificate chain. May use more than one contiguous row.  X.509 as defined by the certificates requirements.





The Certificate data table stores data that is used for data validating a public key, for example.  


Certificates (Object table)


Table 5 defines the columns of each row of a Certificates table.  Each row has a Certificate name and a pointer to the Certificate’s byte code.  


TABLE 5: CERTIFICATES Table Description


		Column

		Type

		Description



		ID

		uid

		ID of Program



		Name

		name

		Name of Certificate



		Code

		ref{CertificateData} 

		Pointer to the certificate’s byte code.



		CodeCount

		uinteger{4} 

		Number of bytes actually used in the certificate.





4.5
Credential Tables (Object Tables)


The following tables provide examples of different types of Credential tables that can be used in one or more embodiments of the present invention.  These tables are not exclusive, and additional tables can be included to implement addition types of Credentials.  In one embodiment, each Credential table is associated with a corresponding one of a plurality of proof of knowledge operations, called Authentication Operations.


The Credential tables represent an extensible basis for providing the public and private parts of Authentication mechanisms.  Each Credential table represents a different mechanism and each row a different Authentication using the mechanism represented by the table.  


The Credential tables contain secrets that might never need to leave the trusted peripheral.  Normal ACEs can prevent disclosure of a secret from an attack that comes over the interface.  To help protect against an attack in which the trusted peripheral electronics are changes, the Credential tables can have a Hide column to tell the trusted peripheral to hide the columns that contain secrets on the storage media.  For example, the secrets can be Crytographically hidden on the storage media when possible.  


4.5.1
C_PIN (Object Table)



Table 6 defines the columns of a PIN Credential table according to one embodiment of the present invention.


TABLE 6: C_PIN Table Description


		Column

		Type

		Description



		ID

		uid

		Unique identifier of the password.



		Name

		name 

		Name of the password.



		PIN

		password 

		 Password string.



		Hide

		boolean

		Cryptographically hide value on media when possible



		TryLimit

		uinteger{1}

		Maximum number of failed tries before always failing.



		Tries

		uinteger{1} = 0

		Current number of failed tries.





The Credential table PIN, C_PIN, contains one row for each Authority that requires a password.  Table 6 provides a definition for each column of the C_PIN table.  Each row of the C_PIN table contains a column named “PIN” that stores a password string for a particular Authority.  The “HIDE” column can be used to cryptographically hide the password string on the storage media when possible. 


The “Tries” column is updated by the peripheral device on every failed Authentication attempt, including the implicit Authentication attempt if the Authority is a Signing Authority invoked during a session startup.  The “Tries” column is set to zero by the peripheral device when the Authenticate succeeds.  Also, the tries column can be reset from the host by establishing an ACE for the Set method on that cell. 


4.5.2
C_RSA_1024 (Object Table)


Table 7 defines the columns of a C​RSA_1024 Credential table according to one embodiment of the present invention.


TABLE 7: C_RSA_1024 Table description


		Column

		Type

		Description



		ID

		uid

		Unique identifier.



		Name

		name 

		Name.



		CryptoCall

		name = RSA 

		Crypto Type



		CryptoLen

		uinteger{2} = 1024

		Length of Key



		Pu_Exp

		uinteger{10}

		RSA Public Exponent



		Pr_Exp

		uinteger{10}

		RSA Private Exponent



		Mod

		uinteger{10}

		Modulus



		P

		uinteger{10}

		p and q, the primes from the key generation, 



		Q

		uinteger{10}

		



		Dmp1

		uinteger{10}

		d mod (p-1) and d mod (q-1) (often known as dmp1 and dmq1) 



		Dmq1

		uinteger{10}

		(1/q) mod p (often known as iqmp)



		Hide

		boolean

		Cryptographically hide value on media when possible



		ChainLimit

		uinteger{1}

		The chaining Limit for using a chained down key from this one. –1 indicates no limit. 0, no chain, is the default.



		Certificate

		uidref{Certificate}

		Certificate(s) – provides a chained set of unencoded X.509 certificates if needed to prove an ancestor authority





Table 7 implements an RSA Laboratories public-key cryptosystem having a key length of 1024 bytes.  The public exponent and the private exponent columns of the RSA table represent a public-private key pair for each row of the table.  Again, the column containing secrets such as the RSA private exponent, modulus, P and Q primes, DMP1 and DMQ1 and IQMP can be hidden on the medium.


4.5.3
C_RSA_1048 (Object Table)


Table 8 defines the columns of a C_RSA_2048 Credential table according to one embodiment of the present invention.


TABLE 8: C_RSA_2048 Table Description


		Column

		Type

		Description



		ID

		uid

		Unique ID.



		Name

		Name 

		Name.



		CryptoCall

		name = RSA 

		Crypto Type



		CryptoLen

		uinteger{2} = 2048

		Key Length



		Pu_Exp

		uinteger{20}

		Public Key



		Pr_Exp

		uinteger{20}

		Private Key



		Mod

		uinteger{20}

		Modulus



		p

		uinteger{10}

		p and q, the primes from the key generation, 



		q

		uinteger{10}

		



		Dmp1

		uinteger{10}

		d mod (p-1) and d mod (q-1) (often known as dmp1 and dmq1) 



		Dmq1

		uinteger{10}

		(1/q) mod p (often known as iqmp)



		Hide

		boolean

		Cryptographically hide value on media when possible



		ChainLimit

		uinteger{1}

		The chaining Limit for using a chained down key from this one. –1 indicates no limit. 0, no chain, is the default.



		Certificate

		uidref{Certificate}

		Certificate(s) – provides a (possibly chained) set of unencoded X.509 certificates if needed to prove signing from an ancestor authority





Table 8 implements an RSA public-key cryptosystem having a key length of 2048 bytes.


4.5.4
C_ES_160 (Object Table)


Table 9 defines the columns of a C_EC_160 Credential table according to one embodiment of the present invention.


TABLE 9: C_EC_160 TABLE DESCRIPTION


		Column

		Type

		Description



		ID

		uid

		Unique identifier.



		Name

		name 

		Name.



		CryptoCall

		name = EC

		Crypto Type



		CryptoLen

		uinteger{2} = 160

		Key Length



		Hide

		boolean

		Cryptographically hide value on media when possible



		p

		uinteger{20}

		Modulus



		r

		uinteger{20}

		Order of the curve



		b

		uinteger{20}

		Curve coefficient (y2=x3–3x+b mod p)



		x

		uinteger{20}

		Base point coordinate



		y

		uinteger{20}

		Base point coordinate



		alpha

		uinteger{20}

		Private key



		u

		uinteger{20}

		Public key x-coord: (x,y)·α | x



		v

		uinteger{20}

		Public key y-coord: (x,y)·α | y



		ECDSAs

		uinteger{20}

		Hash Initialization Vector



		ECDSAc

		uinteger{32}

		Hash Message Block (PseudoRNG)



		ECDSAHash

		enum{Plus-1x, SHA-1, SHA-256}

		Hash for ECDSA



		MQVHash1

		enum{Plus-1x, SHA-1, SHA-256}

		



		MQVHash2

		enum{Plus-1x, SHA-1, SHA-256}

		



		ChainLimit

		uinteger{1}

		The chaining Limit for using a chained down key from this one. –1 indicates no limit. 0, no chain, is the default.



		Certificate

		uidref{Certificate}

		Certificate(s) – provides a (possibly chained) set of unencoded X.509 certificates if needed to prove signing from an ancestor authority





Table 9 is an example of a Credential Table for implementing an elliptical curve cryptography. 


4.5.5
C_AES_128 (Object Table)


Table 10 defines the columns of a C_AES_128 Credential table according to one embodiment of the present invention.


TABLE 10: C_AES_128 Table Description


		Column

		Type

		Description



		ID

		uid

		Unique identifier.



		Name

		name 

		Name 



		CryptoCall

		name = AES 

		Crypto Type



		CryptoLen

		uinteger{2} = 128

		Key Length



		Key

		uinteger{16}

		Key



		Hash

		hash_protocol

		When hashing is required, this selects the hashing algorithm.



		Hide

		boolean

		Cryptographically hide value on media when possible





Table 10 implements an advanced encryption standard having a 128-byte symmetric key.  Again, the key can be cryptographically hidden on the media when possible.  


As mentioned above, the access control tables, such as the Method Table, Ace Table, Authority Table, the set of Credential Tables, and other related tables, of each SP of a peripheral device are stored (in whole or in part) in a physical memory device that is associated with or accessible by the peripheral device.  The host will include a similar set of Authority and Credential Tables for the SP’s it wishes to access. These tables can be stored in whole or in part in any memory that is associated with or accessible by the host.  The information stored in the host’s Authority Table and Credential Tables, however, might contain only part of the information stored in the SP’s Tables.  For example the host Credential Table might include only a public part of a public-private key pair.  This allows the host to request the correct Authority Operation and provide a corresponding Credential for review by the SP in the peripheral.


5.
SESSION


In one embodiment of the present invention, all communications with an SP occur during a session.  A session is always started by a host, for example. Normally the host application will end a session when it has finished its communication, but either the SP or the host can abort a session at any time for any reason.  For a specific SP there can be any number of read sessions active simultaneously, but only one write session, for example. Read and write sessions are mutually exclusive. The implementation may limit the number of simultaneous read sessions to any SP and/or limit the total number of open sessions available to a peripheral device.


Methods are procedures that operate on tables or SPs, and are called within a session to an SP.  The caller passes a list of parameter values to the method and the method returns a list of result values followed by a uinteger status code.  Within a given session at most one method can be active at a time.  Each session to an SP has at least two streams of bytes onto which data is encoded. One stream goes from the host to the SP, and the other comes from the SP to the host.


Method calls, their parameters, and their results are sent and received over session streams. Each stream operates asynchronously from all other streams. Typical host method calls will send all their parameters/data to the SP before trying to read any of the results, but the SP is free to generate results incrementally as it consumes its parameters. The host is similarly free to try to read SP results while sending parameters. The SP implementation decides how synchronous or asynchronous to be, so long as the semantics of the method call(s) are not compromised.


Transactions are used to provide a clean model for how changes to an SP are to take effect. They also provide an easy way for host applications to handle error recovery. All changes to an SP take place within the scope of a transaction. When a session is opened to the SP a transaction is automatically started. When the session is closed, that transaction is closed. If the session is aborted, the transaction is aborted. If the session is closed successfully, the transaction is committed to persistent storage. Only when a session is closed and committed are its changes made persistent (to the media, made visible to subsequent sessions on the same SP, etc.). Any effects on other aspects of the peripheral device (i.e. hardware settings) do not happen until and unless the session is successfully committed.  If a session is ended before nested transactions are closed (committed or aborted), then all the transactions are aborted and the session is aborted.


A method call includes of the following steps:


a.
The host tells the SP the method it wants to call;


b.
The host sends a list of parameters to the SP;


c.
The body of the method is executed in the SP; and


d.
The method results are returned from the SP to the host.


Steps 2-4 may be repeated when input and output are incrementally streamed.


Starting a session depends upon three independent requirements, for example:


a.
The peripheral device and the requested SP having sufficient resources;


b.
Negotiating symmetric keys if secure messaging is required; and


c.
Authenticating requirements (one of the following, for example):


Host must authenticate to SP;


SP must authenticate to Host;


Both of the above; and


None of the above (No authentication).


The first requirement, sufficient resources, is often time-dependent, so if a session fails to start for this reason a short delay may be necessary before retrying.


The host sets the second and third requirements when it attempts to start the session, as described below.


The Host application starting the session determines the secure messaging and authentication requirements to be satisfied by specifying up to four authorities, for example:


HostExchangeAuthority: Host’s Exchange Key – and implicit authentication


HostSigningAuthority : Host’s Signing Key – used for authenticating the host to the SP 


SPExchangeAuthority SP’s Exchange Key – and implicit authentication


SPSigningAuthority: SP’s Signing Key  – used for authenticating the SP to the host.


Note: These authorities are already known to the SP.


Host authorities, if used, are passed in the StartSession method call. SP authorities are bilateral authorities called out in the Host authorities’ Authority table rows. The ability to specify authorities in the StartSession method call, coupled with the linking of authorities in the Authority table, provides a large and diverse set of possible session protocols, including secure messaging. It is the initial selection of authorities by the host that determines which protocol is to be followed.


When the host makes a StartSession method call it knows which SPExchangeAuthority and SPSigningAuthority (if any) the SP will use. Those may be the root authorities in a certificate chain whose ultimate effective authority the host does not know. This is why the SP may return certificates to the host as part of a SyncSession.


If a HostSigningAuthority or SPSigningAuthority requires a Challenge-Response, as is the case for PuK, SymK, and HMAC authorities, or if secure messaging is to be used (or both), then the StartSession and SyncSession methods are followed by StartTrustedSession and SyncTrustedSession methods. 


An authority (HostExchangeAuthority, SPExchangeAuthority, HostSigningAuthority, or SPSigningAuthority) that is also a Public Key Authority (an Authority with public key credentials--PuK) may have additional information supplied for it in the form of a Certificate or Certificate chain.  In this case the Effective Authority (the one responding to the challenge) will be the tail PuK of that chain.  The effective authority is transient to the session. An effective authority transmitted to the SP, the full contents of its certificate chain, will be available only during the session.  In one embodiment, it is necessary to create a new authority on the SP (in a write session) if the host wants that authority to persist past on the SP.


Seven examples from among the many possible ways to start a session include:


a.
None.  No Authorities are used.  This is a non-authenticated, non-secure messaging session.


b.
Host-PIN.  This is the rudimentary case of  passcode authentication that is passed in the clear.  Secure messaging is not an option in this case.


c.
SP-SymK-Exch. The simplest case that provides for full Host & SP session key encryption. The SP needs to perform only symmetric encryption. 


d.
Full-PuK.  This uses public keys for signing and key exchange, for both the Host application and the SP. With a proper certificate chain or other validation proof for the exchange key, this is also authenticated.  SP Issuance is an example where Full-PuK is used.  


e.
Full-SymK.  This uses SymK keys for signing and key exchange, for both the Host application and the SP.


f.
Host-PuK-Authentication.  This is a simple strong enabler that does not start up secure messaging.  An example use case might be a TCG TPM that authenticates a session in order to unlock the Read/Write functions of a disk drive and, because of the nonce and the private key, does not need a secure channel.


g.
Host-PuK-SP-SymK.  This is a case where it is desired that the SP sign, but that public key signing, and indeed all the private key operations of public key cryptography, are deemed too computationally expensive for the SP.  The Host application is allowed to PuK sign and the SP to PuK verify and PuK encrypt a session key.   But the SP only SymK signs, and does SymK session key receipt.   


6.
EXAMPLE



FIG. 5 is a diagram illustrating an example of a session implementing pass code authentication between host 202 and peripheral device 204. For clarity only the security related parameters are shown in FIG. 5.  The host begins communication with peripheral device 202 by calling a StartSession method and passing parameters, including an SPName, a HostChallenge and a HostSigningAuthority.  In this case, the HostChallege includes the host PIN.



The peripheral device receives the method call, looks in the Method Table (e.g., Table 1 above) of the named SP (SPName) to identify the ACL for that method and identifies the resulting ACE and its Boolean expression of Authorities from the ACE Table (Table 2 above).  If the HostSigningAuthority is not valid (i.e., not satisfying the Boolean combination of Authorities in the identified ACE Table), the peripheral device aborts the session.



If valid, the peripheral device identifies the associated Credential of the invoked HostSigningAuthority from the Authority Table (e.g., Table 3 above) and retrieves the identified Credential from the associated Credential Table (e.g., Table 6 above).  The peripheral device verifies that the HostChallenge (e.g., PIN) is equivalent to the Credential PIN of the invoked HostSigningAuthority.  If not, the peripheral device aborts the session.  If so, the peripheral device authorizes the called method, such as by calling a SyncSession method.


7.
CONCLUSION



The access control system can be implemented wholly or partly on any computer-readable media and can comprise one or more instructions or databases that are resident at various times in various memory and storage devices associated with the peripheral device and/or the host.  When read and executed by the host or peripheral device the instructions cause the host or device to perform the instructions and/or process the databases or tables embodying the various aspects of the invention.  Examples of computer readable media on which such instructions, tables, objects and/or modules can be stored include but are not limited to recordable type media such as volatile and nonvolatile memory devices, floppy and other removable discs, hard disc drives, optical discs, e.g., CD-ROMs, DVDs, etc., among others, and transmission type media such as digital and analog communication links. 


It is to be understood that even though numerous characteristics and advantages of various embodiments of the invention have been set forth in the foregoing description, together with details of the structure and function of various embodiments of the invention, this disclosure is illustrative only, and changes may be made in detail, especially in matters of structure and arrangement of parts within the principles of the present invention to the full extent indicated by the broad general meaning of the terms in which the appended claims are expressed.  For example, the particular elements may vary depending on the particular application for the access control system while maintaining substantially the same or similar functionality without departing from the scope and spirit of the present invention.  In addition, although the embodiments described herein are directed to an access control system for  a peripheral device, it will be appreciated by those skilled in the art that the teachings of the present invention can be applied to any device for which access to a resource or feature of the device is controlled, without departing from the scope and spirit of the present invention.


WHAT IS CLAIMED IS:


1.
An access control system, comprising:


a plurality of authorities, each authority associating at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials;


a plurality of access control elements, each access control element identifying a Boolean combination of at least one of the authorities; and


at least one access control list, which identifies one or more of the access control elements by which a method to be executed can be authenticated.


2.
The access control system of claim 1, wherein the plurality of authorities, the plurality of access control elements and the access control list are maintained by firmware embedded within a peripheral device for which access is controlled by the system.


3.
The access control system of claim 1 and further comprising:


a credential table, which identifies a set of the proof of knowledge credentials that can be proven by the associated proof of knowledge operation.


4.
The access control system of claim 3 and further comprising a plurality of credential tables, where each credential table is associated with a corresponding one of the plurality of proof of knowledge operations.


5.
The access control system of claim 1 and further comprising:


an authority table, which identifies each of the plurality of authorities and for each authority associates one of the proof of knowledge operations with one of the proof of knowledge credentials.


6.
The access control system of claim 1 and further comprising:


an access control element table, which identifies each of the plurality of access control elements and for each element, identifies the Boolean combination of the authorities for that access control element.


7.
The access control system of claim 1 and further comprising:


a method table, which identifies the method among a plurality of methods and for each method, identifies the access control list for that method.


8.
The access control system of claim 7 wherein for each method, the method table further comprises a pointer to a program to be executed for that method.


9.
An access control system comprising: 


a credential table, which comprises a plurality of  proof of knowledge credentials that can be proven by at least one of a plurality of proof of knowledge operations;


an authority table, which identifies a plurality of authorities and for each authority, associates at least one of the proof of knowledge operations with at least one of the proof of knowledge credentials; and


an access control element table, which identifies a plurality of access control elements and for each access control element, identifies a Boolean combination of at least one of the authorities.


10.
The access control system of claim 9 and further comprising:


a plurality of credential tables, where each credential table is associated with a corresponding one of the plurality of proof of knowledge operations and comprises the plurality of  proof of knowledge credentials that can be proven by that proof of knowledge operation.


11.
The access control system of claim 9 and further comprising:


a method table, which identifies a plurality of methods that can be executed, and for each method identifies a list of a subset of the access control elements by which that method can be authenticated.


12.
The access control system of claim 9, wherein the credential table, the authority table and the access control element table are maintained by firmware embedded within a peripheral device for which access is controlled by the system.


13.
A method comprising:


maintaining a plurality of authorities, each authority associating at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials; and 


maintaining a plurality of access control elements, each access control element identifying a Boolean combination of at least one of the authorities, the plurality of authorities and the plurality of access control elements being maintained at least in part within a memory associated with a device for which access is controlled.


14.
The method of claim 13 wherein the plurality of authorities and the plurality of access control elements are embedded at least in part within firmware of the device.


15.
The method of claim 13 and further comprising:


maintaining a credential table, which comprises a plurality of the proof of knowledge credentials that can be proven by at least one of the plurality of proof of knowledge operations.


16.
The method of claim 15, wherein maintaining a credential table comprises:


maintaining a plurality of credential tables, where each credential table is associated with a corresponding one of the plurality of proof of knowledge operations and comprises the plurality of  the proof of knowledge credentials that can be proven by that proof of knowledge operation.


17.
The method of claim 13, wherein maintaining a plurality of authorities comprises:


maintaining an authority table, which identifies the plurality of authorities and for each authority, associates one of the proof of knowledge operations with one of the proof of knowledge credentials.


18.
The method of claim 13, wherein maintaining a plurality of access control elements comprises:


maintaining an access control element table, which identifies the plurality of access control elements and for each access control element identifies the Boolean combination of at least one of the authorities.


19.
The method of claim 13 and further comprising:


maintaining a method table, which identifies a plurality of methods that can be executed, and for each method identifies a list of a subset of the access control elements by which that method can be authenticated.


20.
A computer readable medium having a tangible component comprising instructions, which when executed by a computing device cause the computing device to perform steps comprising:


maintaining a plurality of authorities, each authority associating at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials; and 

maintaining a plurality of access control elements, each access control element identifying a Boolean combination of at least one of the authorities, the plurality of authorities and the plurality of access control elements being maintained at least in part within a memory associated with a device for which access is controlled.


VERSATILE ACCESS CONTROL SYSTEM


ABSTRACT OF THE DISCLOSURE



An access control system and method are provided, which include a plurality of authorities, a plurality of access control elements and an access control list.  Each authority associates at least one of a plurality of proof of knowledge operations with at least one of a plurality of proof of knowledge credentials.  Each access control element identifies a Boolean combination of at least one of the authorities.  The access control list identifies one or more of the access control elements by which a method to be executed can be authenticated.
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