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401 Direct communication request message (a security capability of the UET, a
control plane security policy of the UE1. and a selectable Ky pp ID)

402 Determine a control plane security protection manner with the UE1, and select
a security algorithm

403 Acquire a sharing key

404 Direct security mode command message (second algorithm indication
information. a random number 2. efc.)

405 Determine a control plane security protection manner with the UE2 according
to the second algorithm indication information

406 Direct security mode completion message (a user plane security policy of the.
UE1, and a selectable security capability of the UE1)

407 Determining that the user plane security protection manner with the UE1
comptises enabling User plane confidentiality protection, and generate user
plane security enabling indication information

408 Where the user plane security protection manner does not match the control
plane security protection manner, select a user plane security algorithm
according to the user plane security protection manner, the security capability
of the UE1 and the security capability of the UE2

409 Direct communication reception message (the user plane sscurity enabling
indication information and first algorithm indication information)

410 According to the user plane security enabling indication information, determine
a user plane security protection manner with the UE2, and determine a user
plane protection algorithm according to the first algorithm indication
information

(57) Abstract: Provided are a method, system and apparatus for determining a user plane security algorithm. The method can comprise:
where user plane confidentiality protection between a second device and a first device is enabled, and control plane confidentiality
protection between the second device and the first device is disenabled, the second device selecting, according to a security capability of
the first device and a security capability of the second device, a user plane confidentiality protection algorithm with a non-null value; and
the second device sending a first message to the first device, wherein the first message comprises first algorithm indication information
for indicating the user plane confidentiality protection algorithm, such that the first device can obtain the user plane confidentiality
protection algorithm with the non-null value. By means of the present application, an effective user plane confidentiality protection
algorithm can be determined, such that confidentiality protection is performed on user plane data.
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