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field of |oop diagnostics. More particularly, this invention relates to a
peer-to-peer interface diagnostics. 10 Background of the Invention One key
conmponent of any CONPEERITOREERINTERCONNECIODIAGNROSHAC® Conput er
systens have many di fferent places where data can be stored. One common

pl ace for storing massive anmobunts of data in a 15 conputer systemis on a

di sc drive. The nobst basic parts o[ a gi sg,drjve are a disc that is
rotated, an actuator that noves 2% t various |ocations over the

disc, and el ec”'ﬁﬁé g%ﬁg&ﬁ&&{é’la{xﬁé‘méﬁ ﬁ%f@S%ﬂ&v‘?m&? Aﬁgncogﬁ%ﬂa to and

fromthe di sc. The ve a inc es circuitry g data so
that it ean deei.$MaaAbel 60/1)66@@5%11@&1@00%1@1&&2 2800 uadehss 205 dl. 9g9@yr f ace. A
m croprocessor controls nost of the operations of the disc drive as well
as passing the data back to the requestl ng conputer and taking data froma
requesting conmputer for storing t,ci t}e di.sc. Inf ormation representative of
data is stored on the surface o 1 sc. Disc drive systens read

and write infor milt’ Er?trl ?e&qon %«%1 Eersq i%ﬁe ¢l c?&félg;%gedig%ﬁ&%icsi ({)I% g"lannel

(FO is a serial rans er arc ure s ize

prom nent F a'ifhé‘unl‘a gdth1§ ifvdtRnGRaESt0 ApBEE-fRbEEH thedPacerdia ics.Thi s

st andard defl nes a stri buted dai sy- chal ned | oop. FC provides for
peer -t odfeer comunication on this | oop. WO 01/38982 PCT/ US00/ 32058

Background of the Invention

One key component of any computer system is a device to store
data. Computer systems have many different places where data can be
stored. One common place for storing massive amounts of data in a

15  computer system is on a disc drive. The most basic parts of a disc drive are
a disc that is rotated, an actuator that moves a transducer to various
locations over the disc, and electrical circuitry that is used to write and read
data to and from the disc. The disc drive also includes circuitry for
encoding data so that it can be successfully retrieved and written to the

20  disc surface. A microprocessor controls most of the operations of the disc
drive as well as passing the data back to the requesting computer and
taking data from a requesting computer for storing to the disc.

Information representative of data is stored on the surface of the
storage disc. Disc drive systems read and write information stored on

25  tracks on storage discs.

Fibre Channel (FC) is a serial data transfer architecture standardized
by ANSI. A prominent FC standard is Fibre Channel Arbitrated Loop (FC-
AL). This standard defines a distributed daisy-chained loop. FC provides

for peer-to-peer communication on this loop.



-2 FCG-AL was designed for new mass storage devices and ot her peripheral
devices that require very high bandwi dth. FC- AL supports the Small
Comput er System Interface (SCSI) command set in addition to other upper

| evel prVoOOL3982 The nmappi ng of these upper |evel protocHE/UHBYBs 5
referred to as the FG-4 layer. In a FC—f\L, information froman originating
devi ce can pass through nultiple other“devices, and the |inks between the

devi ces, before palRi\hBId8LichEE 686w irkiNs sfé@r\é'g@@e_vwéislaﬁdtmepas_sage of
information on nultiple IinkKs adds conplexity to isolating nmargi nal and

failing |inkeripheral Hevires fihattreqpirevery bigtebandwsdtht HieA lcouppontts treal
techni ques of isolating marginal |inks exist. One techni que of Lsol ating
mar gi nal  FCSmatksomgpusen $yserndnigripse(6CPbsioatmand seproaldiMon; tethal second
Apbr oach | 3 CRPEBIRhBETGROT ThRa TP Etere TP o Priaeyotds i Fernt for
the three teghpig i 0 ge of the topology (i.e. connection order).
Know edg% o? tﬂ'g ;{gggltg%?&on%\@a%%é obt ai ned during FC AL defined | oop

initialization figaRhall ddpripasiohifesm degriginabiygi devidecidn pasans. An exanpl e
of an inplicit nmeans is an enclosure of disks drives using hard addresses.
20 A first &poughohubiplasiing dévitessand tke links hetwessl theidayiesss, befogg nal

i nks requires a managenent applicat, o) &5'\/(@ i n_at #&ast one of the devices
on the | oop2 IEERGALt gt BeVichp Vs ePassago 0L P HBARAN O & of any

one. 0 o PRI AL SR Bl e At R oo
In 25 poy | i painfedoiht@nineblond, thte Reveitbadladchmiqaks of Reldl ces is used
to locate marginal links. In the report error, identification node, status
accunul at edniarginadlinke exist e©nedpditiqne oisobating mangied] FC linsatses himkgi nal
|1 ks status to isolate the problem link. A second approach uses error-reporting
features of the FC-4 mapping. A third approach is a combination of the
tirst two.
15 A primary requirement for the three techniques is knowledge of the
topology (i.e. connection order). Knowledge of the topology may be
obtained during FC-AL defined loop initialization from the loop position
map or by implicit means. An example of an implicit means is an
enclosure of disks drives using hard addresses.
20 A first approach of using link status in the isolation of marginal
links requires a management application (MA) in at least one of the devices
on the loop. Several MAs may be implemented to cover the failure of any
one. An MA may either periodically poll the loop during normal loop
operation or request devices detecting link errors to report the incident. In
25  polling mode, the link status accumulated in all the devices is used to
locate marginal links. In the report error, identification mode, status
accumulated from all devices reporting errors is used to locate marginal
links.

The isolation of the source of a single error is possible with this

30  approach but not guaranteed.



The isolation of the source of a single error is possible with this 30
approach but not guaranteed. WD 01/38982 PCT/ USOQ 32058 -3 The use of l|ink

1 pl SOOIRBAE “Moops. However | the dr auback of using TUCGERRS i the

polling or report error node overhead rgduces the efficiency of the |oop.
5 The second approach uses error-reporting features of the FG4 napping.
Usi ng FC-4 repor tlde wserafrlink stafusahakes theeppooadelFGi4 imdepesdent. Thisogs
requires maintaijning a log_of the errors. The source is |ocated b

anal yzi ng t R& 3BERIE BEHPIE RFRFACK! ScetOWR ety ‘lhﬁ"ﬁﬁaci(r?fd}%‘y%nd

whi ch are not ., 10, Usi FGi.4 reparted rs.to_isal ource of
errors on Ig%ssjta?lér‘}%\t}gesp? lggroerqr&f)?gtn%n(y‘?%raegg’e#\%%fl ?eﬁaufggfgfen link error
hi story and gp@libne gpt}{qugg_ Not polling the | oop reduces overhead on the
| oop. Additionally, errors are only report when they occur. Using FC 4
reported5errors tlhe seobad appheachouses erfr-reponirg featihres ps tha 5Cpkr f or ns best
in inplenmentations in whi cﬁ a single master device receives all the
reported er moaBPingnUsingnifi< r@poswgrﬁrmmitwcw@ hespeireiof eAraIs gl e
initiator SCSI storage subsystem. The are at..least three drawbacks to
relying on joRS ’Eeﬁlémi%&-rﬂalé‘%{}’rng 3log ?ét%e‘?ﬁ’é)rﬁ'c% ?Oé]r{(g%lsolf)cgteglﬁﬂ'gl e error
does not prqyie; | cl.ant ¥ [JEola¥ i e.

Fur t her nor e%\ﬁgg%tl u%mrréulglget Eed&%é}é%fre}u%fa{tﬁ}el té&gg??gééérﬁpg{%@&%ﬁgor der to

i sol ate t he vghichareaot.ce. Lastly, in |loops supporting nultiple protocols
or nultiple devices that receive FC 4 status, inplenentation becones

di fficull® becausdJsinhg Fert veporsecerrors todpolatethersousceohemarsdes qapst i on
device. 25 The third techni que

st at us removes the requirement fSI aril ?\Rll-‘xa}ttoimngmggk {n@aelrrgr%s%gr%lsan%sggﬂ ink
the loop. Not polling the loop reduces overhead on the loop. Additionally,
errors are only report when they occur.
Using FC-4 reported errors to isolate the source of errors on loops

15  performs best in implementations in which a single master device receives
all the reported errors. An example of such an implementation is a single
initiator SCSI storage subsystem.

There are at least three drawbacks to relying on just the FC-4 error
status. The occurrence of a single error does not provide sufficient

20 information to isolate the source. Furthermore, status must be
accumulated to build a history in order to isolate the error source. Lastly,
in loops supporting multiple protocols or multiple devices that receive FC-
4 status, implementation becomes difficult because the errors are not
reported to a common destination device.

25 The third technique of isolating marginal FC links uses link status
and FC-4 error reporting to isolate the problem link. Polling is not used
and the isolation of the source of a single error is possible.

As with any use of link status, an MA is needed to keep error counts

of all devices. When a FC-4 error is reported or the MA detects a link error,



and FC-4 error reporting to isolate the problemlink. Polling is not used
and the isolation of the source of a single error is possible. As with any
use of link status, an MA is needed to keep error counts of all devices.
Wien a FEOP188%88r is reported or the MA detects a |ink erPGIUSONG28/ 38982
PCT/ US00/ 32058 -4 the MA reads the accupul ated link status fromall
devices to determ ne the possible source of the error. A disadvantage to

i npl ement ati gl PIA kORRSTHW A dtb @ BKT S fidn Al geWResiedetsiRRtheal | the
FC-4s. 5 Referring to FIG 1, a diagramof a |oop 105 conprised of SCSI

Fi bre Channebsdbletsotnte (fFABR)erelmvi ces, i s shown. The | oop includes a SCSI
initiator device, 110, that serves_as the | oop master, communicating with
SCSl target devi césdisadvamege spémplanentationiondosps witherudtpkeckC4sds bet ween

devices 120 gn evice 130 is rgingl and/or failing. 10 Error detection
and reporti né‘%?&?ﬁ%?pgtﬁé@‘e%zﬁe used for the isolation of marginal
l'inks when avail aRbgrriiaotrct 16 g?éﬁaéf 4 108k 1%)5@011{0[9‘?&&@1553@51 R Wl

experi ence conmand ti -outs and a errors. The command tinme-outs are

the result GQhagnheldProtoeoli(AOPY deviead] is shi@nsf Therleadynclades £5Q8hse franes.
These 15 franmes are di scarded when they are received in error. Because the
ti me-out coiflitlatossievicef i tinthatsseavescns thedaep masterh comangricating withands, or

f the t , t f ' , .the | [ f the bad
[k can not SCREBgreieh e 0ok thania Mar Gt & e onaeeh 00 CEsteeRbos not
experience efLors. %daelt%ggtgg# 156?4?11'&19&?1%{?%% r%ﬁgl}gpew ce 120 and device

130 wi I, however, e errors ce the marginal I|ink.
Errors oo wite dBfraletectiodRaid fécﬂ)olrﬁng?eoﬁeedﬁgswmm@béﬁ@éa fdat a

operations, |oop master 110 does not defect errors on
the isolation of marginal links when available.

Due to the marginal link 150, loop master 110 will experience
command time-outs and data errors. The command time-outs are the result
of errors during command, transfer ready, or response frames. These

15 frames are discarded when they are received in error. Because the time-out
could result from discarded frames to the targets, commands, or from the
targets, transfer readies and responses, the location of the bad link can not
be determined.

On write data operations, device 120 does not experience errors on

20  data from loop master 110. Device 120 and device 130 will, however,
detect the errors introduced by the marginal link. Errors on write data are
reported in the FCP Response.

On read data operations, loop master 110 does not detect errors on
read data from device 130 and device 140.

25 What is needed are loop error diagnostics that do not require
knowledge of the topology of the loop, that reduces loop overhead traffic,

and increases the effectiveness of the diagnostics.



read data from device 130 and device 140. 25 What is needed are |oop error
di agnostics that do not require know edge of the topology of the |oop,
that re p overhead traffic, and increases the ef i s of the
di agnosﬁ?@?.%%?Ol/ 38982 PCTI USOQ 32058 -5 Summary of thlieceﬁ%r}l%(]éﬁ?(fsgn In a
peer to peer approach to isolation of esror source, the mnmanagenent
application (MA) function is distributed to all devices on the [|oop. Link
status is used for error sourSummatyef the Ingendiomecifically, each 5

device maintains.the identity and the |i .error status t he device
connected to itsIPﬁpRﬁe,r%%BE‘? r@ﬁ?ﬁ%%}%F%?QP%%W‘;“H%’W%%ELEMs a link error

on its inpu "qﬁfi? 4.0 : t e%ﬂé@ virce for
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that devicelogp. Lihkdtatusdetsed fdi@ridrboueed BokatidmeVsedsserifidallyheadtrors is
a different link on the loop. If the link status fromthe upstream devices
does not5i ndievireanaintaiss thieidentitngndthelisk ertay gatus of the devieeerrors is

| i kely the interconnect between the upstream deyice agnd the, device itself.
The device REYMedied to Hp inptite UPsreRRSiaVICE: t‘&gﬁgﬁe&%"l‘ﬁf’e FEET & WX 6HSF r eam
device and itself rd t.he. ' t i ' :

Advant ageoug ?13/1% 1{1ﬁ§é1?6}4§§f g%%lceilﬁ{\?lea%% %ﬁéﬁegf{(y)%%et}é%rre% gsg%é 'EE ?{:lsmk does not
requi re knowhedgeuffs t he conpl ete topol ogy of the | oop. The present
invention al so reduces | oop overhead traffic because error isolation is

di stributed to edhemthe lek stavicies the upherebmogevicaimderteottat degic0s

effectiveness of |oop diagnostics is increased because devices cl osest to
the solff cealsp detectiigbnle Rirees the roulse of ithey R ets i diffsrenidink omthe he

[ [ 1 i m d dat i f, perf f h_devi
the 1oop bitaudEthelhafieorete iierran HehEk Ao cete®eiidsi ca 1o "

execute detecting errors, the source of the errors is likely the interconnect between

the upstream device and the device itself. The device may then initiate
diagnostic transfers between the upstream device and itself to verify the
15  interconnect is marginal.

Advantageously, the present invention of loop error diagnostics
does not require knowledge of the complete topology of the loop. The
present invention also reduces loop overhead traffic because error isolation
is distributed to each of the devices in the loop. Furthermore the

20 effectiveness of loop diagnostics is increased because devices closest to the
source of the problem perform the diagnostics. In addition, the present
invention minimizes degradation of performance of each device on the
loop because the diagnostic function in each device is enabled to execute
when the device is idle, thereby, preventing the diagnostics from affecting

25  the performance of the device during higher priority tasks.

Brief Description of the Drawings

FIG. 1 is a block diagram of a conventional loop comprised of SCSI

FC channel protocol devices.



when the device is idle, thereby, preventing the diagnostics from affecting
25 the performance of the device during higher priority tasks. Brief
Description of the Drawings FIG 1 is a bl ock diagram of a conventi onal

| oop conpPilb@¥8bf SCSI FC channel protocol devices. WO PUTZBIW32058

PCT/ USO0/ 32058 -6 FIG 2 is an explod view of a disc drive with a

mul tiple disc stack and a ranp assenbl'y for |oading and unl oadi ng
transducers to pmgl $iOMm b oa@afva@&%f%fdlgban%%sha%@npieldsscastmpcess

di agram of a nethod of | oop error diagnostics. FIG 4°is a process

di agram of a net hod odnd aepmygr assendilpfordebdios, anthﬁioaﬁlmg tmnsdacess di agram
of a nethod of identifying an error condition recorded locally on a in a

di stributed dai sy-chat r}?@éﬁ q P11 ﬁolfé}éﬁ)dlst’rG 6 a process diagram of a

e of G2t L o 0000 o 19 BTN RRH Br oS 2 P 0ok
upstr earg devi ce pysl/j0f 4 nﬁc&%%i%?@d?'&ﬁ‘fnet’ﬁb@o@o@pQh%?iﬁl 1R of a | oop

error isolation nanage app tion In a peer apparatus. 15 FIG 9 is a
schematic vi ew OFIG 5o aptoeésssdiageam of @eﬁeﬁhbﬂtdfcmelﬁﬁfyﬁﬂi@aﬂreefc&r red

Enbodi ment In the followi ng detailed description of the preferred

enbodi ments,  ref er encamndigonmeeordedtl pealcervapanyiistyibutedylatyy-cimingsd f or m a
part hereof, 20 and in which efre shown by way of illustration specific
embodi ments in whi ch P$EORAIPIY may be practiced. It is to be understood

that other STOORCTRIL 5rdfRY BB L EIdRANG 5 dUEhHT Ao SHRRARSIERY Do made

W t hout departing scope of the present 1nvent
10 and resolving errors.

FIG. 7 a block diagram of a peer apparatus in a loop that determines
errors in the upstream device and/ or the upstream link.

FIG. 8 a block diagram of a loop error isolation management
application in a peer apparatus.

15 FIG. 9 is a schematic view of a computer system.

Description of the Preferred Embodiment

In the following detailed description of the preferred embodiments,
reference is made to the accompanying drawings which form a part hereof,
20  and in which are shown by way of illustration specific embodiments in
which the invention may be practiced. It is to be understood that other
embodiments may be utilized and structural changes may be made
without departing from the scope of the present invention.
The invention described in this application is useful with all
25 mechanical configurations of disc drives having either rotary or linear
actuation. In addition, the invention is also useful in all types of disc drives
including hard disc drives, zip drives, floppy disc drives and any other
type of drives where unloading the transducer from a surface and parking
the transducer may be desirable. FIG. 2 is an exploded view of one type of

30  adisc drive 200 having a rotary actuator. The disc drive 200 includes a



The invention described in this application is useful with all 25
mechani cal configurations of disc drives having either rotary or |inear

actuati o dition, the invention is al so useful in f disc
drives ?rr?c(il;t}gﬁg hard disc drives, zip drives, floppy diaﬁJ&TW)@%S%and any

other type of drives where unloading the transducer froma surface and
parking the transducer may be desirable. FIG 2 is an exploded view of one
type of 30 datisiig or base 21Q0amdwicnyen2ldbo Theypase Rlannd coTareli ez i ve 200

i ncl udes a \sﬁ 01/ ?8982 PCT/ USOO 3205 - Eousi or base 21%%a %aa cover
214. The basisonclesigecBpsatablysatt do the ses YL AR 8CtYRPRT ’i};l ttached
to the base. n ft i enbly 220. The
bt uator asdcnbrSfisRl Axkiiipead Thachiiop b3 flBIIAghgRR TN Y

plurality Ofcoﬁfblﬁkgg’éuctﬁtréégﬁ‘%gvh%éﬁ&rﬁliﬁﬁ@ﬁdﬂsﬂ?& Mrt253dQB thhe conb 222,
are | oad beans or | oad springs 224. " Load ‘beans or | oad springs are al so

r ef er r ed5t o sapamsities mans P2hen the tambel??2, ate Ibhé beanhsafr lead kptings 22pri ng 224 is
a slider 226 which carries a magnetic transducer 250. The slider 226 with
the transdudéadbsemsprioah springs gamglsorpiestedcta) assspesipBadAtiachedoul d be

ted that i d t. 250 d fhat i t i
Shown 1 -t et e 8FE3oH R8P 24 iha Bt 42p FRUTH LTSS ABRRT BN 1o
equal |y appld£RBLier 5505 TSR 3%b DA tHTH ARG cePPE0 AN IHREE masiyCh as

what is referred to as an MR or nmagneto resistive %ead in which one

transducer Zivfled chligeirthe dlehyl. Wshouldbe herdi thgt Axchyasticlehehave sngeneral |y used
for witing. On the end of the actuator arm assenbly 220 15 opposite the

| oad spi¥ ngérazpdueerPSradsthadér whaps shown irothediguries. IgsBouldmlsabped wi t hin
FIG 3.t ne noltfhat HBnetou el an B0t i BRI 08 oG 1 't
of a voi co OB TBAate pctias Al LIRATE B BP8n MR S O I E T 206
to rotate i headwwHifle oas tndbalc&t s éBeralllySfed for reading and another
is generally used for writing. On the end of the actuator arm assembly 220
15  opposite the load springs 224 and the sliders 226 is a voice coil 228.
Attached within the base 212 is a first magnet 230 and a second
magnet 231. As shown in FIG. 2, the second magnet 231 is associated with
the cover 214. The first and second magnets 230, 231, and the voice coil 228
are the key components of a voice coil motor which applies a force to the
20  actuator assembly 220 to rotate it about the actuator shaft 218. Also
mounted to the base 212 is a spindle motor. The spindle motor includes a
rotating portion called the spindle hub 233. In this particular disc drive,
the spindle motor is within the hub. In FIG. 2, a number of discs 234 are
attached to the spindle hub 233. In other disc drives a single disc or a
25  different number of discs may be attached to the hub. The invention
described herein is equally applicable to disc drives which have a plurality
of discs as well as disc drives that have a single disc. The invention

described herein is also equally applicable to disc drives with spindle

motors which are within the hub 233 or under the hub.



nounted to the base 212 is a spindle notor. The spindle notor includes a
rotating portion called the spindle hub 233. In this particular disc drive,
the spindle notor is within the hub. In FIG 2, a nunber of discs 234 are
at t achedMOP1B38B2spi ndl e hub 233. In other disc drives a sPEHUSOH268B or a 25
di fferent nunber of discs may be attachgd to the hub. The invention

descri bed herein is equally applicable T disc drives which have a

plurality of di _3R§fe?1§n$\%|el<t t%SFId] 3Ca Ed)éé§§di Enh@fve?rr%tﬁé(ﬂlgb@ofjlo?ﬁ) The
invention described hefein is also equally applicable to disc drives with

spi ndl e notarsr dlaignbstirsas showinn NbigoklA0288] uales uietrmihhes thelidelty01/ 38982
PCT/ US00/ 32058 -8 Referring next to FIG 3, a process_diagramof a nethod
300 of | oop 0fé\ﬂ‘é?“§¢%@ﬁ@§t¢d§ ajlgop Rd(n Thereakiss, Bethach3((iaebidest er mi ni ng

th dentit of e ce Ioo 31 Ther.eaf od 300
el Lagg ' o iie B ARRERC B, e B b g St ing st 1T oy ot
310 and ”}ﬁe%éi t 9 @Jf IR@& % 1z!élgiohr8fta'&’é\}13@tl' on of a

e |nen?

devi ce. anot ent Pty of an upstream device in the

|l oop is r eterncﬁh@deﬂlbod‘hﬁerhtoﬁma 1maﬁt1t}Sub@1eqp§@éém,dm¢dﬂﬁthQeopﬁrpl udes

requesting link error counts fromthe upstreamdevice in the | oop 330.

Met hod 300 rgfrieydchizpuueioop mapn Fubkequantly, sxetbed 80 indutles squesting.

Subsequent | 10 net hod 00 | cl udes nonitor.i p rs 350.

Therear tor  otRORC Gs THEn (oL PRERaT iAo 29%53@ V{stfﬁgﬁéb@n the

| nput of t ey Aevi e 300k ok ohi? BRRAAACSAPSHUS R on 350. If an
W fro H

error does exis en a curren ink error ¢ U streanldeV|ce

in the hgop mé&oﬁ@@qﬁﬂ@ﬂi@?@omﬂ&qgﬁ{ﬂ@@ qupéﬁw@@so yrld@*eaft@i nes if the
configuration 15 of the | oop has changed. If the configuration of the | oop

has changed methed 300hecivetes dgtaronninguesaerrbr existsoon 8k0inpot béthd se t he
Changed i n B abrt nDb FhEIIEHAORITER TASHOTY. 1) 4 rr Aot ont 1 nk
error count ex?st CAR%E ik dht link error count from the upstream device in the loop
is requested 370. The method subsequently determines if the configuration
15  of the loop has changed. If the configuration of the loop has changed, then
the method continues with action 310, otherwise the method continues
with determining if the current link error count is changed in comparison
to the saved error count 385. If the current link error count is changed in
comparison to the saved error count, which indicates an error elsewhere in
20  theloop, the method continues at action, store link error counts locally 340.
If the current link error count is unchanged in comparison to the saved
error count, the error occurred on the link between the upstream device
and the device detecting the error and the method continues at test link 390
and the error is reported 395.
25 The present invention of loop error diagnostics does not require
knowledge of the complete topology of the loop and reduces loop
overhead traffic because error isolation is distributed to each of the devices
in the loop. Furthermore the effectiveness of loop diagnostics is increased

because devices closest to the source of the problem perform the

30  diagnostics. In addition, the present invention minimizes degradation of



conparison to the saved error count, which indicates an error el sewhere in
20 the | oop, the nethod continues at action, store link error counts

local 'y \34Q1/389sh the current link error count is unchang
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rison to
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device and the device detecting the erg.or and the nmethod continues at test
link 390 and the error is reported 395. 25 The present invention of |oop
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per formance of eacghdevice on the | oop because the diagnostic function in
each dewd ce i s eRafsradgtrexekeElit. e, apncedsaliagnaine of a snéttibd 400 é ledyy
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receive. The counts are saved in the Link Error Status Block (LESB). Errors
that may be encountered in devices include link failure (e.g. a loss of word
synchronization for more than a specified time), loss of synchronization
(e.g. loss of word synchronization for less that a specified time and invalid
transmission of more than a specified number of words), an invalid
transmission word in which a running disparity error or invalid characters
are detected, and/or an invalid cyclic redundancy check.

If any field in the LESB is increasing, the device is detecting errors.

There are several techniques well known to those skilled in the art to
obtain the link status from devices on a loop. One technique uses a read
link status (RLS) extended link service (ELS), which returns the LESB for
the addressed device. In one embodiment of RLS ELS, a device supports an
implementation of RLS that allows the LESB for the device receiving the
RLS. Another embodiment of obtaining the link status from device devices
on a loop is through use of a Small Computer System Interface (SCSI) log
sense command, in which a disc drive returns the LESB in a log page. This

technique is for systems with device drivers that do not pass FC ELS
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20 are detected, and/or an invalid cycligc redundancy check. If any field in

the LESB is increasing, the device is detecting errors. There are several
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enclosure initiated ESI. One function provides the LESB, | oop
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encl osure processor. The encl osure g}rocessor may use this information for
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obt ai ni ng t Beaths iom device devices on a loop is the LESB.
Method 400 also includes diagnosing the error 420. Method 400 of
15 loop error diagnostics does not require knowledge of the complete
topology of the loop and reduces loop overhead traffic because error
isolation is distributed to each of the devices in the loop. Furthermore the
effectiveness of loop diagnostics is increased because devices closest to the
source of the problem perform the diagnostics. In addition, method 400
20  minimizes degradation of performance of each device on the loop because
the diagnostic function in each device is enabled to execute when the
device is idle, thereby, preventing the diagnostics from affecting the
performance of the device during higher priority tasks.
Referring next to FIG. 5, a process diagram of a method 500 of
25  identifying an error condition recorded locally on a device that is other
than in a distributed daisy-chained peer-to-peer loop, as in step 410 in FIG.
4, is shown.
Method 500 includes receiving a current error status count from a
local source for an immediately upstream device in the distributed daisy-

30  chained peer-to-peer loop 510. Method 500 also includes receiving a prior



status from device devices on a loop is the LESB. Method 400 al so incl udes
di agnosi ng the error 420. Method 400 of 15 |loop error diagnostics does not

require e of the conplete topology of the |oop and reduces | oop
over hea&b{}?"yf’ﬁgg because error isolation is distributed R SREGF the

devices in the |oop. Furthernore the _E{_f ectiveness of | oop diagnostics is
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during hi gh%‘f“%ﬁaf%?m'@‘? 5%CE§YIH§§2@F%??‘F6°I%%§§SPBI i1 qﬂagﬁ,iza OBrO&%%s di agr am
of a method 5800 i) g 50884 td 98f58581 de@drbocal ly on a
devi ce thatdgg'%tIéygg?ﬁgﬁﬂﬁﬁkgﬁggg?P?ﬁﬁ%g{lﬁg?sy-éﬂg}ned peerfﬂo-peer

| oop, as5 i ndatiap «hH) oraffet Ere reteiviisg ST@Whervkitbn inétbddi 300l itidiesles ecei vi ng a
current error status count froma Tocal source for an inmediately upstream
devi ce in té¢empagngitheterredhpayr sRuctrinidd theprior eresstatig 6puntzp0. Met hod
500 al so i ngludes receivin rior 1/ 38982 P US00/ 32058 -11 error
status coun H?Waﬁyo@ﬁh‘g‘%g@@@cfudjre\é\gr??‘?rmb‘?t"af@%}f‘ﬁ59W%W8evi ce in the
di stribut ed, dalsys ghained,geer-to-peer |oop 520. In one enbodinent, the
receiving 5 I's pertor n'eé1 during initialization of the device. In varying

embodi ment s, t heReReah¥ gt BZPIC. %, RYPrbedsielthdrahvofa ntetbdicog oand/ or af ter
the receiving 510. Thereafter, nmethod 500 includes conparing the current

error sttt udeteommingodiagaopingpanaé resolvisigarusrsciswhowss 0n msthssko(ient | v,
met hod 500 i ncludes, determ ning that the conparison indicates an error

540. Ref er rihggletesminiag step 54 Ind' Iy g dlebrmyngy)thahthe curigbt REQT G 1

count is different than the prior error status count 610. Subsequently, in
method 600, the diagnosing step 410 in FIG. 4 includes testing the link
between the device and the immediately upstream device 620 in the

15  distributed daisy-chained peer-to-peer loop. In one embodiment of testing
620, testing includes transmitting data around the loop from the device to
the device through the distributed daisy-chained peer-to-peer loop and
determining whether or not the data was not received by the device as it
was transmitted. |

20 If an error determined in the upstream link, an error report is
generated indicating that the error is suspected to be in a link between the
device and the immediately upstream device 630 in the distributed daisy-
chained peer-to-peer loop. In varying embodiments, the generating 630 is
performed before, during and/ or after the testing 620.

25 FIG. 7 a block diagram of a peer apparatus 700 in a loop.

The apparatus 700 includes a communication input/output
component 710 operably coupled to the loop 720. The apparatus
determines errors in the upstream device and/ or the upstream link. In one
embodiment, the loop 720 is a FC-AL. The remainder of the loop 720

30  includes at least one other device (not shown) that is upstream in the loop



10 determ ning, diagnosing, and resolving errors, is shown. In nethod 600,
the determning step 540 in FIG 5 determnes that the current error status

count i i nt than the prior error status count 610. tly, in
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25 FIG 7 a bl ock_diagram of a peer apparatus 700 in a | Qop. The appar atus
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remai nder ohebhigsel 28 148131134 it BfdHBREd daRADY tROBPIcBEIN d@db@g. (not shown)
that is upstreamin the | oop WO 01/38982 PCT/ USOQ 32058 -12 720 fromthe
peer appar atusthédthoré thoeffetiviendss@itooptdiegdshies idieviessd becaudeepdeoop ar e
peer apparatus 700. The communi cation device 710 is operably coupled to a
| oop er d@r appreatieAOGElvagEiethe apipice eatheoaratdem perieran fhadiagappes ment s,

e 00P o ROLLAT TR ASTEI SRPLL S9L 90, 130, RECLSE LR ot eps o
know edge ofyt LAG, §OVRE Bh&he loop because the diagnostic function in each peer

apparatus 700 is enabled to execute when the peer apparatus 700 is idle,

thereby, preventing the diagnostics from affecting the performance of the

15 peer apparatus 700 during higher priority tasks.

In one embodiment, the peer apparatus 700 includes a disc drive,
such as disc drive 200 in FIG. 2.

FIG. 8 a block diagram of a loop error isolation management
application (MA) 800 in a peer apparatus, such as peer apparatus 700.

20 The MA 800 includes a determiner 810 of the identity (not shown) of an
upstream device in the loop. The determiner 810 receives the identity
through the communication input/output 710 in FIG. 700. The identity is
stored locally on the peer apparatus 700 by a local store 820. The store 820
is operably coupled to the determiner. In one embodiment, the determiner

25 810 includes a retriever of the identity of an upstream device from a loop
map.

MA 800 also includes a requester 830 of link error counts from the
upstream device in the loop. The requester 830 is operably coupled to the

local store of the link error counts 840. The local store of link error counts



t opol ogy of the | oop. The peer apparatus 700 reduces | oop overhead traffic
because error isolation is distributed to each of the devices in the | oop.

Furthernore the effectiveness of | oop diagnhostics is increased because peer
10 appar HAY33H3 cl osest to the source of the probl em per PEF/HSE0/72058

di agnostics. In addition, the present Egvention m ni m zes degradation of

performance of each device on the | oop because the diagnostic function in
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the identity through the comrunication input/output” 710 in FIG 700. The
identity is cstremtedundohlihik esrort.he peer apparatus 700 by a | ocal store 820.
The store 820 is_operably coupled to the determner. In one enbodi nent,

t he deterni ner ZSMRJIQOQ plebdadydes # detqraviaer 30 efeorifiganation legp an upst ream

device from a | oo .. VA .800 So ingl,udes equester 830 of link error
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error cdints for T esmphfdtor 87(Bdorapatarths edrieht nk ekf@tbunt,irekeieed or
count. MA 800 also includes a requester 850 of a current link error counts

from t he upsire@arequester 850G, the bavddbapor Reupntasteiveds®mmstaredleand the
changes to the loop configuration received from determiner 860, and
accordingly invokes either, a resolver of link errors 880 or a generator and
transmitter of a device error diagnostics request 890. In one embodiment,
15 the requester 880 includes a link tester.

In one embodiment of apparatus 800, an initializer is operably
coupled to the determiner 810 of the identity of an upstream device in the
loop, and operably coupled to the local store of the identity 840.

In another embodiment of apparatus 800, a monitor of loop errors,

20  operably coupled to the local store of link error counts, is included.
Furthermore, a detector of an error on a communication input of the peer
apparatus is coupled to the monitor.

The system 700 and 800 components can be embodied as computer
hardware circuitry or as a computer-readable program, or a combination of

25  both.

More specifically, in a computer-readable program embodiment of
apparatus 700 and 800, the programs can be structured in an object-
orientation using an object-oriented language such as Java, Smalltalk or
C++, and the programs can be structured in a procedural-orientation using

30  a procedural language such as COBOL or C. The software components



5 communi cation input/output 710 in FIG 700. The requester 850 receives a
current count of link errors. MA 800 al so includes a determ ner 860 of
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to an upstream device in a loop, and a means for identifying an error
condition recorded locally on a device in a distributed daisy-chained peer-
to-peer loop.

15 The computer system 2000 may also be called an electronic system or an
information handling system and includes a central processing unit, a
memory and a system bus. The information handling system includes a
central processing unit 2004, a random access memory 2032, and a system
bus 2030 for communicatively coupling the central processing unit 2004

20 and the random access memory 2032. The information handling system
2002 includes a disc drive device which includes the ramp described above.
The information handling system 2002 may also include an input/output
bus 2010 and several devices peripheral devices, such as 2012, 2014, 2016,
2018, 2020, and 2022 may be attached to the input output bus 2010.

25 Peripheral devices may include hard disc drives, magneto optical drives,
tloppy disc drives, monitors, keyboards and other such peripherals. Any
type of disc drive may use the method for loading or unloading the slider
onto the disc surface as described above.

The present invention of loop error diagnostics does not require

30  knowledge of the topology of the loop and reduces loop overhead traffic



skilled in the art, such as application programinterfaces (A P.1.) or
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traffic locally 410 on a device in a distributed daisy-chained peer-to-peer loop 100
and the step of diagnosing the error 420. In one embodiment, the method
15  is performed by a device, such as 110, 120, 130, and/or 140. In another
embodiment, the distributed daisy-chained peer-to-peer loop includes a
FC-AL 150. In yet another embodiment, the device is a disc drive 200.
In still another embodiment, the identifying step 310 includes
receiving a current error status count 370 from a local source for an
20  immediately upstream device, 120 or 130, in the distributed daisy-chained
peer-to-peer loop 100, receiving a prior error status count 330 from a local
source for an immediately upstream device, 120 or 130, in the distributed
daisy-chained peer-to-peer loop 150, comparing, as in 375, the current error
status count to the prior error status count, and determining that the
25 comparison indicates an error 385. In still yet another embodiment, the
receiving step 370 is performed after the receiving step 520.
In a further embodiment, the receiving step 330 is performed during
an initialization of the device, 110, 120, 130 and/ or 140.
In yet another embodiment, the determining step 540 includes

30  determining that the current error status count is different than the prior



WD 01/38982 PCT/ US00/ 32058 -15 because error isolation is distributed to
each of the devices in the loop. Furthernore the effectiveness of | oop
di agnost] ncreased because devices closest to the t he
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dai sy- chai nedeteemining- theeﬁleldma)mmotcremmaed by thasdevite385t whke current
error status count to the prior error status count, and determ ning that
the 25 chpatrBoRitted] cat es an error 385. In still yet anot her enbodi nent,
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a link between the device and the immediately upstream device in the
distributed daisy-chained peer-to-peer loop.

15 The present invention includes an information handling system 900
that includes a communication device 710 operably coupled to an upstream
device in a loop 720 and a means for identifying an error condition
recorded locally on a device in a distributed daisy-chained peer-to-peer
loop 730.

20 The present invention also includes a peer apparatus 700 in a loop
150, the apparatus including a communication input 710 and a loop error
isolation management application 730 operably in communication with the
communication input. One embodiment of the loop error isolation
management application 730 includes a determiner of the identity of an

25  upstream device in the loop 810, a local store of the identity 820 in
communication with the determiner, a requester of link error counts 830
from the upstream device in the loop, in communication with the store, a
local store of the link error counts 840, in communication with the
requester 830, a requester of a current link error count from the upstream

30  device in the loop 850, a determiner of configuration loop changes 860, a



In yet anot her enbodi ment, the determ ning step 540 includes 30 determ ning
that the current error status count is different than the prior WO 01/ 38982
PCTI USOQv374A -16 error status count 610. When the erro ount s
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report 620 indicating that the error is suspected to be in a |ink between

the devi e aedot HiagnosEdi mgeleyt inpstnmamicéwnoegithithe hempdirstor 850 aed
dai sy-chai ned peer-to-peer | oop. 15 The pr&sﬂ,ent i nvention includes an

i nf or mati on Praff the ddenttyca0. dnoneiemebeshmens of thpraatioPbéhs ce 710

bl | ed . deyi N 720 d f
CRencitying. DR a0 ihdRes St RubIRe e d B OR"S T
distributed dah@pichahilRd RARE thie PReinothePemb3AimaR: Therabaasusol nvent i on

al so includes a pe€er apparatus 700 in a |loop 150, the apparatus including
a communi catingtudespLiink {63tandnyet anpther eatbodimehstthe detandgenefthe
application 730 operably in communication with the_ conmunication input.

One enbodl neistensity SHeof apgpefrean devarei Be lopm nudedesn refpisveeat then 730
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embodiment, the apparatus includes an initializer in communication with
the determiner 810 of the identity of an upstream device in the loop and in
communication with the local store of the identity.

15 An information handling system, such as a disc drive, includes a
controller that communicates with other devices in a loop, and performs
distributed or peer-to-peer loop error diagnostics. One example of a loop is
a fiber channel arbitrated loop. Distributed or peer-to-peer loop error
diagnostics identifies and diagnoses errors in the immediately upstream

20  device and the immediately upstream link by monitoring the error count to
determine of the error count is increasing or not. An increasing error count
or a changed loop configuration indicates that the source of the error is not
the upstream device, while an unchanging error count and an unchanged
loop configuration indicates that the source of the error is the upstream

25  link.

It is to be understood that the above description is intended to be
illustrative, and not restrictive. Many other embodiments will be apparent
to those of skill in the art upon reviewing the above description. The scope

of the invention should, therefore, be determined with reference to the



comuni cation with the determner, a requester of link error counts 830
fromthe upstreamdevice in the | oop, in comunication with the store, a

| ocal st he Iink error counts 840, in conmmunicati '
requeste&bg)ég,g%g requester of a current |link error count %%@ﬁ%ﬁgpstream
30 device in the | oop 850, a determ neri®f configuration |oop changes 860,
a WO 01/38982 PCT/ US00/ 32058 -17 conparator 870 of the current link error
count to theapparsttdedaions, ebang with the suthseopeef equivalents teewhighesushner 860,
the store of ljnk error. counts 840, and the store of current link error
counts 850, HaMREHORLSD | ink errors 880 in communication with the
conparator, and a transmtter 890 of a device 5 error diagnostics request

i n conmuni cation with the conparator 870 and the store of the identity
820. In one enbodi ment of the apparatus 700, the peer apparatus 700

i ncludes a disc drive 200 having a base and a disc rotatably attached to
t he base. In another enbodi nent, the resolver 880 includes a link tester.
In yet anot her enbodi nent, the determ ner of the 10 identity 810 of an
upstream device in the loop includes a retriever of the identity of an
upstream device froma loop map. In still another enbodinent, the
apparatus includes an initializer in comunication wth the determ ner 810
of the identity of an upstreamdevice in the |loop and in conmunication
with the local store of the identity. 15 An information handling system
such as a disc drive, includes a controller that comuni cates with other
devices in a loop, and perforns distributed or peer-to-peer |oop error

di agnostics. One exanple of a loop is a fiber channel arbitrated | oop.

Di stributed or peer-to-peer |loop error diagnhostics identifies and

di agnoses errors in the inmedi ately upstream 20 devi ce and the i medi ately
upstreamlink by nonitoring the error count to determ ne of the error
count is increasing or not. An increasing error count or a changed | oop
configuration indicates that the source of the error is not



t he upstream devi ce, while an unchangi ng error count and an unchanged | oop
configuration indicates that the source of the error is the upstream 25

link., It ] e understood that the above description is.i to be
iIIustréYé@g%Bgﬁd not restrictive. Many ot her enbodinent§é“ﬁﬂ%&%&§gpparent
to those of skill in the art upon review.ng the above description. The
scope of the invention should, therefore, be determned with reference to
the WD 01/38982 PCT/ US00/ 32058 -18 aglmmwed clains, along with the ful
scope of equiyal ents to which such <clains are entitled. WO 01/38982

PCT/ US00/ 32088t sidaigned s What is claimed is: 1. A nethod of |oop error

di agnostics in a distributed daisy-chained 5 peer-to-peer |oop, the nethod
performed by a device in the distributed daisy-chai ned peer-to-peer |oop,

the method conpri&iméthodtdNsop kirot Aladritstits frva AgtAButid Adisp@hdiredon
recorded locally on the device 1in a distributed daisy-chal ned peer-to-peer
| oop; and 10 (b) pHeagnegsiendpaphehemethod perfohmeddiyhadevicedndhen 1, wherein
the identifying step.(a) .i hcl udes: receiving a current error status

(a) (1)
count from a | ocalisgiinted deésy-chainedhpecraionpera/rer, thy mathodi CarpHtingy
dai sy- chai ned peeﬁétg-,15 peer loop; (a)(2) receiving a prior error status
count froma | ocal Bolrce for an upstream device in the distributed
dai sy- chai ned peqpy t 0-ip@RFifyih® AR:erfft¢ondition recorded locally on the device
in a distributed daisy-chained peer-to-peer loop; and

10 (b)  diagnosing the error.

2. The method of claim 1, wherein the identifying step (a) includes:

(a)(1) receiving a current error status count from a local source for
an upstream device in the distributed daisy-chained peer-to-

15 peer loop;

(a)(2) receiving a prior error status count from a local source for an
upstream device in the distributed daisy-chained peer-to-peer
loop; and

(@)(3) comparing the current error status count to the prior error

20 status count.



(a)(3) conparing the current error status count to the prior error 20
status count. WD 01/38982 PCT/ US00/ 32058 -20 3. The nethod of claim 2,

wher ei _n:wlz)la?mis,g;nti fying step (a) further includes a Steﬁ’ﬁ&%@%’éﬁ% ortor

determ ni ng at the conparison indicates an error and
status count is selected froma group cogmsisting of: being 5 equal to prior
error status count and being not equal to prior error status count; and
t he di a_gng_sih?_ stﬁfz@t?'ﬁd bém%ivsh@pir(lb)(l)tof bge_nerat: _ngkanbe{ror o
report indicatin _ , error suspected to be in a_ljnk between e
de\ei ce and the ugEl}er’gﬁﬁPEVgUgéEﬁﬂ @5 ?‘Fiféﬂﬂ n&f‘?ﬁeﬁiabﬁﬁ?%&a)@ioéﬁeéﬂg?lﬁﬁﬁg
peer-to-peer |oop. 4. ﬁtﬁ?tﬂ@&&%ﬁaﬁ%%ﬁkﬁ%i tds AMRPLG I B8 LrAGRREIJY Step

e g a

(b) includes: (b)(1) erm ni e error source is not suspected to

be in a link between ifagudlexinds st eramalgroap @avisaagior bdisg 15
di stri buted dai sy-chai ned peer-to-peer |oop; and (b)(2) ?esti ng a link
bet ween thhe devi ce andequed topsioreamrdéatius eoint and bedigsati dopuiaéth prior

dai sy-chai ned peer-to-peer |oop. 5. The method of claim4, wherein the
testing step (b)(2) in%qreaéf@?usczﬂlr(tchg)(i) transmtting data fromthe

upstream device tgQ t devi ¢ t@ou h,the distr) dai.sy- | hed
peer-to- peer Ioo%fe ‘21%&“‘6%5‘%5%(}% lr&g‘tlgésfn‘? ﬁ%ﬁg@@;& g%%ergjgﬁ%a\ﬁ&gf%m .
received by the devi Cfmﬁtiﬁdiwﬁmgtﬂ}@mm btr8fis tRpbeted tOBRINANRAr at Us in a
| oop conprising: a co ni cation 1 nput; and

between the device and the upstream device in the

10 distributed daisy-chained peer-to-peer loop.

4. The method of claim 3, wherein the diagnosing step (b) includes:
(b)(1) determining that the error source is not suspected to be in a
link between the device and the upstream device in the
15 distributed daisy-chained peer-to-peer loop; and
(b)(2) testing a link between the device and the upstream device in

the distributed daisy-chained peer-to-peer loop.

5. The method of claim 4, wherein the testing step (b)(2) includes:

20 (b)(2)(i) transmitting data from the upstream device to the
device through the distributed daisy-chained peer-to-
peer loop; and

(b)(2)(ii) determining that the data was not received by the
device as it was transmitted.

25
6. A peer apparatus in a loop comprising:

a communication input; and
a loop error isolation management application operably coupled to

the communication input.

30



a loop error isolation managenent application operably coupled to the
comuni cation input. 30 WO 01/38982 PCTI USOQ 32058 -21 7. The peer
apparatus of claim6 above, wherein the loop error isolation nanagenent
appl i catVBA13$983 udes: a determiner of the identity of anP&F&{303H58evice in
the loop; a local store of the identity,) operably coupled to the
determner; 5 a requester of link error counts fromthe upstreamdevice in

the [oop, operablye pestiifshritustdielfios above, voltakirstierieopfertdre |ink error
counts, operably coupl ed to the requester; a requester of a current |ink

error count fromlsh]etmpsnalmﬁmlewathmtlom@nqlhde?r oop; a determ ner of
configuration | oop changes; ar at of currea:‘ta Iink er count to the

saved error count@ de‘@ﬁ‘é‘i‘%l%f B‘é Yyt WéFmtﬂPFeQé)tore of link
error counts, and thFstg% igteéls?%lcf:e?\ﬁlj C})érg@ tc%ﬁ&)%d H{etéeteljlﬁn‘?e resol ver of

l'ink errors, opera y ‘couple atransmtter of a

devi ce eryor diagn e§§rb@ﬁHR%trr&RQﬁﬁxl@éMoﬁ@ﬂ@@lstréa@nﬁbelc@QﬁﬂﬁéatOr and
the store of the identity. 8. The peer apparatus of claim®6, wherein 20

the resol ver includes laopj operabbt erypledid¢o tlet gtond;ner of the identity of an
upstream device in the loop _includes a retrieve e .identity of an
upst ream devi ce 3 los goraehpthedk ermar eprnty ARG {’]leCq ‘F%Hegh

initializer, operably cougl ed to the 25 determ ner of the |dent| ty of an
upstream deV| ce in the

a requester of a current link error count from the upstream device in
10 the loop;

a determiner of configuration loop changes;

a comparator of current link error count to the saved error count,
operably coupled to the determiner, the store of link error
counts, and the store of current link error counts;

15 aresolver of link errors, operably coupled to the comparator; and
a transmitter of a device error diagnostics request operably coupled

to the comparator and the store of the identity.

8. The peer apparatus of claim 6, wherein
20 the resolver includes a link tester;
the determiner of the identity of an upstream device in the loop
includes a retriever of the identity of an upstream device
from a loop map; and
the apparatus includes an initializer, operably coupled to the
25 determiner of the identity of an upstream device in the loop,

and operably coupled to the local store of the identity.

9. The peer apparatus of claim 6, wherein the peer apparatus further

comprises a disc drive.

30



and operably coupled to the local store of the identity. 9. The peer
apparatus of claim®6, wherein the peer apparatus further conprises a disc

drive. g&%s /38982 PCT/ US00/ 32058 -22 10. An informhhg&gpozﬂg%?i ng

system ng: a comuni cation devi ce operably coupl pstream

device in a loop; and neans for identifying an error condition recorded

locally on a 5 device in a distributed dai sy-chai ned peer-to-peer |oop.
10.  An information handling system comprising:

a communication device operably coupled to an upstream device in
a loop; and
means for identifying an error condition recorded locally on a

5 device in a distributed daisy-chained peer-to-peer loop.



