Titl e: CONTENT PROVI DER SYSTEM [err] Abstract: If content data
di stributed through a network have been destroyed, the content data are

.restored while protecting the copyright.A PC stores a backup of
di stributed nusic content in a hard disk and supplies an. EMD server with a

usage | og of the nusic content store{i in the hard disk. If the nusic
content in the hard di sk has been destroyed for exanple, a PC reads the

usage log from the EMD server es the backup data stored in the
hard di sk according to the usag@%%ﬁﬁiﬁgﬁsml PTION Content Provider
System Technical Field This invention relates to a contents f urni shi ng

system for furnishing contents
Content Providér System

Technical Field
This invention relates to a contents furnishing system for furnishing contents
data, such as music data, over a network, a contents distribution system and to a

recording medium.

Background Art

Recently, on-line distribution of music contents employing a network, such as
Internet or cable television, has come to be put to practical application.”

If, in this distribution system for music contents, the contents distributors

distribute the musical contents over the network, on e. g.,the Web. The user exploiting
this music distribution system uses his or her own personal computer to access the
- Web furnished by the contents distributor to download the desired music contents.
Meanwhile, in this music distribution system, the downloaded music contents
. are made payable over e.g., a network.
However, if once the data in a personal computer owned by a user is destroyed,
the music contents, once purchased, are iost. So, fqr restoring the music contents, the

contents need to be purchased again.
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a network, are destroyed, as the copyright protection is assured.

‘In accordance with a first aspect of the present invention, there is provided a contents
furnishing system comprising: a contents server for distributing contents data over a network, and a
data processor having a reproduction control program for reproducing and/or controlling contents data,
the data processor storing the contents data distributed from the contents server on a recording

-medium, for reproduction and/or control, and storing backdp data of the distributed contents data on a
recording medium, the data processor also transmitting the use condition information of the contents
data to the contents server, the data processor acquiring the use condition information from the
contents server if the contents data cease to be available from the recording medium, the data
processor performing reproduction and/or control of the backup data of the contents data stored in the
recording medium depending on the use condition information.

In the example embodiment, the data processor reproduces and/or controls backup restoration
data based on the use condition information re-acquired from the contents server.

In accordance with a second aspect. of the present invention, there is provided a contents
furnishing system comprising: a contents server for distributing contents data over a network, and a
data processor having a reproduction control program for reproducing and/or controlling contents data,
the data processor storing the contents data distributed from the. contents server on a recording
medium for reproduction and/or control, the data processor transmitting the use condition information
of the contents data to the contents server, the data processor having, if the contents data cease to be
available from the recording medium, the unavailable contents data re-distributed from the contents
server, the data processor also acquiring the use condition information from the contents server and
performing reproduction and/or control of the re-distributed contents data depending on the use

condition information.




control program which is capable of restoring contents data even if the
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In accordance with a fourth aspect of the present invention, there is provided a method for
distributing contents between a data processor having a reproduction control program for reproducing
and/or controlling contents data and a contents server for distributing the contents data through a

" “network to the data processor, the method comprising the steps of: the contents server distributing
contents data to the data processor, the data processor memorizing the contents data distributed from
the contents server in a recording medium for reproduction and/or control, the data processor
transmitting the use condition information of the contents data to the contents server, the contents
server re-distributing, if the data processor is unable to acquire the contents data from the recording
medium, the contents data that has become unavailable to the data processor and transmitting the use
condition information to the data processor, and the data processor reproducing and/or controlling the -
re-distributed contents data in accordance with the use condition information.

In the example embodiment, the data processor reproduces and/or controls re-distributed
contents data based on the use condition information re-acquired from the contents server.

In accordance with a fifth aspect of the present invention, there is provided a recording
medium adapted for being installed in a data processor and having stored therein a reproduction

control program for acquiring contents data distributed over a network from a contents server for
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memorizing the contents data distributed from the contents server in a recording medium for

reproduction and/or control, transmitting the use condition information of the contents data to the
- contents server, and having contents data redistributed from the contents server, if the contents data
cease to be available from the recording medium, and acquiring the use condition information from the
contents server and reproducing and/or controlling the re-distributed contents data in keeping with the
use condition information.
© In the example embodiment, the reproduction control program reproduces and/or controls
there-distributed contents data for the data processor, having the reproduction control program
. installed thereon, based on the use condition information re-acquired from the contents server.

In accordance with a seventh aspect of the present invention, there is provided an information
processing apparatus comprising: a playback control program for reproducing and/or controlling
contents data distributed from a contents server over a network; and a data processing device for
storing the contents data distributed from said contents server for reproducing and/or controlling the

" contents data, said data processing device storing backup data of the distributed contents data in said
recording medium or another recording medium and transmitting the use condition information of said
contents data to said contents server; said data processing device when unable to acquire contents data
from said recording medium acquiring data derived from said use condition information from said

contents server to reproduce and/or control said backup data stored in said recording medium or said
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reproduction and/or controlling, storing backup data of the distributed contents data in said, recording
medium or another recording medium and t{ransmitting the use condition information of said contents
data to said contents server; acquiring data derived from said use condition information from said
contents server to reproduce and/or control said backup data stored in said recording medium or said
other recording medium when contents data cease to be available from said recording medium.
In accordance with a tenth aspect of the present invention, there is provided an information
processing method for reproducing and/or controlling contents data distributed from a contents server
over ‘a network, wherein the contents data distributed from said contents server are stored in a
recording medium for reproduction and/or control; and the use condition information of said contents
- data is transmitted to said contents server; and wherein when contents data ceases to be available from
said recording medium, the contents that cease to be available are re-distributed from said contents
server, data derived from said use condition information are acquired from said contents server, and
the re-distributed contents data are reproduced and/or controlled depending on data derived from said
use condition information.
In accordance with an eleventh aspect of the present invention, there is provided a contents
distributing method for distributing contents data over a network to an information processing
apparatus for reproduction and/or control, comprising: distributing contents data to said information

~ processing apparatus; receiving the use condition information of the distributed contents data from




control programfor acquiring contents data distributed over a network from
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request, and transmitting data derived from said use condition information to said information
- processing apparatus to cause said information processing apparatus to perform reproduction and/or

control of said re-distributed contents data responsive to data derived from said use condition

information.

Brief Description of the Drawings

Fig.1 shows a system structure of a music contents distributing system embodying the present
invention.

. Fig.2 explains the configuration of a personal computer used in the content data
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- Fig.10 illustrates a file constituting fhe unified using condition information. '
-employed in a comprehensive management unit.
Fig.11 illustrates the structure of an automaton file of the unified using
~ condition information.
Fig.lZShows an example of an automaton indicating the operation transition of
. music contents stated in the automaton stating portion of the automaton file.
Fig.13 represents the automaton in a tuple string.
Fig.14 illustrates the structure of the automaton stating portion.

Fig.15 shows an event and a command defined in 2 DTD. determined based on
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Fig.24 illustrates the structure in case the pararﬁeter file has been: changed.

Fig.25 illustratesthe structure of a parameter statement portion of the parameter
file. |

Fig.26 illustrates a method for supervising the contents by the comprehensive
management unit.

Fig.27 illijstrat_es the processing sequence in case the comprehensive

| ~management unit is instailed from a CD-ROM.
Fig.28 illustrates the processing sequence ifl case the comprehensive
- management unit is installed on being downloaded from the network.
Fig.29 illustrates an updating sequence from a ripping key to an EMD key.

Fig.30 illustrates a first example of the EMD key updating sequence.




request, and transmtting data derived fromsaid use condition information
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formats fromone distributor to another in the nmusic contents distributing

system  Fi gReférringdo tied drawings, b ehaic 6ontRisWRARbALIHPEY e, Eﬁ%ﬁgﬁf {gE ot ocol
| ayer and an application layer. Fig.9 illustrates the format of %he

rout i NglakeHs 1 | r | Qp Sl g 10 g rates a.file
consti ?ut iepgﬁﬁlﬁgﬁgﬁﬁeﬁgﬁghfsﬂ?ggh éc@%%i@%n%ﬁ?%@ﬁ%ﬁ (%nthee!#%# é’&v?rﬁmzi"
| conpr eﬂe&%'lz\(igeg?ﬁ] qaaie %isunqlugit: contents distribution system is such a system which
downloads the music contents from a servér to a personal computer or to-a portable

device over a network and which supervises the so-downloaded music contents and

music contents read out from a CD.

(1) Overall Structure of Music Contents Distributing System
Fig.1 shows a system configuration of a music contents distributi;lg system 1.
embodying the present invention.
| The music contents distributing systém 1, embodying the present invention,
includes a personal computer 1, a network 2; such as local area network, a registration
~server.3, a plurality of EMD (electrical music distribution) servers 4 (4-1;4-2and4-3)
. distributing music contents, referred to below as contents, and WWW servers 5 (5-1
and 5-2). The personal computer 1 has stored therein a storage medium, such as a
memory card, over USB cables 7 (7-1, 7-2 and 7-3), and is connected to portable
devices 6 (6-1, 6-2, 6-3) as a portable music reproducing equipment for reproducing.
the contents.r

The personal computer 1 is connected over a network 2 to the EMD registration




Fig.11 illustrates the structure of an automaton file of the unified using
condition information. Fig.12 shows an exanple of an autonmaton

i'ndi cati ngthe operation transition of nusic contents st#téddyrRf03 he

aut omaton stating portion of the automaton file. Fig.13 represents the
~automaton in a tuple string. Fig. 14 illustrates the structure of the _
aut omaton stating portion. Fig. 15 dflows an event and a command defined in
a DTD determ ned based on 11 July 2005 8 the specification of an XM.

Fi 9. 16e198p85 BMD savest &1(4+nt-2earihhi D aifd tohtheaW Wikt (SMod d aWiidey VBeb X i on.
Fig.17 is a state transition view of the first statenment exanple. Fig.18

shows fq 3 | 1S ment exanple of the automaton stating portion. Fig.19
is a srat g??gnlsa}ﬁgr@i/i ew of the second statenment exanple. Fig.20 shows a

third stat nt exanple of the automaton statin rti | .24 1,5 a
state trand DEiRSASUARFOBIPUH {‘TﬁeF%PSsqo;{'?"é‘HﬁﬁP“B{g?ﬁ%ﬁel_% %&Br@%ﬁ%&g 4 fourth

statenment exanple of the automaton stating portion. Fig.23 shows.the
st r ucpra-setafonzpreasiamsysiems anderary ptsdhe apmpeessed rorfeatsiarecadancawWihhinat i on.

Fig.24 illustrates the structure in case the parameter file has been _
changgdsre-&it Serddryplibhi Syl Sof Nforalbe UCIAY theotompessiome tsystest,aAZIRAC por ti on
of the paraneter” file” Fig.26 illustrates a nethod for supervising the

- cont ept § e tPnFOIR HRBEAR! Y5dingF B @RIR ark'of MP3 (MPEG audio layer-3)
| may be used. As the encryption system, description (data encryption standard), for
example, is used.
In receiving the distributed contents, the personal computer 1 also receives
(distributed using condition information, indicating the ﬁsing conditions for the
contents, to record the distributed data. When recording_ the contents read out from
e.g., a CD, the personal computer 1. generates the using condition information
'depénding on the contents reproducing conditions to record the generated using |
condition information.
Also, the personal computer 1 records and stores the contents, recorded .
encrypted, in the portable devices 6 (6-1, 6-2 and 6-3), over th USB cables 7 (7-1,7-2.
. and 7-3), along with the relevant information, such as the using condition information,
l- tittes of musical numbers or the names of the perfqrmcrs, while updating the using
condition information responsive to the recording and storage. This processing is
éallgd checkout. In this checking-out operation, the number of times of possible

checking-out operations for the contents, recorded by the personal computer 1, is




Firg.27 illustrates the processing sequence in case the conprehensive
managenent unit is installed froma CD-ROM Fig.28 illustrates the

~ pfocessi ng- sequence in case the conprehensive managenment? #y£09% jnstalled
on being downl oaded fromthe network. Fig.29 illustrates an updating
sequence froma ripping key to an EMD key. Fig.30 illustrates a first
exanpl e of the EMD key updating sequdince. 11 July 2005 9 Fig.31
illustrates a second exanple of the EVMD key updating sequence. Best node

for Cardeytdifiemetl B e ﬂn”bh@ﬁlishﬁ’g' cbrliRion MoinPatidie dFf 3Hé MAhbe? dTUGines @Fnt ent s
di stributing systém enbodying the present invention, representing the

best ool SNERIE A TehFERTEIR cPGRbABE confuB b BEchdua! L

the nusic contents froma server to a personal conputer or to a portable
devi ceO®er a network and whi ch supervi ses the so-downl oaded mnusi c contents
and nusic contents read out froma CD. (1) Overall Structure of Misic

Cont ent s Di dordmwer,nbhe pesdonnal Eomgpiites Hoarases thy stontents sfirgd imthcoporddble. nusi ¢
contents distributing system1 enbodying the present invention. The nusic

cont e”H%VfEC?.tS r$byt6 2@11&553 {Hréu%l‘?ﬂf}?:ngBQﬂbféﬂ‘? fsﬁQ,tanHrW agthﬂﬁlpdaﬂeﬁd udes

a personal ut’er 1, etwor such as | otal” area net

159, e RN o b A RS P
bel ow as c ntents, .and VWWV servers. and_ 5- 2% The personal corrputer
1 has & 6alif cheskeim In thischeek- nbapm@iloguﬂw Bymper of times of the possible .

checking-out operations, recorded by the personal computer 1, is incremented by 1.
Ii is noted that the contents may also be made unusable instead of being erased.
~ It is noted that the personal computer 1 is unable to check-in the contents some
- other pefsoxial computer has checkéd out to the portable device 6. That is, the personal
computer 1 is only able to check-in the contents checked out by no other than the
~ personal computer 1.
When the personal computer 1 has startéd acquiring the contents from the EMD
- servers 4 (4-1, 4-2 and 4-3), the EMD server 3 is responsive to a request from the
o personal computer 1 to transmit an authentication key necessary for reciprocal
authentication between the personal computer 1 and the EMD servefs 4(4-1,4-2 and
4-3) to the personal computer 1, over the network 2, while transmitting the program
~ for connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the personal computer 1.
| The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of fhe -

personal computer 1 to furnish contents to the personal computer 1, over the network




menory card, over USB cables 7 (7-1, 7-2 and 7-3), and is connected to
portable devices 6 (6-1, 6-2, 6-3) as a portable nusic reproducing

- gqui prent for reproducing the contents. The personal cohbddeR005 s
connected over a network 2 to the EMD registration 11 July 2005 10 server
3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WAW (Wrld Wde Wb)
servers 5 (5-1 and 5-2). The personal2conputer 1 receives contents
conpressed. in accordance with a pre-set conpression system and encrypts

the conlEss it RS coidifio ahfiRnkRioN 40l dAa PElevast todhe kyptenty) saylst em f or
storagé. As the conpressi on system ATRAC (adaptive transform acoustic

codin er-3) nmay be used. As the
encry tgﬁﬁégg%ﬁ{a@%ﬁé |np | ong\?ﬁfﬁe?égﬁdg%ﬁu on standar d) for exanple, is
used. 1n receivin diistri cont ent e pers C ute al so
recei ves .HF%P?’F glsﬁé‘?‘ﬁ@‘jg’ﬂ ietfie&‘f"thpgl?Wis ers ﬁc(ac‘,]at‘f $S| ng
conditions for the cont ents, to record the distributed data. V\hen

r ecor diavg Wdem ccompmstssd_rimadcmrdam&er with e pyesseh eGiyyptiom pesteonwhichanpyt er 1
generates the using condition informati on depending on the contents

repr ogjjffep Gy r&ﬂietge%f tboaxfoﬁfé}r cbﬁ liFe 6818 HAhAJtHES S HenBANEHERADDY the -
i nformati on. he personal nputer 1 records and stores the contents,

. L%E‘)E}Sl?%%?%vei@%?f% 4°2 45408 @%%ﬁ%ﬁ%r?méﬁ peatpitn B L,

as the using condition information, ruél es of nusi cal hmbers or the nanes
of théebén"ﬁrdpﬁ@ﬂsﬁysm wénelbm ajge difer gpmgone server to anot

The WWW servers 5 (5-1, 5-2) are each responsive to the request from the
personal computer 1 to furnish to the personal computer 1 data correspondingto a CD
which has read the contents, such as album name of the CD or the CD selling

-‘-:;.company) ariddata corresponding to the contents read ouf from the CD, such as the
| - name-of the musical-number-or the-composer’s-name;-to-the-personal computer L.————
o The portable devices 6 (6-1,6-2 and 6—3) reproduce the contents furnished from
- the personal computer 1, that is the content as checked out, to output the reproduced
contents to e.g., a headphone, not shown.

Each of the poﬂable devices 6 (6-1, 6-2 and 6-3) has a recording medium for-

~ storage of the contents. As the recording medium, a unremovable IC memory, loaded
on an internal substrate of an apparatus, or a removable memory card, is uséd. The

' _p'ortable devices 6 (6-1, 6-2 and 6-3) are connected to the personal computer 1 over
physical interfaces 7 (7-1, 7-2 and 7-3), such as USB, for transferring the contents.

The contents, to which is also appended the using condition information, are




condition information responsive to the recording and storage. This
processing is called checkout. In this checking-out operation, the nunber

- of times of possible checking-out operations for the cotht&i300% ecorded by
t he personal conputer 1, is Il July 2005 11 decrenented by 1 in the using
condition information. If the nunber of tinmes of possible checking-out
operations is 0, the correspondi ng copents cannot be checked out.

Mor eover, the personal conputer 1 erases the contents stored in the

port abl | 6..{ 8- s =N rough the USB cables 7.(7-1, 7-2
and 7-§ﬁn5£%g¥%§g§}eees ﬁ?gd%é’.ar?g’&g’org%ﬁ%pifé’h%r nformation in association with
t he erasure. . This erasure operaji I.s called check-in. In this check-in
operation, tH¥ R F lcteF%ﬁf\r@‘tfggﬁéd@oﬁ)ﬂ@l‘b‘“aHMé’@mlﬁbﬁbmS‘J&b@rﬁiﬂ%ns,
recorded by the personal conputer 1, is increnented by 1. It is noted that

t he corbainthe respeetivo dbeican aranlisminneciedsfremdthef pdyeomad corgaret. 1.1 tIf ias not ed
that the personal conputer 1 is unable to check-in the contents sone other

- Per songbplgrin and 36 issher h Mie'ustPid s afd, 3 Endikiciedentiafe teag the

personal® Conputer 1 is only able to check-in the. tents c out by
Ctart oq s A opRERE IR ST Ronhee Rt Yo IR SRS Ry 275
Lot rarts o2 BrdreanaEneomok by ik S remioaneeprbuen oralensHRECt | on
bet ween the personal conputer 1 and the EMD servers 4 (4-1, 4-2 and 4-3)
. to t hecppd8meinfonnutivreappendededo thdieespetting ko@entshbt as heassary] déletinghe
program for connection to the EVD servers 4 (4-1, 4-2 and 4-3) to the
per songhe 6ORRHISSbr dpdating the using condition information.
In the following, if it is unnecessary to distinguish the portable devices 6 (6-1,
| | 6-2 and 6-3) from one another, they are simply referred to as portable devices 6.
- FIG. 2 is.an. explanatory illuStration of the confi_gﬁration of .the personal
computer 1.
| As shown, the personal computer 1 cbmprises a CPU (central processing unit)
11. The CPU 11 actually executes a variety of applications (will further be described
~ later) and OS (operating system). A ROM (read-only memory) 12 is also provided in
the personal computer 1, and generally stores basically fixed data of programs and
computational parameters used in the CPU 11. Also, a RAM -(random-access
memory) 13 is included in the personal computer 1 to store programs used for
éxecution. of the applications and OS by the CPU 11 and parameters which are

appropriately variable in the execution of the applications and OS. The CPU 11, ROM

12 and RAM 13 are mutually connected to each other by a host bus 14 composed of




The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of
the personal conputer 1 to furnish contents to the personal conputer 1,
“over ‘the network 11 July 2005 12 2, along with the usindl Mﬁap‘{’g}on |
information and data relevant to the contents, such as the titles of the
musi ¢ nunbers or the perforners. The contents distributed by the respective
EMD servers 4 (4-1, 4-2 and 4-3) hdve been conpressed in accordance with a
‘pre-set encryption systemwhich may differ fromone server to another. On
the ophepyhpinl etd.he contents furnished by the EMD servers 4 (4-1, 4-2 and
4-3) are distributed encrypted in accordance with a pre- set encryption

syst em whi 04 Ai: f 0 ) . vers 5
(515" 2) The R LE I sl N RE ECTHEL phe 18 A P e ot er 1
to furnish to the per so?,al réon}i%er 1 daag corresponding to a CD which has
read CRERAWNEHRISICONEH/BLCTEAS) BY P0Rd8% 19he CD or the CD selling conpany)
and data corresponding to the contents read out fromthe CD, such as the

name of theAkegbeat Idlistperaed bpdhe aspotocnpst vaneys camutaadpéo tenaPUconput er
1. The portable devices 6 (6-1,6-2 and 6-3) reproduce the contents

furni ghed fffnme 1Ehﬁhiaﬁri§9£a4 lgﬁﬂﬁm&‘eﬁo oirft AAl skRect H?oﬁﬁrﬂxﬁmte eeehet ked

out, to output the reproduce contentS to e.g., a headphone, not shown.
For | bRt nc o RioflneDana ks PR el diplrTSr SICRRAIRIETS, <7
T
connected to the personal conputer 1 over physical interfaces 7 (7-1, 7-2
and 7-a8) HDIDhasb disSBdrivey 21 daive$ er hamigdisbdo cmriteeat sead a program to be
executed by the CPU 11 and information to or from the hard disc.
The drive 22 reads data or program recorded in any of a magnetic disc 41,
optical disc42 (including CD), magneto-optical disc 43 and semiconductor memory
44, whichever is connected to the drive 22, and supplies the read data or program to
the RAM 13 connected thereto by an interfacé 17, external bus 16, bridge 15 and host R
. bus 14.
The USB port 23 (23-1, 23-2, 23-3) has the portable device 6 (6-1, 6-2, 6-3)
connected thereto by the USB cable 7 (7-1, 7-2, 7-3), and outputs data (including a
* content or a command to the portable device 6, for example) supplied from the HDD
I_ 21, CPU 11 or RAM 13 to the portable device 6 (6-1, 6-2, 6-3) via the interface 17,
external bus 16, bridge 15 or host bus 14.

~  An audio input/output interface 24 having an IEC (International

Electrotechnical Commission) 60958 terminal 24 interfaces a digital audio




The contents, to which is al so appended the using condition information,
are 11 July2005 13 transferred in the encrypted and conpressed form The
portabl e devices 6 (6-1, 6-2 and 6-3) are usually enplonEH Jilp28Qh a state
that the respective devices 6 are disconnected fromthe personal conputer
1. If a replay command is issued fromthe user in this state, the
encrypted contents are read out frodbthe recordi ng medi um and reproduced.
Moreover, the portable devices 6 (6- 1, 6-2 and 6-3) nanage control for

limti ﬁthﬁjt epocdtiaial onaudiodsputisutpiie Aisjeatier £9piovidesaphédetéraiined

appended to t e respectlve contents, or as necessary, deletlng t he

conten I 4t ) ng, if
Ui s bonnREotEs “%%?FHSEWP%%@&%&@%@%& Jefl o iy 09 )
from one not her e sinply referred to as portable devices 6. FIG
2 is . Y /‘B& ?Eﬁéﬁr%ﬁl ustration of the configuration of. the personal
conput er 1 As shown, the personal conputer 1 conprises a CPU (central

~ processing ﬂ"mieta)ccessl)nﬂs'ﬁhldudiﬁlg thé keyboaridl 48, dhemmmss 19, tise displaya20, the
applications (will further be described later) and OS (operating systen).

A ROM HIBBA2 Dnhyiveeamtle U@B'@or@'?ﬁarﬂi ovd degio ﬂlgutt/%@t AT BfRdceCRMR er 1,
and generally. stores basically fixed data of prograns and conputati onal

PR arebShiedtBEth 1 SRR T Mnichli furds AN o eperpeny fRBiMhatS | S

i ncl ude ersona € prograns used Foro exacuti on
of the, a n he CPU 11 and paraneters which are
appropPPgﬁéi 6"@ ilganaqmﬁ 'P‘Fﬁalé?xecution of the applications and OS. The CPU

11, ROM 12 and RAM 13 are nutually connected to each other by a host bus
14 conposedAsfommunications block 25 connected to the network 2, and transmit, as stored
in packets in a predetermined manner, data (e.g., request for registration or request for
sending a content) supplied from the CPU 11 or HDD 21 via the network 2 while
- outputting data (e.g., authenticate key or content) stored in received packe.ts to the
- CPU 11, RAM 13 or HDD 21 via the network 2.
The CPU 32 of an adaptor 26‘formerd integrally as a semiconductor IC, and |
connected to the personal computer 1 is connected to the CPU 11 by the external bus
| 16, bridge 15 and host bus 14 and thus cooperates with the CPU 11 to effect various
processes. The RAM 33 stores data and programs necessary for execution of the
various processes by the CPU 32. The nonvolatile memory 34 stores data which have
to be held still after the personal computer 1 is turned off. The ROM 36 stores a
" program for decryption of an encrypted program transferred from the personal

computer 1. The RTC (Real Time Clock) 35 keeps time to provide time information.

The semiconductor IC is designed to have a secured environment and has tolerance




11 July 2005 14 a CPU bus, etc. The host bus 14 is connected to an
external bus 16 such as PCl (peripheral conponent interconnect/interface)
" by a bridge 15. A keyboard 18 is operated by the user to”ﬂ‘ﬂﬁ?o%ri ous
commands to the CPU 11. A-nouse 19 which is used by the user to point and
select a point on the screen of a display unit 20. The display unit 20 is
a liquid crystal display or CRT (catlﬁode-ray tube) to display a variety of
information in the formof a text and/or imge. Further, _an HDD (hard disc
dri ve)owdrdfrindedent abeestesfrom owtsidei Thisdnnetdenimaybestiughired imesoltkakut ed by
the CPU 11 and information to or fromthe hard disc. The drive 22 reads
dat a gf @raﬂgram recorded in any of a nmagnetic disc 41, optical disc 42
(incl d(l) g CD), mmgneto-optical disc 43 and sem conductor nenory 44,

whi chever s connected..to e IV Yol de t r
program t oﬁFﬁQ“ﬁMPIfgnB%hg)&kg; %’ﬁe@?&% %lt\é (?Jrﬂngr% ace t%%@elg? %?)Hgl bus
16, bridge 15 and host _ bus 14. The USB port 23 (23-1, 23-2, 23-3) has the
* por t atiteexiemal bus 16gbnidge 15 angl st busdfect ed thereto by the USB cable 7
(7-1, 7-2, .7-3), and outputs data (including a content or a conmand to

t he port abiRefereitigafvbto FIG. 3 anpirejbls dppice 6ds sclmmatiealybiiustzated@pthel1 or
RAM 13 to the portable device 6 (6-1, 6-2, 6-3) via the interface 17,.

24 hatm) Chn fack B8R, 2, Ohal B oot ot echni cal Corm ssi o) 60958
term nal 21}& ;i)g\gvg{ (f:i?c(::uelf 53 cgiilgeiﬁsazll v&?ﬁjgieosuﬁﬁli%& orf god':_l'y cell 51 to an internal
power of a predetermined voltage. Supplying the power to components from a CPU
53 to display unit 67, the power circuit 52 will thus drive the entire portable device 6.
When connected to the personal computer 1 by a USB connector 56 and USB
«cable 7, the USB controller 57 will supply data including a content transferred from
" the personal computer 1 to the CPU 53 via an internal bus 58
A data to be transferred from the pcrsdnal computer 1 is composed of data of A
64 bytes per packet, and transferred from the personal computer 1 at a transfer rate of
12 Mbits/sec.
A data to be transferred to the portable device 6 is composed of a header apd
content. The header stores a content ID, file hame, header size, content key, file size,
| codec ID, file information, etc. and also using condition information, etc., necessary
for the playback limitation. The content is coded by the encoding method such as
ATRACS3 and encrypted. | |
The header size indicates a data length of a header (e.g., 33 bytes), and the file




15 i nput/out put or an anal og audi o i nput/output. A speaker 45 provides a
predeterm ned sound corresponding to each content based on an audi o signal
~ supplied fromthe audio input/output interface 24. The. hd¥¥38%ti es

i ncluding the keyboard 18, the nobuse 19, the display 20, the HDD 21, drive
22, the USB port 23 and the audio input/output interface 24 are connected
to the interface 17 which in turn is ¥onnected to th CPU 11 by the external
bus- 16, bridge 15 and host bus 14. A communications bl ock 25 connected to

t he netyipe kndicatedd datalRagit of R intde.gl,BREBKEBS biytes). pr edet er mi. ned
‘manner, data (e.g., request for registration or request for sending a

content) su | . 43R ' cOenP: |

out putting (gg{lgg%égé%fég?hgﬁ%déf grﬂzey Of%i')g\é%fﬁg%?? stopféjéh?ﬁa}rﬁe}gietfe\?ed
packets_to the CPU 11, RAM 13 or H 1 via the petwark 2. The CRU 32 of
an adapt8 P§ Resiansd CompUts 4 twﬁ%@ogﬂ?@érﬁe@%@  foipgat e&ﬁwpt%‘gﬁ?%ét% to
the personal conputer 1 is connected to the CPU 11 by the external bus 16,
bri dge d$essiva Key{pravisional) gemeratedsvis e opiualtagthanticationdetsresnithe persenakct

vari ous processes. The RAM 33 stores data and prograns necessary for

executi@ﬁngﬁte}neﬁnd\@ﬁm@dw@g@ses by the CPU 32. The nonvol atile nenory
34 stores data which have to be held still after the personal conputer 1

brogr am t r andehie BB, dUALES 5 coihedicaTh (BE USBIM 29 pho BikeGRAL VP! o
formation,

O ock) 35 k ti ide time i Th | tor 1C i
oSt oh&MRBURR DT A0SR Gablsrihenembil DL AR AP SR DG W0 16

the portable device 6 and personal computer 1. This mutual authentication is of a

challenge-response type for example. Note that a DSP (digital signal processor) 59 is
also provided in the portable device 6 to decrypt an encrypted content when the
challenge-response type authentication is done.

The above-mentioned challenge-response type mutual authentication is such
thzit inresponse to a certain value (challengé)l generated by the personal computer, for
example, there is generated a value (response) by the poitable device 6 by using a
private key common to both the portable device 6 and personal computer 1. In the

. challenge-response type mutual authentication, the value generated by the persqnal
computer 1 varies at every authentication. So, even when for example a value
generated using the private' key and outputted from the portable device 6 is read, that
is, a so-called disguised attack takes place, the personal computer 1 can detect a -
fraudulence since a next mutual authentication is done using a different value.

The content ID is an ID for a content to identify the content.




toward fraudul ent accesses from outside. This function maybe structured in
a software program The comuni cations bl ock 25 and .adaptor 26 are
connected to the CPU 11 by the external bus 16, bridge E‘BJldhao%st bus 14.
Referring nowto FIG 3, the portable device 6 is schematically illustrated
.in the formof a block diagram A power circuit 52 converts a voltage
supplied froma dry cell 51 to an iABernal power of a predeternined

vol tage. Supplying the power to conponents froma CPU 53 to display unit
67, the poWhe colleclDiis HRIMicbiresporaling ioven eheoding methpd ferbientdal/ilbar 6. When
connected to the personal conputer 1 by a USB connector 56 and USB cable

7,0t hex 1&%%@&& §D of 4l l:oﬁéb‘f)%'n ¥is 48t ATRECSdivAdle8a COaEETD oFamst erred

from pérsona conputer 1 to'the CPU 53 via an internal bus 58. A data

to betrans re [r.son ter I S ata of 64
byt es “YEFS H? é?%ﬁzﬂ){égﬁﬁ Y1gg£¥f1 8%@&%‘8%5%8@@%% at a
transfer rate of 12 Moits/sec. A data to be transferred, to the portable
device 6 i $hedilposng isf @thmﬁﬁd&mﬂ copmewsien ofrpsopteaydile wdl Bythercont ent -
ID, file nane, header size, content key, file size, codec ID file

| nf or padesdribetd later poskresdpomdirsg 100 catdht ambhrecofdedniatthe persainal compotssary
- for the playback Itmtation. The content is coded by the encodi ng net hod

| h th of
. Suc ?%? eﬁg&‘tﬁg rg%%rNi’ﬁ 1sTJ}@ F&@%’éﬁ% B&ohﬂﬂtzsﬁqﬁ@:&aq@%gcb@ag of a

heade t he e 11 Ju y 2005 17 size icates a

dat a JI‘E e u? ormh 01(::1 9% qata r{esuﬁed front S3RetiBn D b 5Rdsic piece title (content

name), name of the artist playing the music piece, name of the songwriter of the music
‘piece or name of the composer of the music piece to an ASCII code.

When the portable device 6 receives a content and a content. write command
from the personal computer 1, the CPU 53 which executes a main program read from
a RAM 54 or ROM 55, will receive the write command, control a flash memory
contfoller 60 and write to a flash memory 61 the content received from the personal
computer 1.

~ The flash memory 61 has a storage capacity of about 64 Mbyte.s to store the
content. Also, the flash memory has stored therein in advance a playback code for .
expansion of a content having been compressed in a predetermined manner.

Note that the flash memory 61 may be formed as-a memory card which is

* connectable to, and removable from, the portable device 6.
When the CPU 53 is supplied with a playback command corresponding to a

| push-down operation of a play/stop button (not shown) via an operation key controller




The content key is a key for decryption of an encrypted content, and
transmtted fromthe personal conputer 1 to the portable device 6 in a
“format encrypted based on a session key (provisional) gEhd#ueee via a

mut ual aut henticati on between the personal conputer 1 and portabl e device
6. Wien the portable device 6 is connected to the USB port 23 of the
personal conputer 1 by the USB cabl 497, there will be nmade a nutual
authenticati on between the portable device 6 and personal conputer 1. This

nut ual 62yitheill inakt it flash ederBore bedtrANGH0 RAEAARE ?lémkf&ﬁe%ﬂmn%nt Not e
that a DSP (digital signal processor) 59 is alsoO provided in the portable

devi ce H%}!’ |l e - r,esponse type
aut hentf ﬁ)c]g? lﬁgﬁﬁf%m&ne. qﬁﬁﬁeﬂcgtrggseﬁé%ﬁ? %%g%e@§g{$eﬂg®%ré%%ﬁg geYlf}Bg‘ mut ual -
aut henti cati i& sqch t hat, iH resPons,e go Egrtai n val ue (chall enge)
gener at ed by HHIGeFEH, SITOE JAhe &onten in t QaFSrB (cyiohier kedundemsyerbeakd a

val ue (response) by the portable device 6 by using a private key common to.
bot h t Weethod acasirdingde fhrepleyback quelesramaferrednfpoinathe fiash mént@y 61, the DSP

chal | enge-response type nutual authentication, the value generated by the

- per songb witigapbesk the\®@hidf aall twgrﬁgeaunfabﬁ Ah dieﬂgd%@im ﬁ\f@faéeﬁbr%rbi or

exanpl e a value generated using private key and outputte omthe

o portabm[aﬁ-ﬁg %ft% aﬁdig?tgyﬁﬁﬁjlngté%?ﬁrersiién C]?‘é"i Sggl | ed di squi sed attack takes

v
pl ace, e persona nmput er can deé f raudul ence since a next
- mutual aut hﬁ'ﬁt :ﬁgﬁ,g? N E done .using. a different value. The content IDis an

ID for a conl@n?>t o1 dehermed dptegrally wnth a itransmigsionsciraigt (Ret shelwn) 1D is
an |1 D corresponding to an encoding nethod for a content. For exanple, a
codec povided msi epopabtisdedcABRAGR whadkea aontedebadedd @xf a ni¥ster clock

MCLK from an external crystal oscillator 59A, and supplies the digital/analog
conversion circuit 63 with the master clock MCLK, a bit clock BCLK generated by an
internal oscillation circuit based on the master. clock MCLK and. having a
predetermined frequency, and an operating clock LRCLK composed of an L-channel
clock LCLK and R-channel clock RCLK in the units of frames.
For playing back a content, the DSP 59 will supply the above-mentioned
operating clock to the digital/analog conversion circuit 63 according to the playback
-~ code. When playing back no content, the DSP 59 will stop supplying the operating.
: clopk according to the playback code to turn off the digital/analog conversion circuit
63, thereby reducing the power consumption of the entire portable device 6. -
Similarly, the CPU 53 and USB controller 57 have external crystal oscillators

53A and 57A connected thereto, respectively, and effect predetermined operations on

the basis of master clocks MCLK supplied from the oscillators 53A and 57A,




corresponds to MP3 (MPEG (Moving Picture Experts G oup) Audio Layer-3). The
file name is a data resulted fromconversion of a content file (wll
““further be described later) corresponding to a content Hnduly 8e¥rded in the
personal conputer 1 to an ASCII (American National Standard Code for

I nformation Interchange) code. The file information is a. data resulted
from conversion of a nusic piece titdle (content nane), name of the arti st
pl ayi ng the nusic piece, nane of the songwiter of the nusic piece or nane
of thq-eg}gmﬁggr, of the nusic piece to an ASCI| code. \Wen the portable

devi ce recei'ves a content and a content.wite command from the personal

conput er 1’]?&&%3%%1?(%%%%39916%8}%5 @énds?n@r?ﬁﬁf gfé)g&?zfﬁellé ﬁ@gicfer@ﬁbetﬁ‘ A\M 54 or

ROM 55, wi T Ttecerve Write conmman menory controller
60 and wite to.,a fla nmenory 61 the content .receiv he onal
conputcéeclqgewatlpnmﬁlﬂﬁﬁeﬁypéx atlec 't%%fflhaﬁﬂwaﬁgpi 5@%‘5%@&% g5 ytes
to store the content. Also, their flash nenory has stored therein in

- advanaenéropleayiiiaand thmsecandre desigrenistodmvef a siropler end nierei eumpaeinclEdibr essed
in a predeterm ned manner. Note that the flash nenory 61 may be forned as a

menor \-ogafrdcipby ch is connectable to, and renovable from the portable
~device 6. . Wien the CPU 53 is supplied with a playback conmand

Vi an oper it RiBLoRARE BRI TR P8 Shnler PHY AR o o) o,
oo NGB Ao SHERA BB {hdn BORPIEGCRIon HESbPT alle RRFBGNIOn Af t or
detecting error in the content in the CRC (cyclic redundancy check)
circnit 64 amplifies the audio signal and supplies it to headphone via a headphone jack
65.
Thus, when the play/stop button is pressed, the portable device 6 plays backa
content stored in the flash-memory 61 under the control of the CPU 53. When the
play/stop button is prgssed in the course of playing back a coﬁtent, the portable device
6 -wil] stop playing back the content. |
- When the play/stop button is pressed after stopping the content playback
opefation, the portable device 6 will resume the content playback at the position where
the playback operation has been stopped under the control of the CPU 53. When a
time of a few seconds has passed with no additional ope‘ratidn effected after the
playback operation is stopped by pressing the play/stop button, the portable device 6
will automatically shut off the power supply, thereby reducing the power consumption.

It should be noted here that when the play/stop button is pressed after the power

supply is turned off, the portable device 6 will resume the playback at the first music




met hod .according to the playback code transferred fromthe flash nenory 61,
the DSP 59 will play back the content and the pl ayed-back dat a(&(i ndi cat ed
"with areference DL in FIG 3) to a digital/anal og convEt &ipA0%3 rcuit 63.
The DSP 59 is forned integrally with a transmi ssion circuit (not shown)

~ provided inside the portable device 6 to play back a content based on a
master clock MCLK from an external lystal oscillator 59A, and supplies
the digital/analog conversion circuit 63 with the master clock MCLK, a bit

cl ock Bfieke oenfisit pitcBWN®@N wik e palin®batk Had tqtedi 4t Gk podifcAMIRe the
master. clock MCLK and. having a predeterm ned frequency, and an operating

cl ock L@% ' .- k LCLK and R-channel clock RCLK
in the ‘uni t%ag@%r%;ﬁ%g{asﬁg?%%?%ﬁ}ggﬁ 6%’?@9@ content, the DSP 59 will supply
t he above-nenti oned atfing clock tq the digital/anal og conyersion
circuit 63 &%@Pﬁpﬁ hﬁpagxslal@me\%%gmﬁwgﬁnm@i%gtrguekg%éw@m ent,
the DSP 59 will stop supplying the operating. clock according to the

pl aybackn eodisplay unit 6704 playbecidinyideafel. g atpepted play, sintrodocinguplay, 68;),
t her eby reduci ng the power consunption of the entire portable device 6.

Siml ardqibah&hlﬁomdri]éﬁnﬁﬂﬂ éﬁ@,Bgﬁﬁﬁaaﬁkirﬁén@f’orh@\fﬁecgéh@y NndCoy e hudio

oscillators 53A ahd 57A connected thereto, respectively, and effect

Phe oo pFdnEREET0L A icHece By D D0 RO IleRSAGLITHEY SRR el o1 " O

e e B3t o o i by s5ebis use
controller 57 and thus can be designed to have a sinpler and nore comnpact
ci r cui tthe dry cell 51.

Further, the portable device 6 stores into an EEPROM 68 a number of contents
written in a flash memory 80, locations of blocks of the flash memory 61 in which

~contents are written, respectively, and a so-called FAT (file allocation table) for
.rvarious information stored in the memory.

It should be noted that in this embodiment, a content is taken as one block of

64 kbytes and a location-of the block for the content of each music piece is stored in
- -the FAT.

In case a FAT is stored into the flash memory 61, when the content of a first
music piece Is written into the flash memory 61 under the control of the CPU 53, the
location of a block corresponding to the content of the first music piece will be written

- as'FAT into the flash memory, and then when the content of a second music piece is

written into the flash memory 61, the location of a block corresponding to the content

of the second music piece will be written as FAT into the flash memory 61 (in the.




construction. The digital/anal og conversion circuit 63 converts a

pl ayed-back content to an analog audio signal and supplies it to an
~anplification circuit 64. The anplification circuit 64'@nﬁﬂ¥?@%% the audio
signal and supplies it to headphone via a headphone jack 65. Thus, when
~the play/stop button is pressed, the portable device 6 plays back a

content stored in the flash menory 8% under the control of the CPU 53. WWen
the play/stop button is pressed in the course of playing back a content,

t he peamakirea dethatén whiok the Srst pysiapievy Hasalready beemmveifenvhen t he |
pl ay/stop button is pressed after stopping the content playback operation,

the portablg tﬂli%\/dv&;ﬁ, LPAT s reQG B ddeh 18MBIRS copleay howkitrh ihtetiroBadh on
where the playback operation has been stopped under the control of the CPU

ot 1 cotuanapt i} oot G AT G PRGN Aable S0 EbRIS prCE 20 2o

button, -the portable device 6 w Il automatically shut off the power
suppl he dﬁ@reby reduci ng the power consunption. It should be noted here
that when the play/stop button is pressed after the power supply is turned

of f, t'he pdWhei RATdy waétén mitol theeBaskenteneonyl G, tthe lsante #iea ini thetflasksi c 11
July 2005 21 piece or nusic piece No. 1 without playing back the content

~at the,dAst Wﬂ‘b%@&ﬁtt&ﬁ%widé‘c%&‘&%gbn@iﬁglﬁfdﬂi&'\bﬁ{% i thifEstonteReFGt opped.
Al so, the U 53 of the portable device 6 makes an LCD controller 68

e Pofff e Sy i SRR R R of R AR (o
afr eggg{)g ot%(%irllgesog‘)rtnrel'.aevri(tj‘éJ g% t%c flash memory 61 will be reached, so that the flash
memory 61 will not be rewritable any longer. | |

To avoid the above, the portab]e‘dcvice 6 makes the EEPROM 68 store FAT
so that FAT will be rewritten a reduced number of times in the flash memory 61 at
write of each content.

By storing into the EEPROM 68 a FAT which is rewritten a large number of
times, the portable device 6 can be adapted such that content éan be written into the
flash memory 61 at a frequency tens times larger than that at which FAT is stored into
the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally

- store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to
prevent the EEPROM 68 from early becoming not rewritable.
_ When the poﬂai)]e device 6 is connected to the personal computer 1 by the U-S-B

cable 7 (which will be referred to as “USB connection” hereinafter), it is recognized

based on an interrupt signal supplied from the USB controller 57 to the CPU 53 that




signal), nunmber for mnusic piece, playing tine, operation nodes such as
pl-ay, stop, fast forward and fast rewind, and information such as sound
“volune and voltage level in ‘the dry cell 51. Further, thel¥of@¥ble device
6 stores into an EEPROM 68 a nunber of contents witten in a flash nenory
80, locations of blocks of the. flash menory 61 in which contents are

- witten, respectively, and a so-call e2B FAT (file allocation table) for
various information stored in the nenory. It should be noted that in this

enbodi nhetUSB cmontetidn has bedgemads. one bl ock of 64 kbytes and a | ocation of
the bl ock for the content of each nusic piece is stored in the FAT. In

et oce TIRHREHoHALR, dohfedd ARBABLRNC 63 MO, ERARPlisf bufh { he™
CPU 53, thet I?cation of a tijl.o k corresponding to the content of the first
musi ¢ - g eqial pogwe g, spest e&ﬁcqu*ltiv e 0@ the pemsondlaemputend vimthe when
the content of a second nusic piece is witten into the flash nenory 61,
t he | oddbBaiabls 7.andinadieseqravenpineditiig stap thespower supply frbni the degedd1musi ¢
piece will be witten as FAT into the flash nmenory 61 (in the 11 July 2005
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witten). In this way, a FAT is rewitten each tinme the'content IS Wwitten

into t £ 6 ' [ ta will.be witten again
For r eSS REACk TR TR CRESS VB S @B et Prwebsinedied 2o
menory 61 hhe sane, area jn the flash nmepory will be rewitten twce

cor r espEHBitAG PETOHL Fmppter d igemyexcesdingihe spe@fied casient value so that the

-external power of the specified current value can always be supplied.
Thus, when the USB connection is established, the CPU 53 makes a selection
between the power supplied from the dry cell 51 and the power supplied from the
| personal computer 1. That is, the inexpensive external power from the. personal
‘computer 1 can be used,-and so the costly power supplied from the-dry cell 51 and
which costs high is less consumed. Thus, fhe dry cell 51 can be used 'for a Ionger.
servicelife. |
Note that when supplied with the external pdwer from the personal computer
1 via the USB cable 7, the CPU 53 stops the DSP 59 from playing back a content to
.r'educe the radiation from‘ the DSP 59, so that the radiation of the ehtire system
| mncluding the personal computer 1 can further be reduced. |
The functions of the personal computer 1 implemented by. execﬁtion of
programs installed in the personal computer 1 will be explained in the following.

Referring now to FIG. 4, there is illustrated a diagram of the personai computer




this reason, when content wite has been nmade a small nunber of tines, a
specified nunber of tines for rewite of the flash nenory 61 will be

" teached, so that the flash menory 61 will not be rew i tdbluy 2P | onger. To
avoi d the above, the portable device 6 makes the EEPROM 68 store FAT so
~that FAT will be rewitten a reduced nunber of tinmes in the flash nenory 61
at wite of each content. By storimfinto the EEPROM 68 a FAT which is
rewritten a large nunber of times, the portable device 6 can be adapted
such thaxplainimgnthe fanctienswi the parsonabcomputdr lhsmphenentpd by execation efuency
tens tinmes larger than that at which FAT is stored into the flash nmenory

61. Fu kﬁ@{erm%é@ﬁgﬁngu 53 nmakes the EEPROM 68 additionally store FAT,

the sdne area In EEPROM 68 is rewitten at a reduced frequency to

prevent the, EEPROM A8 from ear | ecom ' . ortabl e
devi ce 6 i'sA‘EgﬁWé'Bt&f PSP CBB%%'E%?“8%‘?%%&%§Fer"‘i%%ﬁ%%@%ﬂéﬁ%@§§rgl (whi ch
wll be referred to as "USB connection" hereinafter it is, recognized
based Whiclrisicompasedtofsa ghunlityfprogtrms dnclodma mpEMIAselotion BeZfa: he CPU
53 that 11 July 2005 23 the USB connection has been made. Wen the

por t abi 3, dhclcén/Chedicoanimangtment fidgeamk3y, icopy managsmenpptagramviiiy; an
external power of a specified current value fromthe personal conputer 1

via t : i ' Sr9idnt werisuppl y
fromt ‘e"’gﬁﬁaﬁﬁ‘ﬁ%‘% p\?@%ﬁﬁ?ﬁgg’ﬁ%ﬁc n?n%lgtlihgﬁi(%dséggt argl ins ?god@q the CPU 53

b evertoRHE-gR e RE bR SHSE AU [ oot . SHBERY 1) om
exceedciorlllgprtegseio;ﬁ;%iaysi%ﬂ p(;gérra?rln&.’if\il,el‘]lsgge %)letcrc])%ge}s?oen program 139, usage rule
management program 140, authentication program 141, decryption program 142, PD
drivcf. 143, purchase programs 144 and 145.
-Of the above programs, the content management program 111 is composed of -
shuffled or encrypted instrubtions, for example, to conceal the instructed o?efations
' .froﬁl outside to make it difficult to interpret the instructions (for example, even if the
user can read directly the content management program 111, he or she cannot identify
the instructions.
The EMD selection program 131 is not included in the content management
. program 111 when the latter is installed in the personal computer 1 but it is recejved
- from the EMD registration server 3 via the network 2 at the time of EMD registration.
The EMD selection program 131 selects a connection with the EMD server 4 (4-1 to

4-3) to enable a purchase application program 115, purchase program 144 or 145 to

have a communication with the EMD server 4 (4-1 to 4-3) (e.g., download of a content




external power of the specified current value can always be supplied. Thus,
when the USB connection is established, the CPU 53 nmakes, a sel ection

" between the power supplied fromthe dry cell 51 and the1ﬂﬂ%% @ﬁbplied from
the personal conputer 1. That is, the inexpensive external power fromthe
personal conputer 1 can be used, and so the costly power supplied fromthe
dry cell 51 and which costs high isdsess consuned. Thus, the dry cell 51
can be used for a longer service |ife. Note that when supplied with the
ext er nafor ﬁgﬁS#;Oﬁlthe personal conputer 1 via the USB cable 7, the CPU
53 stops the DSP 59 from pl ayi ng back a content to reduce the radiation

fromthe DS 0 at the. radiation of the entiye system_ including the
‘per sonal cor%aﬁsf%gr()%la %egﬁnggfgmqr Cff"é’élﬂ&@h‘?c Rat QMSH%I%IW he2ddesonal
_ corrpu%er 1 inplepented by. execution of progranms installed in the personal
conput eidZtNwacordrd dr i abmient Hatat baset bl4,othiencheckRefaheckumt mundgenid® 4,
~there is illustrated a diagram of the personal conputer 11 July 2005 24 1,

expl ai progrann@32 chetkoonst whtdntestprsidsRN@nteamIés €611, td I@—N‘i%rﬁr@doﬂ e
execution of predeterm ned prograns. As shown, the personal conputer 1

o1 ogr ke o SR B Sr EisHap STy Sorstiahle pySBIERT &) choticont
o1 0gr am 13478 BAEPYRE 16he FBRN i Sver s Rapigdiansione, the Cbbgh Buehsik-mot hod
.- conversion program 136, encryption program 137, conpression/expansion
pr ogr aRiiB@nagemert progeam d A% upditesithensggamlt swredisthe usagearule files 162-
1 to 162-N recorded in the content data base 114.
Based on the usage rule files 162-1 to 162-N recorded in the content data base
114, the copy management program 133 copies contents stored in the content files
-161-1 to 161-N to any of the portable device 6, or coi:vies contents from the portable
device 6 to the content data base 114.
Also based on the usage rule files 162-1 to .162-N recorded in the content data
base 114, the move management program 134-moves contents stored in the content
files 161—1 to 161-N to any of the portable device 6, or contents from the inoﬂable
deviee 6 to the content data base 114.
The. encryption method. conversion program 135- converts, to the same.
encryption method as that used with the contents stored in the content files 161-1 to -
161-N recorded in the content data base 114, the encryption method used with a.

content the purchase application program 115 receives from the EMD server 4-1 via

the network 2, a content the purchase program 144 receives from the EMD server 4-2




managenent program 140, authentication program 141, decryption program 142,
PD driver 143, purchase prograns 144 and 145. . O the above prograns, the
~content nmanagenent program 111 is conposed of shuffled brJune %t ed -

i nstructions, for exanple, to conceal the instructed operations from
outside to nmake it difficult to interpret the instructions (for exanple,
even if the wuser can read directly26he content managenent program 111, he
or she cannot identify the instructions. The EMD sel ection program 131 is
not i Red tkesktivdrk3e content managenent program 111 when the latter is
installed in the personal conputer 1 but it is received fromthe EMD
registrati S - V] n ' | I on.
The EMD selqglgt ?é%ﬁé?%lgdr/ﬁa%lﬁtgédse#ﬁgé@oé 'ogﬁ’é@t ?%ﬁ%ﬁ%&ﬁﬁg/ﬁteé SSIéfllief?é\/er 4
(4-1to 4-3) to enable a purchase application program 115, purchase

pr ogr SANPIESIPN Metnqdas thak Ye B e AT EB ORI L GOTERRS %’@ﬁ&éﬁ‘ﬁtq 4-1 to
4-3) (e.g., download of a content 11 July 2005 25 for purchase). Based on
a set flbihgNatcaidedan thbeokidm data basckl4utheasoinpisagion methotliused Wwih-al to
1162-N recorded in a content data base 114, the check-in/check- out

TenagegRfnt tRS PEFCARCl AFpIRANIOK Drogtant 215 986civad ROATHIENMILERier UL] 9Fs 161-1

to 161-N to any of th portabl e"device 6, or checks in contents stored in

done. T ABIRR: » EFallat bR ATERARTESkA 1947REA0 RoBl ubdaE kP RE G0 ore

stored,in the usage rule files 162- 1 to 162-N recorded in the content data
base Y#athempdW@rke- t he usage rule files 162-1 to 162-N recorded in the
content data base

The encryption program 137 is used to encrypt a content (not encrypted) read

from a CD and supplied from a recording program 113 for example to the same
encryption method as that used with contents stored in the content files 161-1to 161-N -
. _recorded in the content data base 114.
o The compression/expansion program 138 encodes a contenf (not compressed)
read-‘from a CD and supplied from the recording program 113 by the same encoding
- method as that used with contents stored in the content files 161-1 to 161-N recorded
inthe content data base 114. Inaddition, the compression/expansion program 138 will
expand (decrypt) a coded content.

The usage rule conversion program 139 converts, to the same format as that of
the usage rule stored in the usage rule files 162-1 to 162-N recorded in the content data:
base 114, a usage rule for a content the purchase application program 115 receives
from the EMD server 4-1 via the network 2, a content the purchase program 144

- receives from the EMD sever 4-2 via the network 2.




114, the copy managenent program 133 copies contents stored in the content
files 161-1 to 161-N to any of the portable device 6, or copies contents
fromthe portable device 6 to the content data base 11411 WEHP%ased on the
usage rule files 162-1 to 162-N recorded in the content data base 114, the
nove managenent program 134 noves contents stored in the content files-
161-1 to 161-N to any of the portabl exevice 6, or contents fromthe
portable device 6 to the content data base 114. The. encryption nethod.

conver si on’ pRefrd FxdARidTOSNV@ i dnt doﬁg,t A18vE MR ck SR Or b LIRBuTRh Qe pRSuidat
used with the contents stored in t content files 161-1 to 16T-N recorded

in the he.engrvptio t hod ed wth a.. content
t he pur@%gég%%%@ﬁﬁ%%&%ﬂ ﬁ%ﬁf%‘@& %@%ﬁﬂ%Pﬁ@WSQ]&épaﬁ vi a
the network 2, a content the Purchase. _program 144 receives fromthe EMD
server o0 hashvalyes (which wilbfugiher be«leperibash later) muesinggthp usags wheswioredd
conversion program 136 converts, to the sane conpression nethod as that

used wiintthehsagontlefiles $62/1atd 162-Nhecodetidnthd costeni Gdtalbase 1146 AN Heecor ded
in the content data base 114, the conpression nethod used with a content

t he purlfsiagﬁ?%,&@@{dre&m A RE'rED ff]dﬂcé 182@%@@% %%P}&?j inYhe REhIERE ﬁé‘ral via

t he netwo a cont ent purchase program ecel ves e EMD

server 4- vi a the, ne rk 2., The encryption progqr 137 is used to
oy v Dt L Bl Bl Hong Gien B SorER" SRy, ol sHenkia of ek b
recording program 113 for exanple to the same encryption method as that
" used witsAge BHE amnagemsntpragiamidOapdeiesthe hasbcvalees meeting ie-usage rules.

The authentication program 141 executes a mutual authentication between the
content management program 111 and purchase application program 111, and a
mutual authentication between the content management program 115 and purchase
_program 144. Also, the authentication program 141 will store an authenticate key used
in the mutual authentication between the EMD server 4-3 and purchase program 145.
| It should be noted that when the contént management program 111 is instal]ed.-
. inthe personal computer 1, the authenticate key the authentication program 141 used -
in the mutual authentication is not yet stored in the authentication program 141 but
when a display/operation-instructive program 112 has successfully registered the .
authenticate key, the key will be supplied from the EMD registration server 3 and
stored in the authentication program 141.
| The decryption program 142 decrypts a content when the personal computer 1
plays back the content stored in the content files 161-1 to 161-N recorded in the

contc_zit data base 114.




.recorded in the content data base 114. The conpressi on/ expansi on program
138 encodes a content (not conpressed) read froma CD and su é)l ied from
“the recording program 113 by the same encoding method a M%sed with
contents stored in the content files 161-1 to 161-N recorded in the
~content data base 114. In addition, the conpression/expansi on program 138
“will expand (decrypt) a coded contel®. The usage rul e conversi on program
139 converts, to the sanme format as that of the usage rule stored in the
usage rul e Wheashétling puda peeticherheifio cop@nt o thegporaivledévidebar cheddng14, a
usage rule for a content the purchase application program 115 receiVves
from t-g

1
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- .usage rul es based on hash values (which wll further be described |ater)

meet i rqedetermigloparhdenstored in the usage rule files 162-1 to 162-N
recorded in the content data base 114. As the wusage rules stored in the

usage rul e Tid %ﬁrch@ge 5%93%321429 i5 9aGthHed along REE PR @BhtelRfanagBARknt 14 are

updat ed al ong th a nt copy, nove, chetk-in orf check-out,” the usage

1ol os BORRSHEN iRpRAC PR RN ER , SO ppled ol e EMB R AT RPC,
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program 115 and purchase program 144. Al so, the authentication program 141
wi || dndhe persomal kemiputat &, theypurskabe program 144 will transmit or receive the '
~ content management program 111 and data via an interface of a predetermined form
the content management program 111 has.
The 'pl‘lrchase program 144 is composed of shuffled or encrypted instructions,
for éxample, to conceal the instructed operations from outside to make it difficult to
. :intefpret the instructions (for example, even if the user can read directly the purchase-
program 144, he cénnot identify the instructions.
The purchase program 144 requests, via the network 2, the EMD server 4-2 to
send a;predetermined content and thus receives the content from the EMD server 4-2. -
Upon reception of the content from the EMD server 4-2, the purchase program 144
-will account for the content.
The purchase program 145 is to be installed along with the content management

‘program 111. . It requesté, via the network 2, the EMD server 4-3.to send a -

~predetermined content and thus receives the content from the EMD server 4-3. Upon




in the nutual authentication between the EVD server 4-3 and purchase
program 145. It should be noted that when the content managenent program

" 111 is installed in the personal conputer 1, the aut hent %Oqg’ey t he

aut henti cati on program 141 used in the nmutual authentication is not yet
‘stored in the authentication program 141 but when a _
- di splay/ operation-instructive programgl12 has successfully registered the .
aut henticate key, the key will be supplied fromthe. EMD registration

- server Bcéption oF theeohfent FRomY @?Nﬂ. I méﬁl- The. deqryption
program 1 decrypts a '(:ontenth enbf%té’b%g?giﬁg%%&% %F&f‘}&fa"bﬁé§swﬁgck t he
“cont ent i content files 161-1 to 161-N recorded in the content
data-bfggbﬁﬁﬁﬂ)rﬁegﬁﬁvn%% 28 Wen checking put a predeterm ne content to

the portabl e device 6 or checking in, a predeterm ned content fromthe

por t abl e "deVeséden ¢ Ailtepingdate éile 183, displalyi data tfile 18 rinmpkdildetRs & Wi th

the content or a conmand meki ng the portable device 6 do a predeterm ned

_oper at i183-KThe aphistoays datar 6 28414 idsplag lehﬁﬂnﬁﬁﬁﬂﬂgig%% ﬁr&%ﬁpf gi%bent

managenent program 111 into the personal” cOnputer 1, e the EMD

" regi st i@RdAIvs 88T _ [ ) . uppl i.ed as corded in a
predeterrﬁ ﬁ%sd Céﬁgﬁe(ﬁ %/hg@[&aﬁ &ﬁéwlhﬁéwp(grﬁ yi%gfspéwteé&ﬂ“dt%%@rchase
progra LW transmit or.receive the content managenent program 111

and d a'tr&e{éél? é}{\%#}?eﬁﬁ(é?‘fstéﬂsér tion tg TEFTHiTRRRAGCHGH! Progragbhl kintrespomsgenent
program 111 has, The purchase program 144 is conposed of shuffled or

encr ypteaniopsraticex ofohie keybeardel@apimouse d 9dnniheaiset.he - i nstruct ed operati ons
fromoutside to make it difficult to -

The filtering data file 181 stores data for weighting contents stored in the

| content files 161-1 to 161-N recorded in the content data base 114, and is recorded in
the HDD 21.

The display data file 182 stores data corresponciing to the contents stored in the
content files 161-1 to 161-N recorded in the content data base 114, and is recorded in
the.HDD-Zl. | |

The image files 183-1 to 183-K store.images corresponding to the content files

| - 161-1 t0-161-N recorded in the content data base 114 or images correspohding to
packages which will further be described later, and are recorded in the HDD 21.

The image files 183-1 to 183-K will be referred to s'imp.l.y as “iﬁage file 183~

hereafter wherever they have not be referred to individually.
| The history data file 184 stores history data including a number -of times the
contents stored in the content files 161-1 to. 161-N recorded in the content data base -

114 have been checked out, a number of times the contents have been checked in, and




interpret the instructions (for exanple, even if the user can read directly
~the purchase program 144, he cannot identify the instru twé%q;he
- purchase program 144 requests, via the network 2, the E 4-2 to
send a predeterm ned content and thus receives the content fromthe ENVD
server 4-2. Upon reception of the content fromthe EMD server 4-2, the
~purchase program 144 will account f¥} the content. The purchase program
145 is to be installed along with the content managenent program 111. It
r equeghs dateseort WhichdhevshéckZout dre chddi-rewerr mdad8. ThedustdriadatpfdeldBénsn ned
content and thus receives the content fromthe EMD server 4-3. Upon 11 July .
12005 R@ofResRitheMMD Athe content fromthe ENMD server 4-3, the purchase
program 145 w1l account for the content. Based on a filtering data file

181, di spl ta file.18 [ e files, 183-1 t 183-K o hi story data
file 1se ot Bk dpeiyfiot e ey opricR Espblrantomn lZ et {hnge
of a predeterm ned wi ndow on the display unit 20, and gives a_check-in or
check-vdathe nefworkandP afdhe pee-stored eentanimansgamenysogeam 111 to thedddbbnse to
an operation of the keyboard 18 or nouse 19 by the user. The filtering data

file I8gisstationsedat 3, While eefihgnda dandetwosk 3 the adthientiche keyantdENIN i | es
161-1 to 161-N recorded in the content data base 114, and is recorded in

cont et on RGef IR R AT SMIP rpdRREh Foner Y Rp R PROARE R 1 "

content data base 114, and if {ecorded in the HDD 21.
. confent manageénient program I11. : .

The recording program 113 is used to display an image of a predetermined
window, and read data such as a recording time of a content from a CD being the
optical disc 42 set in the drive 22 in this embodiment in response to an operation of the
keyboard 18 or mouse 19 by the user. |

-Based on arecording time of a content recorded ina CD, the recOrdjng program

' 113l requests, via the network 2, the WWW server 5-1 or 5-2 to send data.
corresponding to the CD such as album name or artist’s. name or data corresponding
“to a content recorded in the CD such as a music piece title, and thus receives, via the
network 2, the data corresponding to the CD or the content recorded in the CD from
~ the WWW server 5-1 or 5-2.
Also, the recording program 113 supplies the display/operation-instructive
: pfogram 112 with the received data corresponding to the CD or data corresponding to
.the content recorded in the CD. |

Further, when supplied with a recording instruction, the recording program 113




The image files 183-1 to 183-K store images corresponding to the content
files 161-1 to 161-N recorded in the content data base é14 o) _IJmages
~corresponding to packages which will further be describ qu%§Wand are
recorded in the HDD 21. The inmage files 183-1 to 183-K will be referred to
sinply as "inmage file 183" hereafter wherever they have not be referred to -
i ndividual ly. The history data. file §484 stores history data including a
nunber of tines the contents stored in the content files 161-1 to 161-N

recor de@aidd ahf BucRd Jer  of
tinmes the cgnt elrifti)‘s?I h?&ge%g%‘%“gﬁ%&%%ﬂ'?’%méﬁﬁm%@Y‘%E‘%@B@geﬁ%t es on
whi ch t check-out, san, chgcksin (e nade he history data file 184 is

Focor acdhE dpEALIRBE I TR T 2EiT uls Srpodimene

di spl ay/operation-instructive program 112 transmts, via the network, an

| D of the prEheceitent duinbesa 1 hstogesinto apy afithencontent dileshd6 EVDo 161-N _
regi stration server 3, while receiving, via the network 2, the authenticate

~ key anch Ebftens sdupplicdfr@hoticasontddt fifaaapémentEhdgrem 311 aéﬂdoﬂaﬁﬁg\@en:” and
supplying themto the content managenent program 111. The recordi ng

 Tead anrrReeR RS it amngd, AR Sofefeh BBt e
*oper at 163t e eiinks e FDEF2 o e oy Tave basiol 14 masesdgBe et cor i ng
time of a content recorded in a CD, the recording program 113 requests,
“vi a t hdoneemienis storedrin thrwwngent/Bles161-bto BN mte any of sheausagennksilesdi ng t o
the CD such as al bumnane or artist's name or data corresponding .
162-1 to 162-N corresponding to the content files 161-1 to 161-N in which the
contents are stored (records the usage rules into the HDD 21).
. The content data base 114 may record the content files 161-1to 161-N or usage ..
rule files 162-1to 162-N as records. |
Ausage rule for a content stored in the content file 161-1 for example is stored
- inthe-usage rule file 162-1. A usage rule for a content stored in the content file 161-N -
is stored in the usage rule file 162-N.
The content files 161-1 to 161-N will be referred to simply as “content file 161"
- hereinafter wherever they have not be referred to individually. Also, the usage rule
| files 162-1 to 162-N will be referred to simply as “usage rule file 162” hereafter
wherever they have not to be referred to individually.
‘The purchase application program 115 is supplied from the EMD registration

server 3 via the network 2 or as recorded in a predetermined CD-ROM. The purchase

application program 115 requests, via the network 2, the EMD server 4-1 to send a




to a content recorded in the CD such as a nusic piece title, and thus
receives, via the network 2; the data corresponding.to the CD or the
content recorded in. the CD from the WWserver 5-1 or B-My0%  the
recordi ng program 113 supplies the display/operation-instructive program
112 with the received data corresponding to the CD or data corresponding to
the content recorded in the CD. Furt®&r, when supplied wth a recording

i nstruction, the recording program 113 11 July 2005 31 reads and outputs

to th eﬁn‘é@_@ie@ﬁﬁngﬁ BaSICHE WhiRtRES AkeiviAg theeut emtfrdmaele EMID sepidid-1 hnd
optical disc 42 set in'the drive 22 in this enbodinent. The content data

conpl 1 SPH BT e <PenP InanAEehEft Blaralnl £F1 1 Psg: dribufékebliof diaféent
conpressed ipn a Pr edet erm ned__ manner and enﬁ,rzpt ed in aémsedﬁier m ned
mannercontercpasthedeMbbinresid-il s pusehasespplivationprogiamel > WhHE aCqaiE 114

stores usage rules for contents stored in the content files 161-1 to 161-N
i nt o afioy thé cohtentisage rule files 162-1 to 162-N corresponding to the
content files 161-1 to 161-Nin which the contents are stored (records the

- usage - ul esNeRt ghd BSrédpbnddnce bﬁme&i’ﬂitﬁ@ioréé‘iﬁﬁﬁ%ﬁsfﬂl%ﬁdﬂ@fi]é 80ahd thbe
content files 161-1 to 161-N or usage rule files 1621 to 162-N as
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stored in the content file 161-N is stored in the usage rule file 162-N.
The cdmf§h?]01‘f‘fil es 161-1-to 161-Nwill be referred to sinply as "contlent
" -e o Firstly, a content stored in any of the content files 161-1 to 161-N belongs to
a predetermined package. More specifically, the package is any of an original
. - package, my selected package and filtering package. .
Of the above packages, the original packagé has more than one .contenf
‘belonging thereto. This package corresponds to the content classification (namely, so-
calléd album) in the EMD server 4 or to oné CD. A content 'be]ongs to any original.
_package and cannot belong to a plurality of original packages. Also, an original
package to which a content belongs cannot be modified. The user can edit a part of
" information corresponding to an original package (for example, addition of
information or change of added information).
-More than one content freely selected by the user belong to the my selected
package. -‘The user can -arbitrarily edit coﬁtents for assignment to my selected -

packages, respectively. A content can belong to more than one my selected package

at atime. Also, a content may not belong to any my selected package.




her ei nafter wherever they have not be referred to indivi duaIIy Al so, the
usage rule files 162-1 to 162-Nwll be referred to.sinp usage rule
“file 162" hereafter wherever they have not to be referr1éd}luﬂ)b29%d| vidual | y:
. The purchase application program 115 is supplied fromthe EMD
registration server 3 via the network 2 or as recorded in a predeterm ned
- CD-ROM The purchase application proggam 115 requests, via the network 2,
- the EMD server 4-1 to send a 11 July 2005 32 predeternined content, while
thus recei vi (@nkétts SORERAbaSE Bt Aé‘ﬁlt'ém ty gfore hang tcﬁﬁg'ﬁaﬁ B%J%Ito the

content managenent program 111. recep Ion o con from

. the E - Lo L. rcha |ica |0n ro 115 wi account for
e cory TSPk g el BT Re Hifbuiniee dr S e aR e M o gh oy
dat a file“z@and the content files 161-1 to 161-N stored in the content
dat a baQeWMWWgerverpeviadaeonstweak 2arastrerorded in agredeterminedt@ht Riearsed i n
‘any of the content files 161-1 to 161-N belongs to a predeterm ned
packagecaﬂ\bdietlsqaﬁlibﬁh%alhtaystoteldanﬁh@Kﬂ@@mgsdaﬁlﬂl@ifiﬁn original package, my
sel ect ed package and filtering package. . the above packages, the

origi nal paCTﬁQ?HQi‘ﬁJg’H%Eaelsta%fbrgﬂ?e o etk n%?a%%&gr&lﬂl}pfégglt%-{ %Ip ackage

corresponds to t ntent classi |cat|on narrel in the

END ser one A content b s to y origi packa e and
cannot %’2{:‘6@88[1 Ofoa @WSBPH%W I?Bbe r%H’PI%zn%JBW%ﬁé
package to which a content bel ongs cannot be rmdlfled The user can edlt a
part ofCOIIGRPENHIRG @nto@dﬁB%QIE)ﬂWdWﬁgkbde%OB(Jaglanase pepaga Hd vsedexatiel e,
addi tion of -

personal computer 1 to identify contents of the weekly Japan Pops Nos. 1 to 10.

The filtering data file 181 includes a filtering data for selection of contents in
the descending order of th-e lengths of pcriod for which they have been checked out for
~ the past one montil, a filtering .data for selection of contents-in the descending order
‘of the numbers of times they have been checked out for the past half year, ora flltenng
= data for selection of contents in which a character “Al (love)” is included inthe music
piece titles (content name).-
Thus, contents inthe filtering package are selected by comparing a filtering data
witha content display data 221 (including data the user has set), a history data 184 or .
the like. | |
The driver 117 drives.the audio input/output interface 24 under the control of
the content management program 111 or the like to input a content being a digital data
supplied from outside.an'cl_supp]y it to the content management program 111, output

as a digital data a content supplied from the content data base 114 via the content




I nformati on or change of added information). Mdire than one content freely
sel ected by the user belong to the ny sel ected package. The user can
“arbitrarily edit contents for assignnent to ny sel ected 11p&tkHs,

g respectively. A content can belong to nore than one ny sel ected package at

atinme. Also, a content may not belong to any ny sel ected package.
---------------- 11 July 2005 33 CGdntents selected based on a filtering
data stored in a filtering data file 181 belong to the filtering package.

The fi lfhgddgegnetatproiztan UMl ioebutpeinah Reakysigailvesrrespoadiny aecoment Vi a
the network 2 or as recorded in a predeterm ned CD. The user can edit the

filteri | ' ' t | H’%g | [ data is
a ref-ers{e]ﬁgfeiélg1 grrﬁég]ﬁ%g?llhgﬂf%ﬁaya%% g?ilét%garﬂrﬁn%) t%‘é)tﬁpen eoraﬁajrrbé%:azﬂaéggéti on of
a wei ght cor ponding to the content. .Fqr exanple,.filtering, data

cor r espondi’ r‘%&sosotsgﬁ et CBF‘T‘P&F‘e %BR@S@E‘E@PB%%H@?QC 855‘?"@@?1" the used
by the personal conputer 1 to identify contents of the weekly Japan Pops
“Nos. 1 displagfopEragidni-lnstructige peagiafi 1182 agkes the displayanrit 20 elisplay.dat a f or
selection of contents in the descending order of the |lengths of period for

- Which they Igxge Eﬁ?ﬂisgh?éhﬁ‘ﬁ’tm;uHisgwg/oﬁé}ﬁtiﬂﬁﬁhstﬁf&iv@mﬂﬂovﬁa.fbiulttbﬁFQ.O‘JQ- dat a
" for selection of contents in the descending order of the nunbers of tines

o bt ik B HIERRE R Rtling drobPn P L Bhdoq 2P ot ARG EMET! B, O
" packngeelkrBon eregmentbf, aboisa A0t HRIEEneAG KT VHIGh SDEGkeBr EAERY spl ay
data 221 (including data the user has set),. a history data 184 or

out is set, a button 204 for displaying a field in which a my selected package is to be
edited, etc.

When a button 205 is selected, data corresponding to an original package is

. .displayed in a field. 211 of .the window. When a button 206 is selected, data
corresponding to a my selected package is displayed in the field 211. When a button
' 207 is selected, data corresponding to a filtering package is displayed in the field 21 1.
- Data displayed in the field 211 concerns a package. Forexample, itis a package
name or an artist’s name.

As shown in FIG. 5, there are displayed in the field 211 a package name
“FIRST” and artist’s name “A TARO”, a package name “SECOND” and artist’s name
“A TARO”, etc. |

The display/operation-instructive window has also a field 212 in which there is

displayed data cori'esponding to a content belonging 1o a packet selected in the field

211. Data displayed in the field is a music piece title, playing time or a number of




the like. The driver 117 drives. the audio input/output interface 24 under
the control of the content nanagenent program 111 or the like to input a

" content bei ng.a digital data supplied from outside and ub‘b@pq to the

content managenent program 111, output as a digital data a content
supplied fromthe content data base 114 via the content 11 July 2005 34
managenent program 111, or output an 3nal og signal corresponding to a
content supplied fromthe content data base 114 via the content nmanagement

progr angightd the Ebﬁen’éca?h%\’éh@dkeﬁ%'irm e of the display/operation-instructive
w ndow t he di sp ay/ operation-instructive program 112 nmakes the display unit

20 di spl ay. e dis ed int edls ayoeratlonl e w ndow
= but ton 201 F55- 3% & Perkee Conbhond e S nE kaR TE0e » SHEOBR 269 o
starti ng up the EMD selection program 131, a button 203 for displaying a
field iselefednSenthere are displayied i thedicld 212 dhe musktpicsn tile{consenmampt)ayi ng a
field in which a ny selected package is to be edited, etc. Wien a button

205 i s ‘QINAME-NO=S AKCOBAEcpaRshoig mg)tamh@rcbgtmlbeﬂ)@fgiﬁg&oltﬁe padksgd ayed
in a field. 211 of .the w ndow. button 206 |s sel ect ed, data

corres Wf@fggn olfe ?E&A&ﬁg ﬁgm@a@ﬁ@?ND'i g hﬁﬂ{ 1h{%fsttl*ﬂ?c5ﬂt§ﬁtdﬁ§%]bje VWhen

a button eI ec at'a correspondi n ng pac age is

packageieekfd b Eﬁr’ar Exipple ong Bciuh 2gk | TR o SAARR DA hown
in FIG 5, there are disp I ed in the field 211 a package nane "FIRST" and
‘arti st 'age feiwo gherhrt’ s)ea usig piaes tidle SemuRm nama) ‘HITAINQ-HARABA”
and number of times the content can be checked (for example, one eighth note
~ corresponds to one chcckaout).
Thus, one eighth note as a number of times a content can be checked out,
~displayed 111 the field 212, indicates that a corresponding content can be checked out
| .'Qﬁée. |
| A rest as a number of times a co'ntent-can be checked out, displayed in the fieiti
212, indicates that a corresponding content cannot be checked out (the number of
. check-out’s is zero; however, the personal computer 1 can play back that content). A
C clef as a number of times a content can be checked out, displayed in the field 212,
indicates that the number.of check-out’s for a corresponding content is limitless (the
- -content can be checked out any number of times).
-Note that the number of times a content can be checked out may-be indicated
with a corresponding number of piéces ofa predeterfnined figure (for example, it may

be a circle, star, crescent or the like) as shown in FIG. 5 as well as a number.




"A TARO', etc. The display/operation-instructive window has also a field
212 in which there is displayed data corresponding to a content bel onging
"to a packet selected in the field 211. Data displ ayed i W {62991 d s a
music piece title, playing time or a nunmber of 11 July 2005 35 tinmes the
content can be checked out. In FIG 5, a package corresponding to the
package name "SECOND' is selected. 3, there are displayed in the field
212 the nusic piece title (content nanme) "M NAM - NO SAKABA" correspondi ng
to the contAlo thetoiglisglayed inthe disptaygepermdionesptindiivgwindavhe fipdd R88e nane
"SECOND', a nunber of tinmes the content can be checked out (for exanple,

one ei gpwmi@taglngﬁﬁgeropﬂfe ?i'll@%‘rféesb?ﬁ@ﬁl 9 aeisgl*é%anﬁﬁéﬁgab? cofiferitwo

check-out’s sic plece tit content nane) "KI TA- HAKABA" and

nunber  of tines. the content. can he e for. l.e..: 0 i not e

Corr eefsonerspoRTiaRds aRg ot it injeet s P48 degriin FiSTRLS i MRetb dP ™Y e
a content can be checked out, displayed in the field 212, indicates that a
cor r esfielda bytton 208rs ciekedwherrplexing bagk a ssheated pontest (oaipwting aseunds t mes
a content can be checked out, displayed in the field 212, indicates that a

COr r esgsyiped dm%;rkﬁme&ﬂimttobﬂesﬁb@kkﬂds ut (the nunmber of check-out's is
zero; howe\?g?, the personal conputer 1 cgn pl ay back that content). A C

oo %503, "W el DB AIEEMSpkter AR o e s (e

field 212, "indicates ck-outt's for a corr ndi ng

' c.o'nt enlln tlhséﬂ'elltr'rI 2tl|2ei§Ssefetc?eed al(l:t? Qtd%?étir(l:ga gpgr%ti%rﬁei% krr?:(ljdco%hi}g e Hﬂgﬁ r20%fist | mes) .

- selected and data corresponding to an original package is being displayed in the field
211, the display/operation-instructive program 112 will make the content management
program 111 delete the predetermined content stored in the conteﬂt data base 114,
r..correspondill-g to the selected music pieée title.

When a content read from a CD is recorded into the content data base 114 while

" a bﬁtton 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/operation-instructive program 112 will make the display/operation-instructive

- window display a field 213 in whi.ch there is displayed a music-piece title of a content -

‘ (éontent name) stored in the pre-designated portable device 6.
When a content read from a CD is recorded into the content data base 114 while
2 button 255 (which will further be described later) in the window displayed under the -
control of the recording program 113 is being selected (made active), the

display/operation-instructive program 112 will make the content management program




Note that the nunber of tinmes a content can be checked out maybe indicated
~Wwith a correspondi ng nunber of pieces of a predeterm nedwf%@/u%(ﬁ)&(,\;]or
exanple, it nmay be a circle, star, crescent or the |like in FIG
5 as well as a nunmber. 11 July 2005 36 Also there is displayed in the
di spl ay/ operation-instructive window a field 208 in which an inmage or the
li ke corresponding to a sel ected packdge or content (corresponding to any
of the image files 183-1to 183 Kin FIG 4) is displayed. In this field,
a but t ohl Pdgeckout thecemadentrecondded yi itg domtdnt alasebaset dd andntadfrofwtheplDt i ng a
sound corresponding to the content to the speaker 45). \Wen a nusic piece

title ob thepredesighicagbra®i 88kicd gontent name) displayed in the field 212
is selected and a del eting operation is made while the button 205 is

Tn the 11 ol ot ESHRFEREIRG B A B AR abRROR G B ebloMRR "ok
the content managenent program 111 delete the predeterm ned content stored

g¢ ! Lerm,
i n the '8Jhe apusie pieseilseofia gontepbiaoatans mamey a symbel isdicating vhathercthgi ece
title. When a content read froma CDis recorded into the content data base

114 whidoatert dantiieahe2BEd {vdoi b peisonal corhpater He Riasexaipte] d §mbol ov dthe

wi ndow di spl ayed under the control of the recording program 113 is being

-sel ect qfe (drBBst iﬂeﬁpof_theﬁelcﬂ;izmnmféa%%afée&%pgﬁﬁ%bﬁg;rgtg%g@gg@ﬂ wil |l

make the display/operation-instructive w ndow ay'a n whi ch
there i | Splayed_a . nmusic ,piece. titl f a content cont ent .n stored
it e Pl Bt BY RSy Shanat St in fo Mo RermoRa CeaEr Tt RS b | <
recorded into the content data base 114 while a button 255 (which will
furt helbepB chesked puti framdhs personak campatsy b). s fy syabol iadratt the leftmost

position of the field 213 indicates that a content corresponding to a music piece title
of a content cannot be checked in to the personal computer 1 (that is, it has not been
~ checked out from the personal computer 1; for examﬁle, it has been checked out from
‘any other personal computer).
| When the display/operation-instructive program 112 has displayed the field 213;
: inthe display/operation-instructive window, the display/operation-instructive program
112 will display in the display/operation-instructive window a field 214 in whichthe
- ~name of a portable package (1o which a content stored in the pre-designated portable
device 6 belongs) is displayed, a button 210 to close the field 213, and a button  215
to execute a.check-in or check-out operation.
Further, when t.he display/operation-instructive program 112 has displayed the
field 213 inthe display/operation-instructive window, the display/operation-instructive

program 112 will display in the display/operation-instructive window a button 216 'to




control of the recording program 113 is being selected (nmade active), the

- . di spl ay/ operation-instructive program 112 wll|l make the pp@hfgé nagenment
- program 11 July 2005 37 111 check out the content recorde n ? e content

data base 114 and read fromthe CD to the pre-designated portabl e device

6. There is displayed in the field 3 at the leftnost position thereof

corresponding to the nmusic piece tirtle of a content (content nane) a

- synbol indicating whether the content can _be checked i.n ta_the personal

conpuiset a pheq:i@pugsaaw@n@p far 8 \paptsnt cgrregponding tp & mﬁﬁ@tplﬁﬁ%ﬂﬂf”éﬁk&fﬂf he

field 213 indicates that a content corresponding to a nusic piece title of

a contigglie fiall D2, chimetkar21 Ttd settahehepirinaperatcanrfort 2coriet ¢arresponding has
" been checked out fromthe personal conputer 1). A synbol "x" at the

M§h miqe 'giéc‘e@itféf se'iéh%?é infthd 1321931 6a6F 21836 s@& LRI dti)@fz{tﬁﬁpondi ng
rece title o h

| ef t
to anmusic p a content cannot be checked in to e personal
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‘conputer). Wien the display/operation-instructive program 112has di spl ayed
t he fi2d9dozaacelithechecktiin pr sh¢akpentiatng nstructi ve w ndow, the

di spl ay/ operation-instructive program 112 will display in the

di spl ay/ op@vahiwith ithe thetki-inver oliceliant efting thadd dbyi usitigthehbiteonsn2betof a
‘portabl e package (to which a content stored in the pre-designated portable

devi Calglgswgfkhé g)tegg.g?iﬁ!: %ees@%mé} P%mch)ﬂo@é@em.m@ém@ﬁl bt ehecikést and a

“button t'o éxec -in or check-out operation. Further, when the
di spl ay/ operation-instructive program 112 has displayed the field 213 in
the dP®BI#Poperation-instructive window, the display/operation-instructive

When the button 215 is clicked after a check-in or check-out is set by using the

buttons 216 to 219-, the display/operation-instructive program 112 will make the

- content manégement program 111 execute the check-in or check-out. That is to say,
when the button 215 is clicked, the display/operation-instructive program 112 wiil
maké, based on the check-in or check-out seﬁing, the content management pr_ogram.
111 transmit a content, or a command to erase a predetermined content corresponding

~ to the check-in setting (e.g., a command to erase a predetermined content stored in the
portable device 6), to the portable device 6, and to update the usage rule stored in the
usage rule file 162 corresponding to the conient or command thus transmitted.

| When the check-in or check-out is executed, the display/operation—in-structive
pfogram 112 will respond to the transmitted content or command to update the history -
data stored in the history data file 184. The history data includes information for

identification of a content having been checked in or out or a date when the content
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.command to erase a predetermned content storéd in the portable cf
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program 112 will display in the display/operation-instructive w ndow a

~button 216 to 11 July 2005 38 set a check-out operationifggyaogpnt ent
corresponding to a nusic piece title selected in the field 212, a button

217 to set a check-in operation for a content corresponding to a mnusic
piece title selected in the field 213, a button 218 to set a check-in
operation for all contents correspond ng to content nanes displayed in the
field 213, and a button 219 to cancel the check-in or check-out setting.

~ Even ‘wi has bten chetkediin arouthend tlesihametdfi thg praeebleYevide® floe wiiseh eps 216

to 219, however, the personal conputer 1 wi'll not execute the check-in or

check- oddnteaPRisbdcdtheped o€ button 215 is clicked after a check-in or
check-out is set by using the buttons 216 to 219, the
content.

di spl ay/ operai | | pstructiv ogram 112 will make th .
managenent p (ffgglir% Qlefi{é’{'é&ffn&g%}? t €311 P S¢tingy shortimeothe usengan quickly say,
when the button 215 is clicked, the display/operation-instructive program
112 wi | fnowdhe status aticto pxequtioncofez Icheek-or or kbesk-out opetationg whehebyctht ent
managenent program 111 transmt a content, or a comuand to erase a

a .
g\(/ii ce 6),

'\cll\ihggl' yﬁ‘é%@’?ﬁ%ﬂ"ﬁﬂ‘%@fﬁgﬁ? gﬁéc%f%‘gﬁ(ﬁfﬁ% '_?‘(jSt\ﬂtrgge%@pond to the transmtted

content or command to update.the history data stored in the history data

file 184. THEGhiGsslWs aatexample nfdbe iwindowawhich thor recoddingigrogainh d13of a

content having been checked in or out or a date when the content
- makes the display unit 20 display. '

| Based oﬁ CD information received from the WWW server 5-2 for example, the -
.. recording pfogram- 113 will display a CD title such as “.ACYNCHRON IZED”inafield
,25;1. Also, based on CD informatioﬁ received from the WWW server 5-2, thf;
tecording program 113 will display an artist’s name such as “RUWAI” in a field 252.
Based on CD information received from the WWW server 5-2, the recording
progr'ain 113 will displﬁy titles of music pieces such as “HEAT”, “PI;ANET”,
“BLACK?”, “SOUL”, etc. in a region éf a field 253 where music piece titles are to be
‘ disp]ayéd. Similarly, the recording program 113 will display an artist’s name such as
“KUWALI” is a region of the field 253 where artists? names are to be dispia-yed.
After receiving a predetermined CD information, the recording program 113
will store it into a predetermined directory in the HDD 21.

Upon reception of an instruction for acquisition of CD information via clicking




11 July 2005 39 has been checked in or out, and the nane of the portable

- device .6 fromwhich the content has been checked out. Singqybbgs check-in
or check-out can be set in a short time, the user can quickly know the
‘status after execution of a check-in or check-out operation, whereby the
nunber of times a tine-taking check-jin or check-out operation is. done can
~be reduced to mnimze the total tine (including the setting and execution

of a check:in or,.gheck- out.,.operation ak for the,check-in,or .check-out
ot ocedth & D 28 % ABnao S REAR e BT e Sl shateon HEnBodbi i
program 113 pmakes the display unit 20 display. Based on CD infornation
recei v@igegtprin the HDW Al s dvhen tis-CDrigforaxaitgn is found stared i therdigedoram 113
will display a CDtitle such as "ACYNCHRONI ZED" in a field 251. Al so,

based the réEbrdi ANl Yewil disglafyaaifalogac VORV(aer steywidytd proimgt theawses di ng
program 113 wi I?pg%rpl ay an art?s?' S na%g sucrg as " KLI&N P illfl'@a field 252.

- Based knfo ' recel . f P I ng
o ogr A0 FEI R SERER TR 4 o 1 e Y ET) YBbrmatiop el SRRREET.
MBLACKY,, "SOUL", etc. in aregion of a field 253 where nusic piece titles
are t ARFOW-spl ayed. . "Similarly, the recording. program 113 will display
an artist's nanme such as "KUWAI" is a region of the field 253 where
artists' nanhenatution 256 displpyedisdbe window displayeadhy the presadingprogesan CD
information, the recording program 113 wll store it into a predeterm ned
di rectiry ahd whithHatrddts tdpsart fRLeRlingofod cantdms iy ulitkal) therreasingi tion

of CD information via clicking 11 July 2005
- program 113 will read a content from a CD set in the drive 22, and supply it along with
the CD information to the content management program 111. The
éompression/expansion program 138 of the content management program 111
COmpresses the content supplied from the recording piogram' 113 in a predetermined
manner_, and the encryption program 137 encrypts the compressed content. Also, the
usage rule conversion program 139 generatés a usage rule for the compressed and
encrypted content.
. The content management program 111 will supply the compressed and
- encrypted content along with the usage rule to the content data base 114.

. The content data base 114 will generate a content file 161 and usage rule file
162 for the content received from the content management program 111, and store the

content into the content file 161 and the usage rule into the usage rule file 162.

When the content and usage rule for the content are stored into the content data

base 114, the content managemeht program 111 will supply the CD information and




40 of a button 254, the recording program 113 will first search the

. predetermined directory in the HDD 21. Wen the CD infof{magyegoss found

stored in the directory, the recording program 113 will display a dial ogue
box (not shown) to pronpt the user for selection of whether he or she is

going to use the CD information stored in the directory. Wen a button 256

di spl ayed i n the wi ndow di spl ayed by 4lhe recording program 113 and which

instructs to start recording of a content, is clicked, the recording

progr arusap® wilkl racebmddafroanttketrebonling febymeh 118 ttherndr Hiéﬁla%@mpéﬂﬁoﬁﬂpm y
't along with the CDinformation to the content managenent “priogram 111.

The ,cqﬂgfrggﬁd,@p{(%gmnﬁ@n program 138 of the content nanagenent program
111 conpresses the content supplied fromthe recording program 113 in a

predet erm n er,,._and the encryption program 137 encrypts the

conpr essed’ 3@%‘? gﬁi} _Pay}é?geg?g?lh-énst[}g:i]aé Pr %@“@éig & liTl %%SBM&%M@BSO%%r ates
a usageg rule for the conpressed and encrypted content. The content
managerBif therdisplamdatmfile 182 ancopding to thewsageawbeforahel content yiotedlicthat ent
along with the usage rule to the content data base 114. The content data

base 1Dbéntertldagebaseallel by denieeoidify hid I8 CENthiopAagonYl € file 162 for the
. content received fromthe content nanagenent program 111; and store the
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content read from the CD when the content read from the CD is recorded into the
content data base 114.
For example, when the button 255 is clicked, the recording program 113 will
“display a puilvdown menu showing the portable devié:e 6.- When the user selects the -
poﬁable device 6 from the pull-down menu, the personal computer 1 will
automatically check out the content recorded from.the CD fo the selected portable
. device 6. When the user selects “NOT CHECK OUT” from the pull-down.menu, the
 personal computer 1 will not check out the content recorded from the CD.
Thus, when the content read from the CD is recorded. into the content data base
- 114 with only the button 255 in the window displayed by the recording program 113
- being set-active, the personal computer 1 can make any pre-designated one of the
portable devices 6-1 to 6-3 check out the content read from the CD.

(2) Handling between Different Formats

Meanwhile, there are numerous contents distributors furnishing the music




usage rule received fromthe recording program 113 to the

. di spl ay/ operation- instructive program 112. The 11 July 2005

~di splay/operation-instructive program 112 will a display dat 4 Por st orage
into the display data file 182 according to the usage rule for the content

stored in the content data base 114 by the recording and the CD
~I.-nformation. The w ndow di spl ayed _by4 he recordi ng program 113 has

- displayed therein a buttgon 255 to automatically set whether the portable
- devi cetPRieRigd &VifInthenenaryplien systests ehthe eerfenisind the fopnaticef thecusingt ent

read fromthe CDis recorded into the content data base 114. For exanpl e,

when t denditiohomfc2ffation diffeidkefront bee déstdbdiontdo apsiher.a®d,1tha uset At laffiespl ay a

pul | -down nmenu showi ng the portable device 6. Wien the user selects the
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recorded fromthe CD. Thus, when the content read fromthe CD is recorded.

i nto tiecancdhere and hanee thesiser cammotibphdlenthy music bonteots 26fd on alpersematiow
- di spl ayed by-the recording program 113 being set active, the personal

- conputempuieabyneicie amnapemerespp tation (ﬁ%’ fkoleortabdé Hevice. devices 6-1 to
6-3 check out the content read fromthe . (2) Handling between Different

ForEL S el e B AR LB R BRSO O
- cont e.r}lrgmac?ﬁje &ﬂaigu%%[ zfno%ert(?neth%sﬂcr}gonal computer 1 in a unified fashion. ' |
Referring 1o Fig.7, unified handling of contents having different formats from
one distributor to another, in this music contents distributing system, is explained with
~ reference to Fig.7.
It is assumed that the plural EMD servers 4, connected to the network 2, are an
' EMD server Ad-1, distributing the music conténts furnished by amusic furnishing firm
A; an EMD server B4-2, distributing the music contents furnished by a music
furnishing firm B and an EMD server X4-3, distributing the music contents furnished
- by a music furnishing firm X. These EMD servers 4 (4-1, 4-2-and 4-3) furnish the
music contents of a line-up each being unique to each firm, over a network 2 to a
personal computer 1 owned by a user. Moreover, the respective EMD servers 4 (4-1,
4-2 and 4-3) distribute the music contents in respective different styles, by the servers
4 adopting encryption systems of music contents, formats of the using condition

(usage rule) information, music contents compression systems and charging systems




condition information differing fromone distributor to another So, the

. user at larger has to purchase contents managenent appl *9&§5or
portabl e devices for reproduction or check-in/check-out d erent from one

di stributor of contents desired to be furnished to another, and hence the"
user cannot handl e the nusic contents stored on a personal conputer by a

sol e managenent application or by a 4%le portable device. So, the present
system envi sages to handle the contents having different formats from one

di stri fortthe rotianedmpention e &RNalig GOPcaderderkn @ unified fashion.
~Referring to Fig.7, unified handling of contents having different formats

(rom one. o o B CcaBhFT, A B s %? DL SHEORE PP
plural EMD,servers 4, connected to fhe netvvork ,.are an _EMD server A4-1,
di strlmWPﬂﬁ?%@%Pea&?@iﬁlﬁﬁ%@wpmw@m aaremdt@tlpara@pélﬁawlmllw A an

EVMD server B4-2, distributing the nusic contents furnished by a nusic
f urni sfﬁrwrchasmgsqmtvmmw eprodarcingd myisictiomtenth fiobmthetBIDsesiver Adnt ent s
furnished by a nmusic furnishing firmX. These EMD. servers 4 (4-1, 4-2 and

#-3) 11 sdprbliGetie SplicRieRss2otoriphichBiing, SasdvREI AndefHRichPach

firm over a network to a er sonal I owned by a reover,

R R s e

encryption syste f musi ¢ content formats of ,the using condition
( usage‘nPﬁlC&(’nWﬁt%Fﬁﬁﬁ biﬁgp\élcééﬁfﬁs drang %@ﬁ?ﬂ?@a@%?@rB%% famEanshertiigar gi ng
~systens 11 July 2005 43 for the notion conpensati on, which are unique to
‘the sdheemsisid gonteat ér dba glortabbe degicel B6t Der Meamwhll'es tthe | eprodigction
application software for
application 311, 312, shown in Fig.7, correspond to the application program 115 for
purchase and the driver 117, shown in Fig.4, respectively.
In the personal computer 1, there are installed a comprehensive management
unit X 315, for managing comprehensive control of the totality of music contents
- stored in the HDD 21. -This comprehensive management unit X 315 is made up of a -
reception interface-316 for EMD, a transmission interface for EMD 317 and a driver
_for PD 318.
* Itis assumed here that the portable device A6-1is a dedjcated device for coping
~-with a music furnishing firm A, the portable device B6-2 is a dedicated device for
- coping with a music furnishing firm B and the portable device X6-3 is a dedicated -
device for coping with a music furnishing firm X. It is also assumed that the music

contents stored in a memory card are encrypted in accordance with an encryption

system unique to each music furnishing firm, with the formats for the using condition




reproducti on or managenent of the nusic contents, a reproduction
_application A311, for purchasing, supervising and reproppﬁjngb@y5|c
contents fromthe EMD server A4- 1, a reproduction appllcatlon B312, for
pur chasi ng, supervising and reproducing nusic contents fromthe EMD server
- B4-2, a device driver A313 for tranﬁaerring the nusic contents to the

portabl e device A6-1 and a device driver B314 for transferring the nusic
contents to the portable deyice B6-2. Nba.QM|Ie t he reproduction .
app! i dafarBratpp10T the CORPEGIFION Systgms DEBE, shitferents st i‘ﬂ’bl PESHMSEE progr am
115 for purchase and the driver 117, shown in Fig.4, respectively. In the

per sogahtatspad be trhnsﬁehede)ma:cmricnﬁbnldliledtlg ecpnty ethendevisedahagement  unit X
315, for managi ng conprehensive control of the totality of music contents

stored in i ﬂé‘ﬁl%cﬁl%n?ﬂ_ Qgﬁllﬁﬁmﬁfﬁ@&%mgﬁ&ssﬁfg for?ﬁoﬁﬂ@cﬂﬂ;‘g teade up .

~of a reception‘inter 316 ftor a trans sion‘nterface EMD 317

77"t FMEDse e, elosfiie <t Jof T TRY SORBT AN, it PRI, fofsTE "7

portabl e device B6-2 is a dedicated device for coping W|th a mnusic
-~ fur ni keysgnd nsingBoadilioniafgreratianl J hietapredy@ion 41%13]11338@&|Ae3a1t]e’(§ adgptedee for
coping wwth a nusic furnishing firmX It is also assuned that the nusic

cont efiéspatfornaihg dbnﬁe@@dimpmdeemd% anty enheyEMEdsémventiecappdivationdis hblen
encryption systemunique to each nusic furnishing firm with the formats

for t% g@é Q1 Ol il‘fé"re?)ilod]l}&%nza?)ﬁﬁcaﬁén Aﬁlqugﬁﬂbﬁﬂ%d%r bBFoAATY @eSi On

syste ing al'so di ent at no nusic tents can be transf erred
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connection processing to any other EMD servers. The reproduction application
'A311also is adapted for performing the processing for authentication on connection
‘to the EMD server A 4-1,the proéessing for authentication on connection to the
.portable device A6-1 and the processing for encryption/decryption of the music
| confents and the using condition information Stored in the HDD 21. The reproduction .
application A311 encrypts the music contents, downloaded from the EMD server 4-1
" andthe corresponding using condition information with the contents key and encrypts
the contents key with the: session key to store .the encrypted key in the HDD. 21.
. Meanwhile, the respective reproduction applications adopt respective  unique
._ encryption systems, so that the music contents stored in the same HDD 21 in the
personal computer 1 cannot decrypt other reproduction applications than the dedicated
reproduction application.

The reproduction application A311 also manages the using condition




t he. EMD server, uploading e.g., a log file and downl oadi ng nusic contents,
.contents keys and using condition information. This 'repqtpgylgtz'bggl
application A311 is adapted for perform ng connection processing only to
the EMD server the application is able to cope with. Here, the
reproduction application A311 is adapted for perform ng the processing
associated wth the EVMD server 4-1, v§ile it is unable to perform
connection processing to any other EMD servers. The reproduction

~ appl i canformatibalabpended 3o adaPhAsid 6nteffst FF @Anidle, HA0GAHSIAI6e F6Y the
- authentication on connection to the EMD server 4-1,the processing for

or oceety ey 8P URiLTRBRTERoN B e in RS GRS Byl S et usi g

condition information sfored in the HDD 21, The reproduction application
A311 ehy‘&'?%i@%%’i%"ﬁﬂ% Ubthe aaber of imesRidwssiblmeamentsneprodnodenghe.  and

the corresponding using condition information with the contents key and
encr ypreprotdhetionapphicatidoes 3 dacrehe e ts bmitkealué of gieomembbectnticy pfed key
in the HDD 21. Meanwhile, the respective reproduction applications adopt

r especdproduiciy8r d8pREatin N1 TS E& T PrepP&til igpcontents stored in
t he sameptHDD 21 in tﬁge per@gnal corrplfper ﬁ%gnﬁgﬁlp?ggir@%t ot her
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45 informati OQ' ﬁﬁ&ggged to each nusic contents. For exanple, if a limt
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condition information, such that I|imtations are inposed on the nunber of
times fofr PExpHHe comprbensive mahgetienn unittde 316epr oducti on appl i cation A311
decrenments the limt value of the nunber of tines of
The reproduction application B312 performs the processing of connection to
the EMD server, uploading e.g., a log file and downloading the music -contents,
-contents key or the using condition information. This ‘reproduction application B312
is adapted for performing the processing for connection only to the EMD server the _
application is able to cope with. Specifically, the reproductib_n application B312 is
able to perform the processing associated with the EMD server4-2, while it is unable:
to perform the processing for connection to the other EMD servers. The reprdduction
application” B312 performs the processing for authentication on connection to the:
- EMD serverd-2, the processing for authentication on connection to the portable device
B6-2.and the processing for encrypting/decrypting the music contents and the using -
- condition .information stored in the HDD 21. For example, the reproduction

application B312 encrypis the music contents downloaded from the EMD serverd-2

and the corresponding using condition information, with the contents key, while’




reproduction or duplication by 1 for each reproduction or duplication. The
. r.eproduction application A311 also transmts the nusic cpﬂgﬁn§§0§nd t he
usi ng condition information it nanages on the HDD 21 to the ¥ecepti on
interface 316 for EMD of the conprehensive nmanagenent- unit X 315. The

o reproduction application B312 perfor the processing of connection to the

EMD server, uploading e.g., a log filTee and downl oadi ng the nusic contents,
~contents key or the using condition information. This r oduct | on

appl | cAERinEhe conterds kel wabiares B BIATRGE B GOEORRY CPBEntFYect | on
only to the EVMD server the application is able to cope with. Specifically,
t he réptieBPDA.application B312 is able to performthe processing
associated with the EMD server4-2, while it is unable to performthe

i | i the12E .
processing r']ﬁ%é gamirox bl itdiforPt B312 oS ffavfpes fhee uskip aduditian

applicatio e processing for authentication on connection

to the .EMD server4-2. the processing for au L i . jon to
the poricTBIASRaRTS eRk U REPTRE R sisTonfity 3R Bhlsae: RABERGEN g ¢ he
musi c. contents and the using condition .information stored in the HDD 21.
For esantheenumber pfimss of repiedusiipn issiatedinghe sugGapdiidon Hﬁomgﬂenc ontents
downl oaded fromthe EMD server4-2 and the correspondi ng using condition
- i nfor math ofat Wrhitatibees aenimpbsedien, thehinumbet cfutine200b poddblencontentsng t he
. contents key with a session key and saving the encrypted contents key in

the H?E}())]%liucn'*}ﬁ EWE%%HSEB%}] g@;ﬂli&ﬁﬁ;ﬂ BR1B83Hkereah&fts THO daes vl oBtH

condi tion " o_F nat | append to the respective nmusic contents. For
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duplication.
The reproduction application B312 also transmits the music contents and the
using condition information it manages on the HDD 21 to the reception interface 316
for EMD of the comprehensive management unit X 315.
| ‘The device driver A313 is an application software for transferring music
contents to the portable device A6-1. The device driver A313-transmits the music
~contents to the portable device A6-1.
" .The device driver B314 is an application software for transferring music
‘contents to the portable device B6-2. The device driver B314 transmits the music
contents to the pdrtab]e device B6-2.
“The compreheﬁsive management unit (X)315 is an application software,
dedicated to the music furnishing company X, and which is furnished with the music

contents from the EMD server (X) 4-3. The comprehensive management unit (X)315




such that limtations are inposed. on the nunber of tinmes of possible
~caqntents reproduction, the reproduction application B31121T(,{ﬂ b§sEeNnt s the
limt value of the nunber of times of reproduction or duplication by 1 for
each reproduction or .duplication. The reproduction application B312 also
transmts the nusic contents and the wusing condition information it

- manages on the HDD 21 to the recepti 8h interface 316 for EMD of the
conprehensi ve nmanagenent unit X 315. . The device driver A313 is an

appl i cad iatso 8 clupesrigingosoftwanesfoer transferrirg ¢he onsieoatdnts ahd thorisibg e
device A6-1. The device driver. A313 transmts the nusic contents to the

por t ablegn@rivnGffdiiration HetweGYi 68d fHe d’e‘%c@%ﬁ%eﬂ 0@\)‘3”1 333&}1%@ éfll’vé’f@@lhwar e for

transferring nusic contents to the porta ice’ B6 vicé driver
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- to the nusic, furnishing conpany X, and which is furnished with the nusic
- cont enthe Musia qomécTs/n (PEESOIE ompgter'ﬁr@mmobcomdyp Jderpomprehensiveni t
(X)315 11 July 2005 47 is also a supervising software for transferring the

. nusi ¢ nmnlagetentoit (HY316iswlso abledbltranfémhe it eonteatsv 49 siperaising he

device driver (A) 313, device driver (B) 314, reproducing application (A)
311 ang, ﬂiaedeow&ﬂjyaﬁme%emde% o E)th%%re?gle%na&% e%f&f’ncmﬂﬁ' Evic@ntent s

in the personal conputer 1 conprehensive e conprehensive managenent
unit (X)31 s also able.to transfer the nusi tent IS su erwsmg
“to the ded:igh?edDOHH?rFEB‘i‘SéV%e\W%‘@géD@"\%WW i Qﬁg pBF’E Hiné RISFESsIng

reproducti on devi ce.
: corresponding to the content management program 111 shown in Fig.4.

The projection display unit 318 is an interfacing module for connection to the
portable device 6-3 and execotos the authentication processing and the encryption
_processing botween it and the portable device 6-3. Moreover, in transferring music
contents etc to other portable devices 6-1, 6-2, the projection display unit 318 transfers
the music contents and the using condition information through the device driver '(A).
313 or the device driver (B) 314.

The reception interface for EMD 316 receives the music contenfs and the using

- condition information from the reproducing application (A) 311 and the reproducing
= ‘application (B) 312, while receiving the music contents and the using condition
information transferred from the EMD server (X) 4-3 through the network 2 and
" exchanging the music contents and the using condition information with the PD driver

- 318..

In receiving the music contents and the using condition information from the




The conprehensi ve managenent unit (X)315 perforns processing corresponding
to the content managenent program 111 shown in Fig.4. Th? ﬁho%@ﬁ§ion
display unit 318 is an interfacing nodule for connection 1 ¥ portabl e
device 6-3 and executes the authentication processing and the encryption
processi ng between it and the portable device 6-3. Mreover, in
transferring nmusic contents etc to48ther portable devices 6-1, 6-2, the
projection display unit 318 transfers the nusic contents and the using

condi treprodutf a@ﬂ icetioh (W y3haridthe f?)tbd&cidgiappﬁ c4tion (B33 29 thetrbeeptieni ce
rfa

driver (B) 314. The reception interface for EMD 316 receives the nusic

cont ?Egﬁrﬁ@g ( %}e ?ﬁbg%»& 6,? ﬁ@ﬂbﬁh? Wgh@){rﬁgﬂa%ﬁ{énﬁﬁé’ﬁ%ﬁ,h ?%ﬁl%%u S Nthe

appl i Ion e repro application 312, while
receiving the nusic contents d t he i conditian. infornmation
L ans FBEREION GBI SIeR bihe Rimat Torfi GSiE Famdivies MPRNSISRELC.

exchanging the nmusic contents and the using condition information with the
PD dr iappended ®ithe mhusic eorientsbeing transfsiree doanst eanversinn of Hee eNPEESsndi ti on
i nformation fromthe -- --- ------- 11 July 2005 48 reproducing

appl | gobterD of Ahe3hbisandohRaty BEIm@ditahsferedp! Mhat él_ﬁﬁy?ﬁbn Zyaterh,hasingcept i on
interface for EMD 316 perforns reci procal authentication, conversion of the
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comprehensive management unit (X)315. The system used by the comprehensive
‘management unit (X)315 is referred to below as a unified transfer protocol. The
reception interface for EMD 316 transmits the music contents and the using condition
- information, fhus converted to the unified transfer prot‘ocol, the device driver (A) 313
or the device driver (B) 314 through the PD driver 318. The reception interface for
EMD 316 also transmits the music contents and the using condition information,: .'
- converted to the unified transfer protocol, to the portable device 6-3 through the PD .
driver 318. |
.. The music contents provided from the EMD server (A)4-1 and the EMD server
(B) 4-2 are once downloaded by the reproducing application .(A) 311 and the
reproducing application (B) 312, and the encryption system, the compression system,
. and the using condition information of the music contents are converted to the unified

transfer protocol and are transferred to the comprehensive management unit (X)315.

The comprehensive management unit (X)315 comprehensively supervises the music




condition information or the conpression systemused by the reproducing
application (A) 311 and the reproduci ng application (B) 13@&@}50hanged to
the system used by the conprehensive nmanagenent unit (><331 : e system
used by the conprehensive nmanagenment unit (X)315 is referred to below as a
unified transfer protocol. The reception interface for EMD 3.16 transmts
the music contents and the using condigion information, thus converted to
the unified transfer protocol, the device driver (A 313 or the device

driver ¢iteRdbrihy M@nfsflﬁrrﬁ%iﬂgitcléﬁ-{pgﬁge%got%oﬁﬁgfﬁbhoﬂlgimgfﬁﬁg{)mt i EQ/D

316 also transmts the nusic co e using co

convert he uniftjedAtr fer col, tQ,t portabl e device 6-3
throu’gh‘f" hEM}B SCHY%@ ‘g%élﬂg%%@hgiﬁmt ’(évi ded fromthe EMD server
(A) 4-1 and the ENMD server (B) 4-2 are once downl oaded by the reproducing
appl i cati on Thespeptian interfacesfor EASDGH6a] sghagtbieifonctiomof @pyaig, mavidg he
encryption system the conpression system and the using condition

i nf or nedridoperfdrniing oheskdn andichoES oaf 6f GRMASISntts.he unified transfer
protocol and are transferred to the conprehensi ve managenent unit (X)315.
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server 4-2 and fromthe

downl oaded. from t he. ENMD server 4-1, E _ .(B)
END ‘s enUGTnERe nuSicpanERis gPrehin HieFiniedorae HRIbtonAD hagor s
function of copying, noving, and performng check-in and check-out of the
nusi c . depROSHEIE iqagionp()otl 2, rin ectaclante willths témmearfdforscdpiangracessi ng -
of copying or nmoving the music contents stored in the reproducing
appl i cahowemdén)fraih thé asém At this time, the reception interface for EMD 316 converts
the encryption system of the music contents, compression system or the statement
format of the use conditions into the unified transfer protocol..
- The reception interface for EMD 316 also performs the processing of copying
,aﬁq checking-in the music contents stored in external media, such as Compact Disc,
or inthe portable devices 6-1 to 6-3, into the comprehensive management unit (X)315 ,
in accordance with the CD ripping command or the check-in command from the user.
 If, at this time, the encryption system or the compression system of the music contents
or the description format of the using conditions are not converted to the unified
- transfer protocol, the reception interface for EMD 316 makes the conversion-into the
unified transfer protocol.
The reception interface for EMD 316 also performs the processing of recording

the music contents. managed by the comprehensive management unit (X)315 in the

portable device 6-3 in accordd_noe with a check-out command from the user. If, at this -




reproduci ng application (B) 312, in accordance with the command for copying
-or nmovenent fromthe user. At this time, the reception {njgydepe for EMD
316 converts the encryption system of the nusic contents, conpression
systemor the statenent format of the use conditions into the unified
transfer protocol.. The reception |gberface for EMD 316 al so perforns the
processi ng of copying and checking=Fn the nusic contents stored in

external nedia, such as Conpact Disc, ,or in tkzg Bortable devices 6-1 to
6-3, % th%én%f@ﬁlpéﬁé’ﬁ%qm@f ﬁ%ﬁ@fg@ﬁ@%ﬁl%rﬁww) 1Be mysic geRtsPETBewi t h t he
CD ripping command or the check-in conmand fromthe user. If, at this

ti me, deswipgivar fqrniad rofsthe usingcordidono aper reiscanv eziest tertho funified trasisfercont ent s
or the description format of the using conditions are not. converted to the

uni fi ﬁfbtokélaﬂ% Pcrcegflﬁh QfRkfact 6 El@ﬂ:@ B%%alté%tt%fc%ﬁ%lfsﬁfn ENPtheldnifrKes t he

conveftsion into th uni fied transfer protoco . The reception interface

for 6_al.so Lforng.the ssin aor.di-n ntents.
nanagggnﬁérf’%oﬁ%]ﬁ%’#%%@ 1@@ ﬁer\]g’gtgﬁéﬁ?ﬁ%}ﬂfap P%eéfgcﬁ%c]&-ﬁ@toﬁﬁé ﬁ%@%e devi ce -
6-3 in accordance with-a check-out command fromthe user. If, at this 11
Jul'y eonditiopgs deeaeasechby @Rer ypti on system or the conpression systemof the
musi c contents or the. description format of the using conditions are not

conver t ed ‘Theicbmprehénside taaagément ymio0)3d15, hashthe uaiféqu transfempretéeade f or -
EMD 316 nakes the conversion into the unified transfer protocol. Al so, at
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transmission/reception with the EMD server (X) 4-3, with a layer below the unified
“transfer protocol as http (hyper text transfer protocol).
In the above-described music contents _distribuﬁng- system, the music contents
 distributed from the EMD server (A) 4-1 and the EMD server (B) 4-2 are acquired by
the éomprehensive management unit (X)315 -for reproduction or management. Also, |
' t.he music contents distributed from the EMD server (X) 4-3, EMD server (A)4-1 and
the EMD server (B) 4-2 are transferred to the portable device (X) 6-3.
In the music contents distributing system, as described:above, mainly the
- comprehensive management unit (X)315 operates to convert the encryption system for
music contents to be transferred, the format of the using condition information |
appended to the music contents to be transferred or the compression system of the

- music contents to be transferred, in association with the respective reproducing

applications and the device drivers, to effectuate transfer of the music contents with




as shown in Fig.8. The conprehensive managenent unit (X)315 has dat a
~transmission/reception with the EMD server (X) 4-3, vm't I @q; bel ow the
unified transfer protocol as http (hyper text transfer proLt)() %

t he above-described nusic contents distributing system the mnusic contents
.distributed fromthe EVMD server (A) 4-1 and the EMD server (B) 4-2 are
~acquired by the conprehensive managegent unit (X)315 for reproduction or
managenment:. Also, the nusic contents distributed fromthe EMD server (X)

- 4-3, EN{heS@ide@ﬂ’ tHeAt)mﬁea t?fﬂﬁfer rﬁﬂ?oc@@ié%\é%uét@ oﬁt&tﬁﬁs“ﬁﬁmﬂ%‘?ﬁe to the

portabl e device (X) 6-3 e Mmusic contents strl uting syst

to §Bh5e fﬁﬁﬁ&ﬁg sepeh %h@ﬂ&%leﬁ?%ﬁe Er RO Lo gy RerEnRoa, 1 he

f or mat e Usi ng condition informati on appended to the nmusic contents
to be t %W@ Q@aded bydhe repgoderipg epplientiony(®) &h2dromitbe EMBiscrwniiByAtdcam be
transferred, in association wth the respective reproducing applications

" and t hebelduinsferdsd verthe domprthastvehtanhpemene unftf (X)3 54 itRatCaR! fidk W th
.11 July 2005 51 the aid of the unified transfer protocol. So, the nusic
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compr oo E R . RoAR A RS S it s Sike B gnesent ahtumpameptsan
artist furnished only by e.g., the nusic furnishing conpany A can be

t ransf é%l?@d)ltt@gt%t%@ coavtes thevanceyption Brstem Tifanusic coslemés fotmatofthent
-music contents distributing systemconverts the encryption system of nusic

cont entusing oonditionfinfdreationi 2id the @ehipressioméwstemtiop hemdsid @R IRSSI On
syst emfor the nmusic contents into
the unified transfer protocol, the music contents of variable systems, stored in the hard
discof the personal computer 1, can be reproduced by the comprehensive management
. unit (X)313‘ or the portable device (X) 6-3. In pantcu}ar, since the music'contents
: digtributing system converts the encryption system and the using condition information
at the time of tratlsfer, the degree of freedom in handling the music contents can be
enhanced while protection of the copyrights of the music contents is assured.
That is, in the music contents distributing system, at least the encryptidn system
and the using condition information are converted between reproducing applications
: adapted for reproducing or controlling the music contents to transfer the music .
contents and the using condition information. By so doing, the music contents
distributing system is able to move the music contents stored in e.g., the hard disc21. -

in the personal computer 1, even if there are plural reproducing applications, thus

enabling unified management of the music contents. Moreover, since the using




~the unified transfer protocol, the nusic contents of vari abl e systens,

. stored in the hard disc of the personal conputer 1, cam{p e}(/ﬁﬂﬁsf)duced by
t he conprehensi ve managenent unit (X)315 or the portable Ice (X) 6-3.
In particular, since the nmusic contents distributing systemconverts the

~encryption systemand the using condifion information at. the tine of
transfer, the degree of freedomin dling the nusic contents can be
enhanced mhlleiprotectlon of the copyrlghts of .the. nusi.c contents é

assur expndrtion information fetransfered shangwih dhe psit.eomngnisy thessds ng sleakt t he
encryption system and the .using condition information are converted

bet weahe epirgoetiriition sewdriappingowith saltantisia contentefhusdssuning orore sitabde | i ng
the nusic contents to transfer the nusic . contents and the using

condlt (o) [ oing, the nusic contents distributing system
s abl ﬂ#%éﬁ%hﬁpﬁﬁIH&HC%xn%@ﬁ?ents stored in e.g., the hard disc 21, in

t he pe even if there are plural reproducing appllcations
‘thus ‘edabiiBgORntY ass fent of the musirc contents. Moreover, since

t he using 11 July 2005 52 condition information is transferred along W th
t he m(ExplamaticanefsRoutinely Usedidsing (Rorgtition beformiatigngonditi ons over | appi ng
with sole nmusic contents thus assuring nore reliable protection of the

_husi ¢ cont eAttgpicaBXotdsatner hendifig eonditibarintsrenidiFusddaimatheaeprdduemyg i nel y
Used Usi ng Oondltlon I nformatlo% A typical format of the using condition

i nfor &jllﬁgt] gﬂg'ﬂltl?ﬁo ?)E}ﬁgﬂl% ng application (A 311 is now expl ai ned.
u I'cat’1'on

"In thettepro g app ) 311, the usmg condi tion information,
represent eqnbﬁlearéparga{lgitnegdagp Jwti%)go% 3(1r1 e r’{Psmg conlet% 1r?fonn§1tlgrsled

represented by a tabulated form shown for example, in Fig.3a, is used.

In the left and right columns of the Table are stated, in the columnar direction,.

the policies of the using conditions and specified values of the policies, respectively.

~For example, the possible rep!ay'eate (from), replay end date (to) or the cost per replay

~ (pajf/play) are stated as policies. The using condition information is distributed from‘

the EMD server (A) 4-1 as the information is-appended to each music contents, as

“shown in Fig.9B. The reproducing application (A) 311 controls the music cohtents in

. accordance with the stated policies and the corresponding values. For.-exampie,

-assume that the possible.replay date (from) is October 25, 1999, replay end date (to)

| is November 24, 1999 and the cost per replay (pay/play) is yes/10 yen. In such case,
- the music contents can be reproduced as from October 25, 1999 and reproduction: -

 thereof before thls data is inhibited even if a replay command is 1ssued from the user.

The music contents also can be reproduced until November 24, 1999 such that the




-In'the left and right colums of the Table are stated, in the col umar
~direction, the policies of the using conditions and spegif] | ues of
the policies, respectively. For exanple, the possible ?@ﬁ%@@ﬂ%gfe (from,
replay end date (to) or the cost per replay (pay/play) are stated as -
policies. The using condition information is distributed from the EMD
server (A) 44 as the information is affpended to each nusic contents, as
shown in Fig.9B. The reproducing application (A) 311 controls the mnusic

cont ent musitc camentsdae @easettal fidif thisala®sd PR nfisES c@ﬂ@nﬁshﬁ s& 9fd f‘e‘ri %%riﬂﬁtg g

val ues. For. exanple, assune that the possible replay date (

Cct ober : d LS er ,..1999 and the cost
per r'epllgage?]plg?;? %ﬁsgﬁb%r@g /13*’?&*&‘@“’5 dsfjgﬁlggggg?pm%ﬁgu%z’ﬁ’éﬁﬁ(5'ﬁ?re’r'§ts can
be repr?du%gd ﬁl% from %{ggb%r 25, 1999 and reproduction thereof before
this datgqss?y BgissPrte getommaiiqrephish isdwpheaded; to the SMB serven (Aed-User .
The music contents al so can be reproduced until Novenber 24, 1999 such that
the 11 tgwsyessabe useawhoheardoonitiewed byras asraar donsspomiing o thedatgberdfe nusi ¢
contents also are set so that 10 yen is assessed per replay . The nunber

of ti mimed theepritlesiitOfts Ave hbiBdy¥iewsg, stored as the separate |og .
I nformati on which is uploaded to the EMD server (A) 4-1 to assess the user

who he ' y . COF I ndi ng ,to the nunber of tines the
misi o abapEmetioRGE ) RfhyPCONIlichCTABRRLIL AP 415kek BF B LehpTiespiivg on
I nformation as edtﬂag) tge Conpr ehensive nanagenent unit (X)315) The using
“condi t MHPAGHHHABIL)343) used by the conprehensive management unit
(X)315, is now explained. The using condition information, now expl ai ned,
i's  appendedheousing conditionciafremdt g aswbahbp thd comprétensVe maiaRmdnX) 4- 3,
and is '
unit (X)315, is now explained. The using condition information, now explained, is
.app.ended to the music contents downloaded from the EMD server (X) 4-3, and is
-used when the.comprehensive management unit (X)315 manages control of the music
contents. Moreover, the using condition informatjon is used as a unified format when
' reciprocally transferring music contents between the reproducing application (A) 311
. 'and the -comprehensive management unit (X)315 or between the reproducing
application (A) 311 and the comprehensive management unit (X)315. This using
- condition information is referred to below as the unified using condition information.
The unified using condition information is made up of an index file 331, an
automaton file 332, a parameter file 333 and a hysteresis file 334, as shown in Fig 4.
These files are stated in an XML (eXtensible Markup Language) language.

In the index file 331 is stated e.g., the reference information of each file.

To the automaton file 332 are appended an automaton stating portion 341,




used when the conprehensive managenent unit (X)315 nanages control of the
~hhusic contents. Moreover, the using condition informati N iSZLJE d as a
unified format when reciprocally transferring nusic con efhs ween t he
reproduci ng application (A) 311 and the . conprehensive managenment unit
(X) 315 or between the reproducing %ppl ication (A 311 and the

conpr ehensi ve managenent unit (X)3154 This using condition information is
referred to below as the unified using condition information. The unified
usi ng statimy tlicousingfoonditionsnby sutvatdonpamautheniinatéon tolle bgIdntents kays onat on
file 332, .a paraneter file 333 and a hysteresis file 334, as shown in

Fig. 4-(MA@Meééage%ﬁh@ntﬁa@fo%bédbg@azz%gg@m Ny Qlcgnim%pmvbyagg%i;g%t o

| anguage. I'n the“index file 331 i$ state ., the reference’in

of eachfile. To.4h utonat.on fil e n o] ating

por t1 ansna edftifloie BRI bt o PR 85 S B u T T TR on e
aut henti catign code bY contents keys (MAC, Message. Aut hentjcati on Code)

342, - sostgyHakeyds siengtatb ke ivhilg iy payeie keyi and azpablig key of dhe icopteats f or

~verifying the signature (Cent) 344, as shown in Fig.11l. The contents key

i's denuireeydtGvhuiprédred tie Comteatskey dencted Iotbhnd Kigyrespedtivelycont ent s

. purveyor who prepared the contents are denoted K-'E and WE, respectively.

The aut omatpy aﬁﬁ;ﬂ;mnygﬁfg g)o%rfan dg3cddseeibel e Qﬁ%{rﬁ’t‘iﬁggta‘%& fenfisidsi ¢

contents by an Extende Machi ne stated in t e sequence. Wth a set

of the ogperatin tates t urrent music.contents Q and with a set of
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automaton statin Forti on 341 expresses a set Q of the_ operatjng states
dmegﬁ

of the nusiWith the apsrating statesohthescurreranusis sontenioQ apglavith aset

of input symbols representing the events of the music contents X, the automaton.
stating portion 341 expresses a set Q’ of the operating states of the music contents
- following status transition as follows:
Q7 = {d|d = 8(q,x)|qQ, aQ, 6: QxZ ~Q}
- -‘ . As shown in this equation, the set Q’ of the operating states is expressed as d.‘
The d is defined by a function & having variables q,a. The q indicates one operating
_ st.ate of the set Q of the operating states of the music contents. The « indicates an
event of the set of events X. The function.d is a map of a powerset of Q and X to Q.
Based on the above Q, 3, and Q’, each tuple is expressed by
{<q, o, d>|q, deQ, acX}.
Note that <q, &, d> indicates an example of permutation and combination of q, «, d.
In X, events such as replay (play), copy (copy), amount (pay Y), possible play

start date and time (from YMD), p]ay end date and time (to YMD), number of usable




,:Q _1dId = 95(q,a)jgQ aQ S XE -'Q As shown in this equation, the
~set Q of the operating states is expressed as d. The d11|‘ﬁﬂ§i§6déﬁed by a
function 8 having. variables g,a. The g indicates one operating state of
the set Q of the operating states of the nusic contents. The a indicates an
event of the set of events E. The function Sis a map of a power set of Q-
and E. to Q Based on the above Q Essand Q, each tuple is expressed by
{<gq, a, d>1 g, dQ aeE}. Note that <qg, a, d> indicates an exanpl e of

per mut adayyy 1ﬁ'ﬁﬂa§'@g‘dﬂrﬁﬁﬂl éVbn‘? ?qareastat‘éd aslfgpgwsevents such as repl ay
(play), copy (copy anount , possible play start date and tine

55 days (1 &%P ?f"dmp‘}a&?ﬂé&@ "‘Wﬁ lor IP LIRS, i 'oue: £ = (Pl oy,

copy, pay Y gﬁ/D to YMD, in Ddays, c). So, the following statenent is
made i n aut ongt Qwingtatenmnt is maﬁpemaﬁt@da@maiesnﬂpwn%lt he aut omat on
descriptor 341 | s hereinafter explained. An illustrative description by a

‘tupl e-row of Asspecifiod statdment inghe anenidtoy deqpiptof 3Dis Her@naitbs Sp19hedusi C
contents shown in Fig.12, is shovvn in Fig.13. This automaton p r orms the
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First, transition is made from an initial state q0 to a state ql and to a state g5.
From the states g1 and q5, parallel movement occurs,
If a payment event of a pre-set amount, such as 10 yen {pay10) occurs in the -
- state g1, transition to the state g2 occurs. If the play' event (play) occurs in the state
._q2% transition is made to the state q1. That is, the present automaton indicates that, if
the payment of 10 yen is made, the music contents may be reproduced only once. If
a payment event of a pre-set amount, such as 1000 yen (a.pay1000) occurs in the state-
g1, transition is agaiil made to the status q3. Specificaily, this automaton indicates '
that, if the payment of 100 yen is made, the music contents can be reproduced without-
- regard to the number of times. If a payment event in an amount corresponding to n
times the reproduction amount for one reproduction, such as 10 yen (pay10xn) occurs,
- transition is made to the status q4. If, after transition to the status q4, the play event

(play) occurs, transition is again made to this state q4. If n play events occur in this

state q4, transition_ 1s made to the status q1. That is, in this automaton, it is shown that,




t he paynent of 10 yen is made, the nusic contents nmay be reproduced only

~once. If a paynent event of a pre-set anount, such as a. payl 000)
occurs in the state ql, transition is again nade to thﬁ&g%@%&

Specifically, this automaton indicates that, if the paynent of 100 yen is
made, the nusic contents can be reproduced w thout- regard to the nunber of
tinmes. |If a paynent event in an anouift corresponding to n tinmes the
-reproduction anmount for one reproduction, such as 10 yen (payl Oxn) occurs,

t r ansiif 10Rniyene@eid, thd hfisid dnendban Y, repfddircetiatifiesi on to the status q4,
the play event pl ay) occurs, transition is again made to this state qg4.

If n play [l |.S_ h 1 ' st at us
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yen is paid, the si g contents can be reproduced times, |f a.paynent
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transition is made to the state g6. If a copy event occurs in the state g6,
t r ansimadmta the statd g5t df eluopytateat qecurs fin thecsiplusayls itansitinmr scdums tchthest at us
g6, transition occurs to the status 8. If a play event occurs in the
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occurs in this stat'e g8, transition is nmade to the State 9. This state (9
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contents can be copied once 1o other device. Mreqver, this aut H'aton
shows a9a® nal stadk yhernro Fagstioadn olhinr states,peis ag n@eﬁVPBb?%%eﬁ

desired nunber of tinmes, reproduction is inpossible if Nonce the nusic
- cont eiis, shisrant@mpioachbesahat;, Hfek00deeni is paid] thetrhesip ayntents eandre copiiecdonuee- set
anount, such as 2000 yen (a.pay2000) occurs in the state g5, transition is
made 9 dthG &vite NorebVer2tifi9BMtMA0Oh sHE6GHIEaf, AIthBER RS e contents
- copied can be reproduced any desired number of times, reproduction is imp.oss.ible if
.once the muséc contents are copied to another device.-
If the payment event of a pre-set amount, such as 2000 yen (a.pay2000) occurs
in the state g5, transition is made to the state q7. If a copy event occurs in the state q7,
transition is again made to this state q7. If a copy event occurs in the state q7,
| transition is made to the state q8. If a play event occurs in the state g8, transition is
again made,t.o this state ¢8. If a copy event - occurs in this State g8, transition'is made .
- tothe state q9. This state q9 is a final state where no transition to other states occurs
- and no event occurs. That is, this automaton shows that, if 2000 yen is paid, the music
..cg:.mtents can be copied to another device a limitless number of times. Moreover, the

automaton shows that, although the copied music contents can be reproduced any

~ desired number of times, the music contents, copied to another device, can not be




transition is again made to this state q7. If a copy event occurs in the
~state g7, transition is made to the state q8. If a play¢ ]YL?N/‘E ofcurs in
the state 8, transition is again nmade to this state q8 copy event
occurs in this state g8, transition is made to the state 9. This state 9
is a final state where no transition to other states occurs and no event
-occurs. That is, this automaton showssz hat, if 2000 yen is paid, the nusic
contents can be copied to another device a |limtless nunber of tines.

+ Mor eovatprddieedaut omat on shows that, although the copied nusic contents can
be reproduced any desired nunber of times, the nusic contents, copied to

anot her devi roduced hows a
tuple row stlggensg&[b‘pgta tﬁ@ ]13?,[\;%%{&: xﬁ ftgF ﬁ‘u ?tﬁé' %&FE‘"&&@%PEQ& st at us
transitj ons (L i s possible for the automaton stating portion 341 to state
paral I esciiedhstafus EInsilions: at i ng states, in order to update the movenent of
musi ¢ contents. For exanple, parallel synthesis of the operations ao and

al may be rdpisgmssibézifaryhe netommpbrestatiqpporton 341 {oth@mirakel@ynthesRdf 40> .
<go, a, al, go> It is also possible to state an action accorrpanyl ng the

ot on PETTEE H3Bs) I S B AR A bPhne B phisR cfibnts; For RIS o1 on
5 'S T ePHERAY S esid of HAH Ak ST, Shi miay reere(pjregslezrllt%g by%e ?bpllg sec};ﬂe%cé
as follows:
<qg; O, Ay, o>
<(gs &, 2, Go>.
It is also possible to state an actlon acoompanymg the status transition in the

- .automaton statmg portion 341, For example, the.action is represented by tuple as

follows:
<{gs &, qy; action> -
‘This action is represented as a function employing a pre-defined variable. The

~ variable is made up of an ID, a scope and an initial value. For example, with avariable
“nrepresenting the purchasing price of an album (2), statement is-such that a.n: = 1000
An exaniple of the automaton stating portion 341 stating an action with_ respect to the -
variable is as shown below:

%qo, payl100, q,, a.n: = a.n - 100> ‘ -1

<qo, pay (a.n), q;, a.n: = 0> “(2)

<qy play, ¢;> ' )




variable is made up of an ID, a scope and an initial value. For exanple,
~Wth a variable n representing the purchasing price of a‘!ﬁ%l?ﬂﬂbéa)’
statenent is such that a.n: =1000: An exanple of the autonaton stating
portion 341 stating an action with respect. to the variable is as shown
~below. <qo, paylOO 91, a.n: = a.n - 100> ...(1) <90, pay (a.n), ql, a.n:
=0>...(2 <ql, play, g,> ...(3) B8 July 2005 58 This exanple indicates
that the purchasing price of a sole nusic contents (equation (1)) affects

the price qfhi@'ebmmfﬂ@lﬁﬁdﬁ%st%s(tﬁﬂwmd pordidsing Eﬁee alfoy goltesmsideonteuisomat on
stating portion 341 is nade up of an entry | 345, a contents | D 346, -

ver si ' ' ALi ' i , d a tuple sequence

349, ggq‘hsﬂg‘ﬁ{m@lhﬁ?‘ééﬁc PkésSgg!tﬁdéghgé%gn%l(g@uo@@hgﬁgut omat on stating

- portion 341 the description format = of which .been, defiped w |l _be
descri bed ilehet VPC)‘?‘PSGEME’ﬁg?‘“Wé‘%ﬂ{%ﬁa@,‘lgtm@vggjs‘s Wedﬁﬂﬁ%?%¥é9' bel ow

as the automaton descriptions are defined by a DID (Docunent Type

Def i niddiSoayosteats ID 346 orersibe infasnation 34 evaxidble infennatieond4Handrdeplxanpl e,

the reproduction (play), duplication (copy), pay for play (pay-for-play),

- pay f@eqslsiilel 349 129Rh6WAYIn{FIE. 190pY) . pay for al bum pl ay .(pay-for-al bum
pl ay), %ay for al bum duplication (pay-for-al bumcopy), possible use start

cvent s by NPT gtk B luciniod sl ORRE S P o dekibiBh Rt O o

statin ion_341 he. XM_. | anguage .i ndicat.ing that the music contents
RlAhs e fr the Yol g § .

can bg%p@%%@gg@ae]&ge will be described In the following.”

Meanwhile, the events and commands used below as the automaton descriptions
are defined by a DTD (Document Type Definition) .specified on the basis of the XML
spécification. For example,.the reproduction (play), duplication (copy), pay for play
_(pay—for—playj, pay for duplication (pay-for copy), pay.for album play (pay-for-album-
play), pay for album duplication (pay-for-album-copy), possible use start date (from),

- use end date (to) and a null operation (null) are set as events by the DTD.

- Fig. 16 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced as from
September-1, 1999.

The - description -shown in Fig.16 is an automaton shown in Fig.17. The
automaton is constituted by the state q1 as an initial state and the state q2. When the
date becomes September 1, 1999 which is a possible use start date (from) in the state
ql, the state is moved to the state 2. When the reproduction event (play) is generated.

in the state ¢2, the music contents are reproduced, and the state is again moved to the




: Septenber 1, 1999. The description shown in Fig.16 is an automaton shown in
. Fig.17. The automaton is constituted by the state ql1 as fgn l)io\ze'?étihal state
and the state. g2. Wen the date becones Septenber 1, 1b ‘5" chis a
possi bl e use start date (from in the state ql, the state is noved to the

state gq2. Wen the reproduction event (play) is generated, 1in the state
g2, the nusic contents are reproducedy and the state is again noved to the
11 July 2005 59 state g2. In such nanner, the automaton controls to enable

diggd | i, h
repro %@étb?{}.%shbﬁnﬁﬁ%bﬁ thERRORTH S Béﬁ%z%&&ﬁmg@md&@@@%ﬁﬁh%@&ﬁﬁs XM,

an exenpl ary description of the automaton statin ortron e XM

| angua LndL ¢atl that th sic contents can be reproduced until

Cct obe%ggh%}lqﬁg%é‘? g%ﬂtgnﬁ)ézgélr §8§%n shown in Fig.18 is an autonmaton shown in
Fig.19. The _automaton is constituted by the state gl as an initial state

and the st at Eiged§ shewaanexempdarytdescripidon ofitherajiondton statingpoetion Bdlay) is
generated in the state g2, the nusic contents are reproduced, and the

state by thgaKMhdseghage ihtizatingtthatZhe Wisic toftedt €an BeGepRiiuced el 31,
1999 which is a use end date (fo) in the state g2, the state is noved

to. the xligb& $Ndoggn the state end, the state is not noved to any state, or
no event 1s gé€nerated. In such manner, the automaton controls to enable

product i f the. i t ent til October 31, 1999. . Fjg.20sh
e ary- ad AR O e di Bieot S s caneisgnon: s n BigdnThan "

| anguage indicating that the possible reproduction tinme period for the
nusi c eiemedends censtituted Sopthe state q1,asr@deitinhstate and thestatlend &0 emd t.h t he
nunber of tines
state. When the reproduction event (play) is generated in the state g2, the music
~contents are reproduced, and the state is again moved to the state 2. When the date
becomes October 31, 1999 which is a use end ldate. (to) in the state g2, the state is
moved to.tht; state end. In the state end, the state is not-'moved to any state, or no event
.. is generated. In such manner, the automaton controls to enable reproduction of the
.munic contents until October 31, 1999. |
- . Fig.20shows an cxemplary.descriptién of the automaton stating portion 341 by -
the XML language indicating that the possible reproduction time period for the music
contents is from September 1, 1999 until October 31, 1999, with the number of times
~ of possible reproduction being 16. |
The description shown in Fig.20 is an automaton shown in Fig.21. The
| automaton is constituted by the state q1 as an initial state, the state g2 and the state

end as an end state. When the date becomes September 1, 1999 which is a possible use

start date (from) in the state ql, the state is moved to the state q2. When the




of possible reproduction being 16. The description shown in Fig.20 is an
~automaton shown in Fig.21. The automaton is constltuted1p%m&?§ state gl as
an initial state, the state q2 and the state end as an en ? When t he
date beconmes Septenber 1, 1999 which is a possible use start date (from

o in the state g1, the state Is noved to the state gq2. Wien the 11 July 2005

60 reproduction event (play) is genebtated in the state q2, the nusic
contents are reproduced, and the state is again noved to the state g2.

When tfeprodicidie eosms (plep) 49 grendiated 30 9thehitate iR, ahesansisl cdntent{ tagd i n the

state g2, or the reproductlon event is generated 16 tinmes (play x 16), the

SUat e feprOmied, aRd B H@4e BRh mlobell6 Rkt P wikhang e pbannal oved

to any no event manner

contro r.epr oducti on riod from Septenber 1999 to

Cct obe4D ,efgigﬁb%awgi%sgeﬁtﬁ (EFSHB&TPC S5 G B AR FPBPHIOBEVERY ¢ 1 s,
Fig. 22 shows an exenpl ary descrl ption of the automaton stating portion 341
by t heis)jenetaded)ladiendsnplayax 16y thé siate isenowetbier thefstate ead. bf theegpatednd i on of
the nusic contents'is to be limted to 16. To the paraneter file 333 are

- appendpd dateas AR Rsved /& S Ratd) Ut AP BvaRlis genvtfteat 'Iﬁ%’cﬁr}né‘ﬂi’& aez by
contents key, a si gnature 353 by a contents purveyor, a wit of

cont ot OBGH crnttoli ¥ a¥hidd b FermfORIGH Eewgétfig%%“?e%‘%aﬁtﬁiel A ey o

t he co tents who prepared the contents are denoted K-1'E and K E,
respe W@P& w@%&ﬂgﬁee@ﬁnﬁt e number ghremoducion tahe 3¢ timent ent s

purveyor other than the contents purveyor who prepared the autonmaton file
332, for exé@ppl2shewsanendmplary description of the automaton stating portion 341

by the XML language indicating that the number of times of reproduction of the music
contents is to be limited to 16.
To the parameter file 333 are appended a parameter statement portion 351,
taut]tentication code 352 by contents key, a signature 353 by a contents purveyor, and
a writ of authentication 354 verifying the signature, as shown .in Fig.23. The contents
-key is denoted KC, whilst the private key and the public key of the contents purveyor
who prepared the contents are denoted K™ and K';, respectively.
‘The parameter file 333 can be rewritten by a centents purveyor other than the
- contents purveyor who prepared the automaton file 332, for example, a secondary
purveyor such as a contents retail dealer or by an intermediate contents distributor. To
the parameter file 333 so rewritten is appended a unique entity ID 355 accorded to the
purveyors or o the intermediate distributor. Meanwhile, K’.. is the contents key ef_the

- secondary purveyor, with K’'c = H(K, Entity ID). The contents key K’¢ of the




purveyor such as a contents retail dealer or by an internediate contents
distributor. To the paraneter file 333 so rewittenis yg?%a uni que
entity ID 355 accorded to the purveyors or to the interne

distributor. Meanwhile, K¢ is the contents key of the secondary purveyor,
with Kc = HKc, Entity ID). The contents key K c of the 11 July 2005 61
secondary purveyor is fornulated froglthe contents key Kc of the primary
purveyor. The primary and secondary purveyors are distinguished from each

~other bycdddarypuiveyopis fouhliRméd ﬁ%hiﬂﬁco%t?%?’!@%@ﬁth@ﬂrﬁng@ﬁ) &i“f'ed
by MAC if the contents key is already to hand the “conteénts ey IS not

ver 11 bR ARE RoRaul Mty Rl UR e B ERT R b Y Bu il

contentf pti@veyors Sand A, and with the termnal B, the protocol verified
by MACOT Uhentigailins. S-A indicates transmission fromSto A SB
indicates transmssion fromS to B, and A-B indicates transmssion fromA

to B. 1DA ilileqatameten fl1©338 it verified ine MACS{Ahe Koatentdkeds alri@ly to S-B: X
= E(Kc)l A-'B: IDA Parameters, M= MACK ¢ (Paranmeters) . B:.MVAC K

- (Par angied 9F the co-ﬁ'ﬁérﬁs R&Y ‘ﬁ{falfilﬁé ?Gﬁ%ﬁscgﬁrﬁérﬁﬁerﬁ% s& Efﬁe @%Hé tEr entsof

a function for changing the values stat auto tating portion

Se1 o A o iR, L erarml e shown T
becorrps_ 2 f\%ﬂf t Ith%npn?n%rﬁ gg\émsegglllggy contents. purveyors S and A, and with the
terminal B, the protocol verified by MAC is as follows. S-A indicates transmission
from S to A, S-B indicates transmission _from Sto B, and A-B indicates transmission
from A to B. ID, indicates an ID of the device A.
S-AK’e= I'{'(KC, ID,)
S-B: X = B (KoL |
A-B:1ID,, f’afameters, M = MACK’ (Parameters)
B: M=MAC’y.; (Parameters)? |
‘This parameter statement portion 351 states coefficients of a function for
- - changing the values stated in the automaton stating portion 341 of the automaton file -

~ 332. For example, in the example shown in Fig.13, there are occasions wherein the -

price of the music contents becomes a function, as shown below:
<qo> Pay (£,(10)), q,>
<q;> pay (£(10)xn), >

In this case, the above functions f; and £, are defined, for example, as follows: -




<90, pay (fi(10)), 91> <q,, pay (f2(10)xn), g2> In this case, the above
.functions fl and f2 are defined, for exanple, as fol{om5i13& %Héy 2005 62
f,(n) =0.9n ,(n) 90 + 0.1n. By defining the functions as above, it is .
possible for the primary purveyor to set a default price value and for the
second purveyor to rewite the paraneter file 333 to change the price. The
~above-descri bed paraneter statenment 68ortion 351 is made up of an entry ID
356, contents I D 357 and the coefficients information 358, as shown in

Fi g. 2b,(n) E®9hysteresis file 334 is a file for stating the trajectory of
the operation of the nusic contents, operated based on the contents of
descrieptia i e automaton stating portion 341. The status and the
variagﬁg)iqx%ﬁglgﬂble of the automaton stating portion 341 is recorded.

For exanpl L f.reproductj.on is._carried out .tw in the exanpl e of

Fig. 13, cody dafinizl e Bocligus ss DoVt ispgssible fonile pBmALY PIFYENRL T 854 ow ng
operation: <paylO, play, paylO play>is obtained. If this is summed and
upl oadetgfaylt prige vatuee thshesrondeurdeyerdamgawritethe paramester fike 333 toossi bl e
to conpute the anount payable by the user. In the nusic contents

di st rbpmgg\gmslyﬁ@@m 1, in which the unified using condition

The above-described parameter statement portion 351 is madé up of an entry
ID 356, contents ID 357 and the coefficients information 358, as shdwn in Fig.25.
The hysteresis file 334 is a file for stating the trajectory of the operation of the
music contents, operated based on the contents of description, in the automaton stating
portion 341. The siatus and the variable in the tuple of the automaton stating portion-
341 is recordéd. For example, if reproduction is carriéd out twice in the example of
Fig.13, |
<4o> 95> Go» 41>
results, s0 that the trajectory of the fol]owiﬁg operation:
<pay10, play, payl0, play>
is obtained.
-~Hmﬁﬁammwmmemwhngmamm@mmmmmgmmnmﬁ-
(X)15, it is possible to compute the amount payable by the user. .
In the music contents distributing system 1, in which the unified using condition
information, representing the using condition by an automaton in which the policy

itself and its concrete value are programmed, is used, it is possible to elevate the




I nformation, representing the using condition by an automaton in which the

. policy itself and its concrete value are programed, |s1p§aﬁgo¢¥§ S

possible to elevate the 11 July 2005 63 degree of freedomi

description-of the contents using conditions. (4) Re-storage and

Re- downl oadi ng of Destructed Misic Contents The backup of nusic contents by

t he conprehensi ve managenent unit (X)g3l5 is now explained. First, the key,

managenent net hod of the conprehensive managenent unit (X)315 is explained

by r ef aldoré@ of érek [ X) 315 stores the
y Eiree 63 thd Hes&gyb;ﬁ&? écwﬁteg?mgdl 98 g‘;@hdﬂﬂi s, (X)

musi ¢ contents Cl C2, "Re per sonal
conput al so stores the

conten STKEYS Kei RKC i ox & y e nusi c contents C1,
%é ectlvely The contents keys Kc are in a one-for-one
corresponde

Hé’ f mipsie cenanisriysthe compaehensivamaonegementuumit (OB15C2, C3, -
Cn are appended the contents IDs for identification. These contents |Ds
are tensmdwGidainedD2, CID3, , CIDn. . The nusic contents Cl, C2, C3, Cn
are encrypted by the contents keys Kcl, Kc2, Kc3, , Kecn and, in this

state, are IFeQrdRdkd E(K,
C) denotes that the og{tagﬁgm%ﬂhgiv%ﬁ%%éﬁ?%%rg?@ga{ﬁ %Wénntaﬁlg%ﬁ&ug“

Usual | r. d in a header of the nusic contents C
" and epc(pé{f %lgﬁéamtrﬁfet”@grjrﬁgp%%gontents C, or the MAC i s appended to
the nusic gr ntents C, such that the contents IDs are not separable from
“the main bo &eﬁ@mpréhpnsdﬁemn@agﬁmtpnjuw@(émistores the music contents C1, C2,

'C3, »+ Cn in the hard disc 21 in the personal computer 3. The comprehensive -
management unit (X)315 also stores the contents kéys Kel, Kc2, Kc3, -, Ken,
. associated with the music contents C1, C2, C3; + Cn; respectively. | The contents keys
-Kcareina otae-for—o‘ne correspondence to the music co.ntcn-ts, C. To the music contents.
'Cl,:-CZ, C3, - Cnr are appended the contents IDs for identification. These contents IDs
are termed CiD1, CID2, CID3, -, CIDn.
 The music contents Cl, C2, C3, - Cn are encrypted by the contents keys Kct,
Kc2, Kc3, -, Ken and, in this state, atc recorded in the hard disc 21 of the t)ersonal
computer 3. E(K, C) denotes that the contents C have been encrypted with the key K.

. Usually, the contents IDs are recorded in a header ef the music contents C and
encrypted along with the music conterits C, or the MAC is appended to the music
contents C, such that the contents IDs are not separable from the main body portion
of the music contents.

The contents keys Kcl, Kc2, Kc3, -, Ken are encrypted by the storage keys




The contents keys Kcl, Kc2, Kc3, , Kcn are encrypted by the storage keys 11
~July 2005 64 KS and are recorded in the state of E(SK, 5Fh&,25%§ﬂQ Kc2),
E(SK, Kc3), , E(SK, Kcn) in the hard disc 21 of the personaY conput er 1.
This storage keys Ks. exhibits so-called resistance to short wavel ength
and is saved in a recording area that cannot be referenced by an ordinary
user. If, in the conprehensive managdnent unit (X)315, where the key
managenent is perforned as descri bed above, the nusic contents C, for

exanples ahd ar@ ré®rdéf i HELERE of EISKC HEBNEESKS K dty] E(SK dKeBy pt SB(SKISi ng the

storage key KS, and subsequently the misic contents Cl is decrypted, using

S
this nt.ent e Cl .nql hi s r [ t unit
(0 315500 e K {55290 e sRes AL P Empulot, PR FORRR' KeGs "RREAABIE
conpr ehensi ve managenent unit qSX)315, where the key pmnagengnt is
per f osaechlled rgsistance sel sherd weavelengthgadds §%¥fﬁdétﬂt%fe®°f¢@g@gc£§‘aﬁﬁ9’é@°tf romthe
hard disc 21 to the portable device (X) 6-3, reciprocal authentication is

per f obeadferehded bean podinab} esetevi ce (X) 6-3.. On conpletion of the
aut hentication, the contents key Kcl is decrypted by the session key and.

h ' -C
e e U AR bRy SIS e et hsgaoint

porta I ce conténts. key Kcl and

t he encr ed nusic contents Cl are both transfesr t 0 | e
dovi & phitogmed 5 Befeihed plovs Mrcmidico R &1t e behie. e #o
erased fromthe hard disc 21. Eﬁ so_doi ng, the conprehensive @gagerrent
uni t repaodused,sthebrenteatsnkor Keb imdaceypisd using the storage ksyr Kawl @ devi ce
(X) 6-3. The method of regenerating the music contents as beconmes necessary
~when klibsequently the music contents C1 is decrypted, using this contents key Kcl. In this
‘manner, the comprehensive management unit (X)315 is able to reproduce the music

contents C1.-

. . If, in the comprehensive management unit (X)315, where the key management

:is performed as déscribed above, the music contents C1 is to be moved from the hard

disc 21 to the portable device (X) 6-3, reciprocal authentication is performed with the

portable device (X) 6-3.. On completion of the authentication, the contents key Kel

is decrypted by the session key and the encrypted contents key Kcl as well as the
-encrypted. music ‘contents: C1 is transferred to the portable device (X) 6-3. The
contents key Kcl and the encrypted music contents C1 are both transferred to the

portable device (X) 6-3. The contents key Kcl and the music contents C1 are both
‘erased from the hard disc 21. By so doing, the comprehensive management unit -

(X)315 is able to move the music contents CI to the portable device (X) 6-3.

. The method of regenerating the music contents as becomes necessary when the




11 July 2005 65 nusic contents or the contents key cease to be

. reproducible fromthe hard disc 21 due to, for exanple,1p$ﬂ%5&ﬁ§ion of the
hard disc 21, is hereinafter explained. Usually, the conprehensive

managenent ~unit (X)315 saves the backup data of the encrypted nusic

contents C and the contents key Kc in the hard disc 21. Also, usually, the

conpr ehensi ve managenent unit (X)31565s supervising the purchase records

of the music contents downl oaded formthe EVMD server (X) 4-3 and the |ist

of the mositeohtentdoothelddsten® iyl devis@fo Eé‘?eﬂ?yéﬁcﬁbfeq?&?ﬂlhg h?ltocp%lgg a'%g]utehe hard

disc 21 as use log information. This log information ated at

the ting. Walo¥ i . cont.ents .as. when the nmusic contents

i s downl bfg géﬁﬁﬁ%‘?ﬁﬁéﬁgﬁg Ogg'r%\}g%fa((%c f’és&ter%%@' PPl3iRed por t abl e devi ce
(X) 6-3. The,conprehensive, nmanagenent unit (X)315 uploads the | og

i nf or mat i-onﬁ%aﬂﬁefiewsﬂﬁgﬁb%“(wamg@m@ﬁm X3P paves the beckigedatasifng. | f
the nmusic contents C or the contents key Kc stored in the hard disc 21 of

the céhpertryptidmusiaramterdnC ami the(CSh&ifs hey Kisnttheyaed dise@1f ol | owi ng

processing is executed. If the nusic contents C or the contents key Kc are

destroyed;. W]go,ngpnﬁrm@%'o rﬁﬁ@ﬁ?&g?ﬂﬁﬂé%élﬂéﬁt “ﬂ@%@’@%’ﬁgﬁiﬁﬁﬁt he EMD

server (X) 4-3 to performu aut hentiat1 on. -3 then

e
refers \ ' - AL f the rehensi ve nane t unit
(% 315PhRtHasEratRids Ot Bk Al Aot JEn The BMEGBreac ) drond cr i ¢y
check ﬁ]al u CY). This ICV.is ?e_nerat ed, based-on the CID, as 11 July 2005

K ality of the music contents stored in the hard disc .~ .

e lis o(flthe contents ID of the to
21 as use log information. This log information is to be updated at the time of
controlling of the music contents as when the music contents is downloaded from the
EMD server (X) 4-3 or moved to the portable device (X) 6-3. The comprehensive .
_managemené unit (X)315 uploads the log informatio-n to the .EMD server (X) 4-3
periodically or after accessing,
- If the music contents C or the contents key Kc stored in the hard disc 21 of the
: compréhensive management unit (X)315,afe destroyed, the follewing processing is
~ executed, .
- Ifthe music contents C or the contents key Kcare destroyed; the comprehensive
-‘ manageinen-t unit (X)315 first accesses the EMD server (X) 4-3 to perform user
authentication.
The EMD server (X) 4-3 then refers to the use log. information of the

comprehensive management unit (X)315, from the user ID of the authorized user, to

generate an integrity check value (ICV). This ICVis generated, based on the CID, as




66 the contents ID of the nusic contents C stated in the use | og
~information and on the storage key KS of the corrprehenshv%i| enent unit
(X)315, in accordance with: ICV = H(SK, CIDI 1CD2l 111 mere H( K,

‘Data) is a uni-directional hash function and has its value changed wth
the key K The EMD server (X) 4-3 then transmts the generated integrity
check value |1CV to the conprehensi vébmanagenment unit (X)315.. If the nusic
contents C or the contents key Kc are backed up, the conprehensive

menagefgd tonteints INXb8 e maskicmnesnts (esthtekinpthdatsa log isfavmatiba amdsorcthe
contents C or the contents key Kc in the hard disc 21. If the nusic

T G T

the conte IS to“he re- buted fromthe EMD

server - A [ l.me, MD server (X) 4-3 references to the
pu’rcha%&ﬁ;‘riﬂéfés{:@ﬂfl&ghgmg'égﬁﬁéﬁd refrains fromassessment if the
contents have once been purchased. The conprehensive managenent unit_ (X)315
perforns t haviaeoHKydatekisiawnit directinabhash functipnanchimisaiscoduesbangsdr t he
contents key Kc destroyed: If the nusic contents C or the contents key Kc

~ regenergtiethek®y Ko be reproduced or controlled, the conprehensive
“managenent unit” (X) 315 checks the CID of the nusic contents by the

integrity Cgﬁfgg EARDY Serb 0PI L OB S (8156 ferSRANRRRI Y chREk Wafue

contents ke nstru d “using Integrity che ue ICV, a user
with a pmlignant intention,. who nenori (Kci, G) as encrypted nusic
cont eni§ Vo tiscomprshipysivpaanaggment unit &5 SRR S

If the music contents C or the contents key Kc are backed up, the
comprehensive management unit (X)315 re-stores the backup data to save the music
.bontents C or the contents key Kc in the hard disc 21. If the music contents C or the

. contents keir Kcare backed up, the music contents C or the contents key Kc'destructed :
" is to be re-distributed from the EMD server (X) 4-3. At this time, the EMD server
| - (X) 4-3 references to the purchase hysteresié of the user, and refrains from assessmen;[
if the contents have once been purchased. |

The comprehensive management unit (X)315 performs the above processing to
re-construct the music contents C or the contents key Kc destroyed.

If the music contents C or the contents key Kc regenerated are to be reproduced
or controlled, the comprehensive management unit (X)315 checks the CID of the
ﬁusic contents by the integrity check value ICV. By checking the music contents C
or the contents key Kc reconstructed using the integrity check value ICV, a user with.

a malignant intention, who memorized E (Kci, Ci) as encrypted music contents Ci and




re-stored the nusic contents, in case the nusic contents G is noved to the
. portable device (X) 6-3 and .is erased fromthe hard di s¢q3lyoohs unable to
reproduce or nove the data by way of control. If it is not ¥ﬁe nmusi c
contents C or the contents key Kc but the storage key KS that has been
destroyed, the conprehensive managenment unit (X)315 is re-installed. Even
~“in such case, re-storage or re-downlo®&@ing is feasible if user registration
is made in the EMD server (X) 4-3 and the log information is uploaded. In

the nusire-starstiaht snubic tontbisi fidcarIhe Mdsic @6neABACT ReHoARPHLhe Phitable _
contents can be re-constructed, under protection of the copyright, even if

t he musi v, . har ' hing. 1f for
exarpl o0t e el 3 and B G aEpTRL WKEiss A1 maleI5 FRRIE Y povs e
re-cons%rt{]tted fre ofrtoiharge. . (5) Method for Allotting Master Key and
Aut hent P84t PHWASE Y0he Conpr ehensi ve Managenent Unit. (XI Between t he
conpr ehensi ve managenent unit (X)315 and the portable device (X) 6-3,

t here occur slIf #ds peldbalmusi¢ benteitsaT oo theisomigntskey Kk botithersteragb&ey Kt i on
key (MGID 1K) proper to the portable device (X) 6-3 and a naster key

+ (OVG- MQhat a9 beén destidieeds B Leﬁﬁvagrg?\%g@ﬁw Hﬁitg#grﬁﬁ iore-installef, there

has occurred reciprocdl authentication en the c ehensi ve
manage et -ﬁ'ﬂq 0 e,.devi.ce . 6-3. i.t. becones possible
for t hreTE Q%%#pp?}e%ear?ss?\]/rg mngé@ﬁgﬁ&{yﬂﬂad@% '§f§383‘§)l%%felf§§r FREIP LA IS MAde ¢ ¢ om
the co eh ve managenent unit (X)315 to the portable device (X) 6-3 or
to ret UEE{hFhERi}Li) SFLYSF (%(5’5”? apd t%i@&llﬁﬁﬁﬂ@m%lﬁﬁmﬁﬁd% ‘portable device (X
~6-3 to the conprehensive managenent .

In the music contents distributing system 1, as described above, music contents
- can be re-constructed, under protection of the copyright, even if the music contents
. have been destroyed by hard disc crushing. If, for example, the music contents have

.- been purchased correctly, it can be re-constructed free of charge. .

- (5) Method for Allotting Master Key and Authentication Kev of the Comprehensive
| Management Unit (X) | : | o o

Between the comprehensive managément unit (X)315 and the portable device
(X) 6.-3, thgre occurs reciprocal authentication using the ID and an authentication key
(MG-ID/IK) proper to the portable device (X) 6-3 and a master key (OMG-MK)-
proper to the comprehensive management unit (X)315. |
If there has occurred reciprocal authentication between tﬁe comprehensive
- management unit (X)315 and the portable device (X) 6-3, it becomes possible for the
‘comprehensive management unit (X)315 to send music contents from the

comprehensive management unit (X)315 to the portable device (X) 6-3 or to return the




unit (X)315. Meanwhil e, the conprehensive managenent unit (X)315 holds the
~encrypted nmusic contents in the hard disc 21 of the perngﬁlix%_%&) Vi ew 3,
whilst the portable. device (X) 6-3 holds the encrypted ontents in
the-internal recording nedium such as a nenory card. So, if the nusic
contents are sent fromthe conprehensive managenent unit (X)315 to the
portabl e device (X) 6-3, nusic contéénts on the hard disc 21 on the
personal conputer 1 are transferred to the nenory card | oaded on the

por t abhsid@bnfchtd GronPihd fi@nﬁﬁ]hﬂevl@fgd{) 6-B tolthé conprtheaisivanmnageinent sent
fromthe portable device (X) 6-3 to the conprehensi ve managenent unit

315, . i t :
Gevi i RBE S MSFPLAE: TerSohRIFRIVE maRg AR R QORES 1M B ©

t 1. The portable devj .6-3 hplds ID inf ti D),
At herTEEHESTNGgCanES Hfhg BRI OHisEAL BEHE: BEPBHani gt HIRLE
(OMG MK) for plural - generations fromthe outset. The portable device (X

6- 3 i portablé devicel () 648 thol ddtheenkrgped mushecontantsringhe drerna seeudingle. The
portabl e device (X) 6-3 updates the generation of the authentication keys

(M1 i) @ifith té\f‘cﬂfw@rm&%ﬁ;e(c%%) if {Hee ni@i¢ Adneers vire esent Mrof- the

ef fect Uat'es reci procal aut Hent i cation not by the authentication key or
The f soruaethsib nhdadfi i J00pte 1o the BPRAYE, cbURe N BFIRMIOT, f
. goner dORERES on the BRidbPeShon Sipbaal GERNARE LS ARG IR MARPUn key
for the ith generation is denoted the (M>I1K[i]) 4 11 July 2005 69 and the
mast ercakdfodded dihthei pdrtabbadevice 46, On the nthadhandeifravsciapidnys are to be
sent from the portable device (X) 6-3 to the comprehensive management unit (X)315,
the -music contents on the memory card loaded on the portable devicé (X) 6-3 are
~ transferred t6 the hard disc 21 on the personal compuier 1.
The portable device (X) 6-3 holds ID information (MG-ID), authentication keys
(MG-IK) for plural generations and master .keys (OMG-MK) for plural generations
from the outset. The portable device (X) 6-3 is not furnished with these keys or the
information from outside. The portable device (X) 6-3 updates the generation of the
- authentication keys (MG-IK) and the master keys (OMG—MK). The pcﬁable-device
(X) 6-3 effectuates reciprocal ﬁuthentication not by the authentication key or master
key-of the old generation, but by those of the new generation. In the following it is
-aésumed that the portable device (X) 6-3 is holding the authentication keys (MG-ID)
and the master keys (OM-G-MK) for 100 generations of from zeroth to 100th

generations. The authentication key for the ith generation is denoted the (MG-IK[i])




The conprehensi ve managenent unit (X)315, holding the master keys (OM&
M), is able to transfer the nusic contents frome.g., a1‘&m§>2g6 di sc for
audio into the personal conputer 1 for storage therein. 2t her hand,
the conprehensive managenent unit (X)315, holding the nmaster keys

a (OM>MK), is able to download the nusic contents fromthe EMD server (X)

4-3 for storage in the personal conputger 1. It is noted that, in the
conprehensi've nmanagenment unit (X)315, the master key (OMGMK), that is

‘abl e t o andans edsténkeyTETithe A8 MeRBafioh'i dig&iput is ‘unable to
downl oad musi c conterits fr%m Itg?e EwBi’ég%}e’?@?@gﬁéyGws fromthe
mast er key ( | . 1ls able to tr. # .c contents both fromthe
CD and fromtﬁe%eég%g%%ﬁﬁgm@t W?@?ﬁ%ﬂsﬁm& C 10 e%‘éﬁ;yst@zMQ“s abl e
to tranij[&r) Ih% nmusi c contents fromthe conpact disc but is unable to
downl oa s abiGI0 tEnsier the musigrontemts e erg. (agompactidisafor aediodntodiie

dedicated to ripping and the key that is able to transfer nusic contents

~both frperonel Congnudet Hefdr\iomge viereix) Ofr 3hé Sthéar haml, @8- EMhrkB¥asil@ t he
present enbodi nent, the master key for the zeroth generation (OMz MK 0])

e St e SO i)
i Dpbi Ngw i J 005 ) '
it (g SRS fio i BT Per (%) 43 foRGiaritia e pessana cosnaier ()

6-3 andla floppy disc 52, for exanple, are sold as a set

It is noted that, in the comprehensive management unit (X)315, the master key
| (OMG~MK), that is able to transfer the music contents from the compact disc but is
_ unable'to download music contents from the EMD server (X) 4-3, differs from the
- master key'(OMG—MK), that is able to transfer musi;: contents both from the CD and
from the EMD server (X) 4-3. In the following, the key that is able to transfer the
- music contents from the éonipact disc but is unable to downl.oad music contents from
~ the EMD server (X) 4-3 is termed a key dedicated to ripping and the key that is able

to transfer music contents both from the CD and the EMD server (X) 4-3 is termed
an EMD key..
- In the present embodiment, the master key for the zeroth generation (OMG-
‘MK]0)) is the key dedicated tb ripping, whilst the master keys (OMG-MXK]1 to 99])
: ére EMD keys.
- -The sequence for processing employing the key dedicated to ripping is

explained.




with a. CD-ROM 51 having installed therein an installing software of the
. conpr ehensi ve nmanagenent unit (X)315, as shown in Fig.274 jd%?(lj@:,floppy
disc 52 are stored the IDinformation (M&GI1D) for the portable device (X
6-3, the authentication Kkey for the zeroth generation (MG1K[0]) and the
master key for the zeroth generation (OMGMK[O0]). For enabling the sold
portabl e device (X) 6-3 etc., to be Tfsed, the CD-ROM 361 is first | oaded
on the personal conputer 1 (step S11). The conprehensive nanagenent unit

- (X) 315 t henffithe compa¢Headiviermandgem«aDuRiNPO8 1S dsitocbé hstal badsvoml thedddput er 1.
The conprehensi ve managenent unit (X)315 then is installed in the hard

di s¢ ROM SRR d@gp@@g@%}{ﬂ A8ppY Blsc ot ErdffibRY AR 4010 ab et D) of

the porta I ce ore oppy disc 362, the

aut hentjcatiaq for_the ., zerot ration (M LK O] nd th ter key
for tHat elaotcﬁ)gééﬂaﬂoﬂa‘(wnﬁiﬁf%ﬁ}ﬁﬁmtWén"?&q}ghgi %io Wgrepe?efsgﬁél
conputer 1 (step S14), This enables the nusic contents furnished by e.g., a
nusi ¢ c@npahensivbenakgement init £h)3 18aasshovatindiigidie [pthesloppy disrpdrss 1
(step S15). Meanwhile, since the master key for the zeroth generation

( OMS Mt fDthe IDAnfhmatiofi(RAG aD)ifer fieRRirndle devite €X? 6-3;h¢ enthentieatidie
downl oaded fromthe EMD server "(X) 4-3. The portable device (X) 6-3 hol ds

goner RO e ¥ tRE (VG TR A Mot RSB R rbh €RIAA D 0
So

71 the zeroth neration. reci procal authentication between the
corrpre(@aMQMK nagenent unit (X)315 holding the authentication key of the
zeroth .generation and the naster key and the portabl e device (Sf\? 6- 3
becones f eaBorwneblifiythe, sold poeahisdsvice (X) 6-3 etc., to be used, the CD-ROM 361

is first loaded on the personal computer 1 (step S11). The comprehensive
management unit (X)315 then is installed from the CD-ROM 361 onto the personal .
computer 1. "The comprehensive management unit (X)é 15 then is installed in the hard -
' d_is§ of the personal computer 1 (step Sl3). The ID information (MG-ID) of thc.
- portable-device (X) 6-3, stored in the floppy disc 362, the authentication key for the .-
zeroth generation (MG-IK[O]) and the master key for the zeroth generation (OMG-
- MK[0]) are then saved in the personal computer 1 (step S14),
- This enables the music contents furnished by e.g., a music CD 363 to be stored
 in the hard disc of the personal computer 1 (step S15). Meanwhile, since the master -
key for the zeroth generation (OMG-MK][0}) is a key dedicated to ripping, no music -
contents can be downloaded from the EMD server (X) 4-3.
The portable device (X) 6-3 holds authentication keys and master keys for 100

‘generations to cope with generation updating. In the initial setting, the generation is




possible to store the nusic contents furnished by the nmusic. CD 363 etc in
~the nenory card of the portable device (X) 6-3 (step Sl-ﬁl)gu;@ndg“ue ot her
hand, if the conprehensive managenent unit (X)315 is furnished through the
network, the address, user ID and the password etc., on the: EMD

regist ration server 3 on the Internet, along with t he conpr ehensi ve.
~managenent unit (X)315, as shown in Fig.28. If the portable device (X) 6-3
etc., as sold, is to be rendered usable, the EMD registration server 3 on

t he net whg chif@thag&%?ﬂ‘i‘&a Usd %c@@cﬂsﬁfthé@l&%nt B@%vp@e?xsﬂfér g%mg?%ﬁﬂﬁ@%l) :

The EMD registralion server '3 then authentlicates e user

e ot r aprileeci ahie 03} S RoR o auRh el alien ks V45 B f Pl eeibration ant ™ =

conpr eheﬁm ve managenpent unit éX)Bl ID information (MG I1D) of the
por t abl dhgi@astes key)amsl the pastabledevien (K £t3 becwmys feasible. sBhust it hesameat i on
(M&I1K[0]) and the naster key of the zeroth generation (OMGMK[O0]) to the

per sonalpossibjrubestork({ht apsE2&)nterits fupistrdrinl the aanpe CP 343 tledh tikopiemdrie
installing software of the corrpr ehensi ve managenent unit (X)315 to install

the co rf%g? while saving the ID information
(MG D;né‘gﬁ]ﬁgi \JFO 8@@% %ét@ gié he aut henticati on key of the

zerot h gener ).and th rraster of t he h gene I on
(o 11%50ry Ui 8 0(“%’1199&?% 0 RSmppEhelRednapiesions i GBATS flvahed: oc

t he conprehensi ve managerrent uni t (X)315 in the hard disc (step S25). This

enabl estHIREEZR Jhpr vatwies v thenaddigesrewser ub} andxihet passwend steadomythe EMD t he
music CD 363, to be stored in the hard disc 21 of the personal conmputer 1

(step Sﬁ‘@istration server 3 on the Internet, along with the comprehensive management unit
- {X)315, as shown in Fig.28.
If the portable device (X) 6-3 etc., as sold, is to be rendered usable, the EMD
- registration server 3 on the network is accessed, using the user ID and the password -
- (step S21). Thé EMD registration server 3 then authenticates the user ID and the
password (step S22). .If there is no problem in the authentication, the EMD
registration server. 3 transmifs the- installing software of the comprehensive
: manégeme'nt unit (X)315, ID information (MG-ID) of the portable device (X) 6-3,the
authentication key of the zeroth generation (MG-IK[O]) and the master key of the
. zeroth generation (OMG-MK]0]) to the personal computer 1 (step $23). The personal
computer 1 then boots the installing software of the comprehensive management unit
(X)315 to install the comprehensive management unit (X)315, whilersaving the ID
information (MG-ID) of the portable device (X) 6-3, the authentication key of the

zeroth generation (MG-IK][O0]) and the master key of the zeroth generation (OMG-




Meanwhi | e, since the nmaster key of the zeroth generation (OMGMK[O0]) is a
..key dedicated to ripping, the nusic contents cannot be doyy Q(z(ged fromthe
EMD server (X) 4-3. The portable device (X) 6-3 holds the authentication
keys and nmaster keys for 100 generations, in order to cope with the
generation innovation. In the initial state, the generation is set to the
zeroth generation. So, the reciprocal? authentication between the
conprehensi ve nmanagenent unit (X)315 holding the authentication key and the
mast erViEP]pin thechardrdish 28 &step H24gnThisdstotes thercoaprehemsive engnggesiedt becones
possi bl e. -Therefore, the nusic contents furnished by the nmusic CD 363

etc., mpgﬁy_ggmmgﬁamum\,&]ﬁ?w card-of the portable device (X) 6-3. In

addi tion t he net hod sho n Fi'gs. 27 and 28, such a nmethod may al so be

d in whigh th h I: Kk
R e R L R
CD-ROM 361 and in which the authentication respect to e _portable
devi canpsic GD363ntp b%étﬂf%tmﬁﬂlﬁtfhdﬁ@ﬂlk%f}hﬁ @Prsméi SQInBRIEr deﬁﬁk?@a%

(MG ID 1K) are furnished over the network. The sequence of operatlons for

. updat i MgahWwhileggirtedheahastet key o the getath grenéhtibn (ORIHMK]C])END key 't o

enabl e the handling of nusic contents downl oaded fromthe EMD server (X)

4-3 'ﬂ}é&ﬁézﬁé@?&f;ﬁ@%ﬂ]eﬁhﬁﬁémﬂ&%@@dm{o@B@@%Wfﬂod@dﬂétﬁ&ﬂ&ﬁé EWID sépieB15 i s

furni shed via a medi um such as a CD-ROM or over a network,
such zx ‘Egernet by the sequence of operations shown in Figs.27 and 28,
and i )n alled in the hard disc 21 in the personal

The portable device (X) 6-3 holds the authentication keys and master keys for
100 generations, in order to cope with the generation innovation. In the initial state,
the generation is set to the zeroth geﬁeration. So; the reciprocal authentication between
- the oom_preh;ansive management unit (X)315 holding'the-authentication key and the
maéter key of the zeroth generation aﬁd the portable device (X) 6-3 becomf;s possible.
Therefore, the music contents furnished by the music CD 363 .e-tc.-, can be stored in the
. memory card-of the portable device (0,4 6-3.

In addition to the method shown in Figs.27 and 28, such a method may also be

used in which the comprehensive management unit (X)315 and the master key of the -
. zeroth generation (OMG-MK][0]) dedicated to ripping is stored in the CD-ROM 361
- and in which the authentication ID with respect to the portable device (X) 6-3 and the
aﬁthentication key for the zeroth geﬁeration (MG-ID/IK) .are furnished over the

- network.

The sequence of operations for updating the key dedicated to ripping to an




computer 1. At this tine, the conprehensive managenent unit (X)315 is
~holding the master key of the zeroth generation (OMG MK, 8668 cated to
ri pping and the authentication key for the zeroth generation
(MGIDIK[Q), with the key of the portable device (X) 6-3 being in the
default generation. First, the.personal conputer 1 accesses th EMD
~registration server 3 on the network,73using the user |ID and the password
(step S31), as shown in Fig.29. The EMD registration server 3 then

aut hent BMIRRey! RRndBRS tht Raddiing HPmBER LRI hi¢ AbFRIGTHA froph {hgglﬁgﬁ sty

- problemin aut’hentication, the EVD registration server r ers the ID

I nf or mati-9n_of: . . uter 1 (OMG1D) to generate an open key
(OMG P ,qsgésrg%ﬁk@g{e?%gﬁa %r'ra?md the wit of authentication (Cert [PK])
of the open éﬁly for the conprehensive managenent unit (X)315 to connect to
‘the EMD servetiS(Sgmprehengive aparggement pnite()3 kyis furaishod Warasesmavalilen
transmts the generated open key (OVGPK), secret key (OM& SK) and the

wr it of medtiiensuceas » CO-BOM, bPEY9r 4 fetihak, fRheRTalerfQNBY RS séqnu@%@@f S34) .
The EMD registration server 3 then transnits the ID infofmatioh of the

i e 6564, O R DT

(O ' th aJ, conputer 1 (step S35 T ) registration
Server Sonbuldt 1 B B SRR e 3t finged BableShbLunib (RIS Iseliingdhe |
information (M&1D), authenticatjion key of the ith generation (MGIK[i])
and t heMR8ler deeykel, thyr zenogh igenerasionr @%—Mﬁ{@])l\&@di]:z}teddotﬂippimgmmﬂw ation -.
‘(step S36). The conprehensive nanagenent unit (X)315 then executes
~aut hentauthentocativn key Her theubaith eteyitich gM)G-@BﬂK[@D?Rwﬁﬂhe K&y of the

~authentication the portable device (X) 6-
' portable device (X) 6-3 being in the default generation.

First, the personal computer 1 accesses th EMD registration server 3 on the .
- network; using the user ID and the password (step -S31), as shown in Fig.29. The
-EMD registration server 3 then authenticates the user ID and the password (step S32).
If there is no problem in authentication, the EMD registratioﬁ server 3 registers the D
information of the personal computer 1 (OMG-ID) to genérate an open-key (OMG-
PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) of the .ope‘n key
- for the comprehensive management unit (X)315 to connect to the EMD server (X)4-3
(step S33). The: EMD-1egistration server 3 then transmits the generated open key
(OMG-PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) to the
- personal computer 1 (step S34).
The EMD registration server 3 then transmits the ID information of the portable

device (X) 6-3 (MG-ID), authéntication key of the ith generation (MG-IK][i]) and the




- updates the generation of the owmn key to the ith generation (step S38);
- This enabl es the conprehensive managenment unit (X)315 toqsigygod8isi C

contents furnished by the nusic CD 363 to be stored in the hard disc of the
~personal conputer 1 as well as to store the nusic contents downl oaded from
~the EMD server (X) 4-3 in the hard disc 21 of the personal conputer 1 '
(step S39). The sequence of operatiod$ of generation innovation of e.g.,
‘the EMD key is explained. .. The conprehensive. managenent unit g 315 is
* hol di ngnaster keyifahe ithygenération (OMG-NEOE] b thepéremmvagmputer 1 Gtépb3ap and

t he aut hentication key of the zeroth generation (M>I1K[i]), wth the

gener atfiNERID! mﬁlsﬁ(ﬂhbﬂ@eﬁvcrd@\mé}? update§-tBe ti@d:élﬁe@'k%?s et1ebhddll sangeat i on.
. First, as sho in Fig. .30, if the personal conputer 1 accesses the EMD

reglstratlon er to C erver 3
it hen PSR i Blmatin VG- BT B8RRI B S 136 BN Beh BB AR I3
transmt the authentication key of the +k)th generation (M> . +k]) and
t he nagndthamgstsr keyef the ithgepertion (OM Mlﬁ ])Hogéfrﬂéhawmtl?mmﬁ%ﬁ}k]) to
t he personal conputer 1 (step $41). The conpr ehensi ve nmanagenent unit

(X) 315The dompréessivamamgpnieat udit (XJA1 S shdhexeoutsseanihenticatfoenwithaheon key
and the master hey to the (i+k)th generation (step S42). The conprehensive

nanageggg?b}e Va vi e%ﬁi% 3 g,? [N e GaliRhtichEoR gahsme&éﬁee -§-3

(step en aut henti'c the portabl e devic X) 6-3 updates the

Gencr atpEfef the pengiifion %ﬁtﬁ%@%%ﬁiébhﬁﬁﬁﬁ”&%@‘é‘éﬂﬁlgﬁéﬁéﬁ ﬁ@ 5111 the

gener at ion of the authentication
This enables the comprehensive management unit (X)315 to store music

contents furnished by the music CD 363 to be stored in the hard disc of the personal
computer 1 as well as to store the music contents downloaded from the EMD server
| c(X)4-3in tﬁe hard disc 21 of the personal computer-i (step S39).
| ‘I'he sequence of operations of genergtion innovation of e.g., the EMD key is
. explained.

.- The comprehensive management unit (X)315 is holding the master key of the
1th generation (OMG-MKTi}), ID for au and the authentication key of the zeroth
-generation (MG-IK[i]), with the generation of the portable. device (X) 6-3 being also

the ith generation.
First, as shown in Fig.30, if the personal computer 1 accesses the EMD
registration server 3 to do some processing, the EMD registration server 3
authenticates the ID of the comprehensive management unit (X)315 to transmit the

authentication key of the (i+k)th generation (MG-IK[i+k]) and the master key of the




key etc., used by the portable device (X) 6-3, is the (i+k)th generation,
.and that of the authentication key etc., held by the cogpnghepssve
managenent unit (X)315 is the ith generation, the authentication between
the portable device (X) 6-3 and conprehensive managenent unit (X)315
results in failure, even if such authentication is attenpted. (Step S51).
I f the authentication results in fail4e, the conprehensive managenment unit
(X)315 requests a key to the EMD regi stration server 3 (step S52). If there

is a ke : agiB e i rvern 3.authentjcat he | D of
L he c?ng;}‘é{ggﬂgi@ier:l?rggage;réé@ehﬁﬂ)at%@i%%f%nﬁlé%?ﬁwtﬁ ﬂPé?%ksag; i o i on
ey o ) eneration | i an e master key o e
(i ik) t h&gﬁﬂg‘?‘&{’%‘&ﬁ '%éﬂ&:gmqfwlé ’&ﬁgp of ¢h&s persppal @@ﬂmléweiﬁsﬂg;ht&ﬁaﬂmgenent
unit (X)315 then updates the received authentication key and naster key to

the (i eFelyedavshenticationkeyan8ihy mashe heydmhe%ﬁﬁ&)ihgeﬁﬁﬁﬁ@ﬂ(@ S4nn t
(X)315 then authenticates the portable device (X) 6- (step Sb5). This

enabl eSThdﬂeompml’fe@;bmslhﬂﬁag@ﬁé}ﬂ%m%g%&%ﬁ%%?ﬁgpga@g %ee%(gelq%lg%{,&en July

2005 76 contents furnished by the oreéd in the

hard di | p conput er .1 an tare {he pgusic contents '
~ downl oa dg‘fjsr {ﬁ%l% %3Em§€%g}en%te , #ig Bo‘g%l%lgt%?véﬁe idé]tﬁr‘igu updatesdiigc 21 in
t he personal,. co ter step S38). In the above-described nmusic contents
distri tﬁﬁ“FFFd‘Oév@EﬁPfﬂj]@S{éf%ﬁébwﬁ geaeration e the 4kt generption (steplSB4).t he
conpr ehensi ve managenent unit (X)315 and the portable device (X) 6-3, are

cl assed: i nt Ok#isotberhand,ad shown inFip@ laiftht heserativmnemhe huthertRatibs
server, and the keys connected to the server are downl oaded: over the

2212 \2/;) ; Ikle%( c{@hgusr;ﬁ?ycﬂ]eipﬁ)ﬁabpé devife X613 the RN AN Eche AT, B thAB st em 1.
authentication key etc., held by the comprehensive management unit (X)315 is the ith
generation, t-hc authentication between the portable device (X) 6-3 and comprehensive
‘management unit.'(X)315 results in failure, even if such authentication is attempted.

- (Step S51). If the authentication results in failure, the comprehensive management unit |
(X)315 requests a key to the EMD registration server 3 (step S52). If there is a key
request, the EMD regisiration server 3 authenticates the ID of the comprehensive

~ . management unit (X)315 to transmit the authentication key of the (i+k)th ge;leration

(MG-IK[i+k]) and the master key of the (i+k)th generation (OMG-MKTi+k]) (step

~ 853). The comprehensive management unit (X)315 then updates. the received
' apthentication key and master key to the (i+k)th- generation (step 854).: The
comprehensive management unit (X)315 then authenticates the portable device (X) 6-3

- (step S55). |

This enables the comprehensive management unit (X)315 to. store the music




contents distributed fromthe server is inproved, such that, if the keys

. dedicated to ripping are broken, the nusic contents dom@L ngogron1the

- server cannot be destroyed. In the nusic contents distri ng system 1,
the master and authentication keys, wused. by the conprehensive nmanagenent
unit (X)315 and the portable device (X) 6-3, are used subject to
generation innovation.. Mreover, t he76onpr ehensi ve nmanagenment unit (X) 315
is fed with the master and authentication keys over the network for

gener aichftents Avddhiedrby theususiai CDH3sat gty befstéred imihe harbdiselsin the
| ndustrial Applicabili ty Accord| ng to the present invention, a data

procesy b%pﬁpe%ghkb% i gﬂﬂqg @f}ﬂﬁﬂ& &%@éﬁt@lcﬁ)wl%heé@@ro% th&- EhMabr i but ed
ase

backup*content’s on t e using log information re-acquired from

nvent Seiter LOBA S fo Desiotedineiiedad e 2 iy PeaRE solpil EERSPR)- 1 <

once destroyed, the contents data can be restored as the copyri ght
protection i thes sbweddescrihid mugioa®ntengs distibveting systeaohy detmaster andhi ng
system conprising: a contents server for distributing contents data over a

_net vwor kithpnticatidatidys) 9&@5? thé @ inpgelens aRuagEment anit ()35 agdatief or
r epr oduci ng and/ or control ing contents data, said data processor storing

the cophanbf Hdi@ Gh¥-5! MULELsld A keys dedicated to ripping and those connected.

to the server, and the keys connected to the server are downioaded-bv.er the network.
The result is that, in the music contents distributing system 1, safety in the music
“contents distributed from the server is improved, such that; if the keys dedicated to
ripping are broken, the music contents downloaded. from the server cannot be
~destroyed. | |

| ‘In the music contents distributing system 1, the master and authentication keys,
used by the comprehensi\-/c management unit (X)315 and the portable device (X) 6-3,

- are used subject to generation innovation. Moreover, the comprehensive management
- unit (X)315 is fed with the master and authentication keys over the network for

generation innovation, thus raising safety of the music contents.

-Industrial Applicability
According to the present invention, a data processing apparatus reproduces
and/or controls restored or re-distributed backup contents data, based on the using log

information re-acquired from a contents server.




said contents server on a recording nedium for reproduction and/or
-control, and storing " backup data of the distributed conjenygofdgia on a
recordi ng nmedium said data processor also transmtting the use condition
information of said contents data to said contents server; said data
processor acquiring said use condition information fromsaid contents
server if the contents data cease to g available fromsaid recording

medi um said data processor perform ng reproduction and/or control of the

medi um s _ _ al ntro i
ackup data Thubwcefdihgh th _g?].ﬁ}zl?érﬁﬂ)ﬂ, @véﬁiﬂh?%ﬁf@?ﬁ‘ﬁz&tﬁ?@fgﬁﬂ#gg ending

on said use condition informti A contents Turni

conpri siphg. S r of . distributjn cotensaat over a

net wor k?Ogrntggggggé%?%)sroo%gg\ségﬁoﬁu%({iit ‘@C%PtFB%r‘%‘&%EQI} ‘?lreéiﬂﬂ? 3 tisrenpyaiaht or

r epr oduci and/or caontrolling contents data, said data processor storing
t he conPEﬂgg*%{Saﬁsa‘i”?ﬂri buted from said contents server on a recording
medi um for reproduction and/or control, said data processor transmtting
t he use condition information of said contents data to said contents
server; said data processor having, if the contents data cease to be

avail able fromsaid recording nedium said unavailable contents data
re-distributed fromsaid contents. server, said data processor also
~acquiring the use condition 11 July 2005 79 information fromsaid contents
server and perform ng reproduction and/or control of the re-distributed
contents data depending on said use condition information. 3. A nethod for

" distributing contents-between a data processor having-a reproduction

‘control program for reproducing and/or controlling contents data and a




contents server for distributing the contents data through a network to
~said data processor, said nethod conprising the steps 0i1J@? gogontent s
server distributing contents data to said data processor; salg dat a
processor nmenorizing the contents data distributed fromsaid contents
server in a recording mediumfor reproduction and/or control and al so
menori zing backup data of the distributed contents data in a recording
medi um sai d data processor transmttipg the use condition information of
said contents data to said contents server; said contents server
transmitting said use condition inf&I®MBn to said data processor if said
data pr.ocessor is unable to acquire said contents data fromsaid recording
medi um and said data processor reproducing and/or controlling the backup

data of; the %BH{eﬁ&tﬁ“ﬁg 5, ﬁgﬁbﬁ}?\?‘ .recording nedi um responsive to

sai d use con |t|on tthod for distributing contents

between a daf &S sesef f(flacﬁstm}uﬁngrc%ﬁféﬂ@#&éth Qe NbFrkPAAYr am f or
reproduci ng and/or controlling contents data and a contents server for

di stributing tife pronessot hadaigaa réprodgttien centrol prdgmamafod rdptaaiucprgoambeor ,
sai d nmet hod, conprising the steps of: said contents server dlstrlbutlng

cont entCODgRlNG sonrfgnty dia, Sajt é@@sm@f:essm stging the eontapds §&'§add]§'étt&1 st ey sor

ecor o RGPe e PP bB B Bethe Rl for ARGl a BRG/ 5 b fingP GodSlastee °
tr ansmyakkid dhfiCof4h8 diqRBhicdWbntdt® daRL 4PR r@éorﬁﬁfg%@@i‘%h?,%?d data processor

also transmitting the use condition information of said contents data to said contents

Server;

said data processor acquiring said use condition information from said contents
server if the contents data cease to be available from said recording medium, said data
processor performing reproduction and/or control of the backup data of the contents data

~ stored in said recording medium depending on said use condition information.

2. A contents furnishing system comprising:

a contents server for distributing contents data over a network; and

a data processor having a reproduction control program for reproducing and/or
controlling contents data, said data processor storing the contents data distributed from
said contents server on a recording medium for reproduction and/or control, said data
processor transmitting the use condition information of said contents data to said
contents server,

said data processor having, if the contents data cease to be available from said
recording medium, said unavailable contents data re-distributed from said contents

server, said data processor also acquiring the use condition




data to said contents server; said contents server re-distributing, if said
- data processor is unable to acquire said contents data {{@qysgbgl recording
medi um ‘the contents data that has becone wunavailable to salid data
processor and transmitting said use condition information to said data
processor; said data processor reproducing and/or controlling the
re-distributed contents data in accordance with said use condition
information. 5. A recording nedium adagt ed for being installed in a data
processor and having stored therein a reproduction control program for
acqui r iinfprowtivarfrem gaidcatitents istrviee dnd pedformingeteporductionrand/araoneol sf ter ver
for reprogucing and/or controlling the contents, data; said reproduction
_controlreﬁﬁﬁfﬁ’h’g%dd@@ﬁm%ﬂﬁ@: CRERGIEANpid Hae condition nfghmatemst r | but ed f rom
said contents server in. a recording nediumfor reproduction and/or
control and nenorizing backup data of the distributed contents data, and

transmy ti ngy t RRusE ﬁ?nﬁisttﬁBﬁ‘tiﬁg‘f&ﬁﬂf&Etiso'Beﬁf/eé@iad,&ﬁQt E‘fiﬁq%ss&a‘lﬂvﬁ% spi d
contents server; and acquiring said use condition inforfmation from said
cont entrepodaviéon icbntrbk peagraanfer reggabducirgandiar benteolting aduingerfts alats and a
recordi ng nmedi um and reproduci ng and/or controlling backup data of

cont entCODiRRES SSTVSE ckPri distrihuiinge deg omtenie dlatan througde pi Retwarkt to saidd datee
di tion inf tion, 6. A di i dapted for being installed i
2 dat a PEPeRee PR SoRpris BRI Re! ' r epr oduct | on control - program.
por acault ReidCQRKERS Servet Aistii e il BathoXafd B phdod¥t @ net wor k
cl ng an roll

froma contents server for reproduc or cont ing thé contents
said data processor memorizing the contents data distributed from said contents

server in a recording medium for reproduction and/or control and also memorizing
backup data of the distributed contents data in a recording medium;

said data processor transmitting the use condition information of said contents
data to said contents server; -

said contents server transmitting said use condition information to said data
'processor if said data processor is unable to acquire said contenfs data from said
recording medium; and

said data processor reproducing émd/or controlling the backup data of the
contents data stored in said recording medium responsive to said use condition

information.

- 4. A method for distributing contents between a data précessor having a
reproduction control program for reproducing and/or controlling contents data and a
contents server for distributing the contents data through a network to said data
processor, said method comprising the steps of:

said contents server distributing contents data to said data processoi';




data; said reproduction control program conprising: nmenorizing the contents
~data distributed fromsaid contents server in a recordi ngy Jq?gbbgn for
reproduction and/or control, and transmtting the use condi t16n 1 nf or mat i on
of -said contents data to said contents server; and having contents data
re-distributed fromsaid contents server, if the contents data cease to be
‘avai | able fromsaid recording nmedium acquiring the use condition
information fromsaid contents server gnd reproducing and/ or controlling
the re- distributed contents data in keeping with the use condition
i nf or mat i on.said déta protessomhicomonming ébs cogteaispdata tdistribotedr frsinngrid @opteayack
control program for_reprqducing and/or. controlling contents data
di st ri 5§Fed 11 papsrdingmediun farrgprodygtipn and@rgepikoLand a data processi ng

devi f ' h : di | but.ed f. id :
For 1 epr odudting AP oFeSoh ORI R EE Borcation S0 o2 SPRERRCT 1"
devi ce &Py %ﬂd PEstEHR @afaa- of the distributed contents data in said

recordi ng medi um or anot her recording medi um and transmitting the use

condi ti on i rshil codtemts sefves se-distrdloutirey) tifsaldidatal grosedsdr soniabld & sgquwrersaidai d
dat a processing devi ce when unable to acquire contents data from said
r ecor dicoyteRiti date afigm rvaidy eemling r medimm,r dhe seontents edatondhati bas i bgcomat i on

fromsaid .contents.server to repr ce and/ or control i d backup. dat a
St or e dnvalsbe HBidi s Drrsarsoriand Farumgung saibhes Gondio Alicile
i nf or ' Psessi"g apparatus according to claim?7 wherein said use

condi F?%irﬁpﬁﬁﬁ?gr nat?dorh I ncl udes an ID of contents stored in said 11 July

2005 8la said data processor reproducing and/or controlling the re-distributed contents

data in accordance with said use condition information.

3. A recording medium adapted for being installed in a data processor and having
stored therein a reproduction control program for écqui_ring contents data distributed
over a network from a contents server for reproducing and/or controlling the contents
data; said reproduction control program comprising:

memorizing the contents data distributed from said contents server .in. a
recording medium for reproduction and/or control and memorizing backup data of the
distributed contents data, and transmitting the use condition information of said contents
data to said contents server; and

acquiring said use condition inforrhation from said contents server if the contents
data cease to be available from said recording medium and réproducing and/or
controlling backup data of contents data stored in said recording medium in keeping

with said use condition information.

6. A recording medium adapted for being installed in a data processor and having

stored therein a reproduction control program for acquiring contents data distributed




- recordi ng nmedium-and the purchasing recording information of contents
~distributed fromsaid contents server. 9. The infornatippJ@gQ§@§sing
apparatus according to claim?7 wherein said contents data 1hcludes
contents and a contents key; said data processing device acquiring an | CV
(integrity check value), derived fromsaid use condition information, from
said contents server, when the contents and/or the contents key stored in
sai d recording nediumis destroyed, togyeproduce and/or control said
backup data stored in said recording mediumor in said other recording
medi umovi®.a Aatwork dkoratd oontenRoRsembrapprydating aadpr contdling theaohedis
control programfor reproducing and/or controlling contents data
di st r'i biataisaid spradeationesondrod pragramosasnprsingt wor k; and a data processi ng

R R A KR
data, sgbstnipfc r@f:@ﬁi%éﬁbn?gn ¥! Sﬁtrb{, %ﬁﬁrﬁ%{shﬂ&'& eR€ Haafid fﬁgo tion
i nfornmation of sa contents 3a a ro- sal COI’]% S server; sSal %%a

pr oces gfmgidievtiteits FarntowarbEshtbits d6EkT hdcontents data fromsaid recording
medi um havi ng the unacquirable contents re-distributed fromsaid contents
-server and &uylig congentadatadeerdisgributed fnona saldusatands sirven nf thef amtents dataf r om
said contents, serve ci ng and/ or

sgj d dat.g processing device reprod
cont r olcfsfg ke ravailgble dram: saidc e ki AEABITHIE hE utta coBditien
fromsgj oRdl i [ roation, . L.nf or lon_nr Sjng
appar atq{l}fgj Ihe@ggiridﬁﬁgﬁ tsgihclcglhn@ln?% SKhett e?xi&‘_r_eg Po'_%i_u_c e _aﬁ_ﬁ}_o; - coxﬂr&ﬁ%ﬁ the_ T 1
July 2Qributed contents data in keeping with the use condition information.

7. An information processing apparatus comprising:
a playback control program for reproducing and/or controlling contents data
distributed from a contents server over a network; and
a data processing device for storing the contents data distributed from said
contents server for reproducing and/or controlling the contents data, said data processing
-device storing backup data of the distributed contents data in said recording medium or
another recording medium and transmitting the use condition information of said
: éontents data to said contents server;
| said data processing device when unable to acquire contents data from said
recording medium acquiring data derived from said use condition information from said -
contents server to reproduce and/or control said backup data stored in said recording

medium or said other recording medium.

8. The information processing apparatus according to claim 7 wherein said use

condition information includes an ID of contents stored in said




81b use condition information includes an I D of contents stored in said

. recording nmedium and the purchasing recording informatiop,of -he contents
distributed fromsaid contents server. 12. The information processing
apparatus according to claim 10 wherein said contents data includes
contents and a contents key; said data processing device acquiring an | CV
(integrity check value), derived fromsaid use condition information, from
said contents server, when the contentgggand/or the contents key stored in
said recording nediumis destroyed, said data processing device also

havi ng reoonding snathtm end rthe gnirdhaming actdrdinge snfoayetion wht eottendadiatritarted
distributed fromsaid contents server and reproduci ng and/or controlling

t he so-ren sgiaeqnigRis SeVEbnt ent s dat a depending on said I CV. 13. An

i nformation processing nethod for reproducing and/or controlling contents
data distributed froma contents server over a network, conprising: -

storing.the ty ang hbu M,Sadd; e \V: ;
reprodljwéti or?q%dl/ﬁg;rrﬁlggﬁ?r 8ﬁﬁ%m§st§€?:%ggbg§%lgug;? g gkﬁt ?d‘lﬁfsl?l%%usta]é%
‘cont entcontiatisdata isdudes cartentdiand a conténtsrkey; anot her recordi ng nedi um and
transmtting the use condition information of said contents data to said
contents ser §&fl; daje pupeaspiggodevicel eequisingf 3 he Ya(integsity cback tvielie)i dérdvadat i on

Stor ed TmeHi e cobHE atata. (Lo e Hem R cedrory O G ARBIRIL
fent : d ; ! .
ot or mar e e BB kLIS 1 SaR HAMER fedhf 95 NaHOTES W terf dguck™®
condi t iagd/drnéeitrait s08 barkupdésaagtordd o saiihtrestirdingt aicRliurinnof dhdsaid other

recording medium.

10.  An information processing apparatus comprising:

a playback control program for reproducing and/or controlling contents data
distributed from a contents server over a network; and
7 a data processing device for storing the contents data distributed from said
contents server in a recording medium for reproducing and/or controlling the contents
‘data, said data processing device transmitting the use condition information of said
contents data to said contents server;

said data processing device when unable to acquire contents data from said
recording medium having the unacquirable contents re-distributed from said contents
server and acquiring data derived from said use condition information from said
contents server, said data processing device reproducing and/or controlling the re-

distributed contents data depending on data derived from said use condition information.

11.  The information processing apparatus according to claim 10 wherein




11 July 2005 81c recording nmedium and the purchasing recording information
. of contents distributed fromsaid contents server. 15. Tpg;{,i Q(f)%' mat i on
processi ng nethod according to claim 13 wherein said conl ent % at a

i ncludes contents and a contents key, and wherein an ICV (integrity check
value), derived fromsaid use condition information, is acquired from said
contents server, when the contents and/or the contents key stored in said
recording medium are destroyed, to regppoduce and/or control said backup
data stored in said recording nediumor in said other recording nedi um

16. An usefcondeioromfprmatésys ingjudest a0 #Df ff cortents dtmied dnasaitl egcoedingrmediung
contents data distributed froma contents server over a network, wherein

t he corfidihe pyschasmigstecpiling dnforgatien ioff the gortents disiribatedyfrons said coniants

recordin medi um for reproduction and/or control, and the use condition
inforn‘&?fg?voer'i' of said contents data is transmtted to said contents server;
and wherein when contents data ceases to be available fromsaid recording -
medium the contents that cease to be available are re-distributed from

- sai d cdt entFhes énfoemationt grocesying eghar &y s&icdrding e nlaiim ol0 i whereitsaith are
acquired fromsaid contents server, and the re-distributed contents data
are repostintedata paylodescesmtenss lapd acoptands kgy;on data derived from said use

condt 2 o Bl B b e RGOS WY SRR TR SR P

ot 1 e SinSEA ORI BT ML Hon) 04 BUIRCS 0, MR b Bl Hhdibr o
the contents key stored in said recording medium is destroyed, said data processing
device also having contents data corresponding to the destroyed contents data re-
distributed from said contents server and reproducing and/or controlling the so-re-

distributed contents data depending on said ICV.

13.  An information processing method for reproducing and/or controlling contents

data distributed from a contents server over a network, comprising: |

storing the contents data distributed from said contents server for reproduction

and/or controlling, storing backup data of the distributed contents data in said, recording

medium or another recording medium and transmitting the use condition information of
said contents data to said contents server;

acquiring data derived from said use condition information from said contents

server to reproduce and/or control said backup data stored in said rec.ording medium or

said other recording medium when contents data cease to be available from said

recording medium.

14. The information processing method according to claim 13 wherein said use

condition information includes an ID of contents stored in said




©. 11 July 2005 81d 18. The informati on processing nethod according to claim
.16 wherein said contents data includes contents and a cppg@p§§%¥ey; and
wherein when the contents and/or the contents key stored In Said recording
mediumis destroyed, an ICV (integrity check value), derived fromsaid use
condition information, 1is acquired fromsaid contents server, contents
data corresponding to the destroyed contents data is re-distributed from
said contents server and the so-re-di gfgi buted contents data are recorded
-and/ or reproduced depending on said ICV. 19. A contents distributing method
for di gecortling nypdivmt emd shel gtuaclmsarg aecvrtlingr knformation ioff contents odistpibatebsi ng
apparatus for reproduction and/or control, conprising: distributing
cont enttEOIA g1 GaNtens 8ERVEF-or mat i on processi ng apparatus; receiving the use
condition information of the distributed contents data from said
i nformation processing apparatus and storing the received use condition
i nf or mgtsi ONTha! BE&HYH Ll Rt i i ng
appar atCs whas Tha i PR R o o 1 PheEin Al RoneaRs
medi umdata a@lutics dontems and a qneans kengarmppdietdinan KW (Integrivyi dHeck 3atiad) 2
derived from said use condition information to said i nformation processing
appar atdgsve fiosm saidaise sopditiondpfumationg iseaanquired deam saidxtantents seva twlen

Dt *ear e EoRBRRT i i Rleld Ry SRR ol SR ey v destoned 10
Cara LestodBek Hiljo kel suld] GloRaD Gl BISERIR a1 RRBAIAL BR8P ¥Eid 0.
pr oces sl reedrdfik medivmsli ng to claim 19 wherein

16.  An information processing method for reproducing and/or controlling contents
data distributed from a contents server over a network, wherein
the contents data distributed from said contents server are stored in a recording
medium for reproduction and/or control, and the use condition information of said
contents data is transmitted to said contents server; and wherein
when contents data ceases to be available from said recording medium, the
contents that cease to be available are re-distributed from said contents server, data
derived from said use condition information are acquired from said contents server, and
the re-distributed contents data are reproduced and/or controlled depending on data
derived from said use condition

information.

17.  The information processing method according to claim:16 wherein use condition
information includes an ID of contents stored in said redbrding medium and the

purchasing recording information of the contents distributed from said contents server.




11 July 2005 81le said use condition information includes an ID of contents
~stored in said recording nediumin said infornation -pro$f§ai Qﬁogppar at us
and the purchasing recording information of contents dis fibared to said
i nformati on processing apparatus; when said access request is received, it
Is verified, based on said purchasing recording information, whether or
not the contents data that cease to be available is the contents already
purchased by - the user; and wherein ifgh}j is verified that the contents data
that cease to be available is the contents data already purchased by the
user whi8.nadkhd hforanateasproegssing mdthed acedrdinigstodelhan tidawheeaasadtconkents
avai | abl e are not assessed. 21. The information processing nmethod according
to cl aidata molpdascontendsaryl 2 ganisntsskayzeadivwhereidle contents and/or a contents

key; if the contents and/or the_content e tored in said,recording.
e um i n S aVRER N SoRERISOPdPE S BB GBS sthed B saltb ERoigBE BedhiRis s
. requestgql Ve, f i ' | eSS it i

wher o roeamoy &G A R (R chegk aETT YRR GREREA Mo 2ORRTGh i3foriiion.
i nf or md$ isequired fromnsaiiltdoedenty sepverCicohicals dhtahcoméshoRdhRs o Ithe URstroy@l sai d
i nformation processing apparatus. 22. A contents distributing nethod for

di st ri wontands olata dat re-distrbused rfremn szido cantentsaservienfandmilé co-re-diseinited)
appar at us, f or ,reproductij o d/or contral, c rising. ...distributing
contentcgn@?%d?tﬂ %%?%OFWZ‘?W TSRT Eg@Pﬁ‘b‘ﬁggSQrsé% -Vieceiving the use
condition information of the distributed contents data fromsaid

i nformation processing apparatus and storing the recei ved use condition
i nf or NEY, 0N A contents distributing method for distributing contents data over a network to an

- information processing apparatus for reproduction and/or control, comprising:
distributing contents data to said information processing apparatus;
receiving the use condition information of the distributed contents data from said
| information processing apparatus and storing the received use condition information;
receiving an access request from said information processing apparatus when the
- contents data cease to be available from a recording medium in said information
processing apparatus; and
transmitting data derived from said ﬁse condition information to said information
-processing apparatus responsive to said access request to cause said -information
| processing apparatus to perform reproduction and/or control of backup data of said
contents data stored in said recording medium or said other recording medium in said
information processing apparatus responsive to said data derived from said use

condition information.

20.  The information processing method according to claim 19 wherein




S --- 11 July 2005 81f receiving an access request fromsaid
i'nformation processing apparatus when the contents dat a1¢9a520be be

avai lable froma recording nediumin said information procesSsing
apparatus; and re-distributing the contents data that cease to be avail able
to said i nformation processi ng apparatus in association with said access
request, and transmitting data derived fromsaid use condition information
to said irnformati on processing apparatgye to cause said information
processi ng apparatus to performreproduction and/or control of said
re-distribut @jdcus’et emmditﬂm anforspatinsi ireludesdan alldeof wentdmte nstereidd inissaid
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- cease to be available are not assessed.

21.  The information processing method according to claim 19 wherein
said contents data include contents and/or a contents key;
if the contents and/or the contents key stored in said recording medium in said
information processing apparatus are destroyed,, an access request is received from said
_ information processing apparatus; and wherein
an ICV (integrity check value) derived from said use condition information is
~ transmitted in association with said access request to said information processing

apparatus.

22. A contents distributing method for distributing contents data over a network to an
information processing apparatus for reproduction and/or control, comprising;
-distributing contents data to said information processing apparatus;
receiving the use condition information of the distributed contents data from said

- information processing apparatus and storing the received use condition information;




if the contents and/or the contents key stored in said recording nediumin

~said information processing apparatus are destroyed an q@gggszobgquest_ Is -
- ---- ---- - 11 July 2005 81g received fromsaid infornmation processing

apparatus; and wherein an ICV (integrity check value) derived fromsaid use
condition informati on and contents data corresponding to said destructed
contents data are transmtted in association with said access request to
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receiving an access request from said information processing apparatus when the
contents data cease to be available from a recording medium in said information

processing apparatus; and
re-distributing the contents data that cease to be available to said information
- processing apparatus in association with said access request, and transmitting data
derived from said use condition information to said information processing apparatus to
- cause said information processing apparatus to perform reproduction and/or control of
said re-distributed contents data responsive to data derived from said use condition

information.

23.  The information processing method according to claim 22 wherein

said use condition information includes an ID of contents stored in said recording
medium in said. information processing apparatds and the purchasing recording
information of contents distributed to said information processing apparatus;
| when said access request is received, it is verified, based on said purchasing
recording information, whether or not the contents data that cease to be available is the

- contents already purchased by the user; and wherein

if it is verified that the contents data that cease to be available is the contents

data already purchased by the user who made the access request, the contents data that

cease to be available are not assessed.

'24.  The information processing method according to claim 22 wherein
| said contents data include contents and/or a contents key;
if the contents and/or the contents key stored in said recording medium in said

information processing apparatus are destroyed an access request is
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received from said information processing apparatus; and wherein

an ICV (integrity check value) derived from said use condition information and

‘contents data corresponding to said destructed contents data are transmitted in

association with said access request to said information processing apparatus.






