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BACKGROUND
In a pipelined processing environment, work arrives at
10 a fixed rate. Fbr example, in a network prbcessor
application, network packets may arrive every “n” ns. Each
arriving packet requires access to information stored in
memory (e.g., SRAM). Because the memory access speed is
slower than the arrival ;ate, a pipeline is used to process
15 the packets. The exit rate must match the arrival rate.

. Bach packet is classified into a flow. Succes;ively
arriving packets may be from different flows, or from the
same flow. 1In the case of the same flow, processing steps
must be performed for each packet in strict arrival order.

20 In prior pipelined network processor implementations,
data rates and memory accéss speeds for “same flow” packet
processing are in a ratio such that the meﬁory read access

time is not greater than the packet arrival rate. Thus, the
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networ k processor cannot rely on a full pipeline rate wthout requiring
faster menory access speeds. The invention is defined in the independent
claims. Sonme optional features of the invention are defined in the 5
dependent cl ainms. DESCRI PTION OF DRAWNGS FIG 1 is a block diagramof a
communi cati on system enploying a processor having nmultithreaded

m croengi nes twdr KL rsafydr mHdidd erd Iy esdss of u EXgSUbd DIne &2 1S a
bl ock di agram of a programrmabl e processor datapath (of the m croengi ne

fromFI G 1;dratt indudes@ tLAMr Ridrmod, i scde i aggadnglepi cting the

m croengines as a 15 nulti-stage, packet” processing pipeline. FIG 4 is a

bl ock di agram of CAMof  Fl F i : i ct i o) . queue and
gueue descri pt orTﬁ(%]ﬁmSRA n%ﬁo%.gﬁlée%ﬁ%sﬂkge ?e’gﬁ?%%%&g? %l%a@ e of
gueue descr}ptors

20 and ing tag store inplemented using the CAM
(of FIG 4 BEOET S G df ag i TITRTTIR 16 ant bXawpl iy te

5 dependent claims.

DESCRIPTION OF DRAWINGS
FIG. 1 is a block diagram of a communication system
employing a processor having multithreaded microengines to
10 support multiple threads of execution.
FIG. 2 is a block diagram of a programmable processor
datapath (of the microengine from FIG. 1) that includes a
CAM.
FIG. 3 is a diagram depicting the microengines as a
15 multi-stage, packet processing pipeline.
FIG. 4 is a block diagram of the CAM of FIG. 2.
FIG. 5A is a depiction of a queue and queue descriptor
in SRAM memory.
FIG. 5B is a depiction of a cache of queue descriptors
20 and corresponding tag store implemented using the CAM (of

FIG. 4).



“of the CAM during a queue operation by one of the mcroengines programred
to perform queue nanagenent. FIG 7 is a flow diagramillustrating an
exenplary use 5 of the CAMto support Cyclic Redundancy Check (CRC)
processi ng by one of the pipeline mcroengines progranmed to perform CRC
processi ng. 2a WD 03/019380 PCT/ US02/ 27353 DETAI LED DESCRI PTI ON Referring
to FIG 1, a communication system 10 includes a processor 12 coupled to
one or nore |/ ORi@vi Gesis faorf1@xadtpd o ann et Morde rbedi ree Sarl de 28th 116 v ass el |
as a nmenory 5 system 18. The processor 12 is nulti-threaded processor and,

as such, isrfespecicalM yuseldla fffe dadise ddtatorcay Rihe IOka{e I nto parall el
subtasks or functions. In one enbodinent, as shown in the figure, the

processor k2 crideelddrs BHdd Rtndd T PeNgi NG, Zﬁxelf‘ea%“ﬂﬁt’%ié}n tiple 10

har dware controll ed programthreads that can be sinu eously active and

i ndependently weflg oR g 4 asksy J,n d'f%;grpag{ainﬂu%t%ﬂﬁ\g_ﬁ,?gtathnereexeanl{pelag xteen

X ; i r
m croengi nes 20, m croengi nes 20a correspon o] n1croendfﬁ5§30

t hrough,15), of the m.croengi nes 20 js capabl ob:15 processi ng
mul ti pl @ pfgggg%nﬁﬁﬁgéé%f“%%P?ﬁﬁ Fgﬁggﬂég%?%ﬁﬂéfnqﬁnéiﬁé%I el ow. The

maxi num nunber of,con%g;t threads suppaorted in the illustrated enbodi nent
is eight, BICEERENI maxiFRFmEndift IR d e "Prdaedetl N a g s r amee d

m croengi nes
to perform CRC processing.
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20 i's connected to and can conmuni cate with adjacent 20 m croengines via
next nei gwmesdibszgs 21, as shown. In the illustrated enbogiiRRb2:EE

m croengi nes 0-7 are organized as a first cluster (ME Cluster 0) 22a and
the m croengines 8-15 are organi zed as a second cluster (ME Custer 1)
22b. The processor 12 al so inclugde r that 25 assists in

| oadi ng m crocode control for o#%gillfaﬁé[goﬁfs%}?%%ftgﬁ3 WO 03/019380

PCT/ US02/ 27353 the processor_12 and perfornms ot her general purpose
conputer type fL?ﬁ%Fir(Sr’@gsE%hF%%' handl iSRG BPOEJLHPS e ddptPohedess
wel | as provides support _for higher |ayer network processing_ tasks that
cannot be hdhdEFeSY OFhe2nfFerdETtyi TSl RToRBS éﬁ%o‘?ﬁ‘ﬁé’fﬁsx £RE processor
24 is a StrongARM (ARM is a  trademark of ARM Limted, United Kingdom) core
based ar chi T &8 RIFe. TRHEOPK 0LREEHS (dr a0 &f 225 el bR ofeMePRY  syst em
t hrough which the processor 24 can call functions to operate on the

ni cr oengi’nesS PEETTHE - pr BB SBEPCOWE Want 2udé TOLahyERIARAT &FGEEFAEI Ng
system preferably a real-time operating system O her processor

ar chi t ect ur 3"%myEShEUchsedS SSHIL Hildr derdiudedopotadleh Bivdr &88 Rt h shared
resources including the nenory system 18, a PCl bus interface 26, an 15
1/ 0 interfacerPHLr dgsRatal te B uhidskss eratfenphdionenorin 3me The PCl bus
interface 26 provides an interface to a PCl bus (not shown). The 1/0O
interface 288P04i@epdnsppl ehpwp in the figure, the processor 12

includes multiple microengines 20, each with multiple

10 . hardware controlled program thfeads that can be
simultaneously active and independently work on a task. In
the example shown, there are.sixteen microengines 20,
microengines 20a-20p (corresponding to microengines 0
through 15), and each of the microengines 20 is capable of

15 processing multiple program threads, as will be described
more fully below. The maximum number of context threads
supported in the illustrated embodiment is eight, bﬁt other
maximum amount could be provided. Each of the microengines
20 is connected to and ;én communicate with adjacent

20 microengines via next neighbor lines 21, as shown. In the
illustrated embodiment, the microengines 0-7 are organized
as a fifst cluster (ME Cluéter 0)'22a and the microengines
8-15 are organized as a second clusfer (ME Ciustér 1) 22b.

The processor 12 also includes a processor 24 that

25 assists in loading microcode control for other resources of

3



"controlli ng and interfacing the pr ocessor 12 to the network devices 14,

16. The n®EQs1&Hgst em 18 includes a Dynamic 20 Random Acce§§TM§@{7§ﬁ( DRAM
34, which is accessed using a DRAMcontroller 36 and a Static ndom

Access Menory (SRAM 38, ...which is accessed using an SRAM controller 40.
Al t hough ”tl?éc s%o%ng,sotrh 0progessog 12 al.so woul d_include a nonvol atile
menory to suppdrt boot ogéra? oRS. - THE T34 835G “DRANF B2 T Si¥PYItFEr 36
are typically used for processing |lafge 4 03/019380 PCT/ US02/ 27353

Vol unss of W% FEoLonsr SR or hh L A SHICOREGM ABRWBTREP Datket 65 The

SRAM 38 and M controller 40 are used in a _networking |nplenentation for
| ow | at ency'Stadts &EOEL8e5t URROT, P r&&f’@srsilﬁéelrofiﬁ?ﬁgr}f MTEESSABAOry for
the 5 processor 24, and so forth. The SRAM controller 40 includes a data
structure (Yuetle cFRPPEF Rachadisf eSS Fredosrgntest 1Byt o support
effici ent queue o erations, as will _be described in further detail |ater.
The mi croengfiEE ™04 366 BAACRKSRULE nehdr v HFererENc é2RNsis wcti ons to
either the 10 DRAM controller 36 or the SRAM controller 40. The devices 14
and 16 can PE3HRA Te ChofRMabVE R, dHpHiR® KM acoans RPEEi hesemhd/ or recei vi ng

network traffic data, such as fram ng/ MAC devices, e.g., for connecting to
1 0/ 100BasA= Bt H&chate -G §abi Prezesaret (OIAPMIGY Stthérst gpespamtgngnet wor ks,
or devices for connecting to a switch fabric. For exanple, in one
arrangenentSY$HE f8rRugk Wbifkethe rungepsor 24 can call functions to

operate on the microengines 20. The processor 24 can use

10 any supported operating system, preferably a real-time
operating system. Other processor architectures may be
used.

The microengines 20 each operate with shared resources

including the memory system 18, a PCI bus interface.26, an

16 I/0 interface 28, a hash unit 30 and a scratchpad memory 32.
The PCI bus interface 26 provides an interface to a PCI bus
(not shown). The I/0 interface 28 is responsible for
controlling and intérfacing the processor 12 to the network
devices 14, 16. The memory system 18 includes a Dynamic

20 Random Access Memory (DRAM) 34, which is accessed using a
DF@M controller 36 and a Static Random Access Memory (SRAM)
'3é;~ﬁhi¢h is accessed using-ah SRAM controller 40. Although
nbf éhown, thé processor_lZ also wouid include a nonvolatile
memory to support boot operations. The DRAM 34 and DRAM

25 controller 36 are typically used for processing large

4



"be an Ethernet MAC devi ce (connected to an Ethernet network, not shown)

that tranwso 6moipsseket data to the processor 12 and deviceptg igsbheshe a
switch fabric device that receives 20 processed packet data from processor
12 for transmission onto a switch fabric. In such an inplenentation, that

i's, when hebdlheg bfaddts, t0ghe §8Htel9ifg S¥E iy 1faRE ¢rof g tvpggﬁessor 12
mould be acting-as an ingress network processor. Al ternativel

processor 12agQutd. OPEEAt€R2b 38S A0 SHARSS.RELNOIK RHOGESS dl i ng
traffic that is 5 WO 03/019380 PCT/U802/2%353 FECEIVgggfgéﬁ?gﬁEMAt h

fabric (viandeyber:id):antHestined f£9rla@01£@gélea\}gt waLk device such as

network device 14, or network coupled to suc ou%% t he

processor 12as¢an Qp rate.ddla tgg Lgne ng both traffic 5
di rections, ?? W %e underStS ﬁﬁ Btgggg |ev é’hE 0¥ g%?fornance, it

may be deeSIfo@Ql;@swl usg, tup dedicgated Eﬁgcgﬁﬁl\?rédﬁj‘c%%?lgs In OQS 5

processor and the other as an egress processor wo dédi tare

LT S R e

each 10 network device 14, 1 can 1nc |ty o]

db o] r. 1 h nterface 28 the efore su orts one
o or ot yncEiep el ofgsReied Sughhee LA ILERLRGRRS rDELELRLe S

or nore types o aces an N

| ayer) . or 2 98- farhls 0 ERE a%ﬁd%t%‘%%?ffegr“%@rméﬁ g %%wéa;n?rk. c
for 20p can execute memory reference instructions to either the
10 DRAM controller 36 or the SRAM controller 40.

The devices 14 and 16 can be any network devices
capable of transmitting and/or receiving network traffic
data, such as framing/MAC devices, e.g., for connecting to
10/100BaseT Ethernet, Gigabit Ethernet, ATM or other types

15 of networks, or devices for connecting to a s.witch fabric.
For example, in one arrangement, the network device 14 could
be an Ethernet MAC device (connected to an Ethernet network,
not shown) that transmits packet data to the processor 12
and device 16 could be a switch fabric device that receives

20  processed packet data from processor 12 for transmission
onto a switch fabric. In such an implementation, that is,
when handling traffic to be se.nt to a switch fabric, the
processor 12 would be acting . as an ingre's.s. network

Processor. Alternatively, the processor 12 could operate

25 &s an egress network processor, handling traffic that is

5



AsynEhronous Transfer Mdde (ATM, Internet Protocol (IP), Ethernet, and
simlar q€éa comuni cations applications. The I/Ointerface 28 incl
separate OHNV8YNnd transmit Dbl ocks, each bei ng separ at eP9T&%§H% ?Bff’r abI e
for a particular 20 interface supported by the processor 12. O her devi ces,
such as a 'host conputer and/or PCl peripherals (not shown), which may be
coupl ed to meP&vaiisfrozont selited Bybthe PG4 ntesricace626aadedassineser vi ced
by the processor 12. 6 WO 03/019380 PCT/ US02/ 27353 1n general, as a
net wor kK pr ofessatiotidre npracegsoevide canch d erfeaserkodanyctype, odr
conmmuni cation device or interface that receives/sends | arge anounts of
data. The mpeaesesisatould eburet s06hNgedsSca. NEAMIdaghr abespebcedsibtl X recei ve
units of packet data froma network device |like network device 14 and
process thosanubpésataf ipacketadatdonhd madparaidwirtimgnebrnasraffic be
descri bed. The unit of packet data could include an entire network packet

(e.g., Ethetnebctpacketi: afila perth@drstosdicthax packekhievd. high&el |l or 10
packet segment. Each of the functional units of the processor 12 is

coupl ed to parkpteided, Qusmsir Het HE &1 A3b1 MEIRIYsDUSRE S edddated4b couple the
menory controllers 36 ‘and 40, respectively, to respective nenory units

DRAM 34 ands 8BAM S8 Hf drke 2REBRr Yndpe S¥ShedtddorlR@d ARe! BtREFAEE 48 S
coupl ed to the devices

egress processor. The two dedicated processors would each
be coupled to the devices 14 and 16. In addition, each
10 netwprk device 14, 16 can include a plurlality of ports to be
serviced by the processor 12. The I/0 interface 28
therefore supports one or more types of interfaces, such as
an interface for packet and cell transfer between a PHY
device and a higher protocol layer (e.g., link layer), or an
15 interface between a traffic manager and a switch fabric for
Asynchronous Transfer Mode (ATM), Internet Protocol (IP),
Ethernet, and similar data communications applications'.
The I/0 interface 28 includes separate receive and transmit
bloéks, each being separately configurable for a particular
20 interface supported by the processor 12.
Other devices, such as a host computer and/or PCI
pe'ripherals (not shown), which may be coupled to a PCI bus
controlled .by the PC interface 2.6 are also serviced by the

processor 12.



14 and 16 via separate I/0O bus |ines 46a and 46b, respectively. Referring

to FIG 2w@h3kreesp! ary one of the mcroengines 20a is shawr/usihbarsss
m croengi ne (ME) 20a 20 includes a control store 50 for storing a

m croprogram The mcroprogramis |oadable by the processor 24. The

' [ 20 i ncl ud ti d h. .24 t
general pur pose r 451 SFBFET CRR M e o8 AL RS R iU el b o P RS cant ol

store 50. The dat,a[gath 54 25 incl udesf%everal dat apat kae%l.ererents, i ncl udi ng
an ALU 58, a S WAB3F8993%0 POT/UE52,37 55T R i &F V'85%aRd a Cont ent

Addr essabl e Menory (CAM 60. The Rfjle 56 provides rands t he

vari ous dat ap]aﬁtt‘?rrﬁg:ché%F n{f‘éefJe‘f?ésgtz?r’idﬁcﬁ&&?ﬁgal{l%%&@ﬂ%gg?%épco&dgebi ts in
the instruction sel ect_which datapath el enent i 3 to (ﬁ%rﬁform 5.t he operation
defined by tHRFIRSEPECE? oFInNTHLTHAG Gndi AE TYBL  FRF 1R n&PldEs a write

transfer register file 62 and a read transfer register file §4 The wite
transfer PegiSier VR FB1BED 3f Rakeat® t B Wi PEERCTD IV 4 8sdufEe ext er nal

to the m croengi ne_(for‘exar’rl)l e, the 10 DRAM nenory or_ SRAM magor%/l)H The
read transferPfelgirdt 8eVice| &2 end PURSEF T FPOSCOPPRYS rot RATKGA §3FPorta
resource external to the mcroengine 20a. Subsequent to or _ cqncurrent
with the data® @arevae]l BANRSENtaSiGAd B9 ARSCRAPER esptRa W tsR4r BACket

resource, e.g., nmenory controllers 36, 40, .
data could include an entire network packet (e.g., Ethernet

packet) or a portion of such a packet, e.g., a cell or
10.  packet segment.

Each of the functional units of the processor 12 is
coupled to an internal bus structure 42. Memory busses 44a,
44b couple the memory controllers 36 and 40, respectively,
to respective memory units DRAM 34 and SRAM 38 of the memory

15 system 18. The I/0 Interface 28 is coupled to the devices
14 and 16 via separate I/0 bus lines 46a and 46b,
respectively.

. Referring to FIG. 2, an exemplary one of the
microengines 20a is shown. The- microengine (ME) 20a

20 includes a control store 50 for storing a microprogram. The
microprogram is loadable by the processor 24.

The microengine 20a also includes an execution datapath
54. and at least one general purpose r_egister (GPR) file 56
that are’ coupled to the control store 50. The datapath 54

25 includes several datapath elements, including an ALU 58, a

7



15 or core 24, can be provided to alert the thread that the data is
avai l abl e_or has been sent. Both of the transfer register files 62, 64 are
connect ed™MC0¥HE%at apat h 54, as well as the control stor @CIUSORI2333
included in the mcroengine 20a is a local nmenory 20 66. The |ocal nenory
66 i s addressed by registers 68a, 68b, which supplies operands to the

dat apat h 54. mibeibbiant FEIEDHY a66oheEREVAEAFESHAD S MDA caah apgth 54 as a
destination. The m croengi ne 20a al so includes |ocal control and status

regi sters (CSRs)c#R, fﬁwm%ﬂlhgg dpetbANST €5 tfr?eg'wsat%ro%’s E‘értaéé%' ng
| ocal inter-thread and 03/ 019380 PCT/ US02/ 27353 gl obal

si gnal i ng i nbeerBs oy andmiher 1hBf AETREI PRe cz@&ldﬁo31 C%Qﬁ%'et bifs § {?Up' ed to
W

the transfer registers, which operates’in parall th the execution
dat apath 54 and 1ﬁ§%f&5ﬂﬁ%ﬁj@€l%@ngB§Eh08§ Lgétﬁﬂgﬂ lSTQ% BEE%Q glne
20a 5 al so includes next neighbor registers coup to the™ "con

store 50 sandthaeo;%ﬂﬂatdrpfae(%%@@aw Phe ERLLBLOLIAN, 'nformat' on rece' Ved
froma previous neighbor ME in pipeline processing over a next neighbor

~input signal 2la,rd £ Be S cont f Lop in the
| ocal CSRs 10 70. Inléddlg%ggetgagrggféﬁﬁg gﬂ'%%%%ﬁ% ?%1%@ %ww %

Lransfer uni kef2stdherddl apatiacan. Lo BLAYELP AL QHRUFLE ohfe R file

56 over |line 80. Thus, each apa

write transfer register file 62 stores data to be written to
& resource éxternal to the micfoengine (for example, the

10  DRAM memofy or SRAM memory). The read transfer register
file 64 is used for storing return data from a resource
external to the microengine 20a. Subsequent to or
concurrent with the data arrival, an event signal from the
respective shared resource, e.g., memory controllers 36, 40,

15 or core 24, can be provided to alert the thread that the
data is available or has been sent. Both of the transfer
register files 62, 64 are connected to the datapath 54; as
well as the control store 50.

»Also included in the microengine 20a is a local memory

20 66. The local memory 66 is addressed by registers 68a, 68b,
which supplies operands to the datapath 54. The local
memory 66 receives results from the datapath 54 as a
destination. The microengine 20a also includes local
control and status registers (CSRs) 70, coupled to the

25 transfer registers, for storing local inter-thread and

8



él ef'r'ent-s, i ncl udi ng the CAM 60 t hat cén return a result 15 value from an
execut ed. Wonekiesgei ghbor output signal 21b to a next nei gibppsME-if the
processi ng pipeline can be provided under the control of the l|ocal Rs
80. O her details of the m croengi ne have been omtted for sinplification.
However, it w,ll_ _he reciated. that the 2Q mcrqengi ne woul d include (and
the control loorbé—ﬁS(?@\%gﬁl al%%ag%%ﬁn d”f“ba)“lgﬁp%gr?g?eerc]d}# athaP dwar e,
such as program _.c ters, Lpstruction decode, |l ogi ¢ and cont ext ,
arbiter/ eventanraJ ggi%(%? Hreléaezgt o~ YRS ttOmQh%tei BFggﬁi%ﬁulf‘?theﬁFeaHQ.l_Ch
Referring to FIG_.3, an exe y NE task assignnen 25 for_a software
pi pel i ne nodeP S Fhe Br Bé’égﬂ)‘?{ 1"2%%5 © exefu 833%?)171%‘38"6’ PATAB802/ 27353
illustrated in . Th rocessor 12 supports t i pelines: a receive
pi pel i ne and paeﬁgfggﬁﬂgmﬁﬁepf:%??%?wﬂ‘?e fcg"c@iT\Mec\ég?'gel TR Tfdiqasgedneneala
foll ow ng_stages: .re-assenbly pointer search ("RPTR') 92, re-assenbly

5 d%tf?ft én(:‘lﬁaﬁﬁ' ?eétgh‘?lgrhé%%‘i VEPEEREE P oceRHRIRF (tsi %hst ages)

i nformati on
96a- 96f, neteri ng stages ME1 98 and ME2 100, congestion avoi dance ("CA")
102, statist§&¢ ﬁrloéég§ﬁnaolmdaﬁtf &£ Hrd onraRagePa th M) f6 StoTheg
recei ve pipeline begins with data arriving in a receive block of the I/O
i nterface 28 AHPTBRALON FRCEI HRMID FUSHEYIPYS1D7ighlbor ME iin SRAR)indhe
transmt pipeline stages include: a TX scheduler 108, the QM 106, a
Transnit Datén§F§@élT%0°ver a next neighbor input signal 2la, or from

the same ME, as controlled by information in the local CSRs
10 70.

In addition to providing an output to the write
transfer unit 62, the datapath can also provide an output to
the GPR file 56 over line 80. Thus, each of the datapath
elements, including the CAM 60 that can return a result

15 value from an executed. A next neighbof output signal 21b

to a next neighbor ME in the processing pipeline can be

-

provided qnder the control of the local CSRs 30.
Other details of the microengine have been omitted for
simplification. However, it will be appreciated that the
20 micrbengine would include (and the control store 50 would be
coupled to) appropriate control hardware, such as program
counters, instruction decode logic and conte#t érbiter/event
logic, needed to support multiple execution threads.
Referring.to FIG. 3, an exemplary ME task assignment

25 for a software pipeline model of the processor 12 is

9



and the statistics processing 104. The RPTR, RUPD and packet processing

pi pe stagg together to re-assenble segnented franes i
conpl ete S(Y%(gg 8gts. The RPTR stage 92 finds the pointer tpgqgﬁﬁgblr%eﬁésenbl y

state information in the SRAM 38 and passes this pointer to the RUPD 98.
The RUPD 98 panages the reassenbly state, which involves allocating DRAM
buffers, andlléafEiatRd ig 8Pt seTBe PrecetIRNtE SHAPSEREr tVarRPHA¥de5nd 20
provides the packet processing stage 96 with a pointer to the location in
DRAM wher e t Be TRed it Kidglanshantida ber angsEniiegl iTRe t FReaB®CHVa he packet
processing stages 96 conplete the re-assenbly process by witing the data
(payl oad) toPtRelins HidlydgsethDRAM bofiey fdiedl'so rRodRs el hePin ey ough
L7 10 WO 03/019380 PCT/ US02/ 27353 packet headers to process the packet.
These st agesSgrech apRETRY i 84, depeadesmbndickarmaiidraf spdavar ¢ BiRfilone
application to another. For exanple, one application may support IP
desti nati®n Bdartéesiteo pdetketnprecdesingat $on Sagest, 94adoat 7-nelfpwingear ch
to identify flows and support access lists. To support ATMre-assenbly,
t he RX pi pel BffegeediEY &8 andcHERi £00 eduonigeslyiwoderoiCRErest agk” i nt&ddi ti on
to the pipe stages already described. CRC support can be provided by 10
repl aci ng t hetktistianemicesbénpatietapd ogegsiury nenages (“QM”) 106.
The receive pipeline begins with data arriving in a receive
block of the I/0 interface 28 and ends with transmits gqueues
10 107 (stored in SRAM). The transmit pipeline stages include:
a TX scheduler 108, the OM 106, a Transmit Data stage 110
and the statistics processing 104.
The RPTR, RUPD and packet processing pipe stages work
together to re-assemble segmented frames back into complete
15 packets. The RPTR stage 92 finds the pointer to the
Treassembly sf_ate information in the SRAM 38 and passes this
Ppointer to the RUPD 98. The RUPD 98 manages the reassembly
state, which involves allocating DRAM buffers, and
calculating offsets, byte counts and other variables, and
20 Provides the packét processing stage 96 with a pointer to
the location in DRAM where the network data should be
assembled.
The threads of the packet processing stages 96 complete
the re-assembly process by writing the data (payload) to the

25 allocated DRAM buffer and also look at the L2 through L7
10



(stage 96a, as shown) and including additional information in the

r e- assenbmyo st/atosset abl e. The CRC 96a reads the re- assenbl pEihdngr1:9; get
the AAL type and CRC residue, verifies the Virtual Crcuit (VO is
configured for AAL5, perforns 15 CRC cal cul ation over the cell, and updates

the CRC residyeyet Q}éahf‘errse'tﬁsﬁlggp%%se St Gaddieri 8ge98, sdD0.d g 4sed to

nonitor bandw dth of a flow s whet her each 1ncom ng packet is in

profile oo B8bssdlen:s Lonaoehionyh s IRds. A et oL paragplars are 20

negoti ated, e. ntornmati on Rate n ted Bur st

Size (CBS) . i b dafi ne the haponl g1 uegl. by Heablove The, petering

function can enent e according to any dne of a1 of “Known

schenes, sucguﬁgor{ %%e@%&lﬁ%tti?r%;§¥;pxé9$%so 9@%%&2%&%?3&/%527i’3r§a2cﬁ.10Congesti on

avoi dance 10 nitors network ads inan € r 0 rci pate and

avoi d congest| o twork bottlenecks. The OM 106_is responsible
for perform %agghg‘%%%e angupg%dgﬁﬁgﬁré %%elré; nfco%%’ -(gr%of'%t\aﬂa?%asnusprﬁot‘%queues 107
for all pac:égtcgs f‘fséc”g |1 be described in further detail below. The .

recei ve pipeline fhr eads parse packet headers and perform | ookups based on

th ket header,, i nformti Once t he. packet _has.been processed, it is
ei ?hgﬁlcsgnt :2 :nT(Iiosuepfcoerﬁclt ?‘%M fS—BES?WPJ(?E’ertk}ﬁr §ge§§88 bﬂ}gtﬁ%q%reé‘ 2|4, Ior

stored cyclic redundancy code (CRC) stage in addition to the pipe
stages already described. CRC support can be prévided by
10 replacing the first one of the packet proceésing stages
(stage 96a, as shown) and including additional info;mation
in the re-assembly state table. The CRC 9%6a reads the re-
assembly state to get the AAL type and CRC residue, verifies
the Virtual Circuit (VC) is configured for AALS5, performs
15 CRC calculation over the cell, and updates the CRC residue
in the re-assembly state.
Metering 98, 100 is used to monitor bandwidth of a
- flow. It checks whether each incoming packet is in profile
or not. When a connection i1s made, a set of parameters are
20 negotiated, e.g., Committed Information Rate (CIR) and
Committed Burst Size (CBS), which define the bandwidth used
by the flow. The metering function can be implemented
according to any one of a number of known schemes, such as

token bucket.

1



"in the DRAM 34 and queued in a transnmit queue by placing a packet |ink

descriptor. for it in a transmt queue associated wth the transm

(S
 (forwardi NP 8P198% ndi cated by the header/| ookup. The trad&ii¥S%GEéRe is

stored in the SRAM 38. 15 The transmt pipeline schedul es packets for
transmt data processi

which th ds . .Q, t
f or war di ng port iQ?d’igc,ea'attgghbw{’?i%arh%egg]e@eIq‘boz%ht%%isgﬁglré%??%ra ul%i %g%tdﬁe

recei ve processi ng._Collectively,

functional ptPett r‘?ef.fofﬁetPuﬁEF?'%h%?tepi?)%
parallel, and each of the ei
i s assi gned BV Ty RO YAEREE

vOol

9
congés
e uses

pi pe- st apes GREUCUR WFHRLIQPE BACH HaRBRRI DY HHES

Each of the eight threads _in each stage handles a diffeg)ent acket. Sone
of the pi pe BREHRES - Afciidd PRCIOBAT LREPD 94T N TLGE FaF

on a "critical section" of code, that is, a code section for which only

one ME thread hasThelrasedvgsPieehbas f FREEEOh RRTSA IRFGESt BRadeyt ot

resource at

10

15

20

perform lookups based on the packet header information.

Once the packet has been processed, it is either sent as an
exception to be further processed by the core 24, or stored
in the DRAM 34 and queued in a transmit queue by placing a
packet link descriptor for it in a transmit gueue associated
with the transmit (forwarding port) indicated by the
header/lookup. The trahsmit queue is stored in the SRAM 38.
The transmit pipeline schedules packets for transmit data
processing, which then sends the packet out onto the
forwarding port indicated by the header/}ookup information
during the receive processing.

Collectively, the stages 92,.94, and 96a-96f form a
functional pipeline. The functional pipeline uses 8
microengines (MEs) in parallel, and each of the eight
threads (threads 0 fhrough 7) in each ME is assigned a
single packet for processing. Conseguently, at any one time

there are 64 packets in the pipeline. Each stage executes

12

t he stqu\ es .92, 94 g{lgn 9a6ta-090§tfmofnorm a 20

i rni croengl nes ( MEs)
%ht threads (threads O through 7) in each ME
for processing. Consequently, at any one tine
these are 64 packets in _the pipeline. Each_stage executes 12 WD 03/019380
PCT/ US02/ 27353 airorf gaokée apfpomiilit ef 1 e

threads. The stages 98, 100, 102, 104, 106, K 108 and #ég g%g 611J(r:]gnt ext
I'e i rent) ME

in

LOXBEHT SATPET S0t ei ght

rPeXxadfpl e, operate



any one time. These privileges protect coherency during read-modify-wite

oper ati ongo &¥ebsgel ve nodification privileges between NEsS paffydaandised by
allowing only one ME (one stage) to nodify the section. Thus, the

architecture 15 is designed to ensure that an ME not transition into a
critical section stage until .a _previous,ME has conpleted.its _iX, processing
'n the coriti Gl CBECETGRC" PO IdRANBIES ENBSRUPEFGE 100 ReCAPE OAI S58Et i on

t hat require% nut yal exclusivity to shared tables in external nenory.

Thus, when tr&A§PEFoning 20 from RPTR 92 to RUPD 94, thread O of MEl of

the RUPD 94 wi || ot begin yntil al]l thr S ME O have_caonpl eted the
previ ous RUPD pip@ggt%@ﬁé£ﬁlﬁéad&PPio%PEStisgt ?ﬁ?eéH”%Fﬁ@rllgx EGiti on

t echni ques are %gglo ed in the pipeline at critical section code points to
ensure sequeéd Eaééﬂ%ﬁﬁt%ﬁ§soﬁn§ac%§t§HSBPn@rﬁaﬁRHQuTQ&ﬁlﬁﬁebdiFferent
threads. _ 13 WO 23/019380 PCT/ US02/ 27353 The processor 12 al so supports
the use of caCRPHG METhEREEHE %8 r edb@enpaEkEbe pr bt SihFgacsneds aaali nprove
the speed at which the processor 12 operates with respect to inconing
traffic. For S¢RGRphandiee SRANCESRRE OPPEXSE0 (FIG 5 1) maintains a cache
of nost recently used queue descriptors (stored in the SRAM 38), as wi ||
be further descriBe@e 2f sthe tHeel seagerenmsryhess (BG962), RIEReS4 CRAM
information, _ such as CRC residue (also stored in the SRAM 38, used by

the CRC 96a. 406/ nbPe eRamPme OPRrebel Ph a Prpéticagessnidion” of code,

that is, & code section for which only one ME thread has
10 exclusive modification priwvileges for a global resource at
any one time. These privileges protect coherency during
read~modify-write operations. Exclusive modification
privileges' .between. MEs are handled by allowing only one ME
(one stage) to modify the section. Thus, the architecture
15 is designed to ensure that an ME not transition into a
critical section stage until a previous ME has completed its
processing in the critical section. For example, the RUPD
98 is a critical section t_hat' requires mutual exclusivity to
shared tables in externél memory. Thus, when'transitioning
20 from RPTR 92 to RUPD %4, thread 0 of MEl of the RUPD 94 will
not begin until all threads on ME 0 have completed the
previous RUPD pipe stage. In addition, strict thread order
execution techniques are employed in the pipeline at
critical section code points to ensure sequence management

25 of packets being handled by the different threads.
13



10 as the '"QM 106 is required to nodify the sane critical data, a |atency

penal ty iwo3f4éssed i f each thread reads the data frome ORJory
(that is, SRAM, nodifies it and wites the data back toxl;eﬁ/{}?dr%gl menory.

To reduce the latency penalty associated with the read and wite, the Me

threads 15 can u t CAM (E1G_. 2) tp faold these operations into a
single read, mul t%:ﬁSI g?r%%ﬁ?%a i oanlssoar?al?%’alég%n%ﬁdls@n O?hggcgh%%e evi ction

policy, eit r ite operations, .as will be described. FIG 4
shows an exgﬁrﬁﬁhgggsgébggi ﬁ%%\@é%fpat S FCRVPEES 5129 TS SCARP6APTRYIdEE a

plurality of ries ln the illustrated enmbodinent, there are 16
entries. sihp%%tr?lt rag w%gghh%rée N daentit }léroe?ﬁ%%es(d? agysBo%t ¥g., a

ookup val ue A ifE PEVEREY Cutal dRlerbd? "En OBl HaaleRilEr O (i

associ ated wit d upit, of .14 0.03/019380 PCT/ US02/ 27353
i nf or mat %onvg)hz%aépggrgéga? e Ty aid muoés\gclj rﬁﬁ??g%y p“hscﬁégtqueﬂfao BT REO® g., a

e 0eSCT | e 358 BN SIS pc0RR, BRC50 01 Ll Engh onl Y also,
S et T et TRk RS o, AR LESML 2028 e, PLOY 0o o =
| ookup 1 esulduch?3s! BRLULES: due NA1JT 120" £8" QL iy SLB1 L] et on 136
the CRC 96a. TIf more than one thread in a pipe stage such
10 as the QM 106 is required to modify the same ciitical data,
a latency penalty is incurred if each thread reads the data
from external memory (that is, SRAM), modifies it and writes
the data back to éxternal memory. To reduce the latency
penalty associated with thé read and write, the ME threads
15 can use the ME CAM 60 (FIG. 2) to fold these operations into
a single read, multiple modifications and, depeﬁding on the
- cache eviction policy, either one or more write operations,
as will be described.
FIG. 4 shows an exemplary embodiment of the CAM 60.
20 The CAM 60 includes a plurality of entries 120. In the
illustrated embodiment, there are 16 entries. Each entry
120 has an identifier value (or tag) 122, e.g., a queue
number or memory address that can be compared against an

input lookup value. As will be discussed later, each

25 identifier value is associated with a stored unit of

14



"nunber 138. Collectively, the fields 134 and 136 provide 10 status 140.
The w dt h“p(; dentifiers 122 is the sane as the sourc bei ng

. . .
used to prov?%@%dgad the CAM entries or provide | ookup vaﬁ’&@@%"@.&é‘?? t he

registers of the GPR file 56 (FIG 3). In the enbodi nrent shown, the state
15 information 126 is inplenented as a state bit. The wdth and format of

the state infFBERERROYLR dh@tt e makBErdofo nfentsieri 8RE1RP PR on design
consi derations. During a CAM | ookup operation, the value presented from a
source such BICFRESTR f8-19% 56 Ryevenpas e Pha¥ pararFeemblpostaFeecach '
identifier 122 with a resulting Match signal 142 per identifier. The val ues
of each idenfirtReranierse groarhousEpch| entled dHisw ioaReadawpestatyi on. During
that | oad operation, the values fromthe register file 56 specified which
of the idenfMipPerslhdnchettegeuésfofmaheon deift isfsisersatedbeltivaded. 15 WO
03/019380 PCT/ US02/ 27353 The state information is also | oaded into the CAM
during the EARPLbEEDPE atlinorhaTheaindeanify er CoiRars ceaparedi2fgairest the
| ookup value in a source operand provided by an instruction, e.g., 5
Lookup[ dest _Pagyvided tredg StEtesseudcBROpieaia wpdcilBledwhych her quhrcaset er
"src_reg" holds the | ookup value to be applied to the CAM 60 for | ookup.
The desti nat pohorlegd stesrulspédizf.i ethbyl pakagretesrult 132 includes a

hit/miss indicator 134, state information 136 and an entry

number 138. Collectively, the fields 134 and 136 provide

10 status 140j
The width of the identifiers 122 is the same as the
source registers being used to provide load'the CAM entries
or provide lookup values, e.g., the registers of the GPR
file 56 (FIG. 3). In the embodiment shown, the staie
15 information 126 is implemented as a state bit. The width
and:format of the state information, and the number of
identifiers are based on design considerations.
Dgring a CAM lookup operation, the valué presented from
a source such as the GPR file 56 is compared, in parallel,
20 to each identifier 122 with a resulting Match signal 142 per
identifier. The values of each identifier were previously
loaded by a CAM load operation. During that load operation,
the values from the register file 56 specified which of the

identifiers and the values of the identifiers to be loaded.

15



'"deét_reg" is the register that receives the result of the 10 CAM Iodkup

60. Al enblobRfd20 are conpared in parallel. In one enbopetRb 27388
| ookup result 132 is a 6-bit value which is witten into the specified

destination register in bits 8:3, wth the other bits of the register set

to zero. Th%lﬁe%@?%% DRELOR a e s Stealcs%” 108847 §9£§tfr§e'&»}% ?ﬁ? fhle S6.

Optional ly, I"00 resu 2 cdnal S0 be wiitten into OF t he
LM ADDR regkﬁhp 8 FIG 2) of the ME 22. For a hit (that i's, when
the hit/niss |n ?8§t§ © g é 20 the result 132 indicates a h|t) the

entry nunber 138 of the entr tc n a
m ss occurs andTbﬁe ﬁe?ylgﬁ%ylﬂgybatornf?ﬁ'ﬁhugaxna?g%ggmh ss %h
entry nunber 138 is_the entr nunber ({ the Le as% gent y- LBed (LRU)
entry in the CASSarFay. Oﬁ‘%a ¢ % T Mt 196 118 WD 057 938t
PCT/USOZ@27353 136 Iﬁ og ¥ seful for_a hit and i ncludes the value in the
state fi&ld 126 for tHBOEHYS § that® qﬂterﬁﬁfq_RU | ogi ¢ 130 maintains a
time-orderedq,list of CAM eqé usage. n.,an entr | oaded, ,or matches
o' 8 | ookUBe RPIFEeBRERETS PHoaE biPlof %aarﬁg%aﬁﬂysw IR, a
‘| ookup that m sses does not nodify the LRU |ist. i cations can use

the hit/ni s$*¢Mi EBEi dACKER. Varkie dift (RE ARRJECH 38 §ﬁﬁ %&gt% 0% %r mati on 136

provi de o
lookup. The destination register specified by parameter

“dest_reg” is the register that receives the result of the
10 CAM lookup 60.

All entries 120 are compéred in parallel. In one
embodiment, the lookup result 132 is a 6-bit value which is
written into the specified destination register in bits 8:3,
with the other bits of the register set to zero. The

15 -'destination register can be a register in the éPR file 56.
Optionally, the lookup result 132 can also be written into
either of the LM_ADDR registers 68a, 68b (FIG. 2) of the ME
22.

For a hit (that is, when the hit/miss indicator 134 of

20 the result 132 indicates a hit), the entry number 138 is the
entry number of the entry that matched. When é miss occurs
and the hit/miss indicator 134 thus indicates a miss, the
entry number 138 is the entry number of the Least Recently-

Used (LRU) entry in the CAM array. The state information

16



'a-dd'i"ti onal information that may be used by sone 10 applications. On a m ss,

f or exanwWe.ospwiBsd-RU entry nunber can be used as a hint ferr/gaphesss
eviction. The software is not required to use the hint. The state
information 136 is information produced and used only by software. It can

differentiate g4 iteeanl, TEBANOAS O 1d Nldhe SHERLASs Ind YA Ligd yer sus

nodi fi ed data. The software can use the 1 nformtlon r branch deci si ons,

as offset i nt&a%%f\/?iEEabh%’f%re@‘ﬂ%o%hﬁe{yel{[s“% hg{her instructions that use

and rmanage the can inclu entry, srcreg] , opt_tok; Wite

Cdost _rog. entry) T5na CUeEc T MO 04015580 LS ORDR S 03 s Phectl i1
i nstruction ites an identifier value in the.src_re 1o the specified CAM
entry. An op%%ttnryt gl?eﬁeéan% 2" ST spedifTest aPE l?arﬁ'%rerfaﬁnoﬁ. The

Read- Tag and d State_instructions are used for diagnostic ut can 5
al so be uged Jiér?q%gfn%% SnBPYBRs-C Thé Fag VA G& gjﬁagsf‘l%?%ntjfyoﬁ]steﬁe

PDCL o e A LS UL A L s oo U g e o
a new val ue-that All applications can use the hit/miss indication 134.
The entry number 138 and state information 136 provide
additional information that may be used by some
10~ applications. On a miss, for example, the LRU entry number
can be used as a hint for cache eviction. The software is
not required to use the hint. The state information 136 is
information produced and used only by software. It can
.differentiate different meanings for a hit, such as
15 unmodified versus modified data. The software can use the
information for branch decisions, as offset into data
tables, among other uses.
Other instructions that use and manage the CAM can
include:
20 Write [entry, src_.regl, opt_tok;
Write_State (state_value, entry) ;
Read Tag (dest_reg, entry);

Read_State (dest_reg, entry); and

Clear.

17



is, the | ookup of the new value results in a mss, with the 10 LRU entry
nunber returned as a result of the mss. The read instruction can then be
used to FIRPHMB8Yal ue that is stored in that entry. The RERUSTHY3S3
instruction elimnates the need-to keep the identifier value correspondi ng
to the LRU entry nunber in another register. The Cear instruction 15 is
used to fl usthealWriitef dngationi owtwaftdhearCANenVhenet hes GAM 45 tiged as a
cache tag store, and each entry is associated with a block of data in

Local Menorysi66,red he rasubpeoiride dmokdnrgan hg ysedod o AN ORt he
hit/mss indicator 134 and use the entry nunber 138 as a 20 base pointer

into the bl asded o epaki Pty H6inddimiather eRBORLIBNtag thRy State 126 can
be inplemented as a single lock bit and the result 132 can be inpl enented

to include ®Rstatusteodastinstess ofrd e separatiealndi cator b@c”%a%t ate
fields) along wth the entry nunber 138. For 25 exanple, the code could be

defined & alswthi ise@den Mbidh1 18 MR Q3019380 E’g/@%é )2a7r?a5§taf&%53i bl e
and '

results to include a "m ss" (code "01'), "hit" (code 10 "I ocked"

(code "11').fok releUsReel ride. oM 85 2,008 MaWhd ;1 hodi gl egd gty Jhe | ookup
value is not in the CAN, and thléﬁgntry nunber lof the resu tnavrall%trfe is the

Least 5 Recafgieddsed RbRMIn@Miy oS l sthussed aboye. oLl §,n@lug, could be.
e (0]

used as a suggested entry to be replraced wt bokup value. R hit code
woul d i ndi cairft Ayh@kebiBet LO9KUD i cted to make room for a new value—that

is, the lookup of the new value results in a miss, with the
10 LRU entry number returned as a result of the miss. The read

instruction can then be used to find the value that is

stored in that entry. The Read_Tag instruction eliminates

the need to keep the identifiér value corresponding tec the

LRU entry number in another register. The Clear instruction
5  is used to flush all information out of the CAM.

When the CAM is used as a cache tag store, and each
entry is associated with a block of data in Local Memory 66,
the result of the lookup can_be used to branch on the
hit/miss indicator 134 and use the entry number 138 as a

20 base pointer into the block in Local Memory 66.

In another embodiment, the state 126 can be implemented
as a single lock bit and the result 132 can be implemented
to include a status code (instead of the separate indicator
and state fields) along with the entry number 138. For

25 example, the code could be defined as a two-bit code, with

18



value is in the CAMand the lock bit is clear, with the entry nunber in
the resul wdesmgsgohe entry nunber of the 10 entry that has poatsoedshe

| ookup val ue. A |l ocked code would indicate that the | ookup value is in the
CAM and the |ocked bit 126 is set, with the entry nunber that is -provided

in the resul Loagaie belnd she i erniafs -t hg ogBt Fyp tjhatwyrgtched the
| ookup val ue£3015 The 1 ock bit Olg Jﬁcm(la i tmlof da'?goassom at'ed with the

entry. The | qgk4bit,goul d be ed by Soht WaLEry & Ghe WSisBY @
LOCK or UNLO%K fjnstru’gt |aglrc11 e%t%g% e t %f‘g@% he éntry I'S IB%ded oer changed in

an al ready | ggggd d Yinathe el &5&&1§%1fﬁoﬁ@v%ﬁu\é399 Lo dirﬁ felenjat e

cases where the at a assoma d Mentry is 1n flight, or

pending a. 83“9&‘ A% 2 dppohpoelolin { WARr sdetallpedater. As
age

menti oned earlier, acotex pi pe s at uses critical data is the
onlY, VE ot asRe LS. keAl sty | Jhexe %{les’yedé%%&kﬁhﬁ‘é%%‘?&a%"' e’
he. pi pel i he ffigﬁs?%d‘%’%os?%%%fg%ﬁ%ﬁr 4 v tbed i e s e
it cal  dat ABEREA TR HeruryShRf oFBNEY TS S abe get%ecevﬁuée?"

'::Lirte;ggl ugﬂlgaﬁﬂg %‘bﬁi‘ton set c%&sglrlde *tct?gtlth)? gf\tM IS Cl%lag(flr edtgrl or Fo any

In

entry number in the result being the entry number of the

10 entry that has matched the lookup value. A locked code
would indicate that the lookup value is in the CAM and the
locked bit 126 is set, with the entry number that is

-provided in the result again being the entry number of the
entry that matched the lookﬁp value.

15 The lock bit 126 is a bit of data associated with the
entry. The lock bit could be set or cleared by software,
e.g., using a LOCK or UNLOCK instruction, at the time the
entry is loaded, or chanéed in an already loaded entry. The
lock bit 126 can be used to differentiate cases where the

20 data associated with the CAM entry is in flight, or pending
a_change, as will be discussed in further detail later.

As mentioned earlier, a context pipe stage that uses
critical data is the only ME that uses that critical data.
Therefore, the replacement policy for the CAM en£ries is to

25 replace the LRU only on CAM misses. On the other hand, a
19 '



"Before a thread uses the critical dat a, it searches the CAMusing a
critical ta identifier such as a nenory address as a Ioo? v e, As
¥ 3 0?’:2%%"%5: a

descri bed a?%"flg‘?s? the search 10 results in one of three p(f
"mss", a "hit" or a "lock"”. If a mss is returned, then data is not saved
| ocally. The thread reads the data from external nenor that is, fromthe

SRAM 38) to Fepttiomafihpipflingt like the/ivireling dafac¥rbHii otal nmenory
(SRAM control I er cache, or 15 local nenory 66) back to external nenory,
optional | y |pekirmsheh€Arkmat fynciricbr seuaslLimdgd MES - getn t el Wik 3t cal
data fromexternal nenory. In certain applications, as will be described
| ater, the |pikelineasseetefiote, imditae Mb ot kaquirkfehdsevhat alhle data is
in the process of being read into 20 local nmenory, or to indicate to the
sane thread ¢theiddir dada thatxiartaatresmohe befade tifaexthe aed®rdLread i s
still in progress. Once the critical data is returned, the thread
awai ti ng st hetdat axsprsocessésal héadatand nakes must repdivfrec 8hhbnthe dcAthe dat a,
wites it to local nmenory, 20 WO 03/019380 PCT/ US02/27353 updates the
entry from whleirddRgrdatratvasnevilctesd si thivdhethen@aMdat a and unl ocks t he
CAM entry. If the result is a lock, the thread assunes that another ME
thread is in the gyfegess @hreeadhsgs cthéi caltidedla defaandtt batretteshohd d not
attenpt to read the data. Instead, it tests the CAMat a later tine and
used the dat@gamh@nidd@ critical data identifier such as a memory
address as a lookup value. As described earlier, the search
10 results in one of three pcssibilities: a “miss”, a “hit” or
a “lock”. If a miss is returned, then data is not saved
locally. The thread reads the data from ‘external memory
(that is, from the SRAM 38) to replace the LRU data. It
evicts LRU data from local memory (SRAM controller cache, or
15 local memory 66) back to external memory, optionally locks
the CAM entry and issues a read to get the new critical data
from external memory. In certain applications, as will be
described later, the lock is asserted to indicate to other
threads that the data is in the process of being read into
20 local memory, or to indicate to the same thread (the thread
that initiated the read) that the memory read.is still in
progress. Once the critical data is returned, the thread

awaiting the data processes the data, makes any

modifications to the data, writes it to local memory,

20



| ock is renoved. When the result is a hit, then the critical data resides
in local REGQENM193sPeECi fic exanples of CAMuse will now be obBgsksW th
reference to FIGS. 5 10 through B. As discussed above, and as shown in FIG
3, the processor 12 can be progranmed to use one of the m croengines 20

as the QM 106, .The CAM 60 .in the 106 ryes as_a_tag store.holding the
tags of queugp%%%%ﬁ ic%g)teores‘:1 g %ﬁ%%lecﬁa%%gdyan 'R §m%f%%n"f1?°& %&e 40. The
QM 106 receiyes %pc ueue renglue ts. fromthe set of mcroengines functioning

Ve" 1 Ut i BRI piOsEri hie® 9AY. SAHeY v ecei ve pipeline 114 is

. e
as the receive

programmed to process and | assify data packets received by one of the

net wor k devi ces Z%telti’,e TESRIEGE 15, 1S ,&E%eglﬁ?ﬁdi BaPUPeS et dfevi ce 14. The
enqueue requests specify which output queue an e}crrivi n acket shoul d be
sent to. TheaPPgth it SEHERS &f i68t}§%nﬂ’§°C%ﬁ&uéeﬁéﬁg%s‘?’éﬂib‘:a@héa@ﬁ 106.
The dequeue requests . specify the dutput queue from which a packet is to be
21 VD 03/°019380 B (S0 BFPIH83 708 RibyBHPT of© 1 1 Tt SF o altRiAchat i on
via one of the _network devices, 14, 16, e.g., the switch fabric 16. An
enqueue oper ati b EIdSS (8T Rt PohdERat THPR | A YSpdathaatatpatkdt §BS one of
t he out put queues, and updates the 5 correspondi ng queue descriptor. A
dequeue operaPFbnt$ giffirIed i nWBPﬁaFﬁ‘%nr?FﬁgYoﬁtﬁa PofhifthetBER pHie queues and

updat es the o _
critical data resides in local memory. Specific examples of

CAM use will now be described with reference to FIGS. 5
10 through 8.

As discussed above, and as shown in FIG. 3, the
processor 12 can be programmed to use one of the
microengines 20 as the QM 106. The CAM 60 in the QM 106
serves as a tag store holding the tags of queue descriptdrs

15 that are cached by the SRAM controller 40.

The QM 106 receives engueue requests from the set of
microengines functioning as the receive functional pipeline
114. The receive pipeline 114 is programmed to process and
classify data packets received by one of the network devices

20 14, 16 (FIG. 1), e.g., the physical layer device 14. The
enqueue reqgquests specify which output gueue an arriving
packet should be sent to. The transmit scheduler 108 sends
dequeue requests to the QM 106. The dequeue requests

specify the output queue f£rom which a packet is to be
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correspondi ng queue descriptor, thereby allowing the network device 16 to
transmt the information to the appropriate destination. 10 Referring to
FIG 5A WO e(aaoe of "n" transmit queues 150 and their @&TVEIREAERng
queue descriptors 152 residing in external nmenory (SRAM 38) is shown. Each
out put queue 150 includes a linked |ist of elenents 154, each of which
has a poi nt etenvdvield tthe adanasstiofl tdee anetstehenkon Vi tdne DX gbeue. Each
el enent 154 also includes a pointer that points to information that is
stored el sewerwrandetrhats| hes el \91ERL. g rephesent sch Tigdiciat [1)6,. t he poi nter
of the last elenent in the queue 150 contains a null value. The queue
descriptor 152 iapclhdasudnogsth forp@idierinioPnentoeatiort kb ivedsegnent 20
count 158, a head pointer 160, a tail pointer 162 and a frane count 164.

The descri ptddtal 320Ky 8bsend nef ude dl@iut Gueuespananmepdaises rote shown)
The head pointer 160 points to the first elenent of the transmt queue

150, andst he=d aids Oplgiiﬁ%?_?ugge P@d U8 104 he A astuebenepd rafi dherstmoaesm t
gqueue 22 WO 03/015@80 PCT/US02/ 27353 150. The segnment count 158 identifies

the nunber ofnr&h@PERNS £i-Bnt He 5ANHE totiaite qlieles Reh@ripdgr s¥owie0 Fl G
5B, executing enqueue and dequeue operations for a |arge nunber of

transmt QqUEUSS, kBl ntNGue e SRAM IBIDSY, 3halerhi ahibandyi tid ddmemat es
can be acconplished by storing some of the queue descriptors 152 in
device 16 to transmit the information to the appropriate
destination.
10 Referring to FIG. 5A, an example of “n” transmit queues
150 and their corresponding queue descriptors 152 residing
in external memory (SRAM 38) is shown. Each output queue
150 includes a linked list of elements 154, each of which
has a pointer with the address of the next element in the
15 queue. FEach element 154 also includes a pointer that points
o information that is stored elsewhere and that the element
represents. Typically, the pointer of the last element in
the queﬁe 150 contains a null value. The gueue descriptor
152 includes an end of pointer EOP indicator 156, a segment
20 count 158, a head pointer 160, a tail pointer 162 and a
frame coﬁnt 164. The descriptor 152 may also include other
queue parameters (not shown). The head pointer 160 points

to the first element of the transmit gueue 150, and the tail

pointer 30 points to the last element of the transmit gueue
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"a cache 170 in the SRAM control ler 40. The ME 20 executi ng as the queue

manager 196, yses.chhe identifiers 122 of the entries 120 i porfySoAHhH0 to
identify the nmenory addresses 10 of the sixteen queue descriptors 152

nost-recently-used in enqueue or dequeue operations, that is, the cached
queue descriptors. ‘The cache 170 store tge corr.es | eue
descriptorsiP82 (The WW-&@uI’SG,ls’ghég%B HEHE® ctg’&g?ﬂ%g? 8?he head

poi nter 160, tail pointer 162 and the fragk/ﬁount 15 164) stored at ‘the
addr esses | GRERFRAL T PR EREAF T Lo ABSUE 60). The queue manager 106

i ssues commands to return queue descriptors 152 to rreréoreyagg ch,letlfé ch new
queue descri pt or Befa5ping Gvhdtofy Csuclk t RAECEhet Gt “d&seriptor s st or ed
in 20 the cache 170 remain coherent with the addresses in the tag.,store
60. The queRPaFTaRAGRF 106 &l S-9% SUEHSCoMRNIETEB t HETCUERANP Lot r 61T er 38
to indicate which queue descriptor 152 in the cache 170 should be used to
execut e £ he SCOMTBATCITHES &orieiddapRatl otéf ¢rBRCE2tHR H5&ad poi nter 160 or
tail pointer 23 WO 03/019380 PCT/ US02/ 27353 162 of a gueue d_esgg'bptor 152
in the cacheédwopaisheseeytdpring ttpmeorafertien WARE T HEY P fve~at *the
SRAM control l er 38. Locating the cache 170 of gueue descriﬁt ors %52 at the
menory cont reoldaehe4d78l fovehé GTRAMD@ondieaidP tadlessThd Wnd b SFPGH-tRE cache

170 and the nmenory 38. Also, having the control s_tructure,)fotf gueue
oper ati ons ias aher ggeaamnagager 106 uses +the identifiers 122 of the

entries 120 in its CAM 60 to identify the memory addresses

10 of the sixteen queue descriptors 152 most-recently-used in
enqueue or dequeue operations, that is, the cached gueue
descriptors. The cache 170 stores the corresponding gqueue
descriptors 152 (the EOP value 156, the segment count 158,
the head pointerlé60, tail pointer 162 and the frame count

15 164) stored at the addresses identified in the tag store
(CaM 60) .

The queue manager 106 issues commands to return gueue

descriptors 152 to memory 38 and fetch new gueue descriptors
152 from memory such that the gueue descriptors stored in

20 the cache 170 remain coherent with the addresses in the tag
store 60. Thé queue manager 106 also issues commands to the
SRAM controller 38 to indicate which gueue descriptor 152 in
the cache 170 should be used to execute the command. The

commands that reference the head pointer 160 or tail pointer



' eng'i"ne can allow for flexible high performance while using existing

nt cro-en?\'ygtraog)(%g re. The threads associated with the QM Jp%q/&ﬁgﬁ 3 in 10

strict o threads use local inter-thread signaling to naintain
strict order. To ensure that the QM 106 keeps up with in an incomng |ine

rate, each thread perforns _one L enqu and,one dequ operation.in a tine
slot equal t&?2 Pﬁegnﬂﬁ?%nﬁl?sr%?é’ rﬁ$§ ﬁf‘n\gpelga%t&t@i ﬁeusetxreactugggan
exenpl ary queue operation 180 (representing ei t{;uer enqueue .or (é gueue
operation) ifetfsr AedShy R M I 166y ATE 130 £66° %c%%sco%gfoglreerq gs‘t f or
a queue operation 182. The request is received fromthe conttentn[
pi pest age ME whe®oFRtiBg akhercrmdife dqdstIiang Pgsﬁblf?%%’é‘?éesdz Aforhhe TX
schedul er content pipe-stage ME when it is request for a dequeue
operation. THECOV TOBEFehHsT 18U - 1oy fendter S PBAY t HECTFTYUSS PP “The QU
106 then uses its CAMto detect tenporal dependencies between the queue
speci fi el i F 197 theqgasheahd? % tihe BRRCTY6 SGueuddsSPo MRTEIE tHE Qv 106
perfornmed such an 24 WD 03/019380 PCT/ US02/ 27353  operation. Thus, the QW
106 perfor nsentCaM sookapuiset asetbueorPRETE 1qiP@3e L1RUADLRFCFERIM T ed in the
request. If there is a dependency, i.e., the QMthread detects 188 a CAM
hit, the | &myice cknreddpngfer giiears fes drigit MeLfo TBRPAP NER &L DETHSe 5 the
CAM hit indicates that the descriptor corresponding to
existing micro-engine hardware.
The threads associated with the QM 106 execute in
10 . strict order. The threads use local inter-thread signaling
to maintain strict order. To ensure that the QM 106 keeps
up with in an incoming line rate, each thread performs one
endueue and one dequeue operation in a time slot egual to
the minimum frame arrive time.
15 FIG. 6 illustrates an exemplary gueue operation 180
(representing either an engueue or dequeue operation)
performed by the OM 106. The QM 106 receives 182 a request
for a gueue operation 182.. The request is received from the
C2 content pipestage ME when it is an enqueue request and is
20 received from the TX scheduler content pipe-stage ME when it
is request for a dequeue operation. The QM 106 reads 184 a
gueue number from the request.
The QM 106 then uses its CAM to detect temporal

dependencies between the gueue specified in the request and

25 the last 16 queues to which the QM 106 performed such an
' ' 24



t he queue nunmber is currently maintained in the queue descriptor cache 170
(FI G 5B)woothesgvent that a hit occurs, the QM 106 proceegaisim2BIECUt €
an instruction 190 that comuands the SRAM controller 40 to performthe 10
requested operation. If, at 188, it is determ ned that the CAM search

results in anss;dthe eptry quhgr 10fc therbeast areoentdokupused Eadbentry
is returned tl'gat eloqvl 106. }I/'here s a i rect mappi ng between the CAM entry

and a cache Sty 15 (QUEHRIPSUIAG o ik RHBCECYRIAS, arr kREEAMent Iy

"n" indicates the cache entry shoul d be evicted. Therefore, the
QM 106 evicts 192 ff the cac { quele o GesektPtois GOrdespaRdi ggeto the
queue nunber® s%eopreenéie?lnyt’hg'gLRB:er&Wentry. Once the cache entry is evicted,

the QV 106 Zfaﬁ?%gcdya O@%etag%épgﬁu q%euc?esdc%.gtiom QL £ifindSeq theeagyeue

descriptor o ueue nu e request) into the cache fromthe

dequeue) SandPaI THRdLin roLPare! SR e areaunt  hat yndl Cat 65, the.
QW 106 25 VD DI OHGREBET] o0t TR s e ares Lob T N feue nunber of
LRU entry. 19°FERTECE (RERUABGY (1ot neebvi ciod uste deshr i pt or ™ The QU
106 execut esoggui“sr],St‘x:rhueCtQiMoqO%QSrgcr:leaetdsco o) Q}gesc&&e ekt ruction 190
that commands the SRAM controller 40 to perform the
10 requested operation.
If, at 188, it is determined that the CAM search
results in a miss, the entry number of the least recently
used CAM entry is returned to the QM 106. The;‘e is a
direct mapping between the CAM entry and a cache entry
15 (queue descriptor). In other words, an LRU CAM entry “n”
indicates that the cache entry “n” should be evicted.
Therefore, the QM 106 evicts 192 'from the cache the queﬁe
descriptor corresponding to the queue number stored in the
TRU CAM entry. Once the cache entry -is evicted, the QM 106
20 reads 194 the “new” queue descriptor (that is, the gueue
descriptor of the queue number in the request) into the
cache from the SRAM. The new Jqueue descriptor includes the
linked list head pointer (for dequeue) and tail pointer (for

: ; £
enqueue), and a count that indicates the number of frames oOr

- 25 buffers on the gueue (as shown in FIGS. 5AR-5B). The OM 106
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"5 controller 40 to performthe requested operation. The SRAM controller 40

perforns W@eoi/(i']fliﬁiﬁd list operation for enqueue or dequeuea)c\g?ﬁ%z%?ﬂﬁoe

operation of elther type (enqueue or dequeue) is perforne
sends a nessage to the TX scheduler 10 108. After a dequeue operation, the
QM 106 passes, a transm uest to the TX data context pipe-stage 110.

re
Anot her stagaeli%fttoﬁgésﬁ?ﬂet MERPS SHRETCRE PR oRRYE ST i H7° SH&GET964.
The ME 20 in, tB:is stage of the receive functional pipeline 114 uses its
i nternal CAM®B0 % FAFAY aF PR e st RSP ordenfid LERE PestirIeLRY ety
re-assenbly _state table) between the eight threads executing the CRC
processi ng’ prpeEFREGE 583, PEBPRF ¢ hd- oW HS tEEGIUTue adeRer Btk st agle
program flow_ 200, including the use of the CAM 60 in support of the 20
function, is2¥hdlih e*PRELERAR OB 3 drtletBatofPYNaReh thedSRiMevi ous ME
has indicated (via the next neighbor line 2la (FIG 2)) that is has exited
the stagd. TRPEIEHIGred0 EnapeXiRrMVEEhG |1emestss pherabseny ecent criti cal
data (CRC residue). It is also critical that, throughout this pipe 25
stage, all threadd€eXBaYt eopfratksrtd brrpufarmsetibar éinked 126 WO 03/ 019380
PCT/ US02/ 27353 the CRC is calculated correctly. Because the CRC stage 96a
uses the CAMBatienffpstenghey LR GRJUReCAM of any data still in the CAM
froma previous pipe-stage. It reads 204
When an operation of either type (engueue or degueue)
1s performed, the QM 106 sends a message to the TX scheduler
10 108. After a degueue operation, the QM 106 passes a
transmit request to the TX data context pipe-stage 110.
Another stage that uses the CAM 60 is the CRC
processing pipe stage 96a. The ME 20 in this stage of the
receive functional pipeline 114 uses its internal CAM 60 to
15 maintain coherency of the CRC residue (in the re—assembly
state table) between the eight threads executing the CRC
processing pipe stage 96a.
Referring now to FIG. 7, a CRC pipe-stage program flow
200, including the use of the CAM 60 in support of the
20 function, is shown. The CRC stage 96a is entered only when
the previous ME has indicated (via the next neighbor line
2la (FIG. 2)) that is has exited the stage. This ensures
that the ME will access the most recent critical data (CRC

residue). It is also critical that, throughout this pipe-

25 stage, all threads execute in strict order to ensure that
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the port type and determnes 206 if it has been assigned an 5 ATMcell. If
the cell WO egnvasnm ATM cell (that is, it is sone other typer/usonirias

Et hernet or POS), the ME perform ng the CRC stage passes 208 the cel

t hrough wi thout any processing. If the cell. is an ATMcell, the ME 20
performs théeCBRCpiscesstuphte) chiteeptogesspagahficlurdesrhethgd | 984 ng
activities: reading the CRC residue, ATM type and SOP/ EOP state in SRAM
det er m ni ng uskest kRecehM 65, CAt rHKi@Gsar186Ps bodyry d2®Por walidating that
the VCis carrying AALS cells and, if so, performng the CRC conputation
and updatingtGRC LastHeecandrrokd £PP=90Bust Bt P&~ fuRRAMI+Thea GRG0
conputation is perfornmed using the CRCunit 72 (FIG 2) in the ME 20. The
CRC conput atdrenpbust thge #ed frvmehihasSbbbCl rof defiad G RNSULSiLhal Lhe CRC
for cells that belong to the sane VC are conputed with the correct CRC 20
residue. sTheT@ReepLOCESSI Mgk | So1di Visdgdti RhOMI €afh Phass arRd &t s

nodi fy/wite phase. The CAM 60 is used in both phases. In the first phase,

the CAM 60 isomidsednéo €5t desyhietherdetieead - spboy) d (iRAUE! BerEEShINE/ type
fields from SRAM 38 or 25 use the result froma previous thread stofed in

the Local ' 37,8:03L 049380, PCH UN2LRL353, IMARE Y00, (HGe 2y The First

phase begins with a given thread searching t usi ng the pointer

to the re- processing. If the cell is an ATM cell, the ME 20 performs
the CRC processing.
10 The processing includes the following activities:

feading the CRC residue, ATM type and SOP/EOP state in SRAM;
determining if the cell is carrying an SOP, body or EOP;
validating that the VC is carrying AALS cells and, if so,
performing the CRC computation; and updating CRC residue and
15 EOP-S0P status in SRAM.
The CRC computation is performed using the CRC unit 72
(FIG. 2) in the ME 20. The CRC computation must be
performed in strict order to ensure that the CRC for cells
that belong to the same VC are computed with the correct CRC
20 residue. |
The CRC processing is divided into a read phase and a
modify/write phase. The CAM 60 is used in both phases. In
the first phase, the CAM 60 is used to decide whether a
thread should read the residue/type fields from SRAM 38 or

25 use the result from a previous thread stored in the Local
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assenbly state. If the thread detects 212 a CAMniss, the thread wites
214 a CAMentry with the re-assenbly pointer 5 and state information to

| ock the V¥At0319380d i ssues a read to obtain the CRC resi dRETARI2ZANS3t ype
from SRAM nenory 38. If, at 212, the thread detects a hit, it does not
issue a read. Wien the thread receives 216 the appropriate event 10
signal i ng, Mbeabrys66 afFEvertt) .si ghak Eddistaphaget beginsheritr eviggusent hr ead
has conpl eted processing, the thread wakes and begi ns phase 2 processing.
|t searchestRi8ad heecAMitSithg ChR same usenagsserbpyipaimtter .thlef reke t hread
had issued a read and determ nes 220 a | ocked status for a 15 matched CAM

entry, the hBkerdl poyest222 trheneeadreesuldetiedtst he2 t4 aorsf edi gsggicheers to
the local nenory. The thread that noves the result also unlocks the entry,

t her eby ensuhirBgdawrhidés fors fauicame eeAMY aaktpEhboket iddenpsnt idnarerpoi nt er .
O herwse, if the CAMentry is not |ocked, then a hit has 20 occurred, and

the thread sRpkYateadsr2afkie eor nespordien@niirpf oan@titiyed hatrdas, the
residue and type, fromthe Local Menory. After the second phase CAM

search, eacld Bheadn validat esdibal they VAT Typer FybigsKHL Sndiyo 8x &8i.Ni ng
the type 25 field fromthe VC table. For an AALS5 type, the thread 28 WD

03/ 019380 PEH,US0227353ne COMUMPRALE AN GRE, 0ver abbe ol 13sdde Lhe type
IS NO

read.
When the thread receives 216 the appropriate event
10 signaling, that is, an event signal indicating that the
previous thread has completed processing, the thread wakes
and b'egins phase 2 processing. It searches 218 the CAM
using the same re-assembly pointer. If the thread had
issued a read and determines 220 a locked status for a
15 matched CAM entry, the thread moves 222 the read result in
the transfer registers to the local memory. The thread that
moves the result also unlocks the entry, thereby ensuripg a
hit for future CAM lookups for that particular pointer.
Otherwise, if the CAM entry is not locked, then a hit has
20 occurred, and the thread simply reaqs 224 the corresponding
information, that is, the residue and type, from the Local
Memory.
After the second phase CAM search, each threa@
walidates that the VC is carrying AALS5 by examining the type

25 field from the VC table. For an AALS type, the thread
28



AAL5 the cell is handed off to an exéepti on. handl er, or discarded,

dependi ng the inplenmentation. If the thread determ nes <he PTI
bits in twgggyﬂ\w(header indicate that the cell is an EOP ce I/I?ga?/%gg?hread

updates 230 the re-assenbly state by setting the CRC residue to all zeroes
and setting the SOP bit to a one. If the cell iz not an ECP cel.l, the
thread updat E6mpBRe$ he2 Gttdiee CRCt Rver hbbResErlesi dbe tARdT¥BE st 53 0 zero. It
saves 235 the 10 updated CRC residue and SOP in the Local Menory for use by
ot her thread®Rafd, thecerldi ig bendes At PRk CEEREIPBI PRYILSH £F wri tes
the CRC residue and SOP back to the re-assenbly state in the SRAM 38. The
t hread passesizgsrdae, SBperddRg andtbedymBieRitadPhe next (packet
processing) stage. 15 It is inportant that other stages_in the RX_pipeline

know i f the ATM c&fl thomtixass sietEORingeP28? Bty theoFTATRE S tHe tings
of the SOP and EOP bit indicate whether an entire cell was received (as
opposed t® aAThhiedepavkditdate sdathsheRcCethr Badd MeEt CGéd- t hRe B %Y
status provided in 20 the header PTI field. The PTI bits onli{ support EOP,
so when an E@Raitssdedectied reteesERE1yhssate sey ssafitiogP thiet CRR T§3x%ect i on
of the re-assenbly state table indicating to the next thread that it has
an SOP. Eachtd nelt herGRC drhy emdt t ingadset BOSr bitassemblopest alé, the ¢&ldds t he
SOP bit, and if it 29 WD 03/019380 PCT/US02/27353 is set, and the PTI bits
in the ATM headerwti adi Eab ecald E@Pe thread updates 232 the state with
the new residue and sets SOP to zero. It saves 235 the
10 updated CRC residue and SOP in the Local Memory for use by
other threads and, according to its writeback cache policy,
also writes the CRC residue and SOP back to the re-assembly
state in the SRAM 38. The thread passes 236 the SOP, EOP
and body status to the next (packet processing) stage.
15 It is important that other stages in the RX pipeline
know if the ATM cell contains an EOP, SOP or body. For ATM,
the settings of the SOP and EOP bit indicate whether an
entire cell was received (as opposed to an entire packet),
so the CRC threads must use the EOP bit status provided in
20 the header PTI field. The PTI bits only support EOP, soO
when an EOP is detected, the CRC thread sets an SOP bit in
its section of the re-assembly state table indicating to the

next thread that it has an SOP. Each time the CRC thread

reads the re-assembly state, it reads the SOP bit, and if it



it clears the SOP bit. Because other stages do not read the CRC threads re"
assenbly\@ba&ﬁ’&ﬁr(ga, the CRC thread al so passes the EOP/ SOP 5 status down
t he pi pel 1'ne. g% the CRC threads have conpl eted the CRC BGFU§P%E Poh and
the re-assenbly state table is updated, the threads are ready to nove onto
the next pipe-stage. Wien a thread cog‘gl etes its CRC cal culation and

i ssues 10 i*Ss SSRAMRG i e JiTh e teedndiert §Pe, Readey dadsicgihgl 8ot BeP/ t hr ead
of the next ME indicating that it can start its CRC pipe-stage. It is
i nportant tHRdt CLRers| grlIGRy Kitsures that the next ME is not provided a
signal until it can be assured that any pending residues will be witten
before the next RECause |airs Stegesesiodnetr 628, the GAJ |thyeadadeest ood
that, while the inplenentation described thus far uses the CAM 60 to
reduce the @avsaplpfstaeaadzrsoeddes CRE ahread dihyd passadi $&gsEEB/8@F! i er),
the strict sequential ordering of the execution of context 20 threads in a
gi ven st &ge sitatiai aven nek noteelimeughOnke tbe CkE TWaMadsuthaivest ead by using
| ocal inter-thread signaling and by ensuring that read reference and
nmodi fi cati oroma@deted t yhe difg] atedsueftaoe ehdt thanmee teg et neéded by
successive threads. 30 WD 03/019380 PCT/ US02/27353 It will be appreciated,
however, thdtablleei&MpdDdtabulithe threads are ready to move onto the
next pipe-stage.
When a thread completes its CRC calculation and issues
10 its SRAM write of the residue/type, it also signals the
thread of the next ME indicating that it can start its CRC
Pipe-stage. It is important that the signaling ensures that
the nexf ME is not provided a signal until it can be assured
that any pending residues will be written before the next ME
15 issues its residue reads.
It will be undérstood that, while the implementation
described thus far uses the CAM 60 to reduce the number of
read accesses (via “folding”, as discussed earlier), the
strict sequential ordering of the execution of context
20 threads in a given stage is maintained not through the use
of CAM, but instead by using local inter-thread signaling
and by ensuring that read reference and modification

activity completes before that same data in needed by

successive threads.
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be used to mai ntain coherency and correct packet processing sequence as
wel | . Forwexesnmbmp say threads are handling two successi vBCpASKELB53 hat
are in the sane flow (or are 5 associated with the same queue nunber) and
access the sane. SRAM | ocation. Because packet arrival rates are faster

than SRAM accessitSRAQds bet BgptbEaadtandliaierl hensecand @acket combkl be
ready to access the data before the SRAMread and nodify activities of the

thread handlpag,dhe fd kil nkean! ee&arewcl\}]paaql@etcohege £ COFM ! @fkodeld stihigs
situation, the software- controlled CAM cache inplenmentation can be used to

recogni ze thesdgpendancyiand kor enspe d had CXQ%r@Qé% LM 41 1indf Qieat i on
is always used. Thus, each thread uses the M 60 to do multiple conpares

in par _al | el S'ééé@sstlh% %Mk'e@gkﬁﬂa‘g-safélsfﬂ Ugld QRmeWrl By &(SOWLE Tegi ster
providing the flow nunber or queue nunber as the Iookup val ue, as

described earliglrcdd AtH %ﬁerséﬂé tfueddedd¥£3d 00MpRACES dile SRAM read

and al |l ocat es a Mentry into which"the thread places the 20 flow nunber.

(foLhe 1 ow beag! 1&a0 dnn t'%%cgggé okl | ILGANOL AL S T LU AR AL Al 1 &

uni que poi nt er v or exa entry nunmber in t CAM matched)
. The thr eadS aatccgeestss@ @'dts |ghé%@éc}@é}} qtn%I ghgh&%@%é‘é y of the
data from |l ocal nenory ache’ cont or oca Menory
66) without paying to.4q, 33 IREMLeAd: ﬁ%"ﬁ%&%@%ﬁé@ﬁéé@%@ﬁ%
-modify activities of the thread handling the first (earlier)
10  packet have completed. In this situation, the software-
controlled CAM cache implementation can be used to recoghize
the dependency and to ensure that the most current
information is always used. Thus, each thread uses the CAM
60 to dc multiple compares in parallel using the CAM Lookup
15 instruction, with a source register providing the flow
number or queue number as the lookup value, as described
earlier.
If a miss results, the thread commences the SRAM read
and allocates a CAM entry into which the thread places the
20 flow number. If the flow is already in the CAM, a hit
indicator is returned along with a unique.pointer value (for
example, which entry numbex in the CAM matched). The thread
that gets a hit in the CAM can obtain the latest copy of the
data from local memory (cache in SRAM controller 40, or ME

25 Local Memory 66) without having to do an SRAM read.
31



When a thread | oads a flow nunber into a CAMentry, it also stores state
i nfor miti%jé 0{9@3 entry to enabl e subsequent thread | ookups_to determ ne
that either ?1 SRAM read has been started, but is not Wu@aﬁﬁ"ét ed (
it is 5" in-flight"); or b) the SRAMread has been conpleted, and the
data is valid. If the "in-flight" status is determ ned, the subsequent
thread knows that"i80 shdhirgefotoaddara AlPERMPLHuULntRap FRAMcEARRBY Vidt use
the read data. It can continue to test the status of the entry until it
det er ni nes tR&AECtHO P $tatasindsrbeiehorhbhgete temtwef tecenablled data. O her
enbodi nents are within the scope of the followng clains. 32 Wat is
clained is: 3ubfequarHodhrladcéeskipy thatete uices $hiatf elmheiron) stimeed in
external menory, the nethod conprising: 5 storing copies of information
units rel at cAREY prAkdtas peevessenged r ornt his endterved! commpdeyetio(| brals
menory, each information unit having an associated identifier; maintaining
each idertifl ér-&sigtOnt r pri h) atGentRAY r#uldiriess disles MomphpteCAMnd each
entry including status 10 information associated with the information unit
with which ¥he datentis iveldids ag§othat 2in-Ahighisi myatthe sStatieserminedyat i on
to determine validity of the information unit with which the status
i nformati on ¥be aissooiwned tandati okpows echatoherdroay ddwoitngtart a read,
read-nmodi fy-wite

but that it cannot yet use the read data. It can continue

to test the status of the entry until it determines that the
10 . status has been changed to reflect valid data.
Other embodiments are within the scope of the following

claims.



15 operations by enforcing exclusive nodification privileges between
m croengi nes; wherein the status information conprises a |ock status to
indicate that the information unit with which the status information is
associated is in process of being read from 20 the external nmenory to the
| ocal menmory or in process of being nodified in the local nenory. 2. The
nmet hod of claim 1 wherein storing copies of the information units
conpri sesysioriggctopines o:the 25 information units in an external nenory
~controller cache, the cached information units collectively correspondi ng
to a portion of all such information units stored in the external nenory.

30 3. The, met hedyaf helaidp 2 M@@é@ir‘ﬂgtQﬁak@&%%&b@nﬂrﬁ@otrﬁlaac %n F&%eq

descriptors. 33 4. The nethod of claim 3 wherein the associ ated
identifieis axtegnelempaunbgrsths Bethhd methodsohgel aim 1 mhere|n t he
i nformation uni

é lcorzgzpond tg Hgforna |8n \n1 state % F $ ‘ﬁ? met hod
of clal m5 whePePh'tHe ¢ ated F85W? fPers e ﬁgi 3trc I&@l % ers.
10 7. Theppetbeding draimm dhef WiithehaQommst Pgoperdd M ngmarkookdyry n the
CAM of a selected one of the .information units stored in the external
menory basefoppaEhen unit having an associated identifier;
maintaining each identifier as an entry in a Content
Addressable Memory (CAM), each entry including status
10 information associated with the information unit with which
the identifier is associated; and
using the status information to determine validity of
the information unit with which the status information is
associated and to protect coherency during read-modify-write
15 operations by enforcing exclusive modification privileges
between microengines;
wherein the status information comprises a lock status
to indicate that the information unit with which the status
information is associated is in process of being. read from

20 the external memory to the local memory or in process of

being modified in the local memory.

2. The method of claim 1 wherein storing copies of the
information units comprises storing ~copies of the
25 information units in an external memory controller cache,
the cached information units collectively corresponding to a
portion of all such information units stored in the external

memory.

30 3. The method of claim 2 wherein the information units are

queue descriptors.
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associated identifier; and 15 receiving fromthe CAM a | ookup result that
indicates if a match was found, a match indicating that the selected one
of the information units is stored in the |local nmenory. 8. The method of
claim7 wherein the | ookup result 20 includes the status information of the
mat ched identifier. 9. The nethod of claim7 wherein the CAM mai ntains a
Least Recently Used (LRU) list of the identifiers in the CAMand, if no
match is found, the result providing an index to an 25 identifier fromthe
LRU [ist. 10. The method of claim9, further conprising using the LRU
i dentifief-to Fepl adtee9®aslr ecehely ustd FRESEEHRL i oRBNni t3559F kaHed ocal
menory w th.t E§f§gkﬁ %eg aggugfnhnge?gfornation 30 units fromthe external
menory. 11. The nethod of “claim 10 urther conprising: 34 replacing the
LRU identifier inthe CAMwith the identifier associated with the selected
one of th rnati nits 12. .The net hod aim7, further,.
compriSing: sefePndi Y osE <t U8 df TREET Hondiry of f SS5BRFAPRA TR « he
sel ected @6@re§pbha t8f orfBknanivAi 18 EBatBdiadles.i nvalid status;
nodi fying the selected one of the information units in 10 the | ocal
menory; and upon conpletion of the nodification, changing the |ock

6. The method of claim 5 wherein the assoclated

identifiers are packet flow identifiers.

10
7. The method of claim 1, further comprising:
performing a lookup in the CAM of a selected one of the
information units stored in the external memory based on the
associated identifier; and
15 receiving from the CAM a lookup result that indicates

if a match was found, a match indicating that the selected

one of the information units is stored in the local memory.

8. The method of <c¢laim 7 wherein the lookup result

20 includes the status information of the matched identifier.

9. The method of claim 7 wherein the CAM maintains a Least
Recently Used (LRU) list of the identifiers in the CAM and,
if no match is found, the result providing an index to an

25 identifier from the LRU list.

10. The method of claim 9, further comprising using the LRU
identifier to replace a least recently used information unit
in the local memory with the selected one of the information

30 units from the external memory.

11. The method of claim 10, further comprising:
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status to indicate valid status. 13. A conputer program product residing on
a conputer- 15 readabl e nmedi um conprising instructions to cause a conputer
to: store copies of information units related to packet processing from
external menory to local nenory, each information unit having an
associ ated identifier; 20 naintain each identifier as an entry in a Content
Addr essabl e Menory (CAM, each entry including status information

associ ated W thephgcingor epéi oprUNi Laah Dr Wk Chin t hend degrn fivgrtd S the
associ ated; and use the status information to determne validity of the
25. inforhaePbhfUAFt VSIPAATEH t heisPat Jh9 nf BPHAEFBA | PNAssBE até® and

to protecinfgp§5995M dyeing read-nodify-wite operations by enforcing
exclusive nodification privileges between m croengines; wherein the status

information conprises a |lock status 30 to indicate that the infornmation
unit\gtr1¥Mic t he Eha&us iﬂfor ti?n %E associated is in process of
bei ng ¥ ead” f r ontS 3BT HR YR eFhA  né o f Y TEBSFhECTBEAP LRErory or of bei ng
modified in thectosgl tmOL¥cklbtalliss corpuitey paegtam prodHEsodfatdai m
13, wherein the 5 information units stored in the |local nenory conprise

i nf or mat i BACHNCPE SEFTh ancerferhd IRFRINA Citft rBntef teachdicate
cached infogaat hope ypihks collectively

modifying the selected one of the information units in
10 the local memory; and

upon completion of the modification, changing the lock

status to indicate wvalid status.

13. A computer program product residing on a computer-

15 readable medium comprising instructions to cause a computer
to:

store copies of information units related to packet
processing from external memory to local memory, each
information unit having an associated identifier;

20 maintain each identifier as an entry 1in a Content
Addressable Memory (CAM), each entry including status
information associated with the information unit with which
the identifier is associated; and

use the status information to determine validity of the

25 information unit with which the status information 1is
associated and to protect coherency during read-modify-write
operations by enforcing exclusive modification privileges
between microengines;

wherein the status information comprises a lock status
30 to indicate that the information unit with which the status

information is associated is in process of being read from
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'correspondi ng to a portion of all such information units stored in the
external nenory. 10 15. An apparatus conprising: an external nenory
controller; a local nenory; and a Content Addressable Menory (CAM
configured to 15 maintain entries including identifiers and associ at ed
status information, the identifiers being associated with units of
information related to packet processing that are read from external
nmenory tothbeckocahalenemnpryand the appanahémdisi RG FONHd gy athdior Gayse

t he status |nforrrat|on to indicate that 20 a unit of information, which has
been assotlatBE WPERL aR*MeRtry of the CAM is currently invalid when t he
unit of information is in process of being read fromexternal nenory to
the local nenory, and the apparatus being configured to protect coherency
during re&é- noBh¢ycampud egpep eegoas  byodscenfodr cilragirfxtBusiwherreugi fu_ll_rﬁatl on
rivilege m ngln ing th pstatus Jnformation 16. The
gppar asfggo?%%ﬁ%EEo&S Swg% Fei n%t %extgélr ngl CremS T ORI er* WipriSes an
ext er nal HEfrDrIy[aCDOhrOirth’s caebeed 3 and thadocal MefBEY G ASES A he

external nenor controller cache. 36 17. The apparatus of claim 15,
wher ei n tﬁ%cg‘f’at us tH&nf or FRENBA conptid@etd qrock YPaESs t FINR e bhat
t he corresponding to a portion of all such information units

stored in the external memory.
10
15. An apparatus comprising:
an external memory controller;
a local memory; and
a Content Addressable Memory (CAM) configured to
15 maintain entries including identifiers and associated status
information, the identifiers being associated with units of
information related to packet processing that are read from
external memory to the local memory, and'the apparatus being
configured to cause the status information to indicate that
20 a unit of information, which has been associated with an
entry of the CAM, 1is currently invalid when the unit of
information is in process of being read from external memory
to the local memory, and the apparatus being configured to
protect coherency during read-modify-write operations by
25 enforcing exclusive modification privileges between

microengines using the status information.

16. The apparatus of claim 15, wherein the external memory
controller comprises an external memory controller cache,
30 and the local memory comprises the external memory

controller cache.

36



information unit with which the status information is associated is in
process of being read fromthe external 5 nmenory to the |ocal menory or of
being nodified in the local nenory. 18. A systemconprising: nmultiple
networ k devices; 10 external nmenory; and a processor, conprising nultiple
m croengi nes, an external nmenory controller, a local nenory, and a Content
Addr essabl e Menory (CAM configured to maintain entries including

identifiers andnhassogigded sdatus i forymtien, the di identifiers heing
associated with units of information related to packet processing that are
read frominheragtépnalcomenpigst @ t heckosdlatmenoty, iamtiddtee ptbeessdie bei ng

con | gurede B £aUSE, L "e,Shal Y ! o on, Lo dcale LAt a Uit of

i nformation, as €n associ ate

current|yasnvalbdedhers t ha unidceds bif Admig Orebd i frdi 0e6ss Hftdaiqg read

from ext er nal nenDr¥ tﬁﬁth? | ocal menory. 19. The system of claim 18,
Fhfersrg

wher eih t RE™8k¥YeFRa FENOFA (98] 19 Redmsr imesk e bxdrerthie sy y

control | epeggehe, and the local nenory conprises the external memory
control |l er cache. 20. The systemof claim18, wherein the status _
information 30 conprises a lock status to indicate that the information

unit w th;ghich Epgtghaggapggggggqtion is associated is in
multiple network devices;
10 external memory; and
a processor comprising multiple microengines, an
external memory controller, a local memory, and a Content
Addressable Memaéy (CAM) configured to maintain entries
including identifiers and associated status information, the
15 identifiers being associated with wunits of information
related to packet processing that are read from the external
memory to the local memory, and the processor being
configured to cause the status information to indicate that
a unit of information, which has been associated with an
20 entry of the CAM, is currently invalid when the unit of
information is in process of being read from external memory

to the local memory.

19. The system of claim 18, wherein the external memory
25 controller comprises an external memory controller cache,
and the local memory comprises the external memory

controller cache.
20. The system of claim 18, wherein the status information

30 comprises a lock status to indicate that the information

unit with which the status information is associated is in
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37 ﬁrocess of being read fromthe external nenory to the |Iocal nenory or
of being nodified in the |ocal nenory. 38

process of being read from the external memory to the local

memory or of being modified in the local memory.
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