10

15

20

METHOD AND APPARATUSFOR CONTROLLING DATA
ACCESSRIGHT

[0001] This application claims priority to Chinese Patent Application
201810224356.1, filed with the China National Intellectual Property Administration on
March 19, 2018 and entitled "METHOD AND APPARATUS FOR CONTROLLING
DATA ACCESS RIGHT", which isincorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] This application relates to the blockchain field, and in particular, to a

methodand an apparatus for controlling a data access right.

BACKGROUND

[0003] A blockchainis aso referred to as adistributed ledger. That is, atransaction
isjointly accounted by aplurality of nodes distributed at different places, and each node
records acomplete account. In anarrow sense, the blockchain isachained datastructure
obtained by combining data blocks in a chronological order, and a distributed ledger
that is protected against tampering or forging by using cryptol ogy.

[0004] For a blockchain technology, the blockchain has features of being
decentralized and trustless. Decentralized means that there is no centralized hardware
or management mechanism in an entire blockchain network, rights and obligations of
nodes are equal, and damage or loss of any node does not affect operation of an entire
network system. Therefore, desirable robustness of the blockchain network is ensured.
Trustless means that nodes do not require mutual trust to participate in data exchange
in the entire network. An operation rule of the entire blockchain network system is open

and transparent, and data content on all blockchain nodesisalso open. Therefore, within
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arule or atime range specified by the system, the nodes cannot cheat each other.

[0005] A client requests access datain a node on a blockchain, and the node on the
blockchain provides encrypted data and a decryption key for the client. Then, the client
decrypts the encrypted data by using the decryption key to obtain the access data, and
records the access data on the blockchain. In this process, because historical transaction
data of ledgers in a blockchain node cannot be modified or deleted, and data on a
blockchain is public and cannot be canceled, once an access right is granted to a user
and a decryption key is distributed, the access right cannot be revoked. In this case,
when the access right of the user needs to be prohibited, the user cannot be prevented

from accessing the data, causing arisk and insecurity in data access.

SUMMARY

[0006] This application provides a method and an apparatus for controlling a data
access right, to control provisioning of data or ciphertext requested by a user when an
access right of the user changes.

[0007] Specificaly, to resolve the foregoing technical problem, this application
discloses the following technical solutions:

[0008] According to a first aspect, this application provides a method for
controlling a data access right. The method includes the following steps:. receiving, by
afirst proxy node, afirst request message from arequest node, where the first request
message includes an identity of the request node and an identifier of to-be-accessed
data; determining, by the first proxy node, afirst encrypted ciphertext on a blockchain
network based on the identifier of the to-be-accessed data, and determining, based on
the identity of the request node, whether the request node has a right to read the first
encrypted ciphertext; and if yes, initiating a right verification request for the request
node to at least one second proxy node, and determining, based on a feedback result of
the at least one second proxy node, provisioning of the first encrypted ciphertext.
[0009] Optionally, the first proxy node determines, based on the identity of the
request node, whether the request node has the right to read the first encrypted
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ciphertext; and if the request node has no right to read thefirst encrypted ciphertext, the
first proxy node denies afirst request of the request node.

[0010] According to this method provided in this aspect, a proxy node is added to
the blockchain network, so that a data source can freely grant or revoke the right of the
request node without modifying a ciphertext. That is, the proxy node reads alatest right
of the request node on a blockchain to determine whether to authorize or deny an access
request. If the latest right is access denial, a user may be prevented from continuing to
access data, thereby ensuring information security in the network.

[0011] In addition, an identity of arequester isfurther verified by using the at least
one second proxy node, so that a possibility that cheating occurs when only one first
proxy node is used in verification can be avoided, thereby further improving
verification accuracy, and further ensuring security of information transmission.

[0012] With reference to the first aspect, in an implementation of the first aspect,
the determining, based on the identity of the request node, whether the request node has
a right to read the first encrypted ciphertext includes: reading, on a blockchain,
authorization information of the request node based on the identity of the request node,
wherein the authorization information is closest to an end of achained storage structure
on the blockchain, and the authorization information includes allowing or disallowing.
[0013] In this implementation, the latest access right of the requester may be
obtained by reading the authorization information of the request node, wherein the
authorization information is closest to the end of the chained storage structure on the
blockchain, to prepare for checking whether the request node can obtain an encrypted
ciphertext and akey.

[0014] With reference to the first aspect, in another implementation of the first
aspect, the initiating a right verification request for the request node to at least one
second proxy node includes: determining, by the first proxy node, m second proxy
nodes, where m is a positive integer greater than or equal to 1; generating the right
verification request, where the right verification request includes the identity of the
request node and the first encrypted ciphertext, and the first encrypted ciphertext is
generated by encrypting the to-be-accessed data; and separately sending the right
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verification request to each of the m second proxy nodes.
[0015] With reference to the first aspect, in still another implementation of the first
aspect, the determining, based on a feedback result of the at least one second proxy
node, provisioning of the first encrypted ciphertext includes:

receiving, by thefirst proxy node, partia keyssent by at least k second proxy
nodes, where the partial keys are generated and sent by the second proxy nodes after
the second proxy nodes verify, based on the identity of the request node, that the request
node has a right to access data, and k<m; recovering the at least k partial keys to
generate a conversion key; converting, by using the conversion key and an encryption
algorithm, the first encrypted ciphertext into a second encrypted ciphertext, which is
generated by encryption using a public key of the request node; and sending the second
encrypted ciphertext to the request node.
[0016] In thisimplementation, thefirst proxy node sends right verification requests
to the plurality of second proxy nodes, and can recover the conversion key only after
obtaining a sufficient quantity of partial keys sent by the second proxy nodes. That is,
the conversion key can be generated only after the plurality of second proxy nodes
participate in joint decryption, and a single node or key participant cannot obtain the
conversion key or the ciphertext, so that a few nodes are effectively prevented from
obtaining the ciphertext by bypassing right control in a cheating manner. This method
increases decryption complexity, effectively ensures security of transmission and
reading of the ciphertext, and prevents an unauthorized user from reading the ciphertext
or the data.
[0017] With reference to the first aspect, in still another implementation of the first
aspect, the determining, based on a feedback result of the at least one second proxy
node, provisioning of the first encrypted ciphertext includes: if the first proxy node
receives partial keys sent by less than k second proxy nodes, or receives a denia
message fed back by at least one second proxy node, sending an access denial message
to the request node.
[0018] With reference to the first aspect, in still another implementation of the first
aspect, the receiving, by afirst proxy node, afirst request message from arequest node
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includes: receiving, by the first proxy node, the first request message forwarded by
using any blockchain node on the blockchain network.
[0019] According to a second aspect, this application further provides a data
transmission method. The method may be applied to a data source or a data owner. In
this aspect, a first node is used as an example, and the method includes the following
steps:

obtaining, by afirst node, an identity of a second node, where the identity is
used to determine authorization information of the second node, the authorization
information includes allowing and disallowing, and the second node is a request node
or adatarequester; if the authorization information is alowing, generating, by the first
node, a conversion key by using a private key of the first node, a public key of the
second node, and an encryption a gorithm; encrypting, by thefirst node, the conversion
key by using a public key of a proxy node on a blockchain network, to generate an
encrypted partial key; and generating, by the first node, first transaction information,
and recording the first transaction information on the blockchain network, where the
first transaction information includes the identity of the second node, the authorization
information of the second node, and the encrypted partial key.
[0020] With reference to the second aspect, in an implementation of the second
aspect, the encrypting, by the first node, the conversion key by using a public key of a
proxy node on a blockchain network, to generate an encrypted partial key includes:
splitting, by the first node, the conversion key into n partial keys by using a secret
sharing algorithm, where nisapositive integer greater than or equal to 1; and selecting,
by the first node, m proxy nodes from the blockchain network, and encrypting the n
partial keys by using public keys of the m proxy nodes, to generate n encrypted partia
keys, where m<n.
[0021] With referenceto the second aspect, in another implementation of the second
aspect, thefirst transaction information further includes: identities of the m proxy nodes,
and a minimum quantity k, of partial keys for recovering the conversion key. When a
guantity of obtained partial keysis less than k, the required conversion key cannot be
recovered. In this case, cheating by a few or some proxy nodes can be prevented,
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thereby improving security and reliability of verification.
[0022] With reference to the second aspect, in still another implementation of the
second aspect, the recording the first transaction information on the blockchain network
includes: sending, by the first node, the first transaction information to a blockchain
node on the blockchain network, broadcasting the first transaction information and
reaching a consensus on the first transaction information network-wide by using the
blockchain node, and storing the first transaction information.
[0023] With reference to the second aspect, in still another implementation of the
second aspect, the method further includes: if the authorization information is
disalowing, canceling the authorization information of the second node; generating
second transaction information, where the second transaction information includes the
identity of the second node and the authorization information of the second node; and
recording the second transaction information on the blockchain network.
[0024] With reference to the second aspect, in still another implementation of the
second aspect, before the obtaining, by afirst node, an identity of a second node, the
method further includes. encrypting, by the first node, to-be-accessed data by using a
public key of the first node and a proxy re-encryption algorithm, to generate a first
encrypted ciphertext; and storing, by the first node, the first encrypted ciphertext as a
transaction on the blockchain network.
[0025] According to a third aspect, this application further provides a data
transmission method, where the method may be applied to a second proxy node, the
second proxy node may be afirst proxy node or a primary proxy node, and the method
includes the following steps:

receiving, by a second proxy node, aright verification request from a first
proxy node, where the right verification request includes an identity of a request node
and a first encrypted ciphertext, and the first encrypted ciphertext is generated by
encrypting to-be-accessed data; determining, by the second proxy node based on the
identity of the request node, whether the request node has a right to read the first
encrypted ciphertext; and if yes, generating a partial key, and sending the partial key to
thefirst proxy node.
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[0026] In this aspect, when the first proxy node verifies that access of the request
node is allowed, the second proxy node further verifies the right of the request node.
When verifying that the access of the request node is allowed, the second proxy node
sends the generated partial key to the first proxy node, so that the first proxy node
collects the partial key and synthesizes the final conversion key, thereby effectively
preventing cheating of the first proxy node, and improving security of verification.
[0027] With reference to the third aspect, in an implementation of the third aspect,
the generating a partial key includes: obtaining, by the second proxy node, an encrypted
partial key on ablockchain network, where the encrypted partial key is generated after
encryption is performed by using a public key of the second proxy node; and decrypting,
by the second proxy node, the encrypted partial key by using aprivate key of the second
proxy node, to generate the partial key.
[0028] With reference to the third aspect, in another implementation of the third
aspect, the method further includes: determining, by the second proxy node based on
the identity of the request node, whether the request node has the right to read the first
encrypted ciphertext; and if the request node has no right to read the first encrypted
ciphertext, denying afirst request of the first proxy node.
[0029] According to a fourth aspect, this application further provides an apparatus
for controlling a data access right. For example, the apparatus may be a network node,
or may be configured in the network node. The apparatus or the network node may be
the first proxy node, the first node, or the second proxy node in the foregoing aspects,
and the apparatus includes units configured to perform the method steps in the first
aspect to the third aspect and the implementations of the aspects.
[0030] Specifically, the apparatus includes a receiving unit, a processing unit, and
a sending unit. In addition, the apparatus may further include another unit or module
such as astorage unit. Thisis not limited in this application.
[0031] According to afifth aspect, this application further provides a network node.
The network node includes a processor, atransceiver, and amemory. When the network
nodeis afirst proxy node,

thetransceiver isconfigured to receive afirst request message from arequest
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node, where the first request message includes an identity of the request node and an
identifier of to-be-accessed data; and

the processor is configured to: determine a first encrypted ciphertext on a
blockchain network based on the identifier of the to-be-accessed data, and determine,
based on the identity of the request node, whether the request node has a right to read
the first encrypted ciphertext; and if not, deny a first request of the request node, or if
yes, initiate aright verification request for the request node to at least one second proxy
node, and determine, based on a feedback result of the at least one second proxy node,
provisioning of thefirst encrypted ciphertext.
[0032] With reference to the fifth aspect, in an implementation of the fifth aspect,
the processor is specifically configured to read, on a blockchain, authorization
information of the request node based on the identity of the request node, wherein the
authorization information is closest to an end of a chained storage structure on the
blockchain, and the authorization information includes allowing and disallowing.
[0033] With reference to the fifth aspect, in another implementation of the fifth
aspect, the processor is specifically configured to: determine m second proxy nodes,
where m is a positive integer greater than or equal to 1; generate the right verification
request, where the right verification request includes the identity of the request node
and the first encrypted ciphertext, and the first encrypted ciphertext is generated by
encrypting the to-be-accessed data; and send the right verification request to each of the
m second proxy nodes by using the transceiver.
[0034] With reference to the fifth aspect, in still another implementation of the fifth
aspect, the transceiver is specifically configured to receive partial keys sent by at least
k second proxy nodes, wherethe partial keys are generated and sent by the second proxy
nodes after the second proxy nodes verify, based on the identity of the request node,
that the request node has a right to access data, and k<m;

the processor is specifically configured to: recover the at least k partia keys
to generate a conversion key; and convert, by using the conversion key and an
encryption algorithm, the first encrypted ciphertext into a second encrypted ciphertext,
which is generated by encryption using a public key of the request node; and
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the transceiver is specifically configured to send the second encrypted
ciphertext to the request node.
[0035] With reference to the fifth aspect, in still another implementation of the fifth
aspect, the processor is specifically configured to: if thefirst proxy nodereceives partial
keys sent by less than k second proxy nodes, or receives a denial message fed back by
at least one second proxy node, send an access denial message to the request node by
using the transceiver.
[0036] With reference to the fifth aspect, in still another implementation of the fifth
aspect, the transceiver is specifically configured to receive the first request message
forwarded by using any blockchain node on the blockchain network.
[0037] In addition, if the network node is the first proxy node, the transceiver is
configured to receive aright verification request from the first proxy node, where the
right verification request includes theidentity of the request node and the first encrypted
ciphertext, and the first encrypted ciphertext is generated by encrypting the to-be-
accessed data;

the processor is configured to: determine, based on theidentity of the request
node, whether the request node has the right to read the first encrypted ciphertext; and
if not, deny the first request of the first proxy node, or if yes, generate the partial key;
and

the transceiver isfurther configured to send the partial key to the first proxy
node.
[0038] Optionally, the processor is specificaly configured to: obtain an encrypted
partial key on ablockchain network, where the encrypted partial key is generated after
encryption is performed by using a public key of the second proxy node; and decrypt
the encrypted partia key by using a private key of the second proxy node, to generate
the partial key.
[0039] According to asixth aspect, this application further provides anetwork node.
The network node includes a processor, atransceiver, and amemory. When the network
node is adata source or a data owner, for example, afirst node,

the transceiver is configured to obtain an identity of a second node, where
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the identity is used to determine authorization information of the second node, the
authorization information includes allowing and disallowing; and

the processor is configured to: if the authorization information is alowing,
generate a conversion key by using a private key of anetwork node, a public key of the
second node, and an encryption algorithm; encrypt the conversion key by using a public
key of aproxy node on a blockchain network, to generate an encrypted partial key; and
generate first transaction information, and record the first transaction information on
the blockchain network, where

thefirst transaction information includes the identity of the second node, the
authorization information of the second node, and the encrypted partial key.
[0040] With reference to the fifth aspect, in an implementation of the fifth aspect,
the processor is specifically configured to: split the conversion key into n partial keys
by using a secret sharing algorithm, where n is a positive integer greater than or equal
to 1; and select m proxy nodes from the blockchain network, and encrypt the n partial
keys by using public keys of the m proxy nodes, to generate n encrypted partial keys,
where m=n.
[0041] With reference to the fifth aspect, in another implementation of the fifth
aspect, the first transaction information further includes: identities of the m proxy nodes,
and a minimum quantity k, of partial keys for recovering the conversion key.
[0042] With reference to the fifth aspect, in still another implementation of the fifth
aspect, the processor is specifically configured to: send the first transaction information
to a blockchain node on the blockchain network, broadcast the first transaction
information and reach a consensus on thefirst transaction information network-wide by
using the blockchain node, and store the first transaction information.
[0043] With reference to the fifth aspect, in still another implementation of the fifth
aspect, the processor is further configured to: if the authorization information is
disalowing, cancel the authorization information of the second node; and generate
second transaction information, and record the second transaction information on the
blockchain network, where the second transaction information includes the identity of
the second node and the authorization information of the second node.
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[0044] With reference to the fifth aspect, in still another implementation of the fifth
aspect, the processor isfurther configured to: before obtaining theidentity of the second
node, encrypt to-be-accessed data by using a public key of the first node and a proxy
re-encryption algorithm, to generate a first encrypted ciphertext; and store the first
encrypted ciphertext as a transaction on the blockchain network.

[0045] According to a seventh aspect, this application further provides a computer
storage medium. The computer storage medium may store an instruction; when the
instruction is executed, some or all steps of the methods for controlling a data access
right in the first aspect to the third aspect and the implementations of the first aspect to
the third aspect provided in this application can be implemented.

[0046] According to an eighth aspect, this application further provides a computer
program product including an instruction. When the instruction is run on a computer,

the computer performs the methods in the foregoing aspects.

BRIEF DESCRIPTION OF DRAWINGS

[0047] FIG. 1 is a schematic diagram of a Fabric architecture according to this
application;

[0048] FIG. 2 isaflowchart of decryption in athreshold cryptosystem according to
this application;

[0049] FIG. 3isaflowchart for requesting, by aclient, access data on a blockchain
network according to this application;

[0050] FIG. 4ais aschematic structural diagram of a blockchain system according
to this application;

[0051] FIG. 4b is a flowchart of a method for controlling a data access right
according to this application;

[0052] FIG. 5 is aflowchart of another method for controlling a data access right
according to this application;

[0053] FIG. 6A and FIG. 6B are a flowchart of another method for controlling a

data access right according to this application;
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[0054] FIG. 7 isaflowchart of roles in a proxy re-encryption system according to
this application;

[0055] FIG. 8A, FIG. 8B, and FIG. 8C are a flowchart of still another method for
controlling a data access right according to this application;

[0056] FIG. 9isaschematic structural diagram of a network node according to this
application; and

[0057] FIG. 10 is a schematic apparatus diagram of a network node according to
this application.

DESCRIPTION OF EMBODIMENTS

[0058] To make a person skilled in the art understand the technical solutionsin the
embodiments of this application better, and make the objectives, features, and
advantages of the embodiments of this application clearer, the following further
describes the technical solutions in the embodiments of this application in detail with
reference to the accompanying drawings.

[0059] First, basic concepts in this application are described in detail.

[0060] The technical solutions of this application relate to a blockchain. The
blockchain (Block Chain) is a distributed database that originates from bitcoins and is
an underlying technology of the bitcoins. The blockchain is a series of data blocks
generated through association using cryptography. Each data block includes
information about one bitcoin network transaction, and the information isused to verify
validity (anti-counterfeit) of the bitcoin network transaction and generate a next block
(block).

[0061] In a narrow sense, the blockchain is a chained data structure obtained by
combining data blocksin achronological order, and adistributed ledger that is protected
against tampering or forging by using cryptology. In a broad sense, the blockchainisa
distributed ledger that stores a same record by using a pluraity of independent
distributed nodes.

[0062] A blockchain technology is atechnical solution of collectively maintaining
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areliable database in a decentralized and trustless manner. Each time new data needs
to be written into a blockchain, the data is aggregated into a block and added to an end
of an existing blockchain. A consensus algorithm is used to ensure that newly added
blocks of nodes are the same.

[0063] Several transaction records are recorded in each block, and the block
includes a hash value (hash) of a previous block. For all blocks, information in a
previous block is stored in this way, and the blocks are connected in sequence to form
ablockchain. The blockchain is difficult to be tampered with. Based on the blockchain
technology, a transaction (Transaction, Tx) is directly made by two parties who can
reach consensus, so that atrusted third-party centralized intermediary is not required to
participate in the transaction.

[0064] A smart contract (smart contract) is an event-driven and stateful program
that runs on a distributed blockchain ledger and can manage data on the ledger. The
smart contract may be considered as a common computer-executable program,
provided that the computer-executable program can be accurately and automatically
executed. Code content of the smart contract specifies a transaction rule and logic.
When a user signs and invokes the smart contract, it means that the contract content is
to be executed and written into the blockchain ledger.

[0065] One of core technologies of the blockchain is a consensus agorithm, for
example, a proof of work (Proof of Work, PoW) algorithm used in bitcoins. The
consensus agorithm on the blockchain applies to a consensus scenario oriented to
Byzantine fault tolerance, that is, nodes on ablockchain network do not trust each other,
and there may be amalicious liar node. Each node on the blockchain network may be
a"liar" node. However, when alarge quantity of nodes are aggregated into a network,
a consensus result of the nodes is a trusted result. A main function of the consensus
algorithm is to enable all nodes on the blockchain to record same content of valid
transaction blocks.

[0066] In addition, the blockchain is aso a technica mechanism for resolving a
trust problem between a plurality of parties. A prerequisite for multi-party trust is that
thetechnical mechanismistrustworthy. Therefore, the blockchain needsto be auditable.
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A blockchain system, the smart contract, and the consensus al gorithm need to be open-
source and open to the plurality of parties.

[0067] A Fabric project of Hyperledger (Hyperledger) uses a mechanism to
accelerate reaching of consensus. A core of this mechanism is that a plurality of
endorser peers run a smart contract and endorse (endorsement) running results, for
example, an endorser peer signs content of a contract running result of the endorser peer,
to ensure that the result is sent by the specific endorser peer. A user may set, based on
an actual requirement, an endorser peer to be trusted by a smart contract of the user and
a verification policy for a plurdity of results, for example, set an endorse policy
(endorse policy).

[0068] As shown in FIG. 1, aclient may send a smart contract running proposal
(proposal) to three endorser peers. The endorse policy may require that content of three
running results should be consistent, or may require that content of at least two running
results should be consistent. The client collects arunning result fed back by the endorser
peer, and broadcasts, by using an orderer peer (Orderer peer), arunning result recorded
in a transaction to the blockchain network. A node on the blockchain network, for
example, an endorser peer, reads the transaction, considers the transaction as a valid
transaction when verifying that the endorse policy is met, accepts modifications to data
in the transaction, and writes the modifications into the blockchain.

[0069] The client (client) or a client application interacts with a Fabric system by
using a software development kit (Software Development Kit, SDK), constructsavalid
transaction, and provides the transaction for the endorser peer. After sufficient support
from endorser peers as required in the endorse policy is collected, a valid transaction
proposal may be constructed and sent to the orderer peer or a proxy node.

[0070] The endorser peer (endorser peer) is responsible for checking validity and
rights of transactions from the client. If the transactions meet a requirement, the
endorser peer signs the transactions and returns results to the client.

[0071] The orderer peer (orderer peer) isresponsible for ordering transactions and
broadcasting the ordered transactions to other nodes. The orderer peer includes a node
or acluster that provides a consensus service.
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[0072] A committer peer (committer peer) is configured to check statuses of batch
transaction results that have an agreed sequence, checks whether the transactions meet
arequirement of an endorse policy, ensures that a status of avariablein aread set of a
ledger remains unchanged, executes a valid transaction, generates a block, and writes
the block to the ledger.

[0073] To improve security of information transmission and accuracy of identity
verification, the technical solutions of this application further relate to a threshold
cryptosystem (Threshold cryptosystem). The threshold cryptosystem shares private
keys corresponding to a public key among a plurality of members, and a ciphertext
encrypted by using the public key can be decrypted when a specified quantity of
members cooperate with each other. A basis of the threshold cryptosystem is secret
sharing (secret sharing).

[0074] Specifically, a solution of the threshold cryptosystem is to split a key into
several shares, for example, into n shares, and send these shares to n participants one
by one. Any t (t<n) participants or more than t participants of the n participants may
cooperate to complete a decryption operation, but less than t participants cannot
compl ete the decryption operation.

[0075] The following describes functions of all roles and a decryption process in
the threshold password system.

[0076] FIG. 2 is a schematic flowchart of decryption in athreshold cryptosystem.
The threshold cryptosystem includes a key distributor, a key participant, and a key
synthesizer. Further, the key distributor is configured to establish atrusted entity of the
threshold cryptosystem, and is responsible for generating parameters in the threshold
cryptosystem and securely sending these parametersto key sharers. The key participant
Isasingle entity participating in a decryption operation in the threshold cryptosystem.
The key synthesizer obtains decrypted shares of a plurality of participants, and verifies
and decrypts these decrypted shares.

[0077] For example, as shown in FIG. 2, step 1. Threshold initialization setting.
The key distributor inputs a security parameter, and the threshold cryptosystem returns
agroup of public parameters (which may be represented by PK), for example, n, t, and
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SK. n represents a quantity of key participants, t represents a threshold, and SK
indicates a primary key generated by the threshold password system. Optionally, SK=
(SK1, SK2, ..., SKn).

[0078] Step 2: Encryption. Encrypt a plaintext message by using the public
parameters PK of the system and an identity ID of the key participant, and generate and
output an encrypted ciphertext c.

[0079] Step 3: Key share generation (Share key Gen). The key distributor calculates
key shares Ui by using the public parameters PK of the system, the encrypted ciphertext
¢, and the primary key SK.

[0080] Step 4. The key distributor sends the key shares Ui to severa key
participants.

[0081] Step 5: The key participants obtain the key shares Ui, and each key
participant decrypts the key share Ui to generate a decrypted share, for example, a
decrypted share 1, ..., and a decrypted sharet.

[0082] Step 6: Each key participant sends the decrypted share generated after
decryption to the key synthesizer.

[0083] Step 7: Joint decryption. The key synthesizer obtains the decrypted shares,
for example, obtainst decrypted shares, verifies the t decrypted shares, synthesizes the
t decrypted shares by using the public parameters PK to obtain the encrypted ciphertext
¢, and finally decrypts the encrypted ciphertext to obtain a plaintext message.

[0084] The technical solutions provided in this application aim to resolve the
following technical problem: Once an access right on a blockchain is granted and
delivered, the access right cannot be changed or revoked, and consequently a user who
isnot granted the right can access data. Specifically, aprocessin which aclient requests
to access data and decrypts a ciphertext on a blockchain network is as follows:

[0085] As shown in FIG. 3, step 1: A user A generates information, for example,
plaintext information, by using registration information of aclient 1.

[0086] Step 2: The client 1 encrypts the information by using a symmetric key.
[0087] Step 3: The client 1 sends the encrypted information, and records, in a
blockchain node 1, the encrypted information as a transaction on a blockchain.
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[0088] Step 4: The blockchain node 1 verifies and broadcasts the transaction.
[0089] Step 5: The blockchain node 1, and blockchain nodes 2 and 3 reach a
consensus on a block including the transaction. The blockchain nodes 1, 2, and 3 are
nodes located on a same blockchain.

[0090] The consensus may be understood as: the blockchain nodes 1, 2, and 3
separately check whether the transaction meets a policy, and generate corresponding
verification results, where the verification results generated by the three blockchain
nodes are the same.

[0091] Step 6: The blockchain node confirms that the verification results generated
by the blockchain nodes 1, 2, and 3 are the same and generates a block, and adds the
block to an end of a chained structure of an existing blockchain in alocal ledger.
[0092] Step 7: A user B obtains information by using a client 2, for example, the
plaintext information.

[0093] Step 8: The client 2 requests to obtain, from the client 1, an access right of
the user B to access the plaintext information.

[0094] Step 9: The client 1 sends access right information to the client 2, where the
access right information includes the symmetric key.

[0095] Step 10: The client 2 requests, from the blockchain node 3, to obtain the
encrypted information stored on a blockchain ledger.

[0096] Step 11: The client 2 decrypts the information by using the symmetric key.
[0097] In the foregoing process of delivering an access right and decrypting data,
because historical transaction data of ledgers in a blockchain node cannot be modified
or deleted, and data on a blockchain is public and cannot be canceled, once an access
right is granted to a user and a decryption key is distributed, the access right cannot be
revoked. In this case, when the access right of the user needs to be prohibited, the user
cannot be prevented from accessing the data, causing arisk and insecurity in data access
by a user who is not granted the right.

[0098] To resolve the foregoing problem, a main idea of the technical solutionsin
the embodiments of this application isto add a plurality of proxy nodesto a blockchain
system. In addition to a function of a common node, each proxy node is further

17



10

15

20

25

30

configured to jointly verify an accessright of auser and perform aciphertext conversion
operation.

[0099] As shown in FIG. 4, a blockchain system includes a data source or a data
owner, at least one proxy node (Proxy), aplurality of common nodes, and adata request
node. The data source or data owner is a saver of data and an authorizing party of an
access right. The common node may be configured to perform functions such as
broadcasting, reaching a consensus on, recording, and storing a transaction on a
blockchain. The user request node is anode or a client that requests to access data.
[0100] The technical solutions provided in this application mainly include three
procedures: data storage, aright granting, and data requesting. Generally, first, the data
source (data source) or the data owner encrypts an origina ciphertext, and records and
stores the original ciphertext on the blockchain.

[0101] Then, when the data source or the data owner grants aright, the data source
or the data owner writes right information to the blockchain, and generates a conversion
key corresponding to a node which is granted the right. The data source or the data
owner dividesthe conversion key into several parts, and send the partsto different proxy
nodes.

[0102] Finally, when the data request node requests to access data, the proxy nodes
initiate consensus, read a latest access right of the data request node, and check whether
the datarequest node has aright. If the data request node has the right, the proxy nodes
collect the conversion key, convert the original ciphertext into another ciphertext that
can be decrypted only by the node which is granted the right, and return the ciphertext
to the request node. If the data request node does not have the right, access is denied.
[0103] It should be noted that, in the following embodiments of this application, all
network devices are collectively referred to as network nodes. The network node may
be a first node and a second node that send a request message, may be a blockchain
node on a blockchain, for example, afirst blockchain node or afirst proxy node, arelay
node for forwarding, or any common node, or may be the data source.

[0104] Further, the network node includes but is not limited to a station, a base
station, user equipment, aclient, and aterminal. In addition, the two concepts, adevice
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and a node, in the embodiments of this application are equivaent. In other words, the
device may refer to a node, a station, UE, a network element device, a sensor, or the
like.

[0105] The blockchain and the blockchain system described in this application may
be applied to various networks (for example, Internet of Things), and the block or the
blockchain node may be deployed in various network devices (for example, an Internet
of Things device). The network device may be an industrial Internet of Things device,
for example, variousindustrial sensors and control modules, may be awearable device,
home appliance, a home sensor, a home control module, or the like, or may be a base
station, an enhanced base station, a relay with a scheduling function, a device with a
base station function, or the like. The base station may be an evolved NodeB (evolved
Node B, eNB) in an LTE system, or a base station in another system. Thisis not limited
in the embodiments of this application.

[0106] In addition, the various devices may be user equipment (user equipment,
UE), for example, a mobile phone, an intelligent terminal, a multimedia device, and a
streaming media device. Alternatively, the UE may be another wireless network device,
for example, aNodeB (Node B). Specificaly, aform and atype of the wirel ess network
device are not limited in this application.

[0107] The UE may communicate with one or more core networks over a radio
access network (radio access network, RAN), the UE may further access a wireless
network in another manner for communication, or the UE may directly perform wireless
communication with another UE. This is not limited in this embodiment of this
application.

[0108] Referring to FIG. 4b, an embodiment of this application provides a method
for controlling a data access right. The method includes the following steps.

[0109] Step 401: A first proxy node receives afirst request message from a request
node, where the first request message includes an identity of the request node and an
identifier of to-be-accessed data.

[0110] An implementation includes: receiving, by the first proxy node, the first
request message forwarded by using any blockchain node on a blockchain network.
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[0111] Step 402: Thefirst proxy node determines afirst encrypted ciphertext onthe
blockchain network based on the identifier of the to-be-accessed data, and determines,
based on the identity of the request node, whether the request node has a right to read
thefirst encrypted ciphertext.
[0112] In step 402, the determining, based on the identity of the request node,
whether the request node has a right to read the first encrypted ciphertext includes:
reading, on a blockchain, authorization information of the request node based on the
identity of the request node, wherein the authorization information is closest to an end
of a chained storage structure on the blockchain, and the authorization information
includes alowing or disallowing.
[0113] Step 403: If the request node has the right to read the first encrypted
ciphertext, that is, the authorization information is allowing, the first proxy node
initiates a right verification request for the request node to at least one second proxy
node, and determines, based on afeedback result of the at |east one second proxy node,
provisioning of thefirst encrypted ciphertext.
[0114] In addition, if the first proxy node determines that the request node has no
right to read the first encrypted ciphertext, the first proxy node denies afirst request of
the request node.
[0115] In step 403, theinitiating, by thefirst proxy node, aright verification request
for the request node to at least one second proxy node includes:

determining, by the first proxy node, m second proxy nodes, where mis a
positive integer greater than or equal to 1; generating the right verification request,
where the right verification request includes the identity of the request node and the
first encrypted ciphertext, and the first encrypted ciphertext is generated by encrypting
the to-be-accessed data; and sending the right verification request to each of the m
second proxy nodes.
[0116] Optionally, the determining, by the first proxy node based on a feedback
result of the at least one second proxy node, provisioning of the first encrypted
ciphertext includes:

receiving, by thefirst proxy node, partial keys sent by at least k second proxy
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nodes, where the partial keys are generated and sent by the second proxy nodes after
the second proxy nodes verify, based on the identity of the request node, that the request
node has a right to access data, and k<m; recovering the at least k partial keys to
generate a conversion key; converting, by using the conversion key and an encryption
algorithm, the first encrypted ciphertext into a second encrypted ciphertext, which is
generated by encryption using apublic key of the request node; and sending the second
encrypted ciphertext to the request node.

[0117] Further, the determining, by the first proxy node based on a feedback result
of the at least one second proxy node, provisioning of the first encrypted ciphertext
includes: if the first proxy node receives partial keys sent by less than k second proxy
nodes, or receives adenial message fed back by at |east one second proxy node, sending
an access denial message to the request node.

[0118] According to this method provided in this embodiment, a proxy node is
added to the blockchain network, so that a data source can freely grant or revoke the
right of the request node without modifying a ciphertext. That is, the proxy node reads
alatest right of the request node on a blockchain to determine whether to authorize or
deny an accessrequest. If the latest right is access denial, a user may be prevented from
continuing to access data, thereby ensuring information security in the network.

[0119] In addition, an identity of arequester isfurther verified by using the at least
one second proxy node, so that a possibility that cheating occurs when only one first
proxy node is used in verification can be avoided, thereby further improving
verification accuracy, and further ensuring security of information transmission.

[0120] The second proxy node receives the right verification request from the first
proxy node, wheretheright verification request includestheidentity of the request node
and the first encrypted ciphertext, and the first encrypted ciphertext is generated by
encrypting the to-be-accessed data.

[0121] The second proxy node determines, based on the identity of the request node,
whether the request node has the right to read the first encrypted ciphertext; and if not,
the second proxy node denies the first request of the first proxy node, or if yes, the
second proxy node generates a partial key, and sends the partia key to the first proxy
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node.

[0122] Optionally, the generating a partial key includes: obtaining, by the second
proxy node, an encrypted partial key on the blockchain network, where the encrypted
partia key is generated after encryption is performed by using a public key of the
second proxy node; and decrypting, by the second proxy node, the encrypted partial
key by using a private key of the second proxy node, to generate the partial key.

[0123] In this embodiment, when the first proxy node verifies that access of the
request node is allowed, the second proxy node further verifies the right of the request
node. When verifying that the access of the request node is allowed, the second proxy
node sends the generated partial key to the first proxy node, so that thefirst proxy node
collects the partial key and synthesizes the final conversion key, thereby effectively
preventing cheating of the first proxy node, and improving security of verification.
[0124] In a specific embodiment, the technical solutions disclosed in this
application are described in detail according to the foregoing three parts of procedures.
[0125] a. Data storage procedure

[0126] An entity for performing an operation in the "data storage procedure" may
be a data source or a data owner, or may be another node that has a function of storing
data and granting aright. In this embodiment, "first node" is used to represent an entity
for performing the data storage process. It may be understood that another name may
also be used, for example, adataowner. Thisisnot limited in this application.

[0127] A public key cryptograph technology is used in the data storage procedure.
Specificaly, the public key cryptograph (Public key cryptograph) may also be referred
to as asymmetric cryptography (asymmetric cryptography), which is an algorithm of
cryptography and mainly includes two keys: a public key referred to as a "public key"
and a private key referred to as a"private key".

[0128] The two keys have different functions. One is used for encryption, and the
other is used for decryption. For example, one of the keys is used to encrypt plaintext
to obtain encrypted ciphertext, and the original plaintext can be obtained through
decryption only by using the other corresponding key. That is, the encryption key
cannot be used to decrypt the ciphertext and access data. Because two different keys

22



10

15

20

25

30

are used to encrypt and decrypt the plaintext, this process may also be referred to as
asymmetric encryption. Compared with symmetric encryption in which a same key is
used for encryption and decryption, the asymmetric encryption manner has higher
security. Because evenif one of thetwo keysisobtained, an encrypted ciphertext cannot
be decrypted, and the other key cannot be calculated. Therefore, the public key may be
disclosed and released to others, for example, recorded on a blockchain. The private
key is kept by aclient or UE.
[0129] In the"datastorage procedure”, thefirst node mainly performsthefollowing
method process.
[0130] The first node encrypts a ciphertext by using a public key of the first node
and an encryption agorithm, for example, a proxy re-encryption algorithm, to generate
afirst encrypted ciphertext Ea; and

the first node stores the first encrypted ciphertext Ea as a transaction
(transaction) on a blockchain network.
[0131] Optionally, in atransaction storage manner, the first node sends atransaction
reguest to any common node on the blockchain network, where the transaction request
includes the first encrypted ciphertext Ea; the common node that receives the
transaction request broadcasts the transaction request on the blockchain network, so
that all blockchain nodes on a blockchain reach a consensus on and store the related
transaction of the first encrypted ciphertext Ea.
[0132] In addition, optionally, in another transaction storage manner, the first node
directly sends atransaction request including thefirst encrypted ciphertext to any proxy
node, for example, afirst proxy node, and thefirst proxy node broadcaststhe transaction
and reaches a consensus on the transaction on the blockchain.
[0133] b. Right granting procedure
[0134] Asshown in FIG. 5, the method includes the following steps.
[0135] Step 501: A first node records an identity | of asecond node and access right
information R of the second node for a first encrypted ciphertext Ea.
[0136] The second node is an authorized user, and the identity | of the second node
may be a second node identifier, auser ID, adevice ID, adevice identifier, or the like.
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The access right information R includes: granting a right and canceling a right.

[0137] Step 502: Determine whether the access right information R includes
content of granting aright or canceling aright.

[0138] Step 503a: If the access right information R carries the content of granting
aright, the first node generates a conversion key T by using a private key of the first
node, a public key of the second node, and an encryption algorithm.

[0139] Step 503b: If the access right information R carries the content of canceling
aright, the first node sends a transaction request to any node on a blockchain network,
where the transaction request includes the access right information R and the identity |
of the second node.

[0140] Step 504: Continue the procedure of step 503a. The first node splits the
conversion key T into n partial keys by using a secret sharing agorithm, where nis a
positive integer greater than or equal to 1.

[0141] Optionally, the conversion key T is split into (m, Tn). Tn represents any
partial key obtained through splitting, and m represents aminimum quantity Tn that can
be used for recovering the conversion key T.

[0142] Step 505: The first node randomly selects m proxy nodes from the
blockchain network, and encrypts the n partial keys Tn by using public keys of the m
proxy nodes, to generate n encrypted partial keys Tne, where m<n.

[0143] Step 506: The first node generates first transaction information, and sends
the first transaction information to any common node or blockchain node, where the
first transaction information includes at |east one of the following: the identity | of the
second node, authorization information (or the accessright information R) of the second
node, and the encrypted partial keys Tne.

[0144] Optionally, the first transaction information further includes. identities of
the m proxy nodes, and a minimum quantity m of partia keys Tne for recovering the
conversion key.

[0145] Step 507: The common node or the proxy node broadcasts and stores the
first transaction information (I, R, Tne, m) on the blockchain network, or broadcasts
and records the transaction request (I, R) based on the procedure of step 503b.
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[0146] c. Datarequest procedure

[0147] This "data request procedure” describes a process in which a request node
initiates a data access request to a blockchain, and decrypts and accesses encrypted
ciphertext when authorized access is met. Specifically, as shown in FIG. 6, the
procedure includes the following steps.

[0148] Step 601: A data request node sends afirst request message to any common
node, where the first request message includes an identity | of the request node and an
identifier of to-be-accessed data, or afirst encrypted ciphertext Ea corresponding to the
identifier of the to-be-accessed data.

[0149] Step 602: The common node receives and forwards thefirst request message
to afirst proxy node Pm.

[0150] Optionally, the first proxy node Pm may serve as a primary node of this
request.

[015]] Step 603: The first proxy node Pm receives the first request message,
determines the first encrypted ciphertext Ea on a blockchain network based on the
identifier of the to-be-accessed data carried in the first request message, and determines,
based on the identity | of the request node, whether the request node has aright to read
the first encrypted ciphertext Ea.

[0152] For example, the first proxy node Pm reads, on a blockchain, authorization
information of the request node based on the identity | of the request node, wherein the
authorization information is closest to an end of a chained storage structure on the
blockchain, and the authorization information includes allowing and disallowing.
[0153] Optionally, if there are a plurality of pieces of authorization information,
authorization information located in a block with alargest number is used.

[0154] Step 604a: If the data request node has no right or access is not allowed,
deny this access request of the data request node.

[0155] Step 604b: If the datarequest node hasthe right or accessis allowed, initiate
aright verification request for the request node to at least one second proxy node P.
[0156] Selection of the second proxy node may be preset on the blockchain, or the
system considers by default that blockchain nodes can discover each other.
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[0157] Further, considering by default that blockchain nodes can discover each
other means that: the first proxy node may learn, by using transaction information, for
example, first transaction information, stored on the blockchain in the "right granting
procedure”, specific second proxy nodes that encrypt a partial key Tn and generate an
encrypted partial key Tne, and then send the right verification request to each of these
second proxy nodes.

[0158] Theright verification request includes the identity | of the request node and
the first encrypted ciphertext Ea.

[0159] Step 605: The second proxy node P receives aright verification request (1,
Ea) from the first proxy node Pm, and determines, based on the identity | of the request
node, whether the data request node has the right to read the first encrypted ciphertext
Ea

[0160] The first encrypted ciphertext Ea is generated by encrypting the to-be-
accessed data.

[0161] Step 606a: If not (unauthorized), deny this access request of the data request
node. For example, the second proxy node P feeds back an access denial message to the
first proxy node Pm.

[0162] Step 606b: If yes (authorized), generate the partial key Tn, and send the
partial key Tn to the first proxy node Pm.

[0163] Specifically, the second proxy node P reads the encrypted partial key Tneon
the blockchain, and decrypts Tne by using a private key of the second proxy node P, to
obtain the partial key Tn.

[0164] Step 607: The first proxy node Pm receives partial keys Tn sent by at |east
k second proxy nodes P, where k<m, and m is a quantity m of second proxy nodes that
are determined by the first proxy node Pm and that send the right verification request.
[0165] Step 608: Thefirst proxy node Pm recoversthe at least k partial keys Tn, to
generate aconversion key T.

[0166] Step 609: Thefirst proxy node Pm convertsthe first encrypted ciphertext Ea
into a second encrypted ciphertext Eb by using the conversion key T and an encryption
algorithm, where the second encrypted ciphertext Eb is generated after encryption is
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performed by using a public key of the data request node.

[0167] Step 610: Thefirst proxy node Pm sends the second encrypted ciphertext Eb
to the common node.

[0168] Step 611: The common node receives and sends the second encrypted
ciphertext Eb to the datarequest node, so that the data request node decrypts the second
encrypted ciphertext Eb by using a private key of the data request node, to obtain the
to-be-accessed data.

[0169] Beneficia effects

[0170] According to this method provided in this embodiment of this application, a
proxy node is added to the blockchain network, so that a data source can freely grant or
revoke the right of the request node without modifying a ciphertext. That is, the proxy
node reads a latest right of the request node on a blockchain to determine whether to
authorize or deny an access request. If the latest right is access denial, a user may be
prevented from continuing to access data, thereby ensuring information security in the
network.

[0171] In the "right granting procedure”, the data source divides the conversion key
into a plurality of partial keys, and the plurality of partial keys are stored on the
blockchain and held by a plurality of proxy nodes. In this way, the conversion key can
be recovered only after a sufficient quantity of partial keys are obtained in the "data
reguest procedure”, a single node or key participant cannot obtain the conversion key
or ciphertext, tothereby effectively preventing afew nodes from bypassing right control
by cheating and obtaining the ciphertext. This method increases decryption complexity,
effectively ensures security of ciphertext transmission and reading, and prevents a user
who is not granted aright from reading the ciphertext or data.

[0172] In addition, when reading data, a party which is not granted a right, for
example, the first proxy node and the second proxy node, cannot obtain plaintext, and
consequently cannot read content of the plaintext, thereby protecting data privacy.
[0173] It should be noted that, for a process of splitting and recovering the
conversion key in the "right granting procedure” and the "data request procedure” in
this embodiment, refer to the functions and flowchart (as shown in FIG. 2) of the roles
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in the threshold cryptosystem described above.

[0174] In addition, the proxy node in this embodiment may be a proxy node or a
proxy in a proxy re-encryption system, and the proxy re-encryption (Proxy re-
encryption) system isanew public key encryption system having afunction of securely
converting a ciphertext.

[0175] FIG. 7 isaflowchart of roles in a proxy re-encryption system according to
an embodiment. The system includes a delegator (Delegator), a semi-trusted proxy
(Proxy), and a delegatee (Delegatee).

[0176] Specificaly, step 701: The delegator encrypts a plaintext message by using
apublic key of the delegator, to generate an encrypted ciphertext.

[0177] Step 702: The delegator sends the encrypted ciphertext to the semi-trusted
proxy.

[0178] Step 703: The delegator obtains a public key of the delegatee.

[0179] Step 704: The delegator authorizes a ciphertext conversion key for the
delegatee.

[0180] Step 705: The delegator sends the ciphertext conversion key to the semi-
trusted proxy.

[0181] Step 706: The semi-trusted proxy obtains the encrypted ciphertext from the
delegator and the ciphertext conversion key for the delegatee, and the semi-trusted
proxy converts the encrypted ciphertext. Specifically, the semi-trusted proxy converts
the encrypted ciphertext into a ciphertext encrypted by the public key of the delegatee.
[0182] Step 707: The semi-trusted proxy sends the converted ciphertext to the
delegatee.

[0183] Step 708: The delegatee obtains the converted ciphertext, and decrypts the
converted ciphertext by using a private key of the delegatee, to generate the plaintext
message.

[0184] In this embodiment, based on the functions of the roles in the proxy re-
encryption system, a right verification process is added at the proxy nodes, and then
access of a node that does not meet an authorized access right is denied, thereby
controlling and changing each right on a blockchain, and improving security and
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reliability of datatransmission.
[0185] In a specific embodiment, the method provided in this application is
described in detail by using an example in which Alice stores an age of Alice on asuper
ledger Fabric blockchain and controls access of Bob to the age.
[0186] A system used in this embodiment is established in advance; as a user of the
system, each participant generates a pair of keys (a public key and a private key). The
public key has been recorded and disclosed on a blockchain network.
[0187] A new proxy node is added to an existing Fabric blockchain network, and
the new proxy node has functions such as right verification and ciphertext conversion.
Three proxy nodes (X, Y, Z) are added to the Fabric blockchain network by using the
following configuration file.
[0188] A specific procedure is shown in FIG. 8.
[0189] In a data storage procedure, Alice may perform the following method steps
as a data owner or a data source.
[0190] Step 801: Alice executes proxy re-encryption on data including an age a of
Aliceby using apublic key Paof Alice and aproxy re-encryption agorithm, to generate
a second-layer ciphertext Ea.
[0191] The proxy re-encryption algorithm may be the second-layer encryption
algorithm (E2) in the proxy re-encryption agorithm described in the paper Improved
Proxy Re-Encryption Schemes with Applications to Secure Distributed Storage.
[0192] Step 802: Alice packages Eainto atransaction and sends the transaction to
any common node on ablockchain network. The common node receivesthe transaction,
and broadcasts the transaction and reaches a consensus on the transaction to confirm
the transaction.
[0193] Optionaly,
stored data pseudocodeis as follows:
Func encrypt(data){

Ea = E2(data, Pa) //Generate the second-layer ciphertext

Tx = Package(Ea) //Package Eainto atransaction

Send(Tx) //Send the transaction
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[0194] The packaged transaction is shown in Table 1.

Table 1
Tx1ld Tx2Type(TRANSACTION) timestamp
Channel chaincodeName chaincodeVersion
Invoke Method: "write Data, Ea, Alice"
readSet
writeSet Data, { Ea, Alice}
Response "SUCCESS"
endorser Identity Endorser Signature
Creator Identity Alice Signature
5
[0195] Pseudo code of recorded data that is executed by a common node is as
follows:
func writeData(data, owner) {
id==null:0?7id++
10 putState("Data’, {"id":id, "data':data, "owner":owner }) //Store data
return SUCCESS
}

[0196] After the transaction is completed, the world state recorded on the Fabric
15 Dblockchainisdisplayed asis shown in Table 2.

Table?2

Key Value Version

Data {id: 1, data: Ea, owner: Alice} 1
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[0197] Right granting procedure
[0198] Step 803: Alice executes a conversion key generation algorithm (RG) in the
proxy re-encryption algorithm by using a private key Sa of Alice and a public key Pb
of Bob, to generate are-encryption key T, or referred to as a conversion key T.
[0199] Step 804: Alice uses the conversion key T, and sets n=3 and k=2, where n
represents a quantity of shares obtained by splitting the conversion key T, and k
represents a minimum quantity of proxy nodes for recovering T; and splits the
conversion key T into three partial keys: T1, T2, and T3 by using a Shamir key sharing
algorithm.
[0200] Step 805: Alice encrypts the partial keys T1, T2, and T3 by using public
keys of the proxy nodes X, Y, and Z, to generate encrypted partial keys, for example,
T1x, T2y, and T3z
[0201] Step 806: Alice records that the requester Bob has a right to access the
second-layer ciphertext Ea, the ciphertext processing nodes are X, Y, and Z, and at |east
two nodes are required in joint processing.
[0202] Step 807: Alice packages the foregoing information into a transaction and
sends the transaction to acommon node, and the common node broadcasts information
about the transaction and reaches a consensus on the information about the transaction,
to confirm the transaction.
[0203]  Optiondlly,
authorization pseudocode is as follows:
Func Authorize(dataid, delegatee, right, threshold, division){
T=RG(Sa, delegatee)//Generate a conversion key
Tn=ShamirSplit(T, divison, threshold)//Split the conversion key into
division parts, and the conversion key can be recovered by using minimum threshold
parts.
Foreach(t in Tn){//For each key in Tn
p=Ramdon(proxylist)//Randomly select a proxy
Proxies += p//Record the selected proxy
Tne += Encrypt(t, p.Pk) //Encrypt t by using a public key of the proxy
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Tx = Package(Alice, dataid, delegatee, right, Proxies, Tne, threshold)
Send(Tx)

[0204] The packaged transaction is shown in Table 3.

Table3
Tx1ld Tx2 Type(TRANSACTION) | timestamp
Channel Chain code Name Chain code Version

InvokeM ethod: "authorize, Alice, 1, Bob, adlow, [X,Y,Z], [T1x, T2y, T3Z], 2"

readSet
writeSet }{ 1, Bob, dlow, [X,Y,Z], [T1x, T2y, T3Z], 2"
Response "SUCCESS"

Endorser Signature

Alice Signature

[0205] Optionally, pseudocode of recording the authorization information that is
executed by the common nodeis as follows:

func authorize(delegator, dataid, delegatee, right, keys, proxy, keys,
threshold) {

if delegator == data.owner{//Determine whether the authorizer is the data
owner

id==null:0?id++

"right": right, "yes": keys})//Store the authorization information
putState("Proxy” { "id":id,"proxy":proxy,"threshold":threshold})  //Store
proxy information

return SUCCESS

32



5

10

15

20

25

}
return FAIL

}

[0206] After the transaction is completed, the world state state recorded on the

Fabric blockchain is displayed asis shown in Table 4.

Table4
Key Value Version
Auth {id:1,data: 1,delegatee:Bob,right:allow, 1
keys.[T1x, T2y, T3z]}
Proxy {id:1, proxy:[X,Y,Z],threshold:2} 1

[0207] Data request procedure

[0208] Step 808: Bob initiates a data request to any common node, where the data
request includes identity information Bob and a to-be-accessed data object 1.

[0209] Step 809: The common node forwards the data request to a proxy node X,
where the proxy node X serves as a primary node or afirst proxy node for this request.
[0210] Step 810: The proxy node X reads a latest right of Bob on the data object 1
on ablockchain, where aresult of the reading is"allow".

[0211] Step 811: The proxy node X reads key processing nodes[X, Y, Z] of the data
object 1, initiates a key request to each of the nodes X, Y, and Z, where the key request
includes an identity of Bob and the data object 1, and startsto wait for afeedback result.
[0212] Step 812: The proxy nodes X, Y, and Z read the latest right of Bob on the
data object 1 on the chain, where aresult of the reading is "allow".

[0213] Step 813: When the result of reading is "allow", the proxy nodes X, Y, and
Z respectively read the encrypted partial keys T1x, T2y, and T3z recorded on the chain,
decrypt these encrypted partial keys by using private keys of the proxy nodes X, Y, Z,
to obtain the partial keys T1, T2, and T3, and then send the partial keys to the proxy
node X.
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[0214] Step 814: The proxy node X receives any two of the partial keysT1, T2, and
T3, for example, T1 and T2, and recovers the split partial keys to the conversion key T
by using a Shamir secret sharing agorithm.
[0215] Step 815: The proxy node X reads a second-layer ciphertext Ea
corresponding to the data object 1, and performs a re-encryption method (R) in the
proxy re-encryption algorithm by using the conversion key T, to convert the second-
layer ciphertext Eainto afirst-layer ciphertext Eb that is encrypted by using the public
key Pb of Bob.
[0216] Step 816: The proxy node X sends the first-layer ciphertext Eb to Bob.
[0217] Step 817: Bob receives the first-layer ciphertext Eb, and performs a
decryption method (D) in the proxy re-encryption algorithm by using the private key
Sb of Bob, to obtain the age of Alice, namely, a.
[0218] According to the method provided in this embodiment, a proxy node is
added to a blockchain, to control a right of any node during data transmission on the
chain. To be specific, when it is found that a data request node has no right to access
data, a current request of the data request node may be changed or denied, to prevent
the data request node from continuing to access the data, thereby ensuring information
security in the network.
[0219] In addition, based on a feature that all participants in a threshold
cryptosystem cooperate with each other to complete decryption, the conversion key is
split into a plurality of partial keys, and the plurality of partial keys are stored on the
blockchain and held by a plurality of proxy nodes. In this way, the conversion key can
be recovered only after a sufficient quantity of partia keys are obtained in the "data
request procedure”, a single node or key participant cannot obtain the conversion key
or ciphertext, to effectively prevent a few nodes from bypassing right control by
cheating and obtaining the ciphertext. This method increases decryption complexity,
and improves security of data transmission and reading.
[0220] Optionally, pseudocode of reading data that is executed by the proxy node
Xisasfollows:

Func ReadData(data, del egatee){
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R = ReadL astestRight(data, delegatee) //Read latest right information
if(R==allow){ //Determine whether the right is granted
Proxies, Threshold = ReadProxy(data) //Read a proxy node that holds the
conversion key
Foreach(p in Proxies){
Keys += requestKey(p, data, delegatee) // Apply for segments of the
conversion key
}
If(Keys.size >= Threshol d){ //When a quantity of collected key fragmentsis
greater than athreshold
T = Shamir.RecoverK ey(Keys) //Recover the key
Ea = ReadEncryptData(data) //Read the original ciphertext
Eb = R(Ea, T) //Convert the second-layer ciphertext for the public key of
Aliceinto thefirst-layer ciphertext for the public key of Bob
Return Eb

}
Return FAIL //Sufficient segments of the conversion key are not collected

}
Return UNAUTHORIZED //Unauthorized

[0221] Pseudocode of reading a key that is executed by the proxy nodes X, Y, and
Zisasfollows:
Func ReadK ey(data,del egatee){
R = ReadL astesRight(data, delegatee)//Read latest right information
if(R==allow){ //Determine whether the right is granted
The EKey = ReadEncryptedK ey(data, delegatee)//Read segments of the
conversion key held by the proxy node
Key = Decrypt(Ekey, self.Sk) //Use the private key of the proxy node for
decryption
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Return UNAUTHORIZED //Unauthorized

[0222] Authorization revoking procedure:

[0223] In the foregoing embodiment, if Alice reads that the latest access right of
Bob is "disalow", the previous authorization to Bob is revoked. A specific process is
asfollows:

[0224] Alice adds the right of Bob, which is"disallow", to the blockchain.

[0225] In this case, the world state state recorded on the Fabric blockchain is

displayed asis shownin Table 5.

Table5
Key Value Version
Auth {id:1,data:1,delegatee:Bob,right:disallow, keys:[T1x, 2
T2y, T3]}
Proxy {id:1, proxy:[X,Y,Z],threshold:2} 1

[0226] When the proxy node X finds, in aprocess of reading right information, that
the right information indicates access denial, the proxy node X denies an access request
of the request node.

[0227] It may be understood that the proxy node X may aternatively bethe primary
proxy node, for example, the first proxy node, or may be another proxy node, for
example, the proxy nodesY and Z.

[0228] Optionally, the method for controlling an access right in the foregoing
embodiment of this application may further prevent a proxy node from cheating.
Specificaly, for example, in this embodiment, the conversion key is split into three
parts and a threshold quantity of key sharing participants is 2. There are the following
cheating cases:
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[0229] Case 1: The proxy node X cheats, and continues to apply for a partial key
when aright is "disallow". The proxy nodesY and Z do not cheat, and deny the access
request of the request node when finding that right information is "disallow". In this
case, the proxy node X cannot obtain the conversion key.

[0230] Case 2: The proxy nodes X and Y cheat together. Although the conversion
key can be obtained, for a ciphertext whose result obtained after conversion is
performed by using the conversion key is Bob, the proxy nodes X and Y do not have
the private key of Bab, and plaintext cannot be obtained through decryption.

[0231] Case 3: Bob cheats and cannot obtain the conversion key.

[0232] Case 4: The proxy nodes X and Y, and Bob cheat together.

[0233] If Bob has not been authorized, Bob cannot obtain the conversion key.
[0234] If authorization of Bob is revoked, Bob can obtain the conversion key, and
can obtain the plaintext through decryption. However, cheating costs are higher than
those of a manner in which Bob buffers the plaintext during authorization. In this case,
only data on which Bob has been authorized is leaked, and other datais not affected.
[0235] FIG. 9 is a schematic structura diagram of an apparatus for controlling a
data access right according to an embodiment of this application. The apparatus
includes a proxy node. The apparatus may be the proxy node in the foregoing
embodiments, or may be disposed on the proxy node or applied to afirst proxy node,
to perform the methods for controlling aright corresponding to FIG. 5 and FIG. 6.
[0236] As shown in FIG. 9, the network node includes. a receiving unit 901, a
processing unit 902, and a sending unit 903. In addition, the network node may further
include another unit and module, for example, a storage unit.

[0237] Specificaly, the receiving unit 901 is configured to receive a first request
message from a request node, where the first request message includes an identity of
the request node and an identifier of to-be-accessed data.

[0238] The processing unit 902 is configured to: determine a first encrypted
ciphertext on a blockchain network based on the identifier of the to-be-accessed data,
and determine, based on the identity of the request node, whether the request node has
aright to read the first encrypted ciphertext.
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[0239] The sending unit 903 is configured to: deny a first request of the request
node if the request node has no right to read the first encrypted ciphertext; and initiate
aright verification request for the request node to at least one second proxy node if the
reguest node has the right.

[0240] The processing unit 902 is further configured to: determine, based on a
feedback result of the at | east one second proxy node, provisioning of thefirst encrypted
ciphertext if the request node has the right.

[0241] Optionally, in a possible implementation of this embodiment, the sending
unit 903 is specifically configured to read, on a blockchain, authorization information
of the request node based on the identity of the request node, wherein the authorization
information is closest to an end of a chained storage structure on the blockchain and the
authorization information includes alowing and disallowing.

[0242] Optionally, in another possible implementation of this embodiment, the
processing unit 902 is specifically configured to: determine m second proxy nodes, and
generate the right verification request, where the right verification request includes the
identity of the request node and the first encrypted ciphertext, the first encrypted
ciphertext isgenerated by encrypting the to-be-accessed data, and misapositiveinteger
greater than or equal to 1.

[0243] The sending unit 903 is specifically configured to send the right verification
reguest to each of the m second proxy nodes.

[0244] Optionally, in still another possible implementation of this embodiment, the
receiving unit 901 is further configured to receive partial keys sent by at least k second
proxy nodes, where the partia keys are generated and sent by the second proxy nodes
after the second proxy nodes verify, based on the identity of the request node, that the
request node has a right to access data, and k<m.

[0245] The processing unit 902 is specifically configured to: recover the at least k
partial keysto generate a conversion key; and convert, by using the conversion key and
an encryption algorithm, the first encrypted ciphertext into a second encrypted
ciphertext, which is generated by encryption using a public key of the request node.
[0246] The sending unit 903 is further configured to send the second encrypted
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ciphertext to the request node.

[0247] Optionally, in still another possible implementation of this embodiment, the
processing unit 902 is specifically configured to: if receiving, by using the receiving
unit, partial keys sent by less than k second proxy nodes, or receiving, by using the
receiving unit, a denial message fed back by at least one second proxy node, send an
access denial message to the request node by using the sending unit.

[0248] Optionally, in still another possible implementation of this embodiment, the
receiving unit 901 is specifically configured to receive the first request message
forwarded by using any blockchain node on the blockchain network.

[0249] The network node may be further applied to the second proxy node, and is
configured to perform functions of the second proxy node, such as right verification
and result feedback.

[0250] Specificaly, the receiving unit 901 is configured to receive a right
verification request from a first proxy node, where the right verification request
includes an identity of a request node and a first encrypted ciphertext, and the first
encrypted ciphertext is generated by encrypting to-be-accessed data.

[0251] The processing unit 902 is configured to: determine, based on the identity
of the request node, whether the request node has a right to read the first encrypted
ciphertext; and if not, deny thefirst request of the first proxy node, or if yes, generate a
partia key.

[0252] The sending unit 903 is configured to send the partia key to the first proxy
node.

[0253] In addition, optionally, the processor is specifically configured to: obtain an
encrypted partial key on a blockchain network, where the encrypted partial key is
generated after encryption is performed by using a public key of the second proxy node;
and decrypt the encrypted partial key by using a private key of the second proxy node,
to generate the partial key.

[0254] In addition, the network node may alternatively be a data source or a data
owner, for example, a first node, and a structure of the first node is the same as the
structure of the network node shown in FIG. 9. However, each unit in the network node
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further has the following functions.
[0255] Specifically, the receiving unit 901 is configured to obtain an identity of a
second node, where the identity is used to determine authorization information of the
second node, the authorization information includes allowing or disallowing.
[0256] The processing unit 902 is configured to: if the authorization information is
allowing, generate aconversion key by using aprivate key of the network node, apublic
key of the second node, and an encryption agorithm; encrypt the conversion key by
using a public key of a proxy node on a blockchain network, to generate an encrypted
partial key; and generate first transaction information, and record the first transaction
information on the blockchain network, where

thefirst transaction information includes the identity of the second node, the
authorization information of the second node, and the encrypted partial key.
[0257] Optionally, in apossible implementation of this embodiment, the processing
unit 902 is specifically configured to: split the conversion key into n partia keys by
using a secret sharing algorithm, where n is a positive integer greater than or equal to
1; and select m proxy nodes from the blockchain network, and encrypt the n partial keys
by using public keys of the m proxy nodes, to generate n encrypted partia keys, where
m<n.
[0258] The first transaction information further includes: identities of the m proxy
nodes, and a minimum quantity k, of partial keys for recovering the conversion key.
[0259] Optionally, in another possible implementation of this embodiment, the
processing unit 902 is specifically configured to: send the first transaction information
to a blockchain node on the blockchain network, broadcast the first transaction
information and reach a consensus on the first transaction information network-wide by
using the blockchain node, and store the first transaction information.
[0260] Optionally, in still another possible implementation of this embodiment, the
processing unit 902 is further configured to: if the authorization information is
disalowing, cancel the authorization information of the second node; and generate
second transaction information, and record the second transaction information on the
blockchain network, where the second transaction information includes the identity of
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the second node and the authorization information of the second node.

[0261] Optionally, in still another possible implementation of this embodiment, the
processing unit 902 is further configured to: before obtaining the identity of the second
node, encrypt to-be-accessed data by using a public key of the first node and a proxy
re-encryption algorithm, to generate a first encrypted ciphertext; and store the first
encrypted ciphertext as a transaction on the blockchain network.

[0262] In specific hardware implementation, as shown in FIG. 10, the network node
in the foregoing embodiments includes a transceiver 1201, a processor 1202, and a
memory 1203. The network node may further include more or fewer components, or
combine some components, or have different component layouts. Thisis not limited in
this application.

[0263] The transceiver 1001 is configured to: receive and send a request message
and feedback information, and perform data transmission with another node in a
network. The transceiver module may include atransceiver module, and the transceiver
module may include communications modules such as a wireless local area network
(Wireless Local Area Network, WLAN) module, a Bluetooth module, and a base band
(base band) module, and aradio frequency (radio frequency, RF) circuit corresponding
to the communications module. The transceiver module is configured to perform
communication in a wireless local area network, Bluetooth communication, infrared
communication, and/or communication in a cellular communications system, for
example, wideband code division multiple access (Wideband Code Division Multiple
Access, WCDMA) and/or high speed downlink packet access (High Speed Downlink
Packet Access, HSDPA). The transceiver module is configured to control
communication between all the components in the terminal device, and may support
direct memory access (direct memory access).

[0264] Asacontrol center of the switch, the processor 1002 is connected to various
parts of the entire switch by using various interfaces and lines, and performs various
functions of the switch device and/or processes data by running or executing a software
program and/or a module stored in the memory 1203 and invoking data stored in the
memory 1203.
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[0265] The processor 1202 may be formed by an integrated circuit (Integrated
Circuit, IC), for example, may be formed by a single packaged IC, or may be formed
by connecting a plurality of packaged ICs with a same function or different functions.
For example, the processor may include only a central processing unit (Central
Processing Unit, CPU), or may be a combination of a GPU, a digital signa processor
(Digital Signal Processor, DSP), and a control chip (such as a baseband chip) in the
transceiver. In various implementations of this application, the CPU may be a single
computing core, or may include a plurality of computing cores.

[0266] The memory 1003 may include a volatile memory (volatile memory), for
example, arandom access memory (Random-Access Memory, RAM); or may include
a non-volatile memory (non-volatile memory), for example, a flash memory (flash
memory), ahard disk drive (Hard Disk Drive, HDD), or a solid-state drive (Solid-State
Drive, SSD); or the memory may include a combination of the foregoing types of
memories. The memory may store aprogram or code. The processor 1002 in the switch
executes the program or the code to implement the functions of the network node.
[0267] In this embodiment, a function to be implemented by the transceiver 1001
may be implemented by the receiving unit 901 and the sending unit 903 shown in FIG.
9, or may be implemented by the transceiver 1001 controlled by the processor 1002. A
function to be implemented by the processing unit 902 may be implemented by the
processor 1002.

[0268] In addition, this application further provides a computer storage medium.
The computer storage medium may store a program. When the program is executed,
some or al of the steps in the embodiments of the method for controlling a data access
right and the data transmission method provided in this application may be performed.
The storage medium may be amagnetic disk, an optical disk, aread-only memory ROM,
arandom access memory RAM, or the like.

[0269] All or some of the foregoing embodiments may be implemented by using
software, hardware, firmware, or any combination thereof. When software is used to
implement the embodiments, the embodiments may be implemented completely or
partialy in aform of acomputer program product.
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[0270] The computer program product includes one or more computer instructions,
for example, a verification instruction. When the computer instruction is loaded and
executed on a computer, the procedures or functions described in the embodiments of
this application are all or partially generated. The computer may be a general-purpose
computer, a dedicated computer, a computer network, or other programmable
apparatuses.

[0271] The computer instructions may be stored in a computer-readable storage
medium, or may be transmitted from a computer-readable storage medium to another
computer-readable storage medium. For example, the computer instructions may be
transmitted from a website, a computer, a server, or a data center in awired or wireless
manner to another website, computer, server, or data center.

[0272] The computer-readable storage medium may be any usable medium
accessible by a computer, or a storage device, such as a server or a data center,
integrating one or more usable media. The usable medium may be a magnetic medium,
for example, a soft disk, ahard disk, a magnetic tape, an optical medium (for example,
aDVD), or a semiconductor medium such as a solid-state drive SSD.

[0273] In addition, it should be noted that the network node in the embodiments of
this application may be a base station or an access point. For example, the base station
may be a base transceiver station (BTS, Base Transceiver Station) in GSM or CDMA,
or may be a NodeB (NodeB) in WCDMA, or may be an evolved NodeB (eNB or e-
NodeB, evolutional Node B) in LTE. Thisis not limited in this application.

[0274] In addition, the network node may further be a client or aterminal device.
The terminal device may be a device that provides a user with voice and/or data
connectivity, a handheld device with a wireless connection function, or another
processing device connected to a wireless modem.

[0275] The wireless termina may communicate with one or more nodes over a
radio access network RAN. The wireless termina may be a mobile terminal such as a
mobile phone (or referred to as a "cellular” phone), or a computer with a mobile
terminal, for example, aportable, pocket-sized, handheld, computer built-in, or vehicle-
mounted mobile apparatus, which exchanges voice and/or data with the radio access
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network. For example, the wireless termina may be a device such as a persona
communication service (PCS, Personal Communication Service) phone, a cordless
telephone set, a session initiation protocol (SIP) phone, a wireless local loop (WLL,
Wireless Local Loop) station, or a personal digital assistant (PDA, Personal Digital
Assistant). The wireless termina may aso be referred to as a system, a subscriber unit
(Subscriber Unit), a subscriber station (Subscriber Station), a mobile station (Mobile
Station), amobileterminal (Mobile), aremote station (Remote Station), an access point
(Access Point), a remote terminal (Remote Terminal), an access terminal (Access
Terminal), a user terminal (User Terminal), a user agent (User Agent), a user device
(User Device), or user equipment (User Equipment).

[0276] In the specification, claims, and accompanying drawings of this application,
theterms"first", "second", and so on (if any) areintended to distinguish between similar
objects but do not necessarily indicate a specific order or sequence. It should be
understood that the data termed in such a way are interchangeable in proper
circumstances so that the embodiments described herein can be implemented in other
orders than the order illustrated or described herein. Moreover, the terms "include”,
"contain” and any other variants mean to cover the non-exclusiveinclusion, for example,
aprocess, method, system, product, or device that includes alist of steps or unitsis not
necessarily limited to those units, but may include other units not expressly listed or
inherent to such a process, method, system, product, or device.

[0277] A person skilled in the art may clearly understand that, the technologies in
the embodiments of the present invention may be implemented by software in addition
to a necessary general hardware platform. Based on such an understanding, the
technical solutions in the embodiments of the present invention essentially or the part
contributing to the prior art may be implemented in aform of a software product. The
computer software product may be stored in a storage medium, such as aROM/RAM,
a magnetic disk, or an optical disc, and includes severa instructions for instructing a
computer device (which may be apersonal computer, a server, anetwork device, or the
like) to perform the methods described in the embodiments or some parts of the

embodiments of the present invention.



[0278] For same or similar parts in the embodiments in this specification, refer to
the embodiments. Especially, anetwork node or an apparatus deviceisbasically similar
to a method embodiment, and therefore is described briefly. For related parts, refer to
the descriptions of the method embodiments.

[0279] The foregoing implementations of this application do not constitute a

limitation on the protection scope of this application.
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What is claimed is:

1. A method for controlling a data access right, wherein the method comprises:

receiving, by a first proxy node, a first request message from a request node,
wherein the first request message comprises an identity of the request node and an
identifier of to-be-accessed data;

determining, by the first proxy node, a first encrypted ciphertext on a blockchain
network based on the identifier of the to-be-accessed data, and determining, based on
the identity of the request node, whether the request node has a right to read the first
encrypted ciphertext; and

if yes, initiating a right verification request for the request node to at least one
second proxy node, and determining, based on a feedback result of the at least one
second proxy node, provisioning of the first encrypted ciphertext.

2. The method according to claim 1, wherein the determining, based on theidentity
of the request node, whether the request node has a right to read the first encrypted
ciphertext comprises:

reading, on the blockchain, authorization information of the request node based on
the identity of the request node, wherein the authorization information is closest to an
end of a chained storage structure of the blockchain, and the authorization information
comprises alowing or disallowing.

3. The method according to claim 1, wherein the initiating a right verification
reguest for the request node to at least one second proxy node comprises:

determining, by the first proxy node, m second proxy nodes, wherein m is a
positive integer greater than or equal to 1;

generating the right verification request, wherein the right verification request
comprises the identity of the request node and the first encrypted ciphertext, and the
first encrypted ciphertext is generated by encrypting the to-be-accessed data; and

sending the right verification request to each of the m second proxy nodes.

4. The method according to any one of claims 1 to 3, wherein the determining,
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based on a feedback result of the at least one second proxy node, provisioning of the
first encrypted ciphertext comprises:

receiving, by the first proxy node, partia keys sent by at least k second proxy
nodes, wherein the partial keys are generated and sent by the second proxy nodes after
the second proxy nodes verify, based on the identity of the request node, that the request
node has a right to access data, and k<m;

recovering the at least k partial keysto generate a conversion key;

converting, by using the conversion key and an encryption algorithm, the first
encrypted ciphertext into a second encrypted ciphertext, which is generated by
encryption using a public key of the request node; and

sending the second encrypted ciphertext to the request node.

5. The method according to claim 3, wherein the determining, based on a feedback
result of the at least one second proxy node, provisioning of the first encrypted
ciphertext comprises:

if thefirst proxy node receives partia keys sent by less than k second proxy nodes,
or receives a denial message fed back by at least one second proxy node, sending an
access denial message to the request node.

6. The method according to any one of claims 1 to 5, wherein the receiving, by a
first proxy node, afirst request message from arequest node comprises:

receiving, by the first proxy node, the first request message forwarded by any
blockchain node on the blockchain network.

7. The method according to any one of claims 1 to 5, wherein the method further
comprises:

determining, by the first proxy node based on theidentity of the request node, that
the request node has no right to read the first encrypted ciphertext, denying the first
request message of the request node.

8. A data transmission method, wherein the method comprises:

obtaining, by afirst node, an identity of asecond node, wherein theidentity is used
to determine authorization information of the second node;

if the authorization information is alowing, generating, by the first node, a
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conversion key by using aprivate key of thefirst node, a public key of the second node,
and an encryption algorithm;

encrypting, by the first node, the conversion key by using a public key of a proxy
node on a blockchain network, to generate an encrypted partial key; and

generating, by the first node, first transaction information, and recording the first
transaction information on the blockchain network, wherein the first transaction
information comprises the identity of the second node, the authorization information of
the second node, and the encrypted partial key.

9. The method according to claim 8, wherein the encrypting, by the first node, the
conversion key by using a public key of a proxy node on a blockchain network, to
generate an encrypted partial key comprises:

splitting, by the first node, the conversion key into n partial keys by using a secret
sharing agorithm, wherein n is a positive integer greater than or equal to 1; and

selecting, by the first node, m proxy nodes from the blockchain network, and
encrypting the n partial keys by using public keys of the m proxy nodes, to generate n
encrypted partial keys, wherein m<n.

10. The method according to claim 9, wherein

thefirst transaction information further comprises: identities of the m proxy nodes,
and a minimum quantity k, of partial keys for recovering the conversion key.

11. The method according to any one of claims 8 to 10, wherein the recording the
first transaction information on the blockchain network comprises:

sending, by the first node, the first transaction information to a blockchain node
on the blockchain network, broadcasting the first transaction information and reaching
a consensus on the first transaction information network-wide by using the blockchain
node, and storing the first transaction information.

12. The method according to claim 8, wherein the method further comprises:

if the authorization information is disallowing, canceling the authorization
information of the second node;

generating second transaction information, wherein the second transaction
information comprisestheidentity of the second node and the authorization information
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of the second node; and

recording the second transaction information on the blockchain network.

13. The method according to any one of clams 8 to 10, wherein before the
obtaining, by afirst node, an identity of a second node, the method further comprises:

encrypting, by the first node, to-be-accessed data by using a public key of the first
node and a proxy re-encryption algorithm, to generate afirst encrypted ciphertext; and

storing, by the first node, the first encrypted ciphertext as a transaction on the
blockchain network.

14. A data transmission method, wherein the method comprises:

receiving, by a second proxy node, a right verification request from afirst proxy
node, wherein the right verification request comprises an identity of arequest node and
afirst encrypted ciphertext, and thefirst encrypted ciphertext is generated by encrypting
to-be-accessed data;

determining, by the second proxy node based on the identity of the request node,
whether the request node has aright to read the first encrypted ciphertext; and

if yes, generating a partial key, and sending the partial key to the first proxy node.

15. The method according to claim 14, wherein the generating a partial key
comprises:

obtaining, by the second proxy node, an encrypted partial key on a blockchain
network, wherein the encrypted partial key is generated by encryption using a public
key of the second proxy node; and

decrypting, by the second proxy node, the encrypted partial key by using a private
key of the second proxy node, to generate the partial key.

16. The method according to claim 14 or 15, wherein the method further comprises:

determining, by the second proxy node based on the identity of the request node,
the request node has no right to read the first encrypted ciphertext, denying a first
request of the first proxy node.

17. A network node, applied to afirst proxy node and comprising:

areceiving unit, configured to receive afirst request message from arequest node,
wherein the first request message comprises an identity of the request node and an
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identifier of to-be-accessed data;

a processing unit, configured to: determine a first encrypted ciphertext on a
blockchain network based on the identifier of the to-be-accessed data, and determine,
based on the identity of the request node, whether the request node has a right to read
the first encrypted ciphertext; and

a sending unit, configured to initiate a right verification request for the request
node to at least one second proxy node if the request node has the right to read the first
encrypted ciphertext, wherein

the processing unit is further configured to: determine, based on a feedback result
of the at least one second proxy node, provisioning of the first encrypted ciphertext if
the request node has the right to read the first encrypted ciphertext.

18. The network node according to claim 17, wherein

the sending unit is specifically configured to read, on a blockchain, authorization
information of the request node based on the identity of the request node, wherein the
authorization information is closest to an end of a chained storage structure on the
blockchain, and the authorization information comprises allowing or disallowing.

19. The network node according to claim 17, wherein

the processing unit is specifically configured to: determine m second proxy nodes,
and generate the right verification request, wherein the right verification request
comprises the identity of the request node and the first encrypted ciphertext, the first
encrypted ciphertext is generated by encrypting the to-be-accessed data, and m is a
positive integer greater than or equal to 1; and

the sending unit is specifically configured to send the right verification request to
each of the m second proxy nodes.

20. The network node according to any one of clams 17 to 19, wherein

the receiving unit is further configured to receive partial keys sent by at least k
second proxy nodes, wherein the partia keys are generated and sent by the second
proxy nodes after the second proxy nodes verify, based on the identity of the request
node, that the request node has a right to access data, and k<m;

the processing unit is specifically configured to: recover the at least k partial keys
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to generate a conversion key; and convert, by using the conversion key and an
encryption agorithm, the first encrypted ciphertext into a second encrypted ciphertext,
which is generated by encryption using a public key of the request node; and

the sending unit is further configured to send the second encrypted ciphertext to
the request node.

21. The network node according to claim 20, wherein

the processing unit is specifically configured to: if receiving, by using the
receiving unit, partial keys sent by less than k second proxy nodes, or receiving, by
using the receiving unit, a denial message fed back by at least one second proxy node,
send an access denial message to the request node by using the sending unit.

22. The network node according to any one of clams 17 to 21, wherein

the receiving unit is specifically configured to receive the first request message
forwarded by using any blockchain node on the blockchain network.

23. The network node according to any one of claims 17 to 21, wherein

the processing unit is further configured to: determine, based on the identity of the
request node, whether the request node has the right to read the first encrypted
ciphertext; and if the request node has no right to read the first encrypted ciphertext,
deny the first request message of the request node.

24. A network node, applied to afirst node and comprising:

a receiving unit, configured to obtain an identity of a second node, wherein the
identity is used to determine authorization information of the second node; and

a processing unit, configured to: if the authorization information is allowing,
generate a conversion key by using a private key of the network node, a public key of
the second node, and an encryption algorithm; encrypt the conversion key by using a
public key of a proxy node on a blockchain network, to generate an encrypted partia
key; and generate first transaction information, and record the first transaction
information on the blockchain network, wherein

the first transaction information comprises the identity of the second node, the
authorization information of the second node, and the encrypted partial key.

25. The network node according to claim 24, wherein
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the processing unit is specifically configured to: split the conversion key into n
partial keys by using a secret sharing algorithm, wherein n is a positive integer greater
than or equal to 1; and select m proxy nodes from the blockchain network, and encrypt
the n partial keys by using public keys of the m proxy nodes, to generate n encrypted
partial keys, wherein m<n.

26. The network node according to claim 25, wherein

thefirst transaction information further comprises: identities of the m proxy nodes,
and aminimum quantity k, of partial keys for recovering the conversion key.

27. The network node according to any one of claims 24 to 26, wherein

the processing unit is specifically configured to: send the first transaction
information to a blockchain node on the blockchain network, broadcast the first
transaction information and reach a consensus on the first transaction information
network-wide by using the blockchain node, and store the first transaction information.

28. The network node according to claim 27, wherein

the processing unit is further configured to: if the authorization information is
disalowing, cancel the authorization information of the second node; and generate
second transaction information, and record the second transaction information on the
blockchain network, wherein the second transaction information comprises the identity
of the second node and the authorization information of the second node.

29. The network node according to any one of claims 24 to 26, wherein

the processing unit is further configured to: before obtaining the identity of the
second node, encrypt to-be-accessed data by using a public key of the first node and a
proxy re-encryption agorithm, to generate a first encrypted ciphertext; and store the
first encrypted ciphertext as a transaction on the blockchain network.

30. A network node, applied to a second proxy node and comprising:

areceiving unit, configured to receive aright verification request from afirst proxy
node, wherein the right verification request comprises an identity of arequest node and
afirst encrypted ciphertext, and thefirst encrypted ciphertext is generated by encrypting
to-be-accessed data;

a processing unit, configured to: determine, based on the identity of the request
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node, whether the request node has aright to read the first encrypted ciphertext; and if
yes, generate a partia key; and

a sending unit, configured to send the partial key to the first proxy node.

31. The network node according to claim 30, wherein

the processing unit is specifically configured to obtain an encrypted partial key on
a blockchain network, wherein the encrypted partia key is generated after encryption
is performed by using a public key of the second proxy node; and decrypt the encrypted
partial key by using a private key of the second proxy node, to generate the partial key.

32. The network node according to claim 30 or 31, wherein

the processing unit is further configured to: determine, based on theidentity of the
request node, whether the request node has the right to read the first encrypted
ciphertext; and if the request node has no right to read the first encrypted ciphertext,
deny afirst request of the first proxy node.
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