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[Document Name] DESCRIPTION

[Title of Invention] ANALYSIS DEVICE, ANALYSIS METHOD, AND
STORAGE MEDIUM IN WHICH ANALYSIS PROGRAM IS RECORDED
[Technical Field]

[0001]

The present invention relates to an analysis device and the like,
being capable of analyzing a state of analysis target equipment (device), by
saving and reproducing data representing a state of the analysis target
equipment.

[Background Art]

[0002]

In recent years, malicious acts such as unauthorized intrusion into
an information processing apparatus, information leakage, and destruction
of electronic data, caused by a malicious program (hereinafter referred to
as “malware”) such as a virus, have occurred in information processing
apparatuses such as a computer.

[0003]

Various events (hereinafter, referred to as “cyber incidents” or
“incidents”) caused by such malicious acts may occur in an information
processing apparatus and the like. As a technique of investigating a
cause of such an event being occurred, for example, there is known
techniques for analyzing data remaining in a non-volatile storage device
(such as a hard disk) constituting an information processing apparatus, a
communication record, and the like. Hereinafter, various types of
investigations of cyber incidents may be referred to as “digital forensics”
or “forensics.”

[0004]

Among investigation techniqlies related to digital forensics, there is

known limitations about the aforementioned investigation technique of
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analyzing remaining data in a non-volatile storage device and a
communication record, as following.

[0005]

First, it takes time to analyze record data remaining in the
non-volatile storage device, and a communication record. That causes a
problem in quick response to an incident. More specificaliy, for example,
when analyzing a log and a communication record in an information
processing apparatus, acquisition and analysis of a vast amount of complex
log data are required. Since it takes time to collect and analyze log data,
it may be difficult to respond quickly when an incident occurs.

[0006]

Further, in recent years, malware itself and various types of related
data may be recorded in the non-volatile storage device in an encrypted
form. When recorded data remaining in the non-volatile storage device
are encrypted, it is often very difficult to decrypt the data, and analysis
may become practically difficult.

[0007]

Similarly, for example, when malware performs various types of
communication processing by using an advanced cryptographic method
such as public-key cryptography, it is difficult to decrypt collected
communication data.

[0008]

Further, malware itself may be configured to be active only in a
volatile memory in an information processing apparatus, and configured
not to be stored in the non-volatile storage device. In this case, it is
impossible to detect the malware by analyzing remaining data in the
non-volatile storage device. Additionally, since a timing and a period of
an activity of the malware is unknown, sufficient information may not be

obtained even by analyzing record data at a specific timing in the
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non-volatile storage device.

[0009]

Further, when integrity of data remaining in the non-volatile
storage device is impaired due to falsification, deletion, or the like by
malware, useful data as an analysis target may not remain.

[0010]

Accordingly, a forensics technique of acquiring various types of
information while a system composed of an information processing
apparatus and the like is in an operating state, and performing various
types of investigation and analysis of the collected information, is recently
used. Such an investigation technique is hereinafter referred to as a “live
forensics” technique in the present application. In such a live forensics
technique, for example, data stored in a volatile storage device (such as a
memory) in an information processing apparatus in operation are included
in an investigation target.

[0011]

By use of such a live forensics technique, for example, a moment at
which malware is active (or, almost simultaneously, status in which
malware is active) in an information processing apparatus may be captured.
Further, since data stored in the volatile storage device can be acquired, an
encryption key loaded on memory may be acquired. In this case, various
types of cryptographic communication and encrypted data may be
decrypted. Additionally, there is possibility for analyzing malware being
not related to input and output with respect to a non-volatile storage device
(that is, not leaving a trace in a non-volatile storage device).

[0012]

The following patent literatures are disclosed, with regard to
technologies used in the forensics technique or the live forensics technique

as described above.
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[0013]

PTL 1 discloses a technology of detecting unauthorized intrusion
into a computer network. The technology disclosed in PTL 1 induces an
attacker into a virtual decoy host provided in a decoy network device, and
generates attack identification information by recording a behavior of the
attacker in the host. The technology disclosed in PTL 1 saves the
generated attack identification information as forensic data, and generates
an attack signature applied to an intrusion prevention system, in
accordance with the forensic data.

[0014]

PTL 2 and PTL 3 below disclose technologies of acquiring various
types of data stored in a volatile main memory in an information
processing apparatus. These technologies are not directly related to the
aforementioned live forensics technique.

[0015]

PTL 2 discloses a technology for debugging a computer program,
and for reproducing a memory state at any time point in equipment in
which the program is executed. The technology disclosed in PTL 2
acquires all data transmitted and received through a bus connecting a
processor and a memory device in the debug target equipment, and stores
bus access information arranging the acquired data on a time-series basis.
The technology disclosed in PTL 2 reproduces a memory state of the debug
target equipment at a specific time point, by acquiring a memory state at a
timing when failure has occurred, and successively and retroactively
applying data stored in the bus access information to the memory state.

[0016]

PTL 3 discloses a technology of converting a physical address of
data transmitted and received through a bus connecting a processor and a

memory, into a logical address and presenting the converted logical
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address, in accordance with all data transmitted and received through the
bus, and address conversion information included in the processor.

[0017]

PTL 4 and PTL 5 below discloses a forensics technique relating to
analyzing remaining data in a non-volatile storage device, and a
communication record.

[0018]

PTL 4 discloses a technology of assigning a hash key and time
information to every communication packet acquired at a predetermined
connecting point in a communication network, and saving the packet data.
When a failure occurs, the saved packet data are analyzed.

[0019]

PTL 5 discloses a technology of specifying a terminal in which an
anomaly activity having been occurred, by analyzing communication data
transmitted and received in a communication network. A cause of the
anomaly activity is analyzed by preserving evidence of a record of a hard
disk in the specified terminal.

[Citation List]
[Patent Literature]

[0020]

[PTL1]Japanese Unexamined Patent Application Publication No.
2013-240114

[PTL2]Japanese Unexamined Patent Application Publication No.
2008-191796

[PTL3]Japanese Unexamined Patent Application Publication No.
H07-006061 |

[PTL4]Japanese Unexamined Patent Application Publication No.
2007-173931

[PTL5]Japanese Unexamined Patent Application Publication No.
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[Summary of Invention]
[Technical Problem]

[0021]

In a case of using the live forensics technique as described above,
for example, when various types of monitoring programs and the like (may
be hereinafter referred to as “agents”) are executed in analysis target
equipment, execution of the programs may be detected by malware.
Malware that detects execution of an agent may suspend an activity of the
malware itself, and may erase a trace of an activity including the malware
itself.

[0022]

As described above, when malware itself takes a workaround to
avoid analysis of the malware itself, it becomes difficult to analyze the
malware. Accordingly, an agentless live forensics technology which does
not execute an agent in analysis target equipment is required.

[0023]

In a live forensics technique, a content of a memory space and the
like in analysis target equipment may be acquired in order to analyze an
activity state of malware. More specifically, the live forensics technique,
for example, appropriately saves data representing a state of analysis target
equipment, such as a memory space in the analysis target equipment, at a
specific time point. Then, when an incident occurs, a behavior of
malware is analyzed by reproducing (restoring) the saved data.

[0024]

In this case, data representing a state of the analysis target
equipment may include, for example, a content of a memory space in the
analysis target equipment and data (such as a register) holding an operating

state of an operational processing device included in the analysis target
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equipment.

[0025]

As described above, an activity timing of malware is unknown in
many case. In order to capture such an activity of malware, it is desirable
that as many contents of a memory space and the like as possible can be
acquired as a time-series data. However, in recent information
processing apparatuses, a processing speed has been accelerated and a
memory capacity has been expanded remarkably. Therefore, a vast
amount of high-speed storage devices are required to, for example,
continuously acquire and save a content of a memory space. Such a
high-speed storage device may be hereinafter referred to as a “high-speed
storage.”

[0026]

For example, a solid state drive (SSD) composed of a non-volatile
semiconductor st,orage element, a random access memory (RAM) disk
composed of a volatile semiconductor element, and a storage device
employing a redundant arrays of inexpensive disks (RAID) configuration,
may be considered as such a high-speed storage. However, in order to
provide a sufficient recording speed, a unit cost per capacity becomes
relatively high regardiess of which configuration is employed.
Accordingly, it is not practical to provide for a high-speed storage capable
of continuously recording a content of a memory space in analysis target
equipment for a long period.

[0027]

Further, input and output with respect to a memory space in
analysis target equipment occurs more frequently than, for example, input
and output with respect to a file system or a communication network. As
described above, since an activity timing of malware is unknown in many

case, it may be difficult to analyze an activity of malware merely by, for
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example, capturing input and output with respect to a memory space at a
specific timing.

[0028]

Consequently, a live forensics technology is required to acquire as
much information by which an activity status of malware in analysis target
equipment can be analyzed as possible, by use of a limited computer
resource. Further, the live forensics technology is required to be able to
acquire information by which a state of analysis target equipment can be
reproduced, in order to analyze an activity status of malware. Such a
computer resource includes, for example, the aforementioned high-speed
storage and a controller capable of controlling the storage. Further, the
information by which an activity status of malware can be analyzed
includes, for example, data representing a state of analysis target
equipment such as a content of a memory space. When a content of a
memory space at a specific timing can be analyzed by use of data
representing a state of the analysis target equipment, the content of the
memory space in the analysis target equipment may be considered
reproducible.

The technology disclosed in PTL 1 investigates a memory segment
of a virtual decoy host in order to investigate an attacker activity in the
virtual decoy host. However, the technology disclosed in PTL 1 merely
traces and investigates an execution process of malware, and is not a
technology that can reproduce a memory space.

[0029]

Further‘, the technologies disclosed in PTL 2 and PTL 3 are
configured to acquire all data transmitted and received on a bus, and
require a large number of high-speed storages.

[0030]

Further, the technologies disclosed in PTL 4 and PTL 5 assume a
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record remaining in a communication packet and a hard disk as a main
analysis target, and cannot be applied to a situation in which a live
forensics technology is required.

[0031]

Embodiments of the present invention are made in consideration of
the situation as described above. Embodiments of the present invention
provide an analysis device and the like, being capable of efficiently
recording at least part of data representing a state of analysis target
equipment acquired from the analysis target equipment, into a storage
device with a certain capacity, in accordance with a policy.

[Solution to Problem]

[0032]

According to a first aspect, there is provided an analysis apparatus
comprising: a dispatcher that is configured to be communicably connected
to an analysis target device that performs operational processing by use of
a processor and a memory unit, which is communicably connected to the
processor, and to generate collection target data for reproducing at least
part of a state of the operational processing in the analysis target device, in
accordance with data being transmitted and received between the processor
and the memory unit; a data mapper that is configured to assign, to one or
more areas included in the collection target data, tag information for
identifying the area; and a data writer that is configured to save the one or
more areas into a first storage device with a specific storage capacity, in
accordance with a first policy defining, by use of the tag information, a
procedure of saving the collection target data into the first storage wherein
the data writer saves saved data that indicates a relation between the tag
information, save-target data that are included in the one or more areas
assigned with the tag information, and record timing information, into the

first storage device, the record timing information indicating a timing
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when the saved data is recorded,

the data mapper assigns the tag information with respect to the one
or more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and
the data writer saves the saved data being saved in the first storage device
into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the
second storage device.

[0032a]
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According to a second aspect, there is provided an analysis
apparatus comprising: a dispatcher that is configured to be communicably
connected to an analysis target system including a first processing unit
performing any processing and storing a state of the processing as first
state information, and a second processing unit communicably connected
to the first processing unit performing any processing and storing a state of
the processing as second state information, to acquire data being
transmitted and received between the first processing unit and the second
processing unit, and, in accordance with the acquired data, to generate
collection target data for reproducing a state of the analysis target system,
by reproducing at least one of the first state information and the second
state information; a data mapper that is configured to assign, to one or
more areas included in the collection target data, tag information for
identifying the area; and a data writer that is configured to save the one or
more areas into a first storage device with a specific storage capacity, in
accordance with a first policy defining, by use of the tag information, a
procedure of saving the collection target data into the first storage device
wherein the data writer saves saved data that indicates a relation between
the tag information, save-target data that are included in the one or more
areas assigned with the tag information, and record timing information,
into the first storage device, the record timing information indicating a
timing when the saved data is recorded,

the data mapper assigns the tag information with respect to the one
or more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and

the data writer saves the saved data being saved in the first storage device
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into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the
second storage device.

[0033]

According to a third aspect, there is provided an analysis method

comprising, generating collection target data for reproducing at
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least part of a state of operational processing in an analysis target device,
in accordance with data being transmitted and received between a
processor and a memory unit being communicably connected to the
processor in the analysis target device that performs operational
processing by use of the processor and the memory unit; assigning, with
respect to one or more areas included in the collection target data, tag
information for identifying the area; and saving the one or more areas into
a first storage device with a specific storage capacity, in accordance with a
first policy defining, by use of the tag information, a procedure of saving
the collection target data into the first storage device wherein a data writer
saves saved data that indicates a relation between the tag information,
save-target data that are included in the one or more areas assigned with
the tag information, and record timing information, into the first storage
device, the record timing information indicating a timing when the saved
data is recorded,

a data mapper assigns the tag information with respect to the one or
more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and
the data writer saves the saved data being saved in the first storage device
into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the
second storage device.

[0034]

Disclosed herein is a computer program and a computer-readable
storage medium in which the computer program is stored (recorded), that
provide, by a computer, an analysis device including the aforementioned

configuration, and the corresponding analysis method.
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[0034a]

According to a fourth aspect, there is provided a storage medium
recording a computer program causing a computer that is configured to
analyze a state of operational processing in an analysis target device that
performs operational processing by use of a processor and a memory unit
communicably connected to the processor, to perform: processing of
generating collection target data for reproducing at least part of a state of
operational processing in the analysis target device, in accordance with
data being transmitted and received between the processor and the memory
unit in the analysis target device; processing of assigning, with respect to
one or more areas included in the collection target data, tag information for
identifying the area; and processing of saving the one or more areas into a
first storage device with a specific storage capacity, in accordance with a
first policy defining, by use of the tag information, a procedure of saving
the collection target data into the first storage device wherein a data writer
saves saved data that indicates a relation between the tag information,
save-target data that are included in the one or more areas assigned with
the tag information, and record timing information, into the first storage
device, the record timing information indicating a timing when the saved
data is recorded,

a data mapper assigns the tag information with respect to the one or
more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and
the data writer saves the saved data being saved in the first storage device
into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the

second storage device.
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[Advantageous Effects of Invention]

[0035]

Embodiments of the present invention are able to efficiently record
at least part of data representing a state of analysis target equipment
acquired from the analysis target equipment, into a storage device with a
specific capacity, in accordance with a policy. In other words,
embodiments of the present invention are able to save a larger amount of
data, by which a state of analysis target equipment can be reproduced, by
use of a storage device with a limited storage capacity.

[Brief Description of Drawings]
[0036]
[Fig. 1] Fig. 1 is a block diagram exemplifying functional

configurations of an analysis device and an analysis target device,



10

15

20

25

11

according to a first example embodiment of the present invention.

[Fig. 2] Fig. 2 is a block diagram exemplifying configurations of an
analysis device and an analysis target device, according to the first
example embodiment of the present invention implemented in a
virtualization environment.

[Fig. 3] Fig. 3 is a diagram illustrating a specific example of
mapping data according to the first example embodiment of the present
invention.

[Fig. 4] Fig. 4 is a diagram illustrating another specific example of
mapping data according to the first example embodiment of the present
invention.

[Fig. 5] Fig. 5 is a diagram illustrating a specific example of
collection target data assigned with tag information, according to the first
example embodiment of the present invention.

[Fig. 6] Fig. 6 is a diagram illustrating a specific example of a
collection policy according to the first example embodiment of the present
invention.

[Fig. 7] Fig. 7 is a diagram illustrating a specific example of saved
data saved in a high-speed repository, according to the first example
embodiment of the present invention.

[Fig. 8] Fig. 8 is a flowchart exemplifying processing of the
analysis device according to the first example embodiment of the present
invention, for saving data by which an operating state of analysis target
device can be reproduced, into a high-speed repository.

[Fig. 9] Fig. 9 is a flowchart exemplifying processing of the
analysis device according to the first example embodiment of the present
invention, for saving data by which an operating state of an analysis target
device can be reproduced, into a high-speed repository.

[Fig. 10] Fig. 10 is a flowchart exemplifying processing of the
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analysis device according to the first example embodiment of the present
invention, for accumulating data saved in a high-speed repository into an
accumulation device, in accordance with an external request.

[Fig. 11] Fig. 11 is a flowchart exemplifying processing of the
analysis device according to the first example embodiment of the present
invention, for accumulating data saved in a high-speed repository into an
accumulation device, in accordance with a collection policy.

[Fig. 12] Fig. 12 is a block diagram exemplifying functional
configurations of an analysis device and an analysis target device,
according to a first modified example of the first example embodiment of
the present invention.

[Fig. 13] Fig. 13 is a block diagram exemplifying functional
configurations of an analysis device and an analysis target device,
according to a second modified example of the first example embodiment
of the present invention.

[Fig. 14] Fig. 14 is a diagram illustrating a specific example of a
collection policy according to the second modified example of the first
example embodiment of the present invention.

[Fig. 15] Fig. 15 is a diagram illustrating a specific example of
saved data saved in a high-speed repository, according to the second
modified example of the first example embodiment of the present
invention.

[Fig. 16] Fig. 16 is a block diagram exemplifying functional
configurations of an analysis device and an analysis target device,
according to a second example embodiment of the present invention.

[Fig. 17] Fig. 17 is a block diagram illustrating another
configuration example of an analysis device according to the second
example embodiment of the present invention.

[Fig. 18] Fig. 18 is a block diagram illustrating yet another
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configuration example of an analysis device according to the second
example embodiment of the present invention.

[Fig. 19] Fig. 19 is a flowchart exemplifying processing of the
analysis device according to the second example embodiment of the
present invention, for reproducing a state of operational processing in an
analysis target device.

[Fig. 20] Fig. 20 is a block diagram exemplifying functional
configurations of an analysis device and an analysis target device,
according to a modified example of the second example embodiment of the
present invention.

[Fig. 21] Fig. 21 is a block diagram exemplifying functional
configurations of an analysis device and an analysis target device,
according to a third example embodiment of the present invention.

[Fig. 22] Fig. 22 is a block diagram exemplifying functional
configurations of an analysis device and an analysis target device,
according to a fourth example embodiment of the present invention.

[Fig. 23] Fig. 23 is a block diagram exemplifying a hardware
configuration of an information processing apparatus capable of providing
respective components of the analysis devices according to the respective
example embodiments of the present invention.

[Description of Embodiments]

[0037]

Next, the example embodiments of the present invention will be
described in detail with reference to the drawings. Configurations
described in the following example embodiments are simply
exemplifications, and the technical scope of the present invention is not
limited thereto.

[0038]

<First Example Embodiment>
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A first example embodiment of the present invention will be
described below. An analysis device according to the present example
embodiment will be described with reference to Figs. 1 and 2. Fig. 1 is a
block diagram exemplifying a functional configuration of an analysis
device according to the present example embodiment. Fig. 2 is a diagram
illustrating a specific example of an analysis device according to the
present example embodiment implemented at least partially using a
software program (computer program) in a virtualization environment
configured by use of any virtualization infrastructure. While a
configuration in which an analysis device 104 is provided as part of an
analysis target device 100 is exemplified in Fig. 1, the present example
embodiment is not limited to the configuration. The analysis target
device 100 and the analysis device 104 may be provided as separate
devices, as exemplified in Fig. 2.

[0039]

The analysis target device 100 includes a processor 101 and a
memory unit 102 communicably connected to the processor 101 through a
communication bus 103. Such an analysis target device 100 may be an
information processing apparatus such as a computer composed of physical
hardware. Further, as exemplified in Fig. 2, such an analysis target
device 100 may be a virtual computer (virtual machine (VM)) provided in a
virtualization infrastructure in which various types of hardware such as an
information processing apparatus can be virtualized. In this case, the
analysis target device 100 may be implemented as a VM provided in the
virtualization infrastructure. Such a VM is executed in, for example, a
VMM 200 which is a virtual machine monitor (VMM) having a function of
controlling an operation of the VM. A virtual device constituting the VM
described above may be hereinafter referred to as a virtual device.

[0040]
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The processor 101 is a central processing unit (CPU) or a micro
processing unit (MPU), that can execute various types of operational
processing. For example, by reading various types of data and a program
(computer program) stored in the memory unit 102, the processor 101
performs processing implemented in the program. Such a processor 101
includes state-holding data representing a state of operational processing
in the processor 101. The state-holding data may be, for example, data
stored in a register, a memory management unit (MMU) (neither is
illustrated), and the like included in the processor 101.

[0041]

The processor 101 may be a physical processor composed of
hardware such as various types of logic circuits and integrated circuits.
As exemplified in Fig. 2, the processor 101 may be a virtual processor
(virtual CPU) in a virtualization infrastructure in which the hardware can
be virtualized.

[0042]

A value of a register, an MMU, and the like included in the
processor 101 according to the present example embodiment may be
acquired or set externally. For example, when the processor 101 is
composed of physical hardware, a value held in a register, an MMU, and
the like may be input and output through a specific input-output port or the
like in the hardware. Such a specific input-output port may include, for
example, a port connected to a specific pin used for hardware debugging.

Further, when the processor 101 is configured as a virtual processor,
a value held in a register, an MMU, and the like may be externally input
and output through a function provided by a virtualization infrastructure
and data provided by the virtualization infrastructure. The function
provided by the virtualization infrastructure may be provided as, for

example, a specific application programming interface (API). Further,
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the data provided by the virtualization infrastructure may include, for
example, data holding a register value of a virtual CPU.

A known technology may be appropriately used as a method
providing the processing, depending on a specific configuration of the
processor 101 and the like, and therefore detailed description about the
method is omitted.

[0043]

The memory unit 102 functions as, for example, a main memory in
the analysis target device, and, as described above, stores various types of
programs and data, being processed in the processor 101. Such a memory
unit 102 may be a physical memory device composed of specific hardware
(such as an integrated circuit). For example, such a memory device may
include a dynamic random access memory (DRAM) composed of a dual
inline memory module (DIMM). Further, as exemplified in Fig. 2, the
fhemory unit 102 may be a virtual memory device provided in the
aforementioned certain virtualization infrastructure.

[0044]

With regard to the memory unit 102 according to the present
example embodiment, a stored content (stored data) stored in the memory
unit 102 may be externally acquired or set. More specifically, when the
memory unit 102 is composed of physical hardware, data stored in the
memory unit 102 can be acquired by acquiring data transmitted and
received on the communication bus 103 connecting the processor 101 and
the memory unit 102. Further, data stored in the memory unit 102 may be
acquired by outputting (memory dumping) the entire memory area in the
memory unit 102 at a specific timing. A stored content stored in the
memory unit 102 may be externally set by writing back the acquired data
into the memory unit 102 through the communication bus 103 or the like.

A storage area in the memory unit 102 may be hereinafter referred to as a
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“memory space.”

[0045]

When the memory unit 102 is configured as a virtual memory
device, data stored in the memory unit 102 may be acquired or set through
a function provided by a virtualization infrastructure (such as a specific
API) or data provided by the virtualization infrastructure. The data
provided by the virtualization infrastructure may include, for example,
information (data) which can specify a saved area of data stored in the
virtual memory unit. A known technology may be appropriately used for
a specific method providing such processing, depending on a specific
configuration of the memory unit 102, and therefore detailed description is
omitted.

[0046]

In the analysis target device 100, there may be a case that input and
output between the processor 101 or the memory unit 102, and a peripheral
device (unillustrated) are performed through a specific area in the memory
unit 102. Specifically, such input and output are executed by a method
such as memory-mapped input output (MMIO). In this case, data input
and output with respect to a memory area used in such MMIO can be
externally acquired, similarly to the above. In other words, input-output
data communicated with the peripheral device (unillustrated) can be
acquired by acquiring data transmitted and received between the processor
101 and the memory unit 102.

[0047]

The communication bus 103 is a communication line communicably
connecting at least the processor 101 and the memory unit 102. A
configuration of the communication bus 103 may be appropriately selected
depending on configurations of the processor 101 and the memory unit 102.

The communication bus 103 according to the present example embodiment
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is not necessarily limited to a communication line based on bus connection,
and, for example, may connect the processor 101 and the memory unit 102
on a peer-to-peer basis. Further, when the processor 101 and the memory
unit 102 are configured as virtual hardware provided in the virtualization
infrastructure, the communication bus 103 may be provided as a virtual
communication bus implemented by any suitable method. Further, the
communication bus 103 does not necessarily have to be implemented by
use of a virtualized communication line. For example, the
communication bus 103 may be implemented by use of any method capable
of simply transmitting and receiving data between the processor 101 and
the memory unit 102.

[0048]

A configuration of the analysis device 104 capable of analyzing a
state of operational processing in the analysis target device 100 configured
as described above, will be described.

[0049]

The analysis device 104 according to the present example
embodiment includes a dispatcher 105 communicably connected to the
processor 101 and the memory unit 102. The analysis device 104
includes a data mapper 106 that is configured to process data acquired by
the dispatcher 105. Further, the analysis device 104 includes a data
writer 107 that is configured to save data processed by the data mapper 106
into a high-speed repository 109 (first storage device), in accordance with
a policy defining a method of saving the data.

[0050]

The analysis device 104 according to the present example
embodiment includes a record management unit 108 capable of controlling
an operation of the data writer 107. The analysis device 104 includes an

analysis storage 110 (second storage device) capable of saving data
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duplicated from data saved in the high-speed repository 109, for a long

period.

[0051]

Further, the analysis device 104 according to the present example
embodiment may be communicably connected to a sensor 111 capable of
detecting an incident affecting an operation of the analysis target device
100, and a monitoring device 112 notifying various types of requests to the
analysis device 104. In the present example embodiment, it may be
appropriately selected whether or not to provide the monitoring device 112
and the sensor 111.

[0052]

Next, each component of the analysis device 104 configured as
described above will be described.

[0053]

In the following, the dispatcher 105 according to the present
example embodiment will be described. The dispatcher 105 according to
the present example embodiment is communicably connected to the
processor 101 and the memory unit 102 in the analysis target device 100,
and acquires data being transmitted and received (hereinafter referred to as
“transmission-reception target data”) between the processor 101 and the
memory unit 102. Further, the dispatcher 105 according to the present
example embodiment is communicably connected to the data mapper 106
(to be described later) and notifies the acquired data to the data mapper
106. The dispatcher 105 according to the present example embodiment
may also be communicably connected to the record management unit 108.

[0054]

Specifically, the dispatcher 105 may acquire the
transmission-reception target data through, for example, the

communication bus 103. When the processor 101 and the memory unit
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102 are implemented as virtual devices, the dispatcher 105 may acquire the
transmission-reception target data by use of various types of functions
provided by a virtualization infrastructure and the like, as described above.

[0055]

The dispatcher 105 according to the present example embodiment
does not necessarily have to acquire the transmission-reception target data
through the communication bus 103. As described above, data and the
like held by the processor 101 and the memory unit 102 according to the
present example embodiment may be externally acquired or set.
Accordingly, the dispatcher 105 may acquire data corresponding to
transmission-reception target data, by directly acquiring dgta respectively
held by the processor 101 or the memory unit 102, by the method as
described above.

[0056]

The dispatcher 105 according to the present example embodiment
generates collection target data, which is data by which a state of
operational processing in the analysis target device 100 can be reproduced,
in accordance with the acquired transmission-reception target data.

The state of operational processing in the analysis target device 100
according to the present example embodiment may be represented by use of
at least one of stored data stored in the memory unit 102, and state-holding
data in the processor 101. The collection target data are not limited to
data which can completely reproduce a state of operational processing in
the analysis target device 100, and include data which can reproduce part
of a state of operational processing.

[0057]

Specifically, the collection target data according to the present
example embodiment include at least.stored data stored in the memory unit

102 at a specific time point. Such stored data may include information



10

15

20

25

21

(such as an address) by which an area in which the stored data are stored in
the memory unit 102 can be specified. Further, the collection target data
may include data (such as a register value) by which an operating state of
the processor 101 at a specific time point can be specified.

[0058]

For example, by acquiring (capturing) all transmission-reception
target data transmitted and received between the processor 101 and the
memory unit 102, from a specific starting point as a time-series data, the
dispatcher 105 is able to construct stored data stored in the memory unit
102 at a certain time point after such a starting point. Further, by
acquiring a duplicate (memory dump) of stored data stored in the memory
unit 102 at a certain time point, the dispatcher 105 is able to construct the
stored data stored in the memory unit 102 at the certain time point.  Thus,
the dispatcher 105 may generate the collection target data so as to include
the stored data being acquired by such a way. Further, the dispatcher 105
may acquire state-holding data from the processor 101, and generate the
collection target data so as to include such state-holding data.

[0059]

As described above, when the analysis target device 100 performs
MMIO, communication data between a peripheral device (unillustrated) of
the analysis target device 100, and the processor 101 or the memory unit
102 can also be acquired. Accordingly, the dispatcher 105 is able to
indirectly acquire a processing state of the peripheral device
(unillustrated) of the analysis target device 100.

[0060]

The dispatcher 105 may generate the collection target data at
specific intervals, in accordance with a certain sampling setting. In this
case, for example, the record management unit 108 (to be described later)

may set a sampling interval to the dispatcher 105. Such a sampling
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interval may be appropriately set by use of, for example, a clock count of
the processor 101, a clock count of the bus 103, or a certain time interval.
When the sampling interval is set, the dispatcher 105 may acquire the
transmission-reception target data at the sampling intervals, and generate
collection target data, in accordance with the acquired
transmission-reception target data.

[0061]

Even when the sampling interval is set, the dispatcher 105 may
generate the collection target data regardless of such sampling timing, for
example, in accordance with a request from the record management unit
108 (to be described later).

[0062]

The dispatcher 105 configured as described above is able to adjust
an amount of collection target data generated per unit of time, by adjusting
the sampling interval. Consequently, a data size saved per unit of time
into the high-speed repository 109 (to be described later) can be adjusted.
Further, the dispatcher 105 is able to generate appropriately collection
target data, in accordance with a request from the record management unit
108. Therefore, for example, the dispatcher 105 is able to generate
quickly collection target data when an incident occurs.

[0063]

The dispatcher 105 may assign information (collection timing
information) indicating a timing (time point) or a time at which
transmission-reception target data, being source of collection target data,
are acquired, to the collection target data.

[0064]

For example, the dispatcher 105 configured as described above
generates the collection target data as time-series data, and notifies the

generated collection target data to the data mapper 106 (to be described
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later).

[0065]

The dispatcher 105 may start generation of the collection target
data in accordance with, for example, a request from the record
management unit 108 (to be described later), or start generation of the
collection target data automatically when the analysis device 104 is
activated.

[0066]

In the following, the data mapper 106 according to the present
example embodiment will be described. The data mapper 106 according
to the present example embodiment is communicably connected to the
dispatcher 105, and accepts collection target data generated by the
dispatcher 105. Then, the data mapper 106 processes the collection
target data, in accordance with mapping data 106a. In this case, the data
mapper 106 may acquire collection target data from the dispatcher 105, or
the dispatcher 105 may supply (notify) collection target data to the data
mapper 106.

[0067]

The mapping data 106a according to the present example
embodiment will be described below with reference to drawings. Fig. 3
is a diagram illustrating a specific example of the mapping data 106a
according to the present example embodiment.

[0068]

Information (memory-area specification information 301) which
indicates a storage area of the memory unit 102, in which stored data
included in collection target data accepted from the dispatcher 105 are
stored, is set to the mapping data 106a. Stored data included in
collection target data are divided for each specific storage area (range of a

storage area) in the memory unit 102, in accordance with the memory-area



10

15

20

25

24

specification information 301. More specifically, stored data included in
collection target data are divided for each of one or more storage areas
(ranges of storage areas) in the memory unit 102 in which the stored data
are stored.

[0069]

Further, identification information (tag information 302) assigned
to a storage area specified by the memory-area specification information
301 is set to the mapping data 106a.

[0070]

The mapping data 106a according to the present example
embodiment includes the memory-area specification information 301
associated with the tag information 302. That is, stored data divided into
one or more areas by the memory-area specification information 301 can be
assigned with the tag information 302 by which the area can be identified,
by use of the mapping data 106a according to the present example
embodiment.

[0071]

As exemplified in Fig. 3, the memory-area specification
information 301 may include an offset address of a memory space in the
memory unit 102 and a size from the offset address, as information for
specifying a specific storage area in the memory space. The size from the
offset address represents a size of the specific storage area in the memory
space.

[0072]

Further, as exemplified in Fig. 4, the memory-area specification
information 301 may include a starting address and an ending address
indicating a specific location in a memory space in the memory unit 102, as
information for specifying a specific storage area in the memory space.

[0073]
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By referring to the mapping data 106a, the data mapper 106

according to the present example embodiment assigns tag information to
stored data included in collection target data accepted from the dispatcher
105. Specifically, as exemplified in Fig. 5, for each storage area
specified by the memory-area specification information 301, the data
mapper 106 assigns tag information 302 associated with the storage area to
stored data 501 included in collection target data.

[0074]

For example, in the specific example illustrated in Fig. 5, tag
information “A” is assigned to an area with an offset address starting from
“0” and a size being “1024” in stored data. Similarly, tag information
“B” is assigned to an area with an offset address starting from “1024” and a
size being “512” in the stored data. Similarly, tag information “C” is
assigned to an area with an offset address starting from “1536” and a size
being “512” in the stored data. Particular units of the offset address and
the size may be appropriately determined, and may be specified, for
example, in terms of bytes or in terms of words.

[0075]

When collection target data include state-holding data acquired
from the processor 101, the data mapper 106 may assign specific tag
information for indicating the state-holding data, to the state-holding data.

[0076]

The data mapper 106 notifies the data writer 107 of collection
target data to which tag information is assigned by referring to the
mapping data 106a.

[0077]

In the following, the data writer 107 according to the present
example embodiment will be described. The data writer 107 according to

the present example embodiment is communicably connected to the data
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mapper 106 and the record management unit 108 (to be described later).

[0078]

The data writer 107 saves, as saved data, at least part of collection
target data supplied by the data mapper 106, into the high-speed repository
109 (to be described later) in accordance with a collection policy 107a (to
be described later). The data writer 107 according to the present example
embodiment saves (accumulates) data saved in the high-speed repository
109 (to be described later), into the analysis storage 110 (to be described
later) in accordance with the collection policy 107a. The data writer 107
accumulates data saved in the high-speed repository 109 (to be described
later) into the analysis storage 110 (to be described later) in accordance
with a request from the record management unit 108 (to be described later).

[0079]

A specific configuration of the data writer 107 will be described
below.

[0080]

The data writer 107 according to the present example embodiment
receives the collection target data to which tag information is assigned by
the data mapper. In this case, the data writer 107 may acquire the
collection target data from the data mapper 106, or data mapper 106 may
supply the collection target data to the data writer 107.

[0081]

The data writer 107 writes, as saved data, tag information assigned
to a specific area in stored data included in collection target data, data in
the specific area, and record timing information (to be described later) by
associating them with one another, into the high-speed repository 109.

[0082]

In this case, the data writer 107 may save the saved data into the

high-speed repository 109 with a data structure exemplified in Fig. 7.
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Tag information assigned to a specific area in stored data included in
collection target data is set to tag information 701. Information
indicating a timing or a time of recording of saved data is set to record
timing information 702. Data in a specific area identified by tag
information 701 in collection target data are set to save-target data 703.

[0083]

For example, the collection timing information described above
may be set to the record timing information 702. Information indicating
a timing (time point) or a time at which the saved data are saved into the
high-speed repository 109 (save timing information) may also be set to the
record timing information 702. Additionally, information indicating a
time other than the save timing information or the collection timing
information being described above, may be set to the record timing
information 702.

[0084]

When collection target data include state-holding data, the data
writer 107 may handle, as saved data, data associating tag information
indicating the state-holding data with record timing information of the
state-holding data, and a content of the state-holding data.

[0085]

In the following, the collection policy 107a will be described with
reference to Fig. 6. The collection policy 107a according to the present
example embodiment includes a repository saving policy 601. The
repository saving policy 601 is a first policy that defines a method of
saving the collection target data into the high-speed repository 109.
Additionally, the collection policy 107a according to the present example
embodiment includes a storage accumulation policy 602. The storage
accumulation policy 602 is a second policy that defines a method of

accumulating the saved data saved in the high-speed repository 109, into
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the analysis storage 110.

[0086]

Tag information 601a assigned in the data mapper 106,
repository-area specification information 601b, and repository-area saving
information 601c, being associated with one another, are set to the
repository saving policy 601.

[0087]

The repository-area specification information 601b indicates
information which specifies a storage area in the high-speed repository 109
in which the saved data are actually saved (may be hereinafter referred to
as a “repository storage area”).

[0088]

The repository-area specification information 601b includes a
starting address specifying a starting location of an area in which saved
data are saved (stored), and a size of the area in which the saved data are
saved (stored). Consequently, a storage area in the high-speed repository
109 in which saved data assigned with a specific tag is saved, can be
specified. The repository-area specification information 601b may
include the starting address and an ending address specifying an ending
location of the area in which the saved data assigned with the specific tag
are saved. Particular units of the starting (ending) address and the size in
the repository-area specification information 601b may be appropriately
determined. Such units may be specified, for example, in terms of bytes
or in terms of words.

[0089]

The repository-area saving information 601c includes information
which can specify a method of saving a new piece of saved data into the
repository storage area.

[0090]



10

20

25

29
By referring to the repository saving policy 601, the data writer 107

obtains the repository-area specification information 601b associated with
tag information assigned to collection target data. Specifically, the data
writer 107 specifies an area for saving a specific area in stored data
included in collection target data assigned with specific tag information as
saved data in the high-speed repository 109 (repository storage area).

[0091]

Then, by referring to the repository-area saving information 601c,
the data writer 107 specifies a saving method for saving collection target
data assigned with tag information into the high-speed repository 109.
Then, the data writer 107 saves the collection target data assigned with the
tag information into the specified repository storage area, in accordance
with the saving method.

[0092]

In the specific example illustrated in Fig. 6, for example, saving
methods such as “Ring buffer,” “Duplicate,” “Append,” and “Save not
required” are specified in the repository-area saving information 601c.
The saving methods represent information indicating a specific method for
the data writer 107 to save, as saved data, collection target data assigned
with tag information, into a repository storage area specified by the
repository-area specification information 601b. More specifically, the
data writer 107 is able to specify a specific area in which a new piece of
saved data is saved in a repository storage area, by the saving methods.
That is, the repository-area saving information 601c may be considered as
information which can specify a repository storage area into which a new
piece of saved data is saved. Each saving method will be specifically
described later.

[0093]

When repository-area saving information 601c is specified as “Save
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not required” with respect to particular tag information 601a (such as tag
information “D” in Fig. 6), an area of collection target data assigned with
the tag information is not saved in the high-speed repository. In other
words, the data writer 107 is able to determine whether or not to save
collection target data into the high-speed repository as saved data, in
accordance with the repository-area saving information 601c. Thus, the
repository-area saving information 601c may be considered as information
which can determine whether to save collection target data into the
high-speed repository as saved data. The repository-area saving
information 601c according to the present example embodiment may
employ any other saving method, without being limited to the specific
example illustrated in Fig. 6.

[0094]

Further, when saving saved data into the high-speed repository 109,
the data writer 107 according to the present example embodiment may
compress the saved data by any compression method. In this case, a
capacity of data saved (stored) in the high-speed repository can be reduced,
and therefore the data writer 107 is able to save a larger amount of saved
data into the high-speed repository.

[0095]

The storage accumulation policy 602 includes accumulation
necessity information 602a indicating whether to save (accumulate) saved

data in the high-speed repository 109 into the analysis storage 110.

. Additionally, the storage accumulation policy 602 includes accumulation

method information 602b indicating a method for accumulating saved data
in the high-speed repository into the analysis storage 110. The data
writer 107 specifies a trigger for accumulating saved data in the high-speed
repository into the analysis storage 110, in accordance with such

accumulation method information 602b. Processing of accumulating
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saved data in the high-speed repository 109 into the analysis storage 110

may be hereinafter simply referred to as “backup of the high-speed
repository 109.”

[0096]

For example, as exemplified in Fig. 6, when the accumulation
necessity information 602a is “Yes” and the accumulation method
information 602b is “Periodic (every minute),” the data writer 107 backs
up the high-speed repository 109 every minute, in accordance with the
storage accumulation policy 602.

[0097]

The storage accumulation policy 602 according to the present
example embodiment may employ any accumulation method, without being
limited to the specific example illustrated in Fig. 6. For example, the
data writer 107 may refer to the tag information 601a in the repository
saving policy 601, and change an accumulation method for each specific
type of tag information.

[0098]

When backup of the high-speed repository 109 is not required, the
accumulation necessity information 602a in the storage accumulation
policy 602 may be set to “No,” or the storage accumulation policy 602 may
be deleted from the collection policy 107a.

[0099]

For example, the data writer 107 according to the present example
embodiment, configured as above is able to automatically back up the
high-speed repository 109, in accordance with the collection policy 107a,
without a request from the record management unit 108 (to be described
later). In other words, for example, the data writer 107 is able to save
saved data into the analysis storage 110, before receiving notification of a

backup request from the record management unit 108 (to be described
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later). Such a backup request ("accumulation request") is a request
notified by the record management unit 108, being accompanied by
occurrence of an incident. Consequently, the analysis device 104 is able
to analyze a state of the analysis target device 100 retroactively to a time
before the occurrence of the incident.

[0100]

Further, the data writer 107 according to the present example
embodiment may back up the high-speed repository 109, in accordance
with a reQuest from the record management unit 108 (to be described later).
Consequently, the data writer 107 according to the present example
embodiment is able to accumulate saved data in the high-speed repository
109 into the analysis storage, in accordance with an instruction from a user,
an administrator, or the like (unillustrated).

[0101]

Further, the data writer 107 according to the present example
embodiment may assign label information to saved data holding an
operating state of the analysis target device 100 at a specific timing, in
accordance with a request from the record management unit 108 (to be
described later).

[0102]

In this case, the data writer 107 obtains information indicating the
specific timing (such as time information) and label information from
snapshot information (to be described later) received from the record
management unit 108. Then, the data writer 107 obtains saved data
corresponding to the specific timing from the high-speed repository 109 or
the analysis storage 110, and assigns label information to the extracted
saved data. For example, when information indicating the specific timing
specifies particular time, the data writer 107 may refer to the record timing

information 702 in saved data, and assign label information to saved data
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acquired at a time closest to the specific timing. The assignment method
of label information to each piece of saved data may be appropriately
determined.

[0103]

In the following, the record management unit 108 according to the
present example embodiment will be described.

[0104]

The record management unit 108 accepts a request about backup of
the high-speed repository 109 into the analysis storage 110 from a user, an
administrator, or the like (unillustrated). In this case, in accordance with
the request, the record management unit 108 notifies a request about
backup of the high-speed repository 109 (accumulation request) into the
data writer 107.

[0105]

The record management unit 108 accepts a request about backup the
high-speed repository 109 to the analysis storage 110 from the sensor 111.
The record management unit 108 accepts such a request and notifies, in
accordance with the accepted request, an accumulation request to the data
writer 107. '

[0106]

The record management unit 108 accepts a request about setting of
a new collection policy 107a and change of the collection policy 107a,
from a user, an administrator, or the like (unillustrated). In this case, the
record management unit 108 accepts such a request and sets the repository
saving policy 601 and the storage accumulation policy 602, being included
in the collection policy 107a, in accordance with the accepted request. In
this case, the record management unit 108 may directly change the
collection policy 107a, or may request change of the collection policy 107a

to the data writer 107.
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[0107]

The record management unit 108 accepts a request about change of
the mapping data 106a from a user, an administrator, or the like
(unillustrated). The record management unit 108 accepts such a request
and changes the mapping data 106a, in accordance with the accepted
request. In this case, the record management unit 108 may directly
change the mapping data 106a, or may request change of the mapping data
106a to the data mapper 106.

[0108]

The record management unit 108 accepts a setting of a sampling
interval with respect to the dispatcher 105 from a user, an administrator, or
the like (unillustrated). In this case, the record management unit 108
accepts the request and notifies the change of the sampling interval to the
dispatcher 105, in accordance with the accepted request.

[0109]

The record management unit 108 may accept a request regarding
generation of the collection target data from a user, an administrator, or
the like (unillustrated). In this case, the record management unit 108
accepts such a request and requests generation of the collection target data
to the dispatcher 105, in accordance with the accepted request.

[0110]

The record management unit 108 may accept a request regarding
generation of the collection target data, being accompanied by occurrence
of an incident, from the sensor 111 (to be described later). In this case,
the record management unit 108 accepts such a request and requests
generation of the collection target data to the dispatcher 105, in accordance
with the accepted request.

[0111]

The record management unit 108 and the data writer 107, being
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configured as described above, are able to record only a particular memory
space, and change a saving method for each memory space, by setting the
collection policy 107a, in accordance with a request from a user or an
administrator. In other words, the present example embodiment adjusts a
size and a saving method of saved data to be saved in the high-speed
repository 109, in accordance with the collection policy 107a.
Consequently, the d’ata writer 107 is able to economize on a storage
capacity used in the high-speed repository 109 and accumulate a larger
amount of saved data.

[0112]

As described above, when the record management unit 108 is able
to set a sampling interval with respect to the dispatcher 105, the record
management unit 108 is able to adjust an amount of saved data saved into
the high-speed repository 109 per unit of time.

[0113]

As described above, when the sensor 111 detects occurrence of an
incident, the record management unit 108 is able to handle requests
regarding generation of collection target data and backup of the high-speed
repository 109, being notified by the sensor 111. Consequently, the
analysis device 104 is able to analyze an operation of the analysis target
device 100 around a timing at which the incident occurs.

[0114]

The record management unit 108 according to the present example
embodiment may accept a request for saving an operating state of the
analysis target device 100 at a particular timing as a snapshot, from a user
or the like (unillustrated). In this case, the record management unit 108
transmits snapshot information including label information representing a
snapshot, and information indicating the particular timing (such as time

information), to the data writer 107. Such label information may be
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provided by a user or the like (unillustrated), or may be generated by the
record management unit 108.

[0115]

In the following, the high-speed repository 109 according to the
present example embodiment will be described. The high-speed
repository 109 is a storage area with a certain storage capacity, being
capable of executing high-speed input and output (I0). A storage device,
such as an SSD and a RAM disk, which are capable of executing
high-speed data input and output, and having a relatively small storage
capacity, may be employed as the high-speed repository 109.

[0116]

The high-speed repository 109 according to the present example
embodiment is communicably connected to the data writer 107, and saves
saved data accepted from the data writer 107 into a storage area in the
device itself. At this time, an area into which actual saved data are
written in the high-speed repository 109 is set by the collection policy
107a (the repository saving policy 601 in particular), as described above.

[0117]

Since a storage capacity of the high-speed repository 109 according
to the present example embodiment is limited, the high-speed repository
109 may not be able to accumulate all saved data accepted from the data
writer 107 on a long-term. Accordingly, data to be saved into the
high-speed repository 109 and a saving method thereof are selected, in
accordance with the collection policy 107a (the repository saving policy
601 in particular). Consequently, the analysis device 104 according to
the present example embodiment is able to save as much saved data as
possible into the high-speed repository 109.

[0118]

In the following, the analysis storage 110 according to the present
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example embodiment will be described. The analysis storage 110 is a
non-volatile storage device with a slower input and output processing
speed but a larger storage capacity than the high-speed repository 109.
Further, the analysis storage 110 is a storage device capable of storing
stored data in the own device over a long period of time. For example, a
magnetic disk device, or a storage device with a RAID configuration using
a plurality of magnetic disk devices may be employed as such an analysis
storage 110.

[0119]

The analysis storage 110 according to the present example
embodiment is communicably connected to the data writer 107 described
above, and writes data for accumulation (saved data) accepted from the
data writer 107 into a specific storage area in the own device.

[0120]

The analysis storage 110 and the high-speed repository 109 may be
directly connected through any communication line (such as a
communication bus). In this case, the high-speed repository 109 may
directly transfer saved data to the analysis storage 110, in accordance with
a request from the data writer 107, and then the analysis storage 110 may
accumulate the data.

[0121]

The data writer 107 according to the present example embodiment
accumulates saved data saved in the high-speed repository 109 into the
analysis storage 110, in accordance with the collection policy 107a (the
storage accumulation policy 602 in particular). Consequently, the
analysis device 104 according to the present example embodiment is able
to accumulate collection target data generated by the dispatcher 105, over
a long period of time, by use of the analysis storage 110.

[0122]
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In the following, the sensor 111 will be described. The sensor 111
is any apparatus capable of detecting an incident potentially affecting
operational processing in the analysis target device 100. The sensor 111
may include, for example, a known intrusion detection system (IDS) and an
intrusion prevention system (IPS). Further, the sensor 111 may include,
for example, a detector for detecting information by which an operation
state of the analysis target device 100 can be presumed. More
specifically, the sensor 111 may include, for example, a detector for
measuring temperature of the analysis target device 100, and a operation
rate of the processor 101.

[0123]

The sensor 111 is communicably connected to the record
management unit 108. For example, when detecting an incident, the
sensor 111 may request the record management unit 108 to accumulate data
saved in the high-speed repository 109 into the analysis storage 110.
Further, the sensor 111 may request the record management unit 108 to
generate collection target data in the dispatcher 105.

[0124]

By such coordination between the analysis device 104 and the
sensor 111, the analysis device 104 is able to accumulate data saved in the
high-speed repository 109 into the analysis storage 110 when an incident
occurs. Consequently, the analysis device 104 is able to accumulate data
that can be used for analyzing an operation of the analysis target device
100 around an incident occurrence time, into the analysis storage 110.

[0125]

In the following, the monitoring device 112 according to the
present example embodiment will be described. The monitoring device
112 is an interface device provided for a user, an administrator, and the

like (unillustrated), and is communicably connected to the analysis device
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104 (the record management unit 108 in particular). The user, the
administrator, or the like (unillustrated) notifies various types of requests
to the analysis device 104 through the monitoring device 112. Whether
or not to provide the monitoring device 112 may be selected suitably.

[0126]

In the following, an operation of the analysis device 104 according
to the present example embodiment, being configured as described above,
will be described.

[0127]

Fig. 8 is a flowchart exemplifying a sequence of processing from
acquisition of data by the dispatcher 105 to saving data into the high-speed
repository by the data writer 107. Processing exemplified in such a
flowchart may be started, for example, in accordance with a request from
the record management unit 108, or automatically started when the analysis
device 104 is activated.

[0128]

First, the dispatcher 105 acquires transmission-reception target data
(Step S801).

[0129]

Next, the dispatcher 105 duplicates data acquired in Step S801, and
generates collection target data described above (Step S802). In this case,
for example, the dispatcher 105 may generate collection target data by
following processing. That is, by acquiring (capturing) all data
transmitted and received between the processor 101 and the memory unit
102 on a time-series basis from a specific start point, the dispatcher 105
constructs stored data stored in the memory unit 102 at a specific time
point. Then, the dispatcher 105 generates the collection target data
including the constructed stored data. Alternatively, by acquiring a

duplicate of stored data (a duplicate of memory dump) stored in the
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memory unit 102 at a specific time point, the dispatcher 105 may generate
the collection target data including such stored data.

Then, the dispatcher 105 may transmit the collection target data
generated as described above to the data mapper 106.

[0130]

Next, the data mapper 106 assigns tag information to collection
target data generated by the dispatcher 105 in Step S802, by referring to
the mapping data 106a (Step S803). Specifically, the data mapper 106
assigns tag information for each specific area included in the collection
target data, in accordance with memory-area specification information 301
and tag information 302 set in the mapping data 106a.

[0131]

Next, the data mapper 106 sends (transmits) collection target data
to which a tag is assigned in Step S803, to the data writer 107 (Step S804).
In this case, the data writer 107 may acquire such collection target data
from the data mapper 106. |

[0132]

The data writer 107 receives collection target data and saves the
collection target data, as saved data, into the high-speed repository 109, in
accordance with the collection policy 107a (Step S805).

[0133]

The content of the processing in Step S805 will be described below
with reference to a flowchart exemplified in Fig. 9.

[0134]

First, the data writer 107 checks tag information set to each area in
collection target data, and specifies a policy (repository saving policy 601)
corresponding to the tag information in the collection policy 107a (Step
S901). For example, with respect to an area included in collection target

data to which “A” is set as tag information, the data writer 107 specifies
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repository-area specification information 601b (a size “102400” from a
starting address “0” in this case) corresponding to the tag information “A,”
in accordance with the repository saving policy 601. Further, the data
writer 107 specifies repository-area saving information 601c (“ring buffer”
in this case) corresponding to the tag information “A,” in accordance with
the repository saving policy 601.

[0135]

Next, the data writer 107 checks a saving method set in the
collection policy 107a (Step S902). More specifically, the data writer
107 checks the specified repository-area saving information 601c.

[0136]

When the saving method is “Save not required” as a result of the
check in Step S902 (corresponding to “Save not required” in Step S903),
the data writer 107 ends the processing.

[0137]

When the saving method is “Ring buffer” as a result of the check in
Step S902 (corresponding to “Ring buffer” in Step S903), the data writer
107 saves the saved data into a ring buffer (Step S904). Such a ring
buffer is implemented in a storage area in the high-speed repository 109
specified by the repository-area specification information 601b.

[0138]

More specifically, for example, the data writer 107 checks whether
or not a free buffer (free block) exists in the ring buffer implemented in an
area specified by the repository-area specification information 601b.
When the free buffer does not exist, the data writer 107 deletes the oldest
piece of data out of saved data saved in the area in the high-speed
repository 109, and writes a new piece of saved data into the buffer. In
other words, the data writer 107 updates the oldest piece of saved data with

the new piece of saved data. In this case, the data writer 107 is able to
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detect the oldest piece of data saved in a specific area in the high-speed
repository 109, by referring to the record timing information 702.

[0139]

When the saving method is “Duplicate” as a result of the check in
Step S902 (corresponding to “Duplicate” in Step S903), the data writer 107
overwrites a storage area in the high-speed repository 109 specified by the
repository-area specification information 601b with the saved data (Step
S905). In other words, when the saving method is “Duplicate,” the data
writer 107 may always overwrite the area specified by the repository-area
specification information 601b with a new piece of saved data.

[0140]

When the saving method is “Append” as a result of the check in
Step S902 (corresponding to “Append” in Step S903), the data writer 107
appends a new piece of saved data to a storage area in the high-speed
repository 109 specified by the repository-area specification information
601b (Step S906). When a free space is no longer available in the storage
area, the data writer 107 may accumulate saved data saved in the storage
area into the analysis storage 110, and initialize the storage area.

[0141]

The saving methods described above are merely exemplificatioris.
As another saving method, for example, the data writer 107 may write a
new piece of saved data until a free space is no longer available in a
storage area in the high-speed repository 109 specified by the
repository-area specification information 601b, and stop writing when the
free space is no longer available. Further, the data writer 107 may save
saved data corresponding to a specific period into a storage area in the
high-speed repository 109 specified by the repository-area specification
information 601b, and discard the saved data when the period elapses.

Any saving method other than the above may be set to the repository-area
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saving information 601c¢ according to the present example embodiment.

[0142]

In Steps S904 to S906, the data writer 107 writes, as saved data, tag
information assigned to a specific area in collection target data, record
timing information of the collection target data, and data included in the
specific area in the collection target data, by associating these pieces of
information with one another, into the high-speed repository 109.

[0143]

In the following, processing in a case where the record management
unit 108 requests backup of the high-speed repository 109 to the data
writer 107 will be described with reference to a flowchart exemplified in
Fig. 10.

[0144]

First, the record management unit 108 receives a notification of
request for backup of the high-speed repository 109, from the monitoring
device 112 or the sensor 111 (Step S1001). |

[0145]

The record management unit 108 notifies a request for backup
(accumulation request) of the high-speed repository 109 to the data writer
107, in accordance with the notification accepted in Step S1001 (Step
S1002).

[0146]

The data writer 107 receives the notification in Step S1002 and
backs up saved data saved in the high-speed repository 109 to the analysis
storage 110 (Step S1003).

[0147]

In the following, processing of the data writer 107 about backup of
the high-speed repository 109 into the analysis storage 110, in accordance

with the storage accumulation policy 602, will be described with reference
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to a flowchart exemplified in Fig. 11.

[0148]

First, the data writer 107 checks the storage accumulation policy
602 in the collection policy 107a (Step S1101).

[0149]

When the storage accumulation policy 602 does not exist as a result
of the check in Step S1101, the data writer 107 determines that it is not
required to back up (accumulate) the high-speed repository 109 to the
analysis storage 110 (“Accumulation not required” in Step S1102), and
ends the processing. Similarly, when backup is set to be not required (the
accumulation necessity information 602a is set to “No”) in the storage
accumulation policy 602 (“Accumulation not required” in Step S1102), the
data writer 107 ends the processing.

[0150]

In a case of “Accumulation required” in Step S1102 (the
accumulation necessity information 602a is set to “Yes”), the data writer
107 refers to the accumulation method information 602b. Then, the data
writer 107 backs up the saved data saved in the high-speed repository 109
to the analysis storage 110, in accordance with the accumulation method
information 602b (Step S1103).

[0151]

In the analysis device 104 according to the present example
embodiment configured as described above, the dispatcher 105 generates
collection target data, in accordance with transmission-reception target
data that are transmitted and received between the processor 101 and the
memory unit 102, Then, the data mapper 106 assigns tag information to
such collection target data, in accordance with the mapping data 106a.
Then, the data writer 107 saves the collection target data into the

high-speed repository 109, in accordance with the collection policy 107a.
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Further, the data writer 107 backs up the high-speed repository 109 to the

analysis storage 110, in accordance with the collection policy 107a.

[0152]

Specifically, for example, the analysis device 104 is able to save
only an area assigned with particular tag information into the high-speed
repository 109. Further, for example, the analysis device 104 is able to
save a large amount of saved data assigned with particular tag, and save a
small amount of saved data assigned with another type of the tag. In this
manner, the mapping data 106a and the collection policy 107a, according
to the present example embodiment, may be considered to function as a
filter defining whether to save data included in collection target data, in
accordance with tag information.

[0153]

That is, in accordance with tag information assigned to collection
target data, the analysis device 104 according to the present example
embodiment is able to change a saving method into the high-speed
repository, for each area to which the tag information is assigned.
Consequently, the analysis device 104 is able to use efficiently a storage
area in the high-speed repository 109 with a certain storage capacity.

[0154]

Further, the data writer 107 is able to save saved data in a into the
high-speed repository 109 by compressing the saved data. Consequently,
the analysis device 104 is able to save a larger amount of saved data with
respect to a storage capacity of the high-speed repository.

[0155]

Further, by setting a sampling interval in the dispatcher 105, an
amount of collection target data to be acquired per unit of time can be
adjusted. Consequently, the analysis device 104 is able to adjust a

storage capacity of the high-speed repository consumed per unit of time.
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[0156]

Further, the dispatcher 105 is able generate collection target data,
in accordance with a notification from the sensor 111 or the monitoring
device 112. Similarly, the data writer 107 is able to back up the
high-speed repository 109 to the analysis storage 110, in accordance with a
notification from the sensor 111 or the monitoring device 112.
Accordingly, for example, the analysis device 104 according to the present
example err{bodiment is able to save an operating state of the analysis
target deviée 100 before and after a time point of occurrence of a specific
incident.

[0157]

As described above, the analysis device 104 according to the
present example embodiment is able to save a larger amount of data that
can be used to reproduce a state of the analysis target device 100, by use of
a storage device with a limited storage capacity.

[0158]

<First Modified Example of First Example Embodiment>

In the following, a first modified example of the first example
embodiment described above will be described. The present modified
example differs from the analysis device 104 according to the first example
embodiment in a point that a map generator 1201 is added, as exemplified
in Fig. 12, and the remaining configuration is similar. Accordingly, such
a difference will be described below, and description of the similar
configuration is omitted.

[0159]

The map generator 1201 according to the present modified example
is communicably connected to the dispatcher 105 and the data mapper 106.
Further, the map generator 1201 may be communicably connected to the

record management unit 108.
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[0160]

The map generator 1201 generates suitable mapping data, in
accordance with information regarding an architecture which represents a
basic configuration of the analysis target device 100. Then, the map
generator 1201 registers the generated mapping data in the mapping data
106a. The map generator 1201 may send the generated mapping data to
the data mapper 106 and request update of the mapping data 106a.

[0161]

More specifically, the map generator 1201 acquires information
regarding an architecture representing a basic configuration of the
processor 101 from, for example, the dispatcher 105. Further, the map
generator 1201 may acquire information regarding an operating system
(OS) executed in the analysis target device 100 through the record
management unit 108. In this case, a user, an administrator, or the like
(unillustrated) may notify the information regarding the OS to the map
generator 1201 through the record management unit 108.

[0162]

The map generator 1201 uses the acquired information regarding
the architecture of the processor 101 and the acquired information
regarding the OS executed in the analysis target device 100 as information
regarding an architecture of the analysis target device 100. The map
generator 1201 generates mapping data, in accordance with information
regarding the architecture. Then, the map generator 1201 registers the
generated mapping data in the mapping data 106a.

[0163]

Specifically, for example, the map generator 1201 may divide the
stored data into areas with regard to respective processes executed in the
analysis target device 100, and generate mapping data that associates each

area with a process name as tag information. By using the generated
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mapping data 106a and the corresponding collection policy 107a, the

analysis device 104 is able to, for example, control data saved in the
high-speed repository 109 as follows. That is, the analysis device 104 is
able to perform control, so as to save a large number of memory areas
(stored data) related to a particular process being highly important, and not
to save a memory area related to a less important process, in the high-speed
repository 109.

[0164]

Further, by introducing the map generator 1201, for example, the
analysis device 104 is also able to change dynamically the mapping data
106a, depending on processing status in the analysis target device 100.

[0165]

By thus identifying a memory area of high importance and a
memory area of low importance by use of tag information, the analysis
device 104 according to the present modified example is able to change a
saving method in the collection policy 107a for each type of tag
information. Further, by introduction of the map generator 1201, the
analysis device 104 is able to dynamically change tag information
identifying a memory area of high importance and a memory area of low
importance, depending on processing status in the analysis target device
100.

[0166]

Therefore, the analysis device 104 according to the present example
embodiment is able to save a larger amount of data by which a state of the
analysis target device 100 can be reproduced, by use of a storage device
with a limited storage capacity.

[0167]

<Second Modified Example of First Example Embodiment>

In the following, a second modified example of the first example
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embodiment described above will be described. The present modified
example differs from the first example embodiment in that a plurality of
analysis target devices 100 exist. Consequently, according to the present
modified example, as exemplified in Fig. 13, a plurality of dispatchers 105,
data mappers 106, and map generators 1201 is included. Each of the
plurality of components may be considered similar to the first example
embodiment described above.

[0168]

A data writer 1301 exemplified in Fig. 13 differs from the data
writer 107 according to the first example embodiment, in accepting
collection target data from a plurality of data mappers 106, and the
remaining configuration is similar. The data writer 1301 according to the
present modified example saves respective pieces of collection target data
accepted from a plurality of data mappers 106 into the high-speed
repository 109 as saved data.

[0169]

As exemplified in Fig. 14, a collection policy 1301a differs from
the collection policy 107a according to the first example embodiment, in
including a dispatcher identifier (ID) 1401a by which each of a plurality of
dispatchers 105 can be identified. The remaining configuration of the
collection policy 1301a is similar to the collection policy 107a.

[0170]

The data writer 1301 saves, as saved data, collection target data
accepted from each data mapper 106 into the high-speed repository 109, in
accordance with the collection policy 1301a. In this case, the data writer
1301 is able to identify the data mapper 106 from which the collection
target data are acquired (and the dispatcher 105 that generated the
collection target data). Consequently, for each piece of collection target

data, the data writer 1301 is able to apply a policy assigned with a
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dispatcher ID corresponding to the dispatcher 105 generating the collection

target data.

[0171]

The data writer 1301 may save saved data into the high-speed
repository 109 by use of a format as exemplified in Fig. 15. That is, for
each piece of saved data, the dispatcher 105 that generated the saved data
(and analysis target device 100 that are related to the saved data) can be
identified with a dispatcher ID 1501.

[0172]

The remaining operation of the analysis device 104 according to the
present modified example may be considered similar to the analysis device
104 according to the first example embodiment, and therefore detailed
description is omitted.

[0173]

The analysis device 104 according to the present modified example
is able to collect data related to each of a plurality of analysis target
devices 100 with a single analysis device 104, and is able to analyze the
data. Therefore, the analysis device 104 according to the present
modified example is able to provide a similar effect to the first example
embodiment, and also analyze a large number of analysis target devices
100 with a small number of analysis devices 104.

[0174]

While two analysis target devices 100 are exemplified in the
configuration exemplified in Fig. 13, the present example embodiment is
not limited thereto, and any number of analysis target devices 100 may be
employed.

[0175]

<Second Example Embodiment>

In the following, a second example embodiment based on the
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analysis device according to the aforementioned first example embodiment
will be described.

[0176]

In the following description, a part characteristic of the present
example embodiment is mainly described, and overlapping description of
the same configuration as in the aforementioned first example embodiment
is omitted.

[0177]

An analysis device 1604 according to the present example
embodiment exemplified in Fig. 16 differs from the analysis device 104
according to the first example embodiment in including a reproduction unit
1605. In the following description, the reproduction unit 1605 being a
characteristic part of the present example embodiment will be mainly
described. An analysis unit 1606 exemplified in Fig. 16 may be
considered similar to a component in the analysis device 104 according to
the first example embodiment, and therefore detailed description is
omitted.

[0178]

First, a reproduction target device 1600 according to the present
example embodiment will be described. The reproduction target device
1600 includes a processor 1601 and a memory unit 1602 being
communicably connected to the processor 1601 through a communication
bus 1603. The processor 1601 and the memory unit 1602 may be
respectively similar to the processor 101 and the memory unit 102,
according to the first example embodiment, and therefore detailed
description is omitted. @ While the analysis target device 100 and the
reproduction target device 1600 are illustrated as separate devices in Fig.
16, the present example embodiment is not limited these configuration.

The analysis target device 100 and the reproduction target device 1600 may
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be configured in the same device.

[0179]

Next, the reproduction unit 1605 according to the present example
embodiment will be described. The reproduction unit 1605 includes a
data reader 1609, a player 1608, and a reproduction instruction unit 1607.
Each component will be described below.

[0180]

In the following, the reproduction instruction unit 1607 according
to the present example embodiment will be described. The reproduction
instruction unit 1607 is communicably connected to the data reader 1609
and the player 1608. |

[0181]

The reproduction instruction unit 1607 transmits a reproduction
request that represents instruction for reproducing a specific operating
state in the analysis target device 100 to the player 1608, in accordance
with, for example, a request from a user, an administrator, or the like
(unillustrated). In this case, for example, the reproduction instruction
unit 1607 sets, to the reproduction request, reproduction-target
specification information that can specify an operating state of the analysis
target device 100, which is a reproduction target. Such
reproduction-target specification information may be, for example,
information indicating a timing (or a time) at which an operating state of
the analysis target device 100 is to be reproduced, or label information
corresponding to the snapshot described above. However,
reproduction-target specification information is not limited thereto.

[0182]

In the following, the player 1608 according to the present example
embodiment will be described. The player 1608 according to the present

example embodiment is communicably connected to the data reader 1609
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and the reproduction instruction unit 1607. Further, the player 1608 is

communicaBly connected to the processor 1601 and the memory unit 1602
in the reproduction target device 1600.

[0183]

The player 1608 loads (sets) data saved in the high-speed repository
109 into the processor 1601 and the memory unit 1602, in accordance with,
for example, a request (reproduction request) from the reproduction
instruction unit 1607. Consequently, the player 1608 reproduces an
operating state of the analysis target device 100 in the reproduction target
device 1600.

[0184]

Specifically, the player 1608 first extracts reproduction-target
specification information included in a reproduction request received from
the reproduction instruction unit 1607. Then, the player 1608 transmits
the reproduction-target specification information to the data reader 1609,
and requests reproduction of collection target data. For example, when
time information is set to reproduction-target specification information,
the player 1608 requests the data reader 1609 to reproduce collection target
data at the time. Further, for example, when label information is set to
reproduction-target specification information, the player 1608 requests
data reader 1609 to reproduce collection target data, in accordance with
saved data assigned with the label information. Reproduction processing
of collection target data in the data reader 1609 will be described later.

[0185]

The player 1608 receives collection target data reproduced in the
data reader 1609 from the data reader 1609. Reproduced collection target
data may be hereinafter referred to as “reproduction data.”

[0186]

Then, the player 1608 sets stored data, of the memory unit 102,
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included in the reproduction data to the memory unit 1602. When the

stored data include information (such as an address) which can specify an
area of the stored data stored in the memory unit 102, the player 1608 sets
the stored data to the memory unit 1602, in accordance with such
information.

[0187]

Additionally, when the reproduced reproduction data include
state-holding data of the processor 101, the player 1608 sets such
state-holding data to the processor 1601.

[0188]

As described in the first example embodiment, the data writer 107
may save part of collection target data collected in the dispatcher 105 into
the high-speed repository 109 as saved data, in accordance with the
collection policy 107a. In other words, in this case, only part of original
transmission-reception target data acquired in the dispatcher 105 can be
reproduced as reproduction data from such saved data.

[0189]

In this case, an operation of the analysis target device 100 may not
be completely reproduced only by the reproduction data. However, an
operating state of the analysis target device at a specific timing can be
analyzed, at least in accordance with data included in the reproduction data.
Further, depending on a type and a content of the area omitted from the
original collection target data, the operation of the analysis target device
100 may be reproducible in part or in whole when the reproduction data are
loaded into the reproduction target device 1600.

[0190]

Consequently, when only part of the original collection target data
can be reproduced by the reproduction data, the player 1608 according to

the present example embodiment may load collectible data reproduced in
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the data reader 1609 into the processor 1601 and the memory unit 1602.

[0191]

A specific method for setting state-holding data to the processor
1601 may be appropriately selected according to a configuration of the
processor 1601. For example, the player 1608 may set state-holding data
through a specific input-output port of the processor 1601. Similarly, a
specific method of setting stored data to the memory unit 1602 may be
appropriately selected according to a configuration of the memory unit
1602. For example, the player 1608 may feed required data into the
memory unit 1602, through the communication bus 1603. Further, when
the processor 1601 and the memory unit 1602 are configured as virtual
devices, the player 1608 may use a function provided in a virtualization
infrastructure.

[0192]

Further, the player 1608 may delay a processing speed by
controlling the processor 1601. More specifically, the player 1608
lowers an operating frequency (operating clock) of the processor 1601, by,
for example, sending a certain command to the processor 1601, or setting a
specific value to a certain register in the processor 1601. When the
processor 1601 is provided as a virtual processor, the player 1608 may
change an operating frequency of the processor 1601 by use of a function
provided in a virtualization infrastructure.

[0193]

By loading collection target data at a lowered (reduced) processing
speed of the processor 1601, it becomes easy to analyze an operation of the
reproduction target device 1600 in a state in which the collection target
data are loaded. Consequently, for example, it becomes easy to track a
specific process executed in the reproduction target device 1600 by use of

a debugger or the like, for analysis of an operation of the reproduction
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target device 1600.

[0194]

The player 1608 according to the present example embodiment may
successively request reproduction data to the data reader 1609, from a
specific time point on a time-series data. The player 1608 may
successively load acquired reproduction data into the processor 1601 and
the memory unit 1602.

[0195]

The player 1608 according to the present example embodiment may
control the processor 1601 to perform processing after loading
reproduction data to the processor 1601 and the memory unit 1602. In
this case, an operating state of the reproduction target device 1600 can be
analyzed while operating the reproduction target device 1600 from a state
that the reproduction data are loaded.

[0196]

In the following, the data reader 1609 according to the present
example embodiment will be described. The data reader 1609 is
communicably connected to the high-speed repository 109 and the analysis
storage 110. The data reader 1609 is also communicably connected to the
player 1608 and the reproduction instruction unit 1607. The data reader
1609 is configured so as to be able to refer to the collection policy 107a.
In this case, the data reader 1609 is communicably connected to the data
writer 107, and may refer to the collection policy 107a included in the data
writer 107, or may receive (acquire) the collection policy 107a from the
data writer 107.

[0197]

Additionally, the data reader 1609 is configured so as to be able to
refer to the mapping data 106a as needed. In this case, the data reader

1609 is communicably connected to the data mapper 106, and may refer to
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the mapping data 106a included in the data writer 107, or may receive
(acquire) the mapping data 106a from the data writer 107.

[0198]

The data reader 1609 restores saved data in the analysis storage 110
into the high-speed repository 109, in accordance with a request from the
reproduction instruction unit 1607 or the player 1608. Further, the data
reader 1609 reproduces collection target data described in the first example
embodiment, in accordance with saved data restored in the high-speed
repository. An operation of the data reader 1609 will be described below.

[0199]

First, the data reader 1609 accepts a reproduction request of
collection target data from the player 1608, and extracts saved data
corresponding to the collection target data. Specifically, the data reader
1609 checks record timing information 702 assigned to saved data saved in
the analysis storage 110, and extracts (reads) saved data at a time or after a
time being closest to the particular time specified by the player 1608.
When label information indicating a specific snapshot is specified by the
player 1608, the data reader 1609 may extract saved data assigned with the
label information. Then, the data reader 1609 writes (restores) the
extracted saved data into the high-speed repository 109.

[0200]

In this case, the data reader 1609 may successively read saved data
of which a time set in the record timing information 702 is later than the
time set to the extracted (restored) saved data, on a time-series basis, and
successively restore the data into the high-speed repository 109.

[0201]

The data reader 1609, for example, may refer to the collection
policy 107a, and continue restoring saved data until a ratio of a free space

in an area specified by the repository-area specification information 601b
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associated with each type of tag information 601a becomes less than or
equal to a particular value.

[0202]

By referring to the high-speed repository 109 in which saved data
are restored, the data reader 1609 collects saved data to which specific
time information (time information of a reproduction target specified by
the player 1608) is set to the record timing information 702. The data
reader 1609 generates reproduction data by use of the tag information 701
and the save-target data 703, constituting the collected saved data. In
other words, the data reader 1609 generates reproduction data which can
reproduce a state of operational processing of the analysis target device
100 at a specific time point.

[0203]

Further, the data reader 1609 may collect saved data assigned with
a specific label (label information of a reproduction target supplied by the
player 1608), and generate reproduction data by use of the save-target data
703 in the collected saved data.

[0204]

When generating reproduction data, the data reader 1609 may refer
to the mapping data 106a as needed.

[0205]

As a specific example, assuming that the saved data as exemplified
in Fig. 7 are saved in the restored high-speed repository 109, and the data
exemplified in Fig. 4 are set in the mapping data 106a. It is further
assumed that the player 1608 transmits a reproduction request including
reproduction-target specification information indicating a “time 10” to the
data reader 1609.

[0206]

First, the data reader 1609 selects saved data set with a “time 10” as
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record timing information. In this case, data of which the save-target
data 703 is set to “Data A10,” “Data B10.,” and “Data C10” are selected.

[0207]

The data reader 1609 generates reproduction data by use of the tag
information 701 and the save-target data 703 in each piece of saved data, in
accordance with the mapping data 106a. In this case, by referring to the
mapping data 106a, the data reader 1609 specifies tag information 302
corresponding to the tag information 701 being set to the extracted saved
data. In this case, the tag information includes “A,” “B,” and “C.”

[0208]

Next, the data reader 1609 extracts memory-area specification
information 301 associated with the specified tag information 302. Then,
the data reader 1609 generates reproduction data so that the save-target
data 703 are arranged in an area specified by the memory-area
specification information 301. Specifically, the data reader 1609 sets
“Data A10” in a range with a starting address “0” and a size “1024” in the
reproduction data. The data reader 1609 sets “Data B10” in a range with
a starting address “1024” and a size “512” in the reproduction data. The
data reader 1609 sets “Data C10” in a range with a starting address “1536”
and a size “512” in the reproduction data.

[0209]

When an address in the memory unit 102 is included in stored data
included in save-target data 703, reproduction data may be generated in
accordance with such an address.

[0210]

While the reproduction unit 1605 is provided as part of the analysis
device 1604 in the configuration exemplified in Fig. 16 described above,
the present example embodiment is not limited thereto. The reproduction

unit 1605 according to the present example embodiment may be configured
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to be, for example, an independent reproduction device 1701 as
exemplified in Fig. 17.

[0211]

As further example, as exemplified in Fig. 18, respective
components of the analysis device 104 according to the first example
embodiment may be configured also to serve as components of the
reproduction device. In this case, for example, a dispatcher 1801
corresponding to the dispatcher 105 according to the first example
embodiment may be configured also to function as the player 1608. For
example, a data writer 1802 corresponding to the data writer 107 according
to the first example embodiment may be configured also to function as the
data reader 1609. For example, a record management unit 1803
corresponding to the record management unit 108 according to the first
example embodiment may be configured also to function as the
reproduction instruction unit 1607.

[0212]

In the following, an operation of the analysis device according to
the present example embodiment configured as described above will be
described. In particular, an operation of the reproductioﬂ unit 1605 will
be described below with reference to a flowchart exemplified in Fig. 19.

[0213]

First, a user, an administrator or the like (unillustrated) requests the
reproduction instruction unit 1607 to reproduce an operating state of the
analysis target device 100 at a specific timing, in the reproduction target
device 1600.

[0214]

In accordance with the request, the reproduction instruction unit
1607 transmits a reproduction request for instructing reproduction of the

specific operating state in the analysis target device 100, to the player
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1608 (Step S1901).

[0215]

Next, the player 1608 requests reproduction data at the specific
timing to the data reader 1609 (Step S1902). In this case, the player 1608
transmits information by which an operating state to be reproduced can be
specified (such as time information indicating the specific timing, and
label information), to the data reader 1609.

[0216]

The data reader 1609 that has received the request in Step S1902
reads saved data into the high-speed repository 109 from the analysis
storage 110 (Step S1903). In this case, the data reader 1609 reads saved
data acquired or saved at a time closest to the specific timing specified in
Step S1902, into the high-speed repository 109. The data reader 1609
may read saved data assigned with a specific label into the high-speed
repository 109.

[0217]

Next, the data reader 1609 generates reproduction data, in
accordance with the saved data read into the high-speed repository 109,
and transmits the generated reproduction data to the player (Step S1904).
A specific method of generating reproduction data from saved data is as
described above.

[0218]

Next, the player 1608 loads (sets) the reproduction data received
from the data reader 1609 in Step S1904 into the processor 1601 and the
memory unit 1602 (Step S1905).

[0219]

The reproduction unit 1605 according to the present example
embodiment may continuously repeat Steps S1901 to S1905. In this case,

saved data at the specific timing (or after the specific timing) are
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continuously read from the high-speed repository, and an operation of the
analysis target device 100 is continuously reproduced in the reproduction
target device 1600.

[0220]

The reproduction unit 1605 according to the present example
embodiment configured as described above is able to reproduce an
operating state of the analysis target device 100 at a specific timing in the
reproduction target device 1600, in accordance with saved data saved in
the high-speed repository 109 or the analysis storage 110. Consequently,
for example, a state of operational processing in the analysis target device
100 at the specific timing such as occurrence of an incident can be
analyzed in another reproduction target device 1600.

[0221]

Further, the reproduction unit 1605 is able to slow an operation
(lower an operating clock) of the processor 1601 in the reproduction target
device 1600. Consequently, it becomes easy to analyze an operating state
reproduced in the reproduction target device 1600.

[0222]

The analysis unit 1606 having a similar configuration to the
analysis device 104 according to the first example embodiment saves saved
data into the high-speed repository 109 and the analysis storage 110.
Consequently, the analysis device according to the present example
embodiment provides a similar effect to the first example embodiment.

[0223]

In the above description, although it is described that the
reproduction instruction unit 1607 notifies a reproduction request to the
player 1608, the present example embodiment is not limited thereto. For
example, the reproduction instruction unit 1607 may notify a reproduction

request to the data reader 1609. The data reader 1609 may generate
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reproduction data, in accordance with such a reproduction request, and
notify the reproduction data to the player 1608. In other words, a
component in the reproduction unit 1605 that interprets a reproduction
request can be appropriately selected.

[0224]

<Modified Example of Second Example Embodiment>

In the following, a modified example of the second example
embodiment described above will be described. The present modified
example differs from the second example embodiment, in that a plurality of
reproduction target devices 1600 is included. The remaining
configuration according to the present modified example may be similar to
the second example embodiment. As exemplified in Fig. 20, a plurality
of players 1608 is included, according to the present modified example.

A configuration of the player 1608 itself may be similar to the second
example embodiment, and therefore detailed description is omitted. In
Fig. 20, some of the components of the analysis device 2001 exemplified in
Fig. 16 are not illustrated for convenience of description. The
components not illustrated in Fig. 20 may be considered similar to the
components exemplified in Fig. 16, and therefore detailed description is
omitted.

[0225]

In accordance with requests from a plurality of players 1608, a data
reader 2003 according to the present example embodiment provides
reproduction data to each player 1608. In this case, the data reader 2003
may provide same reproduction data or may provide different reproduction
data, to the plurality of players 1608.

[0226]

Specifically, in the flowchart exemplified in Fig. 19, Step S1902 is
performed by a plurality of players 1608. The data reader 2003 is
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notified of requests for reproduction data from the plurality of players
1608.

[0227]

In Step S1904 exemplified in Fig. 19, the data reader 2003
transmits reproduction data to each of the plurality of players 1608.

[0228]

The remaining processing may be considered similar to the first
example embodiment, and therefore detailed description is omitted.

[0229]

A reproduction unit 2002 according to the present modified
example configured as described above is able to reproduce a specific
operating state in the analysis target device 100 in a plurality of
reproduction target devices 1600. The reason is that a player 1608 is
provided for each of a plurality of reproduction target devices 1600, and
the data reader 2003 transmits reproduction data to the plurality of players
1608.

[0230]

Consequently, the reproduction unit 2002 according to the present
modified example enables analysis of a state of operational processing in
the analysis target device 100 by concurrently using a plurality of
reproduction target devices 1600. Therefore, a time required for analysis
processing can be reduced.

[0231]

While two reproduction target devices 1600 are exemplified in the
configuration exemplified in Fig. 20, the present example embodiment is
not limited thereto. Any number of reproduction target devices 1600 may
be employed.

[0232]

<Third Example Embodiment>
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Next, a third example embodiment of the present invention will be
described.

[0233]

First, an analysis device 2104 according to the present example
embodiment will be described with reference to Fig. 21. Fig. 21 is a
block diagram exemplifying a functional configuration of the analysis
device 2104 according to the present example embodiment.

[0234]

An analysis target system 2100 includes a first processing unit 2101
and a second processing unit 2102 communicably connected to the first
processing unit. The first processing unit 2101 and the second processing
unit 2102 may be communicably connected through any communication bus
2103.

[0235]

The first processing unit 2101 performs any processing, and stores
a state of the processing as first state information 2101a. The first state
information 2101a according to the present example embodiment may be
acquired or set from outside the first processing unit 2’101.

[0236]

The second processing unit 2102 performs any processing, and
stores a state of the processing as second state information 2102a. The
second state information 2102a according to the present example
embodiment may be acquired or set from outside the second processing
unit 2102.

[0237]

Such first processing unit and second processing unit may be, for
example, any devices communicably connected through any
communication line (communication bus). More specifically, the first

processing unit and the second processing unit may be, for example,
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various types of devices connected by a communication bus such as
peripheral component interconnect (PCI), small computer system interface
(SCSI), and universal serial bus (USB). Further, the first processing unit
and the second processing unit may be, for example, devices including a
communication function, and communicably connected by a wireless or
wired communication network. For example, a local area network (LAN),
the Internet, and the like may be employed as such a communication
network.

[0238]

The analysis device 2104 according to the present example
embodiment analyzes a state of the analysis target system 2100 configured
as described above. The analysis device 2104 includes a dispatcher 2105,
a data mapper 2106, a data writer 2107, a collection policy 2108, and a
first storage device 2109. Each component will be described below.

[0239]

The dispatcher 2105 according to the present example embodiment
is communicably connected to the first processing unit 2101 and the second
processing unit 2102, and acquires data (transmission-reception target
data) being transmitted and received between the first processing unit and
the second processing unit.

[0240]

The dispatcher 2105 may acquire the transmission-reception target
data through the communication bus 2103. Further, the dispatcher 2105
may directly acquire the transmission-reception target data from the first
processing unit 2101 and the second processing unit 2102.

[0241]

Specifically, for example, the dispatcher 2105 may acquire various
types of data and commands transmitted and received between the first

processing unit 2101 and the second processing unit 2102, respectively
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being various types of devices connected to the communication bus such as
a PCI bus. Further, for example, the dispatcher 2105 may acquire various
types of data transmitted and received between the first processing unit
2101 and the second processing unit 2102, respectively being devices
connected to any communication network.

[0242]

The dispatcher 2105 generates collection target data that can
reproduce a state of the analysis target system 2100, in accordance with the
acquired data. It is assumed here that a state of the analysis target system
2100 according to the present example embodiment can be represented by
use of at least either one of the first state information 2101a and the second
state information 2102a. In other words, collection target data generated
by the dispatcher 2105 include at least one of the first state information
2101a and the second state information 2102a at a specific time point.

[0243]

In the following, the data mapper 2106 according to the present
example embodiment will be described. The data mapper 2106 assigns,
to one or more areas included in the collection target data generated in the
dispatcher 2105, tag information that can identify the area.

[0244]

For example, similarly to the data mapper 106 described in the first
example embodiment, the data mapper 2106 divides the first state
information 2101a included in collection target data into a plurality of
areas. Specifically, the data mapper 2106 divides the first state
information 2101a included in the collection target data into a plurality of
areas, in accordance with a range of a storage area, in the first processing
unit 2101, in which the first state information 2101a is saved. Then, the
data mapper 2106 assigns tag information to each of the divided areas.

Similarly, for example, the data mapper 2106 divides the second state
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information 2102a included in collection target data into a plurality of
areas, in accordance with a range of a storage area, in the second
processing unit 2102, in which the second state information 2102a included
in the collection target data is saved. Then, the data mapper 2106 assigns
tag information to each of the divided areas.

[0245]

Further, not being limited to the above, for example, the data
mapper 2106 may assign a tag to a specific area included in collection
target data, depending on a type and an attribute of transmission-reception
target data being a source of the collection target data. Spécifically, for
example, when the transmission-reception target data are data transmitted
and received on a PCI bus, the data mapper 2106 may assign tag
information to a specific area included in the collection target data,
depending on a type of a PCI bus command included in the data.

[0246]

Further, when the transmission-reception target data are
communication packets transmitted and received in a communication
network, the data mapper 2106 may assign tag information to a specific
area included in the collection target data, depending on destination
information of the communication packet. The specific area to which tag
information is assigned may be predetermined, depending on a type of the
transmission-reception target data.

[0247]

In the following, the collection policy 2108 according to the present
example embodiment will be described. The collection policy 2108
includes a first policy. Such a first policy is a policy defining a
procedure of saving the collection target data assigned with the tag
information into the first storage device 2109 with a certain storage

capacity, in accordance with the tag information. The collection policy
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2108 may be referred from the data writer 2107.

[0248]

The collection policy 2108 may define a saving method so as to
séve a large amount of collection target data assigned with specific tag
information, and to save a relatively small amount of collection target data
assigned with another type of tag information.

[0249]

In the following, the data writer 2107 according to the present
example embodiment will be described. The data writer 2107 saves one
or more areas to which the tag information is assigned by the data mapper
2106, into the first storage device 2109, in accordance with the first policy.

[0250]

With the collection policy 2108 and the data writer 2107, being
configured as described above, the analysis device 2104 is able to, for
example, record only a specific area in collection target data. Further,
the analysis device 2104 is able to, for example, change a saving method
for each area in collection target data. That is, the analysis device 2104
is able to adjust a size and a saving method of saved data saved in the first
storage device 2109. Consequently, the analysis device 2104 is able to
economize on a storage capacity of the first storage device 2109 to
accumulate a larger amount of saved data.

[0251]

In the following, the first storage device 2109 according to the
present example embodiment will be described. The first storage device
2109 is a storage device having a certain storage capacity.

[0252]

The analysis device 2104 according to the present example
embodiment configured as described above generates collection target data

representing a state of the analysis target system 2100 from
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transmission-reception target data being transmitted and received between
the first processing unit 2101 and the second processing unit 2102.  Then,
the analysis device 2104 stores at least part of the collection target data
into the first storage device 2109 with a certain capacity, in accordance
with the collection policy 2108 defining a method of saving the collection
target data.

[0253]

Since the analysis device 2104 is able to change a saving method
for each area in collection target data, a storage area in the first storage
device 2109 with a certain storage capacity can be effectively used. In
other words, the analysis device 2104 according to the present example
embodiment is able to save a larger amount of data by which a state of the
analysis target system 2100 can be reproduced, by use of a storage device
with a limited storage capacity.

[0254]

The analysis device 2104 according to the present example
embodiment may be combined with the analysis devices (104, 1604, and
2001) according to the aforementioned respective example embodiments.
That is, the analysis device (104, 1604, or 2001) according to each of the
aforementioned example embodiments saves data by which a state of
operational processing in the processor and the memory unit constituting
the analysis target device (analysis target system) can be reproduced. In
addition, the analysis device 2104 according to the present example
embodiment saves data by which a state of another component (such as a
device other than the processor and the memory unit) constituting the
analysis target device (analysis target system) can be reproduced.

[0255]

Consequently, for example, when the analysis device according to

each of the aforementioned example embodiments reproduces a state of
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operational processing in the analysis target device (analysis target
system), a state of another component in the analysis target device can be
additionally reproduced. In this case, states of the processor, the memory
unit, and the other component in the analysis target device are reproduced,
and therefore an operating state of the analysis target device can be more
precisely reproduced.

[0256]

<Fourth Example Embodiment>

Next a fourth example embodiment of the present invention will be
described.

[0257]

In the following, an analysis target device 2200 and an analysis
device 2204, according to the present example embodiment, will be
described with reference to Fig. 22.

[0258]

The analysis target device 2200 includes a processor 2201 and a
memory unit 2202 communicably connected to the processor. The
analysis target device performs any operational processing by use of the
processor 2201 and the memory unit 2202.

The analysis device 2204 includes a dispatcher 2205, a data mapper
2206, a data writer 2207, a holding unit including a first policy 2208, and a
first storage device 2209. Each component will be described below.

[0259] '

First, the dispatcher 2205 according to the present example
embodiment is communicably connected to the analysis target device 2200.
In this case, the dispatcher 2205 may be communicably connected to the
processor 2201 and the memory unit 2202. The dispatcher 2205
generates collection target data which can reproduce at least part of a state

of operational processing in the analysis target device 2200, in accordance
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with data being transmitted and received between the processor 2201 and
the memory unit 2202 (“transmission-reception target data™).

[0260]

The dispatcher 2205 according to the present example embodiment
may be similar to the dispatcher 105 according to the first example
embodiment.

[0261]

In the following, the data mapper 2206 according to the present
example embodiment will be described. The data mapper 2206 assigns,
to one or more areas included in the collection target data generated in the
dispatcher 2205, tag information for identifying the area. The data
mapper 2206 may acquire the collection target data from the dispatcher
2205. Further, the dispatcher 2205 may set the collection target data to
the data mapper 2206.

[0262]

The data mapper 2206 according to the present example
embodiment may be, for example, similar to the data mapper 106 according
to the first example embodiment.

[0263]

Next, the first policy 2208 according to the present example
embodiment will be described. The first policy 2208 defines a procedure
of saving collection target data into the first storage device 2209 with a
certain storage capacity, by use of tag information. The first policy 2208
may be referable from the data writer 2207.

[0264]

The first policy 2208 according to the present example embodiment
may be, for example, similar to the collection policy 107a according to the
first example embodiment.

[0265]
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In the following, the data writer 2207 according to the present

example embodiment will be described. The data writer 2207 saves the
one or more areas into the first storage device 2209, in accordance with the
first policy. The data writer 2207 may acquire collection target data from
the data mapper 2206. Further, the data mapper 2206 may set collection
target data to the data writer 2207.

[0266]

The data writer 2207 according to the present example embodiment
may be, for example, similar to the data writer 107 according to the first
example embodiment.

[0267]

In the following, the first storage device 2209 according to the
present example embodiment will be described. The first storage device
2209 is a storage device with a certain storage capacity. The first storage
device 2209 may acquire data being a save target from the data writer 2207.
Further, the data writer 2207 may set (write) data being a save target into
the first storage device 2209.

[0268]

The first storage device 2209 according to the present example
embodiment may be, for example, similar to the high-speed repository 109
according to the first example embodiment.

[0269]

The first policy 2208 and the first storage device 2209, according to
the present example embodiment, may be provided by any external
apparatus communicably connected to the analysis device 2204. In other
words, arrangement of the first policy 2208 and the first storage device
2209 may be appropriately determined.

[0270]

The analysis device 2204 according to the present example
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embodiment configured as described above generates collection target data
representing a state of the analysis target device 2200, from
transmission-reception target data being transmitted and received between
the processor 2201 and the memory unit 2202. Then, the analysis device
2204 stores (saves) one or more areas included in the collection target data
into the first storage device 2209 with a certain capacity, in accordance
with the first policy 2208 which defines a method for saving the collection
target data.

[0271]

The analysis device 2204 according to the present example
embodiment is able to change a saving method for each area included in
collection target data, in accordance with the first policy 2208.
Consequently, the analysis device 2204 is able to effectively use a storage
area in the first storage device 2209 with a certain storage capacity. In
other words, the analysis device 2204 according to the present example
embodiment is able to save a larger amount of data by which a state of the
analysis target device 2200 can be reproduced, by use of a storage device
with a limited storage capacity.

[0272]

< Configurations of Hardware and Software Program (Computer
Program) >

A hardware configuration capable of providing the respective
example embodiments described above will be described below.

{0273]

In the description below, the analysis devices (reference signs 104,
1604, 2104, and 2204) may be collectively referred to as the “analysis
device.” Each of the components of the data analysis device may be
collectively referred to as a “component of the analysis device.” Such a

component of the analysis device may include, for example, the dispatcher
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(such as reference signs 105, 1801, 2105, and 2205). Such a component

of the analysis device may include, for example, the data mapper (such as
reference signs 106, 2106, and 2206). Such a component of the analysis
device may include, for example, the data writer (such as reference signs
107, 1301, 1802, 2107, and 2207). Such a component of the analysis
device may include, for example, the collection policy (such as reference
signs 107a, 1301a, and 2108), or the first policy (such as reference sign
2208). Such a component of the analysis device may include, for
example, the high-speed repository or the first storage device (reference
signs 109, 2109, and 2209). Such a component of the analysis device
may include, for example, the analysis storage (reference sign 110), the
player (reference sign 1608), the data reader (reference signs 1609 and
2003), and the reproduction instruction unit (reference sign 1607).

[0274] ;

The analysis device described in each of the aforementioned
example embodiments may be configured by a dedicated hardware
apparatus. In that case, respective components illustrated in the
aforementioned drawings may be provided as hardware (such as an
integrated circuit implemented with processing logic) integrating the
components in part or in whole.

[0275]

For example, when respective components are provided by
hardware, an integrated circuit capable of providing functions of the
components may be implemented by a system-on-a-chip (SoC) or the like.
In this case, for example, data held by the respective components may be
stored in an RAM area or a flash memory area integrated as an SoC.

[0276]

In this case, a known communication bus may be employed as a

communication line connecting the respective components. Further, the
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communication line connecting the respective components is not limited to
bus connection, and the respective components may be interconnected on a
peer-to-peer basis.

[0277]

Further, the aforementioned analysis device may be configured with
hardware as exemplified in Fig. 23 and various types of software programs
(computer programs) executed by such hardware.

[0278]

A processor 2301 in Fig. 23 is an processing device such as a
general-purpose central processing unit (CPU) and a microprocessor.

The processor 2301 may, for example, read various types of software
programs stored in a non-volatile storage device 2303 (to be described
later) into a storage device 2302, and perform processing, in accordance
with such software programs.

[0279]

The storage device 2302 is a memory device such as a random
access memory (RAM), being referable from the processor 2301, and stores
a software program, various types of data, and the like. The storage
device 2302 may be a volatile memory.

[0280]

The non-volatile storage device 2303 is, for example, a non-volatile
storage device such as a magnetic disk drive and a semiconductor storage
device with a flash memory. The non-volatile storage device 2303 may
record (save) various types of software programs, data, and the like.

[0281]

A network interface 2306 is an interface device connecting to a
communication network. For example, an interface device for wired and
wireless local area network (LAN) connection, or the like may be

employed as the network interface 2306.
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[0282]

For example, the analysis device according to the respective
example embodiments may be communicably connected to the monitoring
device (reference sign 112) used by a user of the analysis device
(unillustrated), or the sensor (reference sign 111), through the network
interface 2306.

[0283]

An external storage device 2304 is, for example, a device
performing read and write processing of data with respect to an external
storage medium 2305 (to be described later).

[0284]

The external storage medium 2305 is, for example, any
data-recordable storage medium such as an optical disk, a magneto-optical
disk, and a semiconductor flash memory.

[0285]

An input-output interface 2307 is a device controlling input from
and output to an external apparatus.

[0286]

For example, an input from the sensor 111 according to the
respective example embodiments may be input to the record management
unit (such as reference sign 108) through the input-output interface 2307.

[0287]

The present invention described with the respective example
embodiments as examples may be provided by configuring the analysis
device with the hardware apparatus exemplified in Fig. 23, and supplying a
software program capable of providing a function described in the
respective example embodiments to such an apparatus. In this case, the
present invention may be achieved by the processor 2301 executing the

software program supplied to such an apparatus.
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[0288]

Each unit illustrated in each drawing according to the
aforementioned example embodiments can be provided as a software
module that is a function (processing) unit of the software program
executed by the aforementioned hardware. However, allocation of each
software module illustrated in the drawings is a configuration for
convenience of description, and various configurations may be considered
in implementation.

[0289]

For example, when respective units exemplified in Figs. 1, 2, 12, 13,
16, 17, 18, 20, 21, and 22 are provided as software modules, the software
modules may be stored in the non-volatile storage device 2303. Then, the
processor 2301 may read the software modules into the storage device 2302
when each type of processing is executed.

[0290]

Further, the software modules may be configured to transfer various
types of data to one another by use of an appropriate method such as a
shared memory and inter-process communication. With such a
configuration, the software modules can be communicably connected with
one another.

[0291]

The respective software programs may be recorded in the external
storage medium 2305. The analysis device may be so configured that the
software programs are stored in the non-volatiie storage device 2303
through the external storage device 2304, in a shipping stage or an
operating stage of the analysis device.

[0292]

The mapping data (reference sign 106a), the collection policy

(reference signs 107a, 1301a, and 2108), and the first policy (such as
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reference sign 2208) described in the respective example embodiments may
be stored in the storage device 2302 and the non-volatile storage device
2303 by use of a suitable file system, a database, and the like.

[0293]

In the case described above, a supply method of various types of
software programs to the analysis device may employ a method of
installation into the device by use of an appropriate tool, in a
manufacturing stage before shipping, a maintenance stage after shipping,
or the like.  Further, the supply method of various types of software
programs may employ a currently common procedure such as an external
downloading method through a communication line such as the Internet.

[0294]

In such a case, the present invention may be considered to be
configured with a code constituting a software program, or a
computer-readable storage medium in which such a code is recorded.

[0295]

The present invention has been described above as examples
applied to the aforementioned exemplary example embodiments.
However, the technical scope of the present invention is not limited to the
respective aforementioned example embodiments. It is obvious to a
person skilled in the art that various changes or modifications can be made
to such example embodiments. In such a case, a new example
embodiment with such a change or modification can be included in the
technical scope of the present invention. Further, an example
embodiment combining the respective example embodiments described
above can be included in the technical scope of the present invention.
This is obvious from matters described in CLAIMS.
[Industrial Applicability]

[0296]
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The present invention is applicable to, for example, an analysis
processing apparatus analyzing an operation state of an information
processing apparatus, and the like. More specifically, for example, the
present invention is applicable to an analysis device capable of providing a
live forensics technique of analyzing an execution state of a malicious
program in an information processing apparatus, and the like.

This application claims priority based on Japanese Patent
Application No. 2014-131309 filed on June 26, 2014, the disclosure of
which is hereby incorporated by reference thereto in its entirety.
[Reference signs List]

[0297]

100  Analysis target device

101 Processor

102 Memory unit

103 Communication bus

104 Analysis device

105 Dispatcher

106  Data mapper

106a Mapping data

107 Data writer

107a Collection policy

108 Record management unit

109 High-speed repository

110 Analysis storage

111 Sensor

112 Monitoring device

200 VMM

1201 Map generator

1301 Data writer
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1301a Collection policy

1600
1601
1602
1603
1604
1605
1607
1608
1609
1701
1801
1802
1803
2001
2002
2003
2100
2101
2102
2104
2105
2106
2107
2108
2109
2200
2201
2202

Reproduction target device
Processor

Memory unit
Communication bus
Analysis device
Reproduction unit
Reproduction instruction unit
Player

Data reader
Reproduction device
Dispatcher

Data writer

Record management unit
Analysis device
Reproduction unit

Data reader

Analysis target system
First processing unit
Second processing unit
Analysis device
Dispatcher

Data mapper

Data writer

Collection policy
First storage device
Analysis target device
Processor

Memory unit
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Analysis device
Dispatcher

Data mapper

Data writer

First policy

First storage device
Processor

Storage device
Non-volatile storage device
External storage device
External storage medium
Network interface

Input-output interface
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CLAIMS
1. An analysis apparatus comprising:

a dispatcher that is configured to be communicably connected to an
analysis target device that performs operational processing by use of a
processor and a memory unit, which is communicably connected to the
processor, and to generate collection target data for reproducing at least
part of a state of the operational processing in the analysis target device, in
accordance with data being transmitted and received between the processor
and the memory unit;

a data mapper that is configured to assign, to one or more areas
included in the collection target data, tag information for identifying the
area; and

a data writer that is configured to save the one or more areas into a
first storage device with a specific storage capacity, in accordance with a
first policy defining, by use of the tag information, a procedure of saving
the collection target data into the first storage device, wherein the data
writer saves saved data that indicates a relation between the tag
information, save-target data that are included in the one or more areas
assigned with the tag information, and record timing information, into the
first storage device, the record timing information indicating a timing
when the saved data is recorded,

the data mapper assigns the tag information with respect to the one
or more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and

the data writer saves the saved data being saved in the first storage
device into a second storage device, in accordance with a second policy

defining a procedure of saving the saved data saved in the first storage
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device into the second storage device.
2. The analysis apparatus according to Claim 1, wherein

the collection target data include at least one of data representing
an operating state of the processor and data stored in the memory unit,

when the data being a source of the collection target data is acquired.
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3. The analysis apparatus according to Claim 1, wherein

for each of one or more pieces of the tag information, the first
policy includes information for specifying a storage area into which the
saved data associated with the piece of the tag information are saved in the
first storage device, and information indicating a saving method used to
saving the saved data into the storage area, and

the data writer saves the saved data into the first storage device, in
accordance with the first policy.
4. The analysis apparatus according to Claim 3, wherein

the saving method of the saved data is a method that is able to
specify an area into which a new piece of the saved data is saved , among

areas into which the saved data are saved in the first storage device.

5. The analysis apparatus according to Claim 4, wherein
the mapping data indicate a relation between memory-area
specification information that specifies one or more areas which are

included in the collection target data, based at least part on an area in the
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memory unit into which stored data which are included in the collection

target data are stored, and the tag information for identifying the one or
more areas which are included in the collection target data, and
the data mapper assigns the tag information with respect to the one
or more areas included in the collection target data, in accordance with the
mapping data.
6. The analysis apparatus according to Claim 5, further comprising:
a map generator that is configured to
divide stored data included in the collection target data into
a plurality of areas, in accordance with information representing an
architecture of the analysis target device, and
generate the mapping data indicating, for each of a plurality
of the divided areas, a relation between the memory-area specification
information for specifying the divided area, and the tag information for
identifying an area specified by the memory-area specification

information.

7. The analysis apparatus according to Claim 1, wherein
the second policy includes
accumulation necessity information for specifying whether

or not to
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save the saved data saved in the first storage device into the second storage
device, and
accumulation method information for at least specifying a

trigger for saving the saved data saved in the first storage device into the
second storage device, and,

when the data writer determines to save the saved data saved in the
first storage device into the second storage device, in accordance with the
accumulation necessity information set to the second policy, the data
writer saves at least part of the saved data saved in the first storage device
into the second storage device, by detecting the trigger in accordance with
the accumulation method information.
8. The analysis apparatus according to Claim 7, wherein

when deleting the saved data, from the first storage device, being
already saved in the first storage device,

the data writer determines whether or not to save the saved data to
be deleted from the first storage device into the second storage device, in
accordance with the first policy or the second policy, and saves the saved
data to be deleted from the first storage device, into the second storage
device in accordance with the determination.
9. The analysis apparatus according to Claim 7 or 8, further
comprising record management means for notifying the data writer of a
request for saving the saved data saved in the first storage device into the
second storage device, wherein

the data writer saves the saved data saved in the first storage device
into the second storage device, in accordance with the request received

from the record management means.
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10. The analysis apparatus according to Claim 9, wherein

the record management means is configured to be communicably
connected to a sensor for detecting a predetermined event that can affect
operational processing in the analysis target device, and to notify the data
writer of the request, in accordance with detection information about the
predetermined event being notified by the sensor.
11. The analysis apparatus according to any one of Claims 5 to 10,
further comprising, at least a same number of the dispatchers as the
analysis target devices, and at least a same number of the data mappers as
the dispatchers, when a plurality of the analysis target devices exist,
wherein

different dispatchers are communicably connected to a plurality of
the analysis apparatuses respectively,

different mappers assign, to one or more areas included in the
collection target data generated respectively in the different dispatchers,
tag information for identifying the area,

the first policy includes, for each of one or more pieces of the tag
information, information for identifying the different dispatchers,
information for specifying a storage area into which the saved data
associated with the piece of the tag information are saved in the first
storage device, and information indicating a saving method of saving the
saved data into a storage area specified by the information, and

the data writer saves the one or more areas included in the
collection target data into the first storage device as the saved data, in
accordance with the first policy.
12. The analysis apparatus according to any one of Claims 5 to 11,

further comprising:



10

15

20

25

88

a data reader that is configured
to extract one or more pieces of the saved data saved in the
first storage device,
to extract the tag information, being set to the piece of the
saved data, and the save-target data, for each of the extracted one or more
pieces of the saved data, and,
to generate, by referring to the mapping data, reproduction
data in which the extracted save-target data are arranged in an area
associated with the extracted tag information; and
a player that is configured
to be communicably connected to a reproduction target
device performing operational processing by use of a processor and a
memory unit which is communicably connected to the processor, and,
in accordance with the reproduction data generated in the
data reader, to load data, stored in the memory unit in the analysis target
device, into the memory unit in the reproduction target device, when the
reproduction data include the data stored in the memory unit in the analysis
target device, and,
in accordance with the reproduction data generated in the
data reader, to load data, included in the reproduction data and
representing an operating state of the processor in the analysis target
device, into the processor in the reproduction target device, when the
reproduction data include the data representing the operating state of the
processor in the analysis target device.
13. The analysis apparatus according to Claim 12, wherein
the data reader reads, by referring to the first storage device, one or

more pieces of the saved data having the the record timing information to

which a same timing is set, among the saved data saved in the first storage



10

15

20

25

30

89

device.
14. The analysis apparatus according to Claim 13, wherein

when loading the reproduction data into the processor in the
reproduction target device or the memory unit in the reproduction target
device, the player lowers a processing speed of the processor in the
reproduction target device.
15. The analysis apparatus according to any one of Claims 12 to 14,
further comprising a same number of the players as a plurality of the
reproduction target devices, when a plurality of the reproduction target
devices exist, wherein

the players different from one another among a plurality of the
players are communicably connected to the respective reproduction target
devices among the plurality of the reproduction target devices, and,

in accordance with the reproduction data generated in the
respective data reader, each of the plurality of the players,

loads data stored in the memory unit in the analysis target
device into the memory unit in the reproduction target device connected to
the player, when the data stored in the memory unit in the analysis target
device are included in the reproduction data, and,
loads data representing an operating state of the processor in

the analysis target device into a processor in the reproduction target device
connected to the player, when data representing the operating state of the

processor in the analysis target device are included in the reproduction

data.
16. The analysis apparatus according to any one of Claims 1 to 15,
wherein

the dispatcher generates the collection target data, in accordance
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with a sampling interval being set.

17. The analysis apparatus according to Claim 3, wherein
the saving method of the saved data is
a method that is able to determine whether or not a new
piece of the saved data can be saved into an area in which the saved data
are already saved in the first storage device.
18. An analysis apparatus comprising:
a dispatcher that is configured to
be communicably connected to an analysis target system
including a first processing unit performing processing and storing a state
of the processing as first state information, and a second processing unit
communicably connected to the first processing unit performing processing
and storing a state of the processing as second state information,
to acquire data being transmitted and received between the
first processing unit and the second processing unit, and,
in accordance with the acquired data, to generate collection
target data for reproducing a state of the analysis target system, by
reproducing at least one of the first state information and the second state
information;

a data mapper that is configured to assign, to one or more areas
included in the collection target data, tag information for identifying the
area; and

a data writer that is configured to save the one or more areas into a
first storage device with a specific storage capacity, in accordance with a
first policy defining, by use of the tag information, a procedure of saving
the collection target data into the first storage device, wherein the data

writer saves saved data that indicates a relation between the tag
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information, save-target data that are included in the one or more areas
assigned with the tag information, and record timing information, into the
first storage device, the record timing information indicating a timing
when the saved data is recorded,

the data mapper assigns the tag information with respect to the one
or more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and
the data writer saves the saved data being saved in the first storage device
into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the

second storage device.
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19. An analysis method comprising, by an information processing
apparatus:

generating collection target data for reproducing at least part of a
state of operational processing in an analysis target device, in accordance
with data being transmitted and received between a processor and a
memory unit being communicably connected to the processor in the
analysis target device that performs operational processing by use of the
processor and the memory unit;

assigning, with respect to one or more areas included in the
collection target data, tag information for identifying the area; and

saving the one or more areas into a first storage device with a
specific storage capacity, in accordance with a first policy defining, by use
of the tag information, a procedure of saving the collection target data into
the first storage device, wherein a data writer saves saved data that
indicates a relation between the tag information, save-target data that are
included in the one or more areas assigned with the tag information, and
record timing information, into the first storage device, the record timing
information indicating a timing when the saved data is recorded,

a data mapper assigns the tag information with respect to the one or
more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and
the data writer saves the saved data being saved in the first storage device
into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the

second storage device.
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20. A storage medium recording a computer program causing a
computer that is configured to analyze a state of operational processing in
an analysis target device that performs operational processing by use of a
processor and a memory unit communicably connected to the processor, to
perform:

processing of generating collection target data for reproducing at
least part of a state of operational processing in the analysis target device,
in accordance with data being transmitted and received between the
processor and the memory unit in the analysis target device;

processing of assigning, with respect to one or more areas included
in the collection target data, tag information for identifying the area; and

processing of saving the one or more areas into a first storage

device with a specific storage capacity, in accordance with a first policy
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defining, by use of the tag information, a procedure of saving the
collection target data into the first storage device wherein a data writer
saves saved data that indicates a relation between the tag information,
save-target data that are included in the one or more areas assigned with
the tag information, and record timing information, into the first storage
device, the record timing information indicating a timing when the saved
data is recorded,

a data mapper assigns the tag information with respect to the one or
more areas included in the collection target data, in accordance with
mapping data indicating a relation between information for specifying the
one or more areas which are included in the collection target data, and the
tag information for identifying the area, and
the data writer saves the saved data being saved in the first storage device
into a second storage device, in accordance with a second policy defining a
procedure of saving the saved data saved in the first storage device into the

second storage device.



