
In response to that a logical processor running on a physical processor core generates a 
trusted execution environment entry event through an approach provided by a virtual 

machine monitor, label the logical processor with a state of expecting to enter a trusted 
execution environment

102

104

In response to determining that all logical processors corresponding to the physical 
processor core are labeled with the state of expecting to enter a trusted execution 

environment, separately control each one of the logical processors to enter a trusted 
execution environment built on the physical processor core
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In response to that a logical processor running on the physical processor core generates a trusted 
execution environment exit event, label the logical processor that generates the trusted execution 
environment exit event with a state of expecting to exit a trusted execution environment, or clear 
the state of expecting to enter a trusted execution environment with which the logical processor 

that generates the trusted execution environment exit event is labeled

402

404

Separately control each logical processor to exit the trusted execution environment built on the 
physical processor core in response to determining that all the logical processors corresponding 
to the physical processor core are labeled with the state of expecting to exit a trusted execution 

environment or the state of expecting to enter a trusted execution environment with which all the 
logical processors corresponding to the physical processor core are labeled has been cleared

Fig. 4 
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