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METHODS AND SYSTEMS FOR PKI-BASED AUTHENTICATION
CROSS REFERENCE TO RELATED APPLICATIONS

16061} This application is an intemational application of and clavus the benefit of the
filing date of U.S. Non-Provisional Application No. 14/941,364, filed on November 13, 2015,
which is herein incorporated by reference n its entirety for all purposcs

BACKGROUND
[6602] Client authentication is critical for maintaining the integrity and security of
clectronic transactions and communications. However, existing authentication techniques can
suffer from certain drawbacks. For example, a keyed-hash megssage authentication code
(HMAC) protects the integrity and authenticity of a message via a cryptographic hash
function in combination with a secret crvptographic key. However, the secret key must be
shared between the sender and the receiver of the message, thus increasing the nisk of leakage
of the key. Also, solutions based on public kev mnfrastructure (PKI) such as muteal SSE are
typically expensive to setup and maintain because such solutions typically require the
maintenance of both private and public keys in a relatively insecure environment, such as a
perimeter network. Furthermore, solutions hke mutual SSL implement authentication at a
fevel below the apphication level, making it difficult for higher-level applications to map a

subject in such solutions to a principal that needs to be authenticated.

[6803] Embodiments of the present invention address these problems and other problems

individually and coliectively.

BRIEF SUMMARY
[6004] Embodiments are provided for authenticating API messages using PKi-based
authentication technigues. According to some crbodiments, a computer-implemented
method s provided. The method comprises receiving, by a first computer in a first low
security zone of a first system, a first application programming interface (AP message from
a second system for a first service provided by the first svstem, the first system comprising a
first high security zone behind a first firewall and the first low security zone m front of the

first firewall, the second system comprising a second high security zone behind a second
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firewall and a second low security zone in front of the second firewall, the first AP message
generated by a second computer in the second high security zone of the second system using
a cryptographic algorithm and a private key associated with the second system,
authenticating, by the first computer i the first low security zone of the first system, the first
API message using the cryptographic algorithm and a public key that corresponds to the
private key associated with the second system, and transmitting the authenticated first APL

message to a third computer in the first high security zone of the first network.

10603]  In some embodiments, the first AP message can comprise a key identifier
associated with the public keov, and authenticating the first AP message can comprise
retrieving the public kev using the kev identitier. The cryptographic algorithm can comprise

RSA-SHAZ or elliptic curve digital signature algorithm (HCDSA).

[3006] The cryptographic algorithm can comprise a hash function and a decryption
function, and authenticating the first API message can comprise obtaining a signature token
from the first APl message, generating data to sign based on the first AP message, applying
the hash function to the data to sign to obtain a hash, applyving the decryption function to at
least a portion of the signature token and the public key to obtam decrypted signature data,

and determining whether the hash matches the decrypted signature data.

[B807] The first APl message can compnise a method, a resource identifier, a message
header, and a message body, and generating the data to sign based on the first AP message
can comprise obtaining a tumestamp from the signature token, obtaining a header hash of at
least a portion of the message header, obtaining a body hash of at least a portion of the
message body, and combining the timestamp, the header hash, the body hash, the method and

the resource identifier to generate the data to sign.

[0638] Authenticating the first API message can comprise verifving a timestamp associated
with the first APE message to ensure that the first AP message is received within a

predetermined threshold amount of time from a time indicated by the imestamp.

16009} The first AP message can comprise a key identifier and aathenticating the first API
message can comprise retrieving one or more allowable network addresses using the key
wdentifier, and verifying that a network address associated with the first AP message 1s

mcluded in the one or more allowable network addresses.
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13018} The third computer in the first high security zone of the first network can be
configured to decrypt at least a portion of the authenticated first APl message using a shared
secret to obtain decrvpted message data and to validate the decrvpted message data. The third
computer in the first high security zone of the first network can be further configured to route
the authenticated first AP message to a fourth computer in the first high security zone of the

first network that implements the first service provided by the first system.

{3611} A second AP message that corresponds to the first APT message can be generated,
by a fifth computer in the first high security zone of the first network, using the cryptographic
algorithm and a private key associated with the first svstem. The second API message can be
authenticated by a sixth computer in the second low secunity zone of the second system using

a public key that corresponds to the private kev associated with the first svstem.

[6612] According to embodiments, a first computer system is provided. The first computer
system comprising a first computer in a first high securnity zone of the first system, the first
computer comprising one of more processors configured to generate a first application
programunung mterface (AP message for a second computer system, the first computer
system comprising the first high security zone behind a first firewall and a first low security
zone in front of the first firewall, the second computer svstem comprising a second high
security zone behind a second firewall and a second low security zone in front of the second
firgwall, the first APl message being generated using a cryptographic algonithm and a first
private key associated with the first computer system, and provide a first public key that that
corresponds to the first private kev associated with the first computer system to the second
computer system, wherein the first public key is used by a second computer in the second low
security zone of the second computer system to authenticate the first APl message; and a
third computer in the first low security zone of the first computer system, the third computer
comprising one or more processors configured to receive a second APl message from the
second computer svsiem, the second AP message being generated by a fourth computer in
the second high security zone of the second computer system using the crvpiographic
algorithm and a second private key associated with the second computer system, and
authenticate the second API message using the cryptographic algorithm and a second public
key that corresponds with the second private key associated with the second computer

system.
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3613} In some embodiments, generating the first APl message can comprise generating a
digital signature of the first APl message using the cryptographic algorithm and the first
private key. The one or more processors of the first computer can be further configured to
recetve a first key identifier associated with the first public kev from the second computer
system, wherein the first key identifier is mcluded in the first APE message. The one or more
processors of the first computer can be further configured to encrypt at least a portion of first

APl message using a shared secret.

10614] The first computer system can further comprise a fifth computer comprising one or
more processors configured to receive the second public kev from the sccond computer
system; and provide a second kev identifier associated with the second public key to the
second computer system, wherein the second key identifier is inchuded in the second APL
message. The one or more processors of the fifth computer can be further configured to
provide a notification to the second computer system regarding expiration of the second
public key. Authenticating the second API message can comprise gbiaining, by the third
computer, the second key identifier from the second AP message and retrieving the second

public kev using the second key identifier.

{6815} The one or more processors of the third computer can be further configured to
transmit the authenticated second API message to a sixth computer in the first high security
zone of the first computer system, the sixth computer being configured to decrypt at least a

portion of the authenticated second AP message using a shared secret.

[6616] According to some embodiments, a computer system 1s provided. The computer
system comprises a memory that stores computer-executable nstructions; and one or more
processors in a low securnity zone of the computer svstem, the low security zone being in front
of a fircwall of the computer system, the one or more processors configured to access the
memory and execute the computer-executable instructions to at least: receive an authorization
request from a client of the computer system, the authorization request comprising one or
more user credentials of the client; transmit the authorization request to a second computer in
a high secunty zone of the computer system, the high security zone belund the firewall of the
computer system; receive from the second computer in the high security zone an
authorization response compnsing an authonzation token that is signed using a crvpiographic
algorithm and a private kev associated with the computer system; transmif the authorization

response o the client; receive a service request from the chient, the service request
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comprising the signed authorization token; authenticate the service request by vernifving the
signed authorization token using the cryptographic algorithm and a public key that
corresponds to the private key associated with the computer system; and transmit the
authenticated service request to a third computer in the first high security zone of the

computer system, the third computer configured to further process the service request.

[B817] In some embodiments, the second computer can be configured to encrypt the
authorization token using a shared secret and the third computer can be configured to decrypt

the authorization token using the shared secret.
[6018] These and other embodiments of the invention are described in further detail below.
BRIEF DESCRIPTION OF THE DRAWINGS

[6618] FIG. 1 illustrates an example svstem for implementing PKI-based message

authentication, in accordance with embodiments.

[B8286] FIG. 2 illustrates another example systern for implementing PKi-based message

authentication, 1n accordance with embodiments.

[6621] FIG. 3 illustrates an example process for signing a message, m accordance with

embodunents.

[6022] FIG. 4 dlustrates an cxample process for signing an API request, in accordance with

embodiments.

160231 FIG. 5 illustrates an example process for verifying a message, in accordance with

embodunents.

[6024] FIG. 6 dlustrates an cxaraple process for authenticating a signed AP request, in

accordance with embodiments.

16025]  FIG. 7 illustrates an example svstem for implementing PKi-based token

authentication, in accordance with embodimenis.

{6026} FIG. 8 illustrates an example process for implementing PKI-based token

authentication, in accordance with embodiments.

10627 FIG. 9 illustrates an example process for generating a signed authorization token, in

accordance with embodiments.
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160628} FIG. 16 illostrates an example process for verifving a signed authorization token, in

accordance with embodiments.
16028} FIG. 11 dlustrates is a lugh level block diagram of a computer system.
TERMS

[0838] Prior to discussing embodiments of the invention, description of some terms may be

helpful in understanding embodiments of the invention.

[3631] The term “pnvate/public key pair” or “public/private key pair” may include a pair
of linked cryptographic keys generated by an entity. The public key will usually be
authorized bv a body known as a Certification Awthorty (CA) which stores the public key in
a database and distributes it to any other entity which reguests it. The private kev will
typically be kept 1n a secure storage mediim and will usually only be known to the entity.
However, the cryptographic systems described herein may feature kev recovery mechanisms
for recovering lost kevs and avoiding data loss. Public and private keys may be in any

suttable format, including those based on RSA or elliptic curve crvptography (ECC).

[6632] A “digital signature,” “signature,” or “digest” may refer to the result of applying an
algorithm based on a public/private key pair, which allows a signing party to manitest, and a
verifying party to verify, the authenticity and mtegrity of a document. The signing party acts
by means of the private key and the verifying party acts by means of the public key. This
process certifies the authenticity of the sender, the miegrity of the signed document and the
so-called principle of nonrepudiation, which does not allow disowning what has been signed.
A certificate or other data that includes a digital signature by a signing party is said to be

“signed” by the signing party.

[0833] A “certtficate” may refer to an attestation of the authenticity of some information.
For example, a key certificate can be an clectronic document used to prove the authenticity
and/or ownership of a key. A public key certificate can be used to prove ownership of a
public key. A certificate can be issued by a certificate authority, which 15 a trusted entity that
verifies the certificate’s contents. A certificate can include the key itself along with
information about the key, information about 1ts owner’s identity, and the digital signature of
an entity that has verified the certificate’s contents are correct. For example, the certificate
can include a subject (the person or entity identified), an issuer, an expiration date, a valid

from date (the date the cerfificate s first valid from}, a purpose of the key {e.g., encryption,
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signature), the signature and signature algonthm, and the like. A certificate can be in any

suitable format such as X 509.

[0834] A “firewall” may refer to any software and/or hardware based security barmier
between a relatively more trusted or secure network {e.g., an organization’s internal network}
and a relatively less trusted or secure network {¢.g., the Internet). Firewalls can include
hardware based network firewall appliances {e.g., routers) that filter tratfic between two or
more networks. Firewalls can also include host-based firewalls that provide a layer of
software on a host that controls network traffic in and/or out of the host machine. In some
embodiments, a firewall can include a secure hardware element that can be used to protect
data stored therein from unauthonzed aceess. In various embodiments, firewalls can be
configured to monitor and control incoming or outgoing neiwork traffic based on
predetermined security rules. The firewalls can control network traffic by enforcing the
securtty rules at any suitable laver of communication, such as at the network fayer, the
trangport layer, the application layer, or the like. The firewalls can be configured to provide
protection for any suitable entity or entities such as one or more processes, applications,

computing devices, networks, and the like.

[6835] An application programming interface (AP message can include a message
between a first entity (.g., a client) and a second entity that provides a resource or service 1o
the first entity {¢.g., a service provider}. The resource or service may be utilized via an API
(e.g., a web-based interface) through which the first and the second entity interact. An API
message can include an API request message or an API response message. For example, an
API request message can be used by a client to request the service provider by a service
provider. An AP response message can be used by the service provider to provide the result
of the service to the chient. fn some embodiments, the AP messages can be communicated
over the Hypertext Transfer Protocol (HTFP) with HT'TP verbs or methods such as GET,
POST, PUT, DELETE, ete. In some embodiments, the APIs (RESTHul APIs) and sysiems
(RESTHl systems) may conform to a set of constraints of the Representational State Transfer
(REST) architecture style. REST miterfaces typically include resources, identified by resource
identifiers (¢.g., uniform resource identifiers (URIs)), which may be accessed using standard

HTTP verbs or methods.
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DETAILED DESCRIPTION
10636] Methods, systems, and devices are provided for authenticating AP messages using
PKI-based authentication techniques. According to an aspect of the present mvention,
embodiments for signing and verification of APl messages are provided. A client system can
generate a private/pablic key pair associated with the client system and sign an AP message
{c.g., an APl request) using the private key of the private/public key pair and a PKl-based
cryptographic algorithm, such as RSA-SHA?Z, elhiptic curve digital signature algorithm
(ECDKA), or any other suitable algorithms, before sending the signed API message to a
server system. Such message signing can be performed by an application in a trusied zone of
the client system. The server system {e.g.. operated by a service provider) can authenticate
the incomung signed API message using a proxy authenticator located m less trusted zone
{¢.g., a perimeter network) of the server system. In particular, the proxy authenticator can be
configured to venty the signature of the signed API message using the public key
corresponding to the private key and the same cryptographic algorthm. The authenticated
AP message can then be forwarded to a more trusted zone {¢.g., an internal network) of the
server system for further processing. For mstance, the authenticated API message can be
further validated {e.g., decrypted using a shared secret and verified) and/or routed to a server
(located 1 a trusted zone of the server system) implementing a service requesied by the API

Message.

[B837] Similarly, the server system can sign an API message intended for the chient system
using a private key of associated with the server system. The client system can authenticate

the signed AP message using a proxy authenticator located in a less trusted zone {e.g.. a

perimeter network ) of the chient system, before forwarding the authenticated AP message to
a more trusted zone {e.g., an internal network} of the client svstem for turther processing.

Further details of such message aothentication embodiments are discussed in FIGS. 1-6.

[3838] Embodiments can provide several advantages over existing techniques. For
instance, the API message can be generated and/or signed by a client component that is
located m a trusted zone of the client svstem, thereby reducing the cost of maintaining
sensitive mformation (¢.g., private kev) in a less trusted zone {¢.g., perimeter network) of the
client system. Additionally, such an AP message can be signed at the application level to
facilitate cryptographic identification of anthentication principals at the application level. As
another example, verification of the imtegrity and authenticity of the AP message terminates

at a less trusted zone (c.g., penmeter network) of the server system, thus providing protection
8
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for the more trusted zone (¢.g., internal network} of the server syvstem. The authentication can
be performed withowt requiring sensitive information {2.g., a private key or shared secret),

thereby elinunating the cost of sccuring such sensitive data in the less trusted zone.

[B839] According to another aspect of the present invention, embodiments for signing and
verification of authorization tokens included in APl messages are provided. Such
embodiments may be more suitable for clients that are not capable of implementing direct
message signing techniques discussed above. In some cases, the clients may not be capable of
securely storing sensitive cryptographic keys {e.gz., pnivate key) required for signing chient
messages. For instance, such clients may not be equipped with any software or hardware
based security module (e.g., hardware security module (HSM), smart card, chup card).
Altemnatively or additionally, the chients may not be sufficiently protected from extermnal
traffic by fircwalls or perimeter networks. fo some other cases, the clients may not be
equipped with the computing resources {¢.g., CPU, memory) for implementing cryptographic
algorithms required for digital signing. Examples of such clients can include web-based
applications {¢.g.. browsers), mobile applications not supported by security modules, and the
like.

[0848] A client can send an authorization request to a server system {o request an
authorization token. The authorization request can include user credentials, such as usermame
and password. In response, the server system can be configured to authenticate the user
credentials and generate an authorization token that encapsulates the anthentication results,
access rights, and other information related to the authentication of the user credentials. The
authorization token can be signed, by a component ronning in a trusted zone of the server
system, using a private key of a private/public key pair associated with the server system. In
some cases, the authorization token may be encrypted before baing signed. Subsequently, the
chient can send a service request {e.2., an AP request) to the server system, the service
request includmg the authorization token. The service request can be authenticated by a proxy
authenticator located in a less trusted zone (2.g., perimeter network} of the server system
using the public key that corresponds 1o the private key used to sign the authorization token.
In particular, the proxy authenticator can be configured to venify the signature of the signed
authorization token using the public kev. Authenticated service request can then be forwarded
to the trusted zone of the server system for further processing. For example, the encrypted

authorization token can be decrypted and validated by a component in the trusted zone. Asg
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another example, the service request can be routed to a component implementing the service

o1 resource requested by the service request.

[0841] Benefits of the token authentication embodiments are sinular to those for the
message authentication embodiments. In particular, verification of the integrity and
authenticity of the API message terminates at a less trusted zone {¢.g., perimeter network) of
the server system, providing protection for the more trusted zone {e.g., internal network) of
the server system. The authentication of the API message can be performed without requiring
sensitive information (¢.g., a private key or shared secret), thereby eliminating the cost of
securely storing such sensitive data in the less trusted zone. Further details of such message

authentication embodiments are discussed m FIGS. 7-10.
i. PKI-BASED MESSAGE AUTHENTICATION SYSTEMS

[6642] FIG. 1 illustrates an example syvstem 100 for implementing PKi-based message
authentication, in accordance with embodiments. The client system 102 can be configured to
transmit a message to the server system 104 to utilize a service provided by the server
system 104, Likewise, the server system 104 can be configured o transoit a message (o the
client system 102 in response to a client request or to request a service provided by the client
system 102, The messages can be authenticated using the PKi-based techniques discussed

herein to enhance integnity and secuority of the messages.

[6643] Examples of the server system 104 can be provided by a payment processor, an
tssuer, or any other service providers. The server system 104 can be configured to provide
various services that may be exposed via APIs {e.g.. web service interfaces). For example, a
payment processor may provide services for tokenizing account information {e.g., primary
account number (PAN}), enrolling pavment accounts (¢.g.. credit card or debit card accounts)
for payment transactions, provisioning or replenishing account parameters used for
conducting transactions {¢.g., PAN or tcken, expiration time, cryptographic keys or key
materials to the generation of cryptograms) and the like. In some examples, client system 102
can be provided by a merchant, a partner, an electronic wallet provider, or other clients of the

services provided by the server system 104,

[6844] The client system 102 and the server svstem 104 may cach comprise two or more
physical or logical network zones, each associated with a different level of network security

or trustworthiness. For instance, as dlustrated in FIG. 1, the chient system 102 comprises a
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high security zone 106 and a low securtty zone 108. The server system 104 comprises a low
securtty zone 110 and a high secunty zone 112, Typically, less trusted securtty zones {with
lower security levels) are located closer to external traffic than more trusted security zonges
{with higher security levels). For instance, a low security zone may include a perimeter
network or a demilitarized zone (DMZ) that contains and exposes a system’s external-facing
services to a larger and untrusted network, such as the Intemet. In some cases, a low security
zone may be protected by a firewall from the extemnal untrusted network. The protection may
minimal, however, compared with the protection for a higher security zone. A higher security
zone may include an mternal network protected by a lower security zone and/or one or more
mitcrvening firewalls between the higher security zone and the lower security zone. In various
embodiments, the higher security zones may be protected by more layvers of firewalls {e.g.,

mmplemented in hardware and/or software) than the lower security zones.

[B845] Asillustrated i FIG. 1, the low security zone 108 of the chient system 102 1s
configured to directly interface with traffic from the external network 105 (e.g., the Internet}.
In some cases, the low securtty zone 108 may be protected by one or more firewalls (not
shown} that are situated between the low security zone 108 and the extemal network 105 The
low security zone 108 may be situated between the external network and a ligh security

zone 106 of the client system 102, such that the network traffic 1s monitored or filtered before
reaching the high security zone 106. In some cases, the high security zone 106 can be situated
behind and therefore further protected by one or more intervening firewalls 107 between the
low security zone 108 and the high security zong 106. Thus, the low secarity zone 108 can be
situated in front of and therefore not protected by the mmtervening firewalls 107 In some
cases, such intervening firowalls 107 are optional and the low security zone 108 acts as a
firewall for the high security zone 106. In some embodiments, the client system 102 can
mehude three or more security zones with mercasing msulation from the external network

traffic and thus inereasing levels of network security associated with the secunty zones.

[3846] Similarly, the low security zone 110 of the server system 102 1s configured to
directly interface with traffic from the external network 105 (e g., the Internet}. In some
cases, the low security zone 110 may be protected by one or more firewalls (not shown) that
are situated between the low security zone 110 and the external network 105, The low
security zone 110 may be situated between the external network and a high security zone 112
of the server sysiem 104, sach the network traffic 1s monitored or filtered before reaching the

high secunity zone 112, In some cases, the high security zone 112 can be situated behind and
11
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therefore further protected by one or more intervening firewalls 111 between the low security
zone 110 and the high security zone 112, Thus, the low security zone 110 can be situated i
front of and therefore not protected by the intervening firewalis 111, In some cases, such
mtervening firewalls 111 are optional and the low secunty zone 110 acts as a firewall for the
high security zone 112. In some embodiments, the server system 104 can include three or
more security zones with increasing insulation from the external network traffic and thus

increasing levels of network security.

10847} The client system 102 and the server system 104 can cach comprise vanous
components that are located in different security zones. For instance, as ilhustrated in FIG. 1,
the chient system 102 comprises a caller component 116 and a callee service component 128
that are located in a high security zone 106, as well as a client proxy 126 that s located in a
low sccurity zone 108. The server systern 104 comprises a caller component 124 and a callee
service component 120 that are located in a high security zone 112, as well as a server

proxy 118 that is located in a low security zone 110,

16048] The components may be implemented, collectively or individually, by onc or more
computing devices such as servers, mobile devices, and the bke. In some embodiments, two
different components in the same or two different security zones may be implemented by two
different computing devices. Altematively, two different components in the same or two
different security zones may be implemented by a single computing device. For example, the
component in a higher security zone may be implemented using a secure hardware element of
the computing device and/or protected by application-specific or process-specific firowall
mplemented in sottware running on the computing device; whereas the component in a
lower security zone may be implemented using a less secure hardware clement of the

computing device and/or not protected by the software firgwalls of the computing device.

[3848] The chient system 102 can be configured to generate or otherwise have access{o a
private/public key pair associated with the client system 102, A caller component 116 located
in the high security zone 106 of the client system 102 can generate a client message 114
directed fo the server system 104, For example, the caller component 116 may nclude a
payvment application configured to generate an APl request message 114 atilize a tokenization
service provided by a payment processing network 104, The caller component 116 can be
configured to sign the client message using a cryptographic algorithm and a private key 130A

ot the client svstem’s private/public key pair. For mnstance, the crypiographic algonithm can

12
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include a hash function that is used to generate a hash of some or all data included m the
client message. The hash may then be encrypted using the private key 130A to generate an
cncrypted hash. The encryvpted hash may be used as a digital signature for the chient

message 114, The digital signature along with other optional information {(¢.g., request time
stamp} may be included in a signature token that 1s included in the signed chient message 114
For instance, the signature token can be included as a header field in the signed chient
message 14, The information included n the signature token can be used by the server

system 104 to authenticate the client message 114.

[6650] The private key 130A of the client svstem 102 15 protected against leakage because
it 1s not used or accessed by a component in a lesser secure zone such as the low security
zone 108 of the client systerm 102, The risk is exposure is further reduced because the private
key 130A is not shared with the scrver system 104, Rather, the client system 102 can be
configured to provide the public key 1308 that corresponds with private kev 130A 1o the
server system 104, In some embodiments, the public key cerificate (e.g., X 509 certificate)
containing the pubkic key 1308 may be provided instead of just the public key 130B iself
This can allow the scrver svstem 104 to manage the public keys. For example, the server
system 104 may be configured to provide notifications {o client systems regarding keys that
are near expiration or keys that have expired, without asking the client systems to separately
provide key expiration information. Additionally, using certificates can facilitaic mutaal
agreement of the subject 1 the certificates between the client system and the server system
when the certificates are uploaded to and/or downloaded from the server system. For certain
signing algorithms that arc more imvolved in the exchange of the algorithm and the
parameters (e.g., ECC-based signing algorithins), managing such information at the

certificate level can be more explicit than at the public key level.

[B651] In some embodiments, the public key 1308 associated with the chient svstem’s
privaie key 130A {(or the public kev certificate thereof} may be provided to the server

system 104 at any suitable time. For example, such information can be provided to the server
system before the transmission of the signed client message 114. For instance, the public key
{or the public key certificate thereof) may be uploaded to the server system 104 via a portal
service provided by the server system 104 at a prior point in time or transmitted to the server
system 104 in a previcus client message. In some embodiments, the public kev can be
wdentified by a key identifier (key 1D). The key ID may be issued by the server system 104
when the public key {or the public key certificate thereof) is provided to the server

13



1

20

36

system 104, Subsequently, the key ID may be transmitied as part of the client message to the
server system to facilitate the retrieval of the public kev (or the public key certificate thereof)
associated with the key 1D, In other embodiments, the public key {or the public key
certificate thereof) may be provided to the server system 104 m the same signed client
message 114, In vet other embodiments, the public key (or the public key certificate thereof)
may be provided to the server system 104 after the transmission of the signed client

message 114,

10652] The signed client message 114 can be transmitted to the server system 104 viaa
network 105 {e.g., the Interet) and received by a server proxy 118 in a low security zone 110
of the server system 104 as an inbound message. From the client system’s point of view, the
client message 114 is an outbound message; from the server system’s point of view, the client
message 114 s an inbound message. The low security zone 110 may mclude a perimeter
subnetwork or a DMY of the server svstem 104, The server proxy 118 can be configured to
authenticate the signed client message 114 using the same cryptographic algorithm as used by
the caller component 116 of the client system 102, along with the public key 1308 that
corresponds with the private key 130A used to sign the client message. fn some cases, the
public key 1308 may be retrieved using a key 1D that is provided as part ot the chient

message 114.

[B8533] To authenticate the signed client message 114, the signature token can be extracted
from the signed client message 114, A digital signature can be extracted from the signature
token. The digital signature and the public key 130B can be used as nputs inio a decryption
function to gencrate decrypted data. The decryption function corresponds with the encrvption
function that was used by the caller component 116 of the client system 102 1o generate the
signed client message 114, discussed above. Some or all data included from the client
message can be used to construct the verification data to sign. The verification data to sign
can be hashed to generate a verification hash using the same hash function that was used by
the caller component 116 of the chient system 102, The verification hash may be compared
with the decrypted data. Hthere is a match, then the authenticity as well as the integrity of the
chient message can be ensurcd. {f there 1s not a match, an error message may be returned to

the chient systern 102,

[6654] In some cmbodiments, some pre-validation operations can be optionally performed

{c.g.. by the server proxy 118} to validate the signed chient message before verification of
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message signaturg. For tnstance, a request tmestamp may be extracted from the chient
message and validated to ensure that a predetermined threshold of time (¢.g.. sight minutes)
has not lapsed since the request timestamp. If the predetermined threshold has lapsed, then an
crror message may be retumed to the clicnt system 102, Additionally or alternatively, a
network address of the client system 102 {g.g., the IP address of a computer implementing the
caller component 116) may be verified against a predetermined whitehist or blacklist
containing, respectively, allowable or restricted chent network addresses. In some cases, the
whitelist or blacklist may be selected based on a key 1D or some other information incladed

in the client message.

[6655] Once authenticated, the authenticated client message 115 may be forwarded to other
components in the low security zone 110 and/or in the high security zone 112 for further
processing. For example, the authenticated client message can be forwarded to a callee
service component 120 in the high security zone 112 that implements a service requested by
the client message 114, As another example, the authenticated client message can be
forwarded to a validation/authentication component in the high security zone 112 that further
validates the client message. For instance, in some embodiments, some or all portions of the
client message may be encrypted {(e.g., using a secret key shared between the chent system
and the server system) prior to being signed. In such embodiments, the
validation/anthentication component in the high security zone 112 may be configured to
decrypt client message using the shared secret key. As vet another example, the authenticated
chient message can be forwarded to a routing component in the low security zone 110 or the
high security zone 112 that determines the next component to forward the authenticated client
message to, for example, based on the tvpe of service requested, the characternistics of the

client svstem, the workload of the server components, and the Iike.

[6056] Additionally, server messages from the server systerm 104 to the client system 102
can be signed and authenticated n a sinular manner as for the client messages discussed
above to achieve mutual authentication of client/server messages. The server system 104 can
be configured to generate or otherwise have access to a private/public key pair associated
with the server system 104, A caller component 124 located n the high security zone 112 of
the server system 104 can generate a signed server message 122 directed to the chient

system 102, A server message can include an API request message that 15 used to call or
invoke a service provided by the client system 102, Alternatively, the server message may

nclude an API response message corresponding to an API request message from the chient
15
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system 102, For example, the caller 124 can include a notification service that sends post
back API calls to the client system 102 to notify the client system 102 of predetermined
triggering events, such as events related the authorization of transaction requests, enrollment
of pavment accounts in electronic wallet applications, tokenization of account information,

and the hike.

{3057}  The caller component 124 of the server system 104 can be configured to sign the
chient message using a cryvpiographic algorithm and a private kev 132A of the server systent’s
private/public key pair. For instance, the cryptographic algorithm can include a hash fimction
that is used to generate a hash of some or all data included in the server message. The hash
may then be encrypied using the private key 132A to generate an encrypied hash. The
encrypted hash may be used as a digital signature for the server message 122, The digital
signature along with other optional information {e.g., request time stamp} may be ncluded in
a signature token that 1s included in the signed server message 122, For instance, the
signatore token can be inchuded as a header field i the signed server message 122, The
information included in the signature token can be used by the client system 102 to

authenticate the server message 122,

[6858] The pnvate key 132A of the server system 104 is protected against leakage because
it 18 not used or accessed by a component in a lesser secure zone such as the low security
zone 110 of the server system 104. The nisk of exposure is further reduced becanse the
private key 132A is not shared with the client systemn 102, Rather, the server system 104 can
be contfigured to provide the public key 132B that corresponds with private key 132A to the
client system 102, In some embodiments, the public key certificate (e.g., X.509 certificate)
containing the public key 132B may be provided mstead of just the public key 132B itself.
This can allow the client system 102 to manage the public keys {e.g., providing notifications
related to key expiration) and/or to achieve mutual agreement of the subject in the certificate

with the server svstem.

1065%]  In some embodiments, the public key 132B {or the public key certificate thereot)
associated with the server svstem’s private kev 132A may be provided to the client

system 102 at any suitable time. For example, such information may be provided to the client
system 102 before the transmission of the signed server message 122. For instance, the public
key (or the public key certiticate thercof) may be made available for download from a portal

service provided by the server sysiem 104, Alternatively, the public kev {or the public kev
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certificate thereof) may be transmitted to the chient system 102 in a previous server message.
In some embodiments, the public key may be identified by a key wlentifier (key ID). The key
1D may be assigned by the server systern 104 or the chient system 102 when the public key
{or the public key certificate thereof) 1s provided to the client system 104, Subsequently, the
kev 1D may be transmitted as part of the server message to the chient system to facilitate the
retrieval of the public key {or the public key certificate thereof} associated with the key ID. In
some other embodiments, the public kev {or the public key certificate thereof) may be
provided to the chient system 102 in the same signed server message 122, In vet some other
embodiments, the public key {or the pubkc key certificate thereof) may be provided to the

client system 102 after the transmission of the signed server message 122.

{6868} The signed server message 122 can be transmitted to the chient system 102 via a
network 105 {c.g., the Internet) and received by a client proxy 126 in a low sccurity zone 108
ot the chient system 102 as an inbound message. From the server system’s point of view, the
server message 122 1s an outbound message; from the client svstem’s point of view, the
server message 122 is an inbound message. The low security zone 108 may mclude a
perimeter subnetwork or a DMZ of the client system 102, The client proxy 126 can be
configured to anthenticate the signed server message 122 using the same eryptographic
algorithm as used by the caller component 124 of the server system 104 and the public

key 132B that corresponds with the private key 132A used to sign the client message. In
some cases, the public kev 132B may be retrnieved using a key [D that 1s provided as part of

the server message 122,

[6661] To authenticate the signed server message 122, the signature token can be extracted
from the signed server message 122. A digital signature can be extracted from the signature
token. The digital signature and the public key 132B can be used as inputs into a decryption
function to generate decrvpted data. The decrvption function corresponds with the encryption
function that was used by the caller component 124 of the server sysiem 104 to generaie the
signed server message 122 discussed above. Some or all data inchuded from the server
message can be used to construct the verification data to sign. The verification data to sign
can be hashed to gencrate a verification hash using the same hash function that was used by
the caller component 124 of the server system 104, The verification hash may be compared
with the decrypted data. I there is a match, then the authenticity as well as the integrity of the
server message can be ensured. If there is not a match, an ¢rror message may be returned to

the server svstem 104
17
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[3662] In some embodiments, some pre~-validation operations can be optionally performed
{c.g., by the client proxy 126} to validate the signed server message before its signature 1g
authenticated using the crvptographic algorithm and the public kev. For instance, a request
fimestamp may be extracted from the server message and vahdated to ensure that a
predetermined threshold of time {(¢.g., cight minutes} has not lapsed since the request
tmestarmnp. If the predetermined threshold has lapsed, then an error message may be returned
to the server system 104, Additionally or alternatively, a network address of the server system
104 {e.g., the IP address of a computer implementing the caller component 124) may be
verified against 3 predetermined whitelist or blacklist contaming, respectively, allowable or
restricted server network addresses. In some cases, the predetermined whitelist or blacklist

may be selected based on a key ID or some other information included in the server message.

[6063] Once authenticated, the authenticated server message may be forwarded to other
components m the low security zone 108 and/or n the high security zone 106 for further
processing. For example, the avthenticated client message can be forwarded to a callee
service component 128 in the high sccurity zone 106 that implements a service requested by

the server message 122, As another example, the authenticated client message can be

forwarded to a vahidation/authentication component in the high security zone 106 that further
validates the server message. For instance, in some embodiments, some or all portions of the
server message may be encrypted {e.g., using a secret key shared between the client system
and the server system) prior to being signed. In such embodiments, the
validation/authentication component in the high security zone 106 may be configured to
decrypt server message using the shared secret key. As vet another example, the
authenticated server message can be forwarded to a routing component in the low security
zone 108 or the high sccurity zone 106 that determines the next component to forward the
authenticated server message to, for example, based on the tvpe of service requested, the

characteristics of the server gsystem, the workload of the client components, and the hike.

[3664] The authentication svstem discussed in FIG. 1 can protect the integrity of client
and/or server messages and allows the messages to be awthenticated without the exchange of
secret or private keys between the client and server svstems, thereby reducing the risk of
exposure of the sccret or private kevs and reducing the cost associated with protecting and
maintaining sensitive information {e.g., shared secrets and/or private keys) in the penmeter
network zones of the systems. Additionally, embodiments can allow applications ninning in a
high security zone to mitiate and sign API messages at the application level, making it easier
1 £

o



(o

1

20

30

for applications to cryptographically identify the principals that are authenticated.
Furthermore, authentication of inbound traffic terminates at low security zones {e.g.,
perimeter zones) such that only authenticated or trusted traffic flows toward higher secunty

zones, thereby protecting security of mternal networks.

[6665] FIG. 2 dlustrates another example systern 200 for implementing PKI-based message
authentication, in accordance with embodiments. Specificallv, FIG. 2 illustrates an example
configaration of components of a service provider 201 that can be used to authenticate
inbound messages from a caller 210. The inbound message can be used to call a service
mmplemented by a callce service 224 of the service provider 201, In some embodiments, the
service provider 201 can include a server svstem 104 and the caller 210 can include a chient
system 102 or a component thereof {¢.g., the caller component 116}, such ag discussed in
FiG. 1. Alternatively, the service provider 201 can include the server system 104 and the
caller 210 can include a server system 104 or a component thereof (e g, the caller component
124). The service provider 201 can include a certificate management portal 212, g certificate
management service 220, a proxy authenticator 214, a credential cache 216, a credential
service 218, a credential storage 226, a routing controller 222, and one or more callee
services 224, Components of the serviee provider 201 can be located in different security
zones such as the Internet, the perimeter zone 204, the busingss zone 206, and the secure
zone 208, with increasing levels of security. In some embodiments, the business zone 206
and the secure zone 208 may be combmed into one security zone. In other embodiments, the

service provider 201 can include more than three security zones.

A Proxy Authentication

[6066]  The proxy authenticator 214 can be configured o validate inbound messages using
PKI-based authentication techniques described herein (e.g., in FIGS. 5-8 and 10). The proxy
authenticator 214 may inchude the server proxy 118 of FIG. 1, the client proxy 126 of FIG. 1,
or the proxy authenticator 710 of FIG. 7. The proxy authenticator 214 is located in a low
security zone {¢.g., perimeter zone 204} of the service provider 201 so as to terminate traffic
with malicious contents at the low secunty zone before the traffic reaches the higher security

zones (e.g., the business zone 206 and secure zone 208).

[3067] In some embodiments, the proxy anthenticator 214 1s contigured to authenticate an
inbound message (e.g., APl request message or API response message) that 1s signed using a
cryptographic algorithm and a private key associated with the caller 210, The proxy

19



()]

1

20

30

authenticator 214 may be configured to retrieve a public key that corresponds with the private
key used to sign the inbound message and use the public key and the cryptographic algorithm
to anthenticate the inbound message. The public kev may be retrieved using a key {1 that is
provided as part of the client message |14, The proxy anthenticator 214 may be configured to
call the credential service 218 to retrieve the corresponding public key certificate using the
key 1D Optionally, the proxy authenticator 214 can be configured to query the credential
cache 216 that may be provided to improve the performance of data retrieval. Further

discussion on authentication of message signatures is provided in FIGS. 5-6,

16068] Additionally or altematively, the proxy authenticator 214 can be configured to
authenticate a signed authorization token that is included in an mbound message. The signed
authorization token may have been previously issued by the service provider and signed
using a cryptographic algorithm and a private kev associated with the service provider {e.g.,
by an authentication or authorization controller, not shown, in the business zone 206 or
secure zone 208). Further discussion on authentication of signed authorization tokens is
provided in FIGS. 7-10. In some embodiments, the proxy authenticator 214 can be configured
to guery the credential cache 216 and/or the credential service 2138 to retrieve the public key
that corresponds with the service provider private key and to use the public key to
authenticate the signed authorization token using the cryptographic algonthm that was used

to sign the authorization token.

[3869] Once avthenticated, the inbound message may be forwarded to a subsequent
component that is located n the same or a different security zone for forther processing. For
exaraple, as Ulustrated in FIG. 2, the proxy authenticator 214 can be configured to forward an
authenticated message to a routing controller 222 {discussed below). In some other
embodiments, the authenticated message may be forward directly to a callee service 224 that

implements the service called by the inbound message.

B Routing Control

16078} The routing controller 222 can be configured to receive authenticated inbound AP

messages from the proxy authenticator 214 and route the authenticated inbound messages {o

the appropriate callee services 224 mmplementing the services requested by the inbound

messages. In various embodiments, the routing decision may be based on the resource

identifier {¢.g., umform resource wdentifier (URD)) specified in the AP messages, caller

characteristics {(e.g., client IP address), load balancing considerations, and the ke, In some
20
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implementations, the routing controller 222 can be configured to buald service/sceunrity

context for downstream systems o consume.

[0871] The authenticated inbound messages may include encrypted data. For instance, a
portion of an API messages may be encrypted using a shared seoret before being signed by
the sender to further protect sensitive data in the APY message. As another example, the API
message may include an authorization token that is encrypted using a shared seeret. In such
cases, the routing controller 222 can be configured fo decrvpt some or all such encrypted data
using the suitable shared secret. In some embodiments, the routing controller 222 may be

configured to obtain, from the credential service 218 and/or a secure storage, the shared

secret{s) necessary to decrvpt the encrvpted message data.

{6072} The routing controller 222 can be configured to perform further validation of the
authenticated AP message before routing the API message to the callee services 224. Such
validation may be performed without decryption of the message data in the inbound message.
For example, the routing controller 222 may be configured to check the origin {e.g., IP
address) of the inbound messages to ensure that the messages originate from legitimate

SQUICes.

[6673] Alternatively, such validation may be performed afier decryption of the message
data. For example, information identifying the sender of the inbound message may be
encrypted in the message 1o protect the identity of the sender dunng transit. Such identifving
mformation can be decrvpied by the routing controller 222 in order to validate the identity of
the sender. In another example, the message can include API parameters or input datato a
service. Some or all of such input data may be encrypted m the message by the sender. The
routing controller 222 may be configured to decrypt some or all of such input data 1n order to
validate the imput data. In another example, the messages may mchude cocrypted
authonzation tokens. The routing controller 222 can decrypt such encrypted authorization
tokens in order to validate them. Ag discussed above, such authorization tokens may be
initially authenticated by the proxy awthenticator 214 to verify a token signatare using a
public key associated with the issuer of the authorization token {e.g., the service provider).
The authenticated authorization token, if encrypted, may then be decrypted and further

verified by the routing controller 222.

160674] Typically, the roating controller 222 is located i a security zone {(e.g., the business
zone 206} that 1s more trusted than the security zone {e.g.. the perimeter zong 204} in which
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the proxy authenticator 214 1s located. Thus, the rosting controller 222 can be allowed to
access more sensitive data {e.g., shared secrets for decryption of message data and/or
authorization tokens) and/or 1o perform more sensitive operations {(¢.g., decryption) relative
to the proxy authenticator 214, which may not have access to such sensitive data.
Accordingly, the separation of the proxy authenticator 214 and the routing controller 222 in
different secusity zones allows {ermination of the PKI-based authentication at a less trusted
security zone {e.g., permmeter zone 204) without exposing seunsitive data in the less trusted
securtty zone while protecting the security of the more trusted security zones {¢.g., business

zong 206 and/or sccure zone 208).

C. Certificate Management

60875} The certificate management portal 212 can implement a front end portal for the
certificate management service 220 that allows a caller 210 to upload a public kev certificate,
download a public key certificate associated with the service provider, check astatus {e g.,
cxpiration} of a public key certificate, or otherwise manage public key certificates. The pubhic
key certificates managed by the certificate management service 220 can be structure
according to any suitable standard (e.g., X 5309} and in any suitable format (¢.g., Privacy-
enhanced Electronic Mail {PEM) format}. The certificate management portal 212 can be
located in an untrusted network such as the Intemet 202. The certificate management

service 220 can be configured to implement back end functionalities such as verification of
certificates and the hke. The certificate management service 220 can be located in the

business zone 206 that is protected by the perimeter zone 204,
L. Certificate Upload

[3876] The certificate management portal 212 can be configured to allow a chent (g.g.,
caller 210) to upload a public key centificate associated with the client in a user interface. The
public kev included in the uploaded public key certificate can correspond to a private key that

i3 used by the client to sign messages directed to the service provider 201,

160677} The certificate management portal 212 may be configured to provide the uploaded
certificate to the certificate management service 220. The certificate management portal 212
and/or the certificate management service 220 may be optionally configured to perform
certain verifications of the uploaded certificate. For example, the certificate management

portal 212 and/or the certificate management portal 212 can be configured to perform root

22



verification of the uploaded certificate by verifving the certificate 1s signed by one of a few
acceptable certificate authorities (CAs) {e.g., by verifving a signature mcluded in the
certificated). Only certificates signed by these acceptable certificate authoritics (CAs) are
accepted. Additionally or alternatively, the certificate management portal 212 and/or the
5 certification management service 212 may also validate the crvptographic parameters in the

certificate or the public key (e g., elliptic curve parameters used i a ECC based
cryptographic algorithm}. The certificate management portal 212 and/or the certificate
management service 220 may also check the key expiration time and/or validate from time
included 1n the certificate to ensure comphiance with kev management policies of the service

10 provider 201. For mstance, such kev management policies may specify a particular time

window within which the kevs must be valid.

[G078]  Afier validation of the uploaded certificate, the certificate management portal 212
can be configured fo display, in a user intertace, the subject, expiration, and/or other details
of the aploaded certificate. The chient can be prompted to confirm the upload of the certificate
15 {e.g. by sclecting a “Confirm” butfon in the user interface). Such client confirmation can
serve as an assertion for mutual agreement about subjeoct indicated by the uploaded
certificate. After the confirmation, the certificate management portal 212 and/or the
certificate management service 220 can associate the certificate with certain metadata
describing the certificate such as a key owner identifier, a key type {e.g., RSA public key
20 certificate (RSA_CERT), ECC public key certificate (ECC _CERT)), a key usage tvpe {e.g.,
inbound authentication}, a key subject, a key expiration or duration, and the bke. A public
key object comprising the public kev or public key certificate and the metadata associated
with the public key or public key certificate can then be stored for the client at the service

provider 201 {e.g., by the credential service 218 and/or the credential storage 226).

25 8879} Upon successful storage of the kev object, a key 1D that identifics the public key
object (and hence the certificate or the public kev contained therein) can be determined by the
service provider 201, For instance, such a kev ID may be generated by the credential
service 218, discussed below. The certificate management portal 212 can be configured to
display the key 1D to the client that uploaded the certificate i a uscr interface. Alternatively,

30 the key ID may be provided to the client via any other suifable communication means such as
via email, text message, phone call, fax message, and the like. The chient is expected to pass

the key ID (e.g.. as a URI query parameter) when making API calls to the service provider.

o]
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2. Certificate Diownload

[6686] The certificate management portal 212 can be configured to allow a calier 21010
download a public key certificate agsociated with the service provider. The public key
included in the downloaded public kev certificate can correspond to a private key that is used

by the service provider 201 to sign messages directed to the calier 210,

13081} The certificate management portal 212 can be configured to display, in a user
interface, the subject, expiration, and/or other details of the downloaded certificate. The chient
can be prompted to confirm the download of the certificate {e.g., by selecting a “Confirm”™
bution in the user interface). Such client confirmation can serve as an assertion for mutual
agreement about subject indicated by the downloaded certificate. After the confirmation, the
certificate management portal 212 and/or the certificate management service 220 can
associate the certificate with certain metadata describing the certificate such as a key owner
identifier, a key type (c.g.. RSA public key certificate (RSA CERT), ECC publickey
certificate (ECC _CERTH), a key usage type {¢.g., outbound authentication), a key subject, a
kev expiration or duration, and the like. A public key object comprising the public key or the
public kev certificate and the metadata associated with the public key or public kev certificate
can then be stored for the client at the service provider 201{e.g.. by the credential service 213
and/or the credential storage 226). The certificate management portal 212 and/or the
certificate management service 220 can also be configured to create a private key object for
the private keoy corresponding to public key certificate. The private kev object can mchude the
private key as well as metadata describing the private key similar to those for the public key
object such as key owner identifier, certain kev tvpe (e.g., private key (PRIVATE KEY)),
kev usage type (e.g., outbound authentication}, key subject, key expiration, and the Like. The
private key object can also be stored at the service provider 201{e.g.. by the credential service

218 and/or the credential storage 2263,

10682] A kev ID that identifies the public kev object (and hence the certificate or the public
kev contained therein can determined by the service provider 201, The certificate
management portal 212 can be configured to display the key I3 in a user interface.
Alternatively, the key ID may be provided to the client via any other suitable commumnication
means such as via email, text message, phone call, fax message, and the like. In some
embodiments, the key 1D can also be used by the service provider 201 to identify the

corresponding private key. The chient is expected to verify signatures of outbound messages
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(from the service provider’s point of view) using the appropriate public key 1dentified by the
key ID contained in such outbound messages and by following proper cryvptographic

algorithms as specified in the corresponding public key certificate {(e.g., RSA or ECC).

3. Other Certificate Operations

[3683] The certificate management portal 212 and/or the certificate management service
218 can be configured to ¢nable a user to guery mformation for a public key or public key
certificate. For instance, a user mayv enter a key 1 and receive detailed information about the
certificate identified by the key ID by using a user interface provided by the certificate
management portal 212 or by invoking a query service provided by the certificate

management service 218.

[6084] The certificate management portal 212 and/or the certificate management service
218 can be configured to enable a user to renew a previously uploaded certificate. The user
may renew the certificate because 1t has expired or will expire soon. For instance, a user may
provide a key 1D associated with the previously uploaded certificate and upload a new
certificate that is to replace the previously uploaded certificate by using a user interface
provided by the certificate management portal 212 or by inveking an update service provided

by the certificate management service 218§,

10683] The certificate management portal 212 and/or the certificate management service
218 can be configured to enable a user delete a previously uploaded certificate. A user may
provide a key 1D associated with the previously uploaded certificate to be removed by using a
aser interface provided by the certificate management portal 212 or by invoking a deletion

service provided by the certificate management service 218,

10686] The certificate management portal 212 and/or the certificate management service
218 can be configured to notify a user about keys that have expired or are near expiration. For
mstance, a batch process may be configured to check the expiration of keys {¢.g., by checking
the “keyvExpiration” ficlds of key objects). For keys that have expired or are near expiration,
subjects of such keys can be determined {¢.g., by extracting the “keySubject” fields of the key
obiccts). An alert can be seut to alert administrative users to renew or update the expired or

near-expiration certificates for those subjects.

]
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D, Credential Service

16087} The credential service 218 may provide an API that can be invoked by external
clients or internal components of the service provider to support storage, retrieval, update,
delction, guery, and other functionalities related to credentials. The credentials can include
private/public kevs and corresponding certificates used to authenticate messages, shared
secret keys used to encrypt/decryvpt payload data, user credentials such as username and/or
passwords, biometrics credentials, and the like. The credential service 218 may be operably
connected to a credential storage 226, which can include any suitable database or data store.
In some embodiments, the credential storage 226 can be located in a highly secure zone 208
that 18 more trusted than a security zone of the credential service 218. In some other
embodiments, the credential storage 226 can be located in the same security zone as the

credential service 218.

I Credential Storage / Update

[0688] The credential service 218 can be invoked by the certificate management
service 220 or some other eatity 1o store or update a public key certificate that a client has
uploaded and to provide a corresponding key 1D or anv other type of credentials. An example

AP request to the credential service to store a certificate is provided below:

PUT /apikeys

Content-type: application/json

{
kevOwnerld: “key-owner-1d™,
kevisage: “INBOUND AUTHENTICATION,
authenticationVersion: “xv37,
keyType: “RSA_CERT,
kevSubject: “subject string of the cert”,
kevExpiration: “expiration of the cert”™,

kev: “xS09-PEM string”

[3688] In the above example, “PUT” indicates an update data operation, “Vapikeys”
indicates a location to store the certificate, and the JSON object enclosed in the parenthescs
represents a key object to be stored at the specified location. The key object includes one or
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more name-valae pairs corresponding to one or more fields within the kev object. The “key”
field includes the actual public key certificate {e.g., an X 509 certificate in PEM format}. The
remaining ficlds m the key object can include metadata describing the key. For example, the
“kevOwnderld” field indicates an identifier of an owner of the key. The “kevUsage™ field
ndicates a specific usage for the corresponding kev. The keyUsage for a key that is used for
inbound authentication {¢.g., a client’s public key) can be INBOUND AUTHENTICATION.
The kevUsage for a key that is used for outhound authentication (€.g., a server provider’s
private or public kev} can be QUTBOUND AUTHENTICATION. The kevUsage forakey
that is used for payload encryption {e.g., shared secret key) can be ENCRYPTION, The
“authenticationVersion” field indicates a version of the authentication scheme used {c.g.,
“xv37) for the corresponding key. The “kevType” field indicates a type for the corresponding
key, which could be one of SHARED KEY (for a shared secret key), PRIVATE KEY (fora
private key that 1s not shared), RSA CERT {(for a RSA certificate), or ECC CERT ({foran
ECC certificate). The “kevSubiect” field identifies a subject of the certificate. The
“kevExpiration” field indicates when the certificate expires. It 1s understood that JISON object
provides an exemplary data structure that may be used to implement a key object for
itlustration onlv and is not intended to be limiting. For example, the data objoct can be
implemented using XML (Extensible Markup Language) or any other suitable languages.
More or less fields than illustrated may be included in a key object. The values for the various
fields {c.g., kev'Type) can include additional and/or different vahies other than those

discussed herein.

10696] In response to the above API request to store a credential {e.g., certificate}, the
credential service may be configured to provide a response the corresponds to the APL
request. I the credential is successtully stored, a key 1D associated with the stored credential
may be returned with the response. If the credential 1s not stored {e.g., due to hardware

faiture), the response may indicate an error.

2. Credential Retrieval
[6691] The credential service 218 can also be invoked to retrieve credentials. For example,
the certificate management service 220 can invoke the credential service 218 to retrigve a

public key certificate of the serviee provider to be downloaded by a client. As another

example, the credential service 218 can be invoked by the proxy authenticator 220 to retrieve
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a public key using a key ID 50 as to authenticate an inbound message. An example API

request to the credential service to store certificates is provided below:

GET
fapikevs/{keyiD} [{keyUsage=INBOUND AUTHENTICATION]{&kevType=R8A
CERTH &authenticationVersion=xv3j]

[6692] In the above example, “GET” indicates a read data operation and
“laptkevs/{keyiD}” indicates a location from which to retrieve the data, where {keviD} is the
value of the key ID associated with the certificate 1o be reinieved. In some embodiments, the
certificates are stored and mdexed by the key 105 1n the credental storage 226. In some
embodiments, credentials such as keys are uniquely identified by keyiDs associated with the
certificates. For instance, the above request can be used 1o retrieve a key associated with the
key ID. An error message (¢.g. “404 Not Found”) may be provided in the response if query

parameter supplied do not match the stored record.

160%93]  Optionally, additional query parameters can be specified in the request to allow the
credential service to enforce domain restrictions on the usage of the credentials. Such usage
restrictions can ensure that certain keys are restricted only for certain usage. For example,
eneryption keys are used restricted to encryption/decrvption only, and not for signature
signing or authentication purposes. Using guery parameters to enforce usage restrictions
allows the credential service to provide centralized consistency check of key usage, so that
the clients for the credential service do not need to do so. For instance, the above request can
include additional guery parameters “kevlsage”, “keyType”, and “authenticationVersion.”
The values of the query parameters ("INBOUND AUTHENTICATION”, “RSA CERT” and
“xv3”, respectively) are checked against the corresponding ficlds of the key associated with
the keyld. The credential scrvice can be configured to return a different error message {c.g.,
“400 Bad Request) if the guery parameters supplied are not consistent with the fields of the
retrieved credential {e.g., kevUsage for the kev is Encryption and the authenticationVersion
for the kev is xv2). In some embodiments, if query parameters are missing, credential service
is configured to retum the kev(s) merely based on matching keviD and the caller bears the

responsibility for enforcing kev-usages consistency.
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3. Credential Status Check

[6694] The credential service 218 can also be invoked to query a status of a credential that
is stored in the credential storage 226. In some examples, an extemal client or an intemal
component {e.g., a process that checks the status of certificates and/or provides notifications

to clients) may nvoke the credential service 218 to check status of credentials.

13095]  In some embodiments, two flavors of the query API may be provided. The first
flavor of the APl takes as input a key 1D and outputs the status associated with the kev 1D,

An example API request using this flavor is provided below:
GET fapikeys/ {keviD }/status

10696] A second flavor of the AP takes as input the actual certificate or public key {e.g., as
a PEM string}) and return the status associated with the public key. An example AP request

using this flavor of API is provided below:

POST /apikeys/status

Content-type: application/x-www-form-urlencoded

X3509CertPEM=url-encoded-PEM-stning 1D
{08971 The credential service 218 may be configured to return an expiration status of the
credential sach as VALID, INVALID, or PENDING EXPIRE. A VALID status may indicate
that the credential 18 valid and not near expiration. An INVALID status may indicate that the
credential has already expired. A PENDING EXPIRE status may indicate that the credential
has not expired but is close to expiration. For instance, PENDING EXPIRE may be returned
when the credential 1s within four weeks of expiration. The threshold for determining whether
to a credential 1s close to expiration (e.g., with a status of PENDING EXPIRE) may be
determined based on a threshold amount of time before the expiration time of the credential.
The threshold amount of time may be determined based on business rules or policies of the
service provider. The throshold may vary for different tvpes {(e.g., kev usage) of credentials,
For example, signing keys may be associated with a shorter threshold than encryption keys,
or vice versa. An crror message may be returned by the credential service 218 if the status

cannot be retumed for some reason.

16098} To enhance securtty, credential service 218 may impose a limit on the rate at which
the AP can be called to prevent any distributed denial of service (DDOS) attack or abuse of
the system. For example, such rate hinut may specity a maxumum number of times the AP

29
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can be invoked within a predefined period of time {e.g., three times per day). I some
embodiments, the rate mit may be specifically associated with a key ID or a group of key

Ds.
E. Credenticl Cache

[3699]  In some embodiments, a credential cache 204 may be optionally provided to
improve the performance of the retrieval of credentials such as public keys and/or public key
certificates used for anthentication AP! messages. The credential cache may be located 1 the
same zone (e.g., perimeter zone 204) as the proxy authenticator 214, When retrigving a public
key or public key certificate, the proxy authenticator 214 may be configured to query the
credential cache 216 first. If there is a hit m the credential cache 216, then the cached copy of
the public key or certificate may be used by the proxy authenticator 214, If there 18 a miss
(e.g., a valid copy does not exist in the cache), then the proxy authenticator 214 mayv be
configured to query the credential service 218. The retrieved public key or certificate may be
stored in the credential cache 216 to speed up subsequent retrieval of the same public key or
certificate. A time-to-live {TTL} (e.g., one hour) may be assigned to the cache entries to timit
the risk of stale entries being used. After the expiration of the TTL, a cache entry is mvalid
and can only be refreshed with a fresh query to the credential service 218, In some
embodiments, the credential service 218 may be configured to push frequentlv-used public
keys and/or certificates to the credential cache 204. In some other embodiments, the proxy
authenticator 214 or some other entity may be configured {o obtain the frequently-used public
kevs and/or certificate from the credential service 218 and put them into the credential

cache 204,

13 5 PKI-BASED MESSAGE AUTHENTICATION METHODS
A Signing Methods

[0108] Embodiments of the present invention allow a sender of a message to sign AP
messages using PKI-based methods. The sender can sign the APl messages at application-
level instead of at a lower level (e.g., network or protocol level) to facilitate crvptographic
identification of asthentication principals at the application level. Additionally, the signing of
the AP messages can occur at a trusted network (o.g., internal network) that 1s protected

from extemal traffic.



()]

10

20

o
[

36

{3101} FIG. 3 illostrates an example process 300 for signing a message, in accordance with
embodiments. The process 300 can be used by a caller (client} to sign a message to be
transmitted to callee {service provider), for example, to invoke a service provided by the
callee. The caller can include a process or an apphication running 1n a relatively high security
zone of a system. For instance, aspects of the process 300 can be implemented by the client
caller 116 or the server caller 124 of FIG . 1 orthe caller 210 of FIG. 2. Some or all aspects of
the process 300 {or anv other processes described herein, or vanations and/or combinations
thereof) may be performed under the control of one or more computer/control systems
configured with executable instructions and may be implemented as code {¢.g., executable
structions, one oF MOre COMPUICT Programs Or ong or more applications) cxecuting
collectively on one or more processors, by hardware or combinations thereof. The code may
be stored on a computer-readable storage medium, for example, in the form of a computer
program comprising a plurality of instructions executable by one or more processors. The
compuicr-readable storage medium may be non-transitorv. The order in which the operations
are described is not intended {o be construed as a limitation, and any number of the described

operations may be combined in any order and/or in paraliel to implement the processes.

16102} At block 302, a caller public key 1s provided to a callee, which can send back to the
caller a key 1D associated with the public kev. The caller public key can be part of a
private/public key pair for the caller. The key pair can be generated by the caller.
Altemnatively, the kev pair may be generated by another entity for the caller. The kev pair can
be generated specifically for message signing. In various embodiments, the caller public kev
or a public key certificate containing the caller public key may be uploadedtoacallee (e, a
service provider) via a portal {e.g., web service, web-based user interface) provided by the
callee, transmitted to the callee in a message, or uploaded or transmitted to a third-party

entity that manages the public key for the callec.

[33103] A key identifier (key 1D) that wdentifies the public kev (or the public key certificate)
can be obtained by the caller. The key ID may be issued by the callee or a third-party entity
that manages the caller public key. The key 1D can be of any suitable format including a
random number, an alphanumeric string, a global unique identifier (GUID), and the like. In
some embodiments, the key ID can be used to uniquely identifv the specific public kev. In
other embodiments, the key ID can be used to uniquely identify a key (¢ g., public key) for

the caller.
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[3104] Atblock 304, an AP message is generated using the key ID. The message can
include an API request for a service provided by the caller or an API response provided
corresponding to a previous API request. For example, the message can include a method to
be invoked and a resource identifier associated with the service API {e.g., a URI for the
service} with or without parameters. The message can also inchude a header portion that
includes metadata, and a body portion that includes payload data. The key 1D may be
ncluded in any suitable portion of the message. For instance, the key 1D can be embedded in

the URI as a parameter. In another example, the key 1D can be included as a header field in

the message header,

[6105] At block 306, the data to sign is obtained from the API message. The data to sign
can mclude some or all of the message header and some or all of the message body. To
tmprove performance, the data to sign does not include the entire message. In some
embodiments, message header can includes header fields specific to the callee. Some or all of
such callee-specific header fields can be included i the data to sign. In some embodiments,
the message header and/or the message body can be hashed or otherwise encoded before
heing included in the data to sign in order to reduce the size of the data to sign. Any suitable
hashing algorithm can be used such as MD3. For instance, a header hash can be generated
from the message header using MBS, A body hash can be generated from the message body

using MB35,

13106]  In some embodiments, the data to sign can also inclade a imestamp indicating
when the message is made. For instance, the timestamp can be a request timestamp indicating
when an APl request 1s made or a response timestamp mdicating when an APl response is

made. The timestamp may be used by the receiver of the message (e.g.

=

callee) to validate the
message. For example, the time at which the message is received by the callee can be
comparcd with the timestamp included in the message. If a predetermined threshold amount
of time has lapsed since the time mdicated by the timestamp, the message may be rejected as

mnvalid.

(63107} 1n some embodiments, the data to sign can also include the resource wdentifier (c.g.,
URIT} of the service AP to be invoked by the message. Thus, the data to sign, and hence the
signature generated thereafter, would be tied to not only the specific message header,

message body, and request timestamp, but also to the particular service APL
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13108] Optionally, the message can be encrypted using an encryption key that is separate
from the private/public key pair used for signing the message. For instance, the message body
can be encrypted using the encryption key and the encrypted message body can then be used
to generate the data to sign as described above. The encryption kev may be generated base

on a shared secret between the caller and the callee. Alternatively, the encryption key can be

a private key of ancther private/public key pair used for encryption purposes.

[3109] At block 308, a signature of the data to sign 1s generated using a cryptographic
algorithm and a private key corresponding to the public key. The cryptographic algorithm can
mclude a cryptographic hash function {c.g., SHA-2 or SHAZ), an encryption function (¢ g.,
RSA, ECC), or a combination thereof {e.g., RSA-5HA2Z, elliptic curve digital signature
algorithm (ECDSA)). Preferably, the crvptographic algorithm is based on the public key
infrastructure (PK). The private kev can be the caller private key that was generated as part
ot the private/public key pair above. The data to sign and the private key can be used as mput
into the eryptographie algorithm to generate a signature. For instance, a hash for the data to
sign may be generated using a crypiographic hash function (e.g., SHA-2} of the cryptographic
algorithm {c.g., RSA-SHAZ) and the hash may encrvpted using the private kev using a PKI-
based encryption function (¢.g., RSA) of the cryptographic algonithm (e.g., RSA-SHA2) to
generate the signature. Since this step tnvolves private key operation, it is preferably
performed by a process in a relative high security zone of a system to reduce the risk of key
exposure. [t 1s understood that cryptographic algorithms based on RSA (e g., KSA signature
algorithm such as RSA-SHAZ)Y and ECC (e .g., ECDSA} are discussed herein for illustrative
purposes only and not intended to be Hmiting. Any other sutable cryptographic algorithmg
can be used m various embodiments. For instance, other algorithms can include Digital
Signature Algorithm (DS A}, ElGamal signature scheme, Niederreiter cryptosystem, and the

like.

[B3116] A signature token can be generated based on the signature. The signature token can
inclade the signature. Optionally, the signature token may include other information such as a
timestamp, a version identifier for the token, and the like. Such other information may be

combined {¢c.g., concatenated) with the signature to generate the signature token.

6311} The signature token can be added to the initial message to form the signed message.
The signature token can be included in any suitable portion of the message. For instance, the

signature token can included as a header field in the header portion of the message or mnserted

(5]
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into the body of the message. In some other embodiments, the signature token may be
appended at the end of the message or prepended to the beginning of the message. In various
embodiments, the signed message mcludes information about the algorithm(s) used to
transform or encode the message so as to help a receiver of the message to decode or
authenticate the message. For example, the message can include mformation about the
crvptographic algorithm used to generate the signature, the hash function used to generate the
hashcs of the message header and message body, and encryption algorithm used to cncrypt
the message, the order in which data objects are arranged, and the like. Such information may

be included, for example, in the header fields of the message.

16112] Atblock 310, the signed AP message s transmitted to the callee. For instance, the
message may be transmitted as an HTTP message (o.g., HTTP request or HTTP response)

using REST protocols.

16113} FIG. 4 illustrates, in further detail, an example process 400 for signing an API

message, in accordance with embodiments. The process 400 can be used by a callerto sign a
message o be transmitted to a callee, for example, to request a service provided by the callee
or to provide a response to a previcusly received request. The caller can include a process or
an application running in a relatively high security zone of a system. For instance, aspects of
the process 300 can be implemented by the client caller 116 or the server caller 124 of FIG. 1

or the caller 210 of FIGG. 2.

16114} As dlustrated, an unsigned API request 402 can include a method 404, a resource
identifier 406, a message header 408, and a message body 410. The method 404 can nclude
HTTP methods such as GET, POST, PUT, HEAD, DELETE, and the like. The resource
wdentifier 406 {e.g., an URI) can be used to identify a service to be invoked by the AP

message. For example, an example resource indicator s provided below:
“/serviceprovider/apiname Tparameter I =abe&parameter2=cfy”

In some embodiments, a key 1D that identifies the public key used for authenticating the API
message can be embedded as a parameter as part of the resource indicator. For example, the

above resource indicator can be modified to include the key 1D “123™
“/serviceprovider/apiname ?parameter I =abc&parameter2=cfg&keviD=123"

[6315] The message header 408 can include one or more header fields, each with a field
name and a corresponding field value. Some of the header ficlds may be custom fields
34
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specific to the service provider that provides the service. For example, such castom header
fields can include an “x-serviceprovider ~-device-id” header field that indicates an identifier of
a device that gencrates the APl message and an “x-serviceprovider-request~id” header ficld

that indicates an dentifier for the current request.

[B116] A string to sign 412 {also referred to as data to sign) can be generaied based at least
n part on the unsigned API message 402, For example, the string to sign 412 can include a
timestamp 414 (e.g., 1430178344). The tuncstamp may be in any suitable format such
according to POSIX 1 UTC time standard. The timestamyp can indicate a time when the APE

message 1S generated or sent.

6317} The stnng to sign 412 can also include a combination {e.g., concatenation) of the
method 404 and the resource identifier 406, such as

“POST/serviceprovider/apiname Tparameter i =abe&parameter?=cty " &keviD=123",

In some embodiments, only the resource indicator or g portion thercof 1s included in the

string to sign without the method.

{6118} 'The string to sign 412 can also include a header hash 418, which is a hash of some
or ail header ficlds in the header 408 of the API message. Such header fields used to generate
the header hash 418 may mclude some or all of the castom header fields specific to the
service provider. In some examples, the header fields can be ordered by lexical ascending or
descending order based on header ficld names before being provided to a hash function. Any
suitable hash function can be used mcluding crypilographic hash functions such as MD2,
MD4, MD3, MD6, SHA-1, SHA-2, SHA-3, SHA-256, SHA-516, BLAKE-256, BLAKE-512,
and the hike and non-cryptographic hash functions. For instance, the header hash 418 canbe a
128-bit MDDS hash generated according to the RFC 1864, In some embodiments, the header
hash 418 can be included as a header field in the header 418 (e.g., a “x-serviceprovider-
header-mdS”™ header ficld}. This header field is preferably not used as an input for generating
the header hash 418, The header hash 418 may be included in the AP message for debugging
or validation purposes. In some other embodiments, the header hash 418 1s not meluded as a

header field in the API message.

{3119} The stong to sign 412 can also include a body hash 420 {(also referred to as content
hash}, which is a hash of some or all data in the message body 4190 of the APl message. Any
suitable hash function can be used for generating the body hash. The hash finction for

generating the body hash 420 may or mayv not be the same as the hash function for gencrating
35
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the header hash 418, For instance, the body hash 420 can be a 128-bit MB35 hash generated
according to the RFC 1864, In some embodiments, the body hash 420 may be included as a
header ficld {c.g., “content~md5” header ficld) in the APl message. The body hash 420 may
be included in the request for debugging or validation purposes. In some other embodiments,

the body hash 420 may not be inchuded m the AP message.

[3128] The message timestamp 414, a combination of method and resource indicator 416,
header hash 418, and body hash 420 can be combined to form the string to sign 412. Inan
embodiment, the four components are concatenated and separated by a separator {e.g., “.7}.

An example string to sign can be

1430178344 Q2h1Y 25 SW0ZWdyaXR51Q==,
X34Z5ThWQ79YKembTS40 A== POST/serviceprovider/servicename?parameter I=abc&par
ameter?=efg &keyD=123",

where “1430178344” 1s the request timestamp, “Q2hiY 2sgSW30LWdyaXR51Q==""1s the
body hash, “X33Z5thWQ79YKembTS40A=="1s the header hash, and
“POST/serviceprovider/servicename?parameter I=abe &parameterZ=efe " &keviD=123" 1s the
method/URI combination. In some embodiments, the above four components of the string to
sign may be otherwise processed before being combined nto the string to sign. o other
embodiments, the string 1o sign can include more, less, or different components than
discussed herein. The order in which the components are combined may be any suitable

order.

{0121} TThe stning to sign 412 and a private key 422 of a private/private key pair can be
used as input into a PKi-based cryptographic algorithm 424 (o generate a signature 434 {also
referred to as a digest). The cryptographic algorithm 424 can include a digital signature
algorithm such as RSA-SHAZ2, ECDSA, or the like. The digital signature algonthm can
include a kev generation algonthm, a signing algorithm, and a signature verification
algorthm. The key generate algorithm may be used to generate the private/public key pair.
The signing algorithm can be configured to generate a signature given a message and the
private key of the key pair. And the signature venfication algorithim can be configured to
accept or reject the message’s claim to avthenticity given the message, the signature, and the
public key corresponding to the private key. Here, the private key 422 and the string to

sign 412 are provided as inpot into the signing algornthm of the digital signatare

algorithm 424 In some embodiments, the signing algorithi can include a hash function 426
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(e.g., a cryptographic hash function) and an encrvption function 428, The hash function 426
may be used to generate a hash of the string o sign 412, The hash of the siring to sign and the
private key 422 may then be provided to the encryption function to output an encrypted hash

of the string to sign as the signature 434 of the strng to sign 412.

3122} A signature token 430 can be gencrated based on the signature 434, The signature
token can include the signature 434 and optionally some additional information such as a
timestamp 432 (which may be the same as the timestamp 414), a token version number {¢.g.,
“xv3”, not shown}, and the like. For instance, the token version mumber, the timestamp 432,
and the signature 434 can be combined {¢c.g., concatenated) in any suitable order to form the

signature token 430,

3123} The signature token 430 may be combined with the unsigned AP message 402 to
form a signed AP message 436, Preferably, the signature token 430 can be included in a
header field {c.g., “x-pay-token” header field) of the signed API message 436. Alternatively,

the signature token 430 may be included the message body of the signed API message 436.

16124} The way the signature token is constructed can improve security of the API
messages by ensuring that the same signature token cannot be reused for different APls, for
the same API but with a different pavioad, or for the same AP or the same payload but with
a different timestamp. The chient may, however, be allowed to reuse the same signature token
for the same APl with the same payload and the same timestamp. The inclusion of the
timestamp 11 the signature token can limit anv potential malicious attack to a predetenined

time-window, as discussed below.

A Verification Methods

10125] Embodiments of the present invention allow a receiver to verify a message that has
been signed using the PKi-based methods {(c.g.. as discussed in FIGS. 3-4) to ensure the
message’s integrity and authenticity. Such venification can be performed by a proxy
authenticator located n a low security zone (g.g., perimeter zone or DMZ) of a system using
only a public key corresponding to the private kev used to sign the message, thereby reducing

the risk of exposure of sensitive information.

10126] FIG. 3 illustrates an example process 500 for venfying a message, in accordance
with crobodiments. The process 500 can be implemented by a proxy authenticator located at a
relatively low securnity zone of the receiving svstem to verify the authenticity and mtegrity of
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the message before passing on the authenticated message to components in higher security
zones for further processing. For instance, aspects of the process 500 can be implemented by
a server proxy 118, a chient proxy 126 of FIG. 1, a proxy authenticator 214 of FIG. 2, ora

~
7

proxy authenticator 701 of FIG. 7.

3127} At block 502, a signed API message is received by a proxy authenticator located in
a relatively low security zone or a less trusted network {(e.g., perimeter zone) of a system. The
message may have been signed using methods such as discussed in FIGS. 3-4. For example,
the message may have been signed using a private key of a private/public key pair and a PKI-
hased cryptographic aigorithm {e.g., digital signature algorithm). fn particular, the message

may have been signed using a signing algorithm of the digital signatare algorithm.

[3128] At block 504, the signed APl message may be optionally validated before verifying
the signature of the signed message. In some embodiments, a timestamp associated with the
message may be compared with a current time to determine whether the time that has lapsed
since the timestamp exceeds a predetermined threshold amount of time {(e.g., cight minutes).
If so, the message may be determined to be mvalid. The timestamp may indicate a time when
the message was created or sent or when some other predetermine event occurred. The
timestamp may be obtamed from the signed message. For example, the imestamp may be

extracted from a signature token that is included in the header of the sighed message.

10129]  Additionally or altematively, a network address of the sender of the message {e g,
an IP address) may be verified against a predetermined whitelist or blacklist containing,
respectively, allowable or prohibited network addresses. The whitelist or blacklist can include
a range of network addresses. In some embodiments, the whitelist and/or blacklist can be
specified by a sender of the message. In other embodiments, the whitelist and/or blacklist can
be generated by the receiver of the message or a third-party intrusion detection svstem. fn
some cases, the whitehist or blackhist may be selected based on imformation included in the
message. For example, the predetermined whitelist or blacklist may be selected based on a
key ID included in message. The key ID may be included in a resource mdicator {c.g., URI}

o1 a header field of the message.

(6138} Additionally or alternatively, if a hash of the message header or message body is
provided {e.g., as part of the message header), then a hash of the corresponding header or
body is calculated and compared with the provided hash to ensure integrity of the message.

The hash finction to use may be indicated by the message itself. In an embodiment, if the

ol

XY
a¢



header field “content-md5” exists, then an MDS hash of the content or body of the message
may be calcuiated and compared with the value of the “content-mdS” header field. Hthe
calculated value does not match the header ficld, then an error message such as the following

may be retumed to the sender of the message:

3 HTTP/1.1 400 Bad Request
Content~Type: application/json;charset=UTF-8
{
“error:"invahid request”,
"error_description”:"The content-mdS does not match”
10 }

[6131] 1n an embodiment, if the header field “x-gserviceprovider-header-md3™ exasts, then
an MB35 hash of the header of the message {excluding the “x-serviceprovider-header-mdS”
field) may be calculated and compared with the value of the “x-serviceprovider-header-md3”
header field. It the calculated value does not maich the header field, then an error message

15 such as the following may be returned to the sender of the message:

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-3
{

"error"invalid header”,

20 “error_description”:"The header-mdS does not match”

[3132] Atblock 506, a public key is obtained that corresponds to the private key that is

used sign the message. In some embodiments, a key 1D can be extracted from the message

{c.g., from the URI or message header). The key 1D can be used {¢.g., by a credential

25 service 218 of FIG. 2) to retrieve the corresponding public key or certificate that contains the
public keyv. In some embodiments, a credential cache (e g, credential cache 216 of FIG. 2)

may be queried first to improve performance.

[3133] Atblock 508, the signed message may be authenticated using the public key and the
cryptographic algorithm (¢.g., RSA-SHA? or ECDSA) that was used to sign the message.

30 Information about the cryptographic algorithm to use may be indicated by the message itself
{¢.g., n a header ficld}. To authenticate the signed message, a signature token can be

extracted from the signed message. A digital signature can be extracted from the signature
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token. Some or all data included from the signed message can be used to construct the
verification data to sign. The verification data to sign, the digital signature, and the public
key can be used input into the crvptographic algorithm to determine whether the authenticity

and ntegrity of the message.

3134} In some combodiments, the cryptographic algorithm can inchude a signature
verification algorithm that corresponds to the signing algorithm that was used to sign the
message. For mstance, the crvptographic algorithm can include a hash function and a
decryption function. The hash function can be the same hash function that was used in the
signing algorithm. The decrvption function can correspond to the encryption function that
was used i the signing algorithm. The digital signature can be decrypted using the
decryption fimation and the public key to generate decrypted data. Some or all data included
from the server message can be used to construct the verification data to sign. The
verification data to sign can be hashed using the hash function to generate a venification hash.
The verification hash may be compared with the decrypted data. If there 13 a match, then the
authenticity as well as the integrity of the message can be ensured. If there is not a match, an

orror message may be retumed to the sender of the message.

[6135] Atblock 510, the avthenticated APl message is forwarded to a higher security zong
for further processing. For instance, the authenticated message can be forwarded to a routing
controlier located i a higher security zone (¢.g., routing controller 222 of FIG. 2). The
routing controller can be configured to route the message to a server implementing a service
requested by the message and/or perform additional validation or processing of the message
such as discussed in section LB, In some embodiments, the authenticated message can be
forward directly to the component that fulfill the AP message sach as a server implementing

a service or resource requested by an AP request.

[3136] FIG. 6 llustrates i further detail, an example process 600 for authenticating a
signed API message, n accordance with embodiments. The process 600 can be implemented
by a proxy authenticator located at a relatively low security zone of the receiving system to
verify the anthenticity and integrity of the message before passing on the authenticated
message to components in higher security zones for further processing. For instance, aspects
of the process 300 can be implemented by the server proxy 118 or client proxy 126 of FIG. 1

or a proxy authenticator 214 of FIG. 2, or a proxy authenticator 710 of FIG. 7.
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13137}  As illustrated, a signed API message 602 can be received. The signed APY
message 502 can include a method 604, a resource identifier 606, a message header 608, 3
message body 610, and a signature token 612, The signature token 612 mayv be included in

the message header 603,

(3138} The signature token 612 can be extracied from the signed AP message 602, A
timestamp 616 {e.g., a request timestamp or a response timestamp) and a signature 634 can be
extracted from the signature token 612 The request imestamp 616 can be used to construct a
verification string to sign 614. The verification string to sign 614 can also inclade a
combination string 618 of the method 604 and the resource indicator 606, a header hash 620
comprising a hash of the header 608, a body hash 622 comprising a hash of the body 610. A
hash function (e.g., MD5} for generating the header hash 620 or the body hash 620 may be
indicated by the signed message. The timestamp 616 can be verified against a predetermined

threshold amount of tume such as discussed in block 504 of FIG. 5.

1013%] A kev 1D 624 can be extracted from the signed APl message 602, The key 1D may
he included as part of the resource indicator 606 or the header 608. The key H) 624 may be
used 1o obtain a public key 626 that corresponds to the private key used to generate the
signature 634, In some embodiments, the key 1D 624 can also be used to retrieve a whitehist
636 of allowable network addresses. The whitelist 636 can be compared with the sender’s
network address 638, In some cases, the sender’s network address 638 may be determined
from the signed APl message 602. If the sender’s network address 638 falls within the
whitelisted network addresses or range of network addresses, then the request may be

considered valid. Otherwise, the request may be determined to be invalid and blocked.

[6148] The public key 626, the vernification string to sign, and the signature 634 can be
provided as input mto the cryptographic algorithn 628 (e.g., digital signature algorithm) that
corresponds with the one used by the sender to sign the request. For mstance, the
cryptographic algorithm can include a signature verification algorithm that corresponds with
the signing algorithm used by the sender. In some embodiments, the cryptographic
algorithm 628 mcludes a hash function 630 and a decryption funcuon 632, The hash
function 630 may be applied to the verification string to sign to generate a verification hash.
The decryption function may be applied to the signature 634 and the public key 626 to

generate decrypted data. The decrypted data and the verification hash may be compared to
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determine if there 1s a match. If so, the mtegrity and authenticity of the message is verified. If

there is a mismatch, then the verification fails.

Hi. PKI-BASED TOKEN AUTHENTICATION

[3i41] Embodiments of the present invention also provide PKi-based authentication of
authorization tokens. Such authentication technigues may be suitable for authenticating
chients that are not capable of implementing the message signing technigues discussed catlier,
In some cases, the clients may not be capable of securely storing sensitive cryptographic kevs
{c¢.g., private key} required for signing client messages. For instance, such clients may not be
equippad with any software or hardware based security module {¢.g., hardware security
module (HSM), smart card, chip card). Alternatively or additionally, the clients may not be
sufficiently protected from external traffic by firewalls or perimeter networks. In some other
cases, the clients may not be equipped with the computing capabilities (¢.g., CPU, memory)
to implement cryptographic algorithms required for digital signing. Examples of such clients
can include web-based applications {¢.g., browsers}, mobile applications not supported by

security modules, and the like.

[3142] In order to authenticate AP messages coming from such a client, a service provider
mayv be configured to first issue a signed authorization token to the chent upon successful
authentication of the client. The authorization token may be signed by an authortzation
controlier in a high secunty zone of the service provider using a private key of a
private/public key pair gencrated by the service provider. Subsequently, the clicnt may
mehude such a signed authorization token i an API message that is sent to the service
provider. The service provider may authenticate, by a proxy avthenticator at 3 low security
zone {e.g., perimeter zone) of the service provider, the signed authorization token using the
corresponding public key. The authenticated API message may then be forwarded to a higher
securtty zone for further processing. Thus, the authentication of the API messages terminates
at a low security zone of the service provider without the exposure of private kevs in the low
security zone, thereby providing better protection to data and logic inside in the higher

SCCUTIty ZONgs.

A. Systems
16143} FIG. 7 illustrates an example system 700 for mmplementing PKi-based token
authentication, in accordance with embodiments. A client 708 located i an untrusted
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environment such as the internet 702 can be configured to commumicate with a service
provider 201 in order to utilize services provided by the service provider 701, The chient 708
may include a web-based apphication {(¢.g., browser) or a mobile application running on a
mobile device {e.g., mobile phone, tablet, laptop, etc ). The service provider 701 may be

5 similar to the service provider 201 of FIG. 2 and/or be implemented by a server system 104

of FIG. 1.

[#144] The server system of the service provider 201 may comprise two or more physical
or logical network zones, each associated with a different level of network security. For
mstance, as illustrated i F1G. 7, the server system comprises a perimeter zone 704 with a
10 lower level of security or trustworthiness and a business zone 706 with a higher level of
security 706. The perimeter zone 704 may be the first network of the service provider
network that mterfaces tratfic coming from the external network {e.g., the Intermet 702). The
busmness zone 706, on the other hand, 1s further insulated from the external network via the
perimeter zone 704 and/or one or more firewalls between the business zone 706 and the

15 external network and/or between the business zone 706 and the perimeter zone 704,

[0145] The service provider 701 can comprise components that are located 1o different
security zones. For instance, as illustrated in FIG. 7, the service provider comprises a proxy
authenticator 710 and a credential cache 712 located in the perimeter zone 704, The service
provider also comprises an authorization controlier 714, routing controtler 718, secure

20 storage 720, and one or morg callee services 718 located in the business zone 706, The
components mav be implemented, collectively or individually, by one or more computing
devices such as servers, mobile devices, and the like. In some embodiments, two different
components in the same or two different security zones may be implemented by two different
computing devices. Alternatively, two different components in the same or two different

25  sccurity zones may be mmplemented by a single computing device. For example, the
component in a higher security zone may be implemented using a secure hardware element of
the computing device and/or protected by application-specific or process-specific firewall
implemented in software nunning on the computing device; whergas the component in a
lower security zone may be implemented using a less socure hardware clement of the

30 computing device and/or not protected by the sofiware firewalls of the computing device.

[B146] The client 708 can be configured to receive client credentials from a user. The client

credentials may include username and password or other credentials for the chent application.

4
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Alternatively, a chient may be configured to obtain delegated access to resources of the
service provider on behalf a resource owner {e.g., a user), similar to the mechanisms of Oauth
or OpenltD. In the delegated access scenarnio, the client may be configured to allow the user to
authenticate directly with an authentication service of the service provider 701 using the
user’s credentials with the service provider (e.g., by redirecting from a login page of the

client to a login page of the service provider).

{3147} The client 708 can be configured to transmit an authorization request 722 to the
service provider 701, The authorization request 722 can include user credentials that a user
provides {e.g., either for direct access or for delegated access). For example, an example

authonzation request 722 can include:

POST /fserviceprovider/auth/token
Content-type: application/x~www-form-uriencode
grant_type=password&username=name&password=pass
{6148} The authorization request 722 may be intercepted by the proxy authesticator 710
Instead of tunneling the request through network devices directly, the proxy authenticator 710
may be configured to use an HTTP client to invoke a correspondimg authorization
controller 714 located in the business zone 706 via an asthorization request 724. The
authorization request 724 may include some or all of the information ncluded in the

authorization request 722. An example authorization request 724 can include:

POST /fserviceprovider/auth/token

Content-type: application/ x-www-tform-uriencoded

grant_type=password&username=name&password=pass
{6149} The authorization controlier 714 may be configured to authenticate the user
credentials included i the authorization request 724, For example, the user credentials may
be verified against the stored user credentials to determune if there is a match. Upon
successful authentication of the user credentials, an authorization token (also referred to as an
access token) may be generated. The authonzation token may cncapsulate the secunty
identify of the user {¢.g., device 1D}, security credentials for a login session, access rights and
privileges, and the like. The authorization token can be used by the client, in subsequent
requests, to gain access to resources of the service provider. In some embodiments, an
authorization token comprises the following mformation:

(1) user tenancy (.o, the wdentity of the party who owns the user);
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(2) session 1D (also referred as actor-1D);
(3) user 1D {unigue identifier for the user);

{4} authentication level {e.g., whether user logs in with a payvment processing network
password, with a tssuing bank’s password, and/or with biometrics feature such as
fingerprints, voice/facial recognition; whether the user has passed any step-up authentication
such as secure questions or one-time token; whether the user has to answer challenge
questions in a static or dynamic one-time token delivered through pre-verified second channel

{c.g., email or SMS});

{5} authorization scope {¢.g., whether the session is allowed to nvoke certain APls. For
example, pavment checkout session normally is prohibited from invoking payment token

provision APIs;

(6) device 1D {c.g., an identifier of the device that mitiated the session), so as to ensure, for
security considerations, that the authorization token cannot be migrated 1o or used by

different end-poinis on the client side);
(7) 1ssuing time (¢.g., the timestamp when authorization token is issued);

(&) expiration time {¢.g., the number of seconds from igsuing time by which the austhorization

token will be considered as expired);

{9} chient I3 (¢ g, identifier of a client (¢ .g., an amthonzed partner, such as a bank or a wallet

provider like Google) on whose behalf the particular authorization token is issued);

(10) a counter {c.g., an integer that mdicates how many times the authorization token has
heen extended). By default authorization token expirces in a predefined value (e.g., eight
minutes). A chient can invoke API to renew a near-expiring authornzation token. Renewal of
an authorization token may cause the counter to increment by a predetermined amount (e.g.,

one).

[3150] In some embodiments, the authorization controller 714 can be configured to encrypt
the authorization token to protect the content therein. Any suitable encryption can be used to
encrypt some or all portions of the authorization token. For example, the authorization token

can be encrypted using a shared secret and a cryptographic algorithm such as AES-GCM.

[6151] The authorization controlier 714 can be configured to generate or otherwise obtain a

private/public key pair {e.g., RSA or ECC key pair) and use the privaie key of the
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private/public key pair to sign the authorization token (which may be encrypted) using a
cryptographic algorithm (¢.g., RSA-SHAZ ECBDSA}. The private kev may be stored in a
secure storage 720 whereas the public key may be provided to the credential cache 712
accessible by the proxy anthenticator 710. In some cases, a cryptographic algorithm with a
shorter key size (e.g., ECDSA} is preferred because the authorization token s typically
required in almost every request for AP service, and shorter kev size (¢.g., from an ECC
bascd algorithm} can significantly reduce the overhead and reduce the chances of cxceceding

buffer sizes in network devices.

{6152} To sign the authorization token {which may be encrypted), a token to sign may be
constructed by combining an expiration time and/or any other suitable information with the
authorization token. A token signature may be generated for the token to sign using the
private key and the crypiographic algorithm. For instance, the token to sign may be hashed
usmg a hash function of the cryptographic algorithm (e.g., SHA-2) and the hash of the token
to sign may be encrypted using an encryption function (e.g., ECC or RSA) of the
cryptographic algorithm and the private key to generate the token signature. The signed
authorization token may be a combination of the token to sign and the token signature. For
mstance, the token signature may be appended to the end of the token to sign or prepended to

the front of the token to sign to form the signed authorization token.

[BI83] In some embodiments, the shared secret used to encrypt the authorization token, the
private key used to sign the encrypted anthorization token, and other sensitive information
used by the service provider components may be stored in a secure storage 720, In an
exaraple, the secure storage 720 can include a hardware security module (HSM), a data
crvpio service (DCS), or any other suitable secure data storage. The DCS can be configured
to provide centralized cryptographic algorithms as REST APis. In some implementations, the

DBCS can be built on HSM and/or JAVA crypto libraries.

[3154] The signed authorization token may be transmitted back to the proxy authenticator
710 in an authorization response 726. The authorization response 726 may include an APE
response {e.g., a REST API response). An example of the authornization response 726 is
provided below:

HTTP/11 260 OK

Content-type: application/json
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{access_token: “timestampraccess token:[ECDSA (private-key)

{imestamp:access_token)|”, token type: “Bear”, expires_in “4807)
In the above example, the “timestamp” can indicate a tme the token is generated and the
“expires_in” indicates when the time penod from the timestamp that the token will expire.
Alternatively, the “timestamp” can indicate an expiration timestamp without including the
“expires_m” field. The token to sign 18 the “timestamp:access_token”, which is the
concatenation of the value of “timestamp™, a separator <7, and the value of “access token”
(the authorization token which may be encrypted). The “TECDSA (private-key) (timestamp +
access_token)|” is the token signature which is the output of applving the cryvptographic

algorithm ECDSA o the private key and the token to sign.

[6138] 'The proxy authenticator 710 may be configured to forward the content included in

the aathorization response 726 back to the client 708 in an authorization response 728,

[3156] The client can include the signed authorization token in a subsequent service
request 730 that is transmitted to the service provider. The service request may be used to
invoke a service provided by the service provider. The service request may be an APR
message {¢.g., APl request). The service request An example of such a service request is

provided below:

POST/visa/aRestAP]
Authorization: Bearer [timestamp]:{signed token]
Here, the “timestamp” indicate a time the request is made and “signed token” is the signe

authorization token that has been received by the client from the service provider.

16157} The proxy authenticator 710 can be configured to venfy the timestamp of the
service request 730 with the expiration time associated with the authorization token to
determine validity of the authorization token. Furthermore, the proxy authenticator 710 can
be configured to vertfy the token signature of the signed token using the cryptographic
algorithm (¢ g., KSA-SHA?Z or ECDSA) and the public key that corresponds with the private
key used to sign the authorization token. The proxy authenticator 710 may be configured to
obtain the public key for the access token (or authorization token) for signing purpose. The
public kev may be a preconfigured key associated with a predetermined key 1D, The
authenticator uses can use the preconfigured kev-ID to retrieve the preconfigured public key
to verify the token signature. In some embodiments, the public key can be retrieved from a

credential cache 712 in the perimeter zone 704 similar to the credential cache 216 of FIG. 2.
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If the public kev 1s not found in the credential cache 712, the proxy authenticator 710 may be
configured to obtain the public key from a credential service (not shown) in the business
zone 706 similar to the credential service 218 of FIG. 2. In some embodiments, the proxy
authenticator 710 can also be contigured to perform some or all of the functionalities of the

proxy authenticator 214 discussed in FIG. 2.

[3158]  After successfully venifying the request 730, the proxy authenticator 710 can be
configared to transmit the authenticated service request 732 to the routing controller 716
focated 1n a higher security zone {e.g., business zone 706} for further processing. The
authenticated service request 732 can include substantially the same information as the
service request 730 received by the proxy authenticator. In some embodiments, the service
request 732 may inchide the authonzation token (which may be encrypted) without the token
signature, since the token signature has alrcady been vernfied. In some other embodiments,
the token signature can be included m the service request 732 but not verified by the routing

controller 716 since it has alrcady been verified by the proxy authenticator.

[6159] In some embodiments, the routing controller 718 can be configured to decrvpt the
authorization token using the same algonthm {e.g., AES-GCM) and the same shared secret
ased to encrypt the authorization foken, if the authorization token has been previously
enerypted {e.g., by the authorization controlicr 714) before being signed. Information in the
decrypted authorization token {(e.g., security identify of the user {¢.g., device 1D}, sccurity
credentials for a login session, access rights and privileges, etc.} may be venified. The routing
controlier 718 can also be configured to create a service context for the service request and
route the service request to the proper callee service 224 implementing the requested service
i a service request 734, In some embodiments, the routing controller 718 can also be
configured to perform some or all of the functionalities of the routing controller 222

discussed m FIG. 2.

[3160] In some embodiments, the routing controller 718 can be configured to provide a
service response 736 {e.g., an AP response} to the proxy authenticator 710 that corresponds
to the service request 732, In some embodiments, the service response 736 can reflect a
response recetved from a callee service 718 that corresponds to the service request 734, The
proxyv authenticator 710 can be configured to forward the service response 736 back to the
client 708 in a service response 738, An example of the service response 736 or 738 is

provided:
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HTTR/11 200 OK

{response data)
{0161}  As ulustrated, the authentication of the API messages (¢.g., authentication of the
signed authorization tokens) terminates at a low security zone of the service provider without
the exposure of private keys i the low security zone, thereby providing better protection to

data and logic inside in the higher security zones.

B. Methods

16162} FIG. 8 iHustrates an example process 800 for implementing PKI-based token
authentication, in accordance with embodiments. The process 800 can be implemented by
components of service provider to authenticate client requests by authenticating provider-
tssued authorization tokens. Aspecis of the process 800 can be tmplemented a proxy
authenticator located at a relatively low security zone of the service provider {c.g., proxy
authenticator the server proxy 118 of FIG. 1, proxy authenticator 214 of FIG. 2, or proxy
authenticator 710 of FIG. 7} and/or an authornization controller in a relatively high secunity

zone {e.g., authorization controller 714 of FIG. 7).

[3163] At block 802, an authorization request is receive comprising user credentials. The
authonzation request may be transmitted by a chent such as the client 708 of FIG. 7. The
authorization request may be received by a proxy authenticator located at a low securtty zone
of a service provider, such as proxy authenticator the server proxy 118 of FIG 1, proxy
authenticator 214 of FIG. 2, or proxy authenticator 710 of FIG. 7. The anthorization request
may be an APl message (e.g., a REST API request). The authorization request may include
ong or more user credentials received from a user operating the client such as usemame and

password.

[3164] At block 804, the authorization request is authenticated tn a high security zone of
the service provider. In an embodiment, the anthorization request is forwarded by a proxy
authenticator located in a low secunty zone to an authonzation controller located n the high
security zone {e.g., m an API message). The authorization controller may then authenticate
the anthorization request. Authenticating the authorization request can mclude authenticating

the user credentials (e.g.. username and password) included in the authentication reguest.

[3165] At block 806, a signed authonzation token is generated in the high security zone

using a cryptographic algorithm and a private key. The avthorization token can be generated
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by the authorization controller upon successtul avthentication of the authorization request.
The authorization token may encapsulate the security identify of the user {e.g., device ID),
security credentials for a login session, access rights and privileges, and the like. In some
examples, the authonzation token may be optionally encrypted using any suitable encryption
algorithm. For example, the authorization token can be encrypted using a shared secret and a

crvptographic algorithm such as AES-GCM.

[3166] The authorization token {which may be encrypted) can be digitally signed (e.g., by
the authorization controllery. To that end, a private/public key pair can be generated using a
PKI-based key gencration algorithm (e .g., a RSA or ECC based algorithm). The private key
of the private/public kev pair can be used to sign the encrypted authorization token (which
may be encrypied) using a cryptographic algorithm (e.g.. RSA-SHAZ? ECDSA), whereas the
pubkic key of the private/public key can be made available to the proxy authenticator in the

low security zone. Further details on token signing are provided in FIG. 9.

13167} At block 808, an authorization response comprising the signed anthorization token
can be transmitted back to the client. In some embodiments, the authorization controlier can
be configured to provide the signed authorization token to the proxy authenticator in an APL
response {e.g., a REST API response). The proxy authenticator can then forward the

authorization response to the client.

10168] Atblock 810, a service request is received in a low security zone of the service
provider, the service request comprising the signed authorization token. The service request
may be sent by a client that received authorization request above, Altematively, the service
request may be sent by a different entity. The service request may nclude an AP message
{c.g., a REST API request) for a service provided by the service provider. The service request

can be received by a proxy authenticator located in the low security zone.

10169]  Atblock 812, the service request can be authenticated in the low security zone by
verifying the signed authorization token. For instance, the proxy authenticator in the low
security zone can be configured to verify the signed authorization token included n the
service request such as discussed in further detail in FIG. 10, An expiration time associated
with the authonzation token may be obtained based on the signed authorization token to
determine if the token as expired. Additionallv, the public kev associated with the private key
used to sign the authorization token can be obtained 1n conjunction with the crvptographic
algorithm {c.g., RSA-SHAZ or ECDSA} used to sign the authorization token. The proxy
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authenticator may be configured to obtain the public kev from a credential cache (e.g.,
credential cache 216 of FIG. 2} in the low security zone. H the public kev is not found in the
credential cache, the proxy authenticator may be configured to obtain the public key from a
credential service (e.g., credential service 218 of FIG. 2) m a higher security zone. If
authentication of the service request fails for some reason, the proxy authenticator may be

configured to return an error message to the chient.

[3170] At block 814, the authenticated service reguest is forwarded to a high security zone
for further processing. The authenticated service request can be forward by the proxy
authenticator to a routing controller located in a higher security zone, for example, via a an
APl message (e.g., a REST API request}. The routing controller can be configured to decrypt
the authorization token using the same algorithm (e .g., AES-GUM) and the same shared
secret used to encrypt the authorization token, 1f the authorization token has been previously
encrypted prior to being signed. Information in the decrypted authorization token {(¢.g.,
security identfy of the user {e g, device ID), security credentials for a login session, access
rights and privileges, ctc.) may be verified. The routing controller can also be configured to
create a service context for the service request and route the service request to the proper
component of the service provider {e.g., a server) implementing the service requested by the

service request.

[3171] In some embodiments, the routing controller can be configured o provide a service
response {e.g., an API response), to the proxy authenticator, a service response that
corrgsponds to the service request {e.g., based on a response received from the service being
called). The proxy authenticator can be configured to forward the service response back to

the chient in a service response {(e.g., an API response).

[6172] FIG. 9 dlustrates an example process 900 for generating a signed authorization
token, in accordance with embodiments. In some embodiments, the process 900 may be
implemented by an authorization controller in a high security zone of a service provider (e.g.,

authorization controller 714 of FIG. 7).

[0173] Asillustrated, an authorization token 902 may be generated upon successful
authentication of user credentials provided in an avthorization request. The authorization
token may be encrypted to generate an encrypted token 908, using any suitable encryption
algorithm (¢.g., AES-GCM)} and a shared secret. The encrvpted token 908 may be combined
with an expiration timestamp to generate a token to sign 904,
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[3174] A private/public key pair {e.g., an RSA or ECC key pair) can be generated for
signing the authorization tokens. The prvate key 210 of the private/public key pair can be
used to sign the token to sign in conjunction with a PKi-based cryptographic algorithm 912
(c.g., RSA-SHA2 or ECDSA). The cryptographic algorithm 912 can include a hash

function 914 and an encryption function 916. The hash function 914 can be used to generate 3
hash of the token to sign 904, The hash of the token to sign can be encrypted using the
encryption function 916 and the private key 910 to generate a token signature 922, The token
signatore 922 can be combined with the token to sign 904 to generate the signed token 918.
For instance, the token signature 922 may be appended to the end of the token to sign 904 or
prepended to the front of the token 1o sign 904 The signed token 918 can be included in an
authonzation response 924 that corresponds to the authorization request that 1s used to
request the authorization token. For instance, the signed token 918 can be included as payload

data in the message body portion of the authorization response 904,

[3175] FIG. 10 lustrates an example process 1000 for verifying a signed authorization
token, in accordance with embodiments. In some embodiments, the process 1000 may be
implemented by a proxy authenticator in a low security zone of a service provider (e.g., proxy
authenticator 710 of FIG. 7) to venity a signed anthorization token 1004 included m a service

request 1002,

[B176] Asillustrated, the signed authorization token 1004 can be extracied from the service
request 1002, The signed authorization token can include a token to sign 1006 and a token
signature 1008, The token to sign 1006 may mclude a timestamp that may be verified to

cusure that the authorization token has not expired.

i6177) The public key 1010 that corresponds to the private key used to generate the token
signature 1008 may be obtained. The public key 1010, the token to sign 1006 and the token
signature 1008 can be provided as input into the PKl-based cryvptographic algorithm 1012
{e.g., RSA-SHA?2 or ECDSA) used to generate the token signatare so as to verify the
authenticity and integrity of the signed token 1004. In some embodiments, the cryptographic
algorithm 1012 can include a hash function 1014 and a decryption function 1016. The hash
function 1014 can be used to generate a hash of the token to sign 1016, The token

signature 1608 can be decrypted using the decryption function 1016 and the public kev 1010

to gencrate decrvpted data. The decrypted data can be compared with the hash of the token to
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sign to determine if there 1s match. If there 1s a match, then the authenticity and integrity of

authorization token 1s verified.
V. Computer Apparatus

[3178] FIG. 11 illustrates is a high level block diagram of a computer system that may be

used to implement any of the entities or components {e.g., toll payment server} described

above, according to some embodiments. The subsystems shown i FiG. 11 are interconnected
via a systern bus 975, Additional subsystems include a printer 1103, kevboard 1106, fixed
disk 1107, and monitor 1109, which is coupled to display adapter 1104, Peripherals and
input/output (1/0) devices, which couple to /O controller 1100, can be connected to the
computer system by any number of means known in the art, such as a serial port. For
example, serial port 1105 or external interface 1108 can be used to connect the computer
apparatus to a wide area network such as the Internet, a mouse input device, or a scanner. The
interconnection via system bus 975 allows the central processor 1102 to communicate with
cach subsystem and to control the exccution of instructions from svstem memory 1101 or the
fixed disk 1107, as well as the exchange of information between subsystems. The system

memory 1101 and/or the fixed disk may embody a computer-readable medum.

[3178] Storage media and computer-readable media for containing code, or portions of
code, can include any appropriate media known or used in the art, including storage media
and communication media, such as but not limited to volatile and non-volatile, removable
and non-removable media implemented in any method or technology for storage and/or
transmission of information such as computer-readable instructions, data structures, program
modules, or other data, including RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disk (BVD) or other optical storage, magnetic
casseties, magnetic tape, magnetic disk storage or other magnetic storage devices, data
signals, data transmissions, or any other medium which can be used 1o store or transmit the
desired information and which can be accessed by the computer. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will appreciate other ways

and/or methods to implement the various embodiments.

[318G] The asset obfuscation techniques described hercin can provide tailored or
customized obfuscation of digital assets {¢.g., mobile applications) deployved to various
mobile devices. By increasing the vanance or difference among the deployed assets, the risk

of massive or scalable security attacks can be mitigated. In particular, attackers are now
5
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required to build mnto their malware different solations for each new upgrade or variation in
security implementation, therefore increasing the size of the necessary malware, making it
casier to wentify and prevent. Such malware would also take more time and effort to develop,
himiting the window for deployment. o addition, the size of the user communities atfected by

a successtul attack can be decreased.

[3181] The above description is tllustrative and is not restrictive. Many variations of the
invention may become apparent (o those skilled in the art upon review of the disclosure. The
scope of the invention may, therefore, be determined not necessarily with reference to the
above description, but instead may be determined with reference to the pending claims along

with their full scope or equuvalents.

[G182] It may be understood that the present invention as described above can be
implemented 1 the form of control logic using computer sofiware in a modular or integrated
manner. Based on the disclosure and teachings provided hergin, a person of ordinary skill in
the art may know and appreciate other ways and/or methods to implement the present

mvention using hardware and a combination of hardware and software.

(6183} Any of the scfiware components or functions described in this application, may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C++ or Perl using, for example, conventional or object-
oriented technigues. The software code may be stored as a series of instructions, or
commands on a computer readable medium, such as a random access memory (RAM), a read
only memory (ROM}, a magnetic medium such as a hard-drive or a floppy disk, or an opuical
medium such as a CB-ROM. Any such computer readable medium may reside on or withimn a
single computational apparatus, and may be present on or within different computational

apparatuses within a system or network,

[#184] Onc or more features from any embodiment may be combined with one or more

features of any other embodiment without departing from the scope of the invention.

[0185] A recitation of "a", "an" or "the" is infended to mean "one or more” unless

specifically indicated to the contrary.
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WHATIS CEAIMED IS:

I A computer-implemented method comprising:

receiving, by a first computer in a first low security zone of a first system, a
first application prograroming micrface (APl message from a second system for a first
service provided by the first sysiem, the first system comprising a first high secunty zone
behind a first firewall and the first low security zone in front of the first firewall, the second
system comprising a second high security zone behind a second firewall and a second low
security zone in front of the sccond firewall, the first API message generated by a second
computer in the second high security zone of the second system using a cryptographic
algorithm and a private key associated with the second system;

authenticating, by the first computer inx the first fow secunty zone of the first
gystem, the first APY maessage using the cryptographic algorithm and a public kev that
corresponds to the private kev associated with the second system; and

transmutting the authenticated first APl message to a third computer in the first

high security zone of the first network.

5

2. The method of clainy 1, wherein the first APl message comprises a key
wdentificr associated with the public kev, and wherein authenticating the first AP message

comprises retrieving the public kev using the key wdentifier.

3 The method of claim 1, wherein the crvptographic algonthm comprises

RSA-SHAZ or elliptic curve digital signature algorithm (HCDSA).

4. The method of claim 1, wherein the cryptographic algorithm comprises
a hash function and a decrvption function, and wherein authenticating the first API message
COMPTISSS:

obtaining a signature token from the first API message;

generating data o sign based on the first API message:

applying the hash function to the data to sign to obtain a hash;

applving the decrvption function to at least a portion of the signature token
and the public key to obtain decryvpted signature data; and

determuning whether the hash matches the decrvpted signature data.

(9]
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5. The method of claim 4, wherein the first API message comprises a
method, a resource 1dentifier, a message header, and a message body, and wherein generating
the data to sign based on the first APl message comprises:

obtaining a timestamp from the signature token;

obtaining a header hash of at least a portion of the message header;

obtaining a body hash of at least a portion of the message body; and

combining the timestamyp, the header hash, the body hash, the method and the

resource identifier to generate the data to sign.

6, The method of ¢lain 1, wherein authenticating the first AP message
comprises verifying a timestamp associated with the first AP message to cnsure that the first
API message 1s recetved within a predetermined threshold amount of ime from a time

indicated by the timestamp.

7. The method of claim 1, wherein the first APl message comprises a key
wdentifier and authenticating the first AP message comprises:

retrieving one or more allowable network addresses using the key dentifier;
and

verifying that a network address associated with the first AP message is

included in the one or more allowable network addresses.

& The method of claim 1, wherein the third computer in the first high
security zone of the first network s configured to decrypt at least a portion of the
authenticated first AP message using a shared secret to obtamn decrypted message data and to

validate the decrvpted message data.

9. The method of claim 8, wherein the third computer in the first high
security zone of the first network is further configured to route the authenticated first API
message to a fourth computer in the first bigh secunty zone of the first network that

implements the first service provided by the first syvstem.
10. The method of claim 9, further comprising:

generating, by a fifth computer in the first high security zone of the first

network, a second AP message that corresponds to the first AP] message, using the
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cryptographic algorithm and a private key associated with the first system, wherein the
second APl message is authenticated by a sixth computer in the second low securty zone of

the second system using a public key that corresponds to the private key associated with the

first system.

il A first computer system, comprising:
a first computer in a first high security zone of the first computer system, the
first computer comprising one or more processors configured to:
generate a first application progranuning interface (API) message fora
second computer system, the first computer svstem comprising the first high security
zone behind a first firewall and a first low security zone in front of the first firewall,
the second computer system comprising a second high security zone behind a second
firewall and a sccond low security zone in front of the second firewall, the first API
message being generated using a cryptographic algorithm and a first private key
associated with the first computer system; and
provide a first public key that that corresponds to the first private key
associated with the first computer system to the second computer system, wherein the
first public key is used by a second computer in the second low security zone of the
second computer system to authenticate the first AP] message; and
a third computer in the first low security zone of the first computer system, the
third computer comprising one or more processors configured to:
receive a second AP message from the second computer system, the
second API message being generated by a fourth computer i the sccond high security
zone of the second computer svstem using the cryptographic algonithm and a second
private key associated with the second computer system; and
authenticate the second APl message using the cryptographic
algorithm and a second public key that corresponds with the second private key

associated with the second computer svsiem.

2. The first computer system of claim 11, wherein the one or more
processors of the first computer are further configured to encrypt at least a portion of first

APl message using a shared secret.
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13 . The first computer system of claim 11, wherein generating the first
APl message comprises generating a digital signature of the first API message using the

crvptographic algorithm and the first private key.

4. The first computer system of claim 11, wherein the one or more
processors of the first computer are further configured to receive a first key identifier
associated with the first public key from the second computer system, wherein the first key

identifier is included in the first API message.

15. The first computer system of claim 11, further comprising a tifth
computer comprising one or more processors configured to:

receive the second public key from the second computer system; and

provide a second key identiticr associated with the second public key to the
second computer svstem, wherein the second kev wdentifier 1s included m the second AP

Message.

16.  The first computer svstem of claim 15, wherein authenticating the
second APl message comprises obtaining, by the third computer, the second key wdentifier
from the second API message and retrieving the sccond public key using the second key

identifier.

17.  The first computer svstem of claim 15, whercin the one or nore
processors of the fifth computer are further configured to provide a notification to the second

computer system regarding expiration of the second public key.

i8. The first computer system of claim 11, wheretn the one or more
processors of the third computer are further configured to transmit the authenticated second
APl message to a sixth computer in the first high security zone of the first computer svstem,
the sixth computer being configured to decrvpt at least a portion of the authenticated second

API message using a shared secret.

19, A computer system, comprising:

a memory that stores computer-executable instructions; and

(9]
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one or more processors in a low security zone of the computer systen, the low
security zone being in front of a firewall of the computer system. the one or more processors
configured to access the memory and execute the computer-cxecutable instructions to at least:
receive an authorization request from a client of the computer system,
the anthorization request comprising one or more user credentials of the chient;
transmit the authorization request to a second computer in a high
security zone of the computer system, the high security zone behind the firewall of the
computer system;
recetve from the second computer in the high security zone an
authorization response comprising an authorization token that is signed using a
cryptographic algorithm and a private key associated with the computer system;
transmit the authorization response to the chient;
receive a service request from the client, the service request
comprising the signed authorization token;
authenticate the service request by verifying the signed authorization
token using the cryptographic algorithm and a public key that corresponds to the
private key associated with the computer system; and
transmit the authenticated service request to a third computer m the
first high security zone of the computer system, the third computer configured to

further process the service request.

20, The computer svstem of claim 19, wherein the second computer is
configured to encrypt the authorization token using a shared secret and the third computer is

configured to decrypt the authorization token using the shared secret.
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