-1- DOMLOADI NG OF APPLI CATIONS IN A DI A TAL DECODER

The present appiitation—etates=to a method and apparatus for downl oadi ng
execut abl,e 5 applications into a decoder used in a digital broadcast
system for exanple, as used in a digital television systﬁm B Ane
Broadcast transm ssion of digital data is wgkl -known in the fiel ‘oAPBazﬁﬂfv
syst ens, - where scranbl ed audi ovisual information is sent, usually by
a satellite or satellite/cable 10 link, to a nunber of subscribers, each
possessi ng a decoder or receiver/decoder capabl e of descranbling the
transnmtted progr aROWNEOADING OQF ARRLICATIONS dNtA IDIGITAL DECODER:

lhr oadcast- systens are al so known. Recent systens have al so used the
br.oadcast link to transmt other data, in addition to or as well as

audi ovi sual da tpgi s & ' bs
applications tﬁ?ﬁz&gg‘c%ale]?mg P qglaﬁgqgﬁéﬁ;é]t%&%gﬁ% a?‘{slife{J EML&XE%%U tsagﬁe
decoder unist nayplRatiehRis e debyder ised 5 b digitid drqadedst Eyswm,nfﬂift&ﬁm?lfe, as used
di-f ferent service providers or broadcast conpanies in a nunber of different
countties. in a|digital d¢leibioB §eMnces, some degree of testing or

custoni sation of the decoder unit by 20 the service provider will usually
be necessary. Typically, a testing application is used to check the

correct oper at ppfadehst ith@shREHE @iﬁiaﬁﬂﬁﬂfiéiw@fl-kﬂw'n?ﬁctﬁé Feld H0pdyCT¢ %téﬁ@
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that the tuner within the decoder operates correctly etc. I

oper ati on wi | | wihersiscembledandicwisuabimfermatipy isseat, ssnally by asatellitel or satallite/cable

di stri but 25,. . before the cqder, i s passed to. the consuner, f.or  exanple,

usiny a dgbl caPB]&_ {83 Jptmber &es‘g’sﬁ%ﬁq‘f’l %cﬁoposggfxpgsa Iq%ﬁ?ff Tt #gxggécge&g T An

appl j cati on supplabRCofiBesdr@byS iR Mansmitted program for subsequent viewing. Terrestrial
digital broadcast systems are also kmown. Recent systems have also used the

broadcast link to transmit other data, in addition to or as well as audiovisual data, such’ i

as computer programs or interactive applications to the decoder or a to a connected

s PC

The same decoder unit may be supplied by the system designer to a number of

different service providers or broadcast companies in a number of different countries.

In such circumstances, some degree of testing or customisation of the decoder unit by

20  the service provider will usually be necessary. Typically, a testing application is used

) to check the correct operation of the hardware elements of the decoder, eg to confirm

4 that the tuner within the decoder operates correctly etc.

This operation will typically be carried out by the service provider or distributor
25  before the decoder is passed to the consumer, for example, using a dedicated PC aqd
a parallel or series link to the decoder. An application supplied by the system
designer and running on the PC is used to adjust the operating parameters of the

decoder.

30  Depending the complexity of the operation and the skills of the operator employed to
carry out this task the time necessary to test the decoder can be considerable and can

increase the real cost of the finished item by a significant amount.




designer and running on the PC is,used to adjust the operating paraneters

of the decoder. 30 Dependi ng the conplexity of the operation and
t he skills-of the operator enployed to carry out this task the tine
necessary to test the decoder can be considerabl e and can 19 hpﬁrmge

the real cost of the finished itemby a sigrl_izt_i cant. anount .
Furthernore, when installed in the field, a User may al so wish to introduce
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a PC etc. 5 It is an objeCt of the present invention to reduce the
time and conpl exwilybeffacad withythe problem obtonfimringi and mumaingother dedoder with an
si npl e means for iptrpd Ci ,app%hcations in the decoder. 10
According to t he?Ppg 0p3FPIRtE b1, %% here is provided a nethod for

downl oadi ng an execut abl e application into a decoder, characterised
in that the application is stored on a portable nenory card

i ntroduced i nt o Injscar cbjestadelie presdnh énvérdmrierredideahel daedad complexityrof ahils mype
and downl oadi ng the application frqoqmthe card. 15 Use of a, portabl &
menory card enalffeepezatifnogRed &0 ATOMEC Apfimpie, megRs for Arirqdysing, appliFations in the
si mply introduc%céd&}o t he decoder wi thout the necessity, for exanple, to
connect the ecoder to a PC, load a programinto the PC etc. The

time necessary to carry out, for
10 . According to the present invention, there is provided a method for downloading an

¢
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executable application into a decoder, characterised in that the application is stored on
a portable memory card introduced into a card reader in the decoder, the decoder

reading and downloading the application from the card. .

15  Use of a portable memory card enables a predetermnined application to be easily and
simply introduced into the decoder without the necessity, for example, to connect the
decoder to a PC, load a program into the PC etc. The time necessary to carry out, for
example, a testing operation will be greatly reduced since an operator can load the
application into the decoder by a simple insertion of the card into the decoder.

20
Whilst portable memory cards are known in the field of decoder technology, their use

o

to date has either been restricted to the simple transfer of static data, for example,
financial data frbm a credit card inserted in the decoder, or to hold decryption keys
associated with broadcast fransmissions. Up until now, such cards have pot been used
25  to download executable applications. This is in part due to the percejved slowness of
the data link associated with the use of a card siot, which bas acted to discourage

system designers from this solution.

PCT W093/07715 discloses a system in which static data corresponding to chamnel
30  frequency information is held in the memory of a smart card, the smart card being
inserted in the television to tune the television to the correct chanmels. A similar

system is described in DE 4344317 in which a smart card is inserted in a siot in a



exanple, a testing operation will be greatly reduced since an operator can

| oad the ___application into the decoder by a sinple insertion of the
card:into.the decoder. 20 Wi | st portable nenory cards are known in
the field of decoder technol ogy, their use to date has eitBeAPRed)]?
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data link associated with the use of a card sl ot, Wmch has acted to
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di scl oses the downloadi ng of an execu lication into a decoder.
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used to introdub®ts ﬁre‘a 5?‘1’3%’?5%351 Bore % Eﬁ’cf’ ?‘%Fﬁs%#ﬁgm% g
decoder. Ahper najitifedis Brodac:s 284 ik @ﬁbﬁ%i& BremloP¥ card provid8X ﬂrfﬁiaﬁvely @mymé ch
cardsﬂbearlng a pronotional applicalion such as da video game or

|i ke, Jare di st rmbanseﬂ)roh pexttbshnical chrsumerl to drtrodyice tdxecutableo dpplications into the
I ncreasi ngly, g units are incorporating nore and nore
functlonalltles Yeiated with general 10 mul timedi a products and usi ng

a portable nmenory card provides a relatively sinple nmeans for a
non-t echni cal consumer to introduce executable applications into the
decoder. The term “portable memory card” includes any portable cards that may be inserted

15  within a comesponding card slot in the decoder. The card may include a
microprocessor chip in addition to a simple memory element. The card may be
powered via a connection to a power source Jocated internally within the reader slot

of the decoder or may include a battery power source.

20 In one embodiment, the card may conform to the standards necessary to permit

Y 2 reading in a PCMCIA reader in the decoder. Preferably, however, the card js adapted
/ to be read in a smart card reader in the decoder. This solution possesses a number of
advantages in comparison, for example, with a PCMCIA card, notably due to the

simplicity of the contacts formed on the card which reduces the cost of production and

25  the ubiquity of smart card readers in decoder units.

The characteristics of smartcards and smartcard readers are well known and are
defined, for example, in the international standards ISO 7816_1 (physical
characteristics), ISO 7816_2 (contact dimensjons and placement) and ISO 7816_3

30  (electrical signals and transmission protocols).

Unlike, for example, bank cards, the smartcards associated with decoder units need not



The term "portable nmenory card" includes any portable cards that may be
I nserted 15 within a corresponding card slot in the decoder. The card

may i ncl ude a*~-~~-"mcroprocessor chip in addition to a sinple REFOINR 2002
el enent. The card may be powered via a connection to a povver‘"s?)]urr ce

| ocated internally within the reader slot _4_ of the decoder or may
I ncl ude a battery power source. In one enbodi nent, the card may

20
conformto the s 3‘%‘ j ARG ﬂ?ﬁm
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read in a smart Canstquethiewhilst theecatd avidihr andTthickness|fot theninpertedepmiest the card

nunber of advantages jn conparison, for exanple, with a PCMCl A card,
notably due to tmwst correspendhif thej naymalisadhealvesn thectasd maynreglosger than @ ftandard
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smartcard regder gptaiige wagdl known and are defined, for exanple, in the
international standards ISO 7816 1 (physical characteristics), 1SO
7816_2 (contact dinmensions and placenent) and |1 SO 7816_3 30 °~ (electrical

signals and trangngi ssi on praqtocol s . . Unlike .for examl.e. bank .
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val Hes: the,Gar dplHpBE 4SS aldiBhesme G psialfion of data into a series of tables, cach

) table including a table ID etc.

In one embodiment, the application data may be subdivided into a number of modules
in the memory of the card, the modules being assembled by the decoder to form the

15  complete application.

The advantages associated with the use of MPEG format data are considerable, since
the decoder can handle and process such applications in the same manner as it handles
applications downloaded via the broadcast link. In the case, for example, where the
20  decoder includes a virtual machine to process data, the application may be written in

interpretative code, this code being interpreted and processed by the same logical units

Py

within the machine as used for broadcast MPEG applications.

.\./'

As will be understood, where the decoder is adapted to download digital broadcast
25  transmissions according to an alternative data format, the same advantages may be

obtained by organising the data in the card in this format.

According to a further preferred embodiment, some or part of the application stored
within the memory card is encrypted with one or more encryption keys. In particular,
30  some or part of the data stored in the memory card may be encrypted and/or signed
with a private key, the decoder having access 1o the equivalent public key so as to

decrypt and/or authenticate the origin of the application. In the event of non-
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credit card. This leads to the possibility to introduce nore and | arger
conponent s 5 onto the card. Advant ageousl y, the executable
applicati,on stored within the card and downl oaded into t he decoder
is formatted according to a broadcast data format, such as an MPEIdAPR 2002
format. In the case of application type dat adrel d in the payl oad of a
transport packet, 10  the MPEG standard describes the organi sation of data
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with Yyne or nore encryption keys. In particular, 30 sonme or part of the

data $tored in bomehpiogram onthe bie/intrethe fystgpr ed and/ or si gned with a
private key, the decoder having access to the equivalent public key so as
to decrypt and/or authenticate the origin of the application. In the

event of non-  Preferably, the decoder is provided with a plurality of smart card readers, to permit
the reading of a smartcard carrying the executable application together with another

15  smartcard, for example, a smartcard carrying a decryption key.

As mentioned above, a principal use of smart cards in the context of a decoder relates
to the storage of decryption and encryption keys associat;:d with that decoder. In the
case where the executable code downloaded from the memory card is partially or
20  wholly encrypted, decryption will most prdbably be carried out in relation to a public

key stored on a subscription type smart card. A multislot decoder permits interaction

o

between the two cards.

Other embodiments for a single~slot decoder are possible, for example, in which the
25  application is downloaded from the first smartcard and stored in a buffer before the
first card is removed and the second card inserted to verify the application, or in

which an adapter is used t0 enable both cards to be inserted in parallel etc.

In one embodiment, the method may include the steps of downloading the application
30  into the decoder, setting one or more parameters associated with the application and

storing the parameters in the memory card for later use.
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15
Advantageously, the memory card includes a physical switch means for selecting one

of a plurality of applications stored on the card that will be downloaded upon insertion
of the memory card in the decoder. For example, where the card is used as a vehicle
for a number of cénfiguration applications for a number of service providers, the card
20  can include 2 DIL switch means which can be set by an operator to sclect the

configuration application associated with that service provider.

' ——
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The present invention extends to a decoder for use in a method as described above,
in particular, a decoder adapted to read broadcast (eg MPEG) format data introduced
25  viaa card reader in the decoder. The present invention also extends to a2 memory card
for use in such a method, in particular, mcludmg an application stored in a broadcast

format in the card.

Whilst the description refers to “ receiver/decoders * and “ decoders ” it will be
30  understood that the present invention applies equally to embodiments having a receiver
integrated with the decoder as to a decoder unjt functioning in combination with a

ph};sically separate receiver. Such a decoder may be of the kind used in any satellite,



I n one enbodi ment, the nethod may include the steps of downl oadi ng the
application 30 I nto the decoder, setting one or nore paraneters
associated with the application and storing the paraneters in
the nmenory card for |ater use. 19 APR 200
- 6- For exanple, in the case where-Z%he nenory card iAs ué as a
vehicle for a testing ' application devel oped by the system desi gner,
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t he optitgfgvgjonsel ecting these paraneters by, for exanple, using the
rerote controller o ) t he decoder. Once fixed, the paranmeters can be
stored on the card. Thereafter, testing of subsequent decoders w |

be carried out automatically in relation to these stored L.
paramet ers. 310 Similatlyge terans execusble aprlicption™ ovessapplieations prittenip eny frsm
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stored in an ac @REGrtEEBY alRicRshrideSsdr withilRlY dRoB¢ry and the paraneters
| oaded into an EEPROM nenory unit on the nenory card. 15

Advant ageously, the nmenory card includes a physical switch neans for

sel ecting one of uralit appl i.cati ons stored,on the rd fhat
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confilguration applications for a nunmber of service providers, the card 20
can i/ncl ude a Dehd $mipadicaterdns ndti axalusivelybthe SMPEGy-2astandaed developed fozl digital

the CON" 5584 SPpiRBELACEY 2o 3R 4% A5 el Wo iBls O BeRE Y 1
13818~3 and ISO 13818-4. In the context of the present patent application, the term

includes all variants, modifications or developments of MPEG formats applicable to~

15  the field of digital data transmission.

There will now be described, by way of example only, a preferred embodiment of the

present invention, with reference to the attached figures, in which:

20 Figure 1 shows an overview of the elements of a decoder;

e
-

) Figure 2 shows a memory card, adapted to be read in a card reader slot in the decoder

of Figure 1;
25  Figure 3 shows a circuit diagram of the components of the card of Figure 2; and
Figure 4 shows the software architecture of the decoder of Figure 1.
Referring to Figure 1, the elements of a receiver/decoder 1 or .set—top box for use in
30  a digital broadcast system and adapted to be used in the present invention will now

be described. As will be understood, the hardware elements of this decoder are

- largely conventional and their implementation will be within the capabilities of one



The present invention extends to a decoder for use in a nethod as descri bed

above,. In particular, a decoder adapted to read broadcast (eg MPEG
format -dat.a i ntroduced 25 via a card reader in the decoder. The present

i nvention also extends to a nenory card for use in such a nethod, in
particul ar, including an application stored-§n a broadcast format in
the card. Wi | st the description refers to " recei V@r/ﬁ@gcggjprs "
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handset remote control 9 and a Peritel output 10 for sending audiovisual sigpals to a
television 11 connected to the decoder. o
15 _
Processing of digital signals received via the interfaces and generation of digital output
signals is handled by a central control unit 40. The software architecture of the control
unjt within the decoder may take many forms. It may be based, for example, on a
virtual machine interacting via an interface layer with a lower level operating system
20  implemented in the hardwarc components of the decoder. In terms of the hardware
\ architecture, the decoder will be equipped with a processor, memory elements such

as ROM, RAM, FLASH memory etc. as in known decoders.

N

A particular implementation of a software architecture will now be described in
25  relation to Figure 4. It will be seen that a layered architecture is used. The first
layer 51 represents the operating system of the hardware of the receiver/decoder.
This is a real-time operating system chosen‘by the manufacturer to control the
hardware elements of the receiver/decoder. The real-time operating system has a
relatively fast response time in order to be able to correctly synchronise hardware
30  operations. A data processing system layer sits on top of the hardware operating

system and comprises a middleware layer 52 and an application interface layer 53,

p—



There will now be described, by way of exanple only, a preferred enbodi nent
of the present invention, with reference to the attached figures, in
whi ch: 20 Figure 1 shows an overview of the el enments of 612'@@5@@332

Fi gure 2 shows a nenory card, adapted to be read in a card reader slot

t he” decoder of Figure 1; 25 Fi gt 3 shows a circuit di agram of
t he conponents of the card of Fi gure 2; and " Figure 4 shows the

sof twar e ar chi t Bedantimeessdges laee passatibetwedn Eicgppezating system layer F2edmdl theng t o

Figure 1, the elepents of a receiver/decoder et-tqp bqox for use in 30
a digital broad® evg@fgﬁ éﬁdmaar& ol 2bvere Thes Gl e axﬁfégwﬂepﬂvém.on

11|
of this decoderMIpHEE S e C AR %%ﬁ@‘ﬁﬁ#%gﬁéﬁs bgRns ks PR Bachife S8
will be withing ﬁ@mbékp@fbihidrfab&%.‘pfncﬁﬂﬁz%]a graphlcal interface 565K FLIASH/PROMeE art.

As shown, the decoder 1 is equipped with several interfaces for receivi ng
and 5t r amembryt inteyfaga sy, a iprotpeel dntexfacer Stand\Eeyice inserfanedsS.

demul tipl exer 2 for receiving

The use of a virtual machine 54 enables independence between upper level
applications 66 which are usually provided by the system manager or one or more
operators, and a lower level operating system 51, usually implemented by the

10  hardware manufacturer of the decoder.

The interfaces 60 provide the link between operations of the virtual machine and
the lower level operating system 51 and also include a number of intermediate
level application modules more easily executed at this level.

15
The application interface (API) layer 53 comprises a2 number of high level
packages 60-65, written in an object~oriented interpretative language, such as
Java. These packages provide an interface between the high level applications
generally created by the service provider (interactive program guide, teleshopping,

20  intemnet browser etc) and the virtual machine of the system.

-
"

) The lower level OS is normally embedded in the hardware components of the

decoder, although in some realisations, the lower level OS can be downloaded.
The middleware and application interface layer packages can be downloaded into

25  the RAM or FLASH memory of the decoder from a broadcast transmission.
Alternatively, some or all of the middleware or application interface layer elements
can be stored in the ROM or (if present) FLASH memory of the decoder. As will
be understood, the physical organisation of the memory elements of the decoder is
quite distinct from the logical organisation of the memory.

30
Tuming in detail to each layer, the interface layer 55 above the virtual machine 54

will now be described. As shown it comprises four modules, a graphics module



5 broadcast MPEG transm ssions,. a serial interface 3, a parallel

Interface 4, and a modem back channel 5 for sendi ng ang r,a@;;e%wgng
data'via the tel ephone network. In this enbodi ment, the deco

also includes a first and second smart card ﬁgder 6 and 7, the
first reader 6 for accepting a subscri ption skart card contai ni ng

d [ k h d
for aecepti ng baffe +BrmoRL AR Ak el Boplie £ 3 R A Snodife S8R deFfiF ng an
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television 11 connected to the decoder. Processjng of digital !
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be based, for expEpq@phiéimadule 56 ?rowdeﬁ Hit! cre@fohi £ mﬁa@ézﬁéﬁtl oTeriplacan
i nt erface | ayer with a |ower | evel operatin gstem 20 I npl emrented in the
ay

har dwar e conponetbiestsof It apks e dowdevel IGS tadi asi¢) graphicoshapes such as single
archi tecture, the egoder_w be equipped with a processor

el enents such q (i é&f@"&%‘iﬁxﬁ‘%@iéﬁ%ﬁﬂ%meft °é’§°’%‘9¥5’1§1‘8m&%‘5"'&érs
A particular i wﬁhmsasﬂmeeﬂo@ 16/ fAPPHR 10 cbRfianAE aWbtiktedOMHD the

described in 25 relation to Figure 4. It will be seen that a | ayered
archi.t ect url® i s memety cﬁm@ommtspf the systemayEhe mtmbmmnt imepdy. gadqugs

systémof t he hargdware .of the.receiver is.is areal-tine
oerati ng syst o e tomcaon Arabetls S Blav el Whpe b SolhRlpidd e )
el enents of the vi£ge &MRRPIE ¢REITCP/IPgydr&fithd He@daper ati ng system has a
relatively fast response time in order to be able to correctly synchronise

har dwar e 30 operations. A data processing systemlayer sits on top of

t he hardware op td n d ses,.a m ddl re. | 2 and
an appl i cati on ﬁ‘?}? gﬂﬂg% gaafl%%;é?é%%ﬁ]gﬁpy diHRIEt ERfCth3 other mbdles tﬂ}ﬁﬁy 2o

-9- 15  that it provides the link or interface between the bardware operating system and the

layers above, including the other modules in the interface layer and the virtual
machine. Commands or event messages that are received/sent to the bardware OS
from the virtual machine, for example, are necessarily passed by the device
manager for conversion according to the interface specifications between the two

20 levels.

Referring now to the application interface layer 53, the packages in this layer are )

N

written in an object oriented language such as Java. Each package defines a set of
class libraries called on during operation of the system. Their class behaviour will
25  depend on the language chosen, a single inheritance class structure being adhered

to in the case of Java. In the present system the following packages are installed.

Lang/Util Package 60. These packages define the classes necessary for the
manipulation of objects by the virtual machine. These class libraries normally

30  form part of a standard library associated with the object oriented language chosen.

MHEG-5 Package 61. This package defines the classes associated with the



{Event messages are passed between the operating systemlayer 51 and the

'm ddl eware |ayer 52 imedi ately above. The middleware layer is witten in a
| anguage, such as C ANSI and conprises the el ements of a virtuaf AR 062 54
and a nunber of interfaces 55 including a graphical interface 56, a
FLASH PROM 5 menory interface 57, a protpeol interface 58 and a device
I nterface 59. The use of a virtual machi ne 54 enabl es i ndependence.
bet ween upper | gngiipulation of g@phicslosbjents ol Cherelevisicr @isplgjdaﬁh&!h Rbjerisdee by
the system nmanager or one orf nore operators, and a |ower |evel
operating syst emisinct fremaaudjo-ivisiabdetataad cay make up) (or expmplonshannehidentifiersr er
of the decoder. ' t o Th kl’ teéfaces % pd'ﬁv_', de the |ink, Etﬁﬁen
operations of t 76 167t 141 Aver displayed mpages. The'defigiton aSF"éqv‘&d%Gﬂ Ferknge
system 51 and akggyd E‘QPH&%@_NH-IE@&S Rkmb AEBLEESY BcSstandards E1$'300777-3 and
application nodules nofe easily executed at this |level. 15 The

appl i cationSsi nt ¥33OASE 1358245 (andehe SEndaydIBOASE 1B562r0 ér thef case ofi alJevel
packages 60-65, witten _in an_object-oriented interpretative |anguage, such
as . . Java. lﬂmlé@énﬁdélw@@%- provide an interface between the high |evel
appl i cations generally created by the service provider (interactive
program gui de, tel eshopping, 20 I nternet browser etc) and the virtual
machi ne of the FyolbexPackage 62. THie phekage costint theSclasses asdtRidr \osmleditpthndn

t he hardware conponents of the . decoder, although in sone

real i sations, tRecompessioneafdpiampationapwel srihoglasses associatedrwith #heidl ewar e

d l'i capion | - | oaded j h
oo LGl memsPARISF B MREE BREAn A S8 B PRE Bl P k"
Al tennatively, glases assodlatedodith e dondebtionabahe interpgd dtgati on interface | ayer

el enent s can be stored in the ROMor (if present) FLASH nenory of the
decoder. As w || be understood, the physical organisation of the

menory el enent s~Qf. elnml: ' LhStd f | o4l
or gani sation ofD ? %gé Egdn%(gig/%g?,oﬂ ]sspaCka%c ug%}%??%kl ééteg?’%ccts%aqggéﬂgﬁaéyérh%g{ ?{e_
interface | ayer%&ﬁ)h@ﬁﬁ’ﬁtﬁtﬁﬁi 160 the GedeivEndbdoder, >4 discussedwbble BadVidefuding the

descri bed. As shown it conprises four mpdul es, a graphics nodul e
15  modem, the smart card readers, the MPEG flow tuner etc

Service Package 64. This package defines the classes necessary for the
implementation of developing higher level interactive applications, such as

management of credit card data etc.

20
1) DSMCC-UU Package 65. This package implements the protocols necessary for
,} communication between a client and a server for data file search and reading.
Implementation of this package should respect the norm ISO/IEC 13818-6 and
directives defined in DAVIC part 9.
25

Finally, a number of high level applications 66 sit on top of and communicate with
lower levels in the system via the applicatidn interface layer 53. In the present
embodiment, the use of a virtual machine type architecture means that applications
will be written in an interpretative language, such as Java. Cther software systems
30  for handling executable applications written in alternative types of code are of
course possible. As will be described below, applications may originate from a

variety of sources and/or operators. In particular, in the present embodiment of the



-10- 56, a nenory file managenent nodul e 57, a protocol nodule 58

and a device manager 59. Wiilst the nodules at this |evel are
descri bed as interface nodul es their function is to pqq;vif_‘@? ?{}Qg
"glue"” layer for the inplenentation of the application T nterface

packages and for the operation of the virtudR-machi ne generally.

The graphi cs. nodul e 56 provides the creation and nanagenent of graphical

obj ects. It askinvehgon, ewctutabdd agpfichrdori &rplinsyalled sica ginagthdaed herfaes. such as
single pi xel s, lines, rectangles etc. In a simlar manner, the
menory file managenent nodul e 57 includes low level read/wite file
commands associ gted wmth the . 10.. r onponent.s, of the system.  The
prot ocol nanag e%ﬂﬁppﬁ%ﬁ?f’ énq§§u8egf IPWreESgHCAIOd%I égjné?smngf' 9 '3’18%?1088 %‘5‘3‘“8?9
protocol s that meyiHeenschidedtat\Hefité the CONtI) kit @kAmBpIE, of higher level functibiis of the
exanple, the TCP/IP layer of the decoder. The“devi ce manager 59

i s slightly5difiheckine. Thesomey énchidedbe padrdtion of a grdphic segyenceion the sci€en ofttheat
it provides the |inpk or, interface between ths har dwar e oper atj ng.syst.em and
the | ay S lEVIROR SPIRN 3 TSHGRE 198 CORAER GO {BE SeTAeiqatTpl O MERZISTIOR, or
and the virtual gr;aﬁ [ I agRs :

recei ved/ sent t%f?r%csﬁa dmgrtg@&oggmqgstngenﬁgﬁggsS@Eal né%%@ir%t,iffﬁrg?dcast
exanpl e, are nesyswsariThe pxesstich hpd thainttamiceeof applicationsnagerbd handiahbgran on
according to the interface specificatiaqns between the two 20 | evel s.

Ref erring now t3PPHRRHOHERAEE: %H‘SFﬁt”é?tﬂfé‘eatlt%fyﬁ?PhS%ﬂoﬂ]Fi@"'rpackages in this

| ayer are witten in an object oriented | anguage such as Java. Each
package deflnes a set of class libraries called on during operation
of the system Apmlicaatichsagmydehsesidentr applidatidrs storedejnethd ROM e FbBASHaofk the

h , ingle ipherit . Cl t bej .adh ) toin th
Case of Java. I9rebdia GRRAons rateeh i PVHARI e NOE G were At B,

decoder. Applications can include program guide applications, games, interactive

services, teleshopping applications, as well as initiating applications to enable the
15  decoder to be immediately operational upon start~up and applications for configuring

and testing the decoder. Applications are stored in memory locations in the decoder

and represented as resource files comprising graphic object description files, unit files,

variables block files, instruction sequence files, application files, data files etc.

20 In the case of a broadcast transmission, a2 oumber of types of data stream may be
) present, for example, a video data stream, an audio data stream, a text data stream etc.
s In accordance with MPEG standards each transport packet is preceded by a Packet
Identifier (PID) of 13 bits, one PID for every packet transported in the MPEG stream.
A programme map table (PMT) contains a list of the different streams for a particular
25  service or “channel” and defines the content of each stream according to the respective
PID. A PID may alert the device to the presence of applications in the data streaI"n,
the PID being identified by the PMT table.

Within an MPEG transport stream containing an application there may be three or
30  more levels of packet structure. A first layer corresponds to the basic transport layer

comprising a series of fixed size transport packets.



Lang/ Uil Package 60. These packages define the classes necessary for the
mani pul ation of objects by the virtual machine. These class libraries
nor,mal |y 30 formpart of a standard |library associated with ggm@ﬁ&
oriented | anguage chosen. VHEG 5 Package 61. This pack ef i

t he cl asses associated wth the ~13~ mani pul ati on of graphi cal
objects on the tel evision display. Such objects are di stinct from
audi o-vi sual dafathengons rpphitations dofaloadsa MRlocthe Rasuee|vih 38 bidadesss link are
or “text laid over di_spl ayed i mages. The definition of classes within this
package divided | igta @@ﬂé@ﬁ, each madgles corespending itoanbebyr trivee ﬂ\ﬂ%ﬂaﬁabﬂss

ETS 300777-3 argj’ Sg%atcd wﬁgn ﬁ%ﬁﬁl gﬁ%ﬁ{%ﬂ‘g’é‘{g‘?&\%"é%g cé?.sr | SQ | 85 é%&g‘ﬁ%yge

in the case of

62. This pac kage &0Hedl ik 4 fﬁﬁm«bk:@%? %éctﬁﬁ?d #o?fdafé%s?&dwé‘%{‘gegu d pagallel,

deconpression of information as well as the classes associ a
managenment of tpogsSinbduley ateetsoapiit mtm:rbjesmﬂ s¢atiohs)ehd €ige b/ seeiva dependitg
the cl asse oci,ated w th he connection to the intenet etc.

Devj ce Package OGSt 'ﬁi‘?@n%éﬁ ge> §ERi %é§°‘ﬂ¢i@n&lsa@§&1§d e ABEGrtpbles downloaded

managenent of he REHPAE R/ hed e receiver/decoder, as
di scussed above aﬁc} I NC ugﬁnéﬁtt eﬁ%&&ﬁ mggw%n?‘t he smart card readers, t he
MPEG fl ow tuner etc Servi ce Package 64. This package defines the

cl asses necessary for the
Finally, th:s sectioning of an application into MPEG tables is independent of any

3 10  structuring of the application data itself. For example, an application may be
) organised into a number of files arranged within a data carousel as per the DSM-CC

protocol, for example.

Referring to Figures 2 and 3, the structure of a smartcard 12 adapted to charge an~
15 executable application in the decoder will now be described. Figure 2 shows a plan
view of the smartcard, comprising an area of contacts 13, a FLASH ROM memory
14, an EEPROM memory 15, a microprocessor 16, a DIL switch unit 17 and a
number of other discrete components Unlike standard smart cards, the presence of
additional memory elements 14, 15 enables an executable application of a significant

20 size to be stored on the smart card.

The memory card 2 possesses the width and thickness of a standard nomalised smart

N

card so as to enable its insertion in a smart card slot of the decoder. However, as will
be seen from Figure 2, the card is longer than a standard card to enable the
25  incorporation of all the components described on its surface. In the context of its use
in the initial configuration of the decoder this increase in size may not be significant.
In alternative situations, for example, where ‘the card is intended to be supplied to the
eventual user of the decoder, some components such as the DIL switch unit 17 and
EEPROM 15 may be omitted. The remaining components may be miniaturised and

30  the whole card designed to conform with smart card norms.

Referring now to Figure 3, the contacts 13 engaged in the smart card reader in the



I mpl enent ation of devel opi ng hi gher |evel interactive applications, such as
managenent of credit card data etc. 20 DSMCC- WU Package 65. This
package i npl enents the protocols necessary for comuni cati on betmeenx
a client and a server for data file search and readi ng. 12 APR 2202

| mpl ement ation of this package shoul d respedt-the norm1SQ | EC 13818 6 and

directives defined in DAVIC part 9. 25 Finally, a nunber of hllg
| evel applicati @ﬁ@%%tbeﬁvldéé b&ff"%ﬁf@ndﬁmm‘ﬁﬁtsépm}'ﬂme 18 whighowppli¢scthe | s

h t h
eboc mont 1 e RO SREE Nk s Teci FaREl BB e eemo i reth SRR 20 o
applications  the mffcidprR@ssér,i bt El'éck NN d1nteBhdebRbatd &? %g?igﬁ 28UEH 1BS

Java. Qther software systems 30 for handling execut cations
witten in al tennabpmecetsyxpmdodn Y6dénar28 ainnected to comespengingsinpht and\sutput |

be descri be ow, | ions,may originate froma variety of
sour ces andg Msﬁf{zgp ﬂf:f’a‘F‘{cir?%P%Fﬁs" Mﬁ@%%@?ﬁ“@ﬁﬁffd@ﬁ@%%@f“’ﬂ%

-12- [ dn&ﬁ I a smart
card interface. 8{85' 26eAn % | ca r%js ?gﬁ%lag ?él{??ﬁge&%eco
corresponds to a section of code introduced into the nachlne t hat

permts the contro faor exanple, of_ higher |evel functions of the 5
machi ne. These FayEERROM @emeny Beihty icoprectnd via Bresih, 88 setheaniceonsrrcsses 16,

screen of the these l%%s%%ng‘ﬁiﬁéd)ﬁ& e $BRY sdPBg' VPRt Pyia ¢ eox[é'g a%gcés r%&d?ﬁe

renote control, ssion nessage vidt o
server assp@i atm Wk fuhdtiondifgbé EEPROM Gaeitidry will be disGuiésddein mEfeedrﬁaﬁbatlbwon
and mai ntenance of applications nay be handl ed by an application

manager 67, it si8ITFlatipn te theceonfigumation applicaiden. i The nﬁgr@proces_sor 16 is connected by
Goboder or appi 2 of BB R Pk e G B8 ol el A el fr T e,
of the of three of these lines 30, 31, 32 is determined by the switch unit 17 connected via
a series of diodes D1, D2, D3 and biased by the power supply Vec connected by
15 resistances R3, R4, R5. By switching each of the switches ON or OFF, a binary
control word 000, 001, 010, 011 etc can be defined. As will be discussed, this binary
word is used to determine the first block in the FLASH memory that will be accessed

(9

upon insertion of the card and, hence, the application that will be charged into the

decoder.

20
The card 12 is designed to engage in the credit card reader 7 of the decoder 1, the

reader 6 being reserved for the subscription card associated with the broadcast system

o

which contains the keys necessary for, inter alia, decoding scrambled fransmissions
and verifying downloaded code. Upon insertion, the reader checks the type of card
25  inserted, by means of a simple handshake signal to the card. In the event that the
reader identifies the card as being a card of the type containing application code for
loading into the machine, the decoder will access the first block of code in the FLASH
memory 15 at the i:cxadecimal address comresponding to the lﬁnary message indicated
by the switch unit 17.
30
In the case, for example, where the card is intended to be used in the testing of

decoders for a number of service providers, a different application may be loaded



decoder. Applications can include .program gui de applications, ganes,
interactive services, teleshopping applications, as well as

i ni ti ati ng-applications to enabl e the 15 decoder to be i rmedl at 209
operational upon start-up and applications for configuring f&h”é 2057
testing the decoder. Applications are stored5-n menory |ocati ons in the

decoder and represented as resource files conpri si ng- graphi ¢ obj ect
description fil esresponding itd €, service prowider mbduestidal oz:korhtsbendmg s ttheufuncions
sequence files, plication files, data files etc. In the case of a

br oadcast tf ansﬂiaEB‘Fférfo bg tested e dn addition er alignatively, §tﬁi’86ﬁ¢ﬁmwfl3§3 switches may

t, f ala t
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for every packet transpoOrted |n the MPEG stream progra
table (PMISconkedowls a |ist of the different streans for a particular 25

service or "channel" and defines the content of each stream according to
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t abl e. Bin an MPEG transport stream containing an application
there may be t hnedules thaf beingoassethbled ite fafn paekies of MREGHE ¢shoft form} tablesy es

Fixed oi ze t 1 arspiedseNELcomecton with broadcast dpta, THos HoPREE ABAPPELIRAE
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smartcard of thgplitateretc. enbodl ment .

15
The format of the MPEG private sections in this case is as follows:
table_id 8 bits
section_syntax_indicator (=0) 1 bit
20 private_indicator (=1) 1 bit
1) reserved 2 bits
J private_section_length 12 bits
table_id_extension 16 bits
reserved 2 bits
25 version_number 5 bits
current_next_indicator 1 bit
section_nvmber _ 8 bits
last_section_number 8 bits
private_data_byte undetermined
30

Amn application will be accessed..by the decoder using - the table_id and

’
table_id_extension values.



Fi nal | y, this sectioning of an application into MPEG tables is independent
of any 10 structuring of the application data itself. For exanple, an

application nay be ™ organi sed into a nunmber of files arranged wthin
a data carousel as per the DSM CC protocol, for exanple.

Referring to Figures 2 and 3, the structure=df-a spartcard 12 g@ﬁp@%@ to
charge an 15 execut abl e application in the decoder will now be

descri bed. Fi gurBi9r ©n%0r8e i thercard, the applicafion £odeneontained within the AMBEGstabies
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significant 20 kmowneosly toehistselfedThe dedosles s acoess tb a series of publie kepsron

card 2 possesses fhe wi dth d t hickpess of standard normal i sed smart
card so as td errdBi&PICR Bsyrfeg ot a%hﬁﬁareaﬁea sl ot of the decoder.

However, as w || be seen fromFigure 2, the card is |onger than a
standard card to enable the 25 i ncorporation of all the conponents

described on it dnghefeaes. thitnthe decodentoprfingd that $hell6®le has origifate Eron atlimdvn
configuration of the decoder this increase in size may not_ be significant.
In alternative $PWIGHt Phyeniying ths sigitak sigRpltre theapplieationswilhbe iagelledoinytse

The DI b swi i oh GRcRne; YRR c8aghifhe RORRTETURY e RBRE B IRARETHE Ritige *°
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w thysmart card norns. Referring now to Figure 3, the contacts 13

engaged in the §Wﬁﬁ°%ard reader in the

Furthermore, encryption by a private/public algorithm may also be combined with 2
one-way hash type function, such as MD5. For example, a section of code may be
15  processed to provide a hash value, this hash value then being encrypted by the private

key to provide the digital signature.

Other encryption techniques used in broadcast digital systems may also be applied, for
example, to encrypt the code according to one or more private keys known to the
20  supplier of the application card to prevent a third party from decrypting and using the
application stored on the card. The decoder possesses the key or keys necessary to

decrypt the code as stored on a subscription card. This encryption can be carried out

N

in addition to and after the signature of the code. This encryption/decryption may be
carried out, for example, using a symmetric algorithm.

25 _
The use of a subscription card to hold the necessary decryption keys generally requirés
that the decoder is also provided with a second smartcard reader, since both cards
will be addressed by the decoder during the downloading and verification steps.
Alternative embodiments are conceivable, for example, in which data is first

30  downloaded from the application card into a buffer, the application card removed and
the card containing the decryption keys inserted etc. However, as will be appreciated,

these are less convenient than the use of a decoder equipped with two or more



decoder may be divided by function into a power supply line 18 which

supplies the card voltage Vcc, a reset line 19 connected to the
corresponding reset term nal 20 of the m croprocessor,, a cl ock\g‘;
line 21 connected to clock term nal 22 of the ni cr opr deeEdt Zidhd

an” 1/Oline 23 connected to correspondi ng ij3put and out put 5

termnals 24,25 of the mcroprocessor. As shown, connections are nade via a
series 5 6narh '

capaci tor op SmeRBR TR pulelaly dhice tHBRL the AHITUOLEE B RER: Bl
27, 28 to the naddressedaeampmohient. t hese |ines being biased by the
power supply Vcc connected via the resistances RL and 10 R2. The
function of the EEPROM nenory will be discussed in nore detail bel ow

connected by~ The B & b 30sRRUCEBH Song]16e BEIBE BHCAO, bel BescBped. .
FLASH menor Eylf'ﬁyﬁhﬁ_lﬁtsa&l@ a test g}:plic,@lﬁoﬂ by 8@doby bhesdcd biiRtdesQo tést, théSodréct

det er m ned e.switch unit 17 connected viad a series of diodes
D1, D2, D3 and bpexstieh bfytheimrdwane rlayanp oy exampley e testeppligatidibmay control the

resSi stances R3, R4, . B witchin ach of the switches . ON,or OFF,. a

bi nary cyRey Qﬁiﬁé‘!ﬂé’ b teﬁbt:{‘,gt @'Y GI,;C@;H caR coreqtlyeceiis: data fransguitted pn
be di scussed, thi [ word is used to determne the first bl ock
in the FLASH m%g?]fgtd&g’%ﬁé\lmfﬁeﬁu%lgyéccessed upon insertion of the card

and, hence, the application that wll be charged into the decoder.
in the credit card reader 7_of

20 . The card 12 js desjgned to, engage
the ddcodelf1, oaded appﬁwﬁé?%%@r V6 50 A5 APerHt fBPTRIOE 89 $O48TiSBEFIEGr o

assocj ated wit 'ba&gﬁe@fs%f@ﬂagtdeibﬁérq{? means ?fég&jt F*;hrzlxgﬁi@,t @ tembfiCedtfyt g%nc?set.

necessary for, inter alita, decoding scranb m’'sSI oNns

veri fyi ng downllnadhedase ofl the thinnp fiegsancy ithnoperiter meyp denuallyesiisst theeset frpguenty
card 25 i nserted, b)él nmeans of.a sinpl.e handshake signal to tgc% card. In
the event that WoHib the dlearest oeption; Sealiifechq UoRE LBSF PAIARGYTS H° ADEYR dOLPR4 e
type containin i ' i ' k3

dbcoder w11 acscodtx Bk bl BERRPetY fr the st bORESEMs, Pk GORASR LRI b
at t he hexHiecithial anddethersparameter yplawsiicam) be anermerissidniar grderts aveidimpkiating ¢t

by the swtch unit 17 In the case, for exanple, where the card is

.30
i ntended to be SRETAYOP ok ¢ashdecodery of decoders for a number of
service providers, a different application may be | oaded

Accordingly, once defined by the operator in relation to a first decoder, these

parameters are downloaded into the EEPROM memory 15 of the card. Upon removal

20  of the card, the operator changes the setting of the switches in the switch unit 17 such

} ) that an application at a different address within the FLASH memory will be accessed
- upon its next insertion in a decoder. When the card is then reinserted in the next in
the series of decoders, this new application will be loaded into the decoder. Upon

execution, the application will signal the presence of pre~determined parameter values

25  stored in the EEPROM and these values will be automatically Joaded into and set in

the decoder. In the case of the tuner, for example, the application will automatically

set the tuner to the frequency selected by th'c operator for the first decoder and the

operator can then immediately determine whether the tuner operates correctly or not.

30 In view of the relative difficulty in writing data to a FLASH unit (as compared to an
EEPROM) it is preferable, though not essential, that the FLASH ﬁuemory be used for
applications that will not be modified in use and the EEPROM memory be reserved



- 15- corresponding to the service provider in question or

corresponding to the functions that need to be tested. In addition
or alternatively,”a first setting of the switches may be used to
doimnl oad the application supplied with the card and a second {19 pp,\;\nl?gzd
a different application and/or associated-paganeters set by thé S&F v
provij der (see 5 bel-ow) . The application code i s downl oaded
fromthe from ?Fd&@ﬁéwﬁxﬂba@e&ﬁﬁb% &rd.nodul es, the nmodul es then

bei ng assenbled to forma series of MPEG 2 (short fornm tables, as

descri bed above in connection with broadcast data. The advant age of

f i d 10 [ . he MPEG, f i I
00T, L e 6 5 8 o B PSR Py
process appl | CHGGR6 S uHlont) chit kWY tne bilcioBfbcessor uporpatl oanesin 25

it processes a rcations’recel a the “broadca i nk. will be
appr eci at eds t hyfstheeastd, tadd/opnspoderezbipe ofedn ciriknowni imstrbetian. meOther deamary

process the application etc. 15 The format qof .the MPE
private secti oembinatinnsantheenfigyrations ge| of\gourse possible, using ROM,tegiées efc.

8 bits sectionsyntax_indicator (=0) 1 bit 20

private_ indicator (=1) "1 bit reserved

2 bits Whilst tH db69¢ EmB6diinefthak deg discussed in relatforbliotassmartcard realisation,
t abl ei dext ensi on 16 bits _ reser \éed . .
2 bits 25 other portable imepmeryiserds, such as PCMCIA cards, may, bgused if the decoder is
current next indicato . bi t - secti onnunber

8 bixts 1 capable P{igﬁta‘-ig’gcsflflbﬁarnfjnber 8 bits
private_data_byte undet er m ned



30 An application will be accessed. by the decoder using the
table_ id . and tabl e i d_extension val ues.

-16-- Prior to storage in the card, the applgi ' ) nt ai ned
wi-t hi'n the MPEG t abl es is encrypted to pr O{P‘!Hmmlmﬁmmﬁ
si.gnature. This signature is generated by ¥he supplier ¢ « # sofx*the card
using a private key of a public/private key algorithm such as RSA, and
known only to hinmself. The decoder has access to a series of1 Qupgii,cn,_ﬁ?ys on
a- 5 subscri Etion card inserted in the other card reader!é At 40 I n
t he event that oder confirnms that the code has originated froma
known source, by verifying the digital signature, the application
will be installed in the machi ne. Unverified code will be rejected
by the decoder.y!n aﬂgﬂﬁ&b@fbﬁ@&’vﬂl@ﬁiﬁ%ﬂn@g&u&glea BRGNS = ddcdBerIGiaRACR isedBY

al so use the public key to decrypt the code prPor to operati on.
Furt her nor e§ ertbatylst dpplicativn i spnr¢£maqiqmabile nmemahyoard intreduocelyinialasardreadenimtthaed

with a ne; ash type function, sych gs . For exanple, a -
section of codéﬁﬁ%ﬂ?},’\%‘Pei%‘{]e’r%&ﬂ%@@s‘%&’“@éa’ﬂgg‘@ia@w%t%rgﬁﬂé, thi s hash
val ue then being encrypted by the private key to provide the digital
si gnature. O her encryption techni ques used in broadcast digital
systens may al 0 be Zappthpdas cldimed in claim 1 inoxtdchthecard is adapted yodie résden okt card
according to one .or. nor | vate keys-known to the 20 supplier of the
appl i cation car’ﬁadF’o‘nﬁ)ee%«E&f[“'a third party from decrypting and using the
applicatiopgstored on the card. The decoder possesses the key or keys

necessary to decrypt the code as stored on a subscription card. This
encfipt i on can 3be cdymethed ayglaimed in claim 1 or 2 in which the executable application stored within

the card and downloaded into the decoder is formatted according to a broadcast data format,

4. A method as claimed in claim 3 in which the executeble application stored within the
15  card and downloaded into the decoder is formatted according to an MPEG data format,

s. A method as claimed in claim 4, the application being subdivided into a plurality of
modules in the memory of the card, the modules being downloaded and assembled by the

decoder to form the complete application.

20
6. A method es claimed in any preceding claim, in which the application is written in
interpretative code. '
) |
7. A method as claimed in any preceding claim, in which some or part of the application

25  stored within the memory card is encrypted with one or more encryption keys.

8. A method as claimed in any preceding claim in which some or part of the data stored
in the memory card has been encrypted and/or signed with a private key, the decoder having
access to the equivalent public key so as to decrypt and/or authenticate the origin of the

30  application.



in addition to and after the signature of the codel ﬂﬂ}l"ﬂ”"lum,g -
encryption/decrypti on nay be carried out, f ok a
synmretri ¢ algorithm 25 The use of a subscription card to Hold the
necessdry decryption keys generally requireg _ that the decoder is also
provided with a second snartcard reader, since both cards 1 V\Htaflsggz
addressed by the decoder during the downl oading and verificati o% S 'ép‘ .

Al ternative enbodi nents are conceivable, for exanple, in which data is
fi.rst 30 downl oaded fromthe application card into a buffer, the

application cafd redovethodasglaimed in apppregeding clagn iraviriehhe detedaréumgyidedsvitheey s
convent ent  t haf I R eRBt S8 seadfincB it Sosdifi of smeteRd FErGRE the Boutable

-17- §?ﬁ{chﬁ'@,r4ﬂdl’amg;§m@ﬁ{ti cularly since one or the other of the
cards may need to be re- addressed at any nonent. The
installatidn of a test application within the decoder will now be

descri bed. ypi.cal ly, .such a test,.application s, used. by a,service
rovi der 1o tedd + ndBufdlasblaimetn ofy irEchcueRfim 5RhiaRE tears o cniGaRe e,
exanpl e, the t g5l ARl ine Mel RBodER kethi biicd f SH8ewitPThe bfiflicimoder
to test that tﬁ@lﬁgtgb%cier can cor’r%cﬁ]‘%/créﬁé’?ﬁamgzﬁ%s?sﬁ%nsmt]tedeo |¢Q€&1

a gi ven channehnd steringghecparameterd i the Mmorycamdor latppise.cat i on may be
interactive so as to permt the operator to enter specific

paranmeters into the decoder by neans of, for exanple, the renote control

handset. 10  11!n @Ahethasa cimédia zny ptededing @sitiEil Mhichiike e intudés I1FbYsical
manyal |y adjust the set frequency ) . .
f_) switch means for selecting one of a plurality of applications stored on the card that will be

downloaded upon insertion of the memory card in the decoder.

12, A decoder for use in & method as claimed in any preceding claim, said decoder being

15  adapted 1o read and download an executable application via a card reader in the decoder.

13,  Adecoderasclaimed in claim 12 adapted to read broadcast format data introduced via

said card reader in the decoder.

20 14 Amemory card for use in a method as claimed in any of claims 1 to 11, said memory

card including an executable application stored in the card.

e’

J 15. A memory card as claimed in claim 14 including an application stored in a broadeast
data format in the card.
25

A -~



until the cl e¥PS22PEception is obtained. Once these paranet er BCHIRSBRHENN

for one decoder, they will be the;manme for the rest of the series.

It is therefore desirable that 15 this ‘and other paraneter val ues can be
menorised in order to avoid repeating the - operation for each

decoder . Accordingly, once defined by the operator in r#iZatipgn 58
a first decoder, these paraneters are downl oaded into the EEPROM
menory 15 of the card. Upon renpbval 20 of the card, the operator changes
the setting of the swt -+ the switch unit 17 such that an
application Hfterent address w triep, the FLASH nenory will be accessed
upon its next 7insertion in a decoder. V\Ilu »tlhe card i's ipngerted in
the next in the serices of decoders, this new applicatio |1 be

| baded into the decoder. Upon executiQp, the apply ' will signal
t he presence of pre-determ ned paraneter valWés 25 stqPed in the EEPROM
and these values wll be automatically |oadeq into and in t he
decoder. In the case of the tuner, for exanplie, gcation wll

aut omat i cal g seithe tunecr to the freg v, t he operat or
for the firjst decoder apd the operator fcan then i bl y determ ne
whet her thg tu es or not. 30 I'n the relative

3 EEPROV)

e used . for
or v 0

i pcr qgse

difficultyjin at a H unit (as co
it is prefdrable, t h no enti48 | that |t he
appliktatiorjs that wil]l not be nodi f+ed i Nise@nd the EFRROM
reserved
dat a 'downl daded intothe card.

Fi

the skecuritly of thE system the El nto a
read-only donf ing;{r tion by {he nicroprocessor upon initial '
of the card, a of upon_retei pt of an upgkhown instruction. 3] nmenory
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'conbl nat i ons wog9emEsi guratio
let C.
‘a smartcard realisation

ns are of course possible, wsing

Whi | st the above enbodi nent _has been di scussed in

ot her por?ﬁble menory cards,

cards, may be used if the decoder is 10 capable of
- 19 - CLAI M5 1, Anetbod for do
execut abl e application interdg decoder, charactcrised in 5

application is stored on a™pg

rtabl e nmenory card introduced in

BI8N1766S

relation to

such as PCMCI A
readi ng such cards.

8\ apR 20m

o a card

reader in the decodenNd t he decoder reading and downl oagli ng t he
application fromthe card. 2. —, Anethod as clainmedjin claim1l in
which the card is adapted to|be read in % smart card reader in the
decoder. 10 3. A et hod as gafi inclaiml or 2{in which the
execut abl e application stored withi i card daownl oaded into
t he decoder fggnatted accordlhb 10 f'ab t| [datlq |fjqrimat 4.
A nmethod as'¢C AR Y TRINRY ) eldut|ghlie egpllcatlon stored
w thin the 15 dowpl ohdé al he edddqry {i{9 |flgr matt ed accordi ng
to an MPEG d 5 'éﬁh d |49 |ql{gijmgd [in claim4, the
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WO 99/22516 I
nDduIes in the nmeno y6of the card,. the nodul es bei ng downT oadedramepreviion

assenbl ed by the decoder to form t38 conpl ete application. 20
6. . A nethod as clainmed in any preceding claim in which the application
is witten in interpretative code. = 7. A met hod as

clatmed in any preceding claim in which some orpart of te application 25
stored within the menory card is encrypted with one or nore encrypfaﬁﬁgﬁ AR

keys. A nmethod as clainmed in any preceding claimi LU6L
sone or part_of the data stored in the nenoy card has been encrypted
and/ or S|gng31 [;hi ‘g%1vate key, the decoder having access to the
equi val ent e 0 as to decrypt and/or authenticate the origin of

the 30 appllcatlon _ &

- 20 - : A method as clainmed in any preceding claimin which
t he decoder is prQV|ded with a plurality of smart card readers, to
permt reading of a sfmartcard carrying the executable application
and- anot her smartcard. 5 10. A nmethod as clainmed in any precedi ng
claimincluding the steps of downl oadi ng the application into the

decoder, setting one or nore paraneters associated with the appllcatlon
and storing the 11.
A method as clajnmed in any precedlng claimin which the card i ncl ydesgzg

physi cal switch means for selecti nPRIRRIOBF a plurality of
appligations stpred’opn the card that wTT be downl oaded uppn ¢
insertion of the memory card in the cepm@tsn Manager —~ T
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12. » A decoder f& use in a net hod as clained in any preceding claim said

decoder being 15 adapted to read and downl oad an executable ag@lication
wg .a card reader in the decoder. 13. A decoder as gl ed 3 APR 2082
cldimi2° adapt read br ﬁﬁﬁﬁﬁiﬂﬁn@fdﬁ& SRR ohd) H,@e a X sai d

card readéer | nmdecoder mﬁmauoxﬁmurm?r%rz/quggr i £ method
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(87) Abstract

A method for downloading an executable application into a decoder (1) for a digital broadcast system, characterised in that the
application is stored on a portable memory card introduced into a card reader (6, 7) in the decoder, the decoder reading and downloading
the application from the card. Data may preferably be stored in the smartcard in a broadcast data format such as the MPEG format to
permit the processing of such data in the same manner as the control unit (40) of the decoder processes data downloading by a broadcast
transmission. The invention extends equally to a decoder and a memory card for use in such a method.




