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I nvention The present invention relates to a hierarchy nodel for nodelling
t he securwoyomaertyy of a business, 5 and in particul ar pcrsGaodrioeer chy
nodel whi ch when inplenmented is capable of allow ng security

adm nistrators to centrally manage user and application security related
attributes (authentication nethods, access rights, privileges, access
control rules) and ot her appl i hut es. Description of the Prior
Art 10 The reference to any p‘uk‘u 0 Rguﬂgﬁﬁ.ﬂ/}t |]%£Sp6CIfI cation is not, and
shoul d not be taken as, an acknow edgnent or any form of suggestion that
the pilhQlréinli of RlcThvefldn PArt of the common general know edge in Australia
Secur Ty adm N str in a large-size, mssion-critical and

securi ty- s AsPEsepicneGon laigeior higarghylsmogel fom aoidlbngethevirsvrityrnelicy of 4 busingss:
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ent er pécks @ights, peiviseped) idcbsy cqifibl r)és)iafid ethdr apglRan@@ibdat i on? 2) How t o support

separation of duties to prevent giving too nuch power to one person or

functional role? 3) How to manage thousands of different users (enployees,

par t n@esriptioséfahePddr Adgthei r credentials and 20 pri vi l eges? and, 4) How t o
nmggage dif e a e it iV
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adm npdupledsyentpoany fim Iqt‘)@@sesaom thabthe paior aatfpmspary Tresbvef tbeemrnadeerbgalt he

I nduskfididdge inMls@sm@Nt sinpl e security admnistration nodels. These 25

i nclude using techniques such as: 1) Having individual departnents manage

their own BERTHASEINSHAIGNR p lasgresize pnissipsGrijica) asd seopripsensitive mwrpvn%wém W th

separ aﬁaﬁel’fgeOMfehtrﬁanQOﬁﬁdré}ﬁ aﬁlﬂfcamﬁ {edbeRtvete Q@iﬁlicmt SrRfs] 3Ry anBUBUBRES of

a | ons secur|ty adm nistration; and, 30 4)
Dglg eﬁatuggﬁrge)“grygﬁs’lpaft’ﬁ %ug Eﬂp’fsive gérﬁiﬁl? ation. However, these
sol ut| ons &ufartenlaf, itosmeaespantoepnsgkr: dr awbacks. In the first case, if
i ndi v fi OWN policies, then
i o3y s SRR Bl Pl inRip G, bOID RORT Rl BRRULRY 0 C IO ol o
due t &) tH@v loguppertisergragien afidutiop faatsgverheiving; teo mseh RoavsT teppepreioger funetignal role?
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|ICI es t at Ar effectively inconpatible, as this can lead to the

Our | tW“BfegBﬁém r nore departnents being conpronised. In the second

ex anphe, Héveaeinadel dffe3aC wel-dnyblebiisdieh-aigitd 1ave sbclifty-sseifiag sfpBeafibnsh €ss- connect ed
busi nesses. However, cross-domain conmunications, particularly across
different web applications, will remain a problem In addition to this, it
i s agai n diThére et Yery fewdwhdaryk paprls @nthe sevaribniderimstiation wieglealthaughira fuymbéDof
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25  include using techniques such as:

1) Having individual departments manage their own business applications;

2) Using distributed security system with separate security domains for different departments or/and
business applications;

3) Providing centralized security administration; and,

30 4) Delegating some or all the security administration.

However, these solutions suffer from a number of drawbacks.
In the first case, if individual departments are allowed to manage their security policies, then it is
impossible to define and enforce enterprise wide security policies due to the logistics of the problem. This
35  can have significant drawbacks if different departments end up with significantly different policies that are
effectively incompatible, as this can lead to the security of one or more departments being compromised.
In the second example, reasonable security can be achieved for separate or less-connected
businesses. However, cross-domain communications, particularly across different web applications, will

remain a problem. In addition to this, it is again difficult to define and enforce enterprise wide security



In the third case, it is practically unfeasible to manage a | arge nunber of
users and nultiple applications in a distributed, heterogeneous conputing
envi ronmewD.20émeatddi tion to this, security adm nistrat @c3y/Saeneeuired to
know mul tiple inconsistent administration interfaces that eventually becone
5 bottlenecks to the inplenentation O0f a business wide policy. Finally in
the fourth case, granular admnistration rights are not defi ned.
Furtherm)re effective delegation scopes are not clear and accordingly,

del egB®Bh wit hout granularity will not allow for effective overall
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there is need for a security admnistration solution to manage access
cont r eYerdcontiolit hor i sati on deci si ons and securi ty policies in multiple-tier,
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busi ness, eac assocl ated wt respective
i ndi vthdla@mstyawdwom@pcpmghc a@prowcunésamrhbl%wtt cméhfﬁ%lt tpoletegmine whesaand one

of t heped Rl 0N BpolidPockurs A Principal node, the principal nodes being used
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individual; ii) An application node, the application nodes being used to
define the security policy which applies to respective applications or

obj ecSamwhityifitheIresebtinventios, each application node 30 including one or
moreapphi, 624 bO 8 A£Gk SRbh SRy hiSAGH ,@naalfb&agagﬁg Fe sQBLEHonaNt 1 1Y
correspon3|n a respective appfication or ‘object; iil) A group e, the

grédu Oﬁm@gesbéﬁlﬁgefﬂslé’dnqdéllﬂ‘éﬁ% the security poI i cy which applies to
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including one or nore group entities, and each group entity cor ondi ng
to a gr oupaﬁi’fhesrf@§ﬁ€5(§”?‘it\‘/"esqgﬁ’a?t\ﬂf dispgncsg ac gf@%&léﬂmﬁg&rmé%%&ﬁ gt of he

connect i ongesgRfiveNindigidags afd/at yplicatibe] wer negdiat nodtemclidingedt] leat ohhief the
structure f t he business. In a second broad form the present invention
provi des a W@?’W §d of generating a hierarchy nodel for nodeling the
sédurity pdl i&yrigipabnddegha@sipalinhdes beitdioed tordefingdhersgenridpoldg 2ybid 2pFBs to
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each segnent ing a respective unit Wt busi ness;
entities, and each principal entity corresponding to a respective indiwvidual;

if) An application node, the application nodes being used to define the security policy which
applies to respective applications or objects within the business, each application node
30 including one or more application or object entities, and each application or object entity
corresponding to a respective application or object; |
iiiy A group node, the group nodes being used to define the security policy which applies to
respective groups of principals within the business, each group node including one or more
group entities, and each group entity corresponding to a group of respective individuals;
35 b) A number of connections, the connections defining associations betwesen the nodes to reflect the
structure of the business.
In a second broad form, the present invention provides a method of generating a hierarchy model for

modeling the security policy of a business, the method including:



b) Determ ning the individuals, groups of individuals and/or applications
associated with each unit; c) Defining a nunber of segnment nodes, each
segnent mwoeotxicny3used to define the security policy PCEsGnapmizies to a
respective segnent of the business; g) Defining at |east one principal,
group and/or application node, each principal, group and/or application
node being used to define the security policy which applies to respective
i ndi vidual s, groups of individuals and/or applications; and, e) Defining a
nunber @f RBeinechd brsmetses WaBHDT 196 scgEPih SePhiegst beingad cerPeriiNe BOihitkD e
rel ationshjpges 10 between the segnents, | ndi vi dual s and/or applications to
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? met hod of F br oad { g}gwthe invention. In a fourth broad
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A store; rocessor
adapt mdddhogth@@f:cut)tywwepéa‘elsme&whﬁwardfy ntl ipdduding: the stor e; ii) Associate

each tab)e wilf MapEIRGELIWGph@de in the hierarchy nodel; and, iii) Define
a number “of | nks between the tables, each |jnk representl nq%ga connection

bet ween r 8s gesdinig dherhygass af § RERPet pesermgiseeach A‘?%’B‘i‘td’leﬂ’bﬁ Y reSRYTEY o E

i nvention prawdwemess; hi erarchy nodel for nodelling security policy of a 35
busi ness, as well .as a am product and a system for
gener at i ngﬁét}é‘f{‘ub’%elf’&%‘ilﬁag nggrﬁppmpu " ngggfr’]vﬁlﬂ]begr ulfugsegment nodes,

w2ioch can iif) ]Dafmmganmhmdeofa;emnmbacrdenfeacprwmnpmde beiappised &t dadine dhe sg@!@@p
nodes. The bus e Busiidlzber of interconnected
segnent nodes h&?@%ﬂ@ﬂ@%ﬁ%&é&tﬂ 56%’5%89 eg‘ﬁc appl i cati on nodes bei ng used
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2002/ 067173 PCT/ S&2002/ 000027 t.o be de ned for the segnents of
t he busi ness @&pdraky @]prsaﬁmﬁwldeﬂﬁfl&rﬁ;{;mp yatigst dot hea segnent s,

25 v) Defining a number of comnections between the defined nodes in accordance with the

relationships between the segments, individuals and/or applicatioms to reflect the structure of
the business.
b) A store; and,
c) A processor adapted to:
30 i) Generate a number of tables in the store;
if) Associate each table with a respective node in the hierarchy model ; and,
iii) Define a number of links between the tables, each link representing a connection between
respective nodes within the tables.
Accordingly, the present invention provides a hierarchy model for modelling security policy of a
35 Tbusiness, as well as a method, a computer program product and a system for gemerating such a model.
The model includes a number of segment nodes, which can in turn in clude a number of principal,
application or group nodes. The business is modeled in terms of a number of interconnected segment
nodes, with the principal, group, and application nodes being used to represent individuals, groups of

individuals, and applications/objects within the business respectively. This in turn allows the security



allowing a security policy to be defined for smaller units of a business
separately. This technique can be extended so that the segnent include

rel at ed ewbewealé7msgani sati ons, such as external suppl ipersG2otrmoeahy
allowing the hierarchy nodel to be uged in nodelling the security policy of
a 5 business on its own, or of a business and its related external

organi sations. Using this technique the defined policy can apply to the
busi ness as a whole, or to different units, such as dep art nts within the
busi nedisy tabe desingd fps theeegrnentt of Hiediusiagss siraatilysA T G?iguncp@s% IS EBERF t y
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pe tive in a onal (non-interactive)
nt Tsyewopms ﬂwxg }%8‘% b&§1¥eﬁ% %nél its ﬁePa?ela exte lﬁgtll,or%%?a%mh a nulti tier environment
t her e are Usieg this teahnigqusibe Yefingd pCdiasecm) raBphotO thédeusinpds@s a winbli.coh torfifdgrepburliegi n t o
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behalf ers e system i Vi Accordingly, 1n order_to be
abl e tacbmmetgqtqrs tao thende yeed i defipe wyigtioanin thyevezsll policy 4o casls segmapPRYi ¢es apRbed | ke,

need [LsSREGT ée%ﬁﬁedt Q%Qﬁén ab?ﬁd tf¥he tagaé‘clﬁe%rlﬂdﬁlﬁuaw glofiR ok biBicaiofs pinaiaesd @ahandl e
i nteractrve 0ogin (r;pé hese identities are referred to as

ndf- i ﬁ{eé?c'&ﬁttylpf)]écylaa%hes SPtH’ie?lEj’lﬂvn the pRlirS BY$PFdual s may conprise a server,
daenon or trherdspdétve ihbistigudl tmani dotresbéndatp pr faétdhe dndrhiateratthe) Rieitareithin niedel
o Bt Bieall b € Bkt e T Ok bl Bl 8o BhdnoB® of RRHILE! Y
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| ogi Cak‘ hi g*r%en}v%lﬁﬁhtﬁh&fsg CalGrab 8;[ frxll ® dep rtS%%leStS%ﬁ% theTsQ%g/ Jy%m %%@RL:I% a
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node with no parent nodes. This can be used to represent the security

pol i cyorﬂﬂfseﬁlsf‘é"eré%‘?é‘i“%ﬂofr the {jkg- ness, with variations fromthis policy being
defined i nThieitchill Be S@géﬂaiﬁdsmalsthbﬁgdxafrbhyedmdéﬂ’nas,be tdadl SoralbdeliEng Growpity
securi (tj%gool i cies slsecun Ohc be applied to all segnents to be factored out
into AYMEPRYIR ¥ 86T 2SR Hode. The nodel typically further includes

a2l i cat i oMypicdllyeadhi S@grn@nnodmms mdaéc: bneagypidre eftild gogmepbiddes; edclh Ahrild gegapent t y
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common Secur | plied to a nunber of
appl i xRN e perenttsegme&&wldéva acstawnalrﬁf@ea’m theechfll spren fpraning pirRartmeRt iy, ¢t he
nodel ﬂllesofﬁdgpl emented within a database, the database incl udi ng a number of

t abl es, htable resenti.n espective e
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prese Q%I g be inplenented using a relational database, or the
like. rgkgiggélog il b the database usual Iésll ncl udes a segnent table, with each

segnent nodde @@dﬂgtyplﬁfélpj rfatghen, ineydes applicafonrolipdtion cities y?a%i $PRECAIP R SOUSHAR nt
t afy) .o} rHRAGAS A IR 1R bf SRS QRBA2 A gainthis allows common security policies which

would be applied to a number of applications to be factored out into application collections..

Usually the model is implemented within a database, the database including a numb er of tables,
each table representing a respective type of node within the model. This can allow the database structure to
reflect the structure of the hierarchy model allowing changes to the hierarchy model €o be easily

35 implemented within the database. Furthermore, transfer of security policy from one level of the hierarchy
‘ model to another can easily be implemented by propagating data between the tables in the da€abase. This
allows the present invention to be implemented using a relational database, or the like.

Accordingly, the database usually includes a segment table, with each segment node being

represented by a respective entry within the segment table.



Simlarly a principal table is usually provided with each principal entity
being represented by a respective entry within the principal table, a
group t abwe,20ed/dehi7@ach group entity being represented byca/sGrermpeayve
entry within the group table and an ﬁpplications table, with each
application entity, object entity and application collection entity being
represented by a respective entry in the application table. 5 Furtherm)re,
t he nunber of connections are preferably represented bé’ l'i nks bet
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i 20 videlfisd svithiprespgsivefoluning dqclwthdtuhﬁ %cmncﬁbtﬁmg%fplmﬂlthea@d@ﬁéa giggndeveBwvithinj the A
number, hlegz{rchﬁf%w}ﬁﬁﬁéd%fm&% t\éﬁﬁ q{mgerdaﬁil HQQQS&%@, cglh@bcclﬁgd“e(:t I ons

representli g. ationships between the segnments, indivi dual S and/ or
appl i cat fron lfttl@fqaéff<l’r@cfhetﬂﬁ‘2§ef§tl?vﬁ’?ﬁoﬂrPéOVéﬂes aypehog) f [dgfiing a peeureh @e ey iR t he
Secur ify¥indd@meG¥eto@lincRtiink:€ast some of the nodes in the hi erarchy nodel ; and,

c) Propagating the specified se to oth S|nthe

hi er ar ch¥ n%"ﬂ’@’rngﬂ‘f§u Ssaméelnﬂst‘% %1'6 g‘yffg tﬁ%‘ﬂ%a‘ﬁ‘}yé@ﬁ‘tm‘?n\%nu on provides A
copput er pripgmatimmber@dsiginent Rades| dachgeghenpotiebeingexwce ddibé te soudy pdrcydekirini ng a
security policy.for a bu i ness nce with the nethod of the fifth
broad form of ’%lprll 5% AVERT Vese eﬁeogthg%\ﬁée?%e? broad form the present invention
provi des a ipyat éaastbmprmemlmrmg aad/srepplicetiqn nodd, eash pfirpipah gropp 81d/ms gPplicatient end

organi sations ’no&etﬁgmg Y3 b RBehRGhdAdLRe; pols) WRAZLRIRE boidspbits RE%A0A¢ 09082 6r

individuals and/or applications; and,

30 iii) A number of connections between the defined nodes, the connections representing the
relationships between the seéments, individuals and/or applications to reflect the stxucture of
the business.

b) Specifying the security policy for at least some of the nodes in the hierarchy model; and,
¢) Propagating the specified security policy to other nodes in the hierarchy model.

35 In a sixth broad form, the present invention provides A computer program product including computer
executable code for defining a security policy for a business in accordance with the method o £ the fifth
broad form of the invention.

In a seventh broad form, the present invention provides a system for defining a security policy for a

business or extend organisations, the system including:



-6 a) A systemfor defining the business in terns of a hierarchy nodel, the
hi erarchy nodel including: i) A nunber of segnent nodes, each segnent node
bei ng usewot2oodeliime the security policy which appliesPCa/S&20@apaERti ve
segnent of the business or extended qgrgani sations; ii) At |east one
principal, group and/or application node, each principal, group and/or -
application 5 node being used to define the security policy which applies
to respective individuals, groups of _individuals and/or apgl i cations; and,

iii) A mindepsion fudpfumghongnseniesn of Hiergemimedel the Biewrchy madel seldiagi ons

representi fg ARGmbdr8F Rbh&nAdded) Sach SIpiRAM0deRIng BGTR dcSine thélStcMitFpics whidd Or
applications.to_reflect the Stigtr‘); ée of the business. 10 b) An input,

adapt ed to reBBIEdO FFERFEILYC STRBERtA) IR JUsiss oL BXehAPd FeBPIO8Y for at | east one
of the nodes MAfleast bie plﬁhﬂjiea,l‘gfdily aﬁrmiabphcﬁmd nodz) eabh piir@ipeal, gmrlp aid(oF apwcatubﬁl
speci fied secur| sor.. adapt e roaatet
speci fi ed secﬁc}de%%}/ %&f‘ﬁi t(?)?éf% 55, Sﬁcé‘%tyr?o desy na]flﬁlesg)r y <?acr“(': dleldua?fé Oulisf
Accordi ngly, hmdpztle&@htappmaems;emﬂ al so provides a net hod a conputer
program pr ?ﬁuﬁt m@xﬂ)gr %f Y Eé%@?ls {)é%\gve get é %Efﬂ}g,d %o&e%cﬂ{el éo\lm%&g{ CrXprfes%fltm the

busi ness. is can also e extended for use wth exten organi sations.
Thi's gener al | latignshipy brswdsh éheapamepisnipdiuiduaiss and/eariplipatipnstp erildetftesr simefiretpl
present invenfl gikine@ccordi ngly, the technique of the | nventl on invol ves
defining the businesses in terns of the hierarchy nod speci fyi ng
sédurit 3b DpS¥a Rt BS?Pt%dotPréeCFI‘B%I’é‘B“t%l?Pd“fYB%gd‘ﬁFaﬁjﬁWanOh% for §b1§‘tsf P theeodivsi % ’c”y
policy to Qﬁd}@drrarﬂ@dﬁc&iel {;’rﬂ Typl cal I y t he nethod of specifying the security
policyf%r a_node | tg f% t|n security data defining security
set t i ngs“f 4t "R °r|58§‘ibge ??pecéle S?fé‘n bcy’aél Inputting the security data as
part of &he\ pespeastadapedantpropagaiet the spetifiel seegihe policy éo bthld mded inhthe hichehy

dat abase. goethod usually further involves propagating the defined
security settings to other nodes in the 25 hierarchy nodel by propagating
t H® secufpaosdingdy, Setrpsent imeentipy plpcerfoddes pimetod, g computerregsms produrhpsl a sysipmn

provi Q@I:?leﬁﬁné @&Hﬂh_\}tﬂ;&lﬁ Rfa %\.ﬁﬂlb@gTﬂilBEﬁn?@& @é%%&?de@@&r@%@riﬁmkén&edlb%ﬁﬁ&ﬂnby a
propagating security a ro at abase IS op on is
carried Ot &Rrely s the ﬁﬁvf%méi‘? Pféﬂ%@ﬁ{}’ﬂ?aﬁig %'&P“é S T EtgRt gﬁ HJ

segne mﬁeStechﬁilqde 6ﬂ1m’ln1iblhﬁcpﬁgﬁilveddetﬁﬂmg lthe|bd51ﬁ§e@@mﬂérﬁls afithe nﬁfatohﬁhabyel sbmvgwﬁg , the
security se S, a e a chi.l verri de the

secur |ﬂ?ey H °E§ forps‘lrcc))%le g&(ge - FYRS RS t’tnﬁ fre3 e es 'ﬁg&; f‘%/ney %Ohc}é 81ererglgor(%%snt node. In 30
t & ci rfmmtlaﬂnemethbmf smtfhoglth@mqurbep@mmfor ohédedncludespr event t he security
policy agp C?]eﬂgatjir%es gfjdlatg d&*nﬂfé}@g&nty sét‘@tﬁgts %Fr"tﬂgges ﬁlﬁeex{odé Qﬁ’d" the security

policy o roa form thé present invention
provi desbla Inmlﬁtwgdhwcm Pashesnartey the @%ﬂwr« EYpBithie hefrespeciive (sl wibasthe he
met hod i nclggdbsag: a) Defining a security policy for the business, t he
security,_poli bei ined in terns of 35 hierarch del . incl udi ng:
Y A B e BB R ves e Sl i e e de BB G Bk SR | o
S exfive iiersaéhytnivdel H?lpﬁdpa@ﬁﬁg thBc R DO @06 dtheIinkRéd ehGER AR AMABLARR 7Thus, this prowdes

a technique for having the database automatically updated by a propagating security data throughout the

database. This propagation is carried out in such a way that the security policy can be defined for segmernts
and then propagated to child segments automatically. However, the security settings applied to a child
segment node may override the security settings propagated from the respective parent segment node. In
30 this circumstance, the method can be controlled to prevent the security policy applied to a child segmemt
from being weaker than the security policy of the parent segment.
In a eighth broad form, the present invention provides a method of implementing a security policy for a
business, the method including;
a) Defining a security policy for the business, the security policy being defined in terms of a
35 hierarchy model including:
i) A number of segment nodes, each segment node representing a respective segment of the

business;



ii) At |east one principal, group and/or application node, each principal,
group and/or application node representing a respective individual, group
of i ndi viwoabe/@ntiBor applications within the businesspcarsd2002i00002A nunber
of connections, the connections defiqing the associations between the
nodes, the 5 security policy being defined by security settings associ ated
w th each node; b) Monitoring action to be taken by a respective segnent,
i ndi vi dual ,,.or Ilcatlo wWithin th busi ness ternlnln if th
Lot on i o Dok RS ob B Rl i AR tPiRe By e s BT TP SRR g
and, d) Al mderrgareseming evepdciivigindiviéual @tdup Rf indivababrafdic gpplicdtiond Wighit ésul t  of
t he deternln%&&%% m%o In a ninth broad form the present invention provides
a conput er prografm ptoduct including conputer executable code for
i npl enent iy Aanwbeuef doymepigdng,dhe ¢mnegzans delanmeethovasfociahenshstveen thefnodése thei ght h
brpad form of, ,gtggom%é gaeﬁhga @éc'uetpset i) s Gesb M dIwhh BRI nb@; M the present
i nvention provi a'system f inpfementing a security policy for a
busi nes®), Mpritosye; eeion th b ekemgy 21550aytiva ssgmenb infliyidugledr aipeptian sethin they
policy forpgti@sbusi ness, the securlty policy being defined in terns of a
hi'erarc nodel | udi ng: nunber of s t_nodes, each segnent node
repr eself:b{ i egjefaﬂrmggﬁ g otigrps E%‘ﬁé‘hlf’ R secpity soffingselfdt one
princi pa) A@mmmpx@ﬂﬂﬁmﬁgaaahmmmmumﬂmm@d@hﬂeasmtmf&m@uﬁamnmgﬁoup and/ or

| i cation,. rese nt i spect i e i ndi vid up of
B v F QuaR oS, LR Bt Pl e RS ettt bR R oSt o
connem@m@hbcmkﬁenuphm@mmg@ﬂsmmgpdmymgwmmtmasgmdmamwﬁnéObébwgmhbuhéﬁmmdes
t he (ﬁgggkk&xdggwbgy bei ng defined by security settings associated with
each an rocessor, the processor being adapted to: 25 i)
Nbni t or Inectent hm@@)foaslé uNessntiyvention prowides 4 Syaiens &g AETRlomenting aseeHrisy paficy for a

applqgﬁgggmmmggahﬂmﬁmgg business; 1i) Determne if the action |s
/igrn55| l'e in acc%ldance Wi t h thgﬁqﬁflned security settings; i)

ow of) ph SFEmt ot $REniag f FERAY ROlEY L6 M RHERPSWNEHE PHEY PRCY |bfm%flefi% in'terms
deternlnahﬁammnﬁwgmkﬂumgmMmgthe pr esent |nvent|on al so provides a nethod, a

COITpUt er :) 0 rnum éJCt (S} nodes Ca hsg ement%g (5] re 1TSS r;Rilnergerrég Ieag/eaegrgé:n g.l’%
policy. This'is achieV éﬂrb noni g ac? ﬁ 0 bé en by respec ive

segnents, |n@uwm@uals or appllcatlons wi thin the bu5|ness and t hen

det erm ni [ loge n a Y
19, s ihhloe AREDANrb, REGTARhR ool PuACRREAANGSIAISBARELY .

settings defined wt erar

t3) be pr eveRpEdeRIPSeRing dvRsBecH et gawwﬁ wdiyidygls qngl/og aitpliFatigas wishin fed.
Typical ly th@uﬁﬂﬁyamﬁy settings are stored in a dat abase associated with
the respective sel 35 princi Qup_and/ or object node, .the nethod
of determ ‘H$ ﬁ\gn‘in? COB%eﬁ“lS‘ﬁ “sc"r%‘?% I@sdg’ﬁﬂ“@pﬁhﬁﬁsfﬂ‘ﬂafi‘d‘s bgywegp é‘@’s‘%ﬁd?fgg’f“

dat abase to de;hﬁﬂymsbllib@ bbxh@dﬁemhylsécyn@eétﬁngagssocﬁmd tvitk edch Bp&c tndye segnent ,

i ndi vi dyal n r b) Conparing the accessed security
settlnggft%p%ﬁéagc 9&9 8 emg Eﬁ%%gko determine if the action is

p’b’i mtted.i V\@I@@@Q&o@@? gg?@e Q@W@@mmc@m@gment individual or application within the

business;
ii) Determine if the action is permissible in accordance with thie defined security settings; and,
iii) Allow or prevent the action in accordance with the result of the determination.
Accordingly, the present invention also provides a method, a computer program product and a system
30 for implementing a security policy. This is achieved by monitoring actions to be taken by respective
segments, individuals or applications within the business and then detexrmining if this action is permissible
in accordance with security settings defined within the hierarchy model. This then allows the action to be
prevented or allowed depending on the security settings defined.
Typically the security settings are stored in a database associated with the respective segment,
35 oprincipal, group ar}d/or object node, the method of determining if the action is permissible including:
a) Accessing the database to determine the security settings for the respective segment, individual
and/or application; and,
b) Comparing the accessed security settings to the action to be taken to determine if the action is

permitted.



-8 Preferably, the hierarchy nodel is a nodel according to the first broad
formof the present invention. In an eleventh broad formthe present

i nvent i orwproez/ades’da et hod of controlling the securityPoalSGey2000022

busi ness, the security policy being degfined using a hierarchy nodel
including: a) A nunber of segnent node€s, each segnent node having an
associ at ed nunber of security settings, 5 the segnent node being used to
define the securlty palicy which applies to a res fcti¥ segnent of the
busi ness PEeraRly: dieiisrgehy5ide iy s meds! a5predingie teri S@@&E oy 'E%PIP Rigavertighd, b) A
nunber ofin ﬁzoenae@th Ibfb@? forh @ pesaﬁnemmmﬁrodeefs|anndﬂg>dasamb1aﬁg mﬂsectaey %aig;a of he
segnment. nodes to reflect t struct si.ness, the metho

i ncl uoﬁllﬁ‘@meﬁs th%fg‘f”é%?%lﬁyé\eﬁpgade fRerdpg 4 1'3?&? Oeéﬂtlﬁaudl grent; , 10 ii) Defining
adm ni st rpt Aeombérghitegmbtabdes aachizegrnsiagn eai/mgcnnassycladdmumtet ofatavrity stthisgs,

ad ni strat h i h j r

res pect| ve %z}ilgsegi nent%& g(ri:n%gsfﬁi% Jieﬂggthte Se%uﬁrg%ﬂﬁ%ﬁ s{é%ﬁ.aﬁgss%gﬁ%é& %gto (fa ones
of the adm te btsnratﬂmﬁelpqtlg&tpgropmtt ¢res eltihe satusity sgitiogs; aidf required. In a

twel fth l Oﬁ%umsmaﬁéaewpﬁm QR cdnRSs| RBniRY AN EHRSnsPH HAIIR WS rREHP Ub o
product for controlli adm nistration of the security policy of a

busi ness, tWﬂe‘ééﬁﬁ‘iﬁ‘t"&re‘ﬁfrﬂt?d%“%ﬁsiaﬁtﬁ&tﬁ’é’t’dfnﬁ](‘:‘ﬁlﬂ%fl ng conputer 15 executabl e
code for pei)fQ{SBilgﬁ[g &Mnﬂﬁrbt@do@ichts&gﬂmeﬂtt eventh br oad form of the present

ntion. thl rteenth fo the sent | nv fOVI des
s ywe m f or ’é)o rﬁe:tllB’lnF |afil‘§mtsﬁﬁmﬁt’i‘ﬁt%ﬁﬂ?{ ‘3c)"@‘ﬁSl Igo%) KA 10%
busi ness, the rigde lddSrltﬁo]lan(hle badyiniseiting prdekiimaettle tespentg/e adlhmestramcchg/pemdmland

|nclud|ng e an

associ at ed n’%: r@ Slgm 8% apg e ﬂ?t? ?n% n?e]{‘e aﬁ%%%rwq?%%ﬁts X @%%?11%9 gﬁﬁie]ﬁ%%@é@ gs ed to

defi ne t fea swesfidy hroad fowh fhe preseht mwnmpmw\e@s 8 @oraputee speram predustdoneentrollifg the 0 t he
bUS' n éaa?ﬂgtraﬁ&t &€ fne GouRBASALY b2] BuES #Rf colPReSHEMHh tfo kB tam ciptlier D) A

connect i ons, connect i ons defining associ at | ons, bet weén t he
s eb?re mxeﬂw@sco%for Peétorreeg thf ethed gf tt@teweﬂbtm%dﬁemmféhw&sem VEsioRy st em
i ncl udi N@a as IhirfBnth BREA fofnﬁ fitie grebgnt Re6RioN pR@idada sy@taincmt doftiolBifg tBadmdiTktrkisd I at or
aSS|gnegﬁ 0 each se ni stration rﬁg?@a t hat can

n
Do aoctl e D) ey Shticst FEpespid gy vp oAae R yreaiy urt b nkee. of
t he adm n) sAmambarf sdgglattsiodes, cadhesegohmt mids havdrigom, assofiated gumtreed; secugitydpttings) A
d t tr i i
Dot i ot at 0 anint Bar Rl B AT Eloy i BAREHS G LS, LBRRRSE  ©
rights. 30 ﬂtebm@ssrbglsylequheammgemnes phrbaeiwity sséiegsando provi de a net hod,

conmput er ypr AGHAMLARLRYREEN tflé)éonn&ﬁ&krdéhﬁlhé‘ GsbdMBioATIEAdeR ttﬁeasre%tﬂ&t Qback he
security policy of a business. This is achieved by having admnistrators

assi gned toreﬂé‘éﬁ“@étf‘f‘%e afdberhupipess, e §tanhaH R Ht r ol 1 i ng the action that can
be taken byl)th@mp\dmarm strators. This is achieved by the use of granular
adm nistratio hcon r ol t|on ctions an

adni ni strat or n(pahg‘ﬁgl’”fgc??ﬂﬂ 1epHRRI0 t%ﬁ ar‘i‘ﬁ“‘tlsﬁréltot ?S(fjlﬁ'teg% éfetg%l?%*s’ecurl ty policy
an5 35 settin@s Demngmlhhmmmnhghts thghtas b¢ wsigeddd anyeumingtritotigndpol i cy
settings. Typi d S
et i ni g an ade ArdpiCspRRRactd! ARSLAART AR B Bkl PEQHHES
entity representpmrg a respective individual within the business. In th| S
case, the ngf hod pdssd aftipledhd eoﬁgoltﬁteada,ﬂﬁetr@ﬁo%tpt&tw& the lgtyeawy&mhltﬁfawrrt% udes

assigning appropriate ones of the admnistration rights to the defined
admi ni strat or F@Ff?li“tlf} accordance with the assigned administration rights.

30 Accordingly the present invention seeks to provide a method, computer program and system for
controlling the administration of the security policy of a business. This is achieved by having
administrators assigned to respective segments, and then controlling the action that can be taken by the
administrators. This is achieved by the use of granular administration rights which control the
administration actions an administrator can perform, including the rights to alter security policy and

35  settings, as well as the rights to read/view various policy settings.

Typically the method of assigning the administrator includes defining an administrator entity for each
segment, the administrator entity representing a respective individual within the business.
In this case, the method of controlling the administration rights usually includes assigning appropriate

ones of the administration rights to the defined administrator entity.



WD 2002/ 067173 PCT/ S&002/ 000027 -9 Preferably the adm nistration rights
are defined at the systemlevel. In a fourteenth broad formthe present

i nvent i orwproez/@ers’da nmet hod of controlling the adm ni st patrisenoafooozhe
security policy of a business, the segurity policy being defined using
security settings, the method involving: 5 a) Assigning first and second
admnistrators to control alteration of the security settings; b)

Control li ' : ] pLSEr t w the first adm nistrator
to pr opo?g&eé%bgﬁ%geé({r@gsfaﬁgﬁ Héhziaﬁé?ﬁseﬁ {‘fds"‘g%h? Fglrﬁ'égégsnﬁugff)ld, c) Controlling the
second admi feugtenthtberad foymahd yresaitlinygntion proyidescavdetad ol pangroliting e adngnisieagiopdf or
(] eCtne BRI HAN 0RO mE NETHGMIL! YeiCdihiORing! BEKE YRR A Altndd®
first and second "adm nistrators to 10 control the security settings. In a
fiftedAtdvit¥oad formthe present invention provides a conputer program

progiuct iNCAiinig firE HRBIRY ad@XAGHRRb Sorf0litefalin of M8 kit s&ingshe

adm ni stration, of the sgﬁtr:&%ri tg pol j c%/ of af buai ness in accordance with
the met h8Y ofmielas ths i cEmRUPa Y SHAY G i e prisEanr o Prpesithases forfhsy
Si xt eent h bdeoaily feings; it present i nvention provides a systemfor
control I'ipg~the.adm ni stration of . 15 the security .polic f a business,
The. secur] t5oREIRE e PRty et Budfe M aPRiilr & sl

i ncl udi ng: werppoder ¢hapags tof the seawsy eptiingy thieraby pllawink be fohehdaderng kdhiniatrasors td o
cofyrol altgprati: eﬂ.\fx‘it}ug@in ecurity settings; and b) A processor adapted
to: 20 i) Control thefirst adm nistrator to only allowthe first
adnmi ni st Maedffteegh drepdoioan dvaprgest mpentipne progides f icOPPWE T ATPFIYS ;Pragiet inglpding
Cont r Qlomdphier SRLAMIe J6UE Rk ShERIAE the «@Rhi¥traibh QW tlch@cRE QBELyEHT BlsikatiPr to
accept or re ect@?grﬁﬁgdosed changes to the security settings, thereby

al | owi HETHAES Witk YdednereanPhidioratidrerese e ol the security
setti ngs In 2&ix{Eyh radd fprmi the presdnhindentidn @eEdeg Aispent foLcdnirblfihg M ddrsaicedtidn of
adyg ni gl Lat LS, finehudes, del i 0g, £ 1ol B0d, sasepnd, Adnlnl SLEal of, SALLL T es,
the firstoand SeCond” adm nr striat or Bntd t1es 7 epr eaén ef‘hgyﬁeeénﬁé’c f et

i ndi viideladizg: Wit hin t he busi ness. The nethod of controlling the

adm ni st rat WS A ki Vi I . ko . Of 1.0 .on
Ght s t Rt 2% SR B HE Sooldad FERLR, Solt ANEhflor B F e

admi ni strat#¥n rights controlling the adninistration procedures the

respecti v¢ A¢cHk&aPato: can perform ; and, ii) Assigning appropriate

on of the admnistration.rights t he respectjye admnistrator entity.
T i ni <R St 19 S Shir iy I checB G pmEGB o pHB e CRF § e
settings and wherigisetibddeandadm ni stration rights are selected to prevent an
adm ni strator alterj e Nl Stratj rights of their own 5. .
respective @d nci% ﬁ%ros%tdrleg (%(]énrglearcl1 I '%Qtonsl'é)p?nyaﬁgy ti] %%ec%}deardgﬁrnés%mn%daec fepfgr o
accordi ng to trhwofed changdsrto thd sécaritshseiings.lieerqby eBering thefieshand eerond gimanistrators

sevent eent h broagbQhd ety RABSENt invention provides a nethod of
controlling the adm nistration of the security policy of a business, the

sefurity polyrespliy e mythedof Awsiguins thedird apd weadarpinsisgens ohdpdpiipge first and

second administrator entities, the first and second administrator entities representing respective individuals

del

within the business.
The method of controlling the administrators usually involves:
i) Defining a number of administration rights that can be assigned to any administrator entity, the
30 administration rights controlling the administration procedures the respective administrator
can perform; ; and,
ii) Assigning appropriate ones of the administration rights to the respective administrator entity.
The administration rights are usually selected ones of the security settings and wherein the
administration rights are selected to prevent an administrator altering the administration rights of their own
35  respective administrator entity.
Typically the hierarchy model is a model according to the first broad form of the present invention.
In a seventeenth broad form the present invention provides a method of controlling the administration

of the security policy of a business, the security policy being defined using a hierarchy model including:



WO 2002/ 067173 PCT/ S&G2002/ 000027 -10 a) A nunber of segnent nodes, each
segnent node having an associ ated nunber of security settings, the segnent
node bei /gowsexdervddefi ne the security policy which applrcascanaosrspecti ve
segnent of the business by selectingg@ppropriate ones of the security
settings; and, b) A nunber of connectl ons, the connections defining

associ ati.ons betvveen the segnent nodes to 5 reflect the structure of the

busi t t h i I i Lo i i t t,

Chsms o Sl AP Lebdl b g iSRS RO GhEY OO o
the res pectthe/@gmeg medetbeing ngkd to defindthk eanimitg palicy whsh appdied ias¢spativr segroentief egat e
responsi bi lthé!y 8 n {s b& Qe?ef%% %H‘o Mat?(g %5&965%8%ﬁg‘%§%%p§1%t lve segnment to a

second adm ni s eent orm the present invention
provi desbr A@nmmrexf cpregioamtir suoestionsisfiniell #egpciaonptvern dxcegmabhelesde f or

congrolli ngreh&?th@gmcme%m@tbh%s@fmetn%oéﬁlelualh .y policy of a business in
accordance wth the net of the seventeenth broad form of the present

i nvention. n Aammu?ﬁ'e%éﬁeﬁlsve?rrﬁ% teh |speasain thej BRI DEPB VRSt &ydbem for
controlling ttg@uagrga,mg%fmgf cﬁﬂes&@fém gRcurity policy of a business, the

securit ol.i cy bei n usin h del jncl udi

nunber of | olgAURTIIEGdEY ‘I’%‘a‘é?ﬁt%fé‘gﬁﬁgﬁ%‘e e e Ostri 44 el o
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30 In a twentieth broad form the present invention provides a method of monitoring a security system
implementing a security server, the method including:

a) Causing the security server to generate an indication of each action taken on the security system;
b) Digitally signing the indication of each action; and,
¢) Storing the digitally signed indication.

35 In a twenty first broad form the present invention provides a computer program product including
computer executable code for monitoring a security system in accordance with the method of the twentieth
broad form of the present invention.

In a twenty second broad form the present invention provides a system for monitoring a security

system implementing a security server, the system comprising:
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t he gLaphshtidisRlbist erface (QU) of the policy server of Figure 3, when
defining the security policy of a segnent node; Figure 6 is a screen shot
taken fromthe graphical user interface (GJ) of the policy server of

Fi gur @rdf Dakeeiptickess thé Deaviihg pri vi | eges of a pri nci pal ; and 35 Figure 7 is
a screen shpt taknfromt terf C of the}pollcy

server of - B gpEed: e et TR et SR iR,
Detlai deevibssiomihphi-on of the Pr eferred Enmbodi rrents An exarrpl e of a system

sui tabl e f Ofig | P |G TR Haliil H6m BF £5EMk HVEBRER Brehiling DOMie) Borfe B Bind 10 AS
the present invention;
Figure 2 is a schematic diagram showing the functionality of the security system of Figure 1;
Figure 3 is a schematic diagram of one of the security servers shown in Figure 2
30 Figure 4 is a schematic diagram of a hierarchy model according to the present invention;
Figure 5 is a screen shot taken from the graphical user interface (GUI) of the policy server of
Figure 3, when defining the security policy of a segment node;
Figure 6 is a screen shot taken from the graphical user interface (GUI) of the policy server of
Figure 3, when defining the privileges of a principal; and,
35 Figure 7 is a screen shot taken from the graphical user interface (GUI) of the policy server of

Figure 3, when defining the access rights to an application.

Detailed Description of the Preferred Embodiments

An example of a system suitable for implementing the present invention is shown in Figure 1. As
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30  access server 23 is provided for implementing the defined security policy, whilst a service server 26 is used
to configure and monitor the status of the other servers 20, 23.

The configuration of each of the servers 20, 23, 26 is shown in more detail in Figure 2. As shown,
the servers typically include a network interface card 10 for coupling the server to the network 1. The
network interface card 10 is in turn coupled to a processor 12 and a memory 13 via a bus 11. An

35 input/output device (VO device) 14 is also typically provided, usually in the form of a keyboard and
monitor to allow information to be entered and obtained from the security server 3.

Accordingly, it will be appreciated that each of the servers 20, 23, 26 may be any form of

processing system, such as a personal computer, or the like, which is configured in accordance with the

present invention. This is typically achieved by having the processor 12 execute applications software



present invention. This is typically achieved by having the processor 12
execute applications software WO 2002/ 067173 PCT/ SG002/ 000027 -13
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30 In general, as outhned above, the security system 3 operates to enforce a security policy which is

defined for an entire business.

In order to implement such a security policy, the security system 3 uses the access server 23 to be
able to determine for each possible user of the end stations 2 the various access rights the respective user
has. Thus, for example, certain users may only be provided with rights to access certain enterprise

35  resources provided by the network system. Thus for example, use of the applications contained on the
applications server 6, or use of some of the information available on the database server 7, may be limited
for some users.

Accordingly, it is necessary for the access server 23 to be able to identify each user individually, as

well as to be able to determine the access privileges that each user has.



Accordingly, it is necessary for the access server 23 to be able to
identify each user individually, as well as to be able to determ ne the
access prwoizoeyssishat each user has. WO 2002/ 067173 PCPC3G2Q0R2/0002027 - 14
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30  asahierarchy structure formed from a number of different nodes.

The hierarchy structure generally includes segment nodes, principal nodes, group nodes, and
applications nodes. The segment nodes are used by the policy officer to define security policies for
different segments within the business. In general, a segment is taken to be a logical unit within the
business, which is responsible for, or at least capable of, organising and administrating respective users,

35 groups or applications.

Each segment node may contain zero or one principal nodes, zero or one group nodes, zero or one
application nodes, and zero or more segment nodes.

If a first segment node contains a second segment node, the second segment node is sometimes

referred to as a sub-segment, in that it relates to a smaller logical unit within the first segment. In this case,
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30 As mentioned above, each segment can include zero or one principal nodes which allow the access

privileges of individuals to be set. In this example, the segments 62, 65 are each shown as having a
respective principle node 71, 72. Typically other segments will include a respective principle node,
although this has not been shown for clarity purposes.
The individuals, whose access privileges are defined by the principal nodes, are shown for
35 example, at P1, P2, P3, P4. Thus, as shown it is possible for each principal node to specify the access
privileges for a number of principal entities.
A number of group nodes 73, 74, 75 are also shown. Again, each segment will only have zero or
one group nodes. The group nodes are used to set access privileges for one or more group entities G1, G2,

G3, G4 which in turn specify the access privileges of one or more principal entities. Thus, a principal
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30 Once the structure of the business has been determined in terms of the segment, principal, group

and application nodes, then a model of the relationships between these nodes can be constructed using the
policy server 20. In particular, the policy server 20 provides a graphical user interface (GUI), an example
of which is shown in Figure 5, to aid this process.
The GUI shown in Figure 5 is associated with the policy database 36 by the policy server 20 so
35  that as the structure of the business is defined using the GUI, the policy server 20 can create entries in the
policy database so that the hierarchy structure is automatically reflected by the schema of the policy
database 36.
In order to implement this, the policy database 36 includes a number of predefined tables,

includihg a segment table, a principal table, a group table and an application table. Accordingly, a



35 that as the structure of the business is defined using the GUI, the
policy server 20 can create entries in the policy database so that the
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furth
shown. An example of this is shown in Figure 5. This example is based on a fictional company XYZ,
which includes offices in the USA and Asia.
25 As shown in Figure 5, the GUI includes a structure view 100, which shows the structure of the

hierarchy which has so far been defined, and an editor screen 101 which is used to define the nodes and
entities contained within the structure, as well as to edit policies for the defined structure nodes and entities.

Accordingly as shown in Figure 5 the policy officer has defined a root segment node 110, which
represents the company XYZ.

30 The root segment node has two child segment nodes which have been defined, namely a USA
office 111 and an Asia region 112, the latter of which has a further child segment node, namely a corporate
segment node 114, as shown.

Each of the root segment node 110, the USA segment node 111, the Asia region segment node 112
and the corporate segment node 114 include respective principal nodes 120, 122, 123, 125 which are used

35  to define the security policy for respective individuals within these respective segments.
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15 Figure 5.

As shown in the table 2 above, the segment table defines all the policy fields that are associated

with the segment nodes. As would be appreciated by a person skilled in the art, these fields are predefined

by the programs, although they can be adjusted by the policy officer if required.

As the system administrator defines the USA office segment node 111, the user will also define

20  that this is related to XYZ company segment node 110, by a parent-child relationship. Accordingly, a link
is defined between the USA Office entry and the corresponding XYZ Company in the ségment table.
This is achieved by having a unique segment ID for each segment in the table, and having a parent
ID column in the table, indicating the segment ID of any parent segments, as shown in Table 3, which
shows a restricted portion of the segment table.
25
Table3
Segment Segment ID Parent ID Password Expiry | Password Length
Duration
XYZ Company 110
USA Office 111 110
Asia Region 112 110
Corporate 114 112

Thus, for example, the USA office segment node includes the segment ID of the XYZ segment

node in the Parent ID column, thus indicating the XYZ segment node is the parent of the USA Office



Corporate 114 112 Thus, for exanple, the USA office segnent node includes
the segnent I D of the XYZ segnent node in the Parent |ID colum, thus
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In this case, the data entered into the policy fields of the USA segment node, will be obtained

30  directly from the respective XYZ company entry in the segment table of the policy database.

The policy server also includes a turn on maker checker field 151, which is used to activate a
maker checker procedure which will be explained below, a password lock out field 161, which is used to
lock out a user if they enter an incorrect password a predetermined number of times, and a password
restﬁction field 152.

35 The password restriction field 152 allows the system administrator to define restrictions on the
password, such as a password expiry duration 153, a character requirement for the password 154, a warning
towards password expiry 155, a password age 156, a special character field 157, and a remember password
section 158. In addition to this, an access time restriction 159, and an access location restriction location
160 are also defined.



passwor d,
for the password 154, a warning
age 156, wospexieéai7scharacter field 157,

158.

In addition t

othis,

| ocation restriction Iocatlon
PCT/ SG2002/ 000027

sel ecting
respective

Wt &

riate entries for th

griing fhershariparaliec 5 ins

160 are al so defined. WO 2002/067173
-20 Data reflecting the security policy defined by

field

s is then

i N t henerdnpd the edspdetie ppRGHBINthe fepblivegibie in AP PRy dithRsd abl e woul d be

nodi f

i ed aspshou

0 SO

exampt]; cpf] tﬁe nsggrgtglt ?a?%)

col ums cor responding

e .not

FARE

such as a password expiry duration 153, a character requirenent
t owar ds password expiry 155, a password
and a renenber PaETSHE2002/008RCt | ON
an access thge restriction 159, and an access

entered into the

d % 5pleding grRroRsiafs ity 1 dhe Beldeis therys,

R

al t houghleidn(pprmabicchdt formprrignmindosesi oy cdunas| camspamlingeas pond biibe fielde &aoh16Di el d

wouj d }Qge bddh Qﬂdvgxe gllhbu&aiggﬁcécaﬁﬁ%

rati on

Password Passwor d
day USRSl ce 30d a s >0 3 days 1 day Asia Reglon Cor por at e

Siml

arly,

group and application nodes.

t hose used for the segnent nodes.

2R

rni ng

I n general

RACAC T

mord

be siml ar
Si

n
BEePseitile

policy fields are also defined for the remaining prlncipal,
these fields wll
€fhe node have been defi ned,

to
m | ar

provi
obj eq
pol i g

Fegfientar € mad
t entities. |

y editor GU.

| @ads@brd d Eixpin)
thhls case,

F'he case

NhsdiAd PédghiC!
agai n policy|
of the princj

Pedsswddd OUp,
ttings are

%%F@@ an exa

aARBdworPALON g
defi ned usin

npl e of the ¢

ind
g the
pdi t

SCr ef

KYD Comsang hov

V30 Hays FI gur e

6:0 In this ca

S®days 15 the €

Ol daySCreen

1

agai n

USicOffdes a |

B dgspal | D

150 i denti fyi

nHddykhie respec

tide® principd

1

t oget
and 4

esia Reigfon g

nane field 17

1 which inclu

des the nane

of the princi

pal

Ghirporateig i sh

pd nane 172

hich is one of

the attrib

utes of this

user's

X509

wi idow 173, sﬂMurryhpd@
princi_pal ,

accouﬂ?§“§ﬁ4

the |i

to t hé™

digital certi

Fies

1caﬁA(\)np

Sere °%e

as t

ficate. The

h

ei r | ocat

nil

e 4

& CPSEERPPP

H@l@sdarg DAsPEBUES Bor l@lﬁsrbrﬁalmhé' bRtdmRt, iR

ion in

75 sett u

usi ness, or t

t any.access

e Lot dlzalsre

rivil

e

edit screen also includes an infornmation

R 29@ H}phuagnonodes

ﬁi}?ﬂml@eﬁ%@itﬂgﬂse\b%ﬁe@@r%ts%fm&@t ails of the principals

user ac coundnce &m:&h;déiﬁave bbb @R Nimihr groviBordshes MER fohdFin e pﬁr@@ﬁle ghof)), q
%SSIgne

or

appl i cat i orls thgrcasersf te peitdimis, Ieaxagpld olﬁ;hegéugmh 16bidebovat meiﬁgutermmntﬂhsacasuser s

0V\f5 -[lm']eillt s’cni@e& fUlsa(%S% ﬁﬁﬂh@s 'a ﬁrﬂgpeﬂslf)r 170 |$8)éﬂt1f ythJ L tpv%r &1{19 {)al to eth%xa nﬁn N9
back-end a I cations 25 entity g Ire ces I Ca IOﬂS or
i nf or rPaP éﬁld\%l vhicl Helades ﬁ&rﬂ@mﬁﬂf ﬂ:lfhéﬂ alrﬂtﬁltln@llshafbmec]dﬂ Nchmb iegmeof the

Accor@mmgﬁ*ofmnqmgaego E@ﬁﬂcﬁﬁmﬁ&ven access privileges under the hone
banki ng | ications enti In use, this is achieved by setting an access

privil ege f e Aty udé‘ﬁf“} fRforgsgipn vyipdovy K3, AR ispisedkith grovite BsaiRki ng
backeﬁﬂbﬁmmhmﬂﬁmnmnﬁmapﬂnhﬂﬂﬁﬂdﬁhmm&duhﬂwmhﬁmﬁ@pfmeakdons table within the

p%d cy 30 &aettc%‘g)u% S sbreen 1 hovvn g)e% Whl
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the amount of time the user has spent logged on, or the like.

A privilege screen 175 setting out any access privileges assigned to the user. This allows the
security manager to define access to applications or information managed by segment nodes other than the
users own. Thus, in this example, the user “Bob” may form part of the banking back-end applications

25  entity, but may require access to applications or information which forms part of the home banking
applications entity. Accordingly, the user “Bob” is given access privileges under the home banking
applications entity.

In use, this is achieved by setting an access privilege for the principal entity “Bob” for the home
banking and banking backend applications entities defined in the applications table within the policy
30  database, as shown by the ticks 178, 179.

A memberships screen 176 is used to define which groups the user belongs to.

A policy screen 177 (not shown in detail) is used to define user specific policy,' and will therefore
set out the security settings which apply to the respective user. Again by default, an inherit option is

available to allow the user to simply inherit policy settings from other entities or nodes. Altematively, the
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As will be appreciated by persons skilled in the art the information required for the application
35 management may be entered manually by hand, or through other methods e.g. uploaded, or alternately may
be obtained by inheritance of information entered elsewhere within the GUI system. As a further
alternative, software can be adapted to automatically add selected information, such as the name and
description within the respective fields, as the software is installed on the network.

Accordingly, a policy officer, when presented with the GUI, can utilize the GUI to define the
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35 Once this has been achieved, all subsequent operations that require security clearance must also be
checked. As described above, this is achieved by having the access server 23 assign a session ID to each
user whom is logged on to the network. Whenever an action is to be taken, the access server 23 will cause
the authorization daemon 25 to access the policy database 36, via the registry API 34, to determine if the

particular action is allowable. This check is performed by checking the policy settings for the respective



with the access privileges defined for that user. 35 Once this has been
achi eved, all subsequent operations that require security clearance nust

al so be wbeotkd7178s descri bed above, this is achieved pgTis@eongotdre access
server 23 assign a session IDto each,_ user whomis |ogged on to the

net wor k. \Whenever an action is to be'?‘%ken, t he access server 23 will| cause
the authorization daenon 25 to access the policy database 36, via the
registry APl 34, to determine if the particular action is allowable. This
check Us@ Wrénerths %‘?@d’n@ i ideatdy tep ustreanslolllpwips detacengervin?3 toletemespié G iasten\\O
2002/ Qeduld & MeIEdSE2002/ 000027 -23 user, using the session IDto identify

t he user, gtl? l,ow n 9 t he access _server 23 to determne if the action
shoul d be lﬁv@é?fm i plIQwed: fhepiagindication plothisds trepsdred o pithar tatWomh coASAEss i s
t r ansfappropthid, othedwlideedn frihebiViSdofie iAansBSred JRRMGAK MR, orOASL kbR Gent BB ulsé?h' bi t
resipoqgk? tﬁerterl%ssc[ac[ored causing the WA or ASA to prevent the user

t aki ng e UestE€d™acti on. The above discussion has focussed on the

setting of Becabpvet qascmmrcyasbgocusqdodm ty softihg (oersed‘uﬁfy pdbicy rbgzlappdlﬁy o@io@ﬂﬂﬁr and

| t {
ggfn :’1:1)21%1%1@1 gfatjps !{é}?h@&%ﬁ% %efkglg@%‘s?ffﬁk Qseguen se?tﬁ)nsg Ve\’l\lif ngcurs on ﬁ%%ﬁ%}i@{sgatwn
admi nlaélteﬁfa?f ther SGCWéY/ isgtengnagederaln fagnmity mgmtnh?éatmc tevietving q:ndlenfo;cngethé baegtyf or
t he e%héﬁseﬁhﬁﬁé AR Whitd bBGnBRESi BS BLEaHBY b9'd‘{\ll(§h%%1 tljgs%oﬁs(ﬁﬁlw rﬁn‘m?é} Lty

rrf(? 10 - nunber of system operatives. ACtcor I'S” nor
defi né"& ‘?ﬁﬁ’ﬁﬁés?e“b‘fpe’éﬁf?ﬁm stration functions including poI icy officers,

security auklictrainglyanitnSedltd defin@OiinbeSsl2aintistratioh BndBOs| ifud@g hdkey &ﬁ@é@ in

charge_of. def th ur i policy for the entire business as a wiol e,
usi ng Sf%lgtyﬁ%l{oésaflgf Vgﬁta?‘?} @r‘ﬁfé security auditors are in charge of

control | i ndlte ipelicyeffeeration chefrgd dfelefniok the sebbrith lpbles foﬁhm@klfe}busm&eaﬁd%ﬁlwlé,t y
adm ni,shr ok c ni.st e it licy .

appl i cat é ¥ %%@%S%ﬂtlgner Elﬁé gei%g ntg af’J-llﬂi'lsg}esra]reézlrnec ?I Cfontrafe F%/r\?]igﬁ%%féf,‘e Wity i s
is iyﬁil%al I y achi eved by providing at |east one security adnministrator for

each segme rlilnally\/' tl‘i«aﬁ;e&tﬁ?y 8@fitskdtdrs 3R Bhadel cﬁ%@rﬁm@%ﬂ% tHe S8R oﬁéﬁ a;%ﬁ Ea[tian

securit hin the respect|ve segment nod asso

nodes 2 %ﬁf Heﬁméféq‘?% rUSF cregiertiplsy g reivieges ) thisdprmicatby %’P@Y@ tIYrPrQYFFhlPBﬁ lqgft one

secur isécyritpi etdhhrﬁstlﬁide it e ség@RpS Glith iRe s&ﬂﬁk@”ﬂaﬂfmmiﬁlﬁ@r 5@5% 'iésﬁc?hlslﬁlg r?](cn? éeéﬁr]i;t?-t ors
W | er or

are imted rs to licy, whic

eachpggt\é%nglﬁesrf Srpa‘ftlve kg Iletélgﬁé)glgeﬁ%ﬁfom%&?ﬁddrﬁ Y the administrators are
as’l gned dilf fgetre@ihthth @bt scalty adinihfseatentin Shype nf Se,cuxﬁthemmlrgméls o&z&i&‘e@%ﬂe bei ng
only tséh?x%ﬁt ﬁfegwix%\ﬁ@ﬂuﬁgt&{o?s d’:l I%Hlnﬁe%qxnthoﬁnn{ela%g&eljs % alte;r Y s Wh-lc ngﬁﬁfa ]h{é

exanpl €, first securit Istrat assocCl
cert ai°#f r"}dgh'tlﬁfafob ©f gisb {9811%31235 Hecordinglys é‘@rﬂwmﬁms awh@iﬂe@é @ff@'ext oigbits at

di ff erdﬂ‘ﬁ}enﬁﬁgrﬂédtst ﬁ'le ﬁﬁ}fté Sﬁfgné@éug%nﬂllﬂﬁﬁ@ggﬂt%ﬁmg%qﬁiedtfgf%r 6@ Thid 'Ilrftﬂ
segmsg{ﬁCE node. his case, first security officer w pi-ca have

no ri eﬁ‘%’rle B ﬁé“ %Wétyraélﬁ‘i‘wm% BaREH PssefiptRd. Withang hpesscegtin é‘é‘#f fﬂf herldA on
r i2pht Sfﬂca‘pdgﬁﬁﬂmngHd;@safs?Joﬁﬂ Hidfant sE’@lh:}ﬁdfﬁ@gn)ay bﬂlgﬁ% il BarB&bf %W&l&@éi?{_?_ eRA)
securi ol i.cy udi 0.l evi audi gs Traverse

Ri ght %gYn eFrIeLao\Sl gr %ne% & hi ﬂéeré ecum}ég nt ¥i W@W"e ® ’@ﬂits YT e e Tesien
det ai kegmgfinodegnent

Examples of administration rights implemented are as follows:

Policy(POL): Right to set and change security policy

30 Audit(AUD): Right to review audit logs
Traverse(TRA): Right to traverse the hierarchy
SegmentView(SVW): Right to view (the details of) segment
PrincipalView(PVW): Right to view (the details of) user
ObjectView(OVW): Right to view (the details of) object

35 SegmentControl(SCN): Right to create/delete/modify administrator

and segment structure (User, Group,

application nodes and sub-segment nodes)
PrincipalControl(PCN): Right to create/delete/modify user
ObjectControl(OCN): Right to create/delete/modify object




Principal Viem{( PVWW: R ght to view (the details of) user ObjectView OVW:
Right to view (the details of) object 35 SegnentControl (SCN): R ght to
creat e/ deWwet2edmwdi7By adm ni strator and segnent struct uPeT(Sdaer/00@2oup,
application nodes and sub-segnment nodes) Principal Control (PCN): Right to
create/delete/nodify user QObject Cont‘r?d‘h( OCN): Right to

create/del ete/ nodi fy object WO 2002/ 067173 PCT/ SG002/ 000027 -24

Princi pal Enabl e( PEN) : Rl ght to enabl e/ di sabl e user Principal Force(PFR):
Right to force uZsucipdiBmbe®ialsword Rightickphlelesdt (©RS): R ght to reset

user password A gﬁ;&% g lSEnabI e(A t sabl e

adm ni strator 5 g.m A Force(A%httgf&%us‘gr%%gg%ss@gm nistrator to

al ter password B@M&Q_&Q@Reset(A@thtwegﬁwseﬁeasﬁ\é@‘ét admi ni strat or
password As ment xanedstakeMable . SECRiphiltY ABRdLAL SliRkafRN Usual Iy only
altﬁr the policy settings_ of E_FEIO own respective segnent and any nodes
such as group noé@lﬁﬁg‘ﬁgﬁlﬁéﬁ des %’tghtéﬁ&r‘?eé’é{ninbﬁﬁfmﬁbf@é%erP%?FW%er 10
segnent nodes, WaidhidtalorRaskIARS): t he Ri@BIE ehétemBRIMBPasswhiawever , t he
rights given to the security admnistrators can be carefully controlled. -
Thus for exanple, the security adm nistrators would typically not be given
t he POL adniAsisttioatd avove,iegdit scunity siminigttatonwsn ﬁsbﬂly&ﬁlyl.hﬂtbﬁtye polig skt @t t O
change n are ally
oty ot VasRElsbdbal 14 £ A h b DR ROE b URTS: Pl B BT

al 118w sagmentmedes orhichdhll withintheaespectisseemeityi | eges of | ndependent entities

W thin the pggdagr, tlEeUﬁ%ﬁ'@ LK & the Q@cuﬁfy%?r&m&%@rﬁ%%e%%eﬁﬂ? c&%ﬁf& tYhus for
adm ni strators are se each segnent sep arate a resu

secur i E3FREnihRiSEHYL %ﬂnﬂwﬂw%weulfl dyPigghe atﬁel?e SHeH th? §PP6?E‘FWF“FW°@M%’*S i vﬁu@h e
segnentlidwdaie saaxth aﬂnnnldtxhto‘t‘\/lté lchdage ﬂﬁpd’eaﬁityab&ﬁyfvhﬂﬁﬁ Eh@'s%grﬁéﬂﬁt Iﬁs{:'éﬁ‘d eghtes for

t he se url dm ni s at at_t e n e usi ng
the pobPey e Bien e S, O FERe A oG g he hﬁﬁ@@%@ﬁf%fom

di fiber énnachces%(pnsl@wothdemmrmemineawldmstheno@ach segment . a result of this
system the nai n

the policy Qﬁl Cgél" ﬂ?e\%%ﬂts a@fg{-ﬂrﬁ? dtﬁé/segﬁrhegcgmggﬁét%}g%% sgt%} egc% se en seP1 'tqudual
to be &h aﬁ’g‘éﬁ 3 pppurdy F@@@é@@tpveaﬁémﬁat sryateradtmnwnsttma@Us m as sqgeexéslgam}oﬂxen’h e

policy of fi g&yin'th hpprBGRES BbhYnib @¥eht Rgnts kGhhe Eéeu&y %&&Msﬂatﬁmua%'sa% faKen
by any securlt adm nistrator. |ln particu policy officer 1Is

provi dEgmERtRd %H’V 5108 thepobey %ltP’b@HI’ttﬂé‘u%‘(‘/’ rﬁl(‘:ffﬁ’??h Pgléf FOO'PF PrB‘fldetdhfér differgns t y
poBOcyseEm{tyairﬂnlnlsteugmemteaﬂmégﬁenm thin the business. Accordingly, this can be

LIHD

ent i e bus; aeaeibdt ofy Bilem USSR nta Pl ¥r 7 piste® $5P BabRogebifie

admi ni palicypicert whlbealﬂqvglhg thy secority rapplice ¢h, art indigidugd teeheashbigediyn resigtthatsesusitybei ng

abl e ejfhat accldentally, or intentionally, to interfere with the security
policy &ng a?& he bu5| ness, or access privileges of individuals in other

segne nt s. | mheopdliey offirep ek isererally thaye e rrighb fot PVSHUmM ANg ctisoyieleh (Hy any security

adgbni &ﬁxﬁﬁﬁtﬁaﬁi‘ ]fn' yﬁhfcﬁla@-rﬂ% poUby) Eifiler IsDrévid GHthiah Y¥ptioh &@iddaBovrdhd §Hchronisation
maker - Cthtﬁc ker

secunty po r]1cy %or all segment nodes within the business. Accordingly, this can be used to ensure

that a uniform security policy is in place across the entire business.
By allowing the administration rights for each security adm]mstrator to be tightly controlled, this
prevents administrators being able either accidentally, or intentionally, to interfere with the security policy
30 ofthe business, or access privileges of individuals in other segments.
In order to provide a further control, such powerful administration rights are subject to a security
feature called maker-checker control.
This system operates by assigning at least two security administrators to a respective segment. In
this case, any one of the security administrators with a POL Maker right has the right to propose changes to
35 security policy, whereas a second security administrator with a POL Checker right only has the right to
confirm changes proposed by the first security administrator. Accordingly, a change in policy can only be
achieved if this is first proposed by the first security administrator and then confirmed by the second
security administrator, thereby preventing one single individual having the right to modify security policy.

The present invention also provides a system for logging actions taken by users of the system.



This system operates by assigning at |east two security admnistrators to a
respective segnent. In this case, any one of the security admnistrators
wi th a PQroOMakre7ri3ght has the right to propose changes PCa/SGReaeaurity
policy, whereas a second security adm_istrator with a POL Checker right
only has the right to confirm changes‘2 roposed by the first security

adm ni strator. Accordingly, a change in policy can only be achieved if
this is first proposed by the first security admnistrator and then

conf i r'Rgis bshiavpé usiegcthnehdit desmani2Pywiiehis incated withir the senwite bpteprie evsei thgadite

Si NGl egaeAbh 3 He@kes RPNERGedeh Sotioh St is h&m@rﬂ%&&mg tabi¥ 1P 1o Yrore BRE Present
invention also provides a system for |ogging actions taken by users of the

system WO Po0orusirt 73 prrchsrgidydregne e rervesymppients, suchypsiheapthgntisgtiongnd he

augl t gaARiiod QaenWii 24) 2k Sall Bie a&@mamém&n&&eaﬁeﬁw ik irYpr&gr&sk C At Brdidgll, BB, the
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aut hormklhlttreawnda‘emnermﬂls'thmtess srveetdr ded by the audrt daenon 29 in a

current | OgInE‘o@tlﬁLi@on rl_gb?dn?éjgicfl agc ﬁr{&@n ?sgwﬂﬁehlmﬁrﬂfg ﬁdl@fa gﬁr{ \Aﬁrr}er%td tl"[']rh

nature of the request ) at action was request
acl? orregpad Wil hetshgiialw gjeqed baforajhis tigen igtotherudis pe &ble Wﬁh%ﬂ@lcarﬁels‘kfdhﬁenwé

gener ada@sht mech e @ﬁ&ﬁ&%u@eer vmrs p2(31)des lnrbfgﬁfyrﬁ&téce&a srapadudi g, £36MRGH fRitt aken
is witten tothe ecord This 10 record wl |

n
be dig aF%P‘P é? gree @8]‘38 b qgtta‘?lg awirl‘"tt‘fr ‘?a‘l?‘ei ?ﬁﬂo efeFRne Arhat |ty & BBPRE WEh an
i ndi caperfofinedfa pafieultdi dvBorand  dat e at whi ch the action occurred Thi s

provi des in ri tection of the auy it o t.he audi.t

neron 29 1 Beaualol ol SR poibaRan) PEuRHE L el B0% Bk b i Blihtiine o
wha$ tpradded praingi the preacess de rensupee pdcotitpred the peaords. ¢ Thiarsignetuieonill Mitladeaerdvded| og
tabl e ARYmARH régqr&? thynéaeoe% Bprcagns%co@creﬁ Bhy Glen A8 ToB vAs EAEL er}grlw &e'v¥111

si gnat ure bei ngqe provi ded during t process t0 ensure Ss€
r ecor d¥CurTEiha gﬁareéﬁtemmeri IamPIHE of dee éh@dﬂé’ﬂe hqugf o5 pHReta; nwrlereeg@ﬁddruw@ertqfe
nunberacﬁ&salg\terbeglsree&@@rag@dmqad'gqny\jgam the log was created. Typically this
will occur_either afte predeferm ned a unt such_as e hour,
or after a PBri gé]élf”éfo ’etE]e ﬁ’ﬁrﬁﬁ’éer? ‘fou{ya}’(‘?ﬁ?%ﬁ \9%‘%&5@ fePrE SR Efe%‘erélﬁ’d&fﬂi‘iaé | og
fiR@ isefentidg.the gdatgttangrredovithhi s, the | og store 38 could be | ocated on a
dedi cat ed secure server, thereby further 20 preventing the | ogs being
tanpered with. Thus, the present invention operates to enforce enterprise -
security poFiuetheprefeficntentie opeisips toggpfomefeptmipriee sscitypolisiessébdtizéleby: user
privileges BamiAbictthy PARL S3drRSidasEd oejecteemmaeé& R A meFEPc‘\%E of
ic

users, groups and 2?7. cations. A segnent i S anadm nistration unit

may consi stmefel O%elesgéws mqpﬁl&abfarsﬁ seempftdcredpinistion el ghish may pepsist of

SuR5 segnment Gsers [{Pein& S04 BOH; € (mpprroaﬁdhby aﬂcﬁsu&ké@ﬁﬁhﬁl’ ThelsEhchted hieRARIAR Iibyclo%elyd

exi sting organi zation structure. [ segnent corresponds to
an or gani zat "Sh° $°GuFaY F@‘ﬁ’f’g 8’Fga’iﬁ‘ﬁai ftﬂéf"rérgﬂ‘é\%g’gs??agm BV Eppt F‘E‘&fﬁ%%st °and
users. b) Thergantaatiensdepatnenyoraait tiaemahegd msedm&pplrcﬂmhs asdgsent | evel or

sub- seg - I securit olicy fromits
par ent oS L iy PIEH B IR of B0 cob QAR b of UE SRR 1 EOL ont QT |
ot her hand, inprait dipet seqsigymotics frem its parent hfrgmntz&lbr&esn@eanﬂyrowriré@iksimscnw noticn al |
subgr di nat e@n HRORA 1Bnd %n@&@ﬁ&ﬁs & SEGWnlb Yt B&hﬁ&%o% ‘?ﬁ s Ao RRkd

i medi ately be enforced seghents and 1ts"su nat ed segnents.
segments, The change of secunty policy at a segment can immediately be enforced to whole

segments and its subordinated segments.
¢) Users and objects are defined within the segmented hierarchy. They are automatically subjected to
- the security policy specified at the segment where they are defined.
35 d) The security policy is defined by Security Policy Officers, used and enforced by Security
Administrators, reviewed by Security Auditors.
To provide granular access control of security administration with built-in support for the best
industrial security practices & principals like Segregation of Duty arnd Least Privilege.

a) Security administrators are segregated from system administrators through the use of different



c) Users and objects are defined wthin the segnented hierarchy. They are
automatically subjected to the security policy specified at the segnent
where t heywoawe/@efdned. 35 d) The security policy is deficmesd2boz/08@curity
Policy Oficers, used and enforced by Securlty Adm ni strators, reviewed by
Security Auditors. To provide granul arbaccess control of securi ty
admnistration with built-in support for the best industrial security
practices & principals |like Segregation of Duty and Least Privilege. a)
Security admdmnistration drtefagese Inagrtioyan egtufity admisystbtennusa thie ipolidyreditar whitshtheugh
the use of @S{egl%@%sﬁmsggg)g,égmysgwgm/ S&002/ 000027 -26 adm nistration
i nterfaces. articular, security admnistrators use the policy editor,
whil st the S %cytg@eﬁﬁiralaﬁfrﬁprét%tdsﬁ@d%éemt degply ingecas hevaspignep) ) to Sepugthujar

Admi ni st r at gdusiniediodl8 m@g@lseagutg@ggent | evel and can be assigned to very
gra ul ar set. out above, Security Policy

m ni at
cer, %5 g?ﬂ‘f"tyj: Eiﬁyd%)?l?f’r e%'{f‘?tf’“t 3pd RpHCEY flff“&ts%‘?'torf PREPTSHHS dlgﬁrén“ated
dl f ferenti afred cadhr aber eacizhe! U&llimrbstrat‘orsgzhé Sssighelio i fEk dn ot gt S at A fRrens Sdg@d@sl t o

different rights figrent se They can, he onl S to those
rights, V\/mtl; acrale%?é)n&'larssé a’t% ttsf §Bich & rg%uérei/g rﬂi‘es?%l%l?x C‘?gg/g’gﬁ‘ Rat

Pol i cy and mmﬁtthaMPIOhcyrm]ti Aasigl wiladt gssighdilate ehtsewumtyytdmnimmms twhathavesothdro
have other ,admpiish Lighd on rights. 10 d) The scope of the assigned

adm nistration rights is-limted to the segment where this adm nistrator

i slQefi nél Bproscprecof dhppsvigned atriissEigrwigtis is leyited dnihn pegmeritvdiers thib edwuistratdre

Policy righis d@magﬁdlmdbgrmnﬁwérh&ys policies. f) Admnistrator with
Del egatign gtlon can .del e apegwpart or all _of his/her rights to other

adni ni st Pat SFRfRTs SHiAY g4t pnat ofify ssRuEty PRLCIES ght s he/ she grant ed

to a gr agt eﬂdrrﬂ&h;trﬁ:tbr oS Deleddsion c@inos &gﬂ'&fﬂegi@ paR Vel tthnsVHeﬂ higﬁtsttbactthérh? |
grantor has utomatically an cur es to_powerfu
admi ni strat ai‘cglﬁmgtfa? TS T%e ETEMIOF ¢4 ‘f‘logagervm tr?YOIéeotﬁf Pgs l?e?b%g@%%% ?&B’Ihécct,’tcé‘ﬂfet o)
Makr - Chectoetseemmt too’pvokb theaighte tatthe grakierhes grgedVaienatiCiisokdrcedvtyt ol is on,
al I modi gy Céﬁdngéé tb %J{)]\@Jrﬁfiad &Eﬂ'aﬁbﬁﬁéﬂstl%r %gserm%&m%%ﬂts &ﬁbgﬁ{t{ﬁagd @aga%'ert her

Maker or ker can su regues

appr oved by%%é@ﬁeceﬁw emcan%eé@‘rt Wereghe Majie-Ghgeker g@gﬁ@monp@lr heslifipstionkelated O

acti on. I\/akﬁnmﬁkt&@df@rng@@nwlode RekddCH Bt NMfkef BNERDI 3B tHeOVAReF BanORib@fy Of
at segnent |evel % Users are dntﬁyrleasslvgéd to the roles of those

appl i cat i onSIERY WL R berapproks A eqker bRfore dher1got sggpaut Rerfonppthe
prZ&ent i nvmtltm OMekekeChenles Chhttdl pdlicy ceEl)hé lcoifipuablRed ternGh otigr 4t M)t [§vel. ensur e

that a t npsk..Qne; r ol
Dynami ¢ Segr ee % r?%y gslfg %Jd(ig thelt r@% Oﬁ%ﬁ' écs'flsfons JIRRY Fi B %“ch g“’% ﬁrﬁﬁe@f‘“feéf&g by
par anet er - caagks-t Thorpsesent Zlﬁifeﬁtmn @M@uaﬂamw Relt Grpup (NERW) caskuradads t o

be dul y confssolbidhhyea¥RuOe GURTL highh o Riltk, Approver and two et hods:
Wt hdraw_Cash Submt and Wit hdraw Cash Appr ove. The following condition

wi |1 ensbr ePyREEC Yegeeepton ad sty Vishin bysinespRlifaiians dsetprofted binparamefezraenditionson: 30
<Apfpr over, Folekdishle) \aksGas hat\RREGME cash needs to be duly controlled by two roles: Submitter and

Approver and two methods:

Withdraw_Cash_Submit and Withdraw_Cash_Adpprove. The following
condition will ensure that the Approver is not the Submitter of same
transaction:
30 <Approver,
Withdraw_Cash_Approve,
(Submitter != ROLE_HOLDER) >

(Here the Submitter is input parameter while ROLE HOLDER is
35 system-defined variable that is set to the current holder of the role i.e.
Approver. Note that same person may be assigned to these two roles

because of small team sizes.)

Accordingly, the present invention seeks to provide a security administration framework for large-



(Submtter '= ROLE HOLDER) > (Here the Submitter is input paraneter while
ROLE HOLDER is 35 systemdefined variable that is set to the current

hol der ofwODleormhe3i .e. Approver. Note that sanme persomCrsG2oe/0aeRigned to
these two roles because of small team sizes.) Accordingly, the present
invention seeks to provide a security adm nistration framework for | arge WO
2002/ 067173 PCT/ S&002/ 000027 -27 _3i7ze, m ssion-critical and
security-sensitive environment which provides: 1) Built-in support for
enterprise-w de security policy enforcement. 2) Built-in support for best

I ndustgg L %ss:%‘ﬁ%ﬂﬁdaf 2hd Qé’cﬁﬁf e @fveSenRfoh&-RALcE plobili®; Segregation of Duty and
Least Privilege 5 dlffereqt users and

appl i cations 4) 1F %@fmwpéﬁéwﬂtﬂf’%“'gg iSFfé“%tﬁéé‘ BT s ecurity-rel at ed
busi ness rul es \m)tmm-umumaomfmgke industriph Frc Y Prentices ¥ ripipplslikmipardgpiiop of

organi zations. It will, fic.epREee ated by persons skilled in the art that
NUNer ous varlatlons and nndlflcat ns mnll 10. beconme apparent. All such
var ations and riddPeeieRls o sRpert RERH ¥B8P t 0 persons skilled in

the art, shoul d) bﬂeﬁbmeno@rtedeﬂm)anﬁabdtrowetukityﬁeltth?ebusimw fules withih e eip@e of t he

i nvention as br oadly. Aat s opgggg&@ulg @gﬁ WO 2002/ 067173

PCT/ S&002/ 000027 -28- THE Né’ A hierarchy nodel for nodelling the
security policy of a bu5|ness, the h|erarchy nodel including: a) A nunber
of segnent Inedles apeaticddegment skibde tredrithat ugwtbus warid@hs md nodicatiensvill t y

POJ () C¥pelibheS a%gu&gp g%h%é'ont %ﬁ@ﬁ&&ﬁc!@on? SR Pcorf apbdiGi Rpels B S8 GAEE Segment

bei ng assocli a nunber of respectjve, individuals and/qr

appl i cat skl beccompidesd et Wity dhei Sﬁ’E‘F aed ?fﬁpe §f theoingqtigh, 3 ?adg’ﬁ‘ereméeg‘?rf owi ng:
i) A pdesdisedoal node the princi pal nodes being used to define the security
policy which applies to respective individuals within the business, each
princi pal node including one or nore principal entities, and each
principal entity corresponding to a respective individual; ‘10 ii) An
application node, the application nodes being used to define the security
policy which applies to respective applications or objects within the
busi ness, each application node including one or nore application or

obj ect entities, and each application or object entity corresponding to a
respective application or object; iii) A group node, the group nodes being
used to define the security policy which applies to 15 respective groups
of principals within the business, each group node including one or nore
group entities, and each group entity corresponding to a group of
respective individuals; b) A nunber of connections, the connections
defining associations between the nodes to reflect the structure of the
busi ness. 2) A hierarchy nodel according to claim1, wherein each segnent
node may i nclude one or nore child




20 segnent nodes, each child segnent node defining the security policy for
a logical unit within the respective parent segnent. 3) A hierarchy nodel
accor di ngwocoed@rm2, wherein the hierarchy nodel furthecTiseebazdes?at | east
one root segnment node, the root segngnt node being a segnent node with no
parent nodes. 4) A hierarchy nodel acCording to any of the preceding
clainms, wherein the nodel further includes 25 application collection
entities, each application collection entity representing a collection of
appI| g@ﬁgﬁdmg%tltles 5) A hierarchy nodel according to any of the

pr eced) nghietathyanodetfer @odellinh elermdlaty poKcyi df p besiresyt @elhiedaichy modebincladigghase, the
dat abase.inclu a nunber ables ag h_tabl sentln ective
Cype o Rode K PH el Horor<h 3ga oeih Pl oS> BB AR SR ol VBOE i m
5, the datappwmtomaﬁm@hwgwanségﬁﬁﬁwuambi@mmaﬂmeHemgmmoeaahWMSegmmmxoﬁode

i S 4 eprese - e e [ g

hlgrarchy %%gQﬁggé%%%ﬁﬁﬁgﬁ%%XC §ﬂ££ m%&ﬂfﬁ?&gﬁn&%th%&néggggﬁlé%lu |%g a
princi pal fallivdngiand wherein each principal entity is represented by a
respectiveje nw;}ﬁn%&l%&b tm%ﬁawﬁb&aatelﬁgame&m dneAn QiR ol WRGSIppiRs &PT di ng
to any of clains to 7, the database inc]udin tabl e, and wherein
35 each gr oupreéPﬁcrweyn%dlfaésleé%wﬁ Bepinsss: gpch @gﬁ@%tqo%lnévfﬁ?gfwrtrn?rﬁp%wabr oup
table. 9) A hegitas, ahtyeatopiel clpalceaﬁfydbmp&ﬂmgwa @dpegtivaind®iddalf 0 7, the database

luding a | i cat on tabl e l.i cati o obj.ect .entity and
R R e R R R S T R
the applicati apphbsabi eespabmfezeﬂﬂ]/cﬁﬁ)ﬂiiﬁ obPiEdté SGADORE HDENAY, eact? GppliGatior\ node
hi erarchy nod [Rele AN £l Onde of
connecti ons a?%mﬁ&gg%gsgglgd1ﬁm&?8%kg @ggﬁgéﬁgéﬁgrfﬁgﬁﬁﬁh@%e ta@#ﬂg%%il) A
hi er ar chy nDde@ﬂ%mm@mathﬁﬁ@ﬁaﬁym@$ﬁpher%W@%edlng cl ai ms, wherein each node
within the n{ﬂ)%egroﬂiiﬁodeaﬁle %?ﬁ@%o@gsegeﬂkuﬁg@@ ko @find AeWeddriy ﬁcﬁ&}‘} WAGR ?ﬁlféﬁ to

security policy being defined E%;nselectlng appropri ate ones o

seurity sett rﬁﬁwtwelgzyum of PRSI Vithi B Ut Fo PP Gody | laF Ijing) one, g @pre
dependent on gmap aftitied, andsactbgrbw ehaty cmp@dmg&a@gaoup&mta‘specmx& ifdefiduaied in a
respectiye ,row he res tive t ecur i it etti i ng
(SPOCtIife A ML o IEnL ESRCEL A LARL Sari Mo SRELl RESUE oSEl el

cl ai m 11 ostrodtaenf h@busidesr ei n each type of node has respectlve 10 security

Set 11 39S, Aol HLAT A6ilihg 10Ul ASOREH O, Legmapmoaef b BaRSRE T Ao Sl 1.

wher ei nent corr spon grou rel at'e usi ness attri but es
ca¥abl e sEmemt ¢Sngacbw@lcé§%@ma@@e da@png BatspyrYy refiey fon@ilogiepl pik withigthe

h|erarchysgggawmgggegggglI|ng the security pollcy of a bu5|ness
substantlg é as hereinhefore described. 15 1%@ nerating a

e
i 1 anbh FIGHED TP HEUERE [P e Sauh e Y R
i ncl udi nggment nbe, t}ﬁkd@sdghﬁntbﬂ&dwm&sa@neatﬁvdmﬂmmareaa@ﬂant S, each segnment
bei Ng 4 g A%Se?'gr%ﬁ)lf Yisadt nalfcéor ¢ hl gn'}'a?fe the e (ffedq ng c?lalﬁnls,cal%erem hrenrr?oldqgﬁl ef dncludfsh each

i ndi vi uals groups or ~app I 'OnS assocl a
urddt : apphcatlon collect1on entities, each application collection entity representing a collection of application

entities.
5) A hierarchy model according to any of the preceding claims, wherein the model is implemented within
a database, the database including a number of tables, each table representing a respective type of node
within. the model.
30 6) A hierarchy model according to claim 5, the database including a segment table, and wherein each
segment node is represented by a respective entry within the segment table.
7) A hierarchy model according to claim 5 or claim 6, the database including a principal table, and
wherein each principal entity is represented by a respective entry within the principal table.
8) A hierarchy model according to any of claims 5 to 7, the database including a group table, and wherein
35 each group entity is represented by a respective entry within the group table.
9) A hierarchy model according to any of claims 4 to 7, the database including a application table, each
application entity, object entity and application collection entity being represented by a respective entry

in the application table.



20 c) Defining a nunber of segnment nodes, each segnent node being used to
define the security policy which applies to a respective segnent of the
busi ness;wo)2o@afe7tidng at | east one principal, group and/ram/S&Rpi2ic0eR27 on
node, each principal, group and/or qgg[ication node being used to define
the security policy which applies to spective individuals, groups of
i ndi vidual s and/ or applications; and, 25 e) Defining a nunber of
connect i ons bet ween t he defined nodes in accordance with the rel ati onshi ps
bet weeld) fhBchnentd! ascreing tudlysolasitirms s PpPl Whaen dhesmingber af cenaectippreare
st ruct ur epebenteldebyldiiBi Be05en edthys idihdedbed according to claim 16, the nethod
further,.invol vin fining: a incipal entities, ch cipal entity
corr esldz)ﬁ\‘(rh 3&3310%895 é%cﬁréiét%i Y 32‘31 ‘Eﬂﬂ’%f&%&?’% elB‘fns O ear?i]BP‘éP tB‘F‘lﬂ%?aH“?chhaér
obj ect ent adsooded anmbeeal fecafiplséttegs) the s@nritg ppkgtbeptdefined bGP sElQHPO APrdpeiatt O
30d5espegﬁﬁggmggghnga&hgg or object; and, c) one or nore group entities,
each group ent 6%respond|ng to a group of respective |nd|V|duaIs;
18) AlﬂéﬁwngQGcomdﬂngar®mzkaﬂwmlﬂ wherc flepeniedt on anh ef elrimstShte 1Apdivedn tacht her
i ncl udes rati e
A T e S g e Rk R R SR
of node. Wf@PaKmR%WHﬁﬁmﬁ@bordlng to claim 18, wherein the nmethod further
i ncl udsy AdREkih) Giodelddcedrah 15 RAMENT RQMEN AS, Fhdr@S RRG! thpkCorellE YasWedpBithet he
se nt table; 93 Each principal entity as a respective entry within the
pr C|paﬁmWﬁBﬁ§t550) Each group entity as a respective entry within the
group ahl I&erar&qdmo&YMDaaﬁﬁﬁigﬁﬁ Gy 3f H@fe%@&%@%&@m eac&@e@ﬂenEﬂﬂﬁsp&xﬂﬁhd} gation

entity, objec tion col | ectio espective

ont 1y § o000 8 re S bl B plig BRel G la i St Pt B e P

wher ei ld) Ahblemhh onbdfeu fqr hmdellm chev esurdig frioh¢yn gt & rbsmmsméusmmfally eo hereigbdf@as by

deflnlngd&hﬁ%§ between entries in the tables. 5 21) A nethod of generating
hlerarchy model substantially as hereinbefore described. 22) A nethod

acb’i)r dioh§ Bdhod Rf seerating p fisrar@y mpdolifor giprsHiag thersprarifyipelieyrad i pusisete the imsthad nodel

accor di ngiclu@ng:any of clainms 1 to 15. 23)' A conputer program product

i ncl udin ut e xecutable ram code for eratln a hierarch
model i Al ias SR © A TRTHE Ao BrotRnglh PSR RS FaePrstimitpgthaythe A
conput er pﬂmgn@ﬂnproduct accordlng to claim 23, the conput er execut abl e

code b EI : nC[Ftt g{nﬁ tﬂe ﬁld vfdgaqp ')‘é‘& (Fw? Qua?s anr@gir aﬁ}gﬂ at1 2 assoc1a?em%v1 e%ca%r 99r am

pr oduct
hi 2t ar chy) Drdislg asfulblé?PIantSPmdnyn@ss h@qhepmﬁef lmde bd%uqul b)ei:stfmez&) sefurigysdlieyn f or

generating v@néﬁ'é% RLGHY rSRERYe st:@ﬁenf'm#éﬂuklﬂ&st he security policy of a
busi ness, hi er archy del 1ncl udln% a) An input, adapted to
gl

recei ve fh FRPtﬁgl'ngl 3t legst iopg ﬁﬂn‘ilﬂ’?é POy Aslls ag Cat“%’i‘u?l%‘ér cagh PERGItrEraNp wwdion
segnent beiapglicatisesdie Giny @sedb tefitle tt dBcuritygd1iBY Fhidle §plies to respective individuals,

groups of individuals and/or applications; and,

25 e) Defining a number of connections between the defined nodes in accordance with the relationships
between the segments, individuals and/or applications to reflect the structure of the business.
17) A method according to claim 16, the method further involving defining:
a) principal entities, each principal entity corresponding to a respective individual;
b) one or more application or object entities, and each application or object entity corresponding to a
30 respective application or object; and,
c) one or more group entities, and each group entify corresponding to a group of respective
individuals;
18) A method according to claim 16 or claim 17, wherein the method further includes:
a) Generating a database, the database being formed from a number of tables; and,
35 b) Associating each table with a respective type of node.
19) A method according to claim 18, wherein the method further includes defining:
a) Each segment node as a respective entry within the segment table;
b) Each principal entity as a respective entry within the principal table;
c) Each group entity as a respective entry within the group table; and,



ii) Identifying the individuals and/or applications associated with each
unit; 20 iii) Defining a nunber of segnment nodes, each segnent node bei ng
used to debize/dshe3security policy which applies to a PeIpmeevi2ecegment
of the business; iv) Defining at Iea§§ one principal, group and/or
application node, each principal, group and/or application node being used
to define the security policy which applies to respective individuals,
groups of individuals and/or applications; and, 25 v) Defining a nunber of
connect | OnEdicPpldeaton REtH PIeRHedU AT Mplicten FASFOB Rty RS § FFEPECHEISEEY Bhshi ps
bet ween t heneSpgidBHdStable.Ndi vi dual s and/ or applications to reflect the

structure of the husiness. store; .and, .c) A processar adapted to:
30’1 BLR aRetiod ritifep g, By e v e, e ofiRS SRy BEOHR 56 o
W th a resmetdns ye defidhe links bdreeechicarierio khe tabedel ; and, ii1i) Define a nunber of
| i nks ,bet ween e | es.. ' ' tion between
rersyp()eg |‘{\/én eﬁl(())((]jé%eﬁgr?rgqgnaﬁlﬁgr%(}dggé.ﬁb%%%l? ag%ljte@%ﬁgggegé}g}?%g to claim 26,

wher ei2®) A mpthod pescadiagpioedy b claimsdw te Ab Whewsin the higufchnmodel 85 mydeprccording &
entities,, 6agh.Prikes pal entity corresponding to a respective individual;

b) one or "nore application or object entities, and each application or

obj ec 23 CcPmuie Frogan BIgRG dnoluging coppissxequipkle RpBramcrts Hh sapetings Merrchand,

O D o R T B 009 D601 75 POy SCP002) 000077 31 26)
group respective individuals; ) -

A stzg%ﬁ"ée‘éﬁ’r“’ﬂ PAEEED PE‘%%H‘F r?f%‘!"‘%\ég@ 291‘{\?05‘?1’8@&%"58}‘3 %C"%éet‘fﬁes it ed to
define: compulehediabR@gmsduin. Nnode as a respective entry within the segnent
tabl e,,.i i) Each principal .enti r i nt I, ithin t i nci pa
t bl 675 PP eRoas S o it Eh bl B e SRREEH N E T rof Rt e

tabl e; amodel Sbitantiafpathempipefosedcswhedent i ty, object entity and/or application
col | eGky QN8R iy gBRrding GSREGLhY $1088 16 mobidliide e BRIl CANEL B b Mkifss, 300 A
systemaccor di ng go claim 28, wherein the processor is further adapted to
dekSi ne t Herasshipedel grludiggnnect i ons by defining |inks between entries in the
tabl es. B0)ArAusy Slagnedas eREidé Aguti:0 any of clains 26 to 29, the system
further inglugi a. display, and wherein the .10 prqcessor is adapted to

di spl ay | cohsDEHh S RS fs 4 pHarbey dsepentn g SN BB &dunich oLy
nodes, appl i tabugimesyiodes, group nodes and princi pal nodes, the system

bei ng adapt4 g%ﬁ%@h %1\;7\/ 1&&&3&5@%&/&%@5@%{#‘%@ Gssodidred il eﬁfg'l %ne business as a

nunber of s arrangi ng s icons on tl I'splay; ii) ldentify
t ¥ i ndi vi dilaPefirdngi# ormbgysf isezmenoreslesa sachseamat nodetbhing 46 13 defivethe soqurity
arrangi ng 15, apPhinfch b ias o9 QRN REA REMPBlsild@de i cons on the display;
and, iii) Define relative interconnections between the defined nodes by

al | owi ng t H® De@ying & lpgshRog prancipple gi9uR p74/e8 apRlisAdon node, cach principal, group and/or

application node being used to define the security policy which applies to respective

individuals, groups of individuals and/or applications; and,

25 v) Defining a number of connections between the defined nodes in accordance with the
relationships between the segments, individuals and/or applications to reflect the structure of
the business.

b) A store; and,
¢) A processor adapted to:
30 i) Generate a number of tables in the store;
il) Associate each table with a respective node in the hierarchy model; and,
iii) Define a number of links between the tables, each link representing a connection between
respective nodes within the tables.
27) A system according to claim 26, wherein input is adapted to allow the user to define:

35 a) principal entities, each principal entity corresponding to a respective individual;

b) one or more application or object entities, and each application or object entity corresponding to a
respective application or object; and,
c) one or more group entities, and each group entity corresponding to a group of respective

individuals;



31) A systemfor generating a hierarchy nodel substantially as hereinbefore
described with reference to the acconpanying draw ngs. 20 32) A system
accor di ngwocoemns7oB cl ains 26 to 31, the system gener at iPag/s&2tn2eoentc hy
nodel according to any of claims 1 to 15. 33) A nethod of defining a
security policy for a business, the nethod including: a) Defining the
business in ternms of a hierarchy nodel, the hierarchy nodel including: i) A
nunber, _of segnent .nodes, each segnent node being used to define the

secur i2§&xﬁﬁfe%t?°%ﬂ?%waﬁ’§%2p%&reé’gm? BrOgesioe s T%@ptg‘ﬁtﬁﬂﬁtﬁ’fi' of the business;
i) At | east Pdaedsqpientiaqdabs a gspettive aftd/ vathirtppiepmadt kad; node, each pri nci pal,
group and/ g | i.cation.. node being used. to def.i he security policy

whi ch appl illés&f%gp?récé aé?:%%aes %R chliv‘a%érlys“?&gnrt%l}%gmgg%bliehdi vi dual s and/ or

appl i cat i om®; Emhdroup ientjty A awaspogive efitrycuithiretb¢ growstalijegtanben t he defi ned nodes,

t he; connecty L ERICESE Uty Jotid LRt ARSI LARCREURE 4 S,

i ndi vi dual 34)3?1%}18 lgppcﬁ cé i%bhs?%%ﬁ}?%%dﬁe%ﬂlgﬁle st r&tct u}rﬂgyof [Qt&)ﬁég/gua ness.
b) Speci fyi nginthiapplicatien @Ylepol i cy for at | east some of the nodes in the

hi er anghy spRdehicoRi to GdimPISORBLBH thplob\Bsos REFthdr @dapRRAGH bt tROhirMér b
ot her nodes in the hierarchy nodel. 34) A method according to claim 33,

y

wher ei n $oReeCHons PR AR petyveen guigigtfa the sy ding to any of claims 1 35 to
15. 33)) Aspminhadordagas sy clainsCl6ab 19,30 Fkterti fathen iddudindedigilad, dndevhe@inhind of
def{ning_the business in terns of a hierarch del includes generating a
i 1 r CHRPHSIEE AR Pl o b e TSP S TPl Feheilaopts. b3
WD 2002/ pichiGn RP¥, SERGORIK0 Ut incip82ho86) thé, spednin belng edapied tonglotvathe gt m 35,
when depgpadent on claim 20, wherein the nethod of defining the security
settings for a node includes: a) Generating security data defining security
settings far Pmethedpainess ora prde: ofspaments)bylapprping sagmanhieons ee the displaxdat a as
part of the)rreResthy endiilal Mdidi HpliddBors CaRRalel ViRt akth SseMhdnhinh zﬁﬂﬁgin%r:
d base. 37) A nethod a(;g(grdl ng tq claim36, wherein the nethod further
i ol ves pr op@gHataiiany e 2ptpgwal rdeiensey thedispay:98¢ to ot her nodes in the
hi er ar chy ni¥)dbéfine telptiepiagabhntetidnk ®ctemithe Hyfinddhadet by alldedg thd e 1@Rithd €S I n
t he dat abase.reg,szt.v@icr{pflts hod according to claim30, wherein the security
settings appll a8 1@ ¢hi | d segnent node may 10 override the security
set t i AYsA pystpafypgeacrafinpmhierawhy megeb sbsterdiajiazsduteinbefgrrwipscritred odth re@dncétorthe hod
of definjipg, MLk iys policy for a business substantially as herei nbefore
descri bec‘l:. Af%ﬁlﬁg cprr%l)égf er t{)rc_)gram product including conputer executable
cotb B8y Agetamhisserdinede @t Pl jaime e (0315 e systenmperppraiingsa erarglcmedsbareading th t he
met hod ofnyaylaigk 1€6d g8.ns 33 to 40. 41) A conputer program product according
to cl gim 40 _sto on a conmputer, readabl e nmedium 15 42) A conputer program
produgk)n%ﬁ}?fhﬂéif){]%gﬁlli‘ﬁﬁﬁ‘fcé‘?tyé’?ﬁ%’tf AuEnesgydle IF%]?O%dlécll‘ijaﬁigng a security policy
for a basiDeéising thebsdisnt inadriny ofeshitrercy mbkef, dredictechymiodecheludd): A system for
gifs It glmr]? n g Ii)lsJ 3‘?‘%‘5’%& of 9&! glm%Xt nfoggs, c%clpé‘égrlngn? %gde%reing )lgeg Pod egne%gs%puln al}oﬁigynv%hicﬁ he

25 appliés to a respective segment of the business;

if) At least one principal, group and/or application node, each principal, group and/or application
node being used to define the security policy which applies to respective individuals, groups of
individuals and/or applications; and,
iif) A number of connections between the defined nodes, the connections representing the
30 relationships between the segments, individuals and/or applicati'ons to reflect the structure of
the business.
b) Specifying the security policy for at least some of the nodes in the hierarchy model; and,
¢) Propagating the specified security policy to other nodes in the hierarchy model.
34) A method according to claim 33, wherein the hierarchy model is a model according to any of claims 1
35 to 15.
35) A method according to claim 33 or claim 34, wherein the method of defining the business in terms of a
hierarchy model includes generating a hierarchy model in accordance with the method of any of claims
16 to 22.



a) A systemfor defining the business in terns of a hierarchy nodel, the
hi erarchy nodel including: i) A nunber of segnent nodes, each segnent node
bei ng usewot2ooxeliime the security policy which 20 appl iPe3/SGro@/merpecti ve
segnment of the business or extended o%%ani sations; ii) At |east one
principal, group and/or application node, each principal, group and/or
application node being used to define the security policy which applies to
respective individuals, groups of individuals and/or applications; and,
iii) AShArpehodsrecrdng & tlpgndd, pdemdwrndenieongdsimrdd whate dhe mahod of defiits Bas
r epr esentdcingy tdighgs BpamBlicdhdi@Rshi ps between the segnents, individuals and/or
application(r? to.reflect the _structure of _the busi,nesa.' b) An input,
adapt ed Po FUFaiRgSeuRbYfal Ehmps periny Sqines P BGrePSildioie ¢% or at | east one
of the nbddsputtthg thdhechtigrdatacl paod dle; repadive edtry wisiothe réspéctisd @ble MGthinhie
speg:i fied scgg:agarsiety policy; and, 30 d) A processor adapted to propagate the
specified security policy to other nodes in the hierarchy nodel. 44) A
syst ed7adguatithdageotdingclioaianm AQ whateirths methdvsfughes ingplvésgrropdetingithe definbdscburisy ness
i n terms o Rl AebH md MGy hotkl 1Y e SR AG R H A: [k eABMHQS
claims 26 16 32. 4‘% A system accor di g taga c?g{iem 451},& V\/nen&%éper?gent on at
| east cl Biedfi#@se-wherein the systemis adapted to 35 receive inputs
speci fs‘ﬂ?] And R 38kMUA t/ 1R8] 300 WhEBih (R scb@ P tettRE aflied R AAE Srdeht doBEmay
hlgéarc y npdel by receiving security data defi nlgg security settings for
t he r espBEridrdheseiyty sefivepraraguedirony bF rrgpegtiveernt st #det t he security
dat a a9) pafidthodlof ddfi@inpaSpa@eity polcyeftt 4 Husinkds Bubdtahthdly htepabtioriedcaldde W t hin the
dat ab EA WO 2t(e)02(/) 06717 ugcly %%20002/1(%00027 abie CS% foﬁg‘%f iA‘ syst eﬁr’] a cgf\r?di ng to
cl ai m 25" RRBHC PR H ER S A g RO T Bue REFEPI P REE *FEP RSP P90 ves
pr opagat bwsipesshieacdeflanve avith deumeitiof ofatytof AgisisBd tcotdher nodes in the hierarchy
model Y ARGHBAGdehth bRuc SEGHI, Y 1AL shRtaQh BeSmbud kedoRHEhES 1N L he
dat abasz. 4%3%\%5 ste?n ?L(l)cr ﬁgﬂn%i ncg a secur i ty p%l%ui cy for a %u'si ness
subbt difl Patomputersprpgsira prsist drdudingsempreexafuiahle cgdy fof difisimge seqgritymelicy for a
gccpmanﬂﬁsﬁﬁss@ﬁlﬁ%ﬁ%&asﬂ%}iﬁ&ﬁf@&&%e@;_ i npl ementing a secur tyf poli cy for a
usi ness, the pethod including: i ning a securit olicy for the
busi neéS A ¥fiEn g)gﬂ‘%‘ﬂ‘}"%f‘ Sﬁﬂﬁnfyc%?%%ﬁ%%bggé‘f’?sﬁé%‘t‘?“ﬁe ‘E%ar’ﬂéa%’rig e Sh%leé‘f 1&?‘&4\’%: nodel
i ncl udi ngy A }ysi®miforrdefining the begiresih teinslef hieacly Beghtahicnatie mo&pmeading: ng a
respective . seqnent of. the . 1Q business: ii). At |east .on rincipal...group
ndror - appliT ATk HE o Eatbros PN REREH nhddbofl AR ARE e REWRTDAR) iy
refft esent i ng appliesipesespeative sedineit diithé busressiop exidndedrtpanisetical;s and/ or
appl i cationg W el Bnd HhcipBl SloBESRior 8fficatioh hdde eI FRARE af?groﬁgpé}l%??pﬁ%onf[ he
connections ‘defining the associ ati ons between the noé’es,, the 15°security
pol i cy bei ng 8ekibpisguing tadelins the yecudy pplifyvhich aprlieniodesremtivhindigdurlsngaes of)
Moni tori ng actidafubl9ah@orlapKRELdAY, aad,r especti ve segnment, individual or
application,wthin th busj.ness: c¢ t.er m ni i.f the action is,
EP i ot bi il A HEgF 5 B phetn EREehdR AEeLdetm iy SRRy rPieging te
25 relationships between the segments, individuals and/or applications to reflect the structure of
the business.
b) An input, adapted to receive inputs specifying the security policy for at least one of the nodes in
the hierarchy model; and,
c) A store for storing the specified security policy; and,
30 - d) A processor adapted to propagate the specified security policy to other nodes in the hierarchy
model.
44) A system according to claim 43, wherein the system for defining the business in terms of a hierarchy
model, includes a system according to any of claims 26 to 32.
45) A system according to claim 44, when dependent on at least claim 28, wherein the system is adapted to
35 receive inputs specifying the security policy for at least one of the nodes in the hierarchy model by

receiving security data defining security settings for the respective node, the processor being adapted to

input the security data as part of the respective entry within the respective table within the database.



d) Allow ng or preventing the action in accordance with the result of the
determ nation. 20 49) A nethod according to claim48, wherein the security
policy iswoebimediidsn accordance with the nmethod of any Ppofi/sa2ei2rm0@3 to 39.
50) A method according to claim48 or,.claim49, wherein the security
settings are stored in a database s?oci ated with the respective segnent,
principal, group and/or object node the method of determning if the
action is permssible including: 25 a) Accessing the database to determ ne

the sé®utisysierseeeingdo flam ﬂ%éwheééa@e@w et frherpin dheipefipg) furthen ipv

appl i catjrgfagat@pthe &hné&czs@aa{ty REHiAdIGo dEELHGRE inSBE Uletakdhy HRIALI BYGStopagatinh eheact i on

to be taken to det if the action is permtted. 51) A nethod

accor di i§ewy ‘%ﬁ’;} ’gerg] A Ftrigg in § Be%éaba“iﬁherel n the hierarchy m)del is a nodel

accor dnng sjls&sm 80 daﬁlyngOi sechgitynpolity @ altuisin&s Jsubhtamillp ol hekinbeft esseribddngitha

se§ur| ty, {groe cetgtheagcoa bul%l ness substantially as herei nbefore described. 53)
orrputg Brogram pr%aélﬁ £ Shelqidi ng conputer executable code for

i mpl e BN methodofmplemertiye petdudty policy facdnsidesndlee mithdd indhalinget hod of any of

clainms 4 ug.er, p LN a

comput e r G & e e B e e

conput er ek@mhamOéelwbémgor i npl ementing a security policy for a business

subst ant i aly YA 38mb&'@isehef®heddeser tiatnt R} rédradsihe D EpicivdRepRNritg a
%urlty pollcy for a business, the security policy being defined in terns
a hi erarch§®&del , the hierarchy nodel including: 57) A system for

[ rrpl ;arrentl Yy At I/Saecwelpm\]mpml dr6yp dnAfor HphidatibmeRis, cath@insipsl] @onpl aﬁd:/bllt(ﬂ»pllitgflon\/\l)

2002/ 067173 PCT/ S&2002/ 000 S [

ol 1y for 1 HBTTRRe -ttt it R riecy SRRy el SRS &

hi erarchy rmdbismﬂsa,calndtdl ng: i) A nunber of segnent nodes, each segrrent node

representing g n'hr%ﬁé} tc&ﬁﬁ@ct?o%g M) Eonﬂéctl&{x}edeﬁpﬁlg €SS ciaonk 'bltw’ogn thé Actes, M

principal, droup an | i'cati on no each pr|n0|pal group and [ or
appl i cation Waaéywél@r@w eifiﬁ@f”a’sﬁ@ﬁlbéé‘lﬁpwsﬁo%‘?d/w%% nefEoup of

i ndi vi dug)l $1RR6HART acBRPlol B tthiRA Dy td3pddtiteNRembiS ndRESal @Nbplidafidn) withif Wider  of
connecti on% t he connecti ons defyl ning the associ ati ons between the nodes,
the securi Ps)}neﬁ%l icy being defined by security settings associated with
each nodg; Dewninihfiflie adtioprio pasteible it feorfioe et e difeedgoatpptings; tof, i)

Moni t or Ct I On t%r bre e%t%xk%ﬂe r?é{lor?m a%éapcfaﬁ%e 1%@@1%%%?&&: ﬁ&gﬁrag al or
applicati on vm CREThe Bpusi ness: Stermne i L1on is

p&Oni 48) 4 methiod afag@mgdfaqi%@ 4%, whereinghechequirifscnpliaeis defineq inspseqrdanepsyithetheimethed i )
Al | ow orof%};:gﬁmmgﬁqogg:tl on in accordance with the result of the

det erm nation. 58) A syst em according tq claim57, wherein the system
for deP) Aimegod ag@eqsrrgi tp\lapB 480y cfadp 4P nuhestis figesurifyesetingssaye el a}béé‘f‘téhaﬁ‘g to
any of czlsaic{i&d%hm ésfecti® Jepthefity SURIFRIAEGE HdNEolj&t 6dda) tHR Rethddl of @bteiniifd,

wher ei n }91 stemi.s adagl d to recei ve acti on data
if the action is permissible ncluding

25 a) Accessing the database to determine the security settings for the respective segment, individual
and/or application; and,
b) Comparing the accessed security settings to the action to be taken to determine if the action is
permitted.
51) A method according to any of claims 48 to 50, wherein the hierarchy model is a model according to
30 any of claims 1 to 15.
52) A method of implementing a security policy for a business substantially as hereinbefore described.
53) A computer program product including computer executable code for implementing a security policy
in accordance with the method of any of claims 48 to 52.
54) A computer program according to claim 53 stored on a computer readable medium.
35 55) A computer program product including computer executable code for implementing a security policy
for a business substantially as hereinbefore described.
56) A system for implementing a security policy for a business, the security policy being defined in terms
of a hierarchy model, the hierarchy model including:

57) A system for implementing a security policy for a business, the system including:



representing the action to be taken, and wherein the security settings are
defined in terns of security data stored in a store, and wherein the

pr ocessorwpDoexmpt’ad to: 20 e a) Access the store to detremrsiGaanzich@2zecurity
data for the respective segnent, i ndi %(%dual and/or application; and, b)
Conparing the accessed security data’ the action data to determne if the
action is permtted. 60) A systemfor inplenenting a security policy for a
busi ness substantially as hereinbefore described with reference to the
acconpanyl ndy sueaondpdining 5 seayityrpoliet febthe Besineeinthe srauitigokiqydeing defivied invtermison  of

t he securi tafamgydr&,yngﬁelqnmgness the security policy being defined using
a hierarchy_nodel including: a) A nunber of segnent nodes, each segpent

node havi ng) art 36t P%iegawﬂhwésp ot CERH PP SRPINRSS? respeRr e <SREh O HSde

bei ng used tobd@{elgsne the security policy which applies to a respective
segpent of si ness. by sel ec a |at ones. of the, sec

setTings: aNd TR BN B Rir &P P AT B o R eBTaL sk SRy pilfewigh
associ ati ons hbedewegesetting segreive imidddsl, goup pEinbecihals el/s tipplicttionewitfin thee

busi ness, the G@E psognl ncluding: i) Assigning an admnistrator to each
segnent; ii) Be Infng adm ni stration rights that can be assigned to any
adni ni st r atig} A ndendionhetions: fhgrronneptipng defining the isprigjiophestertnithri rodesathieon
procedures t hgecﬁ%%ﬁﬂbx&g%elfmeabﬁ&ﬁtpsmﬁ@@a@w@rﬂm @dithode; %éd i)

Assi gni ng agpro priate ones of the adm nistration rights to the

adh¥ ni st PatdProcssporyaRIpGester beng 2dapteiPhod according to claim 61, wherein the
met hod of a§5|m{t619act1b'tﬁtca®8’ltﬂdeﬁ tol &t REpetti| Jdgasnt, diaditidhdl Gr apglicaeba withsd that or
entity for ea% sgsgment the admnistrator entity representing a respective
i ndi vi dual  wi’t'#i%t he busi ness. WO 2002/ 067173 PCT/ SG2002/ 000027 -35 63)
A et hod acif)o IDétengm 1 the lagtion i62grmiskible &1 avcdrtmmcerwitinibel dgmed erdritpdektingg addne

adm ni strati LGk . t f the

adm ni ot r athiop e ShbichDi: HARY iy A23H0L D APRLAPIR BB ' A et nod
actdr didhe tvefere Iagaowhr@so cladie FBivhereindhauppmifatdefinpnseeiihpdica e thidbsipestisat t he

system | g Sg;mggg,grdmé{gqn}s@pggmgﬁg fohe. administration rights is limted to the
segnent ere the admnistrator is defined and 5 jts subordi nate segnents.

65) A é?éﬁhfyate@face%ﬁ?& B tlriy> 1 Aeclaigng $ivderei: tho AysEm ¥R rreeye 681°P(519taof a
bus:j ness;@@aﬁ@@%?fﬁoﬁ t(afbe tdk@x[ ehd bdrein medeaxe]?y hﬁiﬂlgs £6 Hefthed em@mtsl ef s@?ﬁgl‘ am
product for controllin amnlstratlo the security policy of a

busi nessd 1 far ed ahsf) 5‘% S l?ar%proces da%ecf)udl ng conput er executabl e code
f 020 perf @) ni\wgsstthe stoet th o@ht@fnmartye m‘curltioiatal @i the Bdpettye Begmedy )indlyidphpakar
program pr Oﬂ)gﬁéau gy ding to claim66 stored on a conputer readable nedium
68) A co régram product for controlling the adninistration of the
security?® oWr@mn@s faasers pchiegity datna thersetionl o adeterming ifibsertionds premitted- bed.  69)

A syst @A Qfted GHihRbhdnig E Q&uﬁ@ iy For'aubifdts SfbsthiR1lp fldfelnbdoR Abdchdbed ¥fitha
busi ness, the security o 5 bei ng defined using a hierarchy nodel

i G
i ncl udi mje fergryce o ?J?FB@?P"‘ yin Qéﬁ@ﬁf nodes, each segment node having an
assdci 6t edmatiscd e coﬁfrom@cﬂfelaﬁyurﬁ@ﬁﬁdnr@&he sekinity pelipyarita tusides ke sguritg @oliclo

defi ne t%@mgg(ﬁ'ﬂed S%g%%wrarxhymldcnna%al ies to a respective segnent of

a) A number of segment nodes, each segment node having an associated number of security settings,

the segment node being used to define the security policy which applies to a respective segment of
the business by selecting appropriate ones of the security settings; and,
30 b) A number of connection, the connections defining associations between the segment nodes to
reflect the structure of the business, the method including:
i) Assigning an administrator to each segment;
if) Defining administration rights that can be assigned to any administrator, the administration
rights controlling the administration procedures the respective administrator can perform; and,
35 ili) Assigning appropriate ones of the admiﬁistration rights to the administrator, if required.
62) A method according to claim 61, wherein the method of assigning the administrator includes defining
an administrator entity for each segment, the administrator entity representing a respective individual

within the business.



t he busi ness by sel ecting appropriate ones of the security settings; and,
b) A nunber of cormections, the connections defining associations between

t he segnmewD wmaexdws3180 20 reflect the structure of the be€iTrse2602/000027syst em
including: i) An input for: (1) Receiy %ng an indication of an adm nistrator
assigned to each segnent; and, (2) ining adm nistration rights; and,
(3) Assigning appropriate ones of the admnistration rights to the

adm ni strat or eurred 5 and, i) S dapted t

e ni G Aietsh spiouliiekn P o et Bt rele BRnRT G B sf e atroR R
accordan eselgmmg lapptrdpeatd eﬁd:smédle adininidirgion sighton tie @ﬁh@l adﬁﬂ)strﬁoﬂayreﬁye m f or

contr e admnis of he securi t busi n

cubst gt i S BReRns Nhefhin o RS R Vel e B2 p O MR ny i ng
dr awi ngsthefscbpé' of thiadneinhitsatioo frighte st lingtel itn§e sdpeeaidvticrs the adatinigntoots defiesdsieduri ty
pol 4 cy of @b@dﬁm@g&ﬁw {he security policy being defined using security
setti n% he nmet hod 1 nvolving: a) Assigning first and second

admi ni®sY Aamethed b ceatling| tha péipigiation abfihe preudx (kL §f & SbtiResysubsipytially as

Cont r ol | h&ginbdR@e fdsérBbdadm ni strator to only allow the first adm ni strator
to propose changes to secur | settin 35.c) Controlling the
secondChArPRPdF bite PE?QB%? C%HtﬁoBkﬂgflﬁé‘ eee%ﬁ@ngggrr ﬁrcgrtra?w 0%6 buginesspie or
rej ect  pingespthgahahgant ﬁaolumhgc@ﬁmwr etagutattd tadador, petih@tigite mkthobingylolie

t andl nd..adm nistrators to control the security settings. WO
/0673 %?ﬁ‘?@a &2002/ 000027 -36 72) A nmethod according to claim71,

V\/n er eid) tivempwtitoetaof pRISH gomgs tchdaifmios stored ol 2 seupitrd readhtiemiediimat or s
inclu PP Brofrhih StrodRCio? EGA0 Sl ot Ldohifs

admi m%? ratgﬂrP o ?‘r%r sl;er? ng assoCi gltne%[y %ugﬁr e("sfgtectr ve F"’l%?q’?éu“ m?/?/lst hi n
t he busi ﬁ@é@nﬁaﬁsaswemﬁwe%%ﬂ ding to cI aim 72, wherein the method of

cont r Qo) Arrgstaheomﬁ&dl1,§%]fhata@rr}§ustrmohu@% sedurity p@e§lonh Mgsiresd) ERGEurigf Itmhcy
ﬁm Sti;atl‘%% 4 ht s t Bl u?smgned to any adm ni strator en ity, the
ni st PALE Y "g‘ﬁgé teéar’i‘ihP’érlo 7 Hé admi ni stration procedures the
r espect i ¥e Adumitr sfseabheait node@,l’ba@ﬂéﬁrﬁd’nﬂhocﬁmdvmg dn)asfBiated Murigr f3PEGIPI deflibgs, ones

of the adm |strai\|o t é.t respect mnistrato
requr red. 1 Jgkﬁm u?f?é%?e ets%c c'iyé’Oflcy?‘ﬁmqj nlreéronar ecuv?jseg#rgtorf ation

rights are theblemtseuy mi@gngﬁpptmeatsem:@rpf the/secwrdy teittings amdhd wherein t he
adm ni st gatd ‘i’rﬂmﬁér%mam%l’:t%ﬁ SR ibR RERNES WsodlioRd PrPdes tiheAlePherd b &Ss! t6‘)9 t he

adpinistration rights of their own respective admnistrator entity.

metthod accdﬁ%ﬁch‘@e% %Fﬁpfé‘Tebl"}?l%ﬁsﬁﬁheﬂsmt“bm?lﬂdm%Were| n the hierarchy nodel
includes: a) Anmp¥er of segnent nodes, each segnent node having an

associ ated nu af. securjt ttin 15 t he se nt node being used to
Goftre the SeClrREgvpBar Byetin eI sat o dS FEL (DB O amont | of |t he
busi ness by sé)ebdfining adpinisopidnaightsonés of the security settings; and, b) A
number of CO”@CMS@R@%EQSW%%“S%&M AERR L St!rz{{'lﬁlqgigﬁ§ FOfL Q&ml% datol%eltf\f\egqlg@edf he

segnment nodes ruc ure o usi ness,
Yod incl udes @dsi gni ng respective first and

ii} A processor adapted to control the administration procedures the respective administrator can

perform in accordance with the defined administration rights.
70) A system for controlling the administration of the security policy of a business substantially as
hereinbefore described with reference to the accompanying drawings.
30 71) A method of controlling the administration of the security policy of a business, the security policy
being defined using security settings, the method involving:
a) Assigning first and second administrators to control alteration of the security settings;
b) Controlling the first administrator to only allow the first administrator to propose changes to the
security settings; and,
35 . ¢) Controlling the second administrator to only allow the second administrator to accept or reject
proposed changes to the security settings, thereby allowing the first and second administrators to

control the security settings.



second adm nistrators to each segnent. 20 76) A nethod for controlling the
security policy of a business substantially as herei nbefore described. 77)
A conput ewoponagreatmspr oduct i ncl udi ng conput er execut abl @casg02a00027
controlling the adm nistration of thecssecurity policy of a business in
accordance with the nmethod of any of c?al ms 71 to 76. 78) A conputer
program product according to cl a| m 77 stored on a conputer readable nedi um
79) A syste for controlli t adm ni stration of the securit olicy of a
busi nd2hA mekdgEres iPg P Pomi dy™ opeft imegod &f fsesne & gt %%ﬁﬁ?qnf‘ﬂg@gtsﬁ $1gs,
the syst amhi¢cdefising Girst ai)ld Agcohd Bcﬂtﬁmi%t@dtor%ﬁhdgm:aﬂ@ aflthihBiratehtiSye@pigthssociated

adm ni strators to Cl%iwd |, atL tulloer;s of the security settings; and b) A
processor aap‘f ed 10 )l n ro PR&>first administrator to only allow the
first @Mmmﬂmdraaioodmgm chino pd sdechdingeghdde! tdngolligdihs administtajorsigtibdengs; and,
ii)sControl,t rator
to ocept of Larag 2aanae gt hiakaluhp S Bt ORI AL

al | owi ng the pimigistrafipy righisopatrellivg e sdmpisgption Rr@fe@@wt they FeSPqﬁéves@@ulrﬂmasﬂr
settings. 80) cf Mt or controlling the admi nistration of the security
policy of a, business substanti aI |y as, 35 her e| nbefore described with

ref erence ti9 ¢YRSERTHRPRAFF S gwaélagnstrstﬂ“s& it fre dPsBret e HIBRIoh g tifhe

admi ni strati offr@fuirede securi ty pol i cy of a busi ness, the security policy

bej f hi d VO 2002/ 06717
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havi ng asetiags el azhadmrmwb&mnmﬁratmcnghistaye mmd g prevert e adeigivestdr siode thei ng
used to Qﬁ&gﬁﬁt&bﬁ ﬁt?SHBénté%wa%%Je&%e%&Qtrﬁ&%{;ﬁtfs to a respective segnent of

t he busi nes y se ectlng appropriate ones o he security settings; and,

b) A riihheretlsd 2ecordiegioiannef clame lcte Ahedeieribe ety melebisdeiss:at i ons bet ween
t he segmenta REERS of &gm@nt m8hdsSath {eBRierd hbdéGabthEarPissdcRRd RiksbeR gﬁs%cu &u#ed, hod

ﬁ]udl ng: i) Assign an adm njstrator. to_each segnent, the adm ni strator
g res poth"s?eS‘P@ltF’Bﬁie ‘feﬁ’é useddp G?fﬁriegh%aumyrpg&cyc‘rmprk% é‘b%’i?iﬁe%’e el

and ii) Nth@Wsﬂﬁgssa)yfsélécﬁhg aebadpihibts biied bOthe Eaauxdyels@tg@i and, espon5| bility for the
security tings a respective se ni st rat

32) A mebhoh "B o bEREI G Dot TR LRt BERAR ReBP Ry ehe
admi ni st r atreflect thestogese efdhd tisingss, aah whetpin testettat grcludent asdignifgoespediehfistagdent
the adm ni sgegﬁgg&nﬁg&hg%tg&gﬁmgﬁtl ng a respective individual wthin the -

busi ness. tl)gp according to claim@82, wherein an adm nistrator is
as39 griéy Atree d§@gﬁétrﬂllntaﬁhw@m plisy ok hwsingspabeiantiolieas hansiohetere desedhedent ity i n

the seg !A'Joiﬁpﬁt@‘tﬂrd)fg}% pfdAbctlikfud gsiaﬂtter cRARGMB 85RIfH o INRRAEmfistration of
del egat| res stbility inclu condaadm nistrator in

t he resp ts?"\'z‘ﬂ § Gt e pusiuest ey m@%lt?‘&‘er%eﬁq%’gc?p%{’é’é’ Pl f°'g®any of cl ai ms
81 to BBA mmaﬁtmpmgrhﬁ pmaﬁdn@c&ofdnﬂgtt&aﬁm metowdeﬁ adehputdr m@dmennuabﬁf _of -
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ht s | i ng C a ere
ad ni st bang)qleﬁned usmg security settmgs, the system mcludmg

a) An input for assigning first and second administrators to control alteration of the security settings;
and
b) A processor adapted to:
i) Control the first administrator to only allow the first administrator to propose changes to the
30 security settings; and,

ii) Control the second administrator to only allow the second administrator to accept or reject
proposed changes to the security settings, thereby allowing the first and second administrators
to control the security settings.

80) A system for controlling the administration of the security policy of a business substantially as
35 hereinbefore described with reference to the accompanying drawings.
81) A method of controlling the administration of the security policy of a business, the security policy

being defined using a hierarchy model including:



20 85) A nethod according to claim84, wherein the nethod of del egating
responsibility includes: a) Determning if the admnistration rights for
the firstweardozmweond admi ni strators all ow responsi bi | it yCTiSG2062/0d@i2egat ed;
and, b) Selecting sone or all of the_gglm’ nistration rights for the second
adm nistrator to correspond to the admnistration rights for the first
adm nistrator, thereby allow ng the second adm nistrator to 25 perform
sone or a IAof uncfti on tof t he éi rst. 8%) A et hod.9f cogltrfl I iQ he
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ore.or imr Seldwidg canecd al p§the adminidttiohights fvethh sdomicdmingitmigr to@otdspondt® e
wherei n t he, SREEIHN VS i SirddARERdhe BSOS AoGindMndWBAT hRAhLOR-,
rejection indication i'n response to a reduest "to performan action, and
whétei n t hePeERoWme g tlhpdfunclignaf thgdisst.causi ng t he security server to

gener ages A Mnditiddi sFadoh Tty the aindehddar drS@b isORQ! polie) BEh iRnesd dbstndil hed of

nonitoring a security systemsubstantially as hereinbefore descri bed.
he&reinbefore described.

)

87) A computer program product including computer executable code for confrolling the administration of
the security policy of a business in accordance with the method of any of claims 81 to 86.

30 88) A computer program product according to claim 87 stored on a computer readable medium.

89) A computer program product including computer executable code for controlling the administration of
the security policy of a business subsfantially as hereinbefore described.

90) A system for controlling the administration of the security policy of a business, the security policy
being defined using a hierarchy model including:

35 a) A number of segment nodes, each segment node having an associated number of security settings,
the segment node being used to define the security policy which applies to a respective segment of
the business by selecting appropriate ones of the security settings; and,

b) A number of connections, the connections defining associations between the segment nodes to

reflect the structure of the business, the system including:



97) A conputer program product including conputer executable code for
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10 ¢) Storing the digitally signed indication.

93) A method according to claim 92, wherein the method includes storing the digitally signed indication in
a table, each digitally signed indiéation being stored in a respective portion of the table.

94) A method according to claim 93, wherein the table is located remotely to the security system on ore or
more dedicated systems.

15 95) A method according to claim 92, wherein the security server is adapted to generate an authorisation or
rejection indication in response to a request to perform an action, and wherein the method further
includes causing the security server to generate an indication of each authorisation or rejection.

96) A method of monitoring a security system substantially as hereinbefore described.
97) A computer program product including computer executable code for monitoring a security system in

20 accordance with the method of any of claims 92 to 96.

98) A computer program product including computer executablé code for monitoring a the each action
taken on the security system substantially as hereinbefore described.

99) A system for monitoring a security system which implements a security server, the system comprising:
a) An input for receiving an indication of each action taken on the security system;

25 b) A processor for digitally signing the indication; and,

¢) A store for storing the digitally signed indication.

100) A system according to claim 99, wherein the store is located remotely to the security system on

| one or more dedicated systems

101) A system according to claim 99 or claim 100, wherein the processor is adapted to store the

30 digitally signed indication in a table, each digitally signed indication being stored in a respective
portion of the table.

102) A system according to any of claims 99 to 101, wherein security server forms part of the system,
and wherein the security server comprises a security processor adapted to generate an authorisation or
rejection indication in response to a request to perform an action.

35 103) A system for monitoring a security system substantially as hereinbefore described.



