18 February 2004 CRACKER MONITORING SYSTEM Technical Field: The present invention relates
to a cracker moni- toring system for monitoring a local area network (LAN) for attacks made by
crackers via the Internet, and protecting the network against those attack$8 Batkgesiyn@9®¢4: In recent
years, many local area networks (LANsS) constructed in organizations such as companies are con-
nected to the Internet for exchanging various items of in- formation or communicating with other
networks. For such communications, the IP (Internet Protocol) is used as a protocol mainly
corresponding to a network layer in a so- called OSI hierarchical model, and communication data are
exchanged in the form of IP packets, It is customaryl_to use the TCP (Transmission Control Protocol)
I

or the UDP (User Datagram Protomg%ry&}gb quh’hFCa\F@g ding to a transport layer that is

higher in rank than the above network layer. The networks of the type described above are ad-
vantageous in that they can exchange a wide variety of dif- ferent items of information at a low cost
with servergaptdnoiber neivedrds on the Internet. However, since the Inter- net is highly accessible to
the public, the networks con- nected to the Internet are always subject to attacks from - 1 18 February
2004 The present invention relates to a cracker noni -

toring systemfor nonitoring a |local area network (LAN) for

attacks made by crackers via the Internet, and protecting

t he network agai nst those attacks.

Background Art:

In recent years, nmany |ocal area networks (LANs)

constructed in organi zati ons such as conpani es are con-

nected to the Internet for exchanging various itens of in-

formati on or communi cating with other networks. For such

comuni cations, the IP (Internet Protocol) is used as a

protocol nmainly corresponding to a network |layer in a so-

called OSI hierarchical nodel, and communication data are

exchanged in the formof I|IP packets. It is custonary to

use the TCP (Transm ssion Control Protocol) or the UDP

(User Datagram Protocol) as a protocol mainly correspondi ng

to a transport layer that is higher in rank than the above

network | ayer.

The networks of the type described above are ad-

vant ageous in that they can exchange a wi de variety of dif-

ferent itens of information at a | ow cost with servers and

ot her networks on the Internet. However, since the Inter-

net is highly accessible to the public, the networks con-

nected to the Internet are always subject to attacks from



so-called crackers. Therefore, the networks are required to be protected against such attacks. One
known system for protecting a network against attacks is a firewall (specifically, a computer having
the function of a firewall) at the gateway of the network. The firewall servé$ tbeprewasiyt 2004
communications of the types prescribed by the network administrator from oc- curring between the
network and external networks. The types of such communications can be specified by source IP
addresses, destination IP addresses, and destination port numbers that are contained in IP packets,
for example OFeafie@@lids agfsatile of intieitiag Giosts {dwmpeiey®nkisicamnave @guialreP addresses in
the network and certain rEort nﬁimbers of the hosts from being accessed from external networks, and

also inhibitiha tRE nBLASRCHE @&ﬁb REe byaFF; 385%33% other than certain IP addresses
outside of the network. ang,quﬁla% itthe Wpes of CBP’WP%?? jon data thatane to be inhibited from

entering the network are appropriately established with re- spect tothe firewall, then it is possible for
the firewall aigaiedsce the aargericf adtacks agalnist thepretivoricdtiowever, toonder éor the network

administrator to establish those types of communication data, the network administrator needs to
have a higH“Fé\oigﬂ@f Rﬂlﬁvlégﬁ@hhénuﬁﬂe@tdcnidfr@%édt @lideh@ngats? weyweik-lefed tech-
nologies, inclyding gommyynicgtianepology,ntwerk ek, BRIo9Y AN SIacker s gLagk schemes.
the types prescribed by the network admnistrator from oc-
curring between the network and external networks. The
types of such communi cations can be specified by source IP
addresses, destination | P addresses, and destination port
nunbers that are contained in | P packets, for exanple.
The firewall is capable of inhibiting hosts
(conputers) which have certain |IP addresses in the network
and certain port nunbers of the hosts from being accessed
fromexternal networks, and al so inhibiting the network
from bei ng accessed by I P addresses other than certain IP
addresses outside of the network. Consequently, if the
types of comrunication data that are to be inhibited from
entering the network are appropriately established with re-
spect to the firewall, then it is possible for the firewall
to reduce the danger of attacks agai nst the network.
However, in order for the network adm nistrator
to establish those types of conmunication data, the network
adm ni strator needs to have a high |level of know edge and
under st andi ng about a wi de range of network-related tech-

nol ogi es, including conmuni cation technol ogy, network tech-

nol ogy, and cracker’s attack schenes, and also to be well



18 February 2004 knowledgeable about individual network's structures and op- erating details. The
types of communications to be blocked by the firewall have to be determined in view of what
information is to be used and provided to external networks by hosts in th8 fetwosk Yos®protected,
what information is to be pro- tected in the network, and what attacks are expected to be launched on
the network. Highly skilled network engineers are required to determine those types of
communications to be blocked by the firewall. If the scale of a network to be protected is relatively
large or a nenovikerddrabroe teod hahtidis\d daktlvanietyof ikfasnsitiod Cthehdsisadifficut-for even
highly skilled network engineers to make appropriate settings for the types of communications to be
blocked by %@%it‘é@\?&lﬁ?@ﬁér{ fhe structure of a network is changed, or a network is actually attacked

by a cracker, or a newly pfﬂ@qq,ﬁgéclﬁqs Ielérpﬁhﬁq %gir@ﬁ\gog% itd% HresLResesSsary fpdeconstruct

settings for the firewall. To this €nd, the entire system including the firewall needs to be continuously
operated afd mamsigedh&vesequdrilydes@blisined preperi sattings fonat firaviall ard comtinuously
operating and managing a firewall require a large expenditure of labor of skilled engineers and a
large expenditur® oPBosts FHe 20AvVERRIHMAEVIAI 674 AERMrk I HADSIkRe®Yo BRSHSdE Al
communicaiens WAICH P PISHAC AT NP ATSIHRIS e PP hsemypgnications

tected in the network, and what attacks are expected to be

| aunched on the network. Highly skilled network engineers

are required to determ ne those types of comrunications to

be bl ocked by the firewall. |If the scale of a network to

be protected is relatively large or a network to be pro-

tected handl es a vast variety of information, then it is

difficult for even highly skilled network engi neers to make

appropriate settings for the types of conmunications to be

bl ocked by the firewall. Wen the structure of a network

is changed, or a network is actually attacked by a cracker,

or a newmy planned attack is |aunched on a network, it is

often necessary to reconstruct settings for the firewall.

To this end, the entire systemincluding the firewall needs

to be continuously operated and nanaged.

Consequent |y, establishing proper settings for a
firewal | and continuously operating and managi ng a firewall
require a large expenditure of |abor of skilled engineers
and a | arge expenditure of cost.

The conventional firewall of a network is de-

signed to preclude all conmunications which are possible to

attack the network. Therefore, the types of conmunications



3 18 February 2004 that are inhibited by firewall settings are uniformly ex- cluded regardless of
whether those communications are due to cracker's attacks. Stated otherwise, the freedom of
communications between the network and external networks is unduly lirdBefeXcEondidagBs a network
with a firewall suffers a limitation on information providing services that are available on the Internet.
As a result, the network is unable to enjoy many information resources on the Internet. It is therefore
an object of the present inven- tion to provide a cracker monitoring system of a simple ar- rangement
which is capélale dtragitornhtidallyetbtdstig & esvatkersatdckngsa aceverkigrer proyectixg the network

against the cracker attack without imposing undue limita- tions on the traffic of communications and
20 witho E AR AR FbBP 51 ok MEE SET e OB RTTIBH R R Folkireve the

above objegt, therg ig prowdeq (i agcordagee Wi HEIPFRUANVETHION:3 SIAGSRT BIoNitor- ing system

for monitoring a network which performs communi- cations based on IP (Internet Protocol), for a

cracker at- tankngampaisingnaitdakt desectingiemenss wistosad dit exgasenwhy oéthenksvark, for
successively aclﬂluiring_ IP packets passing through the gateway , storing the acquired IP pack- ets
accumulativguant omitbBlg thehs@psd M Bhitketd td detBEta WidcReRattadiedGdihst the network,

nd pr ing, means for effectin r rmin I nding on .
a dpocesgqu eresag Pl?ﬂ?%{ |goa}1poende|t% or ?r%tpl %%esgrdoe\ﬂedldn %er vi ces t hat

are available on the Internet. As a result, the network is
unable to enjoy many information resources on the Internet.
It is therefore an object of the present inven-
tion to provide a cracker nonitoring systemof a sinple ar-
rangenent which is capable of automatically detecting a
cracker attack on a network and protecting the network
agai nst the cracker attack w thout inposing undue |limta-
tions on the traffic of comunications and al so without re-

quiring the | abor of a skilled engineer.

Di scl osure of the invention:

To achi eve the above object, there is provided
in accordance with the present invention a cracker nonitor-
ing systemfor nonitoring a network which perforns conmuni -
cations based on IP (Internet Protocol), for a cracker at-
tack, conprising attack detecting neans di sposed at a gate-
way of the network, for successively acquiring | P packets
passi ng through the gateway , storing the acquired |IP pack-
ets accunul atively, and nonitoring the stored |IP packets to
detect a cracker attack against the network, and processing

neans for effecting a predeterm ned process dependi ng on



- 4 18 February 2004 the cracker attack when the attack detecting means detects the cracker attack.
The inventors of the present invention have studied various cracker attack schemes, and found that
each of many attack types has its own characteristic relation to a plurality&fAeEb paketd0ich are
transmitted succes- sively or intermittently when each of the attacks happens. Therefore, when IP
packets passing through the gateway of the network are successively acquired, stored and moni-
tored, it is possible to detect a cracker attack against the network on a real-time basis. When a
cracker attddkeis Cieteked, 8id peicevbiag rméansatakaskandgigopliag dotenssuist &stirming to a
network administrator or cuttln off communications from the cracker for thereby protecting the
network agn}?ﬁt ﬁ{ % ly, it takes a rela- tively long period of time before a cracker attack

produces a sufficient effe%%n f}ﬁ,@gﬂl\@rg Trerefoze ?@égﬂmagﬁvWPd}?tWQUﬁeby a cracker

attack can sufficiently be held to a minimum by taklng an action to protect the network when the

cracker attaakudidetecied oo withor aligtd detayt after heherasker attatkfis uleteatedt Sisae the cracker
monitoring system according to the present invention can detect a cracker attack on a real-time
basis, a pra¥écti®eabliRChal YeadkEediHehthe Wy aeRar eddk ik Hetscté@! Pdrefbre Othe network

min- istrator or ri nnel are not r ir refer
ad st aaEOpPu?%Li %pg\;sol Igep%c ?t e\%H % toar(:"eettroansm tted succes-

sively or intermttently when each of the attacks happens.
Therefore, when |IP packets passing through the gateway of
t he network are successively acquired, stored and noni -
tored, it is possible to detect a cracker attack agai nst
the network on a real-tine basis. Wen a cracker attack is
detected, the processing neans takes an appropriate action
such as alarmng to a network adm ni strator or cutting off
comuni cations fromthe cracker for thereby protecting the
networ k agai nst the attack. Generally, it takes a rel a-
tively long period of tinme before a cracker attack produces
a sufficient effect on the network. Therefore, any damage
to the network by a cracker attack can sufficiently be held
to a mninmmby taking an action to protect the network
when the cracker attack is detected or with a slight del ay
after the cracker attack is detected.

Since the cracker nonitoring systemaccording to
the present invention can detect a cracker attack on a
real -tine basis, a protective nmeasure nmay be taken when the
cracker attack is detected. Therefore, the network adm n-
istrator or security personnel are not required to refer to

a log file (conmunication records) as frequently as hereto-



a log file (communication records) as frequently as hereto - 5 18 February 2004 fore. Furthermore, an
expenditure of labor for predicting cracker attacks on the network may be reduced when the net- work
is constructed or rearranged. When no cracker attacks are detected, it is hothedcesssr2@@4imit
communications between the network and external networks in anticipation of possible cracker
attacks, and hence the freedom of com- munications between the network and external networks can
be increased. Consequently, the cracker monitoring system ac- cording to the present invention is of a
relatively sifril€ . arrdngdnhetrancecaiblespamaniaticallpteteding of @racksrestiaaki drgthe network

and protecting the network against the cracker attack without imposing undue limita- tions on the
ratc of col A ERUH Ak asB st e i TR B b A SR hdctETRE bk
detecting meang may egmefise AeRN O 'ESPVNGRILIP PRgkaTs RasEing dRoHal;the gateway of
the network. This allows cracker attacks of many types to be detected quickly. The attack detecting

means mayae@mnpaseoiesns far reseiMiog ordy 83 packetsoBecanse iheratiackcetéeiing means does
not transmit its own information such as its own IP address and MAC (Media Access Control)
address to bRt MeQdrk NBe et taRk ketddingrheanss MRtraBsdfizéd fRMs Slifahed®n

of possible cracker attacks, and hence the freedom of com
muni cati ons between the network and external networks can
be i ncreased.

Consequently, the cracker nonitoring system ac-
cording to the present invention is of a relatively sinple
arrangenent and capabl e of automatically detecting a
cracker attack on the network and protecting the network
agai nst the cracker attack w thout inposing undue |limta-
tions on the traffic of comunications and al so without re-
quiring the | abor of a skilled engineer.

The attack detecting neans may conprise means
for receiving all | P packets passing through the gateway of
the network. This allows cracker attacks of many types to
be detected quickly.

The attack detecting neans may conprise means
for receiving only I P packets.

Because the attack detecting neans does not
transmt its own information such as its owmn |P address and
MAC (Medi a Access Control) address to the network, the at-
tack detecting neans is not recognized for its existence

and not attacked by crackers. Thus, the attack detecting



and not attacked by crackers. Thus, the attack detecting 6 18 February 2004 means is secure and the
cracker monitoring system is reli able. The attack detecting means may comprise means for holding
an algorithm for detecting a plurality of dif- ferent types of cracker attacks,1&nbeddetesting@aé types of
cracker attacks from the IP packets acquired and stored based on the algorithm. The algorithm can
detect a plurality of types of cracker attacks for increased security of the network. The algorithm may
be updated for protection against attacks of new types. The attack detecting means may comprise
means for BR@BHyihg aSslatiliey 6N pickets acHsiredand toictigacysdiagits sit fegdst source IP
addresses a t/or destination IP addresses and holding the classified IP packets, and detecting the
types of cr Fattacks from the classified IP packets. In order to detect attacks of plural types,

source IP addresses and gestination IR a@g{%ﬁqs_ %ﬂ@e j nc@dﬁrn%aéjeﬁ@a(ﬁép packets often

provide an impor- tant key. When IP packets acquired within a préedetermined time are classified
according tbsourasl iR addresses godior haestioatide 1 i@ adidrepsas @indred t graokerdatfacks can eas-
ily be detected from the IP packets. Specifically, the attack detecting means detect

ferent types of cracker attacks, and detecting the types of

cracker attacks fromthe I P packets acquired and stored

based on the al gorithm

The al gorithmcan detect a plurality of types of
cracker attacks for increased security of the network. The
al gorithm may be updated for protection against attacks of
new types.

The attack detecting neans may conprise means
for classifying a plurality of |IP packets acquired and
stored according to at |east source |P addresses and/ or
destination | P addresses and holding the classified IP
packets, and detecting the types of cracker attacks from
the classified | P packets.

In order to detect attacks of plural types,
source | P addresses and destination |IP addresses (which are
given to I P headers) of |P packets often provide an inpor-
tant key. \When |IP packets acquired within a predeterm ned
time are classified according to source | P addresses and/ or
destination | P addresses and held, cracker attacks can eas-
ily be detected fromthe |IP packets.

Specifically, the attack detecting nmeans detect

attacks of various types as foll ows:



attacks of various types as follows: 18 February 2004 An attack of a first type made by crackers is
generally called a "port scan”. The attack of this type does not directly cause damage to the network,
but is fre- quently used as a preliminary attack. For making the at- tack of 1Rig-apyeathe ¢p8éker
repeatedly transmits IP packets from its own managed host to the network under at- tack while
changing destination IP addresses and destina- tion port numbers in the IP packets, and observes
responses to the transmitted IP packets for thereby searching for an IP address and a port number
that are used by the netwdR frtcaekmanhicatidn nith exysraanmetevorlys aitBekEBSing $im- ited by a

firewall or the like. ‘Lhe poretrlgum er represents a service type, e.g., teln% ftﬁ' smitp, tftp, or the like,
of applicati&?QSﬁ\ﬁ }é'oﬁ P8r 8D ,%\rntd serdes as dgt}f gii\}é P AL3ddd% UDP header

in the IP pagkgls I e BPHt sean gttﬁ“élﬁrstge FRMNGLPPGCKRE AR Wkl trRismilled uging dedicated

tool software, and a number of IP packets whose destination IP addresses and port numbers are
different frogiueach pthesemhdaghesepselricai aagdiesses Rre theosamelasrepchieher are transmitted
to the network under attack within a relatively short time. According to the present invention, the
attack detdclifly BéatdidytooRthride et tdredete@RRPA e ckel raRRK dfS firBt type when at
least a predeteim ped number, of IP packets whécgbg)rsettr%rbsr?lﬁgd to the nEtv\l/Jonrg from f':lp external

network anfl %Iesatflégpéotu?ceo all§RadE networ er a

tack while changing destination |IP addresses and desti na-
tion port nunbers in the I P packets, and observes responses
to the transmtted | P packets for thereby searching for an
| P address and a port nunber that are used by the network
for communication with external networks without being Iim
ited by a firewall or the like. The port nunber represents
a service type, e.g., telnet, ftp, sntp, tftp, or the |like,
of application software on TCP or UDP, and serves as data
given to a TCP header or a UDP header in the |IP packet.

In the port scan attack, the above |IP packets
are usually transmtted using dedicated tool software, and
a nunmber of | P packets whose destination |P addresses and
port nunbers are different fromeach other and whose source
| P addresses are the sanme as each other are transmitted to
the network under attack within a relatively short tine.

According to the present invention, the attack
detecting neans nay conprise nmeans for detecting a cracker
attack of a first type when at | east a predeterm ned nunber
of I P packets which are transmtted to the network from an
external network and whose at |east source |P addresses are

the sane as each other and whose destination | P addresses



the same as each other and whose destination IP addresses 8 18 February 2004 or destination port
numbers are different from each other are acquired and stored within a predetermined time. In this
manner, the cracker monitoring system is capable of reliably detecting anlattizeik oftive 318 type
called a "port scan". An attack of a second type made by crackers is generally called "Syn-flood". The
attack of this type makes a host in the network go down using the characteris- tics of the TCP.
Specifically, for performing communications be- tween two host according to the TCP, a logical
connection 0is apesiednastivesn Bigs hostignBer spatiiag duth erlegicafl lcorneeawdn, et Bt IP packet is
transmitted from one qf the hosts to the other. The Syn IP Eacket is an IP packet whose source IP

address is ﬁ{eeIPa&d]dJr%?gf % rd ﬂ{)&da}% 1i/VlFH(ﬁeade%':[i %r?flf’r'aﬂﬁ%sts'igﬂﬂe IP address of the
other host, with only a Syn Hitpﬁﬁgnr%qréglf bits,in @Pa&grh‘?ﬁﬂﬁrti%ﬂ?%ti Q?glfeémgirgg setto "1".
e

In opening the connection, the other host which has received the Syn IP packettransmits a Syn/Ack

IP packet todbaioine hufst.rBne aphiAckdPerackatisaan i treckebivhose sbuicst|Ptadsisess is the IP
address of the other host and whose destination IP address is the IP ad- dress of the one host, with
both Syn af@AcR®ita in B TG RBader in the IP packet being set to "1".

An attack of a second type made by crackers is
generally called “Syn-flood”. The attack of this type
makes a host in the network go down using the characteri s-
tics of the TCP

Specifically, for perform ng conmuni cations be-
tween two host according to the TCP, a |ogical connection
i s opened between the hosts. For opening such a | ogical
connection, a Syn IP packet is transnmtted fromone of the
hosts to the other. The Syn I P packet is an |IP packet
whose source | P address is the | P address of the one host
and whose destination |IP address is the |IP address of the
other host, with only a Syn bit of Syn and Ack bits in the
TCP header in the | P packet being set to “1”

I n opening the connection, the other host which
has received the Syn | P packet transmts a Syn/Ack IP
packet to the one host. The Syn/Ack |IP packet is an IP
packet whose source | P address is the |IP address of the
ot her host and whose destination IP address is the |IP ad-
dress of the one host, with both Syn and Ack bits in the
TCP header in the | P packet being set to “1”

I n openi ng the connection, the one host which

has received the Syn/Ack | P packet transmts an Ack IP



In opening the connection, the one host which has received the Syn/Ack IP packet transmits an Ack
IP 9 18 February 2004 packet to the other host. When the other host receives the Ack IP packet, the
logical connection is opened between the two hosts. The Ack IP packet id&rF#erpacke@dMbse source
IP address and destination IP address are the same as the Syn IP packet, with only an Ack bit of Syn
and Ack bits in the TCP header in the IP packet being set to "1". The Syn-flood is an attack using the
above char- acteristics of the TCP. In this attack, the cracker trans- mits a number of Syn IP packets to
a particularrasssk @t tHeo netvgoratureler Baatk withirea rélhgvely BRorthiosd. Whaeeri & SynIAtk IP packet
is transmitted from_the p%r%icular Bgsé in response to the Syn IEl_’gackets, the cracker dOﬁas not transmit
[ S

an Ack IP p%&ﬁeﬂ. WVRAS KRS atth Mabé&: heCBQHi%ﬁHr aﬂ%ﬂ?g é&%/)&@ﬁrlbtp Eket in
response tp,fe firt tansmyited gyp IPpagkef gndithetgaltep wallsdor agycke!Pspagkel for a

predetermined time (gener- ally 2 minutes) unless an Ack IP packet Is transmitted within the
predetermingd tioher Eshdintk deew Hxn il npadkeditdiransmitied, theepartiowlanbostreiores in a com-
munication processing buffer area information as to the new Syn IP packet in order to successively
complete cSledtiBnPap&sihg prbédsserlfyr tie sk FyntiPYPackkts. BisceHe Buffer dfda has a
limited sizet Wgerll&g,e rt])ggfgg?relanb%-hceonﬂ? Bngtf(heet p%réichISr ngt (%%n pci,lqnger perform com-
The Syn-flood is an attack using the above char-

acteristics of the TCP. In this attack, the cracker trans-

mts a nunber of Syn |IP packets to a particular host in the

network under attack within a relatively short tine. Wen

a Syn/Ack | P packet is transmtted fromthe particul ar host

in response to the Syn | P packets, the cracker does not

transmt an Ack I P packet. Wen this attack is made, the

particul ar host transmts a Syn/Ack | P packet in response

to the first transmtted Syn | P packet, and thereafter

waits for an Ack I P packet for a predeternmned tinme (gener-

ally 2 mnutes) unless an Ack | P packet is transmtted

within the predetermned time. Each tine a new Syn IP

packet is transmtted, the particular host stores in a com

nmuni cati on processing buffer area information as to the new

Syn | P packet in order to successively conpl ete connection

openi ng processes for the new Syn I P packets. Since the

buffer area has a limted size, when the buffer area be-

conmes full, the particular host can no | onger performcom

muni cations according the TCP and services on the TCP. As

a result, the particular host under attack goes down.



munications according the TCP and services on the TCP. As a result, the particular host under attack
goes down. 18 February 2004 In the attack of this type (Syn-flood), as de- scribed above, a relatively
large number of Syn IP packets are transmitted to a particular host underl8ttheks e’y a2@ht having a
particular IP address, in the network within a relatively short time. In response to the transmitted Syn
IP packets, the particular host transmits many Syn/Ack IP packets out of the network within a
relatively short time. However, an Ack packet to be finally transmitted to the particular host in
response to the Syn IP pakRetshg et @Ak P [pagkégne noBiranémard) Acasrdiey to the present

invention, the attack detecting means may comprise means for detecting a cracker attack of a second
type when SE1ELBE oAk AN B of Sy 198 dbEROEa d oH T OF WA KEESransmitted
to the netwgrk friom, ga exierpgl Refwerk apd whasgratierst destaatiof (Faagdresses are,the same as
each other are ac- quired within a predetermined time and when an Ack IP packet based on the TCP
which has thestantasdwged Ppt-tdress and dPstithtiossl®, address as wechmf khevSyhilR packets is
not acquired within the predetermined time. Alternatively, the attack detecting means may comprise

means for Getbliff h\cPAckes R@BEK bf BBecohd? tyBE RHEFLattlBasthe pidcRiteihé&@Aumber of

Syn/Ack IP _packets based on TCP which are transmitted to the network from an.external network and
whose at Ie%%pd tir%?i%%%s’ the par?l CUT AT hGSt Ot Tansm s many %yn)eﬁ\c?(

| P packets out of the network within a relatively short
time. However, an Ack packet to be finally transmtted to
the particular host in response to the Syn I P packets or
the Syn/ Ack I P packets is not transmtted.

According to the present invention, the attack
detecting neans nay conprise nmeans for detecting a cracker
attack of a second type when at | east a predeterm ned num
ber of Syn I P packets based on TCP which are transmitted to
the network froman external network and whose at | east
destination | P addresses are the same as each other are ac-
quired within a predeterm ned tinme and when an Ack IP
packet based on the TCP which has the sane source |IP ad-
dress and destination |IP address as each of the Syn IP
packets is not acquired within the predeterm ned tine.

Al ternatively, the attack detecting nmeans nmay
conprise nmeans for detecting a cracker attack of a second
type when at | east a predeterm ned nunber of Syn/Ack IP
packets based on TCP which are transmtted to the network
froman external network and whose at | east destination IP
addresses are the sanme as each other are acquired within a

predeterm ned tinme and when an Ack | P packet based on the



addresses are the same as each other are acquired within a predetermined time and when an Ack IP
packet based on the - 11 18 February 2004 TCP which has the same source IP address and
destination IP address as the source IP address and destination IP addrelds FebesdahyoRffd Syn/Ack IP
packets is not acquired within the predetermined time. Consequently, the attack of the second type
known as Syn-flood can reliably be detected. An attack of a third type made by crackers is generally
called "Teardrop". The attack of this type makes a host in the network go down using the
characterisiiéPofMal frocees ot diidiaman sPpacket (Boadilea S fiad st i) natHilerar P packet is

transferred via routers in the Internet, the [P packet may possibly he divided due to the data
orotessing AHAERS oSt oA A Cortcs (LS BRI OeBESHRUNP H kBRI FaBrerred via

each route&a%wn_egfsuph@n HOrQGEUf s t eolécklét{agrqtgar];pétrnigt@GiIPeQPq%‘e{._ﬁIm@refore, a host

having the destina- tion IP address of the IP packet may receive a plurality of divisions of the same IP
packet. In qomempnicdtiors hased! an tine. |IP, when a host for finally receiving an IP packet, i.e., a host
having the destination IP address, has re- ceived divisions of an IP packet, the host stores the re-

ceived divisions of the IP &6&e dHENt ateivdialpiheatdmaiirid @vsRiNt th¥ MR packet. When the

host has known as Syn-flood can reliably be detected.

An attack of a third type nade by crackers is
generally called “Teardrop”. The attack of this type nakes
a host in the network go down using the characteristics of
a process of dividing an | P packet (so-called “IP frag-
ments”).

VWhile an | P packet is transferred via routers in
the Internet, the | P packet nmay possibly be divided due to
t he data processing capacity of each router. An error may
possi bly occur when an | P packet is transferred via each
router, and when such an error occurs, the router retrans-
mts the I P packet. Therefore, a host having the destina-
tion I P address of the I P packet may receive a plurality of
di visions of the sane |IP packet. In comrunications based
on the IP, when a host for finally receiving an | P packet,
i.e., a host having the destination |IP address, has re-
ceived divisions of an | P packet, the host stores the re-
ceived divisions of the | P packet until it receives all the
remai ni ng divisions of the I P packet. Wen the host has
received all the divisions of the |P packet, the host proc-
esses the divisions of the I P packet to restore the data of

the original |P packet.



received all the divisions of the IP packet, the host proc- esses the divisions of the IP packet to restore
the data of the original IP packet. - 12 18 February 2004 The Teardrop is an attack using the
characteris- tics of the process of divided IP packets. In this attack, the cretKeabiraacm@8& number of
the same divisions of an IP packet to a particular host in the network under attack, and then transmits
the remaining divisions of the IP packet to the particular host. Under this attack, when the par- ticular
host has finally received the remaining divisions of the IP packet, the particular host performs a
process of restoring the ofigihal R patket fremane aérhaidkngldivhGidrireoicthanryaekesand the

previously transmitted divi- sions of the |P packet. Since such a restoring process takes a long period
01 time 10 pblANClne! (HTAHAERSS, BbeDUBhARA roalPARRRS Sttack B 1L A (rabkarop), a

number of fhg, samg PUFIoNs 4 4 IPPacket atfsiranmiticd o Anceral RO i the nglwork within a

relatively short time. According to the present invention, the attack detecting means may comprise

means for dgReptingkatcrackes qtacki ofd thirdiype Whentaideagitapickieterdrunechnuanbes of the
same divisions of an IP packet which are transmitted to the network from an external network are
acquired witifl & pesddteanimetitind. s AIREEGIEh@, e heask of thelRird Bpracket

to the particular host. Under this attack, when the par-
ticular host has finally received the remai ning divisions
of the I P packet, the particular host perforns a process of
restoring the original |IP packet fromthe renaining divi-
sions of the | P packet and the previously transmtted divi-
sions of the | P packet. Since such a restoring process
takes a long period of time to perform the particul ar host
goes down in reality.

In the attack of this type (Teardrop), a nunber
of the same divisions of an | P packet are transnmtted to a
certain host in the network within a relatively short tine.

According to the present invention, the attack
detecting neans nay conprise nmeans for detecting a cracker
attack of a third type when at | east a predeterm ned nunber
of the same divisions of an | P packet which are transmtted
to the network froman external network are acquired within
a predeterm ned tinmne.

As a consequence, the attack of the third type
known as Teardrop can reliably be detected.

An attack of a fourth type made by crackers is
generally called “Land”. The attack of this type is an at-

tack to transmt an | P packet whose source | P address and



known as Teardrop can reliably be detected. An attack of a fourth type made by crackers is generally
called "Land". The attack of this type is an at- tack to transmit an IP packet whose source IP address
and - 13 18 February 2004 destination IP address are the same as each &8hé&ebirearan 2@4packet
which does not normally occur, to a particular host in the network under attack. The particular host to
which such an IP packet is transmitted often needs a time- consuming process to process the IP
packet, and frequently goes down. In the attack of this type, an IP packet whose source IP address
and destinadi@stiPreddress bR tekdsene & eadthethraietrassranell otthe particudar, hadi in the

network. Generally, a plurality of such IP packets are transmitted to the particular host in a relatively
hort time. ACAFTG 2o W BRsdAEvRREOR OB Rtk O6&tEting ferR#hay EdpFise means for

detecting aygragker atiaek of A [Ryrih YR|YNER atiepst a pirdetermingd nym- et of i packets

which are transmitted to the network from an external network and whose source IP addresses are
the same aghilesiination |Baddresseskberdof are anguired ¢dthit agredetedwined time- Thus, the
attack of the fourth type called Land can reliably be detected. The above attacks known as Syn-flood,
Teardrop, consum ng process to process the | P packet, and frequently
goes down.
In the attack of this type, an |IP packet whose
source | P address and destination |IP address are the sane
as each other is transmtted to the particular host in the
network. GCenerally, a plurality of such |IP packets are
transmitted to the particular host in a relatively short
tinme.
According to the present invention, the attack
detecting neans nay conprise nmeans for detecting a cracker
attack of a fourth type when at |east a predeterm ned num
ber of I P packets which are transmtted to the network from
an external network and whose source | P addresses are the
same as destination |IP addresses thereof are acquired
within a predeternined tine.
Thus, the attack of the fourth type called Land
can reliably be detected.
The above attacks known as Syn-fl ood, Teardrop,
and Land generally belong to attacks called DoS (Denial of
Service). The DoS also includes an attack type called
Smurf and an attack type called Floodie. Though the at-

tacks called Syn-flood, Teardrop, and Land have been de-

scri bed as exanples, the cracker nonitoring system accord-



and Land generally belong to attacks called DoS (Denial of Service). The DoS also includes an attack
type called Smurf and an attack type called Floodie. Though the at- tacks called Syn-flood, Teardrop,
and Land have been de- scribed as examples, the cracker monitoring systénfaeceady- 20048 February
2004 ing to the present invention may be arranged to detect at- tacks called Smurf and Floodie. An
attack of a fifth type made by crackers is an attack attempting to acquire the password of a user of a
particular host in the network. In this attack, the cracker logs in the particular host according to telnet
or the like,iusthd & usBenamessinhe ipavitiillardiosty thee natwaRd edicl atteek eaid attempts to
operate the host u a number of rds elected from a certain diction- ary file or the like. If
the cracker c%?jﬁpecrﬁr‘lg I‘Fl% I%E‘l”\ﬁ/ltlgﬂa) e'then the cracker is able to recognize the

password. In general, pasayors %Qrkbgien(tier]epfugtﬂ tpg Qo%ragnwﬁre;edra%pgr pfsatgﬁ{npts

Accordingly, the cracker can acquire a password if the ry of passwords Is attempted in a long
period of tiraet kctkeattacksf ithig tye, @cownber ohle packs wis Havihgdhesemeofses name data and
also having pass- words which are different from each other are transmitted to a particular host in the
network unBéf¥ aft&¢K. Accbrifg tdtHehsreBEAVRUERtior, thérdfsreatith@altack BBtecting means may

mprise means for in . .
comprise eaagkgrd?tggg ?h the particul ar host according to telnet or

the like, using a user nane of the particular host in the
network under attack, and attenpts to operate the host us-
ing a nunber of passwords selected froma certain diction-
ary file or the like. |If the cracker can operate the host
with a password, then the cracker is able to recogni ze the
password. In general, passwords can be entered into the
host in an infinite nunber of attenpts. Accordingly, the
cracker can acquire a password if the entry of passwords is
attenpted in a long period of tine.

In the attack of this type, a nunber of |P pack-
ets having the same user nane data and al so havi ng pass-
words which are different fromeach other are transmtted
to a particular host in the network under attack.

According to the present invention, therefore,
the attack detecting neans may conprise nmeans for detecting
a cracker attack of a fifth type when at |east a predeter-
m ned nunber of | P packets which are transmtted to the
network froman external network in order to operate a host
in the network and whose user nane data of the host are the

same as each ot her and whose passwords of the host are dif-



a cracker attack of a fifth type when at least a predeter- mined number of IP packets which are
transmitted to the network from an external network in order to operate a host in the network and
whose user name data of the host are the same as each other and whosé%astwardy @PfHe host are
dif 18 February 2004 ferent from each other are acquired within a predetermined time. Consequently,
the attack attempting to acquire a password can reliably be detected. An attack of a sixth type made
by crackers is an attack to cause a particular host in the network to perform a process (so-called
route comnig@ichnhatf caonvRIatle Oldeutar By dgNet pedsond sudh &s Heedaherkhtgthistrator
with a dedicated password entered. This attack uses a bug referred to as a security hole of an OS
(Operating %'ygFem) installed in the host under attack. Specifically, a host with UNIX (trademark of

AT&T) installed as the OSCQﬁ'FS@iG@WEtVﬁOI‘? ﬁgeggg ie kasaf‘Pé'ﬁﬁf PH flpy. J@&Lﬁchriy hole is

such that when relatively large data (repfesenting 128 or more characters) is transmitted at once for
“lpr* indicatpgssfimpdnteariogiehl Baheg, the hidtesavedflows, and the overflowing data is a route

command, the route command is executed even if a password of the network administrator is not

entered. The attack of theAixtBityRE ktt@dksta Sty t GIe reRfR Y &5 @6kFESoV&TION. In this

attack, an I} packetnaving 2 428 pa4enes ae ABg PR ™ hor k to perform
a process (so-called route command) that can only be exe-
cuted by limted persons such as the network adm nistrator
with a dedicated password entered. This attack uses a bug
referred to as a security hole of an OS (Operating System
installed in the host under attack.

Specifically, a host with UNI X (trademark of
AT&T) installed as the OS has a security hole referred to
as a buffer overflow The security hole is such that when
relatively large data (representing 128 or nore characters)
is transmtted at once for “lpr” indicative of a printer
| ogi cal name, the buffer overflows, and the overfl ow ng
data is a route conmand, the route command i s executed even
if a password of the network administrator is not entered.
The attack of the sixth type attacks a security

hole referred to as a buffer overflow In this attack, an
| P packet having a data sequence including a predeterm ned
pattern of data, such as a data sequence having at |east a
predeterm ned size for “lpr”, is transmtted to the par-
ticular host in the network.

Therefore, according to the present invention,

the attack detecting neans may conprise nmeans for detecting



pattern of data, such as a data sequence having at least a predetermined size for "lpr", is transmitted
to the par- ticular host in the network. Therefore, according to the present invention, the attack
detecting means may comprise means for detecting - 16 18 February 2004 debagRey atfitk of a sixth
type when an IP packet having a data sequence having a predetermined pattern of data for attacking
a security hole called a buffer overflow is ac- quired. The attack of the sixth type can thus be de tected.
The processing means may comprise means for gen- erating a report output representing the
detection ofither artoker atthéic i thk @medéteriiriedosrosbss Tk dpopaoksiut i gendrated allows

the network administrator or an outside engqine r to take a measure for %Cllﬂ]e%ﬂ?: de- tected
attack. Thedrﬂbéescs?r%@r\ga?}s é{)'/ egm?)ri e 'B?éj \F@ﬁiﬁﬁqh p h Q{ng a source IP

address ang{qr & degiinafiallEy palqress asgocigfedayith the pitack defertedyhyjthe gitack detecting

means, from entering the network in ‘the predetermined process. Therefore, communications from the
cracker to the netork or communications to the host under attack are automatically cut off,
protecting the network on a real- time basis in response to the detection of the attack.

The attack of the sixth type can thus be de-
tect ed.

The processing neans nay conprise nmeans for gen-
erating a report output representing the detection of the
cracker attack in the predeterm ned process. The report
out put thus generated all ows the network adm ni strator or
an outside engineer to take a neasure for excluding the de-
tected attack.

The processing neans nay conprise neans for pre-
venting an | P packet having a source |IP address and/or a
destination | P address associated with the attack detected
by the attack detecting nmeans, fromentering the network in
t he predetermnm ned process.

Theref ore, conmunications fromthe cracker to
t he network or commrunications to the host under attack are
automatically cut off, protecting the network on a real -
time basis in response to the detection of the attack.

More specifically, the processing nmeans nay cont
prise means for preventing an | P packet having the sane
source | P address as the source | P addresses associ ated

with the attack of the first type detected by the attack

detecting neans, fromentering the network for a predeter-



More specifically, the processing means may com- prise means for preventing an IP packet having the
same source IP address as the source IP addresses associated with the attack of the first type
detected by the attack detecting means, from entering the network for a pr@dester ued YFeifdary 2004
mined time after the attack detecting means detects the at- tack of the first type, in the predetermined
process. Since the source IP address is the IP address of the host which the cracker is using in the
port scan at- tack, the IP packet transmitted to the network with the above IP address as its source IP
address is plooRed frone tiaé hetwdrkeoethegsrisderteiiddgmerdes titkebratiist betedted.

Therefore, the (gacker i ur;f,ble to communjcate with the network froér}g the host having the above
source IP 4@§&sQtoritAE dréd&krhies: tihd a?tQPtH%r EMeeétBE PofP Eannot obtain

information relative to the gphé/éorkh@sgqu’sethprq;%qa@Sgttqg itsl;.;gnppu%%y erggd%,fit is

detected from time to time. Therefore, while the port scan attack Is continuing, the cracker is unable
to communidage witbtthevmietworkiie realiy kliéthe sttack efghesechad pype refersed & as Syn-flood is
detected on the basis of the Syn IP packet as described above, then the processing means may

comprise rh@&fts forpReVdntPRCAEIP paakd MalirRAtheGanhe dBsivR tionWPt dudrBss as each the

Syn IP packet from entering the network for a predetermined time after the atiack detecting means
detecto thoSHELR of the QHLRry S, m hespbhes TP adar 8ss8 BFGHREd 175

the network for the predetermned tinme after the attack is
detected. Therefore, the cracker is unable to comunicate
with the network fromthe host having the above source |IP
address for the predetermned tine after the attack is de-
tected, and cannot obtain information relative to the net-
work. Insofar as the port scan attack is continuously
made, it is detected fromtine to tinme. Therefore, while
the port scan attack is continuing, the cracker is unable
to communicate with the network in reality.

If the attack of the second type referred to as
Syn-flood is detected on the basis of the Syn | P packet as
descri bed above, then the processing nmeans may conprise
nmeans for preventing an | P packet having the sane destina-
tion I P address as each the Syn I P packet fromentering the
network for a predetermned tinme after the attack detecting
neans detects the attack of the second type, in the prede-
term ned process.

Specifically, since the destination |P address
of each the Syn I P packet is the |IP address of the host at-
tacked by Syn-flood, the I P packet having the |IP address of

the host as the destination |P address is bl ocked fromthe



termined process. Specifically, since the destination IP address of each the Syn IP packet is the IP
address of the host at- tacked by Syn-flood, the IP packet having the IP address of the host as the
destination IP address is blocked from the - 18 18 February 2004 network §oFtheysfedée?mined time
after the attack detect- ing means detects the attack. If the Syn-flood attack is detected on the basis of
the Syn/Ack IP packet as described above, then the proc- essing means may comprise means for
preventing an IP packet having the same destination IP address as the source IP ad- dress of each
the Syn/Ack & watketf fasm tdmeeirigethet eatnivoeid fdrianereabteemindrbtimiet #et tletheaatk detecting
means detects the attack of the second type, in the prede- termined process. Specifically, each the
Syn/Ack IP'd&%kQPi@r}f p%%k@tc\hﬁh E\Eﬁb %ar%%t in the network responds to the cracker with respect

to a Syn IP packet transmit}edttﬂéhgglﬁetwoe%gog{ ] ggﬁt pgdgetp@@pggobﬂf mﬁé:rgggqrét- tempting

to make the Syn-flood attack. Therefore, the source IP address of each the Syn/Ack IP packet is the

IP addressoff thiadosy indeiktheBSyrateed adaciddderefoeel tisoNepacket iranbmitteco-the network
with the IP ad- dress of the host in the network being used as the destina- tion IP address is blocked
from the neBREIKIASTRARFLERMDBOEPHE &RISBRASSP fpRcker BBt i ng an | P packet

havi ng the sanme destination |IP address as the source |IP ad-
dress of each the Syn/ Ack | P packet fromentering the net-
work for a predetermned tinme after the attack detecting
nmeans detects the attack of the second type, in the prede-
term ned process.

Specifically, each the Syn/Ack I P packet is a
packet with which the host in the network responds to the
cracker with respect to a Syn | P packet transmtted to the
network froma host under the control of the cracker at-
tenpting to nake the Syn-flood attack. Therefore, the
source | P address of each the Syn/Ack I P packet is the IP
address of the host under the Syn-flood attack. Therefore,
the I P packet transmitted to the network with the I P ad-
dress of the host in the network being used as the destina-
tion | P address is bl ocked fromthe network.

As descri bed above, because the |IP packet of the
Syn-flood attack is prevented fromentering the network, no
| P packets such as Syn I P packets are transnmtted to the
host in the network under attack for the predeterm ned
time. |If the host under attack fails to normally conplete
t he opening of a connection within a certain tinme (nornally

2 mnutes) with respect to the previously transnmtted Syn



Syn-flood attack is prevented from entering the network, no IP packets such as Syn IP packets are
transmitted to the host in the network under attack for the predetermined time. If the host under
attack fails to normally complete the opening of a connection within a cerf@infghreignsrizly 2
minutes) with respect to the previously transmitted Syn - 19 18 February 2004 IP packet, then the
host automatically stops opening the connection. Accordingly, the host can recover its normal state
within the predetermined time because no IP packets are transmitted for the predetermined time.
Therefore, A€taraipkeb, thé pedsdriénviesibnauhe peddessingymehad smaypeshphsd heans for
preventing an IP packet having the same source IP address as each the Syn IP packet from entering
AGE Gl BAL

the networl?fb?%eﬁrbhgférmi : Ythel Fac_ﬂ%tte&% r'hsﬁﬂ_g Bkt crt§tH%°5ﬁ%k of_ the
second typg, inthe e GetRrINE d i aeRsS AEHAIVENMNG BIRESEINgJNE RS I AUNPrise. means

for preventing an IP packet having the same source IP address as the destination IP address of each
the Syn/Aclarle packes front entefiog théeepryaddora predeietmimed time after the attack detecting
means detects the attack of the second type, in the predetermined process. Specifically, in the
Syn-flood attack, when thd @&t tRansAsi&Cswh-N8od P pRekSkegRératkeraihy Olsify source IP

addresses %chan%e source IP addresses. Generally, however, the source IP ?ddress of each the
Syn € processing nmeans may conpri<se neans for preventing an

| P packet having the sanme source | P address as each the Syn
| P packet fromentering the network for a predetern ned
time after the attack detecting neans detects the attack of
the second type, in the predetern ned process.

Al ternatively, the processing neans nmay conprise
nmeans for preventing an |IP packet having the same source IP
address as the destination |IP address of each the Syn/Ack
| P packet fromentering the network for a predetermnm ned
time after the attack detecting neans detects the attack of
the second type, in the predetern ned process.

Specifically, in the Syn-flood attack, when the
cracker transmts Syn-flood | P packets, the cracker may
falsify source | P addresses or change source | P addresses.
CGenerally, however, the source |IP address of each the Syn
| P packet or the destination |IP address of a correspondi ng
Syn/ Ack | P packet is highly likely to be the | P address of
t he host under the control of the cracker. Therefore, the
| P packet with the above I P address used as the destination
| P address is blocked fromthe network for the predeter-

mned tine after the attack is detected. The network can



IP packet or the destination IP address of a corresponding Syn/Ack IP packet is highly likely to be the
IP address of the host under the control of the cracker. Therefore, the IP packet with the above IP
address used as the destination IP address is blocked from the network &8 thebpredeterOGhined time
after the attack is detected. The network can 18 February 2004 thus be protected more effectively
against the cracker at tack. Furthermore, the predetermined time for which an IP packet having the
same source IP address as each the Syn IP packet or the same source IP address as the destination
IP address oheach end89hpekar pavket Bffrecented fioragantasing e netastk s lodlger than the
predetermine?:j?&ime for which an IP packet having the same destination IP ad- dress as each the Syn
IP packet of same destination IP address as the source IP address of each the Syn/Ack IP packet

is prevented from enteringhe; r}géyvm eSpe[cmg etagtt@?qﬁq{&plgh ﬁgwnlm %th the host

under the Syn-flood attack are cut off, i.e., the latt er predetermined time, is suff|C|ent if it 1s about a

time in whlcmmmahaetwrtllsmwm stage frlog Ithe attacksHowsveratte time feywhich
communications from the host highly possibly under the control of the cracker to the network, i.e., the

former predeteP@fkat tirfe, $HEuIG prEefBl 68 réBti@él?ﬂ@rfﬁ@f(ﬂ&hé Rearfte poiritaf inefwork
protection. AGCOrNEY NS ORI eR IS IR TS ARG 'O geLNaD e &g Ry grleter-
entering the network is |longer than the predeterm ned tine
for which an | P packet having the sane destination |IP ad-
dress as each the Syn I P packet or the same destination |P
address as the source | P address of each the Syn/Ack IP
packet is prevented fromentering the network.

Specifically, the tinme for which comuni cations
with the host under the Syn-flood attack are cut off, i.e.,
the latter predetermined tinme, is sufficient if it is about
a time in which the host can recover its normal state from
the attack. However, the time for which conmuni cations
fromthe host highly possibly under the control of the
cracker to the network, i.e., the former predetermnm ned
time, should preferably be relatively long for the stand-
poi nt of network protection. Accordingly, the former pre-
determned tinme is made | onger than the latter predeter-

m ned tine.

Wth the above tine settings, it is possible to
sufficiently protect the network against the Syn-flood at-
tack while providing as much freedom as possi bl e of conmu-
ni cati ons between hosts in the network and external net-

wor ks.



mined time. With the above time settings, it is possible to sufficiently protect the network against the
Syn-flood at- tack while providing as much freedom as possible of commu- nications between hosts in
the network and external net- works. - 21 18 February 2004 If the attack éBtHekhirer typtdPéferred to as
Teardrop is detected, then the processing means may com- prise means for preventing an IP packet
having the same destination IP address as the destination IP address of each the divided IP packet
from entering the network for a predetermined time after the attack detecting means detects the
attack of the third type, in tHe pleeletdrivicéd pfodelRe. Speéciticdllypeha eéstimagidntiP aaliress of the
divided IP packet is the IP address of the host under the Teardrop attack. Therefore, the IP packet

having the_l-lp-eaa[g%rré)& bfth Ehtoes?%\g(#ts dedGRafi IFpﬁaﬁr%%'ié‘gld&@mro'ﬁ?%_ecﬁgﬁ/vork for the
predetermined tme afterstheattagkds detqoled-alarpigiacikeRaghels agch A diaided IP packets

are not transmitted to the host in the network’under the Teardrop attack Tor the predetermined time.
Unless the Hiest uncgrialiack Peegides samakninchdi- distedi IRgpaakety corserprassiingfo the previously
transmit- ted divided IP packets within a certain time (normally 2 minutes), the host automatically

stops comrR@§iBatid1es 8he@f thBs® & katkdts Ot EdHHRIGY Girldeend Bt paEkets @fe @

predeterm ned tine after the attack detecting neans detects
the attack of the third type, in the predeterni ned process.
Specifically, the destination |IP address of the
di vided I P packet is the IP address of the host under the
Teardrop attack. Therefore, the |IP packet having the IP
address of the host as its destination |IP address is
bl ocked fromthe network for the predetermned tine after
the attack is detected. Therefore, |IP packets such as di-
vided | P packets are not transnmitted to the host in the
network under the Teardrop attack for the predeterm ned
time. Unless the host under attack receives renaining di-
vided | P packets corresponding to the previously transnit-
ted divided I P packets within a certain time (normally 2
m nutes), the host automatically stops comruni cati ons based
on those | P packets. Accordingly, since no |IP packets are
transmtted for the predetermned tinme, the host can re-
cover its normal state within the predeterm ned tine.
According to the present invention, furthernore,
if the Teardrop attack is detected, then the processing
nmeans may conprise nmeans for preventing an | P packet having
t he sane source | P address as the source | P address of each

the divided I P packet fromentering the network for a pre-



transmitted for the predetermined time, the host can re- cover its normal state within the
predetermined time. According to the present invention, furthermore, if the Teardrop attack is
detected, then the processing means may comprise means for preventind&rréPrpacke2®ding the
same source IP address as the source IP address of each the divided IP packet from entering the
network for a pre - 22 18 February 2004 determined time after the attack detecting means detects the
attack of the third type, in the predetermined process. As with the Syn-flood attack, the source IP ad-
dress of thel@iviied IFeghdker®s hitjhBrlikehetodid aek IRleldeeddsng thedost ded&cthe control of the

cracker. Thj\)refore the IP %ac et with.the above IP.addrz%i used as the source IP address is blocked
from the net Srkafrot?rfé( p? ddiBfm 'drtﬁné ¥REr tHe att iQroee?é'étgﬁ.rﬂ'ﬁbe e Wtk Tan thus be

protected more effectively agajastihe ga _atiagkq The PLegetermiged dime forvihighy an IP packet

having the same source IP address as the source IP address of each the divided IP packet is
prevented ftiprosntering Hiee dietwaelkds Iamges chan thespredgtdrnined timg foowbicht e IP packet
having the same destination IP address as the destination IP address of each the divided IP packet is

prevented frémadfiemss tHef ndtaRrk oSpedimddy, ADRithARE SYh-ffodt Aeack! B @ime for which

communlca.l.lﬁg?e\)/\umtg’e q%séul'lgerpgwgk'g arW th the above | P address used as

the source I P address is blocked fromthe network for the
predetermned tine after the attack is detected. The net-
work can thus be protected nore effectively against the
cracker attack.

The predetermned time for which an | P packet
having the same source | P address as the source | P address
of each the divided IP packet is prevented fromentering
the network is longer than the predeterm ned tinme for which
an | P packet having the same destination |P address as the
destination | P address of each the divided |IP packet is
prevented fromentering the network.

Specifically, as with the Syn-flood attack, the
time for which comunications with the host under the Tear-
drop attack are cut off, i.e., the latter predeterm ned
time, is sufficient if it is about a time in which the host
can recover its normal state fromthe attack. However, the
time for which conmmunications fromthe host highly possibly
under the control of the cracker to the network, i.e., the
former predeterm ned tine, should preferably be relatively

Il ong for the standpoint of network protection. Accord-



drop attack are cut off, i.e., the latter predetermined time, is sufficient if it is about a time in which the
host can recover its normal state from the attack. However, the time for which communications from
the host highly possibly under the control of the cracker to the network, i.é8 thebrfeamer2pPddetermined
time, should preferably be relatively long for the standpoint of network protection. Accord 18 February
2004 ingly, the former predetermined time is made longer than the latter predetermined time. With the
above time settings, it is possible to sufficiently protect the network against the Teardrop at- tack while
providing ak MAich fréddorh eisiissible detemmunatications beaweaedéosmiaahe inedmork and
external net- works. If the atta?:r&of the.fourth type called Land is detected, the processing means may

comprise I’T{&%SlfSF breer- vehfi %ﬁrlﬁlﬂ:‘aﬁ: el hé‘ﬁng the same source IP address and destination IP
address as each the IP pagket,assacialgg, with i”i’weeaE%‘f'i pfnﬁg’foplith it3é°epf69'§‘i §Jjtaring the net-

work for a predetermined time after the attack detecting means detects the attack of the fourth type, in
the prede- tenfinas procegs.gndbe tandastack: aw Kk pagketrvshosensourearidr agdrass and
destination IP address are the same as each other is transmitted. Therefore, the IP packet having the
same sourdeaiKaddiveks aRtQEsthagorR P BHERRSEReHBNMHBEVP IS phdte? i9bloeREM oM the

networkforrﬁl%gtnla%en-s bet ween hosts in the network and external net-

wor ks.

If the attack of the fourth type called Land is
detected, the processing neans nmay conprise nmeans for pre-
venting an | P packet having the sane source | P address and
destination | P address as each the | P packet associ ated
with the attack of the fourth type fromentering the net-
work for a predetermned time after the attack detecting
nmeans detects the attack of the fourth type, in the prede-
term ned process.

In the Land attack, an |IP packet whose source |IP
address and destination |IP address are the sane as each
other is transnmtted. Therefore, the |IP packet having the
sane source | P address and destination |IP address as the
above | P packet is blocked fromthe network for the prede-
termned time after the attack is detected. Therefore, the
network can be protected against the Land attack.

If the attack of the fifth type attenpting to
acquire the password of a user of the host in the network,
then the processing nmeans may conprise neans for preventing
an | P packet having the same source | P address and desti na-

tion I P address as each the | P packet associated with the



termined time after the attack is detected. Therefore, the network can be protected against the Land
attack. If the attack of the fifth type attempting to acquire the password of a user of the host in the
network, then the processing means may comprise means for preventingl&rréPrpackefheding the
same source IP address and destina- tion IP address as each the IP packet associated with the - 24
18 February 2004 attack of the fifth type from entering the network for a predetermined time after the
attack detecting means detects the attack of the fifth type, in the predetermined process. Specifically,
the destinagibit #2 kddfedshst the fiPhpdakee abscuatedtvath g atbecknsttne fikhfrgse B the IP

address of the host under attack. The?iource Ig ad- drt;@(fc]);{;]e IP packet is the IP address of the host
under the QORATLEHE O22KE!. Fhe fbﬁé, th ?P?)tat: -tir‘?gf{HenQarﬁE%%r&eltFﬁ&ﬁ&ress and

destination | adgresy Rsdpe {ip packet ﬁ‘?%%‘?d Withithe ataglqef H}%imdygﬁt 5cRdggked from the

network for the predetermined time after the attack iIs detected. Thus, even when the cracker

transmits IP packets havirgpeaiduscradsyord$ieo desrticuatardrostin dudneswrigfthe logacker is
unable to decide whether the particular host can be operated with each of the passwords. As a result,
the network EaPBE RbtedfetP Gigalrdd thd httadiher thbtiekyeé. IF e Attddkofitiesiits type using a

securing hpje s dSteCia 0gN §fe PRCESSLI T1RA%E M SRP™%rhe source 1P ad-
dress of the I P packet is the |IP address of the host under
the control of the cracker. Therefore, the |IP packet hav-
ing the same source | P address and destination |P address
as the I P packet associated with the attack of the fifth
type is blocked fromthe network for the predeterm ned tine
after the attack is detected. Thus, even when the cracker
transmts | P packets having various passwords to a particu-
lar host in the network, the cracker is unable to decide
whet her the particular host can be operated with each of
the passwords. As a result, the network can be protected
agai nst the attack of the fifth type.

If the attack of the sixth type using a securing
hole is detected, then the processing neans nay conprise
nmeans for preventing an |IP packet having the same source IP
address and destination |IP address as the |IP packet associ -
ated with the attack of the sixth type fromentering the
network for a predetermned tinme after the attack detecting
nmeans detects the attack of the sixth type, in the prede-
term ned process.

Specifically, the destination |IP address of the

| P packet associated with the attack of the sixth type is



means for preventing an IP packet having the same source IP address and destination IP address as
the IP packet associ- ated with the attack of the sixth type from entering the network for a
predetermined time after the attack detecting means detects the attack ofithé&elixtatyp@0itthe prede-
termined process. Specifically, the destination IP address of the IP packet associated with the attack
of the sixth type is - 25 18 February 2004 the IP address of the host under attack. The source IP ad-
dress of the IP packet is the IP address of the host under the control of the cracker. Therefore, the IP
packet havt img the sadth eswrceflPtdielrésisandiddstinaiohdPkaddréde satedP daekatassociated

with the attack of the sixth type is blaocked from the network for the predetermined time after the
attack is de%é&é&. ﬂfmé E%eﬁ Ry %%tcrhékérhﬁ’ahgmﬂé 'hqﬁ’spefgkeﬁber aj?l%ﬁkinﬁ'ygécurity hole in

a particulay Rastig Ape RPVARTK; e 1By BRGKET is natlyen Jp dhe pRdicular ost AS 4 gonsequence, it

is impossible to cause the particular host to execute a route command, and the network can be
protected agaumst Hee athaak ofdbeceixihfyaddrles sranker duxtitoriag isyatenPaackeidawsto the present

invention which automatically prevents IP packets associated with attacks of various types from

entering th@shétherid Fepardifg oA Iae eletdctienWf e bitgcldd, f@ekerotomPases ¥igacket filter

dEposedagwgéngwgyg%Ig% fromthe network for the predeterm ned tine
after the attack is detected. Thus, even when the cracker
transmts an | P packet for attacking a security hole in a
particular host in the network, the I P packet is not given
to the particular host. As a consequence, it is inpossible
to cause the particular host to execute a route comrand,
and the network can be protected against the attack of the
si xth type.

The cracker nonitoring systemaccording to the
present invention which automatically prevents | P packets
associated with attacks of various types fromentering the
net wor k dependi ng on the detection of the attacks, further
conprises a packet filter disposed at the gateway of the
network, for selectively establishing |P packets to be pre-
vented fromentering the network, the processing nmeans com
prising means for controlling the packet filter to perform
t he predeterm ned process.

| f the packet filter conprises a firewall, for
exanpl e, then the cracker nonitoring system according to
the present invention can be constructed using an existing

system Generally, a router also has a function as a

packet filter though it is | ess capable of selecting and



network, for selectively establishing IP packets to be pre- vented from entering the network, the
processing means com- prising means for controlling the packet filter to perform the predetermined
process. If the packet filter comprises a firewall, for example, then the cradkdreforitoriag0dystem
according to the present invention can be constructed using an existing system. Generally, a router
also has a function as a packet filter though it is less capable of selecting and - 26 18 February 2004
discarding IP packets than the firewall. Accordingly, the router can also be used as the packet filter.
Brief descri@tist af eiengraingaidiet 9 it Baslotihdiabrarawila crackeranoditmgling sydiem for

monitoring a network for a rack((e-p:?attack accordr'ﬁg to orﬁ emi)ojiment of the present invention. Best
mode for cér?ﬁﬁ&rou?% Avaft .é'r?@gnﬁ’)%d‘ nt5t% gtpr derktShvention will be described below

with reference to Fig. 1. FIG. 1 is a block diagram of a cracker monitoring system according to one
embodiment of the present invention. As shown in FIG. 1, a local area network (LAN) 1, which is

constructedsusing toe &Etherpet, sonmyfrisese @turalitygd :hosts (computers), interconnected by Ethernet
cables and hubs, not shown. Each of the hosts has an Ethernet card connected to the Ethernet cable,
software for processing TOFAP, aridSvatidtlsplieh@eH 8omRared eqg.acker nonitor -

ing systemfor nonitoring a network for a cracker attack

according to one enbodi nent of the present invention.

Best nmode for carrying out the invention:

One enbodi nent of the present invention will be
described below with reference to Fig. 1. FIG 1 is a
bl ock di agram of a cracker nonitoring systemaccording to
one enbodi nent of the present invention.

As shown in FIG 1, a local area network (LAN)
1, which is constructed using the Ethernet, conprises a
plurality of hosts (conputers), interconnected by Ethernet
cabl es and hubs, not shown. Each of the hosts has an
Et hernet card connected to the Ethernet cable, software for
processing TCP/ 1P, and various application software, e.g.,
telnet, ftp, snmp, etc. functioning on TCP/IP, for making
is possible to perform comruni cations based on | P

The LAN 1 is not limted to being constructed
using the Ethernet, but may al so be constructed as anot her
network form such as a token-ring networKk.

A cracker nonitoring systemfor nonitoring the
LAN 1 for a cracker attack according to the present inven-

tion has a conputer 2 (hereinafter referred to as a fire-



telnet, ftp, smtp, etc. functioning on TCP/IP, for making is possible to perform communications based
on IP. The LAN 1 is not limited to being constructed using the Ethernet, but may also be constructed
as another network form such as a token-ring network. A cracker monitorkgg fsystean o2 @Adnitoring the
LAN 1 for a cracker attack according to the present inven- tion has a computer 2 (hereinafter referred
to as a fire - 27 18 February 2004 wall 2) having the function of a firewall as a packet fil ter. The LAN
1 is connected via the firewall 2 to the Internet 3. The firewall 2 has a file of written data (hereinafter
referred to waklfilid) sbawigrige) pve- torisihy avhaaftyged off Ievpddkedsa ipaibiet! ffdr enter ing the

LAN 1. When an IP_packet of a type which is pre- scribed in the filter ettln file as being inhibited from
entering thd AN 1??1ﬁatlT$Athtjed f?‘orﬁ?ﬁé‘ﬁﬁgﬁ%t\é' the l?l?e\?/éﬁ Q"(‘ﬁidar ﬁi]ﬁacket and

prevents the |Packet om epgring thg, AN b \When anklP) packet whigh 'én”%ta‘?rﬁsc“bed in the

filter setting file as being inhib- ited from entering the LAN 1 Is transmitted from the Inter- net 3, the

firewall 2 traingfees theflPapacket tor thed AN laBetween the fircwealli hgnd itheeIntpinet 3, there is
interposed a hub 4 connected to a sensor 5 which func- tions as an attack detecting means. A director
6 which fuS&loni dtda PedeskiRenehs FdT domeloding tAEgiré NRAIPDt€dohhddte8td Bie sensor 5.

Each ofthel Snegnstolge5 LAN 1 When an | P packet of a type which is pre-

scribed in the filter setting file as being inhibited from
entering the LAN 1 is transnmitted fromthe Internet 3, the
firewall 2 discards the |IP packet, and prevents the IP
packet fromentering the LAN 1. Wen an | P packet which is
not prescribed in the filter setting file as being inhib-
ited fromentering the LAN 1 is transmtted fromthe Inter-
net 3, the firewall 2 transfers the |IP packet to the LAN 1.

Between the firewall 2 and the Internet 3, there
is interposed a hub 4 connected to a sensor 5 which func-
tions as an attack detecting nmeans. A director 6 which
functions as a processing neans for controlling the fire-
wall 2 is connected to the sensor 5. Each of the sensor 5
and the director 6 conprises a conputer.

The sensor 5 conprises a UNI X nachi ne, for exam
ple, and is connected to the hub 4 via an Ethernet card 7.
The sensor 5 runs installed software that is called
tcpdunp. The software tcpdunp acquires or hears all |IP
packets passing through the hub 4 via the Ethernet card 7.
Such an operation is often referred to as a prom se cast
node. The sensor 5 stores the acquired |IP packets together

with time data of the acquisition tinmes in a hard di sk (not



and the director 6 comprises a computer. The sensor 5 comprises a UNIX machine, for exam- ple, and
is connected to the hub 4 via an Ethernet card 7. The sensor 5 runs installed software that is called
tcpdump. The software tcpdump acquires or hears all IP packets passinglthroeyivane A4 via the
Ethernet card 7. Such an operation is often referred to as a promise cast mode. The sensor 5 stores
the acquired IP packets together with time data of the acquisition times in a hard disk (not - 28 18
February 2004 shown). When the total number of acquired IP packets stored in the hard disk reaches
a predeterrginedllowadlee mubitger! hieaderonberel@es aeg videsd P Ba@l@éﬂfﬂirﬁ the hard disk, and

stores a newly acquired IP packet in the hard disk. The sensor 5 is softwa plem ted not to re-
o 0 UL TAckBR R cinmind & Aodihe?. Bha1 Sk BB R o PNLP B Foss

Resolution Rraigepl) apdRABRS fReverge Addiess ReSqIHHeR £ “PtIQCBQc‘,’YJB‘Eh Pﬁ%‘?rPPHB ad-

dresses. Therefore, the sensor 5 is capable of receiving (reading) only IP packets. The sensor 5 also

runs install¢esdftaesk (heserdinsfter ederiet énhy ancjirckateteingaalgetithiny fohaletecting attacks
of first through sixth tyges. The attack detecting algorithm may be installed in the director 6, and the
sensor 5 mBRpfocHsskhe attack detecting algorithm while sending data to and receiving data from

he director i '
the directo The sensor 5 is software-inplenmented not to re-

spond to transnitted packets which demand a response, such
as packets of ARP (Address Resolution Protocol) and RARP
(Reverse Address Resol ution Protocol) which have no | P ad-
dresses. Therefore, the sensor 5 is capable of receiving
(reading) only I P packets.

The sensor 5 also runs installed software (here-
inafter referred to as an attack detecting algorithnm) for
detecting attacks of first through sixth types. The attack
detecting algorithmmay be installed in the director 6, and
the sensor 5 may process the attack detecting al gorithm
whil e sending data to and receiving data fromthe director
6.

The director 6 runs installed software for con-
trolling the firewall 2 (hereinafter referred to as a fil-
ter control algorithm. The filter control algorithm con-
trols the firewall 2 by appropriately rewiting data in the

filter setting file depending on an attack detected by the

sensor 5.

Operation of the cracker nonitoring systemfor
nmonitoring the LAN 1 for a cracker attack will be described
bel ow.



6. The director 6 runs installed software for con- trolling the firewall 2 (hereinafter referred to as a fil-
ter control algorithm). The filter control algorithm con- trols the firewall 2 by appropriately rewriting data
in the filter setting file depending on an attack detected by the sensor 5. Ghérdtiorarof theddracker
monitoring system for monitoring the LAN 1 for a cracker attack will be described below. - 29 18
February 2004 While storing acquired IP packets in the hard disk, the sensor 5 performs the following
processing in each cycle time: The sensor 5 classifies a plurality of IP packets at predetermined time
intervals from the hard disWhatcoréingrtonbe aafiidsidfGouRprrckedrestes hhe destiga- tion IP

addresses,ﬂfn storeﬁ the classified IP p;ckets in am n]ory not shown). Specifically, the sensor 5
puts to- ge erthose'|P mgwﬁicﬂq{ VRItHE staﬁ?e (9urjc8 Q- I QSE3rRd tHbde'lp packets which

have the sagge fesiiation pdresstREINeRIURINLOUPRAGIEIR ! Brogelfraling figpe niervals, and
stores those 1P packets in the memory (the set of IP packets that are thus put together will hereinafter
be referredpa@lseirs|Papaghes geowp)nil hedsenses Sitheeeffects dn attackdeteatiag gradess on the

stored IP packets, and deletes the IP packets from the mem- ory.
according to the values of source |IP addresses and desti na-
tion I P addresses, and stores the classified |IP packets in
a menory (not shown). Specifically, the sensor 5 puts to-
get her those | P packets which have the sane source |IP ad-
dress and those | P packets which have the sanme destination
address, of the plurality of |IP packets at predetern ned
time intervals, and stores those |IP packets in the nmenory
(the set of |IP packets that are thus put together wll
herei nafter be referred to as an I P packet group). The
sensor 5 then effects an attack detecting process on the
stored I P packets, and deletes the | P packets fromthe mem
ory.

In each cycle time, |IP packets stored in the
nmenory has been acquired after a tine upon el apse of a pre-
deternmined time fromthe tine at which the ol dest | P packet
of those I P packet stored in the nmenory in a preceding cy-
cle time was acquired.

The attack detecting process is effected by the
sensor 5 in each cycle tine according to the attack detect-
ing algorithm as foll ows:

The sensor 5 detects an attack of the first
type, i.e., a port scan, of attacks of the first through

sixth types. Specifically, the sensor 5 extracts the val -



In each cycle time, IP packets stored in the memory has been acquired after a time upon elapse of a
pre- determined time from the time at which the oldest IP packet of those IP packet stored in the
memory in a preceding cy- cle time was acquired. The attack detecting prégessbisueffeci®@4y the
sensor 5 in each cycle time according to the attack detect- ing algorithm, as follows: The sensor 5
detects an attack of the first type, i.e., a port scan, of attacks of the first through sixth types.
Specifically, the sensor 5 extracts the val - 30 18 February 2004 ues of all destination IP addresses
(which are thesvalfiesldf Ildw&ré‘@eisquld)lfgiﬁgl@ﬁ dRsEAN(MUfeR pricketshsbrv ahined in each IP
packet grou Whoseé urce IP addresses are the same as each ot er and are external to the LAN 1,

among the p'agk& Sreasn t @H@T’I%&QTEQ sk€or 8 Nhdh Blntsine & &f9P- packets
which havettgpﬁggnq rgleég%thrplP 3@@1@5@3 rﬁvm%f %t}%%stllnptl%é e@%gss extracted in

each IP packet group, whose destlna- tion po bers in a TCP header or an UDP header are dif-

ferent from gaghtdileers and velicle hatie bervracqudedireaexerdmuausitine, ieeg L AN3Q seconds, from
the IP packet group (the IP packet group having the same source IP ad- dress). If the counted number
reaches a (8RB rinfifed Rubdsdred g. AP esh tHe $A1B0TB WMtécts al P6rt SEAS k- 5

t hen counts the nunber of |P packets which have the sane
destination | P address as the value of each destination IP
address extracted in each |IP packet group, whose desti na-
tion port nunbers in a TCP header or an UDP header are dif-
ferent fromeach other, and which have been acquired in a
continuous tinme, e.g., of 30 seconds, fromthe I P packet
group (the I P packet group having the sane source |P ad-
dress).

| f the counted nunber reaches a predeterm ned
nunber, e.g., 20, then the sensor 5 detects a port scan at-
tack. The sensor 5 gives data indicative of the port scan
attack and the data of the values of the source |IP ad-
dresses of the | P packet group whose attack has been de-
tected (the data will hereinafter be referred to as de-
tected first-type attack data) to the director 6.

The above process is effected successively on
all the I P packet groups whose source | P addresses are the
same as each other and do not belong to the LAN 1.

In the detection of a port scan according to the
illustrated enbodi nent, the nunber of |P packets whose des-
tination port nunbers are different fromeach other is

counted. However, a port scan may be detected as foll ows:



tack. The sensor 5 gives data indicative of the port scan attack and the data of the values of the
source IP ad- dresses of the IP packet group whose attack has been de- tected (the data will
hereinafter be referred to as de- tected first-type attack data) to the directdBeFathaiabov@process is
effected successively on all the IP packet groups whose source IP addresses are the same as each
other and do not belong to the LAN 1. In the detection of a port scan according to the illustrated
embodiment, the number of IP packets whose des- tination port numbers are different from each other
is counted THeweakr esp@rt sedn nigsie tetectl aofdllongnbens1®FebRiakensThe values of

all destination port numbers of IP ackets contained in each IP packet group.whqse source IP
addresses SHUYAH QS 4 EAG! oer BAEIFE cdtHRl BIRE T ANPHT &fo Lyl SRS the

number of I gaghgls whygh %%Veeé*&%sﬁ?ﬁeqesg gliap goguspbey as hevyalug geach ex- tracted

destination port number, whose destination IP ad- dresses are different from each other, and which

have been zaaguigdimatamtinudng fimeti €onnigskiromfthe FP packet graun tamhakieh the
destination port numbers have been ex- tracted. If the counted number reaches a'Eredetermined
number, théMa FoScaeistdeidéte@NT RO tirettefBEivhash hdXEb¥éh HepBieBREM tHRX detected

first-type at ack C%at% fr((])es rllen%%r?sgrﬁ 5p cr)?\g[vrltrclaa rT]bhe flltevr\ﬁggtg\ dfg% talf }]h flrgzh/valllF; in order to pre-

dresses are different fromeach other, and which have been
acquired in a continuous tine is counted fromthe |P packet
group fromwhich the destination port nunbers have been ex-
tracted. |If the counted nunber reaches a predeterm ned
nunber, then a port scan is detected.

The director 6, which has been supplied with the
detected first-type attack data fromthe sensor 5, rewites
the filter setting file of the firewall 2 in order to pre-
vent | P packets having the same source | P addresses as the
source | P addresses contained in the detected first-type
attack data fromentering the LAN 1 for a predeterm ned
time, e.g., of 5 mnutes, fromthe present tine. At this
time, when the | P packets having the above source |IP ad-
dresses are transmitted, the firewall 2 discards those IP
packets to prevent themfromentering the LAN 1. Accord-
ingly, the LAN 1 is protected against a port scan attack.

If the director 6 is supplied again with the
sanme detected first-type attack data as the previously
given detected first-type attack data fromthe sensor 5 be-
fore the above predeternmned tinme of 5 m nutes el apses,

then the director 6 controls the firewall 2 in order to



vent IP packets having the same source IP addresses as the source IP addresses contained in the
detected first-type attack data from entering the LAN 1 for a predetermined time, e.g., of 5 minutes,
from the present time. At this time, when the IP packets having the abovel8otgbeu® ndRiPesses are
transmitted, the firewall 2 discards those IP packets to prevent them from entering the LAN 1. Accord-
ingly, the LAN 1 is protected against a port scan attack. If the director 6 is supplied again with the
same detected first-type attack data as the previously given detected first-type attack data from the
sensor 5 bgprfexethie dddveasreaterinitad tilhe FaumititéPerpdess st le diftoles controls the

firewall 2 in order to - 32 18 February 2004 prevent#P ackets from the source IP addresses of the
de- tected rEEHPE dMdcRdAd RBnTEhRAhGUAL EAN ST M bldMbteRRnbAthe S minutes from

the time at yyhich, tacydirectar R SPRIEGLRIAN it he detediad figsl- pngatiack gatanlT the director

6 is not supplied with detected first-type attack data before the above predeter- mined time of 5

minutes elapisesdiheadbedirecios bseayplcetsdthedaoeking ohIR hackkis éionethe sowte IP ad dresses
of the detected first-type attack data against en- try into the LAN 1. Having carried out the process of
detecting at Y€ sehh aeicklatdesclibed BBowk tREsBhsEr & effBels £ YptéRbMdiBeting an attack

(ﬁthesecoagg%%%gﬁﬁkirst-type attack data before the above predeter-
mned time of 5 mnutes el apses, then the director 6 can-
cels the blocking of IP packets fromthe source |P ad-
dresses of the detected first-type attack data agai nst en-
try into the LAN 1.

Having carried out the process of detecting a
port scan attack as described above, the sensor 5 effects a
process of detecting an attack of the second type (Syn-
fl ood).

In this detecting process, the sensor 5 succes-
sively extracts Syn |IP packets, in the order of acquisition
times thereof, contained in each |IP packet group of desti -
nation | P addresses belonging to the LAN 1, of |P packet
groups whose destination |IP addresses are the sanme as each
other. The sensor 5 then checks whet her Syn | P packets ac-
gquired within a predetermned tine, e.g., of 2 seconds from
the acquisition time of each extracted Syn | C packet are
present or not in the |IP packet group whose destination IP
addresses are the sanme as each other. [|f such Syn IP pack-
ets are present, then the sensor 5 counts the numnber of
those Syn I P packets including previously extracted Syn IP

packets. The sensor 5 then checks whether an Ack | P packet



flood). In this detecting process, the sensor 5 succes- sively extracts Syn IP packets, in the order of
acquisition times thereof, contained in each IP packet group of desti- nation IP addresses belonging to
the LAN 1, of IP packet groups whose destination IP addresses are the s&fn&eds ezich 200er. The
sensor 5 then checks whether Syn IP packets ac- quired within a predetermined time, e.g., of 2
seconds from the acquisition time of each extracted Syn IC packet are present or not in the IP packet
group whose destination IP addresses are the same as each other. If such Syn IP pack- ets are
present, th&®tHeesdryod iSngbUnes BRchudbet bE titsaens gl IRpackdls pasdkdihg prévieusly extracted

Syn IP packejs. The sensor 5 then checks whether an Ack IP packet - 33 18 February 2004
Caldof 118 AR te LS PackAL (3o L IR B SO doRePavIng the same

correspondﬁi {o

source IP ag deess,as WFeS@#P P@C‘chﬁ{‘@t haying ﬁa%ﬁqunae_QamP&ﬁc@emm sequence

number in the TCP header of the Syn [P packet) and acquired within the predetermined time of 2
seconds franethe aoquisdiosdime ntdenvyrbt? pagkathe presemexdwt inthe epa@yket gPoup whose
destination IP addresses are the same as each other. If such an Ack IP packet is present, then the
sensor 5 dé?ﬁ‘_éiﬁ%hls fhiach /U 'bl?@ﬁ’tewi ﬁuhﬁbbrtﬁlﬁ"wrﬁﬂ%trﬁhﬁimégeﬁdé@ &iredponding Ack IP
ﬁﬁf:géf hag LRaheEesT SR T es JaticoMPIRsn YT RE" (5oL [P ROTeR T ANRE A Rrgdetermined

present or not in the |IP packet group whose destination IP

addresses are the sane as each other. |f such an Ack IP

packet is present, then the sensor 5 decrenents the above

counted nunber by “1”. \When the presence of correspondi ng

Ack | P packets has finally been checked, if the counter

nunber is equal to or greater than a predeterm ned nunber,

i.e., 16, then the sensor 5 detects a Syn-flood attack.

The sensor 5 gives data indicative of the Syn-flood attack

and the data of the values of the source |IP addresses and

the data of the values of the destination |P addresses of

the Syn | P packet group whose attack has been detected (the

data will hereinafter be referred to as detected second-

type attack data) to the director 6.

The above process is effected successively on
all the I P packet groups whose destination |P addresses are
t he sane as each other and belong to the LAN 1.
In the illustrated enbodi ment, a Syn-flood at-
tack is detected on the basis of the nunber of Syn |IP pack-
ets. However, a Syn-flood attack nay be detected as fol -

lows: Syn/ Ack | P packets contained in each |IP packet group

whose source | P addresses are the sane as each other and



i.e., 16, then the sensor 5 detects a Syn-flood attack. The sensor 5 gives data indicative of the
Syn-flood attack and the data of the values of the source IP addresses and the data of the values of
the destination IP addresses of the Syn IP packet group whose attack has8&ebrdetecte@P@he data
will hereinafter be referred to as detected second- type attack data) to the director 6. The above
process is effected successively on all the IP packet groups whose destination IP addresses are the
same as each other and belong to the LAN 1. In the illustrated embodiment, a Syn-flood at- tack is
detected orpeHeogsit of tHeenlAbedob®yn FIpacissety eHpwexer, acs @t flbod bitack htsr be detected
as fol- lows: Syn/Ack IP. packets contained in each IP_packet group whose source IP addresses are
ﬂﬁﬂb

the same aS'ea@AHthe! LAPN3h! i@?’ebn?arrﬁﬁbm b to? the L%l@lieﬁges%c@@giv {/ extracted in
the order %%ﬂ%&?ﬂioﬂﬁi%ﬁ%ﬁzﬁréf’faﬂi&f‘r L Giegier helhet ey Ack BuPafiRts acquired within

a predetermined time, e.g., of 2 seconds from the acquisition time of each ex- tracted 'Syn/Ack IC

packet are pregent of ngt ingbenldspackainordie wbqae soticenP adaressessarshthexsame as each
other. If such Syn/Ack IP packets are present, then the number of those Syn/Ack IP packets including
previously &éxX-afdceed SyR/AKIP SadkeekRtcintedEReNENAP piket {réfie hhfing the same

destination 1 30/e55e3,7 o328 C5IP AT Sl aling o iey SYRAckIP aRckets

other. |If such Syn/Ack | P packets are present, then the
nunber of those Syn/ Ack I P packets including previously ex-
tracted Syn/ Ack I P packets is counted. Then, an |P packet
group having the sane destination |P addresses as the
source | P address of each of the counted Syn/ Ack | P packets
is checked. It is checked whether an Ack | P packet corre-
spondi ng to each of the Syn/Ack |IP packets (specifically, a
Syn/ Ack | P packet having the sane destination |IP address as
the source | P address of the Syn/Ack | P packet and having
an Ack number next to the sequence nunber in the TCP header
of the Syn/Ack | P packet) and acquired within the predeter-
mned time of 2 seconds fromthe acquisition tinme of the
Syn/ Ack | P packet is present or not in the |IP packet group.
| f such an Ack | P packet is present, then the above counted
nunber is decrenented by “1”. Wen the presence of corre-
spondi ng Ack | P packets has finally been checked, if the
counter nunber is equal to or greater than a predeterm ned
nunber, i.e., 16, then a Syn-flood attack is detected.

In the above case, the data given fromthe sen-
sor 5to the director 6 include data indicative of the de-

tected Syn-flood attack and the data of the values of the



is checked. It is checked whether an Ack IP packet corre- sponding to each of the Syn/Ack IP packets
(specifically, a Syn/Ack IP packet having the same destination IP address as the source IP address
of the Syn/Ack IP packet and having an Ack number next to the sequencédimiberiry tR@CP header
of the Syn/Ack IP packet) and acquired within the predeter- mined time of 2 seconds from the
acquisition time of the Syn/Ack IP packet is present or not in the IP packet group. If such an Ack IP
packet is present, then the above counted number is decremented by "1". When the presence of
corre- spongiing Aek | padkiste seesinallg beba ciatRedfif thiee cuahteedumibel Le@@s to or greater

than a predetermined numbey, i.e., 16, then aS n-flood attack is detected. In the above case, the
data given frbﬂ]atnn'e%n so?‘éq{) %?éﬁﬁe&t)r %l? CI§MQ dAEaPmIdféa?@ 6i”thegaguf\%cted gﬁn flood

attack and fhg datg;of e, volueg &L thg - BRe18 FgPrary BORGHOHERL algregacs pRd the data of

the values of the des- tination IP addresses of the Syn/Ack IP packet group. The data of the values of
the source {R addieBsad @ndsiastinaf tiom P sddressks oPtheaSketAckr Bumacket gresiparndrespond
respectively to the data of the values of the source IP ad- dresses and the data of the values of the
destinationIPSAgdeky¥&d ¥f te $\1eIrphekeas irt e dakbbrs sHcohhayse Witk k! datddescribed

above. The fiieclor 6. 1010 > 0528 BPPIRY " s I5PCIagoSRRLF R ARl ota from the

addresses of the Syn I P packets in the detected second-type
attack data described above.

The director 6, which has been supplied with the
detected second-type attack data fromthe sensor 5, re-
wites the filter setting file of the firewall 2 in order
to prevent |P packets having the same source | P addresses
as the source | P addresses contained in the detected sec-
ond-type attack data fromentering the LAN 1 for a prede-
termned time, e.g., of 2 mnutes, fromthe present tine.

At the sanme tine, the director 6 rewites the filter set-
ting file of the firewall 2 in order to prevent |P packets
havi ng the same destination |IP addresses as the destination
| P addresses contained in the detected second-type attack
data fromentering the LAN 1 for a predeterm ned tine,
e.g., of 2 seconds, fromthe present tinme. At this tine,
when the | P packets having the above source | P addresses or
the | P packets having the above destination |IP addresses
are transmtted fromthe Internet 3, the firewall 2 dis-
cards those | P packets to prevent themfromentering the
LAN 1. Accordingly, the LAN 1 is protected against a Syn-

fl ood attack, and hosts having the | P addresses which are



writes the filter setting file of the firewall 2 in order to prevent IP packets having the same source IP
addresses as the source IP addresses contained in the detected sec- ond-type attack data from
entering the LAN 1 for a prede- termined time, e.g., of 2 minutes, from thelgré&sént éiive 2084the same
time, the director 6 rewrites the filter set- ting file of the firewall 2 in order to prevent IP packets having
the same destination IP addresses as the destination IP addresses contained in the detected
second-type attack data from entering the LAN 1 for a predetermined time, e.g., of 2 seconds, from
the presentufider Aethisaikie daviest thed PdsapketPhidving the abdwe sb@ice IReIdM¢sses or the IP
packets having the above destination IP addresses are transmitted from the Internet 3, the firewall 2
dis- cards tﬁBgé fe packets to prevent them from entering the LAN 1. Accordingly, the LAN 1 is

protected against a Syn- flgod; eﬁta[qgeapq HestshayingthelB @%egs%yvpicgc%rﬁ -6 18 February

2004 under attack do not go down, but return to their normal state. As in the process of detecting a
port scan at-gakk, if thetdieectivr@ist uppdet agsipyith ¢de agaierdenitetetireconddypie attack data
as the previously given de- tected second-type attack data from the sensor 5 before the above
predetermih@F tigfd Feramslitby peqalréa ek pral e PR kBfseyA s the Soea Ileddresses of

the detecteg e e s MRS MY SE % T AR oM T 8&R%0r 5 before the

above predeternmined tinme of 2 mnutes, required to preclude
| P packets having the source | P addresses of the detected
second-type attack data, elapses, then the director 6 con-
trols the firewall 2 in order to prevent |P packets from
the source | P addresses of the detected second-type attack
data fromentering the LAN 1 for the predeterm ned tine of
2 mnutes fromthe tine at which the director 6 is supplied
again with the detected second-type attack data. This

hol ds true for the exclusion of |IP packets having the des-
tination | P addresses of the detected second-type attack
data. Therefore, insofar as a Syn-flood attack conti nues,

| P packets fromthe source | P addresses of the Syn-fl ood
attack or | P packets to the destination |IP addresses of the
Syn-flood attack cannot enter the LAN 1. Wth respect to

t he exclusion of I P packets having the source |IP addresses
of the detected second-type attack data and the excl usion
of I P packets having the destination |IP addresses of the
detected second-type attack data, if the director 6 is not
supplied with detected second-type attack data before the
above predetermined tinmes of 2 mnutes and 2 seconds

el apse, then the director 6 cancels the blocking of IP



trols the firewall 2 in order to prevent IP packets from the source IP addresses of the detected
second-type attack data from entering the LAN 1 for the predetermined time of 2 minutes from the
time at which the director 6 is supplied again with the detected second-type &tbckadsta20PAis holds
true for the exclusion of IP packets having the des- tination IP addresses of the detected second-type
attack data. Therefore, insofar as a Syn-flood attack continues, IP packets from the source IP
addresses of the Syn-flood attack or IP packets to the destination IP addresses of the Syn-flood
attack canripaekesrsh8anNg. Witk reepeaiao! Reasidigseesf IH patietsahevbhade searce IP

addresses of the detected second-type attack data and the exclusion of IP packets haying the
destination PPUHES AR Jr30% AALBCAUIBA Gk sati bRt 19ne Avedror 818 ol Shppied with

detected seconddyge efiach iEabHgrong oAU RERLCIRINIRY imes 8L MRipUEsAnd 2 seconds
elapse, then the director 6 cancels the blocking of IP - 37 18 February 2004 packets having the

source |IP aderegss¢say $leg defecterbselet@ut-bypesdiockdlatiy pgainst aoky duo dhe LAN 1, and also
cancels the blocking of IP packets having the destination IP addresses of the detected second-type
attack data28gainst e®A inYo tHy PANNE HaWthd carried out the process of detecting a Syn-flood

?%t:;}k. as described abov%r\lﬁ rs]%nséoa[rSr (Iafée tg a p{%ceesgroé Cdggesctlcr)wp a(Pe%\téaC(ikI %f gthg1 third type

Syn-fl ood attack as descri bed above, the sensor 5 effects a
process of detecting an attack of the third type (Tear-
drop) .

In this detecting process, the sensor 5 succes-
sively extracts divided | P packets contained in each IP
packet group of destination addresses belonging to the LAN
1, of I P packet groups whose destination |IP addresses are
the sane as each other. According to IP, a certain flag in
the | P header of each divided packet is either “1” or data
referred to as a fragnment offset is of a value greater than
“0”. A divided packet can be |ocated based on this princi-
ple. The sensor 5 checks whet her divided packets (which
are the sane as the extracted divided packets) acquired
within a predeternined tinme, e.g., of 5 mnutes fromthe
acquisition tine of each extracted divided packet and hav-
ing the same IP identification nunber in the |IP header and
the sane fragnment offset as the divided packet are present
or not in the sane | P packet group as the divided packet.
| f such divided packets are present, then the nunber of
t hose divided packets including previously extracted di-

vi ded packets is counted. |If the counted nunber is equal



drop). In this detecting process, the sensor 5 succes- sively extracts divided IP packets contained in
each IP packet group of destination addresses belonging to the LAN 1, of IP packet groups whose
destination IP addresses are the same as each other. According to IP, a ¢8rizghrfleag ¥n2€9& IP header
of each divided packet is either "1" or data referred to as a fragment offset is of a value greater than
"0". A divided packet can be located based on this princi- ple. The sensor 5 checks whether divided
packets (which are the same as the extracted divided packets) acquired within a predetermined time,
e.g., of 5 mirutes freneeiee actiishion tinie dbtachexeactad tidgded patket 8@, hdvemy the same IP

identification number in the IP header and _the same fra menEoffseﬁﬁ%s the divéaed Fpiea.cket are present
or not in thé QSm%qﬁ’sF%ck%t B%LFpCé?tt% difRe rp%l%k@ L RSKeh aRfud ﬁf&ék & bfb'sent, then the

number of §aqsg diyidedrpacketsipgiudingnPieviossly SHERGRE duHdpchpacheds (Pgquaded. If the

counted number is equal - 38 18 February 2004 to or greater than a predetermined number, e.g., 80,

then the sesfsor bedetecisceT €@ diokl atisslke snahgiveh dathaina dshtivé of the Tieardodp attack and the
data of the values of the source IP addresses and the data of the values of the destination IP
addresses bh®edvitied acrats!\ihestd @R haghelehaledb tted gtheP@sls&lif hebaa&fter be re-

ferred to asacg%tggtkedhtgisrd-@é%enag%g%cci?tg&tcz MeJBS 2 will hereinafter be re-
ferred to as detected third-type attack data) to the direc-
tor 6.

The above process is effected successively on
all the I P packet groups whose destination |P addresses are
t he sane as each other and belong to the LAN 1.

The director 6, which has been supplied with the
detected third-type attack data fromthe sensor 5, controls
the firewall 2 in exactly the sane manner as when a Syn-
flood attack is detected. Specifically, the director 6 re-
wites the filter setting file of the firewall 2 in order
to prevent |P packets having the same source | P addresses
as the source | P addresses contained in the detected third-
type attack data fromentering the LAN 1 for a predeter-
mned time of 2 mnutes, fromthe present tinme. At the
same tinme, the director 6 rewites the filter setting file
of the firewall 2 in order to prevent |IP packets having the
sane destination |P addresses as the destination IP ad-
dresses contained in the detected third-type attack data
fromentering the LAN 1 for a predetermned tinme of 2 sec-

onds, fromthe present tine.



tor 6. The above process is effected successively on all the IP packet groups whose destination IP
addresses are the same as each other and belong to the LAN 1. The director 6, which has been
supplied with the detected third-type attack data from the sensor 5, contrdB fther fieswal®4n exactly
the same manner as when a Syn- flood attack is detected. Specifically, the director 6 re- writes the
filter setting file of the firewall 2 in order to prevent IP packets having the same source IP addresses
as the source IP addresses contained in the detected third- type attack data from entering the LAN 1
for a predeter- mined timeAsfQOmMiugsS Virorhhige bAd$eht titnaR AQttiee tRin@gaig) Site director 6

rewrites the filter O[é?ettlng file of the flraw{z%lll 2 in order to prevent IP packets havmgvehe same
destination 18 H(Hr QR edLHE dtiflafios FsaHaMll egla‘ca)n {dn Wtﬂ%soee?te H%‘ird -type attack

data from enterig fae LAN L iqr aygregistergyngd ime ¢l seetds: 19 s pregsplhiyme. 18

February 2004 Accordingly, the LAN 1 Is protected against a Teardrop attack, and hosts having the IP
addresses wghihe are under attack do not go down, but return to their normal state. Having carried out
the process of detecting a Teardrop attack as described above, the sensor 5 effects a process of
detecting an attack of the f&MHgpeaLah@d IPtHis HERCANE PP6Ge | tHECE&or Mlexdracts

Teardrop attack as descri bed above, the sensor 5 effects a
process of detecting an attack of the fourth type (Land).
In this detecting process, the sensor 5 extracts
| P packets having the sane source |IP addresses as the sane
val ues as the destination | P addresses of each |IP packet
group of destination |P addresses belonging to the LAN 1,
of I P packet groups whose destination |IP addresses are the
sane as each other. The sensor 5 then checks whether |P
packets having the same source | P addresses as the ex-
tracted | P packets and acquired within a predeterm ned
time, e.g., of 2 mnutes fromthe acquisition tinme of the
| P packets are present or not in |IP packet groups having
the sane destination |IP addresses as the extracted | P pack-
ets. |If such IP packets are present, then the sensor 5
counts the nunber of those |IP packets including previously
extracted | P packets. |[If the counted nunber is equal to or
greater than a predeterm ned nunber, e.g., 6, then the sen-
sor 5 detects a Land attack, and gives data indicative of
the I and attack and the data of the values of the source IP
addresses of the |IP packet group whose attack has been de-
tected (the data will hereinafter be referred to as de-

tected fourth-type attack data) to the director 6.



IP packets having the same source IP addresses as the same values as the destination IP addresses
of each IP packet group of destination IP addresses belonging to the LAN 1, of IP packet groups
whose destination IP addresses are the same as each other. The sensors thebr¢lerkgQOhether IP
packets having the same source IP addresses as the ex- tracted IP packets and acquired within a
predetermined time, e.g., of 2 minutes from the acquisition time of the IP packets are present or not
in IP packet groups having the same destination IP addresses as the extracted IP pack- ets. If such IP
packets are present, then The sabsres RooassSHel runsihdrasittRdses LR pasigdty edluding previously

extracted IP packets. If the counted number is equal tg or greater than a predetermined number, e.g.,
6 thon the 2bh. L01% HBRRC T AR, T3 eSSREL TRICANG dT AL RRT SEBCRBRA the dats

of the valugsf thg souice IB, addigssses of fhe 1R Parket orp ivhogR aftack has been de- tected (the

data will hereinafter be referred to as de- tected fourth-type attack data) to the director 6. - 40 18
February 2004 The aboveTirecess iscaftacte] sugtassivielysom eadthedPacket giaupstizose
destination IP addresses are the same as each other and belong to the LAN 1. The director 6, which
has been sdgpIRE ®ih tifairdetedtb@fodih-Bide atdck ddtaMdni ehe 88T 5 rel Rrites the filter

setting fle gf the JLeyRll 200 P[4 PSR! 17 PREHSTS PRYPITESEMC SPAe P geresses

to prevent |P packets having the same source | P addresses
as the source | P addresses contained in the detected
fourth-type attack data and having the sane destination IP
addresses as those source | P addresses fromentering the
LAN 1 for a predetermned tine, e.g., 3 mnutes, fromthe
present time. Wen |IP packets having the above source IP
addresses and destination |IP addresses are transmtted from
the Internet 3, the firewall 2 discards the |IP packets and
hence prevents themfromentering the LAN 1. 1In this fash-
ion, the LAN 1 is protected agai nst a Land attack.

As in the process of detecting a port scan at-
tack, if the director 6 is supplied again with the same de-
tected fourth-type attack data as the previously given de-
tected fourth-type attack data fromthe sensor 5 before the
above predeternmined time of 6 mnutes, required to preclude
| P packets having the sane source | P addresses and desti na-
tion | P addresses as the source | P addresses of the de-
tected fourth-type attack data el apses, then the director 6
controls the firewall 2 in order to prevent |P packets hav-
ing the source | P addresses and destination | P addresses of

the detected fourth-type attack data fromentering the LAN



as the source IP addresses contained in the detected fourth-type attack data and having the same
destination IP addresses as those source IP addresses from entering the LAN 1 for a predetermined
time, e.g., 3 minutes, from the present time. When IP packets having the Hbhdw@rstince2@4addresses
and destination IP addresses are transmitted from the Internet 3, the firewall 2 discards the IP packets
and hence prevents them from entering the LAN 1. In this fash- ion, the LAN 1 is protected against a
Land attack. As in the process of detecting a port scan at- tack, if the director 6 is supplied again with
the same dé- fe@ted frurtr-gpetarack et b fige pfeviouslynyives do- Q&téb&omﬁtmp@t attack data

from the se before the above predetermin d time of 6 minute uired to prec de IP packets
naving the BAMETsch s i B8GIReebaha CLLHRL b ASAUEHESEY ablife dBLRE hddresses o

the de teCt‘?‘biﬂ“{'i‘? YppAUack daja glapses. thag g girector fs 6pairols dhe fifeyygyl 2 order to

prevent IP packets hav- ing the source IP addresses and destination IP addresses of the detected

fourth-type iaéiakk cdata fromesnterimg frckANs 4% difd Eéleruanu2@@4 LFoniderpredeterained time of 6
minutes from the time at which the director 6 is supplied again with the detected fourth-type attack
data. Thered@®! ifsfarods 4 Pand dtegsReonlintide mfm\@katstfa&h t@BBAtceat &ddresses and

\C/iv(ieti“g:ttcleocrt] élg addr?\?st of the Lﬁgd (?Ittraglé tcca)lpn teI:nSteF] g eé_@rlj\lp M Jﬂ ;[r%ctae ecPOt supplied

fourth-type attack data before the above predeterm ned tine
of 6 mnutes el apses, then the director 6 cancels the
bl ocki ng of | P packets having the sane source | P addresses
and destination |IP addresses as the source |P addresses of
the detected fourth-type attack data against entry into the
LAN 1.

In the illustrated enbodi nent, the data of the
val ues of the source |IP addresses of |P packets under a
Land attack are given as detected fourth-type attack data
to the director 6. However, because source |P addresses
and destination |IP addresses of |P packets under a Land at-
tack are of the same value, the data of the values of the
destination | P addresses of |P packets under a Land attack,
rather than the data of the values of the source |IP ad-
dresses thereof, may be given to the director 6.

Having carried out the process of detecting a
Land attack as descri bed above, the sensor 5 effects a
process of detecting an attack of the fifth type (password
acqui sition).

In this detecting process, the sensor 5 extracts

| P packets including user nane data and password data of



fourth-type attack data before the above predetermined time of 6 minutes elapses, then the director 6
cancels the blocking of IP packets having the same source IP addresses and destination IP
addresses as the source IP addresses of the detected fourth-type attack t&ithedgarist €90¢ into the
LAN 1. In the illustrated embodiment, the data of the values of the source IP addresses of IP packets
under a Land attack are given as detected fourth-type attack data to the director 6. However,
because source IP addresses and destination IP addresses of IP packets under a Land at- tack are of
the same vhR®! theodlatahut thé\Nalliekrol the afdstihBtigpak atdarseses opiP paskétvaindena Land
attack, rather than the data f the values of the source IP ad- dresses thereof, may be given to the

director 6. havift %%ﬁ‘?‘e?oeéu %8&&% (T)fchétQ@tl Handhttadk 5’?85?& HCARR e, the sensor 5
effects a paeess of deteaiagian At ﬂﬁka%fdpéé'ggéy%‘? @%ﬁ%&’%%r%coé%s'%%{@h'rbﬁ‘%ﬂeted'”g

process, the sensor 5 extracts IP packets including user name data and password data of - 42 18
February 2004 hestssafithe LANh fioou atsh 1 panketgroupfof dPsiratlost $P wbdeasses belonging to
the LAN 1, of IP packet groups whose destination IP addresses are the same as each other. The
sensor 5 thef@ouRthedimba 6F IPfackefwhRssE atr bRy datehieehdaamedasleach other,

whosepas%N?a are different fromeach other, and which have been ac-
quired within a continuous tinme, e.g., 2 mnutes, anong the
extracted | P packets. |If the counter nunber is equal to or
greater than a predeterm ned nunber, e.g., 20, then the
sensor 5 detects an attack of the fifth type for a cracker
to acquire password. The sensor 5 gives data indicative of
the attack of the fifth type and the data of the val ues of
t he source | P addresses and the data of the values of the
destination | P addresses of the |IP packets whose attack has
been detected (the data will hereinafter be referred to as
detected fifth-type attack data) to the director 6.

The above process is effected successively on
all the I P packet groups whose destination |P addresses are
t he sane as each other and belong to the LAN 1.

The director 6, which has been supplied with the
detected fifth-type attack data fromthe sensor 5 rewites
the filter setting file of the firewall 2 in order to pre-
vent | P packets having the sanme source | P addresses and
destination | P addresses as the source |P addresses and
destination | P addresses of the detected fifth-type attack
data fromentering the LAN 1 for a predeterm ned tine,

e.g., 1 hour, fromthe present tinme. Wen |IP packets hav-



data are different from each other, and which have been ac- quired within a continuous time, e.g., 2
minutes, among the extracted IP packets. If the counter number is equal to or greater than a
predetermined number, e.g., 20, then the sensor 5 detects an attack of the8 fiFigPtyyss YoRr@0dracker to
acquire password. The sensor 5 gives data indicative of the attack of the fifth type and the data of the
values of the source IP addresses and the data of the values of the destination IP addresses of the IP
packets whose attack has been detected (the data will hereinafter be referred to as detected fifth-type
attack data) ftothiehdirethonve Hruslsevd proadds gseftscted dudesdsiven banall ea@ packet groups
whose des@gation IP addresses are. the same as each other and belong to thf.LAN 1 The director 6,

which has S8&PSEShIRHWit] #16 Beld §&l iRB dd 5d A §58&For thd BEnLdr e Weltited the filter
setting file of the dirglwall gdn Opleydo,nse s Ve dPRAcKEISHA(RN e $HBMSOMER Enhpddresses and

destination IP addresses as the source IP addresses and destination IP addresses of the detected
fifth-type attaal tata fra enteringhtheni ANflatsiiagpredetasminged imes epg ofldutusdfirom the present
time. When IP packets hav - 43 18 February 2004 ing the above source IP addresses and destination
IP ad- dres88&hftStrafémadelddedm ehe tMerdt 3 e feevdlry idistdr@s BRI p&KEAS and hence

prevents th\%nr féom enter- ing the LAN 1. In this fashion, the LAN 1 is protected

As in the process of detecting a port scan at-
tack, if the director 6 is supplied again with the sanme de-
tected fifth-type attack data as the previously given de-
tected fifth-type attack data fromthe sensor 5 before the
above predeternmined tinme of 1 hour, required to preclude IP
packets having the source |IP addresses and destination IP
addresses of the detected fifth-type attack data, el apses,
then the director 6 controls the firewall 2 in order to
prevent | P packets fromthe source |IP addresses and desti -
nation | P addresses of the detected fifth-type attack data
fromentering the LAN 1 for the predetermned tinme of 1
hour fromthe tine at which the director 6 is supplied
again with the detected fifth-type attack data. Therefore,
insofar as an attack of the fifth type continues, |P pack-
ets having the source | P addresses and destination |IP ad-
dresses of the attack of the fifth type cannot enter the
LAN 1. If the director 6 is not supplied with detected
fifth-type attack data before the above predeterm ned tine
of 1 hour el apses, then the director 6 cancels the bl ocking

of I P packets having the source | P addresses and desti na-
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against an attack of the fifth type trying to acquire pass- word. As in the process of detecting a port
scan at- tack, if the director 6 is supplied again with the same de- tected fifth-type attack data as the
previously given de- tected fifth-type attack data from the sensor 5 before theFetiove prédtermined
time of 1 hour, required to preclude IP packets having the source IP addresses and destination IP
addresses of the detected fifth-type attack data, elapses, then the director 6 controls the firewall 2 in
order to prevent IP packets from the source IP addresses and desti- nation IP addresses of the
detected fiftH-gpel dttarttdrags SEeM @ntérirey thet leRK edfol tHd predeperndhéd@dinedett B hour from the
time at which the director 6 is supplied _again with the detected fifth-type attack data. Therefore,

insofar as #PAAR oftAE Ffth't [58 cBHﬁnL}é%',\llFlpack- ets having the source IP addresses and
destination IP ad- dresses, of thq attagk of the {ifth tpsC L goter te olé%'ﬁét i'fﬁge Hirector 6 is not

supplied with detected fifth-type attack data before the above predetermined time ©f 1 hour elapses,
then the directonékcarfceishidefblocking yafd Pazcetschaieg thehsnece tlRadskesses a@hd destina 18

February 2004 tion IP addresses of the detected fifth-type attack data against entry into the LAN 1.
Having car§éd 6at thedprBEOsLesd&bclfy 86t AtftkadT tRé tifthly 8 ab RIRsEliBddabdRe the sensor
5 effects a (psrg%%sfsl ?fyd%%?tienga?rtl gtctﬁfk of the sixth type

In this detecting process, the sensor 5 searches
for an | P packet having a printer logical name “lpr” and a
data size of 128 characters or nore fromeach |IP packet
group of destination |P addresses belonging to the LAN 1,
of I P packet groups whose destination |IP addresses are the
same as each other. |[|f such an I P packet is found, then
the sensor 5 detects an attack of the sixth type on a
through hole in a host in the LAN 1. The sensor 5 gives
data indicative of the attack of the sixth type and the
data of the value of the source |IP address and the data of
the val ue of the destination |IP address of the |IP packet
whose attack has been detected (the data will hereinafter
be referred to as detected sixth-type attack data) to the
director 6.

The director 6, which has been supplied with the
detected sixth-type attack data fromthe sensor 5, rewites
the filter setting file of the firewall 2 in order to pre-
vent | P packets having the sanme source | P addresses and
destination | P addresses as the source |P address and des-

tination I P address of the detected sixth-type attack data

fromentering the LAN 1 for a predeternmned tinme, e.g., 4



(security hole attack). In this detecting process, the sensor 5 searches for an IP packet having a
printer logical name "lpr" and a data size of 128 characters or more from each IP packet group of
destination IP addresses belonging to the LAN 1, of IP packet groups whb8erdestiaatiotPf? addresses
are the same as each other. If such an IP packet is found, then the sensor 5 detects an attack of the
sixth type on a through hole in a host in the LAN 1. The sensor 5 gives data indicative of the attack of
the sixth type and the data of the value of the source IP address and the data of the value of the
destination P dgiredy onthehe eickeeMihdsengtack\Webddn patekrids(tihauarowilliereinafter be

referred to as detected sixth-type aftack data) to the director 6, The director 6, which has been
Supplied WPHES GEREET St B AERRUAIR LTI AR, HmALT R Sefing fle of the

firewall 2 iny QraigE |9 RSz yept BnPRGiets hauingdhe samaRoyree i addressgs aag destination 1P

addresses as the source IP address and des- tination IP address of the detected sixth-type attack data

from enteringéha PANaL fastespreddtarained pmey erg. s4 + Honil 8 Feireary eX00dghaue, from the
present time. When IP packets having the above source IP addresses and destination IP addresses
are transmitfy frlom the Ihieinset R3hé Browdlng disdiirds ithe PP Pheréts Anadas it pralents them

from enterlréq %ha?ck of the sixth type on a through hole in a host in the

LAN 1.

As in the process of detecting a port scan at-
tack, if the director 6 is supplied again with the same de-
tected sixth-type attack data as the previously given de-
tected sixth-type attack data fromthe sensor 5 before the
above predeternmined time of 4 hours, required to preclude
| P packets having the source | P addresses and destination
| P addresses of the detected sixth-type attack data,
el apses, then the director 6 controls the firewall 2 in or-
der to prevent |P packets fromthe source |IP addresses and
destination | P addresses of the detected sixth-type attack
data fromentering the LAN 1 for the predeterm ned tine of
4 hours fromthe tine at which the director 6 is supplied
again with the detected sixth-type attack data. Therefore,
insofar as an attack of the sixth type continues, |P pack-
ets having the source | P addresses and destination |IP ad-
dresses of the attack of the sixth type cannot enter the
LAN 1. If the director 6 is not supplied with detected
si xth-type attack data before the above predeterm ned tine
of 4 hours el apses, then the director 6 cancels the bl ock-

ing of I P packets having the source | P addresses and desti -
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LAN 1. In this fashion, the LAN 1 is protected against an attack of the sixth type on a through hole in a
host in the LAN 1. As in the process of detecting a port scan at- tack, if the director 6 is supplied again
with the same de- tected sixth-type attack data as the previously given del3eEed wixth-8a9¢ attack
data from the sensor 5 before the above predetermined time of 4 hours, required to preclude IP
packets having the source IP addresses and destination IP addresses of the detected sixth-type
attack data, elapses, then the director 6 controls the firewall 2 in or- der to prevent IP packets from the
source |IP adidtésyesldnoaddsissim 10f addressed etthedieteotbl sintheyed hagtk drtafrom
entering the LAN 1 for the predetermined time of 4 hours from the time at which the director 6 is
supplied a&&ﬂ'vﬁﬁ% i cledtixth’ ?pé’g‘h'a&k data. Therefore, insofar as an attack of the sixth

type continues, IP pack- e}%h@\ggglﬂp%gau%deéadqrﬂ%sq’srmg?st}%ip{}dﬁqﬂ%%gggs_es of the

attack of the sixth type cannot enter the LAN 1. If the director 6 is not supplied w tected
sixth-type attekfdata hetore dre abovenpradatermified timec vhAdlmuraetapsies adbeortte niiyector 6
cancels the block- ing of IP packets having the source IP addresses and desti - 46 18 February 2004
nation IP addekb58s ap@eedabed JaAltypd aRaBIOHALEL gaMsY ehthg it8AIEOLAN 8NAls described

ve, th ker monitorin - . :
above, t © FRE"G! re?cttgr ¥3r detecti ng various attacks nade by crack-

ers against the LAN 1 on a real-tine basis and autonati -
cally and quickly taking appropriate nmeasures to protect
the LAN 1 against the detected attacks. Therefore, the
network adm nistrator or the like of the LAN 1 is all owed
to greatly reduce an expenditure of labor that is required
to construct the LAN 1 in view of cracker attacks and to
frequently refer to a log file, and hence is allowed to

| oner the cost of nmaintaining and managi ng the LAN 1.
Since various attacks nmade by crackers against the LAN 1
can be detected on a real-tinme basis, it is not necessary
to limt communications between the LAN 1 and external net-
wor ks when no attacks are detected. Usually, therefore,

t he freedom of comruni cations of the LAN 1 can be in-
creased, and information resources on the Internet can ef-
fectively be utilized.

In the illustrated enbodi ment, the firewall 3 is
connected to the gateway of the LAN 1, and when a cracker
attack on the LAN 1 is detected, the firewall 3 is con-
trolled to automatically preclude the detected attack.
However, when a cracker attack on the LAN 1 is detected,

the detected attack may only be reported to the network ad-



tem for monitoring the LAN 1 for a cracker attack according to the above embodiment incorporates
only the sensor 5 and the director 6 for detecting various attacks made by crack- ers against the LAN
1 on a real-time basis and automati- cally and quickly taking appropriate nidaseiresaioypedett the LAN
1 against the detected attacks. Therefore, the network administrator or the like of the LAN 1 is allowed
to greatly reduce an expenditure of labor that is required to construct the LAN 1 in view of cracker
attacks and to frequently refer to a log file, and hence is allowed to lower the cost of maintaining and
managing theniAN nasiceofariobs dtabkd ntHdedbys ecickeiyadenaaae LAgs 1 go&t bk @letected on a
real-time basis, it is not necessary to limit communications between the LAN 1 and external net-
works Wherﬁas attatkd are detected. Usually, therefore, the freedom of communications of the LAN 1

can be in- creased, and in@g@g@pr{gsg)wcgam the lnigrpetcan efr fegtively g uilizsd. f the

illustrated embodiment, the firewall 37s connected to the gateway of the LAN 1, and when a cracker
attack on ther LAN€L iseletected, ihe frewad G isdont doleg thhutonwaticadyl peetlede dierdetected
attack. However, when a cracker attack on the LAN 1 is detected, the detected attack may only be
reported to &t hetviorktRl NoBt1FebiiRnn2dwinidtatdrict @t AN Por hRRcBBEUmanager

assigned tortlhteyLArrNanlager. When a cracker attack on the LAN 1 is de-

tected, information such as the detected first through
sixth attack data is transmtted fromthe director 6 or the
sensor 5 to the host of the network adm nistrator or the
security manager. In this case, a specific nmeasure re-
gquired to protect the LAN 1 against the detected attack is
taken directly by the network admi nistrator or the security
manager. Because the network adm nistrator or the security
manager i s needed to take a necessary preventive action
when the detected attack is reported and al so because the
type of the attack is detected, the network adm ni strator
or the security nmanager can take such an action against the
attack relatively easily.

In the illustrated enbodi ment, the processes of
detecting attacks of the first through sixth types have
been descri bed as being successively carried out. However,
t he processes of detecting attacks of the first through
sixth types may be perforned parallel to each other.

In the above enbodi nent, the cracker nonitoring
system for nonitoring the network for cracker attacks such
as Syn-flood, Teardrop, and Land attacks anpong those be-

| onging to DoS (Denial of Service). However, the princi-



According to such a modification, the director 6 or the sensor 5 is connected via a public or dedicated
cir- cuit to the host of the network administrator or the secu- rity manager. When a cracker attack on
the LAN 1 is de- tected, information such as the detected first through six8 dtetkaiatazisOtansmitted
from the director 6 or the sensor 5 to the host of the network administrator or the security manager. In
this case, a specific measure re- quired to protect the LAN 1 against the detected attack is taken
directly by the network administrator or the security manager. Because the network administrator or
the securityoIngsna@fer idReddas Btakenveaddssanapevehtive apidn eaidretHecddtbeted attack is
reported an also becau the type of the attack is detected, the ne Work inistrator or the security
manager ¢ tREL 4R éﬁ &F%&élnéttth@ ak iﬂ%‘ﬁﬁhv@ﬁ/ éé@llry Ir?fﬁ(g I%? b& e?rﬁbodlment

the processesQfdetecting attacks of the first through sixth types have been described as being
successively carried out. However, the processes of detecting attacks of the first through sixth types
may be performed parallel to each other. In the above embodiment, the cracker monitoring system for
monitoring the network for cracker attacks such as Syn-flood, Teardrop, and Land attacks among
those be- longing to DoS (Denial of Service). However, the princi - 48 18 February 2004 pies of the
present invention are also applicable to the



detection of cracker attacks known as Smurf and Floodie at- tacks. 18 February 2004 What is claimed
is: 1. A cracker monitoring system for monitoring a network which performs communications based on
IP (Internet Protocol), for a cracker attack, comprising: attack detecting mfamskligpogedPafta gateway
of the network, for successively acquiring IP packets passing through the gateway and monitoring the
acquired IP packets to detect a cracker attack against the network; and processing means for
effecting a predetermined process depending on the detected type of cracker attack when said attack
detecting m&aals desectb ahereehoker at- tack. 2. The system according to claim 1, wherein said attack
detecting means comprises means for receiving all IP packets passing through the gateway of said
network. 3. The system according to claim 2, wherein said attack detecting means comprises means

for receiving only IP packets. 4. EPS&Y@P”&BEF?@M% g%q & yvhsreinsaid 3Ftp3§dgtecting

means comprises means for holding an algo- rithm for detecting a plurality of differenttypes of cracker
attacks, and eetentingwhe ¢ypgscoffasackerasiackai fcemitbaachuised I packets lbased st said

algorithm. - 50 18 February 2004
Protocol), for a cracker attack, conprising:
attack detecting nmeans di sposed at a gateway of
t he network, for successively acquiring |IP packets passing
t hrough the gateway and nonitoring the acquired | P packets
to detect a cracker attack agai nst the network; and
processi ng neans for effecting a predeterm ned
process dependi ng on the detected type of cracker attack

when said attack detecting neans detects the cracker at-

t ack.

2. The system according to claim1l, wherein said
attack detecting nmeans conprises neans for receiving all IP

packets passing through the gateway of said network.

3. The system according to claim2, wherein said
attack detecting nmeans conprises nmeans for receiving only

| P packets.

4. The system according to claim1, wherein said
attack detecting nmeans conprises neans for hol di ng an al go-
rithmfor detecting a plurality of different types of
cracker attacks, and detecting the types of cracker attacks

fromthe acquired | P packets based on said algorithm



5. The system according to claim 4, wherein said attack detecting means comprises means for
classifying a plurality of IP packets acquired within a predetermined time according to at least source
IP addresses and/or des- tination IP addresses and holding the classified 1P pabkuaty, adetdetecting
the types of cracker attacks from the classified IP packets. 6. The system according to claim 1,
wherein said attack detecting means comprises means for detecting a cracker attack of a first type
when at least a predeter- mined number of IP packets which are transmitted to the network from an
external network and whose at least source IP addresses are the same as each other and whose
destina- tion IP addresses or d stinatione%oprt numbers are different from e\zﬁ?s other are acquired

within a predetermined tirr%_. 7 ess\ﬂ/%f REGUITY RPcibn (il, HhZréin SHRP a0k SRt tin_g means
comprises @Fﬁ‘&élﬁoro%‘?tsgﬂri‘%g Fraghe" Aank ¢l seqpid ype yyhen allepst g pedeter- mined

number of Syn IP packets based on TCP (Transmission Control Protocol) which aré transmitted to the

network frop) @wnadxitesnabhetvworgaridevBose guliensiodettination 4P mde dezssesiatedhe same as each
other are acquired within a predetermined time and when an Ack IP packet based on the TCP which
has the sarhé BBuASCIH Sddiest anatddstnatiors L 6 1P FaBEliRy 2004 &ss §€8ach of the
SN 1P PackIg I 18P B S e D S LR KT T NG 'R ¢ assi fied 1P pack-

ets, and detecting the types of cracker attacks fromthe

classified I P packets.

6. The system according to claim1l, wherein said
attack detecting nmeans conprises nmeans for detecting a
cracker attack of a first type when at |east a predeter-
m ned nunber of | P packets which are transmtted to the
network from an external network and whose at | east source
| P addresses are the sane as each other and whose desti na-
tion I P addresses or destination port nunbers are different

fromeach other are acquired within a predeterm ned tine.

7. The system according to claim1l, wherein said
attack detecting nmeans conprises nmeans for detecting a
cracker attack of a second type when at | east a predeter-
m ned nunber of Syn I P packets based on TCP (Transm ssion
Control Protocol) which are transmtted to the network from
an external network and whose at |east destination |IP ad-
dresses are the sane as each other are acquired within a
predeterm ned tinme and when an Ack | P packet based on the

TCP which has the sane source | P address and destination IP



8. The system according to claim 1, wherein said attack detecting means comprises means for
detecting a cracker attack of a second type when at least a predeter- mined number of Syn/Ack IP
packets based on TCP (Transmis- sion Control Protocol) which are transrhfitéghoude ned@érk from an
external network and whose at least destination IP addresses are the same as each other are
acquired within a predetermined time and when an Ack IP packet based on the TCP which has the
same source IP address and destination IP address as the source IP address and destination IP
address ofasbhasisans SeartkaP gdiketyig dP apgaked within Rald gedetdratined time. 9. The

system accordigﬁg to claim 1, wherein said eg}tac_k detecting means comprises means for detecting a
cracker attdUK SH 't :apé’ Gt &"NELLL prte'o@?er- mined number of same divisions of an IP

packet which are transmitted to the network from an external network are ac- quired within a
predetermined time. 10. The system according to claim 1, wherein said attack detecting means

comprises means for detegting hecrgkeeaitacicoflr alfougtht iypelveian at leablea prededei-dnined
number of IP packets which are transmitted to the - 52 18 February 2004 network from an external
network an@iititfse SRIreS 1P BE- TRARES GRETRId S&% e BRAdSstInAtiod # @eldtdtEed thereof are

acauired witin g gredgieminedime. 1L ThESYSE AROITH0 PSP & el er-

m ned nunber of Syn/Ack | P packets based on TCP (Transm s-
sion Control Protocol) which are transnitted to the network
froman external network and whose at |east destination IP
addresses are the sanme as each other are acquired within a
predeterm ned tinme and when an Ack | P packet based on the
TCP whi ch has the sane source | P address and destination IP
address as the source | P address and destination |P address
of each of said Syn/Ack |IP packets is not acquired within

said predeterm ned tine.

9. The system according to claim 1, wherein said
attack detecting nmeans conprises nmeans for detecting a
cracker attack of a third type when at |east a predeter-
m ned nunber of sane divisions of an I P packet which are
transmitted to the network froman external network are ac-

quired within a predetermned tine.

10. The systemaccording to claim1, wherein
said attack detecting nmeans conprises neans for detecting a
cracker attack of a fourth type when at | east a predeter-

m ned nunber of | P packets which are transmtted to the



said attack detecting means comprises means for detecting a cracker attack of a fifth type when at
least a predeter- mined number of IP packets which are transmitted to the network from an external
network in order to operate a host in the network and whose user name d&arebtherhoL08re the same
as each other and whose passwords of the host are dif- ferent from each other are acquired within a
predetermined time. 12. The system according to claim 1, wherein said attack detecting means
comprises means for detecting a cracker attack of a sixth type when an IP packet having a data
sequence HE&in®a prédetermimetzgtenabf atavor kateieting @ daffeoovertioweadrity hole. 13. The

system acc rdin%to claim 1, wherein said p means comprises mean generating a re-
port output P&fre

ocessin for
B el (eSO PthedeSLRAIaH! Bk TR SARES EES N BRicoss. 14. The
system accgrgngé%ma]irgol,wr{qﬁ?w segi%pmsgm Means cagprises means for preventing an IP -

53 18 February 2004 packet having a source IP address and/or a destination IP address associated
with the attack detected by said attack detecting means, from entering said network in said prede-
termined process. 15. The system according to claim 6, wherein said processing means comprises
means for preventing an 1R1padit® hayHgeieaeees dbideliP fdrédB ds thhesece IP

said attack detecting nmeans conprises neans for detecting a
cracker attack of a fifth type when at |east a predeter-

m ned nunber of | P packets which are transmtted to the

network froman external network in order to operate a host
in the network and whose user nane data of the host are the
same as each ot her and whose passwords of the host are dif-
ferent fromeach other are acquired within a predeterm ned

tinme.

12. The systemaccording to claim1, wherein
said attack detecting nmeans conprises neans for detecting a
cracker attack of a sixth type when an | P packet having a
dat a sequence having a predeterm ned pattern of data for

attacking a buffer overflow security hole.

13. The systemaccording to claim1, wherein
sai d processi ng neans conprises neans for generating a re-
port output representing the detection of the cracker at-

tack in said predetern ned process.

14. The systemaccording to claim1, wherein

sai d processi ng neans conprises neans for preventing an | P



addresses associated with the attack of the first type de- tected by said attack detecting means, from
entering said network for a predetermined time after said attack detect- ing means detects the attack
of the first type, in said predetermined process. 16. The system according &ofelhimarywitdin said
processing means comprises means for preventing an IP packet having the same destination IP
address as each said Syn IP packet from entering said network for a predeter- mined time after said
attack detecting means detects the attack of the second type, in said predetermined process. 17. The
system accpedikgto BRWh NG, vIesinC sailHradekssisg naaths@ondpristrneats for préventing an IP
packet havin éhe same source IP address as each said Syp IP acée from er#eerin said network for
b predetorfif{AHCH e R0 Sl S ddtebtify HebRS HeiBke the etk SRt Bhliktype, in said
predetermined REqGess. TS FEPIANEAPAS LR Tha SySIRD AEsdiNg OlRimp dduherein said
predetermined time for which an IP packet having the same source IP address as each said Syn IP
packet is pree ventesdiremederdng said network is longer than said pre- determined time for which an
IP packet having the same des- tination IP address as each said Syn IP packet is prevented from

entering said network. 19. The system according to claim 8, wherein said processing means

mpri means for pr ing.an IP : i i
comprises means for preveptingan ISy <t em according to claim6, wherein

sai d processi ng neans conprises neans for preventing an | P
packet having the sane source | P address as the source IP

addresses associated with the attack of the first type de-
tected by said attack detecting neans, fromentering said

network for a predetermned tinme after said attack detect-
i ng means detects the attack of the first type, in said

pr edet er mi ned process.

16. The system according to claim?7, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane destination |IP address as each said
Syn | P packet fromentering said network for a predeter-
mned time after said attack detecting neans detects the

attack of the second type, in said predeterm ned process.

17. The system according to claim 16, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane source | P address as each said Syn
| P packet fromentering said network for a predeterm ned
time after said attack detecting neans detects the attack

of the second type, in said predetermnm ned process.



packet having the same destination IP address as the source IP address of each said Syn/Ack IP
packet from entering said network for a predetermined time after said attack de- tecting means
detects the attack of the second type, in said predetermined process. 20.1BhEedystemnt &88drding to
claim 19, wherein said processing means comprises means for preventing an IP packet having the
same source IP address as the destination IP address of each said Syn/Ack IP packet from entering
said network for a predetermined time after said attack de- tecting means detects the attack of the
second type, in said predetermined process. 21. The system according to claim 20, wherein said

predetermined time for whjch an IP packet having%the -55 18 F%)ruar 2004 same source IP address
as the destination IP addré$s of l%%cﬁ%%‘oegl/ﬁﬂ\ erg'ﬂ?;xg:kéf)is rBU L4 fro %ﬁ?érl?lg said network

is longer thé‘%isé‘if??@&@{eémﬁ‘%ﬁmﬁ fREvnigh i IBrPagket payag ke spap dptinglion IP address

as the source IP address of each said Syn/Ack IP packet Is pre- vented from entering said network.
22. The sysiameacooudiog to Rlaitich, agieram saichproaessisy meamspearretisésmeags for preventing
an IP packet having the same destination IP address as the desti- nation IP address of each said
divided 1P paikeeftoft &0 teARE ShtPn&diotk RsitaBrdteténlinad Bmet d¥edt s Et-RAEk detecting

means det%cet)%g}ematrt]ae%( ?fitrqg J[Plcr)?I n(ﬂ%’ch an | P packet having the sanme des-

tination | P address as each said Syn | P packet is prevented

fromentering said network.

19. The system according to claim8, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane destination |IP address as the source
| P address of each said Syn/Ack I P packet fromentering
said network for a predeternmined tinme after said attack de-
tecting neans detects the attack of the second type, in

sai d predeterm ned process.

20. The system according to claim 19, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane source |P address as the destination
| P address of each said Syn/Ack I P packet fromentering
said network for a predeternmined tinme after said attack de-
tecting neans detects the attack of the second type, in

sai d predeterm ned process.

21. The system according to claim?20, wherein

said predetermned tine for which an | P packet having the



in said predetermined process. 23. The system according to claim 22, wherein said processing means
comprises means for preventing an IP packet having the same source IP address as the source IP
address of each said divided IP packet from entering said network for a pk8degermaned2de after said
attack detect- ing means detects the attack of the third type, in said predetermined process. 24. The
system according to claim 23, wherein said predetermined time for which an IP packet having the
same source |IP address as the source IP address of each said divided IP packet is prevented from
entering saRBn@t -S3BIreeFéhtuaddr@ss wask ishengesthanaaidprddetadtines sinef for which an IP
packet having destination IP address as the desti- nation IP address of each said divided IP

t
packet s pFAYRn A flownaH(Bft SEGHEKBH, 75, TPE SR 6L IPGARA 16 ahlerein sai
proCeSSIng gRedps SOMBIiSESHANE o PIEXPRINg 80 4P opagkeL hayingdhe sampsauce IP address

and destination IP address as each said IP packet associated with the attack of the fourth type from

entering saidPetsusike forreapianig- térenisetrtmeeaftersaid atackdeigdtieg sneanst defects the attack
of the fourth type, in said predetermined process. 26. The system according to claim 11, wherein said
processing $RedrecdipAskEl @eansfoegelestdadyp/ pedket RabingRe safhd§urce IP address

n ination, IP ; i
and destinafion I8y ¢ r om ent eri ng sai d networKk.

22. The system according to claim9, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane destination |IP address as the desti -
nation | P address of each said divided | P packet from en-
tering said network for a predetermned tinme after said at-
tack detecting neans detects the attack of the third type,

in said predeterm ned process.

23. The system according to claim22, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane source | P address as the source IP
address of each said divided I P packet fromentering said
network for a predetermned tinme after said attack detect-
ing means detects the attack of the third type, in said

pr edet er mi ned process.

24. The system according to claim23, wherein
said predetermned tine for which an | P packet having the
same source | P address as the source | P address of each

said divided | P packet is prevented fromentering said net-



address as each said IP packet associated with the attack of the fifth type from entering said network
for a prede- termined time after said attack detecting means detects the attack of the fifth type, in said
predetermined process. 27. The system according to claim 12, wherein sa¥d fpocersingt¥eans
comprises means for preventing an IP packet having the same source IP address and destination IP
address as said IP packet associated with the attack of the sixth type from entering said network for a
predetermined 18 February 2004 time after said attack detecting means detects the attack of the sixth
type, in saitvpréddterrhingd ®rotdrsn 28anctraciesteneritorimgosyistera fbomonhotiy annétwork which
performs communications based on IP (Internet. Protocol), for%@éacker attack, cor?gising: attack

detecting I’T%%glke(}is \é'dnéiat §toe _ f ﬁ]%tﬁé}%lrle'?oﬂ §u _ Eﬁléﬁ/ frﬁqtﬁrji}?g ﬁé&k’ets passing
through the, gateway, gogpg tha acqyired I, packels ey -Jay!atively, BRIGiNg an gigorithm for

detecting a plurality of different types of cracker attacks, and monitoring to detect the types of cracker

attacks fromd¢hne adgtfirechaeat ¥piathFspacketebasedkon the algorithm; and processing means for
preventing an IP packet having a source IP address and/or a destination IP address associated with
the attack detected by the attack detecting means, from entering the network according to a predeter-

min r for a tim ich is pr rmin rre- ndin . th f k, after
th:e Z(tjt 6|10Cl(()cess, or ati eﬁ\@llchrlﬁ eo g?/%tteem' a(?cdc%or (ﬁ nsé)ot 8“ (gtgl tme P&te%ﬁ% rtyerl)eno attack, afte

sai d processi ng neans conprises neans for preventing an | P
packet having the sane source |P address and destination IP
address as each said | P packet associated with the attack
of the fourth type fromentering said network for a prede-
termned time after said attack detecting nmeans detects the

attack of the fourth type, in said predeterm ned process.

26. The system according to claim 11, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane source |P address and destination IP
address as each said | P packet associated with the attack
of the fifth type fromentering said network for a prede-
termned time after said attack detecting nmeans detects the

attack of the fifth type, in said predeterm ned process.

27. The system according to claim 12, wherein
sai d processi ng neans conprises neans for preventing an | P
packet having the sane source | P address and destination IP
address as said | P packet associated with the attack of the

sixth type fromentering said network for a predeterm ned



detecting means detects one of the attacks. 29. The system according to any one of claims 14
through 28, further comprising a packet filter disposed at the gateway of the network, for selectively
establishing IP packets to be prevented from entering the network, the pré@esginganea®deomprising
means for controlling the packet filter to perform the predetermined process. - 58 CRACKER
MONITORING SYSTEM ABSTRACT A cracker monitoring system has a simplified system
configuration for automatically detecting the at- tacks of a LAN (1) by crackers so that the LAN (1) can
be protectéd frenaéraekersavith afiniatkn destactdrigoimmmdud alcadbs witheuatHeasded for skilled

personnel. A sensor (5) is provided at the entrance to the LAN (1) to detect every IP packet passing
therethroudhl THaSeabt 1) JUES, 1P pcket B B ELTAA AR B the LAN (1) by

crackers. The information on the attacks detected by the sensor (5) is provided for a director (6) that
controls a firewall (2). The director (6) controls the firewall (2) according to the provide information to
stop unwelcome IP packelg from entecikgrthenh AN G)i ng system for nonitoring a

net wor k whi ch perforns comruni cati ons based on | P (Internet
Protocol), for a cracker attack, conprising:

attack detecting nmeans di sposed at a gateway of
t he network, for successively acquiring |IP packets passing
t hrough the gateway, storing the acquired |IP packets accu-
mul atively, holding an algorithmfor detecting a plurality
of different types of cracker attacks, and nonitoring to
detect the types of cracker attacks fromthe acquired and
stored I P packets based on the algorithm and

processi ng neans for preventing an | P packet
having a source | P address and/or a destination |P address
associated with the attack detected by the attack detecting
nmeans, fromentering the network according to a predeter-
m ned process, for a tinme which is predeterm ned corre-
sponding to the detected type of attack, after the attack

detecting neans detects one of the attacks.

29. The system according to any one of clains 14
t hrough 28, further conprising a packet filter disposed at
the gateway of the network, for selectively establishing IP
packets to be prevented fromentering the network, the
processi ng neans conprising nmeans for controlling the

packet filter to performthe predeterm ned process.
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CRACKER MONI TORI NG SYSTEM

ABSTRACT

A cracker nonitoring systemhas a sinplified
system configuration for automatically detecting the at-
tacks of a LAN (1) by crackers so that the LAN (1) can be
protected fromcrackers with mninumrestrictions of conmu-
nication without the need for skilled personnel. A sensor
(5) is provided at the entrance to the LAN (1) to detect
every | P packet passing therethrough. The sensor (5) uses
the | P packets to detect various attacks of the LAN (1) by
crackers. The information on the attacks detected by the
sensor (5) is provided for a director (6) that controls a
firewall (2). The director (6) controls the firewall (2)
according to the provide information to stop unwel cone |IP

packets fromentering the LAN (1).



