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The present invention relates to smart cards and
el ectroni c passports. Mre particularly, the present

i nvention rel ates tg sgggi ierd%,ggg el ectronic
passports including i r, and nethod,
system and apparatus for authenticating a person

hol ding the smart card or the el ectronic passport.
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[0001] The present invention relates to smart cards and electronic passports. More
particularly, the present invention relates to smart cards and electronic passports
including a biometric sensor, and method, system, and apparatus for authenticating a

person holding the smart card or the electronic passport.

BACKGROUND OF THE INVENTION
[0002] Smart cards, which are also referred to as integrated circuit (IC) cards, typically
include a microprocessor and memory on their plastic body, and are capable of data
processing required for the specific purpose of the cards. The conventional smart cards
are typically “credit-card” sized, and ranging from simple memory-type smart cards
storing user identification information to high-end smart cards with a sophisticated
computational capacity. Typically, a card reader is used to read the stored information
associated with the cardholder, such as a user name, account number, personal
identification number (PIN), password, and the like. The card reader may be contact type

or contactless type. The authentication process is typically performed after the necessary



identification nunber (PIN), password, and the I|ike.
The card reader nmay be contact type or contactless
W0 ys/104Tbe aut henti cation process i s typical | yPCT/US2005/013896
performed after the necessaryinformation is read from
the smart card to the card reader, using the card
reader or other authentication device comrmunicating

with the card ader h_as a local o
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speci fic individual associated wwth the smart card.
The wirel ess transcei ver nodul e transmts signals

WO e@silvggo4 f rom t he processor unit and recei vesPEI/US2005/013896
wirel essly-transmtted power signal. The power circuit
generates at | east one supply voltage fromthe
recei ved power signal and provides the supply voltage

to the senso : i & 1S
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used for wirelessly transmtting power to_ an
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speeificndiwidoel assacintohwith fisounarbeard ol he wérelpse iapsceiver module
invention. FIG 3 is an electrical block diagram

trar et RhinaBabdeyvdd frais theafrocegsa yndvand redenesiatwirelesshetransmitted
smart card in accordance wth one enbodi nent of the

podrRRAL THRSIdr @tcuit generates at least one supply voltage from the received

power signal and provides the supply voltage to the sensor module. An electronic
passport is embedded with the smart card, and a terminal module is used for wirelessly

transmitting power to and receiving signals from the electronic passport or the smart card.



FIG 4 is an electrical block diagramschenatically

illustrating an exanple of the power circuit in the
waemstioed d i n accordance with one enbodi ment BET/UBE05/013896

present invention. FIG 5 is an electrical diagram

schematically illustrating an exanple of the

i npl ementati on of a power portion of the smart card in

accordance w i
i nventi on. %%&Fgﬂﬁ§8w&: 1%%m§fmt
schematically illustrating an exanpl e of. .
[0005)t HEhetaceempanying dewingspwuhich pregpcorponatrd iptorndLcopstityfgia part
with a fingerprint sensor. FIG 7 is an electrical
of thih eydcifitiation, dlusteteeoret draadrb pmibbdinsntsaafitheypresens saveption and,
the sensor/processor portion of the smart card in
togelite WilANE AeidiléddBRpEsH) 86ty 8BNéxpddin tivgpinested and implementations
invention. FIG 8 is a block diagramschematically
oftﬁeliwg'r}tfoﬂy' ng anot her exanple of inplenmentation of the
processor ;ngt oft_the smra]\rt calr::tha\é:Ang an
engryption/decryption schene. is a bock
di %B¥ UMt i ]E:al Ihy i | lustrating another exanple of
[ ement ati on of the processor unit of
| ElGe bisimAretiona hlaske s asirmicaty Thsraieisman 26 or
invention. FIG 9B is a bock diagram schemati cal |l
authiehticitingat fergnyhelding tierserartsoasdin ascertangepvishers embesiment of the
the processor unit of the smart card in accordance
preséhi Avaitfon.

FIG. 2 is a block diagram schematically illustrating an example of the smart card
in accordance with one embodiment of the present invention.

FIG. 3 is an electrical block diagram schematically illustrating a power circuit in
the smart card in accordance with one embodiment of the present invention.

FIG. 4 is an electrical block diagram schematically illustrating an example of the
power circuit in the smart card in accordance with one embodiment of the present
invention.

FIG. 5 is an electrical diagram schematically illustrating an example of the
implementation of a power portion of the smart card in accordance with one embodiment
of the present invention.

FIG. 6 is a process flow diagram schematically illustrating an example of
authentication process performed in the processor unit with a fingerprint sensor.

FIG. 7 is an electrical block diagram schematically illustrating an example of the

sensor/processor portion of the smart card in accordance with one embodiment of the



enbodi nent of the present invention. FIG 10 is a
bl ock di agram schenatically illustrating a snart card
W0 posgerndance with one enbodi ment of the preseei/US2005/013896
invention. FIG 11 is a diagramschematically
illustrating an el ectronic passport including a smart
card in accordance with one enbodi ment of the present
invention. FIG 12 is a block diagram schenmatically
presept \¥EHIM ng an exanple of a smart card enbedded in
the passport shown in FIG 11. FIG 13 is a di a%ram
scHifmBiicablogk diagmm sehematically illnerating anethgaexagae of n
accordance Wi th one enbodi ment of the present
impilétvamitionrof tdprobessralniidefshastharo omt hiacing@an soeryptich/decryption
display. FIG 14 is a diagram schematically
schéht.ustrating an exanple of the electronic passport
Including a fingerprint sensor and a di splay and bei ng
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sensor/display. FIG 17 is a diagramschematically
emhddimentrod thepyesent BWERHEL nodul e for authenticating a
person holding a snmart card or an el ectronic passport
| NCFIGHOBgs a bsdtadingmar sthematicatlyoHasrating wett dnothee example of
enbodi nent of the present invention. FIG 18 is a

implrAgtABnseh &Rl Ohil ofl the Ehat tag ifBcexdanpt evithforiehe
term nal nodul e

embodiment of the present invention.

FIG. 10 is a block diagram schematically illustrating a smart card in accordance
with one embodiment of the present invention.

FIG. 11 is a diagram schematically illustrating an electronic passport including a
smart card in accordanceé with one embodiment of the present invention.

FIG. 12 is a block diagram schematically illustrating an example of a smart card
embedded in the passport shown in FIG. 11.

FIG. 13 is a diagram schematically illustrating an electronic passport in
accordance with one embodiment of the present invention, which includes a biometric
sensor and a display.

FIG. 14 is a diagram schematically illustrating an example of the electronic
passport including a fingerprint sensor and a display and being authenticating a person.

FIGS. 15 and 16 are diagrams schematically illustrating an example of an

electronic passport in accordance with one embodiment of the present invention, which



i n accordance with one enbodi nent of the present
invention. FIG 19 is a functional block diagram
wa@edemetdcal |y illustrating a system for aut heP€T/US10051¢13896
a person holding a smart card or el ectronic passport
i n accordance with one enbodi nent of the present
invention. FIG 20 is a process flow di agram
. Schematically illustrating a nethod for authenticating
1nc133?§é\n§5‘wg1@6ngqeﬁ§or}ﬁs§ rt card, or an electronic
passport enbedded with the smart card, .in accordance
wi tHGoh@ ishdiegiamesehemptially ilpsiaing a terpanal meaduls=eA LED
DESCRI PTI ON [ 0006] Enbodi nents of the present _
autlientieatingepeason lbdding b bmdrt terdeirmani electrioricqasspoxrttingfidiag a smart
smart card for passport, an el ectronic passport, and a

cardTBh HQQdrdHY¥ s villond ehbadRRmabLie hedseUhvetivhcat i ng a
person hol ding a smart card or el ectronic passport.
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. invention_.is illustrati onl nd i,s not intended to

in aggorglaneg yiith one qmbpdiment ¥%eﬂ°§?§é8 St s of the
present invention will readily suggest.thenselves to
sudAGs kP is @ Emgenrad hlock Magean ﬁﬂ@ﬂﬁ%ﬁ@f}f llugfating asystem for
di scl osure. Reference will now be nade in detail to

authempit&imerd persomtoldihg e lsmapresikonteldotrpaistiassporisin accordance with
illustrated in the acconpanyi ng draw ngs. The sane

onel{RIIRNER off B pradeat Bmviitidn. be used t hroughout the
drawi ngs and the follow ng detail ed description to

ref e, b id ?ﬁrol%@ﬁ%lo% dfagltﬁ%afbiﬁé&ﬁticz{ll%ﬁlﬁtraﬁﬁg bgethod for

interest of clarity, n of thé routine features
autltl)efntitcatt’{lengI arrppérseorrrlelpotlgitnjg iart card, or an electronic passport embedded with the

smart card, in accordance with one embodiment of the present invention.



descri bed herein are shown and described. It will, of

course, be appreciated that in the devel opnent of any
wGee/1eodual | npl enent ati on, nunerous PCT/US2005/013896

i npl enent ati on-specific decisions nust be nade in

order to achi eve the devel oper's specific goals, such

as conpliance with application- and busi ness-rel ated

constraints, and t [ £ oals wll var
from one inplenentg&ﬁgﬁfﬁﬁﬁ%agéﬁgﬁﬁgﬁg from one d
devel oper to another. Moreover, it wll be appyeciated
[0006]at Embedimentsenf shapreesnt invenéon arpidgieribpd hersipindhe gomiext of a
ti me-consum ng, but woul d neverthel ess be a routine
smanehed falpassportf areelgétromés pasgpdrt and hosthast, systethendyappidatus for
in the art having the benefit of this
autltbinBi6dtRSW forddAAding B staf QaflipdtGtectiohit pasoentiidserefbrdofary
the present invention, the conponents, process steps,
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v?r{?us typ$$ of operating-systens conput i ng
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s ifusfipfidiyaly T rEHER A Lot B etan L Rings SR dfbodiments of

can be inplenmented _as a progranmed prQqc unni n n
the pre@@ﬁs@rqgg}% wiLl ggadily .Sua&?gt tbg@ﬁfé%%?i i Su% 5@?@[ Reysony %a‘%ng the
take the form of nunmerous conbi nati ons of processors
benafitbfapisdigclasgres \Retfenenge will nove bamddaimdrtaitivimplemeniations of
process can be inplenented as instructions executed by

the prisbnthavevion as ilfistrabea iretha laccvenpanyingriyawinghi Tt same reference
thereof. The software may be stored on a program

ind%élgf?\gﬁl t%el}@ﬁﬁ ?hrﬁﬁgl%p e R¥wRgIBREhRFolld Wi Abtat1Bd description to

Itron, those of ordinary skill in the art wll
pur pose
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[0007] In the interest of clarity, not all of the routine features of the implementations
described herein are shown and described. It will, of course, be appreciated that in the
development of any such actual implementation, numerous implementation-specific
decisions must be made in order to achieve the developer’s specific goals, such as
compliance with application- and business-related constraints, and that these specific
goals will vary from one implementation to anothe;r and from one developer to another.
Moreover, it will be appreciated that such a development effort might be complex and

time-consuming, but would nevertheless be a routine undertaking of engineering for

those of ordinary skill in the art having the benefit of this disclosure.



(FPLDs), including field progranmabl e gate arrays
(FPGAs) and conpl ex programrabl e | ogi ¢ devices

W@ gBEMed794 appl i cation specific integrated circRCT/BES2005/013896
(ASICs), or the like, may al so be used w t hout
departing fromthe scope and spirit of the inventive
concepts disclosed herein. [0010] FIG 1 schematically

I trat rt C 10 f aut hent
0o, SBeerafendo e ndy i pare%egFglgﬁﬁf%%ﬁi‘comrp°nentS
enbodi nent of the present i nvention.. As shown jn FlI
process $tpies, gha{pt daia SRS May e &8P Emenisdis ey 2Hious yPey
nodul e 14, a power circuit 16, and a wirel ess
opetatiap systenie (O duhputitg pla'uﬁmrgeﬁsowam@mnmltqrmrommswmuter
circuit 16, and the wirel ess transceiver nodule 18 are
langi‘lragé/si gietlogenichit-pattosé matlinds? . Thensethed sar banthiémeritdd as a
detects bionetric information fromthe person's body,

pro@% g €é§§ Rt o ﬁr@E\%chihg theuid§r 988 phresindéirduikey can take

onmetric 1 nformation, and generat es an

ut tication n

the imo?“ IR cem%e%noaagnéﬂp‘é%ts%%%?{‘ Oers it s, b Fytand-alone
aut henti cat ed) _or, at i ve t henti cation, fai

dovie ThBRETORH GBIt (RIE O BT BY é%%leha?rdware
transcei ver nodul e 18, and adapted to generate at

hardvears taloaxn,eorsanpp‘bmbmlpa thergofoithe spfowrre naaydhraitored oBjapEgEram
by the wireless transcei ver nodul e 18. The supply

stord@d d@iie readabpieoy slamchiaet he sensor nodul e 14. [0011]
The wirel ess transceiver nodule 18 is coupled to the
sensor nodule 14 and the power nodule 16. The wi rel ess
transcei ver nodul e 18 is adapted to transmt signals
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general purpose nature, such as hardwired devices, field programmable logic devices
(FPLDs), including field programmable gate arrays (FPGAs) and complex programmable
logic devices (CPLDs), application specific integrated circuits (ASICs), or the like, may
also be used without departing from the scope and spirit of the inventive concepts

disclosed herein.

[0010] FIG. 1 schematically illustrates a smart card 10 for authenticating a person
holding the smart card in accordance with one embodiment of the present invention. As
shown in FIG. 1, the smart card 20 includes a substrate 12, a sensor module 14, a power
circuit 16, and a wireless transceiver module 18. The sensor module 14, the power circuit
16, and the wireless transceiver module 18 are provided on the substrate 12. The sensor

module 14 detects biometric information from the person’s body, performs authentication



to receive a wirelessly-transmtted power signal. The
W rel ess transcei ver nodule 18 is capabl e of

W0 e@naei7o4 i ng and recei ving el ectromagneti ¢ WaREBUS2005/013896
However, the wireless transceiver nodule 18 may al so
be inplemented such that it is capable of transmtting
and receiving ultrasonic waves, optical waves,

i nfrared waves nd the |ike.. [001 FI 2
for 56 perve PestiIop the feH FplemelHETTIE b g gefigates an
accordance Wi th one enmbodi nent of the present ..
authientieatioh signalisdichidngthe nesult@f the aushenbiriiona fRrSKARPIR positive
signal antenna 24, a power circuit 26, and a sensor
(sucaesdnllly athentieatpd)@y indgativefawthantiostiorafade )l . THEpowso wiseuit 16 is
antenna 22 is coupled to the power circuit 26, and the
cou?l'e@ ftﬁfhe AL Frarébelver ARURIAS, A ddapteded goteri dtleastdhe supply
nht I's exanple, the wireless transceiver nodul e
shown in Fl j
volaFERYR e ik fendseb v RS sl R ARl ARUGES, B supply
t he, signal ., antenna 24 n.be the sane antenna, but in
voltpgg is PEQARS 19 the ?Fé‘s%ﬁrﬁ?fi} © 5\%1 enna 24 is provided as a
- separate and independent antenna. The powerantenna 22
receives the wirelessly transmtted power signal, and
the power circuit 26 generates at |east one supply
[003Y]| t EigewRlefsrtomstdieer membile/ Elispoupled & traabnsonniodhle It and the
provided to the sensor nodul e 28. The signal antenna

powad nfddBIESIH. UEheSiigkladsdranseediey atbduleord ik hdaptedoaransmit i gnals
28. hi accordance wth one enbodi nent of the present
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transceiver module 18 may also be implemented such that it is capable of transmitting

and receiving ultrasonic waves, optical waves, infrared waves, and the like.

[0012] FIG. 2 schematically illustrates a smart card 20 in accordance with one
embodiment of the present invention. As shown in FIG. 2, a power antenna 22, a signal
antenna 24, a power circuit 26, and a sensor module 28 are provided on a substrate 21.
The power antenna 22 is coupled to the power circuit 26, and the signal antenna 24 is
coupled to the sensor module 28. In this example, the wireless transceiver module
(shown in FIG. 1) is formed of the power antenna 22 and the signal antenna 24. The
power antenna 22 and the signal antenna 24 can be the same antenna, but in this example,

the signal antenna 24 is provided as a separate and independent antenna. The power



unaut hori zed receipt or intercept of the signals.
[0013] As shown in FIG 2, the sensor nodule 28

w0 p@baaEss a bi ometric sensor 30, a processor UuPCT/USDN5/013896
and a nenory 34. In addition, the sensor nodule 28 may
further include an indicator 36 indicating the
authentication result, and a control interface 38

whi ch provides a t er nal. LCess to

anteip B2 557 s VB AR R ETIST Favict 51 b %ﬁ{e?ﬁioevf’esf%ﬁcw 26
coupled to the bionetric sensor 34 and the, ne 34,
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interface 38. The processor unit 32 is adapted to

provided enthe satser mopiele28n The Isignalganténna Fedransoifs sighals received from
response to the bionetric information detected by the

the BRBEIbHEle 28N P hccdfiandd Wit @Re embediatenaof the présemtinvention, the
signal representing the result of the authentication.
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depicted in the draw ngs exter.nal to the essor

such fiat {gzsignals mynb(ée"?%‘f P AR DIATARS REATp e symting
unit 32. The processor unit 32 also includes a

unauthosized eeceiptror mteseephotibe signaladom access nenory(RAM to
perform aut henti cati on, execute instructions and/or
process data. Li addition, the processor unit 32 may
encrypt signals before their wirelessly transm ssion.
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pomer antenna 22 and the power circuit 26
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which provides an external access to the processor unit 32. As shown in FIG. 2, the
processor unit 32 is coupled to the biometric sensor 34 and the memory 34, and to the
optional indicator 36 and the control interface 38. The processor unit 32 is adapted to
authenticate a person holding the smart card in response to the biometric information
detected by the biometric sensor 30, and generate an authentication signal representing
the result of the authentication. The memory 34 is typically a non-volatile memory, and
adapted to store the biometric information of a specific individual associated with the
smart card. Tt should be noted that although the memory 34 is depicted in the drawings
external to the processor unit 32, it may be integrated within the processor unit 32. The

processor unit 32 also includes a volatile memory such as a random access memory
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coupled to the power antenna 22, and a regul ator 42
coupled to the rectifier 40. In this exanple, the
w0 eahet7or 42 generates two supply vol t ages VI PEntusSas5/013896
for exanple, 3.3 Vand 1.8 V. In accordance with one
enbodinent of the present invention, as shown in FIG
4, the w reI ess transcei ver nodul e may include a

e Rl SRR e g 18] i,

of regulator circuits 46 (46a, 46b, ., .46n). and a
the peagedsar wiit A2 magicheyPeHER Ss‘éftfowrth%lh WinslaRely tARsTRISHAN 4 4

and the rectifier 46 functions as a current source,

these sets can be conmbined in parallel to forma

| arger current source to be regul ated by the regul ator
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the i npl ementati on of a power portion 52 including
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, and a regulator 42, in

por dance t h one ne t
presERy BHERRT: 4% ﬁﬁb%%f %werecarghﬁ%P%ﬁéfé%ea&ewﬁ%fﬂg
46 may have a different struyctur

coupledi fhetonss sy 22, and aaBAIBIE SRyp LE R ety ol

i nclude a Schottky diode. Simlarly, the regul ator
exammje, e mgulatop g Eenargles tr@supply wolagehV hgnd 8. fcmeaampkﬁs 33V
a fly back regulator. The regulator 42 may have
andSU® VP AhtaScatdance Raticte engtRdimeniof depoadinhinventian, as shown in
different supply voltage. For exanples, the first part

H 2244 eritths 4
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(44?\A£4 b, gl\j?inée téua% Bl‘éﬁlt\ﬁgélfl glscoﬂre cﬂlﬁiné Sﬁl{ﬂaf sdoftr@gulator

vol t ages may be rowdd
circafp Hp &40 6ﬁl¥ 4811) and aeregu ator 29 Sthed ¢ach s 6F J[ he power antenna
44 and the rectifier 46 functions as a current source, these sets can be combined in

parallel to form a larger current source to be regulated by the regulator 42.

[0015] FIG. 5 schematically illusirates an example of the implementation of a power
portion 52 including three power antennas 44 (44a, 44b, 44c), corresponding rectifiers 46
(46a, 46b, 46¢), and a regulator 42, in accordance with one embodiment of the present
invention. As shown in FIG. 5, each of the rectifiers 46 may have a different structure.
For example, the rectifier 46 may be a double voltage rectifier, or may include a Schottky
diode. Similarly, the regulator 42 may be a dropper regulator, a switching regulator, or a
fly back regulator. The regulator 42 may have sub-parts 42a and 42b, each

corresponding to a different supply voltage. For examples, the first part 42a provides a
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[0016] In addition, in accordance with one enbodi nent

of the present invention, each of the plurality of
weows04m ennas 44 may have a turn nunber | essPCTES2005/013896

five (5). Preferably, each of the power antennas 44

has equal to or less than two (2) turns. Antennas wth

a lower turn nunber have a | ower self inductance,

| 1 opi ng i gher_ current |y and a fast u

supplyingliage g -V s rcord e 48 RS ot \Bliafdf 9% the

plurality of power antennas 44 na¥ al so have, .
nunzhep piacklevels oF {hetsupplyaliages s pot limiteddaitypobt desieedgpipther and

antennas nmay be arranged such that the inside area of
levdlhef tha seppin veltiges oraylbeguovidededepending on especifie eprlication.

the nagnetic field generated by the power antennas 44)

is maxi m zed. For exanple, the power antennas are

pl aced al ong the edges of the smart card. The

[oog«ﬁgs ecaisi'd?fbnpﬂf %Egrtd fé?eka?ﬁh BONSHbG BRI IhéBies B ihRAAbE Gach

ey 0 égc Each of the power antennas 44

. fornmed as, an_ et ched, or [

of tgﬁéé‘fﬁ’éi 8£ pcbvgeaé@\pteﬁa?sgiflgﬁy hﬁcﬁ{#hﬁﬂ%&géﬁﬁ&aﬁ%eﬁ%as

may have a width equal to or greater than 2

Prefeodbiyjeartop ibe PAY CHULROD 4 bes BraPloprdes SR 2N R
one enbodi ment of the present invention, the biometric

Antepmesovitl3Dlavey te nambenkaseprlower sebfisductansgpaliayipg a higher
detect fingerprint patterns. The fingerprint sensor

curfANsupplycdndeatstey Q@renbtdmp tp (is.,/highee frriphency sespense). Each of the
sensors which can reliably detect fingerprint patterns

pluga‘é'@inof" JovRe afi@nb RUENGREY BYo RavBippfixifibelytht baeTengtt In

tion, it is preferable to use a finger print
ensqr _whi ch n.r t | { e qaf i ;
s e 0 RS PR (A e O con
nmount ai hs of the .
or loop (1.e., the cross section of the magnetic field generated by the power antennas 44)
is maximized. For example, the power antennas are placed along the edges of the smart
card. The connection points of the power antennas may be located closely to each other.
Each of the power antennas 44 may be formed as an etched or printed pattern on a plastic

or paper material. Each of the power antennas 44 may have a width equal to or greater

than 2 mm.

[0017] Referring back to FIG. 2, in accordance with one embodiment of the present
invention, the biometric sensor 30 may be a fingerprint sensor adapted to detect
fingerprint patterns. The fingerprint sensor can be of any type, but it is preferable to use
sensors which can reliably detect fingerprint patterns even if being touched by a wet or

dirty finger. In addition, it is preferable to use a finger print sensor which can read the
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fingerprint patterns. For exanple, such a fingerprint

sensor may include a pressure sensor cell array or
w@emsnet’p4 a mcro el ectro nechani cal (MEM ar rBgT/082005/013896

scanner, a mechanical stress array or scanner, a

di stance neasuring cell array or scanner, a mcro

smﬁtch array or scanner, an elasticity neasuring array

scanner, . and .t he Ilke ch..necha det ect
surtaagnp IR TAEPh | d1s 1P RERSEIVEGH o YUY PT FEUSanS of te
using a capacitance nmeasuring call array is not
fingerpeing pattares. Eiresempleesushadoigemning sensonmay; nchiders prgesire
and the cell array can vary depending on the condition
senddk céll grrhy HRannesCinicas cleoirs imeckani¢ul (WdEMY aroay, ortshanner, a
fingerprint sensor may al so nmeasures a tenperature

med%i%fchll freS arfdy 3 Qbariét, Aisthiite nRoasiiM Loelluftaydratanner, a micro
Infrared detéctor array or scanner. [0018

JFurth
sw1§ﬁ@rre o Bifiperyud il chS rieHRiing 56, GHaEuior i@ (RARRE tich
i nger print se sor there e also r
meqbRLFRLY 42160t (e igger 5 nm‘fa Kol fBFrRgErporyeine o
sensor may be nade u5|n% ymer nmaterial as_ it
capiditnteamersusing salbatrayisao Elfefqrh@e’b%@%t ¢ eAPaEKAITH Ibétween the
pol yi m de, pol yethyl ene terepthal ate (PET),
findee hiypihe eyl aney ¢RPTRxy dejsngigrdngha tenditien oftthe fisgeEpishyes
Nyl on, Teflon(r) (polyners of tetrafl uoroethyl ene

moi@ﬁ?&El)n it HeTmEepkint banosi May gico pichyireeteppemtiremeofile of
and the |ike. However, it is not limted to

fi P Giln8! M&r@d&@étaﬁﬁiﬂa bg@Rr Waf er or

mée Eklﬁ %‘e na %1 gggluseg wher e tﬁvﬁaferrmay be
made . of crystalllne polycrystalllne, or anor phous
silicon. For exanple, the thickness of the thinned

silicon wafer or
[0018] Furthermore, since the smart card and/or the passport are to be flexible in

certain applications, a fingerprint sensor thereon are also preferably flexible. In such an
application, the fingerprint sensor may be made using a polymer material as its insulator
or substrate, or the both, for example, polyimide, polyethylene terepthalate (PET),
Polypropylene (PPT), Polycarbonate, Butadiene, Epoxy, Nylon, Teflon® (polymers of
tetrafluoroethylene (PTFE) or polymers of fluorinated ethylene-propylene (FEP)), and the
like. However, it is not limited to the polymer material, but a thinned silicon wafer or
substrate may also be used, where the wafer may be made of crystalline, polycrystalline,
or amorphous silicon. For example, the thickness of the thinned silicon wafer or
substrate is preferably less than 200 micron, and more preferably, less than 100 micron.
The thinned silicon substrate is adapted to detect and digitize fingerprint patterns, by

measuring capacitance, resistance, and the like. The thinning process may included
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substrate is preferably |l ess than 200 m cron, and nore
preferably, less than 100 m cron. The thinned silicon

W@ esto4ve i s adapted to detect and digitize PCT/US2005/013896
fingerprint patterns, by measuring capacitance,
resi stance, and the |ike. The thinning process my
i ncl udedchem cal etching or gas-plasma etching. In

addition, the thinned, silicon.way |y he.
cheicahelsibe o g bapRE Eichpiendh ARt dhe e ASURSRSet Rhay be
| ass epoxy, caopper. clad gl ass epoxy, BT resin, coppe
backpchiep Wih pantchanicelaHAFRE SuSh wtard PaRISE. aliS SOk CRN S
clad, or anodi zed alum num clad or sheet, or the I|ike.
gladstepetyg B Tiresin, cappeticlat BT resinf sigivless sieal|ctadswsbent, pginum clad,
flexibility may not always be satisfied at the sane
or dnbdRed H10ALAIm Bafiek sharg b dteKlikeo IFsHulPbe fioted)Brapsirfice profile
tenpl ates of a specific individual associated with the
- ' HDMhY sdfte tifeSO, the
sen |o%%ggg%ﬂQZ%ggﬁkg%ﬁﬁggnghgﬁggnageSégnsor such as a
charge coupl ed device (CCD) or netal oxide
sem conductor (MOS) adapted to capture an i nage of the
erson, For exanple, such an image tao. be captur.e. y
100F8" SRplrmint bk dnF1G 2 BETET L SEIRToL oL AP O S TEA
person. However, the inmage is not limted to these,
assepiatagvith, thdsmarh pard iarsgjered fin theangreeycid. ip@ Rhe bigmsiic sensor
captured as specific patterns uniquely characterizing
30 inhg bpen snigamysdreuctsach cHargeatipledaleyict KECD) onetetal oxide
sensor 30 nmay be a genetic information detector

nﬂﬁ&ﬂh@t@ hesfteDRNBplube AR IR pePdon. For example, such an
> c aractgpgggﬁcsﬁ%? thebperson, I ncl udi ng DNA, Rhwf

S 160 B SEFATSR 5 B 0005804 e, 8 ARkt oy

HoEv bR TP G0t TR B PRt Spgpics bl 3hf fhse SREE N Which

can be captured as specific patterns uniquely characterizing the person may be used. In

addition, the biometric sensor 30 may be a genetic information detector adapted to detect
genetic information or characteristics of the person, including DNA, RNA, proteins,
enzymes, blood cells, and the like. In any case, the corresponding biometric information
templates (predetermined biometric patterns specifying or identifying the person) are
stored in the memory 34. In accordance with one embodiment of the present invention,
the biometric sensor 30 is located near an edge of the smart card. This arrangement may
make it easy to place other desired or necessary items or data on the face of the smart

card.
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stored in the menory 34. In accordance with one

enbodi nent of the present invention, the bionetric
wW@eenso04780 is | ocated near an edge of the smarPCTHSZ005/013896

This arrangenent may neke it easy to place other

desired or necessary itens or data on the face of the

smart card.[0020] As descri bed above, the processor

it,3 f ' i.
oot 5%383%9@5%‘3&35% R Tb P et AR of fheperson
st or i ¢ inf - : :
by cpeTmeBE s st e R OB AP Sk e SR Depe Grmation,

the specific individual associated with the snart
and datednin®h the peressholdingithe gpartreard &y the spme pergan asthe specific
encryption circuit (not shown in FIG 2) adapted to
indieldRBYREoGitedalith thenriratad. The ploeegsopues 32 mayralto iB¢lude an
before transmtting. [0021] FIG 6 schematically
enc?gl?i?rg trcfr&re '?{ho?&o%ﬁmlé. 9f adapitcl e bhGHpt ﬁmaﬂi @metited in the

n the processor unit 32 in ich

fingerprilRts are s the bionmetric information.
pro‘fﬁsf‘ogtu,nﬁfs?ﬁ)&i?‘rﬁﬁaﬁ#&gtgq ‘erns of a person to be

aut henticated (who is holding the smart card) is

captured by the fingerprint sensor (600). Then,

specific characteristics to be used in the conparison
[002]e J 6ascheaticablyriliustratea pr g¥aseple phgehonsicatien precesspggiormed

(602). For exanple, ninutiae, space frequency
in te@roséskon unitdXihorhivie ihgerprits ttesustd agthehiometrip Anfounafgon.

are extracted. These characteristics may be used al one

Firsg,gﬁnxjgg?ﬁ'ﬂl@M@hi 8 pekkth t@%ra@ﬂfeﬁﬂcﬁétﬁﬁﬁﬂm ie hbRlingthe amart card)

t ed Wwth the ‘correspondi ng tenplates stored in
. ™ . oot i .
L

the comparison are extracted from the captured finger print patterns (602). For example,

minutiae, space frequency (density), and/or vector of the fingerprint patterns are
extracted. These characteristics may be used alone or in combination. The extracted
characteristics are compared with the corresponding templates stored in the memory
(604).  If the extracted characteristics are determined to match the templétes, the
authentication result is positive, i.e., the person is successfully authenticated. If the
extracted characteristics are determined to mismatch the templates, the authentication
result is negative, i.e., the person fails the authentication. An authentication signal
representing the result is generated (606), encrypted (608), and then transmitted (610) via

the signal antenna.
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aut hentication result is positive, i.e., the person is

successfully authenticated. If the extracted
weh@saetres i stics are determ ned to m smat ch t hBCT/US2005/013896

tenpl ates, the authentication result is negative,

i.e., the person fails the authentication. An

aut henti cation signal representing the result is

ene ed (.6 .~ encrypt ed .
onfich “eRmRE 16 2B SR aARd e gﬁyﬁynfﬁg‘ﬁ&ﬁﬁ%‘&?&%ﬁ@% 3
2, the sensor nodule 28 nmay further |ncluq
coupladi fecthie BFocgesoE yoi e The am@atm%gga% T Hlso,ibDlpbo the
aut henti cation signal may al so supplied to the
inditatoi 36 twdrictBifdicates tie dutitintication resvdt. Joepeodinegtyidnone
result, hi accordance with one enbodi nent of the
emHdaRET bf {He\RechDiRvertiv, thedhdiedtor 36BMmayrinchidectt lust aite light
| east one l'ight emtting diode (LED). For exanple, the
eml{tﬂl%'d‘f ect g,%g @'@?e}&éﬁ‘folé I’_t:l;.§1n\l?t‘i<§a’ﬂ)r":*'thfaﬁ’fv(i‘cﬂLE]D@|v@i’fHSdlff%idzfl‘ahcolors

th t t geen it the person is successfully

aut hent i cate

sucl;} s rFE gng g]:egghdnfd éF re s(;%ﬂ 511%5# &? gtealulglﬁhﬂ%é@ttﬁéjgrﬁéé%ﬁED may
n t

e . ot B s B B AP R

intervals, nore information can be indicated than the
usirg thp LEDp as sorhbingtieend/ersisingra & &grsntianinafioniaods sheb as

of the LEDs. [0023] Since a fingerprint sensor
blinkHplitifepRld, Worelinfemsition@hn pairtdéatesl tharotheaimple pass/fail results

t hreedi nensi onal surface of a finger, the detected
con%?;% @l tH‘t m{?ﬁer%ﬂﬁérmsto yield a fal se result

al't hou person is a rightful owner of the snmart
card. Thus by visually indicating the current status
or result of the authentication, the rightful owner

[00%361]n &%ch g %mgerprint sensor captures two-dimensional patterns from a three-
dimensional surface of a finger, the detected pattern might be deformed to yield a false
result although the person is a rightful owner of the smart card. Thus, by visually
indicating the current status or result of the authentication, the ri ghtful owner can adjust
his/her finger pressed on the sensor such that the fingerprint patterns are correctly
detected. On the other hand, the indication of unsuccessful authentication would

dissuade an illegitimate holder of the smart card.

[0024] The indicator 36 is not limited to LEDs. In accordance with one embodiment of
the present invention, the indicator 36 may be a liquid crystal display (LCD) adapted to

9% ¢

display the authentication result, such as “success”, “authenticated”, “error”, “contact

authority”, and other suitable messages. The LCD may also display some icons or
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hi s/ her finger pressed on the sensor such that the
fingerprint patterns are correctly detected. On the
wordveno4tend, the indication of unsuccessful PCT/US2005/013896
aut henti cati on woul d di ssuade an illegitimte hol der
of the smart card. [0024] The indicator 36 is not
ILnited to LEDs. In accordance with one enbodi nent of
the present inventjon, the jndicator 36 be .
symbplgu L ar)ctien may Slp B > everg P aaed & R pr ayfe signa
aut hentication result, such as "success"
correspontimgttp dhe anghtenticationgesult. "Ros ekarapleqtie pudiorsignal hasp different
ot her suitable messages. The LCD may al so display sone
frequemuys diffesatrivoics mebbeze] ortiiffetent melayly depanding on the @nidhentication
pl ayer adapted to play an audi o signal correspondi ng
resdlo the authentication result. For exanple, the audio
signal has a different frequency, different voice
message, or different nel ody depending on the
aut hentication result. [0025] As shown in FIG 2, the

nsor _nodul 3 further, Jnelude.t -
10075]; oRF SBvTS TGk 31 Bl sti5ot ROup a8 A gy el B pontrol
~accordance with one enbodi nent of he<&r sent .
interfng bt papIedTAhe DRESSEPT WHY B4 AR EKEosAnGe Hﬁgﬁ? gepbpgiment of the
recei ve an external control signal so as to configure
predeneinpentions ke control iBRrfaty P2 isaddppted thesceiyaen gkternal control
interface 32 is used in the initial configuration of
sigrall So &IMIdonfigiird thEracésbor it 325 UBpidallyaths pentréliinterface 32 is used
i ndi vi dual . For exanple, the external control signal

in t%%”ﬁ%'tﬁz cgl?lg%géﬁbncﬁ%é. J%lﬁér@ carfi Syl divedsBePiod PeciFRiihdiRid@al. For

ssor un|d 2, ﬁpload a programonto the
. processor unit
w52l A0 o S A A5 e
specific

software of the processor unit 32, upload a program onto the processor unit 32 and/or the
memory 34, upload and store the biometric information templates of the specific
individual in the memory 34, and the like. An encryption key and other data for the
encryption system in the processor unit 32 may also be selected and/or configured using

the external control signal during the initial configuration process.

[0026] In addition, additional personal information of the specific individual, such as
personal identification information and other personal information related to the user
and/or purpose of the smart card may be stored in the memory 34. For example, such
personal identification information includes the name, user name, password, personal
identification number (PIN), date of birth, place of birth, driver’s license number, and the

like. A photographic image of the person may also be stored. In addition, other related
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i ndividual in the nenory 34, and the |ike. An
encryption key and other data for the encryption
W@ ymsam7Iyn t he processor unit 32 may al so be sePCBHUS®O5/013896
and/ or configured using the external control signa
during the initial configuration process. [0026] In
addi tion, additional personal information of the

. specific indiyidual, such ersonal .identificatio

infqripefeRdes s e ok o P O et e St Ype smart
t he user and/or purpose_ of the smart card may be

cardteontadt infomﬂaéomegﬁpypmﬁc mdividyed i dhe kg ﬁalbé‘? gigrpdy If the
identification information includes the nane, user

smdraged RassdMr d, pappostofoalexardple; the histéiry ofi travetoe portRhixes, visa
date of birth, place of birth, driver's license

statB¥ 708 the [AROMAPSIsd btbfod. A Phot ographi ¢ i mage of the
person may al'so be stored. In addition, other

rel atedi nformati on, for exanple, the issue date of the
smart card, the expiration date of the smart card,

ntact informatign of the specific i4diVvi |
oo fle' P et huediief ke toieianteiiied ML I loep Bl er
for a passport, for _exanple, the history of travel or
confignring therpreesssoyugl 33tand gwring the @fﬁtreq? migrmationdp the memory 34.
stored. [0027] The external connections to the control
Foriextmpleatie X8 ypcdrss th thabbmicpl amtexfaceckimay be physically
processor unit 32 and storing the desired informtion

dis¢dhntEted. "SUBH physidal dT@onBcEioh nay Belieneuiait.nlichea diessntction is
the control interface 38 may be physically

pre?eiracbqé’ %?&%blnﬁl‘ig&a&ﬁ%%&?hncgﬁl%?&%%ﬁtﬁ@ébﬂf%ﬁr%n and stored

per nma C I sconnection is preferable to

revent unauthori.zed, acce Y rat] .
o T RIS 6 o ARl ASAHRA B e oxten
congaggtg}%fffg Fc}(leedcolnrt]rfo?irnrtrear%e{cg %8 In?ay %Ce%%gl%gi %nl%rrif ﬂl%splegrs%kr)ll ise ’suctcgsesfully

authenticated.

[0028] FIG. 7 schematically illustrates an example of the sensor/processor portion in
accordance with one embodiment of the pfesent invention. In this example, the processor
unit includes an authentication circuit 56 and a dual mode interface circuit 58. The
authentication circuit 56 may be implemented in a central processor unit (CPU) with
hardware or software, or any combination of hardware and software. That is, the
authentication circuit may be realized using a general purpose CPU with specific
software, an ASIC, a field programmable logic device (FPLD), or the like. The
authentication CPU 56 may include a memory 60 therein and perform the above-

described authentication process so as to generate the authentication signal. The
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connection to the control interface 38 may be enabl ed
only if the person is successfully authenticated.

WO 0®2894764 G 7 schematically illustrates an exeempUs2005/013896
the sensor/processor portion in accordance with one
enbodi nent of the present invention. In this exanple,
t he processor unit i ncl udes an authentication circuit

56 .and. a dua [ IrCUIt

biomgpigdpipynsatunl The egitie gl dsksithbd 8 il mart card, and
central processor unit (CPU), w ar dwar e

optignsltheeseaal ipformatiorofibe ﬁ%ﬁCif&ﬁwméerlCH%rméﬁfs 4 GW%‘:{PQ The
That is, the authentication circuit nay be realized

mermenyr6) maybeextainaborthosshamidativt GPY e i FHeqnenem/admay hpa
ASIC, a field programmabl e | ogic device (FPLD), or the

combifefion g randofeadcessahémory(RANBsuvh s istatit BV ASRANGY or
60 therein and perfor m t he abovedescri bed

JIIKSRM @AR@ FAAAEHRER

i ePtl atho S|gnal z%%g%?%ég?rlc F%fof%gﬁygﬁn6?w?ﬁzan
speci f.i ¢ individual {

erasifi S rograr iR BT RFGRE BR8P I Rk Beuble and
i ndividual is store 60. The

programibleseadoRl m%owxg@m% rsf‘gaeﬁ‘%ﬁ%oﬁ? and the
menory 60 may be a conbination of a randon1access

likemdline IRAYHANjeksiochstathe datatibra AW S RIMgram, PragisahedeRpggram
(DRAM, and a progranmebl e read-only nenmory (PROV),

instBi¢tibng and thedilas Alhle PROM ip nsegriastoabdihe anthedtication pmmmymd
(EPROM), an electrically erasable and programuabl e

othér%g%lb'l&{t‘ﬂo}’l 2&1@5@ ) a%lfdaﬁ&h anteredtod {08 ahd ARL, such as

i ke. Is used to cash the data

encrypcuon AL f4 \ﬂ@ﬁe a%%ggﬁé?ﬁbn@({ FOLRMA SR maRE? %@ﬁ%rsonal information
of a specific individual. Since the software programs and information stored in the
PROM should not be altered or tampered, the PROM should be one-time programmable
or writable. In the case of an EEPROM or flash memory, its rewritable functionality may

be disabled, for example, by fusing wires or fusing drivers.

[0029] Referring back to FIG. 7, the authorization signal is sent to the dual mode
interface circuit 58 via a communication bus (wire) 62. The dual mode interface circuit
58 converts the authentication signal received from authentication CPU 56 into a
transmission signal suitable for wireless transmission via a signal antenna 64. That is, the
dual mode interface circuit 58 is capable of both of the wired and wireless

communications. Typically, however, when the wired communication is enabled on one
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instructions, and the like. The PROMis used to store

t he aut hentication program and ot her application
w@e@gnattss an encryption application and rel at BCI/tis1085/013896

and files, such as encryption key, and the

above-nentioned bionetric informati on and persona

informati on of a specific individual. Since the

Sl AR L BRSNS bRt s

one-tinme programmable or witable. In the case of an

antermRIdNF Breferahlymads spbsiantially smallpr thamihe POWSE ERISARA | t y
may be di sabled, for exanple, by fusing wires or
fusing drivers. [0029] Referring back to FIG 7, the
aut hori zation signal is sent to the dual node

[00301 €T &e6rdahéswith oh8 embaditeADEfHE pRostrit divention,(the system may be
62. The dual node interface circuit 58 converts the

r@%ﬁl@fé\khﬁ Bl 18Rt RA Ofg%ﬁ%ht‘i%dfof SeRiAUIA864 (IS@)‘) istRd4rds! For

Into a transm ssi on S|gna suitable for wréless

exaipi, ot ey Rt iy 7 &E’ib%ﬁg%%ﬁé 35T bl gl

the wired, and_wirel ess icatjon |ca
mofesrExce Citfdh58 n@ydaeraeagg’ pasinficr SHBrBrLY sompatible
onesi de, the wireless comuni cati on on the ot her side
with3S@i7846 (fod theamided ¢asmyeication) ThdISO d#dA3 Gon thaMarchss| s
preferably made substantially smaller than the power
coramugiomion)] PSR er, bilre IS standedsinty be ngedatdpenting ob thef
the present invention, the system may be conpati bl e
applichfiod. he I nternational Grgani zation for
Standardi zation (1SO) standards. For exanple, the
comuni cation bus 62 may be conpatible with |1 SO 7816,
and the dual node interface circuit 58 rmy be an | SO

[00%“1]] ! FIr@ d7ea1|sg gc eInaa%lgali:y 1lllBst atesqcﬂe Llome?n@ &nsor 6e6 the control
interface 70, and an indicator (LEDs in this example) 68. The control interfacc; 70 may
be implemented using an interface complying the Joint Test Action Group (JTAG)
standards, which typically provides test access port architecture. As shown in FIG. 7, the
smart card may also include an oscillation circuit 72 adapted to generate a clock signal
for the system on the substrate. The clock signal (CLK) is supplied directly or indirectly
to all elements to operate in accordance with the clock signal, although such clock signal
inputs are not depicted in FIG. 7 for simplicity. Alternatively, a clock signal may be
generated from the power signal in accordance with one embodiment of the present
invention. In this case, the smart card includes a clock antenna adapted to receive the
power signal, and a clock circuit coupled to the clock antenna which generates the clock

signal from the received power signal. For example, if the wireless transmission of the
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with I SO 7816 (for the wi red conmunication) and | SO
14443 (for the wirel ess comuni cation). However, other

wo 30s804amdar ds maybe used dependi ng on the appPCTE$100$1013896
[0031] FIG 7 also schematically illustrates the
bi ometric sensor 66, the control interface 70, and an
indicator (LEDs in this exanple) 68. The control

powsB PREIETEID S S OER AL oGl BV6.14 PR A5, which

standards, which typically provides test access port
maypbe hicdde genesate fe clockigiah FI G 7, the smart card may
al so include an oscillation circuit 72 adapted to
generate a clock signal for the systemon the
substrate. The clock signal (CLK) is supplied directly

[0082] | P, rs%hémaﬁdaWhlhusﬁla@mmertdxampwatlﬁlpndmammndﬁnm
wi'th the clock signal, although such cl ock signal

pro%@? l{‘tlﬁntafnew eh alqgffcl[ g@ﬁ&/&é& n}g{tﬁn s¢h n?er 1s 5@!1(%&3'1“1&/6

A ernatlve nerat ed from

t he nal n accord nce Wlt

w5 A B0 SRR G- SR o
i ncludes a clock antenna,  adapted to reg e

signsil hefare seadmedo sieobinel giofe interfacs GBPWASE-0 tnwér g&fpﬂa Iferface
antenna whi ch generates the clock signal fromthe

cironitG8i inelddgsavdecryptign aircuir-d4 toedesrpt the dnoryphest sigrad ressiyed from
transm ssion of thepower also conplies with the |ISO

the %ﬂi‘ﬁéﬁ’ticahbn OPU 56. TBEtwedibBnfole MtErfascinclia 58 atsp indtudds anmy
be used to generate the clock signal. [0032] FIG 8

encﬁ%ll%%{rb&l@b 6 deﬂt djtﬁte'h@té/?ﬁh@ RQh8RTssiB @@hﬁoéﬁﬁre wirelessly

enentation o ocessor unit, whi ch an

tranesprﬁtrté/do %elsqgetgaﬁmtl on64scherre S prow ded The

[0033] FIG. 9A schematically illustrates another example of implementation of the
processor unit in accordance with one embodiment of the present invention. In this
example, the processor unit includes a simpler read/write CPU 78 and a dual mode CPU
80 which is capable of performing the full authentication process as well as wireless
transmission with encryption. As shown in FIG. 94, the read/write CPU 78 may include
an encryption circuit 92. The read/write CPU 78 encrypts and sends the biometric
information detected by the biometric sensor 66 to the dual mode CPU 80. The dual
mode CPU 80 includes an authentication circuit 84 and a memory 90. The authentication
circuit 84 may be implemented by software, hardware, or a combination of software and
hardware. The memory 90 is adapted to store the biometric information templates of a

specific individual. The dual mode CPU 80 also includes a decryption circuit 86 to

21



aut hentication CPU 56 includes an encryption circuit

72 and encrypts the authentication signal before
waendiigot o the dual node interface circuit 58PCT/US2005/013896

Simlarly, the dual interface circuit 58 includes a

decryption circuit 74 to decrypt the encrypted signa

received fromthe authentication CPU 56. The dual node

interface circui 8 al.so includes an encrypti-on
decpsp giepernpieasipL i Temy e tHE T R Aret Rl %
before wirelessly transnmtted via the signal. antenn :
readuritq GBI, e dudlmedhOHH 8 0ccammuss| e detpelpd GioRTFihgormation
exanpl e of inplenentation of the processor unit in
witlateaedplats swiré n thaencerdyp 80 eexitgenérates en prigsatigation signal
invention. Li this exanple, the processor unit

reprieSiiting e AhifdnfiRhiftin feGad/ THd dual ok TR BSBlerghtathemode
CPU 80 which is capable of performng the full

. I a H . - .
aut}%%éﬁ?ﬁls@%!ﬁ%%?%@&% et SO MRSy frangiting the
. rea i.te CPU 78 may include an encryption circuit
s1 ;YmﬁﬁémﬁﬁﬂdW%?P?84CPU 78 encrypts angpsends t he
- bionetric informati on detected by the bionmetric sensor
66 to the dual node CPU 80. The dual node CPU 80
i ncl udes an authentication circuit 84 and a nenory 90.
[0034]e EIG.98ndchembiicatlydilustrates y8¥aneihyer uamplg|od iimmeg@néﬁion of the
software, hardware, or a conbination of software and
proBRESMAEN adttRdAREWth B enthodiingited tHeqpredent mverdtion. In this
bi onetric information tenplates of a specific

exa%‘@?é;, yllbt LessaifitdHakdsiens R0 76 hid®a disll H6®SCPU 81. In this

on circuit 86 todecrypt the encrypted signa

detected hi L.c.infar Lon).; '
L R G SRR P
hardv(\erar%?orea corrllﬁtrlraetgc{nl tﬁerle(r)]{ ! grgérlfoornms characteristics extraction from the

€X

=]

biometric information detected by the biometric sensor 66. The extracted characteristics,
such as minutiae, space frequency (density), and/or vector of the fingerprint patterns, are
preferably encrypted and sent to the dual mode CPU 81. The dual mode CPU 80
includes a mating/authentication circuit 85, an encryption circuit 86, a decryption circuit
88, and a memory 90. The dual mode CPU 81 performs comparison of the extracted
characteristics and the étored biometric information templates (matching with the
corresponding reference characteristics), and determine if the person succeed or fail the
authentication. The matching/authentication circuit 85 may be implemented by software,
hardware, or a combination of software and hardware. For example, the
matching/authentication circuit 85 may be implemented as an application program

written in an object oriented programming language, such as a JAVA™ applet running
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with the tenplates store in the nmenory 90, and

generates an authentication signal representing the
wa@eiokeetrdcat i on result. The dual node CPU 80 ePCT/Y1085/013896

t he aut hentication signal using an encryption circuit

88 before wirelessly transmtting the signal via the

signal antenna 64. [0034] FIG 9B schenmatically

j | rates t anot her, exanpl f 1 nl enent at f
on the 3 Red said tnar e e o  HACE T AR b S A
of the present invention, In this exanple, the
Maqbings Ezpnration. Armeak ek Yorkensor CPU 79 and a dual
node CPU 81. In this exanple, the sensor CPU 79
i ncludes a extraction circuit 83 which may be
software, hardware, or a conbination thereof, and
[003%]" f A4 ddschbY folvelih atdordane Wwithadne@mbordimert lof thei present i ¢
i nformati on detected by the bionetric sensor 66. The

invenkibh afik Q&jdif("lglgap] g&:s%a{l $htbfSatioh4hsly BSstBieiH ihdemdBASE 60, or 90.

requency and/ or vector of the fingerprint

att.erns, are preferabl .
Sucf 30 ) in @B ol Rl g i perh hiffing the
mat i ng/ aut henticatjon circuit 85, an encryption
smagh aeged 1 SeRsesRICRIRNERRd ook eSS ORI I 8
The dual node CPU 81 perforns conpari son of the
authentication &P forardhedual mods CRRESE may Sudhes dnglpdmpteftieyal circuit
informati on tenplates (matching with the correspondi ng
adapted &5 entacchastactaddisivhalpersoasidnfbemetion fremi the triegnory if the
person succeed or fail the authentication. The

detdgﬁ:‘d‘mérﬁ%@ h R8N G idefRrhinkd W mafh thtoRE bistatteioBifoadation.
y software, hardware, or a conbination of software

In G35 %as%?{h%\'ﬁ@gc%'ssog%it %é,at'ﬂp laﬁtheﬁt&%tion CPU 56, or the dual mode CPU 80

further generates a personal information signal representing the personal information of
the specific individual. The personal information signal is being encrypted and
transmitted via the signal antenna in the similar manner as the authentication signal

described above.

[0036] FIG. 10 schematically illustrates a smart card 100 in accordance with one
embodiment of the present invention. As shown in FIG. 10, the smart card 100 includes
a substrate 102, a wireless transmission module having a power antenna 104 and a signal
antenna 106, a power circuit 108, a clock circuit 110, and a sensor module 112. The
sensor module 112 includes processor unit 114, a biometric sensor 116, a memory 118,
an indicator 120, and a control circuit 122, similarly to other embodiments described

above. These elements may be one of the corresponding elements in the previous
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mat chi ng/ aut hentication circuit 85 may be inpl enented
as an application programwitten in an object

woeriosnoeo progranm ng | anguage, such as a JAVARECTIS2005/013896
appl et runningon the JCOP snart card operating system
avai l abl e from International Business Machi nes
Corporation, Arnonk, New York. [0035] As descri bed

ahove, in_accordance wi th one enbodi nent t .
embodwagiits apd 5eRe P](‘?H}en'isﬁléayalbeo‘?ﬁtﬁol}%aqs%%@g d gﬁg‘l'eh 1ﬁ§ st on
may be store in the nenory 34, 60, or 90. ch
embadieritahe berisor wegwle 162 fatlier Biludena bigsansor Aﬁ% Aflantedito detect
when the person holding the smart cared is
thatShspezsaf hilding sh dneart cardisodive FGor eseamie.df thetbiometoic sersor 116
unit 32, the authentication CPU 56, or the dual node

is 2 GREEBAn Y sdrlid Biefutioriobd fersén midtit uy@teptica ofiiht packaptsefthger
toretrieve the stored additional personal infornation

(or ‘{h;e %glg# Egrt g&t‘%’&%{ gllé;r%&tdgfﬁ tcfﬁ:fti%%% Sh 8Bt 06 utiRfOmPEHiafitn

Fm ne e stored bionetric

i pformation. .l.n this cas t ' . e
sorgd ke SB8% e el BT q el QP BREEBouLibly i HIE,
_generates a personal information. signal represeniing.
biompfaicjafosmatian is e be Aelesterhisarrtof éqgﬁé’gﬁPP o %@Ft%ﬂn&t%ﬁc.gmy'
The personal information signal is being encrypted and

transmitted via the signal antenna in the simlar
manner as the authentication signal described above.

[003'@03_&] ackbr@anckOvisie bey@hbatinknt dfitheisesat asventicmuing biosandor 124
100 in accordance with one enbodi nent of the present

ma3;5 ﬁéé ?xﬁ%éeig Graa@acboﬁmwiohrbﬂ:a{n%xyégn détb&tos ARhtbod @i 6kidd@etector, a

strate 102, a'wireless transm ssi on

therrrrrloo%Jeltcaer, Q?ﬁ/cjisncgreaselqs%\f\fearn ARLRANEbP4 W Rnsdr I Blainwave sensor,
an electrocardiogram sensor, an electromagnetic filed sensor, a Chi sensor, and the like.
In addition, the biosensor 124 may also be an elasticity sensor adapted to detect elasticity
of a member in contact therewith, or a blood flow sensor adapted to detect a blood flow
in a body part in contact therewith. These biosensors may also be used alone or
combined with one or more of the above described biosensors. Furthermore, the
biosensor 124 may include a bio-response detector adapted to capture a reflex response of
the person to a given stimulus. For example, a reflex reaction such as a change in an iris
aperture in response to light intensity illuminated thereon can be used, and the biosensor
124 may include an image sensor adapted to capture an image of the iris, and a light
emitter adapted to illuminate an eye of the person. If the biometric sensor 116 also
includes an image sensor to capture the image of the person for biometric authentication,

the biometric sensor 116 and the biosensor 124 may be integrated into one image sensor.
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antenna 106, a power circuit 108, a clock circuit 110,
and a sensor nodule 112. The sensor nodule 112

W0 p@baaEss processor unit 114, a bionetric sensPCT/LHNS/@13896
menory 118, an indicator 120, and a control circuit
122, simlarly to other enbodi nents descri bed above.
These el enents may be one of the correspondi ng

el ements in the previousenbodi ments, and same el.enments
For gemle, o oiiRee BAVReTEPeHEd bRy EAtiyR FEng, and moticn

enbodi ment, the sensor nodule 112 further includgs a

(reabliay émegg respondintptteeistimulye may be prepessed donfbe splpve” test.
hol ding the snmart card is alive. For exanple, if the
bi ometric sensor 116 is a fingerprint sensor, an
unaut hori zed person might use a replica of the

[0038]" S proédsB@mit(1a% deR&rale@dYposidivé agttibntication bhig iDthdypprson is
to acti'vate the smart card or utilize information

succ:eééﬁéﬁ? ﬁ%‘tpgrgtﬁ'g%gyalp rldgspn die elnicr:lﬁetﬂ ::[]‘Z B% hﬁ'ﬂ? r’f‘lfé"‘c{utﬁe@ltieﬁi‘cﬁl_ result and

lonetric Informati on

iS to be detecied .is, part alive r.son. f.
the sl ierigrant maehs ireRopinging faidale 18R 8 Yar Pl mapger 2
enbodi ment of the present invention, the biosensor 124
desgribedigbovme of , or any combi nation of, an oxygen
detector, a carbon di oxi de detector, a thernoneter, a
noi sture sensor, an infrared sensor, a voice sensor, a
brai nwave sensor, an el ectrocardi ogram sensor, an

[0059]€ Clnl 2 BRAMRei wiitH bhesmsRIGOINt 0f shdriesene B@ntior it srhwt card 100
like. I'n addition, the biosensor 124 may al so be an

ma}?m (eafr Sl ﬁ%‘f@g‘{y s ap! dwihan eGELd, ’Fﬂl@éi%}iblﬁjll %6 @fcodpled to

I'n cont erew th, or a blood flow sensor
tho isipasct w6 Ao PRL SR bl B PR phine e
SpefiEs RIS SO RETSp F EHGFMFRIES: LG oxamE1e, o application of
the smart card is desirable to have a photographic image of the holder of the smart card,
such a photographic image can be made available only if a person holding the smart card
is successfully authenticated. This feature make counterfeiting the smart card more
difficult. The righteous holder’s signature may also be displayed with the photo graphic

image. The photographic image and the optional signature to be displayed may be stored

in the memory 118.

[0040] In accordance with one embodiment of the present invention, the biometric
sensor 116 and the display 126 may be integrated into one element. For example, the
biometric sensor 116 may be substantially transparent and laid on the display 112. In

addition, since the display 126 is activated and display the image only if the holder of the
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bi osensor 124 may include a bi o-response detector

adapted to capture a reflex response of the person to
w@2@saettost i nul us. For exanpl e, a refl ex reactPOnUS200$1013896

as a change in an iris aperture in response to |ight

intensity illum nated thereon can be used, and the

bi osensor 124 may include an i nage sensor adapted to

capture an i e of theiris,,,and a li,ght em. tter,.
s Bue AT fiatieeid (pbicife hasang ROy . o giptey 12

bi onetric sensor 116 al so includes an i mage sensor to
alsocfapetions as e indaead@r. of t he person for biometric

authentication, the bionetric sensor 116 and the

bi osensor 124 may be integrated into one inage

sensor. For exanple, a static inmage may be processed

[0049" IhRcHAEARVAHBACEhBEHimBRChIaheBresddd ilveRAGH, itk 'gmart cards
I mage responding to the stinmulus nay be processed for

des%r@%éi:ilgkﬂéa\éa%év% &b dlhggé%]r%gcﬂl tdd t35E %ﬁf?)%j:k%/@?l: i}il aphdsport. FIG. 11

OSI?IVE authenti cation on the "per son

is successfully apthenticate d also det .06
scheggatgatly oskhles 4o EHERone Rerbit Ag0 efcfe s Shat hRTH apdrgance
~result may be indicated using the indicatqr 120 j
witls ppg ¢rabodimanice! the presad W@eaorg pRrexamptes 8 ﬁioaim in F16. 11, the

accordance wi th one enbodi nent of the present
smarhoed hiagibe chitbeddedinta foznt or badk avagr mmﬂm passport d30 guch that a

di splay 126, as shown in FIG 10. The display 126 is

biomeiHel Bksdr 232 RevisibBearmeed ombi inhtdsidand4 efthptfiedt doback cover
di spl ay a phot ographi c i mage i ncluding the specific

1312&%&%%.F K Uithsonaf 6 fidaribl) ﬁlf?ﬁﬁaﬁféﬁ of SheApis ot Nl ddr@dd réidled data

xal Ve,aanhagg Lga;:on_o thefénart card |sfdesirable
are i)ﬁ)é?aﬁ'lycpéqc&& %ﬁ éﬂO\gﬁ) %g{%gﬁg%hﬁlgm}a%g&g@ tl:rgaS/ratlJ% brfc:a xggbly arranged
on t%\é ?rlulle? Bildg 1%2 |o¥ tliefpagspro)?trlsl”(()),n es%gcl‘,iglily 1% tltlehi%dlscgﬁ)rrtmg %{S(ljlally indicates
the authentication result, as described above. Preferably, the biometric sensor 132 is
placed near an edge of the inner side 134 of the passport 130. Also preferably, the
biometric sensor 132 and the optional indicator 136 are placed on the inner side 134 such

that the biometric sensor 132 and the optional indicator 136 do not interfere with the

passport holder’s photograph 138 and other personal data 140 on the inner side 134.

[0042] FIG. 12 schematically illustrates an example of a smart card 150 embedded in
the passport 130 shown in FIG. 11. Typically, the size of the smart card 150 is slightly
smaller than that of the passport 130. Similarly to the embodiments described above, the
smart card 150 includes a wireless transmission module including a power antenna 152

and a signal antenna 154, a power circuit 156, and a sensor module including the
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is successfully authenticated. This feature nake
counterfeiting the smart card nore difficult. The

Wwo p@tiesoss hol der' s signature may al so be di spPelE82005/013896
wi th the phot ographic i mage. The phot ographi c i mage
and the optional signature to be displayed may be
storeﬂbiglthe ne?DrK 118. [0040] In accordance wth

. one, enbodi nent of . the. prese i nvention, .t.he. bionetric

bm@emrnsm?iﬁée Obiiona icaip 136 atoepeon gy | nt o
one el ement. For exanple, the biometric sensor 1

authsaticationtGINY 158 pyd ¢ daalnpsmdﬁémerfa%cir%liitd@nan%m 35%}%6
112. In addition, since the display 126 is activated

162amhedutphigatioh CHUESRinohidgs & fetdvey bt deownyfto stpse higntetric
card i s successfully authenticated (including passing

infdr@tibn ¥enp1A8 bid ohBepdticil @sta,lab Yesdrived bbovet i Tiregprasessor unit
i ndicator. [0041] In accordance with one enbodi nment of

may R8s REEER e B Al of B B O PR En Y Bl med by
asspoyt |G, 11. schematical.ly illustr :
the B RY A epaIR 250 o tiomnaideihl PR fenng 152 includes
accordance w th one enbodjnment of the rgs nt
threerindapendsmt artganashayigea simdardeRgih aph AEpiEed ¢ ngithe.edgss of the
card may be enbedded in a front or back cover 131 of
substhate pod o tsmaBCasikH. t hat a bionetric sensor 132 is
visibly arranged on an inner side 134 of the front or
back cover 131 where the personal identification
information of the passport holder and rel ated data
[OOQ.ﬂe. f’%@érﬁlﬁ%l tée n%ﬁ&lefﬁlterﬁﬁ 188 VRibktantid 1§ sndelier M1aAn the power
indi cat or 3 y al so be visibly arranged on the
i nner_,side 134 of .the rt ] i4f :
ant‘?%ﬁéat oP‘rjor FREID esﬁglsi%lgfa%i a 154 %&d s‘?élﬁ‘f Ghidhha% 247anki88 in the

I cates

above embodiments) is made small enough to be placed right upon or very close to the
loop and/or trace of a terminal module antenna 194 or 199 (see FIGS. 17 and 18) which
receives the wireless signals transmitted from the signal antenna 154. That is, when the
smart card (or the electronic passport) is placed on the terminal module 190, the signal
antenna 154 is in the close vicinity of, or preferably right on, the terminal module antenna
194 or 199 such that small load changes in the signal antenna 154 can be detected by the
terminal module antenna. In addition, since the load changes are sufficiently small such
that only antennas or any receiver module in the very close vicinity can detect the change,
any third party cannot detected the load change for the purpose of tapping. For example,
the transmitted signal can be detected at maximum 10 mm distance from the signal
antenna location. That is, even on the same passport surface area, or the terminal

module surface area, the transmitted signal cannot always be detected.
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the authentication result, as described above.
Preferably, the bionetric sensor 132 is placed near an
w@dwse/106704 he i nner side 134 of the passport 13BCT/BEX05/013896
preferably, the biometric sensor 132 and the optiona
i ndi cator 136 are placed on the inner side 134 such
that the bionmetric sensor 132 and the optiona
i ndicator 136 do not interfere with the passport
hol der' s phot ograph 138 and ot her personal data 140 on
the inner side 134. [0042] FIG 12 schematically .
[0044]| (Bhercongel mterfaeadpt is dspictedsavantextoanal corChan fgrbhus) 466 1s
t he passport 130 shown in FIG 11. Typically, the size
still¢hablb® Thigfd typrabwhé&Dthie slestromjhphsspertd B0 éy fitshissuadiate specific
the passport 130. Simlarly to the enbodi nents
indi9RBST dfdade SR Bardt1150 chiFRAded0BERinliE nllércinyditial eonfiguration, in
wi rel ess transm ssion nodul e i ncluding a power antenna

whlclzﬁsgec%géar}aarf‘d/ sir%lf: ggtlg?inf‘oiﬁrggen,%%& sGftwadishcH b, and

a fenSO{ nngy e |nc13 ng t Ionetric sensor 132, the
opt.i onal i ndi cat or 6, a _processor ' P
st R PEo P RSP Dot S5 Rt 8id PR gfnory
circuit 160, and a control jnterface 162. The,.
throagh Hrernontral intarfacel6a.sATtERwIch &@%ﬁ%“ﬁ%q?o@rfxzf‘ ‘{HI%%I% Hh-ternal
to store bionetric information tenplate and ot her
conpentivnn &b niatte, cuasffde diseblo@dceaptotbe cmirol prtetfaessk2. uni t
may be integrated into one elenent, or the

aut henti cati on process may be perforned by the dua
node CPU, as described above. In this exanple, the

[ooﬁsgmﬁq AR5AME &éﬁ?ﬁ@&w&ﬁﬁneﬁwﬁﬁe HrREER BRERAGN, AN @nareBard 150

ving a simlar |length and arranged al ong the edges

e 5 g P OO o
smal l er than the power
paper passport. Since all information related to the passport holder and usage of the
passport, which are typically printed or stamped on a conventional passport can be
electronically or digitally stored in a memory provided on the smart card, the smart card
itself may be implemented as an electronic passport. In this case, an additional surface
layer may be provided on the substrate 164 so as to protect antennas and other electronic
circuits, and also to provide a space to place visible information on the surface of the
smart card. In addition, similarly to the passport 130, the biometric sensor and the
optional indicate can be visibly arranged on the surface layer. This card-type electronic
passport is also applicable to the following embodiments. That is, the passport or
electronic passport described in the embodiments may be either a paper passport

embedded with the smart card, or paperless electronic passport implemented as a smart

card.

28



antenna 152. For exanple, the signal antenna 154 (and
signal antennas 24 and 64 in the above enbodi nents) is
wora@é/164td | enough to be placed right upon or RET/YS2005/013896
close to the |l oop and/or trace of a term nal nodul e
antenna 194 or 199 (see FIGS. 17 and 18) which
receives the wireless signals transmtted fromthe
signal antenna 154. That is, when the smart card (or
the el ectronic passport) is placed on the term na
modul e 190, the signal antenna 154 is in the close
[0046]ci FIQ. i 3 séhenaaticphly il nstigfes an plgeirorampassprit { #) i apgprdance with
nodul e antenna 194 or 199 such that small | oad changes
onelemboldEn&it ghetle paeseaningeritioh, mawhibk adédrectie dertsyr 1 Tikis provided
term nal nodule antenna. In addition, since the | oad

and%ms%ncgc%ivé{tfonﬁ}*ﬁﬂdt@gr ;Imll: Yac® 'i'fﬁhée SUBS pésl@?ért Boldyr BREsacedSyith a
or any receiver e in the very close vicinity can

dlsgq%gﬁ Igoq‘%x&xpgﬁg@ﬁ <A datd 16b (?"I’G B%E‘d}ﬂ}edQBB@é:&e&nﬂﬁesmart

Change e purpose 0 ppi ng. For exanple

col b SRR D AR R o

even on the sane passport surface area,_ or
cantberredrrragedrivctlie smat camlckDOcset that the displmsiRoiis alposd ghaproper or

cannot al ways be detected.[0044] The control interface
desitifle imatiepifot ecnpde, anthextueer page ctthe foni arback eavkrinighe
166 is still enabled. This is typical when the

pas§IoRCIT00NAReRagedIp the pEpdrs 170 Sy be avuRHtype electpric iphisport
i ndi vidual and the smart card 150 enbedded therein is

wn}gﬁ_\g?o?eq&gg% éb‘?ésc J&fe{b%%at' on, in which necessary

at a, |nfornat|on and/ or software
such as authentication program encryption program
are upl oaded and stored in a nmenory through t he

control interface 166. After suc
[00@'@ oBl- ﬂé schepatically ?lﬁgprates an exampqe o? e € e%%r%ﬂcopgs%%gt 170 in

which the biometric sensor 172 is a fingerprint sensor. As shown in FIG. 14, when a
holder of the passport is successfully authenticated when he or she places his/her finger
on the fingerprint sensor 172, the display 174 displays the passport holder’s photographic
image and optionally his/her signature thereon. Such an imaged and optional signature
may be displayed during a predetermined time period after the successful authentication,

or while the finger is in contact with the fingerprint sensor 172.

[0048] FIG. 15 schematically illustrates an example of an electronic passport 180 in
accordance with one embodiment of the present invention, in which the fingerprint sensor
and the display are integrated into a sensor/display 182. When a holder of the passport

180 touches the sensor/display 182, as shown in FIG. 16, detected fingerprint patterns are

29



connection 166 may be cut off to disable access to the

control interface 162. [0045] In accordance with one
wepdsdi4tent of the present invention, the smarPCTESIH05/013896

150 may be used as a card-type el ectroni c passport

wi t hout bei ng enbedded in a conventional paper

passport. Since all information related to the

ssport_ hol der and usage a e _pas t, which .
usef s iBatyochLaronr ot SisBed et aRuL e nshigniE afhSticated
passport can be el ectronically or,digitally_st?r din
the senseridisylay displasie thegasspre: holsr s fecsrimage pad Qptignally gf%hef
itself may be inplemented as an el ectronic passport,
sigraturt khiesearaskhe sansoadiliptaydi8imayudisplaethedmege ad/opjtonal signature
provi ded on the substrate 164 so as to protect

dur3la88@sterdiifedime berd Eafter @Y fcedssRllbiithentivatoml so t o
provi de a space to place visible informati on on the
surface of the smart card. In addition, simlarly to
the passport 130, the bionetric sensor and the

ti l..i ndicate.c e _Visibl r ot

wo%slﬁr gite 1:739}8?3%& ﬁE“&E‘%ﬁef o St HlddaRoe SR allyicating o

al so applicable to the fol] owi ng enhodi nents., That. is,
persaneholding B@Wﬂ&m@r@é&eﬂ%tﬁoalcwéé?%&lflc Yo A smagt Gard1fe

enbodi nents may be either a paper passport enbedded
accuidathce wigh sneembaediment efitheprssent éxventipn cTheosmart pard 95 lectronic

i npl enented as a smart card.[0046] FIG 13
pas§FREMEY be ahy ¥f the bt aide or slectedrec passports deaesipairabovd.0The

i n accordance with one enbodi nent of the present

terth A4 ERbAAB inditHe¥Risthddt PaRM®brahg af aRRAha ddihsl MmN Sigenna)
and al so a conventional photographic face i mage of the

194RERERE bria’ S PR PRS0 Chido Ryt SR e S Rig
elec?trron?c!, Igra]lsls;?orrt gnrzlaﬁats a size suitable to receive the smart card or the passport. The
antenna 194 is adapted to transmit a power to the smart card or electronic passport. The
wirelessly transmitted power is received by, for example, the wireless transceiver module
18 of the smart card 10 (FIG. 1) placed on the terminal module 190. The antenna 194 is

also adapted to receive a signal transmitted from the wireless transceiver module of the

smart card.

[0050] In accordance with one embodiment of the present invention, the terminal
module 190 is designed to used with an electronic passport such as the electronic passport
130 embedded with the smart card 150 as described above. If the electronic passport 130
includes the power antenna 152 and the signal antenna 154, for example, the antenna 194

is adapted to wirelessly transmit the power signal to be received by the power antenna
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card may be enbedded in the passport 170. It should be

noted the | ocation of the display can be rearranged in
wao b@ssoens card 100 such that the display 126 PGI/pbzo®el3s9s

in a proper or desirable location, for exanple, in the

I nner page of the front or back cover of the passport

170. Alternatively, the passport 170 may be a

card-type el ectronic passport w.thaut paper pages,
152, God aisp o droatio o WTES g S Gener 6q FErRa e iap et 133
illustrates an exanple of the electronic passport &ZO
Preferablyhihe ferntinalesivde antenngdidds proyied onghe supgart plats 492 such
sensor. As shown in FIG 14, when a holder of the
that P@es ferdledhdniumsgst (of syaraoardpistplasti od thhepphd plate $PLthe
places his/her finger on the fingerprint sensor 172,
signﬁlﬁ?an%?s@ioﬁ)ﬁnﬂeﬁﬂa 155 plRystibiNealfas Daahé tehalmbnodule antenna 194.
phot ographi ¢ image and optionally his/her signature

Typ%?lir %ﬁ@tcg% G 30ule G 704isQ0bd 8{’(?{1%%1%&%% theShaPSntenna

"fayed during a predeterm ne period after the

syccessful, authentjcatio or k|l e, th [ 1S:i

154 B e SLERRC o BN (R GBI e dds ol by Place B apopidd 196 of
15 schematically illustrates an exanple of an .. .

the astennal84; as shaws poFiG.190 The S&%@bﬂ&@ﬁ@e‘ﬁf{lw Rositioned just on
enbodi ment of the present invention, in which the

the fdrfigre 196 binin asemy closaprxinhigy thieesof.ahltamatively.cgrshowd i R 18,
a sensor/display 182. Wien a hol der of the passport

the thBRinkOMEHES 100 eagencadd dhopérayaniBating antsiontdS andr gnal
16, detected fingerprint patterns areused for the

reée?&%g %ﬁéﬁffaafdﬁﬁgﬁaefﬁo?ﬁ RS RS ahf8itiRLAYEnad0d. Ti tHihéease, the
person

I's authenticated, the sensor/display displays

. _the passport h er'.s f j ' .
s S BEPER Ll A AP B g e
anten}u? 53 %/vhgg 1(:eheI erlgic%r%ni%%%ss%%}'tl I%B ?_l, plsé}:é; o %h%rteerminal module 190. .

[0051] As described above, in accordance with embodiments of the present invention,
the biometric information detection and the authentication process using the biometric
information are performed on-board (on-card) by the smart card or the electronic
passport. That is, the authentication of a cardholder/passport holder is performed without
externally communicating the sensitive information such as fingerprint patterns and
personal information, and such sensitive information is confined within the smart card or
the electronic passport. In the case where the authentication result and related personal
information is wirelessly transmitted, the transmission signal has a very short range,
typically the order of millimeters, and thus is only received by the terminal module on

which the smart card or electronic passport is properly placed. Accordingly, the
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during a predetermned tine period after the
successful authentication. [0049] FIG 17
wa@edemetdcal |y illustrates a term nal nodul e 1BOT/182005/013896
aut henticating a person holding a smart card or an
el ectronic passport including a smart card, in
accordance with one enbodi nent of the present

i nvention. The smart card or. el ectronijc SS
auttggigghpngrosenmaitoneLpampyograit B Ao d ARSIy the
descri bed above. The term nal nodul e inglude
sensitiypimformstian dogmot have terflaeMes Hisaly eidFare %!ro'fﬁglégif getwork
antenna) 194 provided thereon. The support plate 192
systes sudaps the Ihiermeechi additidnesisomihe dill autbentisiation eambeperformed
passport and has a size suitable to receive the smart

locdlB/ (BnBoaldpdt Rams pHEdted Tanatciientorivvaitabiliigof ectesoto an
transmt a power to the smart card or electronic

ext&%ﬁﬁﬁ‘@%&rk sTﬁs?i"Mr%‘%leﬁﬁﬁ!d\étabﬁs%nsm tted power is received

y, tor exgnp e, the wireless transceiver nodul e 18 of
the smart card 10 (FIG 1) placed on the term nal
nodul e 190. The antenna 194 is al so adapted to receive

a signal transmtted fromthe wirel ess transceiver .
[008HLHEWYer: Wales Rt eaF S UnGEs o) R DBEGi AR Cocqipmicate the
one enbodi nent of the present invention, the term na
biomoitie irfot@atiorsaniéer ppreedal informetiomp an indivaduat withanexternal
passport such as the el ectronic passport 130 enbedded
systatd beyohe tierrermtinglanodul 5.0F arsexdmpin; irbthd airpontghe phthemeation result
el ectroni c passport 130 includes the power antenna 152

mag‘gg nfohﬁor}ﬂ he &RiRNRRulPerdofthel SxRINRE Guthbitevafith €30R and
4 1s adapfed to wrelessly transmt the power signa

to be recejved by . . .
b U PR
si gna t _
Withinga local %Qm%gt%?néltxsw%rk. In addition, in some suspicious cases, the biometric

information such as fingerprints may need to be screened against that contained in a
criminal record, terrorist list database, immigration records, and the like, which are
typically maintained in a government central database. For example, when the smart card
or electronic passport might have been counterfeited, all of the information stored in the
suspicious smart card or passport may need to be examined and compared against the
corresponding information of a legitimate individual as claimed to be. Thus, the terminal
module may also have a capability of communicating with outside computer system n

accordance with one embodiment of the present invention

[0053] FIG. 19 schematically illustrates a system 300 for authenticating a person

holding a smart card or electronic passport in accordance with one embodiment of the
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Preferably, the term nal nodule antenna 194 is

provi ded on the support plate 192 such that when the
wWe@bk®@sto4om ¢ passport (or smart card) is placedPOnUs1ves/013896

support plate 192 the signal transm ssion antenna 154

substantially aligns on the term nal nodul e antenna

19é. Typic?:Iyi the term nal nodul e antenna 194 is

substanti a arger_than the signal antenna 154 o .
presenteinsension; oﬁg ehqyﬁg@dﬂﬁ- 19;the S&ﬁt@%g 400 includss g sparf W‘p plectronic

be placed on a portion 196 of the antenna 194, as
passploch@92j andrd @rmilial mivele$i0¢nAhe smaw gard/eleptronippaseport may be any

positioned just on the portion 196 or in a very close
oneRT e shdrycdrisreddctrofl d pakspatts edcyibed in thbabove embddinei8, The

the term nal nodule 190 may include a power

ternrzlii%l?ﬁﬁgﬁlﬂ%L g‘gﬁi@ﬁfd@@g ferhiith altduR tIRaB06,8CRIcKiPHdn circuit 308,

enna separate fromthe power transmtting

antenna 198 this.case ers] cejl Vi .
on SERRT o198t 10 ahd sl ek A Rar it AR RIS is adepted to
t hat, of  the, si gnal _antenna 4 when the electronic .
decryRb signals recsiyed $rop) thesmaH ceFiclectFamGpaAsSRAS % 11§ received
[ 0051] : As. descri bed above, in accordance with
signatsrod enempted.oThe prerpptenneaitcuit 342 gaerypts signalsirapsmitieddrom the
informati on detection and the authenticati on process
termighlngodile 304. 0T intez faca B2 oaplanthateempred frodpied 0drio heanmputer
(on-card) by the smart card or the electronic

sysRASHIRO Ypicall§aliodad coﬁ”lgﬁteﬁﬂét{i@ﬂ& | T inf@Rfa6é 28 may also couple the
cardhol“der/ passport hol der is performed w thout

tem?é%]ﬁt% n(%h% Vi QTR ?i‘% g?‘tqrelé Q@erﬁﬁg ahiab¥se 3i1?.f ?,Hﬂgﬁ k@fhection to

s Trngerprint NS and persona rmati on,

the e Todnay e (o { b Bt ek D In ey Hlotetl i e, via

where the authentication result and related personal .
a virtual circuit, a private line, or the like. Thus, the interface 202 may be compatible
with one of the Universal Serial Bus (USB) standard, Recommended Standard 232C (RS-
2,32C), Recommended Standard 433 (RS-433), Transmission Control Protocol/Internet
Protocol (TCP/IP), and the like. The computer system 314 or the server 316 receives the
authentication signal and other personal information transmitted from the terminal
module 304, and performs necessary data processing, screening, comparison with the

central database, and the like. In addition, the authentication result and/or personal

information may be displayed to the authorized personnel.

[0054] Since the electronic passport (or the smart card therein) is powered by the power
wirelessly transmitted from the terminal module, as the electronic passport leaves the

power range of the terminal module, the supply voltage reduces and eventually shuts
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information is wirelessly transmtted, the
transm ssion signal has a very short range, typically

wao b@sooegdesr of millinmeters, and thus is only rePel/ushOHY13896
the term nal nodule on which the smart card or
el ectronic passport is properly placed. Accordingly,
theaut hentication process and personal information

dovi Pp iR B ORSie e BR durof R, Ll dfordance with
travel through the network systems .
onelcrthoireqnt of Fit-esent laﬁenuﬁnnt}!@yswgr ﬂﬂﬁPﬂﬁtth"e%F‘FtE‘)&‘c‘? pypsport
can be performed locally (on-board), it is not
(smaiftfoent) éxauiymativll duitialézet io respense 40 b apideterming layel efan
to an external network systemor a central database.
incre@4i82$u ﬂgw\ﬁ)lal’ge afiecthe sy adlegeiwas shet dowae sThe initiatigatios is
preferable to communi cate the bionetric informtion

typieBEY @5nd ¥y BABEYn grﬁﬁ OprIBessONurlf ofaRe briakt ¢ardual theipkbredddr unit

external “system beyond the term nal nodule. For

inc].B.é SE%‘n Ibelng a&tL})% (?1#1 Y Bﬁé b 'du&lr}ﬁoc?elﬁ{é?ft%%é G0 For' ﬁ?{ﬁﬂlgie Ry

rport securi persénne

t he aut henti catian,r er
et apE SR AR TPt R ASHUHAAE 8 L ERT 1B P g ncreasing
device/termnal within a |ocal conputer network. In
supplydioltagn anil thesdhe deal swsideiipigefaceaaitcyit maybepHialiged psing a reset
i nformati on such as fingerprints nmay need to be
sigiut sgeplied fmgaihe authchtdation@Pdi.ned in a crim nal record,
terrorist list database, inmm gration records, and the
i ke, which are typically nmaintained in a governnent
central database. For exanple when the smart card or

[00?# eCtPrIénﬁ(? so%@ 2ROy ifTheHhesANE: 9@%} a‘&%ﬁﬁ@efti‘n%'atl%‘?sonq{dldmg a

orrm ron-stored int e suspl clous Smart card
smaé'b o p 0 %lectroﬁw%%ses%o}t%m ed e w1tf:1] ‘tehe s?ﬂ]ag't ga%[p g raggardance with

one embodiment of the present invention. The smart card includes a sensor module

provided on a substrate of the smart card, which includes a biometric sensor, a processor
unit, and a memory. The smart cared or the electronic passport may be any one of the
smart cards and electronic passport described above. First, a power signal is received via
a wireless transceiver module provided on the substrate (210). This may be such a
situation the smart card or passport is placed on a terminal module providing the power
signal. At least one supply voltage is generated from the power signal, and the supply
voltage is provided to the sensor module (212) so as to power up and enable the sensor
module to operate. Optionally, initialization of the sensor module may be performed
during the power up period (214). Then, biometric information is detected from the

person’s body (216), using the biometric sensor, such as a fingerprint sensor, image
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corresponding information of a legitimate individua

as clained to be. Thus, the term nal nodule may al so
whawe/1a7eapabi | ity of communicating w th outsiBPE&r/US2005/013896

conmput er systemin accordance with one enbodi nent of

the present invention [0053] FIG 19 schematically

illustrates a system 300 for aut henticating a person

hol di S a t roni a

senspp oo iGe SAcHBRL eNBod PRORECSH %tcﬁ%éﬁéé’ﬂe%vﬁﬁwn is compared
i nvention. As shown jn FIG 19, the syste .

with hiomeirismiorsiien sorddndhememgri @18, a8 atlﬁ%elzﬂca&ﬂla signal
term nal nodul e 304. The smart card/ el ectronic o

repesaipg riresvifyoflike comppaving ivgencrasedP20). Thag wsulpef the authentication
el ectroni c passports described in the above

or cBfpRAIER bftionally ihditatedadingranlindicaBprovidédistetheamart card (222).
term nal nodul e antenna 306, a decryption circuit 308,

ThehRAGE AR %%afisftﬁéﬁ %pt?blagu Bd (2248 kARG Enstitted VaGhe

ecryption rcuit 308 is adapted to decrypt signals
+48&S nge \f,er om ﬁﬁr}art card/ el ectroni c passport 302,
w ?lF S RCE N al s are encrypted. The encryption

circuit 312 encrypts signals transmtted fromthe
term nal nodul e 304. The interface 312 couples the
term nal nodule 304 to a conputer system 314
[0056]pi Waiileyembotiineesits anshapplieations piubisdnveniion heve pegrshoynpnd
may al so couple the termnal nodule with a server 316
destribadni vouldbd sarahateathaseskBled. in Sucdrt baviogthedtenefit afhis
the server 316 may use the Transm ssion Contr ol

disdbREOHat ﬁ‘lhﬂ& RlobeinofIRheGR thdnieBitidnkd abéwe die Yossivlaithout
circuit, prlvatellne or thellke Thus, the

depﬁfnggitrogﬁa& égfe Qﬁce?%g%?eﬁﬁ birfe Wiy 1(91n ﬁle?éfofeh?s not to be

St andar Récomend

Sta dard 232C 2C Tended St andard 433
reSt(lﬁfS FEeapt i ﬁéR%QEF%’&&P%%Q?F&(S BP0t ocol /I nt er net
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Protocol (TCP/IP), and the like. The conputer system
314 or the server 316 receives the authentication
WG e@sab47end ot her personal information transn PCBEUSINHM3S96
the term nal nodul e 304, and perforns necessary data
processi ng, screening, conparison with the centra
dat abase, and the like. In addition, the
aut henti cation result an%ﬁé%\ggr sonal information may
be di splayed to the aut hori personnel . [0054] Since
the el ectronic passport (or the smart card therein) is
Whp@ﬁ,@}aggecbgs: the power wirelessly transmtted fromthe
term nal nodule, as the electronic passport |eaves the
1. powksmeasegal fof atthenticeting aaersembielding saiksmarheary, spisl yaggbeard
reduces and eventual |y shutsdown, turning off the
con§i#idgfRf nodul e of the electronic passport. Thus, in
accordance with one enbodi nent of the present
I nvenik@ile: the sensor nodule of the electronic
passport ?%nart card) is automatically initialized in
response to redet.er m l...Qf ' S LG o
bt anodfs PP HEN SRR lE softscRr R A,
The initializatjon is typically, done ini.tializin
t he processor?d BRmmeldE Seflgfg a@?ﬂ?& t%‘gﬁtﬁc.t %?lofm‘%ﬂ% I%P%aé[]s,og‘off:om
unit includes an authentication CPU and a dual node
the pettsen’shody;ci rcui t, for exanple, the authentication CPU
may be initialized using the threshold voltage of the
i ncreasi ng supplogessot tragenupieddo shidbidrhetrid sesonsdiel processor
interface circuit nmay be initialized using a reset

um?éc%ﬁt’%h t6 BiBbhifdtd the Pbﬂs&ﬁrﬂ'éﬁﬂ&@é toctht detectefPYionh€106 Hformation
FI 20 schematically illustrates a nmethod for

W DGRL L CAl DGR e ' ticSiiresilt; afld
R A ISR SR il # AR a0
accordance wi étl ?nemory coupled to said processor unit, said memory adapted to

store biometric information of a specific individual associated with the smart card;

a wireless transceiver module coupled to said processor unit, said wireless
transceiver module adapted to transmit signals received from said processor unit and
receive a wirelessly-transmitted power signal; and

a power circuit provided on said substrate, said power circuit adapted to generate
at least one supply voltage from the received power signal and provide the supply voltage

to said sensor module.

2. The smart cared of claim 1, wherein said memory includes:

a random access memory (RAM); and
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one enbodi nent of the present invention. The smart
card includes a sensor nodul e provided on a substrate

wo@Rooshet7ssrart card, which includes a bi onetri cPGEOSING/013896
a processor unit, and a nmenory. The smart cared or the
el ectroni c passport may be any one of the smart cards
and el ectroni c passport described above. First, a
power signal is received. via a w s transcei ver
nod P&t &W%%@H@ﬁfetrﬁ%‘fa QY Iy C@f : This may be
such a situation the smart card or passport is placed
on a termnal nodul e providing the power signal. At
| east one supply voltage is generated fromthe power

3. si drwl smaznehrd bfclsinp p) whareinttbgyend-smp PROMercludest he
sensor nodul e (212) so as to power up and enable the

S eNmUradiBR NG prébraRfiabledeadPiilly aiahdry (EPROMgI | zat i on
of the sensor nodul e may be perforned during the power

up pe Eabl A ROM); and

dor B s EAE0 i AL ARG SRR (FREROM)
bi ongptric sensor, such as a fingerprint sensor,
insf’gﬁ%s%‘ﬁg%’f‘?ryor the |ike, as described above. The
detected bionpetric infornation i onpared wth

whaseiapeewrisablefugetien pighe EROIM ds dise ‘ﬁ’g menory (218), and
an aut hentication signal representing a result of the
conparing is generated (220). The result of the
aut henti cation or conparison is optionally indicated

4. USiTw shiart €43 68tiaim pf whitrdmcsaiwirblessstramstei vamiodud@icludes:
The aut hentication signal is then optionally encrypted

(224 | | Wi s8Rt SpoleR ABeSha/ Alapted t
mngdu% Oeﬁé(}g‘i%%nag ?%ﬂd%%cfﬁvﬁd?%&i&ng odilmaS nt ?Oand et

a i cations qf is invention have been shown and
rec%@@h’nﬁipﬁg&f Sl!gflﬁv\%‘gwd be apparent to those skilled in
th ea sz,iil[grtlal rr]tgtvelmrl]g cguq)?e(f) t%régifdl ptrocoefssotr rllllmst, said signal antenna adapted to

transmit signals received from said processor umnit.

5. The smart card of claim 4, wherein said signal antenna is substantially smaller

than said power antenna.

6. The smart card of claim 4, wherein said mart cared is used with a terminal module
including a module antenna adapted to receive signals from said signal antenna, and
wherein said signal antenna is placed on a proximity position on a loop or trace of the

module antenna.
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WO pwenod470£ concepts herein. The invention, theP&f/O8®5/013896

9.

10.

11,

di scl osure that nmany nore nodifications than nentioned
above are possible w thout departing fromthe

is not to be restricted except in the spirit of the
appended cl ai ms. CLAIMS What is clainmed is: 1. A smart
card for authenticating a person holding said smart

card, said s t card ¢ ri sing..a,substrate; a
serﬂ&rsmwggé?lm éé&l(ﬁé?%%ica"@%%%‘%%fe, sai d sensor
modul e including: a bionetric sensor adapted to detect
bi cnmsttifier conpled fnididbpoVerieng; 38 son' s body; a
processor unit coupled to said bionmetric sensor, said
pr acregslator vougtledtbegptdadctifieraut henti cat e the person in
response to the detected bionetric information and
generate an authentication signal representing an

aut hentication result; and a nenory coupled to said

profﬁs&?inéb?&?fgﬁﬂi&?%@’sa dapimg ih@uddsor e bionetric

i nformation o specific individual associated with
t he t rd; Wi rel ess transcei ver nodul e coupl ed
to% r{ﬁ’ﬁepYogglggg‘:tS’?lﬁﬁﬁi t, said wireless transceiver
nodul e adapted to transmt signals received fromsaid
processor unit and receive a wrelessly-transmtted

power signal; and )
The smart card of claim 7, wherein said regulator includes one of:

a dropper regulator;
a switching regulator; and

a fly back regulator.

The smart card of claim 7, wherein said rectifier includes:

a Shattuck diode.

The smart card of claim 4, wherein said wireless transceiver module includes:

a plurality of power antennas,

and wherein said power circuit includes:

a plurality of regulator circuits, each of said regulator circuits coupled to a

corresponding one of the plurality of power antennas.

12.

The smart card of claim 11, wherein each of said plurality of power antennas has

a turn number less than 5.
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a power circuit provided on said substrate, said power
circuit adapted to generate at | east one supply

wo eiosageof rom t he recei ved power signal and prpwi/tis200$e13896
supply voltage to said sensor nodule. 2. The smart
cared of claim1, wherein said nmenory includes: a
random access nenory (RAM; andone-tine progranmmabl e
read only nmenmory (PROV). 3. The smart card of claim 2,
wherein the one-tinme PROMincludes: an erasable and

programmabl e read-only nenory_ (EP ;o an ectricall
13. er dbaismartganl ofrcdgmahbraitiersin %%aog ﬁ%ﬂﬁwﬁ@%’ﬁm@% has
and a flash nenory, wherein a rewitable function of
approRiendPEt@vhe sanki Isegthed. 4. The snart card of claim 1,
wherein said wireless transceiver nodul e includes: a
power antenna coupled to said power circuit, said
power antenna adapted to receive the power signal; and

14. 2 SN R EONAai GOHR WA di® s @b Hhirilit) ©8 pEREr Atftérinas 8@l fdrmed

i gnal antenna adapted to transmt Sighals received

os a CRRREPLoREEPEY onAPlais Srasker oL, oot Palt, "

smal l er than said power antenna. 6. The smart card of
claim4, wherein said mart cared is used with a
term nal nodul e )

15.  The smart card of claim 1, wherein said wireless transceiver module is capable of

transmitting and receiving electromagnetic waves.

16.  The smart card of claim 1, wherein said wireless transceiver module is capable of

transmitting and receiving ultrasonic waves.

17.  The smart card of claim 1, wherein said wireless transceiver module is capable of

transmitting and receiving optical waves.

18.  The smart card of claim 1, wherein said wireless transceiver module is capable of

transmitting and receiving infrared waves.

19. The smart card of claim 1, wherein said biometric sensor includes:

a fingerprint sensor adapted to detect fingerprint patterns.
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i ncluding a nodul e antenna adapted to receive signals
fromsaid signal antenna, and wherein said signa
w@risnmegod s pl aced on a proximty position on BCT/OS®O®013896
trace of the nodule antenna.7. The smart card of claim
4, said power circuit includes: a rectifier coupled to
sai d Pomer antenna; and a regul ator coupled to said
rectifier e. spart. card .af. claim 7, wherej i
20. 1 ectiersneie s olelaiet 15 Wi g s st afaflg? Bflad te
smart card of claim?7, wherein said regulator includes
surfaereprofile of afiegsper regul ator; a switching regul ator;
and a fly back regulator. 10. The smart card of claim
7, wherein said rectifier includes: a Shattuck di ode.
11. The smart card of claim4, wherein said wirel ess

21.1 r angC@hatEEardBEtlain ROCHhiGER said flgefpRint bahsof ispdugied to measure
antennas, and wherein said power circuit includes: a

the MCI% g#cgﬁ‘le Qf ﬁﬁg %@Cth%lcﬁ e}é %!tﬁgtfgl ce:lg)‘?ir b s@kosiatklding one of:

or circ |ts coup espondi ng one of

the lurali tg rl)ovver ant ennas.
ressure sensing cel array or scanner,

a micro electro mechanical (MEM) array or scanner;
a mechanical stress array or scanner;

a distance measuring cell array or scanner;

an elasticity measuring array or scanner; and

a micro switch array or scannetr.

22.  The smart card of claim 20, wherein said fingerprint sensor is adapted to measure

a temperature profile of a skin of a finger.

23.  The smart card of claim 22, said fingerprint sensor includes:

an infrared detector array or scanner.

24.  The smart card of claim 20, wherein said fingerprint sensor includes:

a thinned silicon substrate adapted to detect and digitize fingerprint patterns.

25. The smart card of claim 24, wherein said thinned silicon substrate has a thickness

less than about 200 micron.
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12. The smart card of claim 11, wherein each of said
plurality of power antennas has a turn nunber | ess
W0 b@s/1864708. The smart card of claim 11, wher ei PCPESIW0D013896
said plurality of power antennas has approximately the
same length. 14. The smart card of claim1l1l, wherein
said plurality of power antennas are forned as an
etched or printed pattern on a plastic or paper
material. 15. The smart card of claim1l, wherein said
W rel ess transceiver nodule is capable of transmttin
26. andThesowiridandotlaion 2o vehpnein iseid whinaed siligon sphstrafads hacked up
card of claim 1, wherein said wireless transceiver
with eiebkanicul sfatere of transmitting and recei ving
ul trasonic waves. 17. The smart card of claim1,
wherein said wirel ess transceiver nodule is capabl e of
transmtting and receiving optical waves. 18. The
27. SRl GloA08 ofli &,’wﬂ@&% 6hill nfndni¥AI' B8RS includes a hard
transcei ver nodule 1s capable of transmtting and
receiving infrared waves. 19. The smart card of claim
polyetyherein sai d bionetric sensor includes: a
fingerprint sensor adapted to detect fingerprint
patterns. 20. The smart card of claim 19, wherein said
fingerprint sensor is adapted to read the surface _
28. pr Oftid sarf caad Bf clgien 19 AvHereililseiddnemetric amfdrrostiar taibesfged in
wherein said fingerprint sensor is adapted to neasure

said A8mdH/ thek@edr of i I e of finger mechanically, said
fingerprint sensor including one of:

fingerprint templates of the specific individual.
29. The smart card of claim 1, wherein said smart card is flexible.

30. The smart card of claim 29, wherein said biometric sensor comprising:

a polymer material as an insulator, a substrate, or the insulator and substrate.

31.  The smart card of claim 30, said polymer material includes at least one of:
polyimide;

polyethylene terepthalate (PET);

Polypropylene (PPT);

Polycarbonate;

Butadiene;

Epoxy;
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a pressure sensing cell array or scanner; a mcro
el ectro nechanical (MEM array or scanner; a
wore@hami7eal stress array or scanner; a di st ancBCT/US2005/013896
measuring cell array or scanner; an elasticity
nmeasuring array or scanner; and a mcro switch array
or scanner 22. The smart card of claim 20, wherein
sa| |ngerpr|nt sensor is adapted to nmeasure a
¥PBiure profile of a skin of a finger. 23. The
snart card of claim_22, said fingerprint sensor
i ncpralyraers Oéiﬁtliaﬂflﬁra)ﬁ‘éﬁ’ledlét(%EF%}a aBfray or scanner. 24.
The smart card of claim 20, wherein said fingerprint
seqxﬂmnmmoﬁﬂdesnMEdemwhneﬂnnnmﬂ@éﬁEEhbstrate adapt ed
to detect and digitize fingerprint patterns. 25. The
smart card of claim 24, wherein said thinned silicon
substrate has a thickness | ess than about 200

3p. M Ofl%"sagaﬁt fa-m Bf cldfth t1 #RERinhi ChisnrReni¥i Shichdessai d

t hi nne I con substrate is backed up with a

unch ERoE aasioR TRt St PRk PRI BlcR e

pol ynmer. 28. The smart card of claim 19, wherein said
Per¥ilonetric information to be stored in

33. The smart card of claim 1, wherein said biometric sensor includes:

a charge coupled device (CCD) or metal oxide semiconductor (MOS) adapted to

capture an image of the person.

34.  The smart card of claim 33, wherein the image of the person includes at least one
of

a face of the person;

an ear of the person,

an iris of the person; and

aretina of the person.

35. The smart card of claim 1, said sensor module further includes:

a biosensor adapted to detect that the person holding the smart card is alive.

36. The smart card of claim 35, wherein said biosensor includes at least one of:
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said menory includes: fingerprint tenplates of the
specific individual. 29. The smart card of claim1,

wokesadtosai d snart card is flexible. 30. The BOEDS2005/013896

card of claim?29, wherein said bionetric sensor
conprising: a polynmer material as an insulator, a
substrate, or the insulator and substrate. 31. The
smart card.of claim 30, said polynmer material includes
at FFIETHIAHPS pol yi i de; pol yet hyl ene terept hal at e
(PET) ;. Pol ypropyl ene (PPT); Polycarbonate; Butadiene;
Epcprvgn Epxidp 8eieeT:s of tetrafl uoroet hyl ene (PTFE);
and polynmers of fluorinated ethyl ene-propyl ene (FEP).
32.athbenenete; card of claim 1, wherein said bionetric
sensor includes: a genetic information detector
adapmeniros@debect a genetic information of the person.
33. The smart card of claim1, wherein said bionetric

SengahahRa shiss:
a voice sensor;
a brainwave sensor;
an electrocardiogram sensor;
an electromagnetic filed sensor;

an enzyme sensor; and

a Chi sensor.

37. The smart card of claim 35, wherein said biosensor includes at least one of:

an elasticity sensor adapted to detect elasticity of a member in contact therewith;
and

a blood flow sensor adapted to detect a blood flow in a body part in contact
therewith.
38. The smart card of claim 35, wherein said biosensor includes:

a bio-response detector adapted to capture a reflex response of the person to a

given stimulus.
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a charge coupl ed device (CCD) or netal oxide

sem conduct or (MOS) adapted to capture an i nage of the
weensom7084. The smart card of claim 33, wher ePCT/UBm05/013896

i mge of the person includes at | east one of: a face

of the person; an ear of the person; an iris of the

person; and a retina of the person. 35. The smart card

of Iaiml al.d sensor, nodul e further s. a
3.5 -h Tl cand B altF 35 AEBR three} DRk ST i g

the smart_card is alive. 36. The snart .car.d of c|

35,2 I9BERINANSHE PHTUE EHEEPONSE K Fd antgnsitydl) g?m%‘i’r

oxygen detector; a carbon dioxide detector; a

thernmoneter; a nDisture sensor; an infrared sensor; a

voi ce sensor; a brai nwave sensor; an el ectrocardi ogram
40. SenB¥ smart card of claim 39, wherein said biosensor includes:

an image sensor adapted to capture an image of the iris; and

a light emitter adapted to illuminate an eye of the person.

41. The smart card of claim 1, wherein said sensor module further includes:
an indicator coupled to said processor unit, said indicator adapted to indicate the

authentication result.

42. The smart card of claim 41, wherein said indicator includes:

at least one light emitting diode (LED).

43. The smart card of claim 41, wherein said indicator includes:

a liquid crystal display (LCD) adapted to display the authentication result.

44, The smart card of claim 41, wherein said indicator includes:
a sound player adapted to play an audio signal corresponding to the authentication

result.

45.  The smart card of claim 44, wherein the audio signal has a different frequency

depending on the authentication result.
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an el ectromagnetic filed sensor; an enzyme sensor; and

a Chi sensor. 37. The smart card of claim 35, wherein
wa@aiod/1bi7esensor i ncl udes at | east one of: an ePEBFUSIN5/§13896

sensor adapted to detect elasticity of a nenber in

contact therewith; and a bl ood flow sensor adapted to

detect a blood flowin a body part in contact

therewith. 38. The smart card of claim35, wherein

sai d bi osensor includes: a bio-response detector

adapted to capture a reflex response of the person to

46. a diheesmast dand)pfelaiznd4, hereindlre audi sigeal has &fi#f%@}t voice
wherein the reflex response includes: a change in an

messigesieppeiingion tHerautlenfication reswltl i ght i ntensity
i1'lumnated thereon. 40. The smart card of claim 39,
wherei n said biosensor includes: an inmage sensor
adapted to capture an inmage of the iris; and a |ight

47, iﬁ%gsﬁgﬁng%?& ggcr%ﬁ% szth,'cv;age;r@nﬁg& @ﬂi@agnafhaé DaiReERMRelody

| erefn sald sensor

nogdul e further. .includes: an indicator coupled to said

depfﬁ‘ﬂ‘?:%g%ﬁ?ab‘ ef‘flc%’gpaeﬁ“itdi cator adapted to indicate the
aut hentication result.

48. The smart card of claim 1, wherein said sensor module further includes:

a control interface coupled to said processor unit, said control interface adapted to

receive an external control signal and configure said processor unit.

49. The smart card of claim 48, wherein said control interface’s connections to the

external control signal is disabled after an initial configuration of said processor unit.

50. The smart card of claim 49, wherein said control interface’s connections to the
external control signal is permanently disabled by a physical disconnection after the

initial configuration.

51.  The smart card of claim 49, wherein the initial configuration includes writing the

biometric information of the specific individual to said memory.

52.  The smart card of claim 1, wherein said processor unit includes:

an encryption circuit adapted to encrypt signals generated by said processor unit.
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42. The smart card of claim41l, wherein said indicator
i ncludes: at least one light emtting diode (LED). 43.
wab@sseens card of claim4l, wherein said indiPEr/v§2005013896
includes: a liquid crystal display (LCD) adapted to
di splay the authentication result. 44. The smart card
of claim4l, wherein said indicator includes: a sound
pl ayer adapted to play an audi o signal correspondi ng
to the authentication result. 45. The smart card of
claim44, wherein the audio signal has a different
53. r SEhecwmuayt erepefelping L owherpia saidmacnssr Anitdnclpdasy| « . 46.
The smart card of claim44, wherein the audio signal
hasanaautliehfieationtcincoit aéapmkmau@mpawhn detegted hianmeéric information
authentication result. 47. The smart card of cl ai m 44,
withhRedMettb énRHHAMnSteBdin KR mndiy,faad @olerar teyuthentication
depending on the authentication result. 48. The snart
grd of claim1, wherein said sensor nodule further
ncludes a control interface coupled to said
processor unit, said control interface adapted to
recei ve an external control signal and configure said
processor unit. 49. The smart car of c¢laim 48,
54.wheFhg smasbeaiedofalais) 51 nthsrqm sad au pp GHuf ficuds
external control signal is disabled after an initia
C ordi aythremticationgfrograincstored dresrs one-time progeamniphle re¢heily memory
card of claim49, wherein said control interface's
(PROM &@thinasd iembhe

si

55. The smart card of claim 54, wherein the one-time PROM includes one of:
an electrically erasable and programmable read-only memory (EEPROM); and

a flash memory,

wherein a rewritable function of the PROM is disabled.

56. The smart card of claim 53, wherein said authentication circuit includes:

an encryption circuit adapted to encrypt the authentication signal.

57.  The smart card of claim 53, wherein said authentication circuit is implemented
using one of:
hardware;

software;
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external control signal is permanently disabled by a
physi cal di sconnection after the initia
w@okiigupati on. 51. The smart card of cl ai m 49PCTHAIS2065/013896
the initial configuration includes witing the
bi onetric informati on of the specific individual to
said nenory. 52. The smart card of claim1l, wherein
sagd rocessor unit includes: an encryption circuit
ad :8™€ncrypt signals generated by said processor
unit.53. The smart card _of claim]l, wherein said
pr dcoshinationiof af lsast e of hardwars FeHtY VUi t
adapted to conpare the detected bionmetric infornmation
with the bionetric information stored in said nenory,
and generate the authentication signal. 54. The smart
58. carg safartcdagd 67 @3im 98)evieidin Sad dhemdripénfurthat adaptedi to ctoire
i ncl udes: an authentication programstored in an
persgﬁﬁg foffnafib S 1 iR }@Rsan y menory (PROM within
sald nmenory. 55. The smart card of claimb54, wherein
the one-time PROM includes one of: an electrically
erasabl e and programrabl e read-only nenory ( EEPROM ;

and_a flash mepory, rei.n a rewijtahle function o
59. { neLIPrENT Graip b, Tahsreit i Heanped Dprpatipn Gfchfis Bgleast ome
wherein said authentication circuit includes: an
of: encryption circuit adapted to encrypt the
aut henti cation signal .
personal identification information; and

personal information related to a purpose or usage of the smart card.

60.  The smart card of claim 58, wherein said processor unit further includes:
a retrieval circuit adapted to retrieve the stored personal information from said
memory if the detected biometric information is determined to match the stored biometric

information.

61.  The smart card of claim 60, wherein said processor unit further generates a
personal information signal representing the personal information of the specific
individual, the personal information signal being transmitted via the wireless transceiver

module.

62.  The smart card of claim 53, wherein said processor unit further includes:

an interface circuit coupled to said authentication circuit, said interface circuit
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57. The smart card of claimb53, wherein said
authentication circuit is inplenented using one of:
whaoodaer7es sof tware; firmvare; and a conbi nati oPCDUSEDS/013896
| east two of hardware, software, and firmmvare. 58. The
smart card of claim53, wherein said nmenory is further
adapted to store personal information of the specific
i ndi vidual. 59. The smart card.of.clai.m 58, .wher e
adaptFE AT EF & TR BOFES TR Ffpeic ey 2 g bt for
_personal (identification information; and persona
wir¢legsdransmissoly el ated to a purpose or usage of the smart
card. 60. The smart card of claimb58, wherein said
processor unit further includes: a retrieval circuit
adapted to retrieve the stored personal information

63. f r ORcShAt GRABF Yainh 62 hehaleihesideattetthenaitouitdntlndest mat i on
is determined to match the stored bionmetric

i nf 45?,&05 cirBui RMRELypEA chePfptéd 8bmA1EbeivMaeTth Baid
safg&pr g@@éggu%ﬁ?a urthé?pgenefg?%s ag%%rsgha
ie]r%.ortnat i.on.tsi nal representing the personal

authentiGatAR GUGHIF ™ he speci fic individual, the personal

i nformati on signal _ bei ng transnttt?d gia.t e mﬁrele%g
t r sAWGaETYPEPn circuit adapted t0 encrypt a signal to be wirelessly transmitted

64.  The smart card of claim 1, further comprising:

an oscillation circuit adapted to generate a clock signal for said sensor module.

65.  The smart card of claim 1, further comprising:
a clock antenna adapted to receive the power signal; and
a clock circuit coupled to said clock antenna, said clock circuit adapted to

generate a clock signal from the received power signal.

66.  The smart card of claim 1, wherein said biometric sensor is located near an edge

of said smart card.

67.  The smart card of claim 1, wherein said smart card is adapted to be embedded in a

passport.
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nodul e. 62. The smart card of claimb53, wherein said

processor unit further includes: an interface circuit
weowphedos o sai d authentication circuit, said pPer/Esfoade 3896

circuitadapted to convert a signal received from

aut hentication unit into a signal suitable for

W reless transm ssion. 63. The smart card of claim62,

wherein said ipterface ci.rcuit includes: a. decr i on
68. ¢ rldisismag Rt %ﬂclfuén ge‘@i‘?ﬁ‘fl said s ARt 5 ?F‘b'gwe ot &hoftt
received fromsaid authentication circuit; and an
passpadr yption circuit adapted to encrypt a signal to be
wirelessly transmtted. 64. The smart card of claiml,
further conprising: an oscillation circuit adapted to
generate a clock signal for said sensor nodul e. 65.

69. Therzidrt sadd o Elhint b&i fitther cotptibige: conmpri sing: a cl ock
antenna adapted to receive the power signal; and a

clqg &E&?&ék?aﬁpgfgv dloR safdl SbSthRE K RIYi6RBRic s8RAod being visibly
clock crrcurt "adapted to generate ‘a clock signal from
t he, recelved paower, signal. 66. .The sma  ai m
arrahg S b Fict s e P casd R oplfidadeed,
_ edge of sajd smart card. 67. The smart card of claim
informatipreredated to4hepassae. card i s adapted to be enbedded
in a passport.68. The smart card of claim1l, wherein
said smart card is a card-type electronic

70.  The smart card of claim 1, further comprising:
a display provided on said substrate, said display coupled to said processor unit,
said display adapted to display a photographic image including the specific individual’s

face if the person is authenticated.

71.  The smart card of claim 70, wherein said display is further adapted to display a

signature of the specific individual if the person is authenticated.

72.  The smart card of claim 70, wherein said display is activated by the authentication

signal representing a positive result.

73.  The smart card of claim 70, wherein said biometric sensor and said display are

integrated.
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passport. 69. The smart card of claim®68, further
conprising: a card surface |l ayer provided on said

WG aesto4oe, sai d bionetric sensor being visi bl RCT/US2005/013896
arranged on said card surface |ayer, said card surface
| ayer containing desired information related to the
passport 70. The smart card of claim11, further

risin S ovi ded .on sai d substr
74,1 Bt ehoiabn 1 B scaadammane soteh B g ¢
adapted to display a photographic inmage including the
trarspmmtrandlmd@n\sa $play.f ace if the person is
aut henticated. 71. The smart card of claim 70, wherein
said display is further adapted to display a signature
of the specific individual if the person is

75. amﬁ%ﬁﬁép@ﬁtcﬁﬁllpn&%g a BRArSIRR thefod, daidfsntirtpdafd #RludMier ei n

said display is activated by the authentication si gnal
reQ{Sﬁsﬁ&§ng a positive result. 73. The smart card of
glal Wherein said bionetric sensor and sai d
IS are,integrated. 74. The snmart card
whed s EPEHAERD S0 b Hioeblhird oj o
transparent and |aid on said display
conpri si ng a shetEGT@srdaRipd o @‘-’é?‘-‘& béﬂ%"rtFC englanatwn from a
i ncl udi ng: a substrate;
person’s body;

a processor unit coupled to saiq biometric sensor, said processor
unit adapted to authenticate the person in response to the detected biometric information
and generate an authentication signal representing an authentication result; and

a memory coupled to said processor unit, said memory adapted to
store biometric information of a specific individual associated with the smart card,

a wireless transceiver module coupled to said processor unit, said wireless
transceiver module adapted to transmit signals received from said processor unit and
receive a wirelessly-transmitted power signal; and

a power circuit provided on said substrate, said power circuit adapted to generate
at least one supply voltage from the received power signal and provide the supply voltage

to said sensor module.

76.  The passport of claim 75, wherein said wireless transceiver module includes:
a power antenna coupled to said power circuit, said power antenna adapted to

receive the power signal; and
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a sensor nodul e provided on said substrate, said

sensor nodul e including: a bionmetric sensor adapted to
wa@edsao47d ometric information froma person' s POOYS2085/013896

processor unit coupled to said bionetric sensor, said

processor unit adapted to authenticate the person in

response to the detected bionetric information and

gener.ate an aut henti cat.i.on signal.representi an
Ut aBEPEACBLed 1 Said po T Rpity L TEFAl gh{etind ddagted to
processor unit, said nmenory adapted to store bionetric
transap i gnals repeivgd fHom saidipreeessaigniti dual associated with
the smart card; a wireless transceiver nodul e coupl ed
to said processor unit, said wireless transceiver
nodul e adapted to transmt signals received fromsaid
77. Pr OLIRSSREpoblclaR g, dteiewesaAd pbwed draityndludessni tt ed
power signal; and a power circuit provided on said

Su bé}%&v@érecircﬁi@ 'c?u)}ﬂ 'safd S anRARD 8| goWed BRETRARPR to

| east one supply voltage fromthe received power
Si %na}l agd Pr ovi de tthe supply voltage to said sensor
genRisli Hdeasyene sHRRIYOLRS ot ¢l aim 75, wherein said
wi rel ess transcei ver nodul e i ncludes: a power antenna
coupled to said power circuit, said power antenna
adapted to receive the power signal; anda signal
78. ant Elmpessmupdfadaimo’ 6 aibdrain enié sigoal aptinna isaibatastigyaymaller than
antenna adapted to transmt signals received from said
saidPpSeaBBhnalNi t .

79.  The passport of claim 76, wherein said wireless transceiver module includes:
a plurality of power antennas,

and wherein said power circuit includes:
a plurality of regulator circuits, each of said regulator circuits coupled to a

corresponding one of the plurality of antennas.

80.  The passport of claim 79, wherein each of said plurality of power antennas has a

turn number less than 5.

81.  The passport of claim 79, wherein each of said plurality of power antennas has

approximately the same length.
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77. The passport of claim 76, wherein said power

circuit includes: a power circuit coupled to said
wWEowWeno€m enna, said power circuit adapted to PENESHDE013896

at | east one supply voltage. 78. The passport of claim

76, wherein said signal antenna is substantially

smal l er than said power antenna. 79. The passport of

cl aj,m 76, wherei.n id w.rel.ess transceiver

2. nlhirestooll Gieipith T photin, SR AR ASV P RAL b fyrmed as
said power circuit includes: a plutqlity of regul ator

an et¢hed or peinted patergfonsaplasticay prpsrahateiidlc ui t s coupled to a
correspondi ng one of the plurality of antennas. 80.
The passport of claim 79, wherein each of said
plurality of power antennas has a turn nunber |ess

83.t hathdpas§port dittdaima®s; pdietein§aid ivadetoss Gansobieeemodeladhcaphble of
said plurality of power antennas has approximtely the

uﬁ%ﬁmﬁnkgﬂ@}&?ﬁﬁgﬂgggr B raws. €l @i m 79, wherein said

urafity o antennas are forned as an etched or
printed pattern on a plastic or paper material. 83.
The passport of claim 75, wherein said wreless

transcei ver npdul e_is _capabl.e of transmittin nd
84.1 g pasepat YldBhhy AT i @@?eleéﬂ%a&%‘?slvsa@gﬂ@ﬂs gapable of

claim75, wherein said wireless transceiver nodule is
transappitib g endfeceiving ultrasonic waves.

85.  The passport of claim 75, wherein said wireless transceiver module is capable of

transmitting and receiving optical waves.

86.  The passport of claim 75, wherein said wireless transceiver module is capable of

transmitting and receiving infrared waves.

87.  The passport of claim 75, wherein said biometric sensor includes:

a fingerprint sensor for detecting fingerprint patterns.
88.  The passport of claim 87, wherein said biometric information to be stored in said

memory includes:

fingerprint templates of the specific individual.
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transmtting and receiving ultrasonic waves. 85. The
passport of claim75, wherein said wireless
wao e@nsesdver nodul e is capable of transm tti ngP@ErUS2005/013896
recei ving optical waves. 86. The passport of claim 75,
wherein said wireless transceiver nodule is capabl e of
transmtting and receiving infrared waves. 87. The
passport of clai.m_75, wherein said.bionetri.c,sensor
89. el Hechasspos TcfRiBr oy IHETeRb b pioRtsHiERspRT N Gacs
fingerprint patterns. 88. The passport of cl|aim 87,
wher ganatic miferniatiomdetecior pdrntrdhiatdetost @ genséicdpformptiqnof the
said nmenory includes: fingerprint tenplates of the
persopeci fic individual.89. The passport of claim 75,
wherein said bionmetric sensor includes: a genetic
i nformati on detector adapted to detect a genetic
i nformati on of the person. 90. The passport of claim
90. /> Tl}l%g][s%ﬂo?t o%%'léﬁxa?}?é? %Efe'h‘fsa?@ﬂ@ﬁfetﬁ@é‘énmﬁcluées‘? har ge
coup evi ce or a meta

oxi de sem conduct or

(V0 SaBLEIL 8, RS o RO Mg PY crc
(

person includes at |east one of: a face of the person;
caphe amimage of fiee pREIon;

91.  The passport of claim 90, wherein the image of the person includes at least one of:
a face of the person;
an ear of the person;
an iris of the person; and

a retina of the person.

92.  The passport of claim 75, said sensor module further includes:

a biosensor adapted to detect that the person holding the smart card is alive.

93, The passport of claim 92, wherein said biosensor includes at least one of:
an oxygen detector;
a carbon dioxide detector;
a thermometer;
a moisture sensor; and

an infrared sensor.
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an iris of the person; and a retina of the person. 92.
The passport of claim75, said sensor nodule further
w0 p@baaEss a bi osensor adapted to detect that PEEUS2005/013896
person holding the smart card is alive. 93. The
passport of claim92, wherein said biosensor includes
at | east one of: an oxygen detector; a carbon dioxide
detector; a thernoneter; a noisture sensor; and an
infrared sensor.94. The passport of claim92, wherein
sai d bi osensor includes at |east one of: an elastic%ty
94, s e riBloer passhept efcblaim We tvbiereinsaid biogensgr weludesaligrst ongot:
contact therewith; and a bl ood flow sensor adapted to
det #cdlastichy sasof adapteidrio detectobfaspiaity of mmeorbenint contact therewith;
therewith. 95. The passport of claim 92, wherein said
andPi osensor includes: a bio-response detector adapted to
capture a reflex response of the person to a given

sti loB'& ﬂo&'GSensTotP ﬁd%ﬁécgfggc_fettec?g bidodi flBwRr a Wmntcbﬁtact

refTex response in
therewith.

95.  The passport of claim 92, wherein said biosensor includes:
a bio-response detector adapted to capture a reflex response of the person to a

given stimulus.

96.  The passport of claim 95, wherein the reflex response includes:

a change in an iris aperture in response to light intensity illuminated thereon.

97.  The passport of claim 96, wherein said biosensor includes:
an image sensor adapted to capture an image of the iris; and

a light emitter adapted to illuminate an eye of the person.
98.  The passport of claim 75, wherein said sensor module further includes:

an indicator coupled to said processor unit, said indicator adapted to indicate the

authentication result.
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a change in an iris aperture in response to |ight
intensity illum nated thereon. 97. The passport of
w@b@sge4 wherein said bi osensor includes: anPCTH§®05/013896
sensor adapted to capture an inmage of the iris; and a
light emtter adapted to illum nate an eye of the
person. 98. The passport of claim 75, wherein said
sensor nodul e. further .includes:..an i.ndi cator coupl ed
99. ¢ onﬁh’:ﬁ RESTROT I SLaim %ﬂi"‘ihfregb?adgmﬁlb“ia@ét%au Gapt ed t o
i ndi cate the authentication result.99. The passport of
cl s#thsagBonavlight emiftisg dipde (BERXRt or i ncl udes: at | east
one light emtting diode (LED). 100. The passport of
claim98, wherein said indicator includes: a liquid
crystal display (LCD) adapted to display the

100Ut TR Was§ptird GE14ims08, ivhedddd said Ttcapardaglodds: of cl ai m 98,
wherein said indicator includes: a sound player

adapf; ' | di j '
aur hatd LR BXpRY (PED) QSR ity @8 RANEHAH R i1,

wherein the audio signal has a different frequency
dependi ng on the authentication result. 103. The
passport of claim 101, wherein the audio signal has a

101g)j £ Fleg RassporoRidaimetss é{@éreé%ﬁ?éﬁm%t%ﬁnaﬂ o8
authentication result. 104. The passport of claim 101,
whez siund pleyenadipteddd gheyl antpadiossignal perrespondiag éaithe authentication

result.

102. The passport of claim 101, wherein the audio signal has a different frequency

depending on the authentication result.

103. The passport of claim 101, wherein the audio signal has a different voice message

depending on the authentication result.

104. The passport of claim 101, wherein the audio signal has a different melody

depending on the authentication result.
105. The passport of claim 75, wherein said sensor module further includes:

a control interface coupled to said processor unit, said control interface adapted to

receive an external control signal and configure said processor unit.
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dependi ng on the authentication result. 105. The
passport of claim75, wherein said sensor nodul e

wo eooshet704 ncl udes: a control interface coupl edP€DUSHDE013896
processor unit, said control interface adapted to
receive an external control signal and configure said
processor unit.106. The passport of claim 105, wherein

said control jnterface:s connections.to the e r

106 orkhegoSo 1A s abret Y Grnghhisfict JeoftbeHoRflo the
configuration of said processor unit. 107 Ipe .

extquaal spoirel signatisalisebed@ftenprindial confignratinn ¢fspid processor unit.
interface's connections to the external control signa
is permanently disabled by a physical disconnection
after the initial configuration. 108. The passport of

107¢! af @ phS$ortdTelBinn Ooh@hérein daid copmrof Irgerfaeisaonhertionsitsthe
witing the bionetric information of the specific

ext%ﬂic%t%ﬁi abis: hﬂaﬂgﬁﬂgrd}’sabl%&%%/ a Ph§sieASERBNhe@ion @8t 1he

erern sail processor uni i'nCl udes: an

. .encryption circuit adapted to encrypt signals
1mt1&gﬁc§¥%lugaglogy sai d processor unit. 110. The passport of

claim 75, wherein said processor unit includes: an

aut hentication circuit adapted to conpare the detected

bionetric information with the bionetric information,
108st GFlecpassposbofitlarenifi6y whareih e iritiakconfigeration Hehides diiting the

signal. 111. The passport of claim 110, wherein said

biometritaRtor@atib08f the kgatific individidesy sashmemorypt i on circuit
adapted to encrypt the authentication signal.

109. The passport of claim 75, wherein said processor unit includes:

an encryption circuit adapted to encrypt signals generated by said processor unit.

110. The passport of claim 75, wherein said processor unit includes:
an authentication circuit adapted to compare the detected biometric information
with the biometric information stored in said memory, and generate the authentication

signal.

111. The passport of claim 110, wherein said authentication circuit includes:

an encryption circuit adapted to encrypt the authentication signal.

112.  The passport of claim 110, wherein said authentication circuit is implemented

using one of:
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112. The passport of claim 110, wherein said
authentication circuit is inplenented using one
wo@Reokaegnar e; software; and a conbi nati on of he€TVs2085/013896
and software. 113. The passport of claim 110, wherein
said menory is further adapted to store persona
informati on of the specific individual. 114. The
passport of claim 113, wherein the personal
i nf Pon includes at |east one of: persona
identification information; and personal information
r elsaftedre; endy pur pose or usage of the smart card. 115.
The passport of claim 113, wherein said processor unit
f urd dvatibihatinuwddmtdveare end softmadre.ci rcuit adapted to
retrieve the stored personal information from said
menory if the detected bionetric information is
determ ned to match the stored bionetric information.

11311 G{he:l;l}l?%lﬁ?tscﬁ&ﬂlﬁl o, Gmdie ga}cﬁmeiﬂ@%; RIfrtB& M@ ELRERN

uni er generatés a personal Information signal

representi.n e per.sonal ..Lnformation of the specific

perqqqgfl\l;f%&b?g9{;1@166&%13%51%1‘1@}8& mation signal being
transmtted via the signal antenna. 117. The passport
of claim 110, wherein said processor unit further

i ncl udes:
114. The passport of claim 113, wherein the personal information includes at least one

of:
personal identification information; and

personal information related to a purpose or usage of the smart card.

115. The passport of claim 113, wherein said processor unit further includes:
a retrieval circuit adapted to retrieve the stored personal information from said
memory if the detected biometric information is determined to match the stored biometric

information.

116. The passport of claim 115, wherein said processor unit further generates a
personal information signal representing the personal information of the specific

individual, the personal information signal being transmitted via the signal antenna.

117. The passport of claim 110, wherein said processor unit further includes:

an interface circuit coupled to said authentication circuit, said interface circuit
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an interface circuit coupled to said authentication

circuit, said interface circuitadapted to convert a
w@r@sab47pecei ved from aut hentication unit i nt oPEI/ERPNED13896

suitable for wireless transm ssion. 118. The passport

of claim 117, wherein said interface circuit includes:

a decryption circuit adapted to decrypt an encrypted

signal received, fromsai d aut hentication Cifcujt:.
adagiet oy B POTETE] FEEiTPS B PR Py et B Spie e or

_be wirelessly transmtted. 119. The passport of claim
wirglgss traggmiseionconpri si ng: an oscillation circuit adapted

to generate a clock signal for said sensor nodul e.

120. The passport of claim 75, further conprising: a

cl ock antenna adapted to receive the power signal; and
1182 cliRClas§iorcoficlaimoMy] ftlefein il Gitettaoe kireuit moludes:sai d

clock circuit adapted to generate a clock signal from

gg?a ﬁgﬁdtﬁﬁ%wm%ap%mai&@% encHiRePASSA 96deivid Forakam

ein sald bronetric”sensor 1Ts | ocated near an

edge .of said smart card. 122. The passport of claim
aut}?e@,%cw&céﬁcﬁg’sa&)lﬁg smart card is enbedded in a front or

back cover, of  the passport such .th ai d bi tric.

s e PERICTPUQN SITEY a%ﬂe&lﬁa GROH R P Eﬁlf&g’s@%/n%?ﬁ%m“ed-
front or back cover.123. The passport of claim 122,
wherein said biometric sensor is placed on the inner

si de such that said bionmetric sensor does not

119. Nt'Bid Ris§pon ételdie7 % patliek comprisihgi dual * s

an oscillation circuit adapted to generate a clock signal for said sensor module.

120. The passport of claim 75, further comprising:
a clock antenna adapted to receive the power signal; and
a clock circuit coupled to said clock antenna, said clock circuit adapted to

generate a clock signal from the received power signal.

121.  The passpott of claim 75, wherein said biometric sensor is located near an edge of

said smart card.
122.  The passport of claim 75, wherein said smart card is embedded in a front or back

cover of the passport such that said biometric sensor is visibly arranged on an inner side

of the front or back cover.
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phot ograph and personal data on the inner side. 124.

The passport of claim 122, wherein said indicator is
W@bk®oe/104784 bl y arranged on the inner side of theCT/DSW05/013896
or back cover. 125. The passport of claim 124, wherein
said bionetric sensor and said indicator are placed on

the inner side such that said bionetric sensor and

sai g4 indicat do t_interfere w 53 :
1235 1 b GO SRR G ofibi Aoy TR the fpmer
__side. 126. The passport of claim 122 wherein.sai ,
sidesyweh that sid biamatHe FererdasaRgt iprire Bith P mepiiedndisiceal s
processor unit, said display adapted to display a
phoprpedphcpmd plersonalrdatpeori the linmtr siget he speci fic individual's
face if the person is authenticated, said display
being visibly arranged on the inner side of the front
or back cover of said passport. 127. The passport of
1241 21 phEGort ¥R 90k lodirsl Pihdichio W AIRPVisipak kel on the
di spl ay signature of the specific individual if the
. erson.J s.aut hent.j cated. 128. The passport of claim
mné.%fgi,se léef’%fnl# °§§’|a%}( %‘?‘ée% ay is activated by the
aut hentication signal representing a positive
result.129. The passport of claim 126, wherein said
bi onetric sensor and said display are integrated. 130.
125TheTheamssrort ofsfaiml Bdnwhogin sgicbieimstricsensesiagahsaidipdicator are
sensor is substantially transparent and laid on said
plactidopl thyinner side such that said biometric sensor and said indicator do not interfere

with the specific individual’s photograph and personal data on the inner side.

126.  The passport of claim 122, wherein said smart card further includes:

a display coupled to said processor unit, said display adapted to display a
photographic image including the specific individual’s face if the person is authenticated,
said display being visibly arranged on the inner side of the front or back cover of said

passport.

127. The passport of claim 126, wherein said display is further adapted to display a

signature of the specific individual if the person is authenticated.

128. The passport of claim 126, wherein said display is activated by the authentication

signal representing a positive result.
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131. A nethod for authenticating a person holding a

smart card, the smart card including a sensor nodul e
w@e@gilaisos on a substrate of the smart card, thRCHESR0F/013896

nodul e including a bionetric sensor, a processor unit,

and a nenory, said nethod conprising: receiving a

power signal via a wireless transceiver nodul e

prqvi ded on the.s trate,; ratj I . 104
129su8[\é?eypa\§§ﬂ°fta°gt2°?qﬂ?lo t Wi erﬁglm%f({]@f)%ﬁ a gﬁé r@ﬁg%%@ i(aﬁgg’l%yhaée
. supply voltage to the sensor nodul e; detecting, by the
integfagitet ri ¢ sensor, bionmetric information fromthe

person's body; conparing the detected bionetric

i nformati on and bionetric information stored in the

menory; generating an authentication signa
1301 epriesgRjongofaldimsifo whéreirdaill biomptrid segsoramstbstantially

transmtting the authentication signal via the

trandbEME9 140 3NSGRI di§layrodul e. 132, The nethod of claim
m%%l, mheréin t he sgﬁéﬂ? nmodul e further includes an

i ndi cator, said nethod further conprising: indicating
the result of said conparing by the indicator.133. The

met hod of claim 132,. wherein 1d indicati incl.u :
131 o Gaathoshor ARG pE B BPRGh BE O ATEH e it dAE
~emtting diode (LED). 134. The nethod of claim 132,
inchwlimgei sensainepdulapresided gn psubsiaiesol the sparkadgthesensor module
result using a liquid crystal display (LCD). o
including a biometric sensor, a processor unit, and a memory, said method comprising:
receiving a power signal via a wireless transceiver module provided on the
substrate;
generating at least one supply voltage from the power signal and supplying the
supply voltage to the sensor module;
detecting, by the biometric sensor, biometric information from the person’s body;
comparing the detected biometric information and biometric information stored in
the memory;

generating an authentication signal representing a result of said comparing; and

transmitting the authentication signal via the wireless transceiver module.
132. The method of claim 131, wherein the sensor module further includes an

indicator, said method further comprising:

indicating the result of said comparing by the indicator.
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135. The nethod of claim 132, wherein said indicating
i ncl udes: playing a audio signal representing the

WO e®si10470436. The net hod of cl ai m 135, wher ei nP€T1ES2005/013896
audi o signal has a different frequency dependi ng on
the result. 137. The nethod of claim 135, wherein the
audio signal has a different voice nessage dependi ng

hers 3 The nmet hqd of cl aj 35, wherein
133t he 'g‘ @Péﬁ‘é’f ﬁg%, eﬁ‘?]‘s@ﬁéﬁ‘ﬁc%gdﬁa é‘?pendl ng on
the result. 139. The nethod of cla|n11§ rein said
detiadicpiing thaeruliasingséleastansdisht FRgHRE lﬁfiegag Erns of
t he person. 140. The nmethod of claim 139, wherein said
conparing includes: conparing the fingerprint patterns
with fingerprint tenplates stored in the menory. 141.

134TheTligeihbiddd of claim il B2, Wdereinksidéndicattigdneledeact i ng
|ncludes . capture an i mage of the person, wherein the

an e lh}';iffié ﬂ%‘ r@%l@ﬁsﬂg,e@ﬁﬁulﬁ Q?ys?écl dis ?lafy"{‘PED)f the person;

e person; Iri’s hé person; and

135. The method of claim 132, wherein said indicating includes:

playing a audio signal representing the result.

136. The method of claim 135, wherein the audio signal has a different frequency

depending on the result.

137. The method of claim 135, wherein the audio signal has a different voice message

depending on the result.

138. The method of claim 135, wherein the audio signal has a different melody

depending on the result.

139. The method of claim 131, wherein said detecting includes:

detecting fingerprint patterns of the person.
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a retina of the person. 142. The nmethod of claim 131,
further conprising: detecting, by a biosensor, that
wo b@sper’spn hol ding the smart card is alive. 1BGI/UT105/013896
nmet hod of claim 142, wherein said detecting includes
at | east one of: detecting oxygen; detecting carbon
di oxi de; detecting a tenperature; detecting noisture;
and_detecting .an infrared radi ation. 144, The met hod of
140]) aniraeisod RF el L% st Bt P e el Tenst
one of: detecting elasticity of a nenber .in contact
wi teempeeing thestingsanrint gatieas WY fnggmwsgttomnlgies sioreddp e
part in contact with the biosensor; 145. The net hod of
membi m 142, wherein said detecting includes: capturing
a reflex response of the person to a given stimulus.
146. The nethod of claim 145, wherein the reflex
response includes: a change in an iris aperture in

141" esﬂ&é}ﬁﬁthg@o¥élg 1814esdih ¥aitlldetétlinadRthablier eon.  147.

The nethod o ai m'146, further conprising:

illumnating an e of the person. 148. The nethod of
cl a(famu{%it}lrgatﬁet@e %%?rpo@nri si ng:
wherein the image including at least one of:
a face of the person;
an ear of the person;

an iris of the person; and

a retina of the person.

142. The method of claim 131, further comprising:

detecting, by a biosensor, that the person holding the smart card is alive.

143. The method of claim 142, wherein said detecting includeé at least one of:
detecting oxygen;
detecting carbon dioxide;
detecting a temperature;
detecting moisture; and

detecting an infrared radiation.
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suppl ying an external control signal via a contro

interface so as to configure the sensor nodul e;
waeepphiydirng, via the control interface, bionetrPCI/US2005/013896

informati on of a specific individual associated with

the smart card, and storing the bionetric information

in the nmenory; and disabling connections to the

ta4goriteqneiptiobelis Lk et e BFBRA PRy TR DA

the nenory. 149. The method of cl aim 148, mhereln sald
di slstscting elasfigityd e membesiie spniget it B RSERREG ext er nal
access to the control interface.150. The nethod of

cl afetactidga bicodtfloer incoboatyi eirtrig costacirwitly therbiessasare mor y
personal information of the specific individual. 151.
The nmet hod of claim 150, wherein said personal

i nformati on includes at | east one of: personal

145! d%’ﬂéé’cﬁ@d bPQain{ &, WHek 3 52i@ A6t DRI SiABRIGed: Nf Or mat i on

|"at a purposé or usage of the smart card. 152.
Th 15
r e?“la{’rtglwlﬁé r?iﬁeé( @?éﬂ%ﬁ%@?? 8%2015? orna n?llcl)lﬁgf romthe

menory if the detected bionmetric information is
determined to match the bionetric information

tenpl ate;, generating a personal information signal
1461 epFespethod gl ¢lhien 145, Whsvein theeeSontesponse drokideson:  and

a change in an iris aperture in response to light intensity illuminated thereon.

147. The method of claim 146, further comprising:

illuminating an eye of the person.

148. The method of claim 131, further comprising:

supplying an external control signal via a control interface so as to configure the
sensor module;

supplying, via the control interface, biometric information of a specific individual
associated with the smart card, and storing the biometric information in the memory; and

disabling connections to the control interface after said supplying the external

control and said storing the biometric information in the memory.

149. The method of claim 148, wherein said disabling includes:

physically disconnecting external access to the control interface.
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transmtting the personal information signal via the
wi rel ess transcei ver nodule. 153. The nethod of claim
wQa35/164104 her conpri sing: generating a clock sPOnEb200©013896
the sensor nodul e using an oscillation circuit
provi ded on the smart card. 154. The nethod of claim
131, further conprising: generating a clock signal for
t he sensor nodul e using the power signal.155. The
met hod of claim 131, wherein the smart card is
enbedded in a passport, and the, specific individua
15055 sbleg methogjof plaim d 48, HFther coPPTis®IZa per son to whi ch the
passport is issued. 156. The nethod of claim 131,
f ur stbwéng tnthp niesiomy petsonal irfbinzition dfitles speaidiorindivifivele i n
response to a predeterm ned | evel of an increasing
supply voltage after the supply voltage was shut down.
157. The nethod of claim 131, further conprising:
15€N CT?(eDﬁl'eﬂﬁdto? ‘é]faﬁﬂ | E@,"\%&éﬁl' s8d petORal infokm@tior fHRnMRE BOEast one
of claim 157, turther conprising: decrypting the
Of_encrypted aut henti cation signal; converting the
"decrypted authentication signal into a transm ssion
f}g&%%péiL@%ﬁéﬁgﬁiﬁnéﬁgﬁﬁﬂliﬁiOn’ and encrypting the

personal information related to a purpose or usage of the smart card.

152. The method of claim 150, further comprising:
retrieving the stored personal information from the memory if the detected
biometric information is determined to match the biometric information template;
generating a personal information signal representing the retrieved personal
information; and

transmitting the personal information signal via the wireless transceiver module.

153. The method of claim 131, further comprising:
generating a clock signal for the sensor module using an oscillation circuit

provided on the smart card.

154. The method of claim 131, further comprising:

generating a clock signal for the sensor module using the power signal.
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159. An apparatus for authenticating a person hol di ng

a passport, said apparatus conprising: nmeans for
w@appoe47dng ot her neans thereon, adapted to berPenbsmd®e3896

in a passport; means for storing bionmetric information

of a specific individual associated with the passport;

nmeans for detecting bionmetric information fromthe

erson's body;. means for .authenticating th erson in
15% o FeEEtoR of HBITHE bovRRieiB TemmBnart ol iy GRARIeD it ARepspe and
generating an authentication signal representin% an .
the aprchfeninidivaduad assoeigtel with thesmerticerd igjamsrseade yhich the passport is
transmtting signals received fromsaid nmeans for
issigdt henti cati ng; neans for receiving a
wirelessly-transmtted power signal; and neans for
generating fromthe received power signal a supply
vol tage for other nmeans. 160. The apparatus of claim

1y%22%%¥@%@55%f§ﬁh91gﬁﬂﬂ§h%g%gg#%g%nticating i ncl udes:

compar I ng bi ometric information

with.the. stored bionetric i nformation., 161. .The
AR SsPIgYe Motk i h i eaREned ] of an
further includes : nmeans for indicating the

incrgasing punpduveléageadsiihe supply voltage was shut down.

157. The method of claim 131, further comprising:

encrypting the authentication signal.

158. The method of claim 157, further comprising:

decrypting the encryptéd authentication signal;

converting the decrypted authentication signal into a transmission signal for
wireless transmission; and

encrypting the transmission signal.

159. An apparatus for authenticating a person holding a passport, said apparatus
comprising:
means for supporting other means thereon, adapted to be embedded in a passport;
means for storing biometric information of a specific individual associated with

the passport;
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162. The apparatus of claim 161, wherein said neans

for indicating includes: at |least one |light emtting
waele@droq70£D) . 163. The apparatus of cl ai m 161, PEUTES®0$013896

said nmeans for indicating includes : t neans for

di splaying the result using a liquid crystal display

(LCD). 164. The apparatus of claim 161, wherein said

nmeans f i ndi cating .i.ncludes: ans_ for playi an
e o At 88 PutBeiif ffoiBion i fhe gt S
apparatus of claim 164, wherein the audi o si gnal has a
di fiesnsder FythentispEng he pemsen HyrespPss o ﬁ%éésﬁeft.e Pegnetsfie
apparatus of claim 164, wherein the audio signal has a
infatnfafien emt for generatinesavapshantipating signabreprésentingayl authaipation
The apparatus of claim 164, wherein the audio signal
resulgs a different nel ody depending on the result. 168.
The apparatus of claim 159, wherein said neans for

0t SEksGr WIREIHIP RandMRANS o Halseladd fidin/shiadRedbifh
patterns of the person. I69. The apparatus of claim
t]16§i tV\,her ein said neans for authenticating includes:

au T r conparing the fingerprint patterns with
fingerprint tenplates stored i.n said maanf. fqr
st ofp#. forregeiving wisplsss 'H%nsé‘flttﬁ(fﬁ‘?‘?ﬁrl%@}a ’\ﬂ’i‘ar ein said
means for detecting includes: nmeans for capturing an
i mameansffor genepasing drom the received power signal a supply voltage for other

means.
160. The apparatus of claim 159, wherein said means for authenticating includes:
means for comparing the detected biometric information with the stored biometric

information.

161. The apparatus of claim 159, wherein the sensor module further includes:

means for indicating the authentication result.

162. The apparatus of claim 161, wherein said means for indicating includes:

at least one light emitting diode (LED).

163. The apparatus of claim 161, wherein said means for indicating includes:

, means for displaying the result using a liquid crystal display (LCD).
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wherein the image including at | east one of: a face of

the person;an ear of the person; an iris of the
w@ensom7oand a retina of the person. 171. The BEPHSADLG13896

of claim 159, further conprising: neans for detecting

if the person holding the smart card is alive. 172.

The apparatus of claim 171, wherein said neans for

o el B B B R

carbon di oxi de; neans for_detecting a tenperature,
neamsarsder playneen sgdiesignelrepresaingbarsultor det ecting
an infrared radiation. 173. The apparatus of claim
171, wherein said neans for detecting if the person is
alive includes at |east one of: neans for detecting

163! ashd gipayat@ ofldBNiEA wherefiOtht agdiowignal hdsen differean fraquency
nmeans for detecting a blood flowin a body part in

dep%ﬁgﬁ?n%%g{_}q\%fegﬂ{_he bi osensor; 174. The apparatus of

erein said neans for detecting if the
person is

166. The apparatus of claim 164, wherein the audio signal has a different voice

message depending on the result.

167. The apparatus of claim 164, wherein the audio signal has a different melody

depending on the result.

168. The apparatus of claim 159, wherein said means for detecting includes:

means for detecting fingerprint patterns of the person.

169. The apparatus of claim 168, wherein said means for authenticating includes:
means for comparing the fingerprint patterns with fingerprint templates stored in

said means for storing.

170. The apparatus of claim 159, wherein said means for detecting includes:
means for capturing an image of the person,
wherein the image including at least one of:

a face of the person;
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alive includes at |east one of: neans for capturing a
refl ex response of the person to a given stinulus.175.
wab@sappes at us of claim 174, wherein the refl eRCT/US2005/013896
response includes: a change in an iris aperture in
response to light intensity illum nated thereon. 176.
The apparatus of claim 175, further conprising: neans
for illupinating an eye of the person. 177. The
apﬁ@ﬁﬁfﬂg%SPG@P im 159, further conprising: nmeans for
suppLying an external control signal via a contro
i ntasrifia ek thepersons ande onfigure the sensor nodul e; neans
for supplying, via the control interface, bionetric
i nfaoretind bbthe persanspeci fi ¢ i ndi vi dual associated with
the smart card, and for witing the bionetric
information in said nmeans for storing; and neans for
di sabling connections to the control interface after

1713 UPl bk b1 H139] e dhpridiidh: Wr i L1 ng L he

o |nfornat|on 178. The apparatus of claim

B P s O RCE pedpy RO g Rl g g DEn

. apparatus of claim 178, wherein said persona
i nformati on includes at | east one of: persona

identification information; and
172. The apparatus of claim 171, wherein said means for detecting if the person is

alive includes at least one of:
means for detecting oxygen;
means for detecting carbon dioxide;
means for detecting a temperature;
means for detecting moisture; and

means for detecting an infrared radiation.

173. The apparatus of claim 171, wherein said means for detecting if the person is

alive includes at least one of:
means for detecting elasticity of a member in contact with the biosensor;

means for detecting a blood flow in a body part in contact with the biosensor;

174. The apparatus of claim 171, wherein said means for detecting if the person is

alive includes at least one of:

means for capturing a reflex response of the person to a given stimulus.
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personal information related to a purpose or usage of
the smart card. 180. The apparatus of claim 178,

wo eoosher7oconpri sing: nmeans for retrieving the BCDUSW05/013896
personal information if the detected bionetric
information is determned to match the bionetric
informati on tenpl ate; neans for generating a persona
i nformati on signal representing the retrieved persona
information, the personal information signal being
transmtted via said nmeans for wrelessly

175¢ r aRwnapperatis. of e Hhewherstnthe créleesfresaqoaﬁq]an@slées ‘further
conprising: neans for generating a clock signal using
an meingé At roinis aperture in regPchse Thikghippansityiuminas¢dthareon.
159, further conprising: neans for generating a clock
signal using the received power signal. 183. The
appar at us of clain1159 further conpri sing: neans for

176 n'TﬁeaArIJgé ilel (ﬁ%ll g1 cating in response

etermn of an I NCr easi ng supply
volta er .t e sup aol.t age was shut down. 184.
ThemS%ﬁafa%@ l%q‘mglagle&?§géepﬂfgflher conpri si ng: neans
for encrypting the authentication signal.185. The
apparatus of claim 159, further conprising: neans for

decrypting the encrypted authentication signal; means

177 or Thsoapperatusef cldie hO¢ fuyiheeebraprisiegit i cati on si gnal
into a transmi ssion

means for supplying an external control signal via a control interface so as to
configure the sensor module;

means for supplying, via the control interface, biometric information of a specific
individual associated with the smart card, and for writing the biometric information in
said means for storing; and

means for disabling connections to the control interface after supplying the

external control and writing the biometric information.

178. The apparatus of claim 159, further comprising:

means for storing personal information of the specific individual.

179. The apparatus of claim 178, wherein said personal information includes at least

one of:
personal identification information; and

personal information related to a purpose or usage of the smart card.
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signal for wireless transm ssion; and neans for
encrypting the transm ssion signal. 186. A term nal
woreaalies7dor aut henticating a person hol di ng a BOED$2005/013896
card, the smart card including a sensor nodule, a
power circuit, and a wireless transceiver nodul e
provided on a snmart card substrate, said sensor nodul e
including a bionmetric sensor, a processor unit, and a
menory, said term nal nodul e conprising: a support
pl ate adapted to receive the smartcard thereon; and an
18Gnt Ehmapnaraing efedaion] Bafurthsuppyopisiig:at e, sai d antenna
adapted to transnmit a power to the smart card, the
povekaisdbnrpttievinetheatored/pasdnpl inflermatios lifths deteatied beimetric
nodul e of the smart card, and adapted to receive a

infot@afish id ddHiiThdd ©AndtEPtRe et @lfBESatiohaBmpRIte er
modul e of the smart card. 187. The term nal nodul e of

cl ajm, 188, %%Hr%g;{tﬁfﬁg Bt inflrfiBfion Eigﬂﬁqgér\é%ntigg% Rtrffved

the 'smart udes a power receilVv antenna and a

N e

smart card is placed on said support plate the signa
for tyirelesply JEANSMItERg-enna substantially aligns on said
antenna. 188. The term nal nodul e of claim 186, further
conprising: a decryption circuit adapted to decrypt
signals received fromthe smart card. 189. The

18 1. er Th@dparareiibfeclsitn LIRIRMLES Gomprigihgrer conpri si ng:

means for generating a clock signal using an oscillation circuit.

182. The apparatus of claim 159, further comprising:

means for generating a clock signal using the received power signal.

183. The apparatus of claim 159, further comprising:
means for initializing said means for authenticating in response to a
predetermined level of an increasing supply voltage after the supply voltage was shut

down.

184. The apparatus of claim 159, further comprising:

means for encrypting the authentication signal.
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an interface to a conputer system 190. The term na
nodul e of claim 186, wherein said interface is
w@owpaod7d e with at | east one of: Universal SePCHUSB0OF013896
(USB) standard; Recommended Standard 232C (RS-2320);
Reconmmended Standard 433 (RS-433); and Transm ssion
Cont r ol I Protocol /I nternet Protocol (TCP/IP). 191. The
term nal nodul e af ¢ 186, wherein said antenna
lgﬁ-nchﬂFd%?arat‘és‘bfgi}ﬁém k#ahgrhegng M enna; and a signal
recei ver antenna. 192. The term nal nodule of claim
186measdprdesryntimedhaencrinipdiaythenticalionggnaln a pass port,
and said support plate has a size suitable to receive
t hempasspocdnveiig. thé\dsygitedraftbentizatioresigia anto agragsmission
person hol di ng a passport, said system conprising: a

; twikalest teb@ekdRA; il t he passport, said snart card
i ncludi ng: a substrate;a sensor nodul e provi ded on

salgw%%q§}&ﬁ£gﬁuigg Ol Qi dethe including: a

bi ometric sen ct bionetric
information fromthe person's body; a processor unit
coupled to said bionetric sensor, said

186. A terminal module for authenticating a person holding a smart card, the smart
card including a sensor module, a power circuit, and a wireless transceiver module
provided on a smart card substrate, said sensor module including a biometric sensor, a
processor unit, and a memory, said terminal module comprising:

a support plate adapted to receive the smartcard thereon; and

an anterma provided on said support plate, said antenna adapted to transmit a
power to the smart card, the power being to be received by the wireless transceiver
module of the smart card, and adapted to receive a signal transmitted from the wireless

transceiver module of the smart card.

187. The terminal module of claim 186, wherein the wireless transceiver module of the

smart card includes a power receiver antenna and a signal transmission antenna, and
wherein said antenna is provided on said support plate such that when the smart

card is placed on said support plate the signal transmission antenna substantially aligns

on said antenna.
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processor unit adapted to authenticate the person in
response to the detected bionetric information and
w@emsned’ed an aut henticati on signal representi NBCHOS2005/013896
aut hentication result; and a nenory coupled to said
processor unit, said nenory adapted to store bionetric
information of a specific individual associated with

the smart. c el ranscei ver nodul e coupl ed
188 o T WHBF‘G@EIQQUF Oﬁﬂﬁ{a}m?g%%ﬂ PRI anscei ver
nodul e adapted to transmt signals rece| ved from sai d
pr ot depsyRtionfitcull adapted i deerypt W@F gsevgd o thgismag fard.
power signal; and a power circuit provided on said
substrat e, sai d power circuit adapted to generate a
supply voltage fromthe recei ved power signal and

180" OYh&iRriinalmplile b6 Llaig e 86, Fusthércbospiising: modul e; and a
term nal nodul e, including: a support plate adapted to

recgi %rfa‘&@té-ﬂ@& #}L?(&dsyﬁﬁﬁf eon; and an antenna provided
on sai d support pla sald antenna adapted to
transmt a power signal to the smart card, and receive
a signal transmitted fromthe wrel ess transcei ver
nodul e of , the snart Car The system of clai

190yt i e g o6 s 6 | BB e aegss oD aﬁ%&s with at
antenna coupled to said power circuit; and

least one of:

Universal Serial Bus (USB) standard;
Recommended Standard 232C (RS-232C);
Recommended Standard 433 (RS-433); and

Transmission Control Protocol/Internet Protocol (TCP/IP).

191. The terminal module of claim 186, wherein said antenna includes:
a power transmission antenna; and

a signal receiver antenna.

192. The terminal module of claim 186, wherein the smart card is embedded in a

passport, and said support plate has a size suitable to receive the passport.

193. A system for authenticating a person holding a passport, said system comprising:
a smart card embedded in the passport, said smart card including:

a substrate;
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a signal antenna couple to said processor unit. 195.
The system of claim194, wherein said signal antenna

WO goophiemed on a proximty position on a | oop OPCT/D82065/013896
of said antenna of said term nal nodul e when the smart
card is placed on said term nal nodul e.

a sensor module provided on said substrate, said sensor module including:

a biometric sensor adapted to detect biometric information
from the person’s body;

a processor unit coupled to said biometric sensor, said
processor unit adapted to authenticate the person in response to the detected biometric
information and generate an authentication signal representing an authentication result;
and

a niemory coupled to said processor unit, said memory
adapted to store biometric information of a specific individual associated with the smart
card,;

a wireless transceiver module coupled to said processor unit, said wireless
transceiver module adapted to transmit signals received from said processor unit and
receive a wirelessly-transmitted power signal; and

a power circuit provided on said substrate, said power circuit adapted to
generate a supply voltage from the received power signal and provide a supply voltage to
said sensor module; and

a terminal module, including:

a support plate adapted to receive the smartcard thereon; and

an antenna provided on said support plate, said antenna adapted to
transmit a power signal to the smart card, and receive a signal transmitted from the

wireless transceiver module of the smart card.

73



WO 2005/104704 PCT/US2005/013896

194. The system of claim 193, wherein said wireless transceiver includes:
a power antenna coupled to said power circuit; and

a signal antenna couple to said processor unit.

195. The system of claim 194, wherein said signal antenna is placed on a proximity

position on a loop or trace of said antenna of said terminal module when the smart card is

placed on said terminal module.
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