KEY PROTECTING METHOD AND A COMPUTING APPARATUS  The
invention relates to a key protecting method, more particularly to a key
protecting method with a key confirming step that is performed by
computer hardware.  In the 21st century, computers are widely used to
perform various functions, such as word processing, database
management, account management, etc. However, malicious software
(also known as "malware") , such as Trojan horse, provides hackers
unauthorized access to 10 the computers attacked by the malware,
thereb§ e RARF BESSAEF inBRTEABN AVPirPa (COMRY HINGG KAEP RRATUS

unprotected;against hackers. , _ A Trojan horse generally refers to a
compuiter program that Users are fefpted To installbefievitgtit topdtformed

15.a desirableifunation, butthat, indack pererms:a malicious function in .
disguise. Unlike computer viruses, Trojan horses do not replicate

theHSE VS b dontdthinate 6thet files, bt have the charactedstibs ofiwa re .

concealment,.auqmatic execution, disguise, self-recovery, and file N
20damaging an/or transferring*rgt’bi'lceo Wﬁegﬁ a tomplitef isiRstlietfith ©©

a Treojdm horseaeperationalintothation, of he soraputerdnay be-stoles ; 1,
fil\ges in the computer may be destroyed or deleted, and the computer may
eVEh e Fetiotely 86D RE by HAGRTS & TrofahHorss 26 miag bélowever,

classified: according to;the purpose they serve, inclyding information

. : 8 . S

collection, data destruction, infiltration, etc. , which are achleve Uyrﬁ;élacn}% as

offfembter horse, provides hackers unauthorized access to
the computers attacked by the malware, thereby leaving

personal information, log-in accounts, pins, keys, etc.,

unprotected against hackers.

m

o]

ATrojan horse generallyrefers to a computer progr

that users are tempted toinstall believing it toperfo

B

m

a desirable function, but that, in fact, performs a
malicious function indisguise. Unlike computer viruses,
Trojanhorses donot replicate themselves or contaminate
other files, but have thecharacteristics of concealment,
automatic execution, disguise, self-recovery, and file
damaging and/or transferringabilities. When a computer
is installed with = Trojan Thorse, operational
information of the computer may be stolen, files in the
computer may be destroyed or deleted, and the computer
may evenberemotelycontrolledbyhackers. Trojanhorses
may be classified according to the purpose they serve,
including‘information collection, data destruction,

infiltration, etc., whichareachieved bymeans of remote
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access, packet interception, input data recording, data transferring, etc.
Consequently, how to effective] y protect keys and pins from being stolen
by hackers is a goal that those 5in the computer field are striving to
achieve.  Therefore, the object of the present invention is to provide a
key protecting method that effectively protects keys from being accessed
by an operating system of a computer. 10According to one aspect of the
present invention, there is provided a key protecting method that includes
the steps of : (a) in response to receipt of an access request, confi ring a
controfapplication prograns motdnlelto yenerate a Keyceonfirmationn g, data
reguest, ()ngn ilg response to receipt of the key conﬁrmation reauest,
con]figunng a hardWware control module to generate, via the control

application:pregram-module ca/key, inputirequest 1o prompt aUser fards o o
key input; (c) upon receipt of the key input, configuring the hardware

comroPmotitle 26té deterirideit the kéeinpatmatches apretiefined keyrose
presetin the har ware co trol. module; (d cogfiguring he hardware

control m%dﬁl%%t\c% enter an9 é)%é%tiaoﬁ mode if it'is B8tehfingd i 685 (c)

that the key input-matches the-predefined key-and-(e) cnfiguring,the o, ;o

hardware
to provide a key protecting method that effectively
protectskeysfrombeingaccessedbyanoperatingsystem
of a computer,

According to one aspect of the present invention,
there is provided a key protecting method that includes
the steps of: (a) in response to receipt of an access
request, configuring a control application program
module to generate a key confirmation reguest; (b)) in
response to receipt of the key confirmation reqguest,
configuring a hardware control module to generate, via
the control application program module, a key input
requestto;nxnmﬂ:auserforaakeyinput;(c)uponreceipt
of the key input, configuringthe hardware control module
to determine 1if the key input matches a predefined key
preset in the hardware control module; (d) configuring
the hardware control module to enter an execution mode
if it isdetermined in step (c) that the key input matches
the predefined key; and (e) configuring the hardware
controlmodule toenterafailuremodeif it isdetermined
in step (c) that the key input does not match the

predefined key.
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25 control module to enter a failure mode if it is determined in step 2. that
the key input does not match the oTh-edefined key. 3  According to
another aspect of the present invention, there is provided a computing
apparatus that includes an operating system block and a hardware control
mothile. The operating system block is ihstalled with a control application
program module for receiving an access request, and generates a key
confirmation request in response to the access request. The hardware
control module includes a hardware control unit, a key comparing unit,

and a proeessing anito Fhechidrdware pertfobdnit! 19 js-in comminicationi on ,
with tehgecoingrol QBQ,HC%Q%” program madule for receiving the key =~
confirmation réquest therefrom, and generates, Vid the tontroFapplic&tionc e s

pregramanedule, @ key inputyequestta prompt-auser for akey inputin ., 1 o .
response to receipt of the key 15 confirmation recuest . The key
c

[TFUTRTS CEupled 16 the hardiate congslahitedeteirmines, aport rol

receipt of the inpyt by the user,.if the key input matches a predefined
keygpgeset in t ?hag V\(/)a%é %%nt?b mo Sle,%;én%l transmits a'tomparisdr <SS

reseltitothe hardware costral20sunit ta be subsequently &r@asmiggﬁh tosthe;
control application programmodui e try the hardware control unit. The
ProCESMyStits colipled §6 tieshardware Tontrdinmit: and isscapablef rol

exgoUlind.;processing request;, the-nardware gontrol madyle enters an
execution mode 25if it is determined by the key comparing anit that the' = +1¢
keyringut matchesthe peedefinedkey.t . The hardware control unit
isincommunicationwiththecontrolapplicationprogram
module for receiving the key confirmation reqguest
therefrom, and generates, via the control application
program module, a key input request to prompt a user
for a key input in response to receipt of the key
confirmation request. The key comparing unit is coupled
to the hardware control unit, determines, upon receipt
of the key input by the user, if the key input matches
a predefined key preset in the hardware control module,
andtransmits acomparison result tothe hardware control
unit to be subsequently transmitted to the control
applicationprogrammodule by the hardware control unit.
The processing unit is coupled to the hardware control

unit, and is capable of executing a processing request.

The hardware control module enters an execution mode

.

if it is determined by the key comparing unit that the
key input matches the predefined key.

The hardware control module enters a failure mode
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The hardware control module enters a failure mode if it is determined by

the kcomp rimgit that the key input does not match the predefined The
present invention achieves the intended object by the fact that the key is
directly inputted to the hardware control module for confirmation, and that
the control application program module4dnstalled in the operating system
block is only informed of the result of the key comparison, and not the key
itself, such that the key is not accessible by malicious software possibly 10
installedinthe operating system block of the computing apparatus.  Other
features and advantages efitieypresentirventionwilkbecome. apparentin: n e
the following detailed description of the preferred embodiment with

referénce 1516 the’accolipaning drawings, BRWRIEH: 1 £0. 1 %% block
diagram:0f  eeraputing apparatus acgording fo the preferred. embodiment

of the present invention; and FIG.2 is a flow chart of a key protecting
metholl 120 dceoiding: totthé lpreféred embddimentdfithe presented to the
invernsion.

ardware control module for confirmation, and that the

control application program module installed in the
operating system block 1s only informed of the result
of the key comparison, and not the key itself, such that
thekeyisnotaccessiblebynmlicioussoftwarepossibly
installedjj1the«operating’systenlblockcﬂfthe‘:omputing
apparatus.

Other features and advantages of the present
inventionwillbecomeapparentinthefollowingdetailed
description of the preferred embodiment with reference
to the accompanying drawings, of which:

FIG.1 is a block diagram of a computing apparatus
according to the preferred embodiment of the present
invention; and

FIG.2 is a flow chart of a key protecting method
according to the preferred embodiment of the present
invention.

Referring to FIG.1l, according to the preferred
embodiment of the present invention, a computing
apparatus includes an operating system block 1, such
as Windows®, and a hardware control module 2 separate
from the operating system block 1. The operating system

block 1 1s dinstalled with a proprietary control



10

15

20

25

Referring to FIG. 1, according to the preferred embodiment of the present
invention, a comruting apparatus includes an operating system block 1,
such as Windows(r), and a hardware control module 2 separate from the
operating system block I. The operating system block 1 is installed with a
proprietary control applicat ,n program.smodule 11 for receiving an access
request, which may be generated by the control application pi.ogram
module 11 uoon its execution or by a triggering application program 16,
depending or the 5 particular situation, and is not limited thereto. The

controllapplication Pragramemodule 11ds configured (a-generate akey. ccexss
confirmation request in response to the access request. The hardware

cohtrdimbdule 2iRdiGdes Bhardware CoRtreFmt2d, atkéy comfparingntrol
unit22; 10and a processing unit 23, ; -The ware, control unit 21 is in
comfﬁw;unication Witr%theacontrol applicgtion g%gg?é}mlr%(%dﬁf’éefﬁ%rl on or by
reéeiving<the key: confirmation requesttherefrom, and geneeates, via the +ne
controLqp lication program module 11, a key 15 input request

topfmmagat auset Tra key fHput i e spdndio rebBibt6fthelkeyeto. The
confirmation eaguestcindhis.embodingnt,fae hardware contrgl Unit 2L o
communicates with the control application program modluie 11'via a

UligérsalrSerial Busy(USE)interfate. includinguae O SEL 7 Ordrives A 2thatds+ he

in%tglé%dsirghgggfrgrsir%g sﬁter’?1 bIo§k 1. Further, in this embodiment, the
key input request is in the 16rm of & hics8afe Uisplayed Uhd Gisplay: c L udes

6]

devices3; swehr as asereen; thieugh driving-by.a display driver 15in, ;. 5
response to control by the control application program module = The key ’
comhparifig Uit 22 i€ edupledrtothe Rardware control unit 21, and

dmem%%?h%%@ﬁg%@%ggwgolunit21:&sincommunicationwith
thecontrolapplicationprogranunodule]J_forreceiving
the key confirmation request therefrom, and generates,
via the control application program module 11, a key
inputrequesttxJpzomptaiuserfOreakeyinputjjlresponse
to receipt of the key confirmatiocn request. In this
embodiment, the hardware control unit 21 communicates
with the control application program module 11 via a
Universal Serial Bus (USB) interface including a USB
driverthﬂuﬂ:isinstalledjxltheoperatingsystemblock
1. Further, in this embodiment, the key input reguest
is in the form of a message displayed on a display device
3,suchaseascreen,throughdrivingbyeadisplaydriver
15 in response to control by the control application
program module 11.
The key comparing unit 22 is coupled to the hardware

control unit 21, and determines, upon receipt of the
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B input by the 'user via an input device4 than is couple.d to the

hardware control modu e 2, if the key input matches a predefined key. The
predefined is preset in the hardwarecontrolmodule2, and keys may be
added, changed. 5 or deleted by the user according to his/her needs.

The, input device 4 maybe one of a keyboard, a mouse, a touch pad,

orany other devices permitting input of information. The key comparing

unit 22 further transmits a comoarison result to the hardware control unit

21 to be subsequently 10transmitted to the control application program
module 1D by the hardwarerconteobunit 201t The procdssing wnit23dspled
cou(g)leg tokthe hardware control unit 21, and is capable of exe cut ina a

procesaing feqUaSt: TETHE HardwWare dortrol module 2 ehterd &t © matches
exeqution; Mode df it isdetermined by the key, comparing gngggggag e the

key input matches the predefined key. In the execution mode, the
hardwarescontrsl uhit @1 ransmits a-key velification suceess tessagedo ge d

the contr?l g g |IC%th0n rogram modulﬁ 11 to be dis géa[ﬁ/ed on the

diSplay device 3, and permits transmission of thée Préceséng s nescs. The

reguestiromihecontrolapplicationprogram medule L1 thereto-for execution, -,
by the processing- unit 23. In this embodiment, processing capablfltles of
the FBproéessing thit 23in the exceatiohirmedemélodefile f information.

The key comparingunit 22 further transmits a comparison
result to the hardware controlunit 21 to be subsequently
transmitted to the control application program module
11 by the hardware control unit 21.

The processing unit 23 is coupled to the hardware
controlunit 21, andis capable of executing a processing
reguest.

The hardware control module 2 enters an execution
mode 1f it is determined by the key comparing unit 22
that the key input matches the predefined key. In the
execution mode, the hardware control unit 21 transmits
a key verification success message to the control
application program module 11 to be displayed on the
display device 3, and permits transmission of the
processing request fromthe control applicationprogran
module 11 thereto for execution by the processing unit
23. In this embodiment, processing capabilities of the
processing unit 23 in the execution mode include file
reconstruction, and converting a file into a selected

one of hidden, read-only, and write-only states. In
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reconstruction, and converting a file into a selected particular, the

processing unit 23 communicates with a file system 14 in the opera Lino
system block 1 via  Serial Advanced Technology Attachment IS

interface including a SAT driver 13 installed in the operating system block

1, and is permitted to access the selected file for processing. The
hardware control module 2 enters a failure mode if it is determined by the

key comparing unit 22 that the key input does not match the predefined

key. In this 10 embodiment, the hardware control unit 21 transmits a key
verfication failure message-todbe santrgl application program module 11 .+ 4
to be displayed on the display device 3, and awaits another key
coﬁfiﬁaﬁ%nﬁgé&ﬁfréﬁw the coRtrol application prograr snodulect15 via

when the hardyare, control module @c%’?ﬁeor]% ihe failyre mode. SATA)

Alternatively, after transmitting the key ver fication Taﬂure“rhess%%e, (
operatiens af:-theiconfrokdpplicationzprogramvweedule 11and the bardware
control module 2are terminated when the hardware control module 202

enters e rallGre MGdeE™ thithis'entbodifient: in Graértd Firther enhance s s
the effecilveness of @lgotlegt{orbqsorgggigeﬁ y the present invention

against attacks from unauthorized, malicious sources, such as dictionary

attack, Thee hardware control module 2 enters a failure mode
1f it 1s determined by the key comparing unit 22 that
the key input does not match the predefined key. In this
embodiment, the hardware control unit 21 transmits a
key wverification failure message to the control
application program module 11 to be displayed on the
display device 3, and awaits another key confirmation
reguest from the control application program module 11
when the hardware control module 2 enters the failure
mode. Alternatively, after transmitting the key
verificationfailuremessage,operationscﬂfthecontrol
application program module 11 and the hardware control
moduleZZareterminatedwhenthehardwarecontrolmodule
2 enters the failure mode.

In this embodiment, in order to further enhance the
effectiveness of key protection as provided by the
present invention against attacks from unauthorized,
malicious sources, such as dictionary attack, the
hardware control module 2 further keeps track of the

number of times of entering the failure mode, and

operations of the control application program module



10

15

20

25

75 hardware control module 2 further keeps track of the number of times

of entering the failure mode, and operations of the control application
procram module 8 11 and the hardware oontroAl module 2 are terninated
when the number of times reaches a predetermined number (e g, three) .
Alternatively, the nardware control modéile 2 keens track of the number of
times of entering the failure 5mode, and operations of the control

ampileation program module 11 and the hardware control module 2 are
terminated when the number of times reach predetermined number within

a predetermined ime duratiom itcsholilch be noted herein: beweves that when
the 10 main feature of the present invention does not reside in the

méchanisht Gsed aftertRe Hifbror failreS FRRERasithE Predatetringd < - -

number .gnd therefore.atherknownmechanisms.may also pe ufilizedin, .

place of terminating operations of the control application 15program

m&aie 11 aad the hardwarerdontrol mbdule 2 @$ disclesedhhetein. failure
mode,andoperations<ﬂfthecontrolapplicationprogram
module 11 and the hardware control module 2 are
terminated when the number of times reaches a
predetermined number within a predetermined <time
duration. It should be noted herein, however, that the
main feature of the present invention does not reside
in the mechanism used after the number of failures
reaches the predetermined number, and therefore other
known mechanisms may also be utilized in place of
terminating operations of the control application
program module 11 and the hardware control module 2 as
disclosed herein.

- With further reference to FIG.2, the key protecting
method according to the preferred embodiment of the
present invention includes the following steps.

Instep61,inresponsetoreceiptofanaccessrequest
thecontrolapplicationprogramn@dule]J,isconfigured
to generate the key confirmation request.

In step 62, in response to receipt of the key
confirmation request, the hardware control module 2 is
configured to generate, via the control application
program module 11, the key input reguest to prompt the

user for the key input.
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With further reference to FIG. 2, the key protecting method according to
the preferred embodiment of the present invention includes the following
steps. 20 In step 61, in response to receimt of an access request, the
control application program module 11 is configured to generate the key
confirmation request.  In step 62, in response to receipt of the
confirmation request, the hardware control module 2 is configured to
generate, via the control application program module 11, the key input
request to prompt the user for the key input. 9  In step 63, upon receipt

of the Keydnput, the hasdware central medule-2«dstermines If the key input ..
matches the predefined key preset the hardware control module 2. In

parficutdrothe k&Y eomparing uRit 22of the hardwere controlmodul@at ches
comparesdhe key input with the pred:efined. | In détv? 64, the hardware

control ma__ configured to enter the execution mode | it is determined' iR+ e

stép 63 thap thetkey iriput matches theylOpretefinedkeyun i 0 step 65 1 e
the hardware control unt 21 transmits the comparison result obtained from

the k&§ ¥6mpafifg bt 2216 the'cortrof aptidation pro@rarh yndutai11 w1 th

and,the Keyverfication success message to The control 15 application
program module 11 to be displayed on the display device 3 via the 232

interfade) and- mrE88.82 66, tke Hardware centralamit:21ipemmitsale 2 is
tracnosrrp%'ssion of the processin%lrequest from the control application

program module fl to'the hardware tontrGFficaule 2%or mode 1 it is
determined in step 63 that the key input matches the

predefined key.

In step 65, the hardware control unit 21 transmits
the comparison result obtained from the key comparing
unit22tx>thecontrolapplicationprogrammodulell,and
the key verification success message to the control
application program module 11 to be displayed on the
display device 3 via the USB interface, and in step 66,
the hardware control unit 21 permits transmission of
the processing reguest from the control application
program module 11 to the hardware control module 2 for
execution by the processing unit 23 in step 67. In this
embodiment, in step 67, the processing unit 23 performs
one of file reconstruction, and converting a file into
a selected one of hidden, read-only, and write-only
states.

In step 68, the hardware control module 2 is
configured to enter the failure mode if it is determined

instep63thatthekeyinputdoesnotmatchthepredefined
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20 execution by the processing unit 23 in step 67. In this embodiment,in
step 67, the processing unit 23 performs one of file reconstruct-ion, and
coryverting a file into a selected one of hidden, read-only, and write-only
states. 10 In step 69, therdwa re con-Lrol unit 21 transmits the key
verification fal lure message to the contfd) application program moth:Li e
11 via the USE interface. = Optionally, the hardware control module 2
keeps track of the number of times of entering the failure mode, and in
step 70, determines whether the number of times reaches a
:Prédetermined number. In the positive, the flow goes to step 71, where

operations of the cantrol 10 application program module 11 and the ,
hardw£% csgtngfrpol Er%n%o’du%eh alalrlt‘aaIO e%r“ﬁ%éigd.clmﬁet RegativeC thielflow goegnt ts

backdo step 61te anvaitanother keyiconfirmation tequest, Alterpatively, in,
step 70, the hardware control module 2 determines whether the number
oftiviesréathiesa Psradetermined Aumber within & predetermineddtinge: ce .

m”am%btionally,thehardwa&:econtrolmoduleZ keeps track
of the number of times of entering the failure mode,
and in step 70, determines whether the number of times
reaches a predetermined number. In the positive, the
flow goes to step 71, where operations of the control
application program module 11 and the hardware control
module 2 are terminated. In the negative, the flow goes
backtostep6ltoawaitanotherkeyconfirmationrequest.
Alternatively, in step 70, the hardware control module
2 determines whether the number of times reaches a
predetermined number within a predetermined time
duration.

In yet another alternative, the operations of the
control application program module 11 and the hardware
control module 2 are terminated once step 69 is
completed.

A practical operational application is presented
hereinbelowwith reference toFIG.ltobetterillustrate
the present invention. When a user wishes to convert
a file into the hidden state, first of all, the user
activates the control application program module 11
installedintheoperatingsystemblockl.Subsequently,

the control application programmodule 11 generates the
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In yet another alternative, the operations of the control application

program module 11 and the hardware control module 2 are terminated

once step 69 is 20completed. acti,aal operational application is
presented hereinbelow with reference to FIG.1 to better illustrate the

present invention. When a user wished tb convert file into the hidden

state, first of all, the user 25 activates the control application program

module 11 installed in the operating system block 1. Subsequently, the
control application program module 11 generates the key confirmation
reaagstandttransmitsthe sameds the hardware cantral unitksattheto the
hardware control module 2 via the OSP, interface. Next, the hardware
cOMtroP it 51 GenErates, Via the coRitrol application programmodule 120 u 1 e
the key-input reguest,to be displayed.by the display, device 3 to prompt the ;
user for the key incut. After the user inputs the key using the input device

4 inldirectecomiagnicatientwithcthe keyodoampating aihit 22, theckeyam module
caomparing unit 22 compares the key with the predefined 10 key, and

ot K& thidtB Conr6 2L BARE O ANEorETRcRl, BaGed oo ey

the comparison kesylt dhe hardware centrot upit 21 selectively transmitse . .
the key verification failure message or the key verification success

méssage Rrthe eoritrldpplicationsprogram< 5 moduleé 4t threugh thdirect
USE, interface 1o b%d&sjplgl){eg ont %disgla device 3. If the ¢ mpa{igon ,
reSUIL Shows that the Key matches the predefinied Ka§, tha hardware™ ¢ kev

congabuniti2l further permis ipasmissionofithe progessing: request r i rneq
from the control application program 20 module 11 to the hardware control
mé@ule 22a/d inférsthe processingitinit 23 ¢o esectle the hecéssapyf the

supsequent processing, In this instance, the processing request is related ,
to con?})ert‘iﬁg the selected file into the hidden state:” 'Fhrglresfgpe,ﬁ[ﬁes ST e

praeessingunit 23, cenducis.ransactions avithithe file systera 4 yeadhe xey

SATA interface for converting the selected file into the hidden state.
verification failure message or the key verification
success message to the control application program
module 11 through the USB interface to be displayed on
the display device 3. If the comparison result shows
that the key matches the predefined key, the hardware
control unit 21 further permits transmission of the
processing request fromthe control application program
module 11 to the hardware control module 2, and informs
the processing unit 23 to execute the necessary
subsequent processing. In this instance, the processing
request 1s related to converting the selected file into
the hidden state. Therefore, the processing unit 23
conducts transactions with the file system 14 via the
SATA interface for converting the selected file into

the hidden state.
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should beoteherein that,the above disclosure, is assumed that the

hardware control module 2 with the operating system block 1 using a USE
interface,and that a SATA interface is used between the processing unit

23 and the file system 14. However, in practice, the hardware control

module 2 may communicate with the operating systemblock 1 using

means other than a USE interface, and the processing unit 23 may
communicate with the file system 11 usingmeans other 10 than a SALA
interface. Such variations should be readily apparent to those skilled in the
art, and the disclosare hereinsheuld not be taken-te dimjt the scape-of the, -
present invention. Moreover, in an alternative embodiment, instead. of 15

transmitting tHeproddssing réqisst ®ihe hardwarescontsltotule Zahe rol

coptrgl application progra (g{u(get'iilr;gtrgns nits a command to another USE

application program 16 installed in the operating system%loc E?Sll?(:clﬁ as

a Woltdeproeessingrapplication programd , and permitsdhe 20 vapplication,c e
am 16 to provide corresponding services (such as word processing

progr
abtillgfi$s§D {PtHe Usel i Braefrts peffdrmintentiéd Bperatibr 14 inBamever,
the key protecting-method andifhe &%qlgingca&g@rra&"ﬂs O];ntgg present o y

invention achieve the object of preventing a malicious entity from obtainng
the pradefined keywbytednsiring trat theikey provided by thekuserssng means
inputted only o the 5%comﬁarin unit 22 of the hardware control module
2, that kéy compdrison is performed By the Kby cofmparing thit 229arg & 23

that-oply dhe camparison result (raatchqr dogs-ngt matgh) is, gfﬁ%}éigﬁ% Oiner

the beratino system block 1. Consequently, even if the operating system
bldckalis atfabked Byar ralwares thelkey: neécessary for perfdrming certain 1 v

fug%igg§¥vriullcn€éhcehscg(geeensqyit?%engjll\ivr?rghe art, and the disclosure
herein should not be taken to limit the scope of the
present invention.

Moreover, in an alternative embodiment, instead of
transmitting the processing request to the hardware
controlmodule 2, the control application programmodule
11 transmits a command to another application program
16 installed in the operating system block 1 {(such as
a word processing application program), and permits the
application program 16 to provide corresponding
services (such as word processing abilities) to the user
in order to perform intended operations.

In sum, the key protecting method and the computing
apparatus of the present invention achieve the object
of preventing a malicious entity from obtaining the
predefined key by ensuring that the key provided by the

user is inputted only to the key comparing unit 22 of



MCSLLP 14 What is claimed is: I.A key protecting method comprising the

steps of: (a) in response to receipt of an access request, configuring a
control application program module to generate a key confirmation
request; (b) in response to receipt of the key confirmation request,

configuring a hardware control modulelt® generate, via the control

application program module, a key input request to prompt a user for a

key input; (c) upon receipt of the key input, configuring the hardware

control module to determine if the key input matches a predefined key

préset in thelhardwareccontrol module} e 2 (d)doafiguring therhardwaren 1s

control. module to enter an execution mode if it is determined in step (c)

that the %Y THput thaltchies the predefinéd REy: @hd ™ 2 Je) ednfiguting the 1 v

hardare spptiol Mmodule to anter a falbure mode If f is determinggin Siep ;-

(c) that the key input does not match the predefined key;
provided to the operating systemblock 1. Conseguently,

even if the operating system block 1 is attacked by a
malware, the key necessary for performing certain

functions will not be stolen by the malware.



wherein the hardware control module includes a hardware control unit that
receives the key confirmation request from the control application program
module, a key comparing unit, and a processing unit; in step (c), the pMCsLLP
key comparing unit compares The key iRput with the predefined key; in

step (d), the hardware control unit transmits a comparison result obtained

feg tha ke canpakng gnit to the control application program module,

and permits transmission of a processing request from the control

application program module to the hardware control module for execution

by.the processing-urit anchig step (ddpragrssing Gapabiliies otthe o
processing MCSLLP 15 unit in the execution mode include file

reconstr %ion?ﬁndrc%?\%ﬁﬁ‘@ a fife int6 @ Seléctedoné Bf hifdeRSs request,
read-ondyy andonrite-onlystatesl  2pbie key prptectipgsaethed agodule  to

claimed in Claim 1 Wge%e%'n,ljnas%%%ge)kghe réard\{vare control unit
trANSMILS & key versffica?ionjfal ure messag%utostﬁé control application

progranm imodule, andstherflow does bacletoostepo(@) torawaitsanothenkeymation

coofiugtion reglesty.,, 3 e ke protecting method as Slaimed I ClalM race
2, wherein, in’step g) fhe hardware control modulé eeps track of the !
nunbet betinsesdfrenteringcthe faiture imodepamd operationseof the coagrol input

o O T B T Gy ke

(c) upon receipt of the key input, configuring the
hardware control module to determine if the key input
matches a predefined key preset 1in the hardware control
module;

(d) configuring the hardware control module to enter
an execution mode if it is determined in step (c) that the
key input matches the predefined key; and

(e) configuring the hardware control module to enter
a failure mode if it 1is determined in step (c) that the
key input does not match the predefined key;

wherein the hardware control module includes a
hardware control unit that receives the key confirmation
request from the control application program module, a key
comparing unit, and a processing unit;

in step (c), the key comparing unit compares the key
input with the predefined key;

in step (d), the hardware control unit transmits a
comparison result obtained from the key comparing unit to
the control application program module, and permits
transmission of a processing request from the control
application program module to the hardware control module
for execution by the processing unit; and

in step (d), processing capabilities of the processing



4. The key protecting method as claimed in Claim 2, wherein, in step (e),

the hardware control module keeps track of the number of times of MCSLLP
entering the failure mode, and operations of the control application

program module and the hardware contr%module are terminated when

the number of times reaches a predetermined number within a

predetermined time duration, 5. The key protecting_method as claimed .
inﬁ%pllzt%m ?}prr?e%; n, g|ir%J %?el%t(le?,nthemﬁar%wgrrgcgél n%reol uflr?t? franSMmits %ﬁ}eji/mt +ony
vefification Tailuréressage te thendonteol apphcation programfmboddiéen, read-

apd pperafions,of the contyol application program module and the

hardware control module are terminated. MOSLLP 16 6.The ke_y _
protecting method as claimed in Claim 1, wherein the key input is inputted

from an input deyice coypled do dhe bﬁ%d%%@atrggmqu@mﬂ hek&¥1ain 1,
protecting method as claimed in Claim 1. . .

wherein, 1in step (e), the hardware control unit transmits
a key wverification failure message to the control
application program module, and the flow goes back to step

(a) to awailt another key confirmation request.

3. The key protecting method as claimed in Claim 2,
wherein, 1in step (e), the hardware control module keeps
track of the number of times of entering the failure mode,
and operations of the control application program module
and the hardware control module are terminated when the

number of times reaches a predetermined number.

4. The key protecting method as claimed in Claim 2,
wherein, in step (e), the hardware control module keeps
track of the number of times of entering the failure mode,
and operations of the control application program module
and the hardware control module are terminated when the
number of times reaches a predetermined number within a

predetermined time duration.

5. The key protecting method as claimed in Claim 1,
wherein, in step (e), the hardware control unit transmits
a key verification failure message to the control
application program module, and operations of the control
application program module and the hardware control module

are terminated.



wherein, in step (d), the hardware control unit transmits a key verification
success message to the control application program module. 8.The ke)(/1 o

. . ) ) . L CSLLP
protecting method as claimed in Claim 1, wherein communication between
the control application program module apd the hardware control unit is
conducted via a Universal Serial Bus (USB) interface.

6. The key protecting method as claimed in Claim 1,
wherein the key input 1is inputted from an input device

coupled to the hardware control module.

7. The key protecting method as claimed in Claim 1,
wherein, in step (d), the hardware control unit transmits
a key verification success message to the control

application program module.

8. The key protecting method as claimed in Claim 1,
wherein communication between the control application
program module and the hardware control unit is conducted

via a Universal Serial Bus (USB) interface.



