WO 2004/ 072911 PCT/ DE2004/ 000083 1 METHOD FOR VERI FYI NG THE VALIDI TY OF
DIl G TAL FRANKI NG NOTES Description: 5 The invention relates to a nethod
for verifyi nQVORE04/QUENdnticity of a postage indi ci urPGEREI2A04Q003ng a
franki ng key and applied onto a nmil pi ede, whereby cryptographic
information contained in the postage indicium 10 is decrypted and used for
verifying the authenticity of the postage indicium It is a known

procedure to provi de miMETHDeFOR MERTFYING THEOSAg®ITY]I cia. 15 In order
to make it easier for the senders of the nmailpieces to produce postage
indicia, it is possible, fofF OIGHIR Wmﬁgm%i ng system used by the
Deut sche Post AG to produce postage indicia in a custoner systemand to
20 output themon a printer via any desired interface. A nmethod of this
generic typeDescdiiptioged in German Prelimnary Published Application DE
100 20 402 Al. 25 In order to avoid fraudul ent use of this nethod, the
digital postage indicia contain cryptographic information, for exanple,

about the idenki iyvehttibe custerer tyst edchhal £oeORERAlry ithlde tpeoduction of
the postage indicium 30 International patent application WO 01/17160 Al

relates to aUYBERSACLSY e adPoBiapEt LAl i6H ke genier alsidc HSkags aar e

gener ated by at.ral e t . uni d_are.t 1t i.n encrypted
formby a di g’??lﬁgﬁt :Egor]fegﬁigﬁgit ?@%&%&p%ﬁg% adél\%iléggg%%ﬁegggég\%?ces send a
nmessage a_bout:rypeOgma@hsLsf uhf3Fmart ibai lcedtraeaeidptinofthe keytega theicium
dIStrlbuﬁboni%nh%cEgp%g% and used for verifying the authenticity of the

postage indicium.

It is a known procedure to provide mailpieces with digital
postage indicia.

15
In order to make it easier for the senders of the
mailpieces to produce postage indicia, it is possible, for
example, with the franking system used by the Deutsche Post
AG, to produce postage indicia in a customer system and to

20 output them on a printer via any desired interface.

A method of this generic type is disclosed in German

Preliminary Published Application DE 100 20 402 Al.

25 1In order to avoid fraudulent use of this method, the
digital postage indicia contain cryptographic information,
for example, about the identity of the customer system that

controls the production of the postage indicium.

30 International patent application WO 01/17160 Al relates to

a method for the distribution of keys in which keys are
generated by a central management unit and are transmitted
in encrypted form by a distribution unit to encryption
devices. These devices send a message about the successful
35 or failed receipt of a key via the distribution unit to the

management unit. If it was not possible to receive the



managenment unit. If it was not possible to receive the WO 2004/ 072911

PCT/ DE2004/ 000083 | a key successfully, it is once again

transmtted in

unencrypt ed MPRPYO7EY lappert ai ni ng encryption devi RCT/DE200H080083at ent
application EP O 854 444 A2 discloses a 5 nmethod for encrypting and
checking postage indicia that are prodieaed with a franking machi ne. Here,
additional keys are derived froma master key inplenented in the franking

machi ne and they are used for producing postage indicia.

In a mail center,

the additional keys 10 are |ikew se generated and used for checking the
post age i ndi ied. sicSesBEu11N9. i%, 150,408 digGhosesnamiethed ifor key
distribution in a comuni cation system such as, for 15 exanple, a wireless
network, in WAEERTYRtEAcEPpledomtsie sape nts itndags sincre®tiona degimeeni cati on
device by a key distribution unit. After this nessage has been received,
t he conmuni cati on device sends a confirmation to the key distribution
unit. 20 TheEkmoweast gadand ANSILiIXQtIdrf &P tOhé Sér dddmiAgsiddscdbsesnar ypt ed
data (see.URL http:/J/csrc.nist.gov/publications/nistpubs/8

th&ﬁe A %&

7/ node209° ht BE & £86&YPF 1oy (S

/ 8Q0-,
&d 8 Sh3REy 1098 e tafthy of

several keysarbepeodateleasthone reahdk ikey mehihs .f ek renchypticngndat a having

a short lifetine, which is exchanged electronically and

in encrypted form

bet ween conmiifiy€aBiréndpaivRer $188 welasasra kiegy ifpl emendegdptinnghehe dat a

ailn

key, which s exghanordompuapiy A2 Mieovely the ghbad

the knowmn Di mann met ncrypting

unent descri bes
C%ﬁﬁbh t he

postage indicia. In a mail center, the additional keys

10 are likewise generated and used for checking the

postage indicia.

U.S. Pat. No. 5,150,408 discloses a method for key

distribution in a communication system such

as, for

15 example, a wireless network, in which an encrypted mes-

sage is transmitted to a communication device by a key

distribution unit. After this message has been received,

the communication device sends a confirmation to the

key distribution unit.
20

The known standard ANSI X9.17 for the transmission of

encrypted data (see URL
http://csrc.nist.gov/publications/nistpubs/8

00~

7/node209.html dated October 7, 1994) is based on a key

25 hierarchy of several keys. Here, at least one data key

exists for encrypting data having a short lifetime,

which is exchanged electronically and in encrypted form

between communication partners as well as a

key for

encrypting the data key, which is exchanged manually.

30 Moreover, the cited document describes the known

Diffie-Hellmann method for encrypting data in which the



WO 2004/ 072911 PCT/ DE2004/ 000083 | b conmmuni cation partners conpute a
shared key from known nunbers and froma secret random nunber. European
pat ent appl i 4Di2084BR2911735 722 A2 describes a 5 keyPGEMEGOMHAO0GI3st em f or
generating, distributing and nmanaging keys for franking machi nes. Here,
there are several secure areas that ar¢bconnected to conputers that allow
communi cation anong the areas as well as control of the areas. The
generation of keys, their 10 installation and their verification and
confirmation are each carried out in one of the secure areas. Each area

i s associ at edowiah 123 talehipes tifk hicthhghe st atlss e Ok dh e @€ &nlcsin
protocol l ed. 15 The invention is based on the objective of creating a

met hod wi t h WHT®R rEhanguttient iscisegreft tieadess nageeri-ndi ci a can be verified
quickly and reliably. In particular, the method should be suitable for use
in verification procedures on a large scale, especially in 20 mail centers
or freight cé&ntepsanApadrtitngpipd itdae oy @rt 007,35t 22 el eelsictebes achi eved
by a nethpd according to Claiml1l. 25 In particular, it is provided that the
met hod fo &Y Wpﬁg’efﬂﬁélta&tyﬁéﬁm dioty GESONDtI004/ GPEFLPBEENBESD04/ 000083

2 carried OUhahRg3ugh k@ yaRY Jirhat 43 KdAA rkeh 1 h$ <gemenal edhaRd stkansm tted
froma central database (Zi nS central ™ systen) to | ocal paynent assurance

syst ens (Z!nsévﬁé@élFecﬁhﬁsaw§a@oﬁ®abyaq§in@naeg@ﬁ@rapeaompambkﬁg_key 5 and
a_postage i njcium apgl ied 0nto.2 M LoLage . noMigLely .4 YR qoranhi c
i nfornmation contalrned in €
control of the areas. The generation of keys, their
10 installation and their verification and confirmation
are each carried out in one of the secure areas. Each

. area is associated with an archive in which the status

of the area is protocolled,

15 The invention is based on the objective of creating a
method with which the authenticity of the postage
indicia can be verified quickly and reliably. In
particular, the method should be suitable for use in
verification procedures on a large scale, éspecially in

20 mail centers or freight centers.

According to the invention, this objective is achieved

by a method according to Claim 1.

25 In particular, it is provided that the method for

verifying the authenticity is



postage indiciumis decrypted and used to verify the authenticity of the
postage indicium 10 In order to increase the security of the nethod, it is
advant ageous for the |ocal paynent assurance systenms to inport the data

key and to t ! sult of the inport to the central d se (ZinS
central syst&ﬁ?igb%@?%h'n especi al | y advant ageous enﬂgépﬁgﬁps%ﬁg&ﬁg met hod,
the result of the inport is transnittedZ?as a data record. Preferably, the
data record contains a key. The key can 20 have various attributes. In
particular, it can be either a symretrical key or an asymetrical key.

Dependi ng onchireied ended nusaicH he K&y sRaves Hatadrerypls ajtheaiatesdcr ypt
information. By virtue of its_ nature, the kgy can |ikew se transport

infornation.aﬁerPE?Q§ﬁ%ﬁﬂ%Q theMkey T8t nsda kA srt ( 6ANELGON tike
franki ng kGYSy%E%nﬁeytQﬁHEU@éﬁ”1§§yMéﬁt'tf%fﬁgﬂgéée's é?eg&ﬂeﬁzﬁﬂsensure a

uni form key exchange, it is advantageous centtal database (ZinS
central 30 syered) -t hdlsedls tdmnea dsyl tsbhgt hegenpoatedndriakingaksyit it to
a value t angf r center Posta%g.Point). M§.2004/0 2911 PCT/ DE2004/ 000083

3 This enbodfRent *ofPTHEHEL DA HERED | fPRISEDI 8PEG  BarP9t OBESFErt her

process stepshefelhe ¥aypeobraphfies iaebkakhtasrd buAelHioe®f ithethesul t of
the inport. 5 The result can be checked in various ways. However, it s

especi al | y aBo&kRaGedidipiun hésr enanyrtedearhetRed Usy vetiypt itde of the
once the dat 8 Kay Fag  bhears 1AgcBEPNTEy Lremstida fnto essentially ail
| ocal paynent assurance
10 In order to increase the security of the method, it is
advantageous for the local payment assurance systems to
import the data key and to transmit a result of the

import to the central databasé (ZinS central system).

15 1In an especially advantageous embodiment of the method,
the result of the import is transmitted as a data

record.

Preferably, the data record contains a key. The key can
20 have various attributes. In particular, it can be
either a symmetrical key or an asymmetrical key.
Depending on the intended use, the key serves to
decrypt and/or encrypt information. By virtue of its
nature, the key can likewise transport information. For
25 example, the key contains information about the

franking key, its key generation and/or its end date.

In order to ensure a uniform key exchange, it is
advantageous for the central database (ZinS central
30 system) to check the result of the import and to

transmit it to a value transfer center (Postage Point).



systens (ZinS local), the data key is released as a new franking key at
the value transfer center (Postage Point) and is subsequently used

produci ng new post -
possible to
function of

produced. This especially preferred enbodi ment of the nethod with a
¢h PHeceglustarnsiertheempéneas ransfieat i on of

the key exchagges. Bt e doealioi0 SAKKENG AFSU ANCq oy shels.i s especial |y

advant ageous in conbi nation w

control of tKREEEy Viehbing

ry ut a key exchange in the value transfer center
e Aally

for

15 age indicia. This enbodi nent of the method nakes it

as a

9Yer formed key exchanges in 20 PEEDEIMRSOP0GSsur ance
systenms. This neasure ensures that postdage indicia will only be produced
usi ng the
paynent assurance systens. This ensures that the |ocal paynment assurance
systems can weriisf yehbedyalendi tyrf 2ne0f m8BRBAOTMd Es PAst 498 16T &0

new key once the new key is already present in the | ocal

east some of t

according to the invention. WO 2004/ 072911 PCT/ DE2004/ 000083 ~ 4
t hr ou a combi nation of several features, it is ensured

Particulai
t hat the

execution
per f or med,
transmtted b¥reéarriketiahueft thrskey.center (Postage Point) to the
paynent assurance system 10 Here, it is especially advantageous for the

val ue
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it Is especia

A preferred embodiment of the method is characterized
in that, once the data key has been successfully
imported into essentially all local payment assurance
systems (ZinS local), the data key is released as a new
franking key at the value transfer center (Postage
Point) and is subsequently used for producing new post-

age indicia.

This embodiment of the method makes it possible to
carry out a key exchange in the wvalue transfer center
as a function of previously performed key exchanges in
the payment assurance systems. This measure ensures
that postage indicia will only be produced using the
new key once the new key is already present in the
local payment assurance systems. This ensures that the
local payment assurance systems can verify the validity

of each of the postage indicia produced.

This especially preferred embodiment of the method with
a control of the key exchange in the value transfer
center as a function of the key exchanges in the local
payment assurance systems is especially advantageous in
combination with at least some of the other process

steps according to the invention.

advant ageous for the new ey to be

centr al




transfer center to encrypt the data key with a transport key (KT). 15
Here, it is practical for the transport key-to be encrypted with a nmaster
transport key (KTM. Preferably, the data key is generated in the area of

the value tr fer center. This has the advantage that 20 fraudul ent
changes to tﬁ@8é§pﬁ%%§§1during its transport to the RQTIRE20P4Q80Q83 cent er

are prevented. In order to further incréase the data security, it is
advant ageous for the data key to be provided with key 25 identification
i nformation. Advantageously, the key identification information is

likew se trapsmtgiedlaplencr WHesuber ma 3Qdmp OhERR D eNsur getBatzia valid
data key is used for each of the encryption and/or decryption steps
enpl oyed, it feetadesnt afeokis rasumes dalrat kehet keve sasoDaE 07201 be

PCT/ DE2004/ 00QQ&3 -2 dPT RV i naf i C er,and/ar, -t.q be
transmtted ?ogetﬁgr\M#ﬁ%éﬁﬁ&Séégrgﬁgggiggufgg.{ﬁggoﬁagr% %C§§é%§ t he use
of invalid kefsgach keyakgsohahgadiantvegdddsd.or the franking key to be
provi ded %ﬁth an end date for the preceding data key and/or ‘to be

d

transmtt together with the end date. The descri bed data key can be used

for one or mahen khdakdyabxwabinljecalsopsr#s ekl as foe Bspdugiang postage
indicia and/or for decrypting information contained in the postagé

indicia. It advggﬁggagu%fQQVamﬁage@eg fdart aonke pf tohéopatrpakmitsed
verlflcatlon%F%% %% “5%%%{%%%&%%¥Ptb%%ﬂg} (ﬂag¥é§gaggi§t5nE8rQ%%|On

. . A
contained in € post age
central payment assurance system.

10
Here, 1t 1is especially advantageous for the value
transfer center to encrypt the data key with a

transport key (KT).

15 Here, it 1is practical for the transport key. to be

encrypted with a master transport key (KTM).

Preferably, the data key is generated in the area of
the value transfer center. This has the advantage that
20 fraudulent changes to the data key during its transport

to the value transfer center are prevented.

In order to further increase the data security, it is
advantageous for the data key to be provided with key

25 identification information.

Advantageously, the key identification information 1is

likewise transmitted in encrypted form.

30 In order to ensure that a valid data key is used for
each of the encryption and/or decryption  steps

employed, it is advantageous for the data key to be




By integrating the decryption of the cryptographic 20 infornmation into the
verification process, it is possible to ascertain the authenticity of the
postage indicia directly so that the verification can be carried out in
real tine. ZEWBbr eover, it is advantageous for one of the partial
verificati onsVOLW4MIRPLe a conparison between the pPEAMEINGA/098083 of t he
postage indiciumand the current date. 5The integration of the production
date of the postage indicium- especially in encrypted form 30 increases
the data security, since multiple use of a postage indiciumis prevented

through the eamardsan wbehvwegn d&ecpPredust i en dater of, tdhe, Postagg,d ndi ci um
and the current date. WO 2004/072911 PCT/ DE2004/ 000083 6 In order to

further incrdZ$&siHd bash iHagedtiesh wigded;he tgerier atdvantcagedies .f or t he
reading unit and the verification unit to exchange information by neans of
a synchronous protocol. 5 In another |ikew se advant ageous enbodi nent of
the inventidm, divereadi agoildi thandstheverhdaLadi REyYNI L+ GamMacat e

wi th each_other via an asynchronous proto- col. 10 Here, it is especially

advant agedus AFIPRIGVTI FoF APt Trgnddmg Ketatto t Bregramided e th
verificationgwnidng Bretera yenthe, itn?ge(gggy g(%_r}\,t aérP%/zic%petgorﬂ)teent of

15 the postage indicium Additional advan es, Specral ures and
practical ré&frianemiittedoft ogled hiemv entthot hearnke dgiteaned from t he

The described data key can be used for one or more
10 partial verifications as well as for producing postage
indicia and/or for decrypting information contained in

the postage indicia.

It is especially advantageous for one of the partial
15 wverifications to comprise the decryption of
cryptographic information contained in the postage

indicium.

By integrating the decryption of the cryptographic
20 information into the verification process, it is
possible to ascertain the authenticity of the postage
indicia directly so that the verification can be

carried out in real time.

25 Moreover, it is advantageous for one of the partial
verifications to comprise a comparison between the
production date of the postage indicium and the current
date. The integration of the production date of the
postage indicium - especially in encrypted form -

30 increases the data security, since multiple use of a
postage indicium is prevented through the comparison
between the production date of the postage indicium and

the current date.



subordinate clains and fromthe presentati on bel ow of 20 preferred

enbodi nents nmaking reference to the draw ngs. The draw ngs show t he
following: Figure 1 an especially preferred enbodi nent of a key 25

di stribution cording to the invention; Figure 2 application cases of a
key distri but\?ér?o%ﬁpgt%%lnﬁ according to the invention; BOT/AEAN04/080Q83
schematic di agramof an interface between a central paynent assurance
system (ZinS central systenm) and a value transfer center (Postage Point);
WO 2004/ 072911 PCT/ DE2004/ 000083 7 Figure 4 process steps for integrating

a data key iInt @ridee centaiuatHRaY MBI SR & SHHRIBAN SpsaNt 1@ ) ;. 5
Figure 5 a schematic diagramof a key distribution fromthe centra

paynent assufdncedYIREMICANS Eeiitr dheystreafling | ounl t pagnent tdssur ance
Sys- tens in i a .t aini rypt o- syst ens; Q Figure a
ge%‘if'l%ﬁttq_%n %?]?t d lg&g:hcary in %énr%arpt%lo& VadiSiRo P hfocess

connection of the L interface; Figure a 'sc
steps for esyaghuloabiusgpeonpadnts and for handling error 15 nessages.
Bel ow, thg invention will be described with reference to a PC franking

system re, the process steps that serve for paynent assurance are

i ndependent ef thgo+RArSyst sy used J@&aﬂﬁgg%h 95@&89&%{%@6 dpdigja. The

descri bed decentralized verification at 1ndividu veriftication stations,
especi al | y i anFgnitioent érlss ¥eading unit and the verification unit

communicate with each other via an asynchronous proto-
col.

10
Here, it is especially advantageous for the reading

unit to send a data telegram to the verification unit.

Preferably, the data telegram contains the content of

15 the postage indicium.

Additional advantages, special features and practical
refinements of the invention can be gleaned from the
subordinate claims and from the presentation below of

20 preferred embodiments making reference to the drawings.

The drawings show the following:

Figure 1 an especially preferred embodiment of a key
25 distribution according to the invention;
Figure 2 application cases of a key distribution

system according to the invention;

30 Figure 3 a schematic diagram of an interface between
a central payment assurance system (ZinS$S
central system) and a value transfer center

(Postage Point);



especially preferred, but by the sane token, 25 centralized verification

is also possible. In especially preferred enbodi nents of the invention,

the individual verification stations are |ocal paynent assurance systens
connected to a 30 central paynment assurance

that are pre I system vi a
a data conne&?@%?x@b?%w 072911 PCT/ DE2004/ 000083 BCT/rDE%@M@%&%@i ally

preferred enbodi nents described, the céntral paynent assurance systemis
al so connected to a value transfer center. 5 Especially preferred

enbodi nents of the value transfer center are referred to below as a

Post age Point. Advantageous enbodi nents of the central paynment assur- ance
systemare referred to below as ZinS central. 10 The technical interface to
be i npl enent E4IBELWEen t REOCESISUeS EeRAsEOr cEntegrahdngher pdghentkeassur ance

system consists of ap,gx n r raphi ¢ _keys. The ke h isto
be exchanged between tﬁg 3§Fug%n%&a§r§%§ ep%cgﬁﬁﬁfééﬁftﬁ%?tﬁgyﬁgﬁt%
assurance system ensanesafihat the produced postage indicia are forgery-
proof. This is achieved especially in that part of the content of the 2D

barcode that forns the postage indiciumis encrypted using said key.
Since, for 26;ipggrbosmance- kehabRd 1€agP05rahnersel ept 6d ke 1% ion

symmetrical key, it has to be transmtted fromthe value transfer center
to the paynent assurfhne® thet eaptrafiepeyimenits adisstneinoet ey sttent W& ingdi vi dua

mai | centers. 25 The_reliable storage of the keys is ensured by using
speci al crypto-cards?egkgg?n§¥ﬁ%ﬁgﬁ gﬁcéﬁﬁﬁis@§¥?@9 r &5 SUEFRSc &Yi®on cases
i n which these keys aemsnmbnayedidgi fHe hppersheaial baygwareystbgsgntire
life cychf of these

Figure 6 a connection of the DLL interface;

Figure 7 a schematic diagram of process steps for
encapsulating components and for handling error

15 messages.

Below, the invention will be described with reference
to a PC franking system. Here, the process steps that
serve for payment assurance are independent of the

20 system used for producing the postage indicia.

The described decentralized verification at individual
verification stations, especially in mail centers, is
especially preferred, but by the same token,

25 centralized verification is also possible.

In especially preferred embodiments of the invention,
the individual verification stations are local payment
assurance systems that are preferably connected to a

30 central payment assurance system via a data connection.



keys, fromtheir generation, their export and their 30 distribution all the
way to their inport into the decentralized systens is used in order to
optim ze the process paranmeters. WD 2004/ 072911 PCT/ DE2004/ 000083 9 An

especially p r uence for the key distribution is shown in Figure
1. Figure 1 §ﬁ@&§6§ﬂ72§ﬂecially preferred key distri bRETEE2084/8890%8en t he
val ue transfer center and the central Paynent assurance system In a first

process step 1 for an exchange of a franking key used in the production of
postage indicia, first of 10 all, a new franking key is generated. The

term franki ngnkeyehesspdsidyl noorepdsré®@ BRbodNAEhSE0AEsichiBeleSkhieCt | Ve
sense since the deﬁcribed keys can be used in different ways for producing
15 post age i AGPEFEL PEYTER&NFISE L rENCESs SySEsThiies ©d ses€ammedteghkiong key

directly forypfigdugi-ngpest aggtipdi cia. 20 However, it is |ikew se possible
and especially advantageous for systens with an especially high security
agai nst mani pul ation to produce postage indicia with a nulti-encrypted

data contgnt mheneﬁé t he at%%fonteq%y%s.$referably formed as a result of
25 severadl opSPSEiEMeY RMISTETF S TMODImeRre Of akBE. vehEe (Eanstest an
operation isceR¢enponakedrbfb rblle PESIBYELw ! NEl Claumpwit i Slhep ik apki ng key.

For exanple, a crypto-string of the type disclosed in 30 Gernan
Prelinmnary PaBRNSREECASPI igente 100 Uoe 40entpa]l psyimavbr pssated into

the franking,Kex. ;YO gf04:2722%L PCY PE20024,000983, s central.

100 The technical interface to be implemented between the
value transfer center and the payment assurance system

consists of an exchange of cryptographic keys.

The key that is to be exchanged between the value
15 transfer center and the payment assurance system
ensures that the produced postage indicia are férgery—
proof. This is achieved especially in that part of the
content of the 2D barcode that forms the postage
indicium is encrypted using said key. Since, for
20 performance-related reasons, the selected key is a
symmetrical key, it has to be transmitted from the
value transfer center to the payment assurance system,

where it is distributed to the individual mail centers.

25 The reliable storage of the keys is ensured by using
special crypto-cards. The invention encompasses several
application cases in which these keys are managed using
this special hardware. The entire life cycle of these
keys, from their generation, their export and their

30 distribution all the way to their import into the
decentralized systems is used in order to optimize the

process parameters.



10 In order to further inprove the protection against a fraudul ent
production of postage indicia, an event- specific exchange of the franking
key takes place. 5 In the presented case, the franking key is newy

generated at I intervals, for exanple, after the expiration of a
pr edef i nabl eV{@%O?{Q@?UaI . However, it is likew se pB@HDﬁ?@Oﬂ/@O%ﬁry out a

new 10 generation of the franking key & a function of other paraneters,
for exanple, on the basis of the | oaded postage anounts and/or of the
franked mail pieces. As a matter of principle, a new generation of the new
15 franking key cespbeiearry edpeuls arysber goJiWeYer, figk Ofler @y ncrease
the data security, it is advantageous to mnimze the transm ssion effort
for the new SpikRPNGiR8y ignghowNgdmeFdgainehd -key in the value transfer
center, or in the area of the value transfer 20 center. In order to ensure
a high level of protection of the nethod against fraud, it is advantageous
for informfignreoit ahoed an ekpcpdstldge dmdictirad kdie A tdewutpioad on t he

basi s of fganking]kgﬁ in the area of | ocal gaynent assurance systens,
for exanpl e, °Fk"N& Ent ¥R EUGr FYRNFGRELceTRREST 13Yr d&ve t 6eBAL@Le this,

the franki ngpkemenar 8ssdPahtansstkgd fromthe value transfer center to the
central paynent assurance system Preferably, the transmssion is
aut omat ed. WD 2004/ 072911 PCT/ DE2004/ 000083 11 The exchange is preferably

ef fectuated ¥ha,r3R0Yeh-8hostE cREY TP M- A3 LANES AL 20055y @
key used in the production of postage indicia, first of

10 all, a new franking key is generated.

The term franking key here is by no means to be
- understood in a restrictive sense since the described
keys can be used in different ways for producing

15 postage indicia.

For example, it is possible to use the franking key

directly for producing postage indicia.

20 However, it 1is likewise possible and especially
advantageous for systems with an especially high
security against manipulation to produce postage
indicia with a multi-encrypted data content, whereby
the data content is preferably formed as a result of

25 several operations, whereby at one or more places, the
result of an operation is incorporated into the postage

indicium with the franking key.

For example, a crypto-string of the type disclosed in
30 German Preliminary Published Application DE 100 20 402

Al, is incorporated into the franking key.




val ue transfer center (Postage Point) does not have to be configured.

Since the server does not have to know 5 the value transfer center (Zi nS
| ocal systens) and its appertaining crypto-systens, exclusively the ZinS
central serv§%95§ of inmportance for said server. After the nem18eneration

of a prefera OH&%lilcal 10 franking key, the | atPEF/DE2084000083y

transnmitted to the central paynent assl®ance system - process step 2 in
Figure 1 - and distributed fromthere to the crypto- systens |ocated in the
| ocal paynent assurance systens - process step 3 in Figure 1. The | ocal

paynent 15 agauranier syst e thlr finp Reveesukt Hoddver i sportaiqReration -
process step 4 in Figure 1 - and thus confirmthe successful key inport.
The result i|$raggigiondd pyodHetdem raf Ppsttege vahddatied aam eveamsnitt ed

to the val uechranster (Pas e _20,Pain - .process step 5 in Figure
1. Once the Egy BELE ckBfbel 022k |yfirr"’r‘;51§rlt“§dtki£¥t &24FE Bl-aCEne
crypto-systens of the | ocal paynent assurance systens, it is released at
the value transfer center 25 (Postage Point) and subsequently used for the

generatioh o nneW?oﬁ’%fg%e%%Gnt%aS?pr oele8s StapkBngn kY gure Rewiie
preferably syspethteal akeye f1&an il S AL fﬁéi QQaHQEgSE Eﬁglfftgﬁsg%'i&é

security of postage indicia™produced using e fran ey, whereby said
post age i ndi ekpiaaeiohopf examptlefinabfhetfimemintetrwaldi nensi onal bar codes.
Thus, the exchange of these keys has to be secured by strong WO

2004/ 072911 PCT/ DE2004/ 000083 12 cryptography. In order to ensure this,

adherence t oHbWevebol liawi 0g paikisids B6B8EHak! W d MPRLLINtGut a new
100 generation of the franking key as a function of other
parameters, for example, on the basis of the loaded

postage amounts and/or of the franked mailpieces.

As a matter of principle, a new generation of the new
15 franking key can be carried out anywhere. However, in
order to increase the data security, it is advantageous
to minimize the transmission effort for the new
franking key and to generate the key in the value
transfer center, or in the area of the value transfer

20 center.

In order to ensure a high level of protection of the
method against fraud, it is advantageous for
information contained in the postage indicia to be
25 decrypted on the basis of a franking key in the area of
local payment assurance systems, for example, in mail

centers or freight centers.

In order to ensure this, the franking keys are
30 transmitted from the value transfer center to the
central payment assurance system. Preferably, the

transmission is automated.



Confidentiality of the content: it nust not be 5 possible for third
parties to read out the transmtted keys during the transm ssion.

Moreover, it nust also be ensured that the keys

cannot be reﬁgoﬁibggﬁ third parties. The latter functionality is 10
9

ensured by t M crypto-card. Integrity of tRETAWRUA000083 rust

not be possible for third parties to fdtge parts of the key. 15

Aut henti cation: both conmmuni cation partners nmust be certain that the

are securely stored and

identity of the sender/recipient is correct. Fromthe viewpoint of the

recipient, thhe reamundeatid herkeyresy20rgenenated RY at he f9s4a9¢ 0i nt.
Fromthe viewoint of the sender, it nust be ensured that only valid ZinS

t he serveg
the central

SYSRRYRL t hESNS kEGCRE SYRERTSUr EREr 1ts

| ocal crypt ot8§sPéNBCRLe agSUGRRFE 15 St Ve nSheandyra 2B dnveie Spemet ri cal

met hod preseptade Roth ' l.O negs. have .t he sane key KT.
val ue transfer genterszgostage %oiﬂ??ggéé% E%%nggydﬂ?stgoéngfyyttﬁhe
key KD that be toonfdguratsni $iedeantet Berve ansfersosahdvdata keywkD to
of . the pa nt 30 assurance system (Zi nS central system
SBS At o

The
dat a

From

distributed hoplhe iihd 0CatypE¥ALY MRRD04/D/2PLL: PETLPERRRY 900053 13

systens of

the | ocal paynent assurance systens.. ese -“systens

i Kewi se

have access £6nthelkegrk¥rahd odnimpostadeer fptr shédkegrkBronce again.
Since the key KT is used

10

15

20

25

130

After the new generation of a preferably symmetrical
franking key, the latter is securely transmitted to the
central payment assurance system - process step 2 in
Figure 1 - and distributed from there to the crypto-
systems located in the local payment assurance
systems - process step 3 in Figure 1. The local payment
assurance systems return the result of the vimport
operation - process step 4 in Figure 1 - and thus
confirm the successful key import. The result is
compiled by the central system, validated and
transmitted to the value transfer center (Postage

Point) - process step 5 in Figure 1.

Once the key has been successfully imported into all of
the crypto-systems of the local payment assurance

systems, it is released at the value transfer center

(Postage Point) and subsequently used for the
generation of new postage amounts - process step 6 in
Figure 1.

The preferably symmetrical keys are an integral part of
the forgery security of postage indicia produced using
the franking key, whereby said postage indicia afe, for
example, in the form of two-dimensional barcodes. Thus,

the exchange of these keys has to be secured by strong



to securely protect the key KD during the transport, it 5 is also referred
to below as the transport key. Since all |ocal paynent assurance systens
receive the sane data, it is not necessary to define a separate transport
key KT betwe h | ocal crypto-server and 10 the value transfer center

( Post age Poi W?%%ﬁﬂ/m%%@uri ty reasons, however, thisP&REPEPOIRBNE be
renewed |ike the data key KD at regul al2intervals. However," since not as
much text is encrypted with this key as with the key KD, a |onger exchange
interval can be selected. An 15 exchange interval of one or two years is
especially adyditbagephs .hame .o ik resse M Al r& amaedqdrdiddes @ppmeach is

t he key exchange of the transport keys KT which, for security 20 reasons,
shoul d not t &R&1PMAEE PPd Ntie isamsnasddddly depordastchange of the data keys
KD. This exchange is not <carried out manually. Since this procedure has to
be <carried out at regular intervals for several of the |ocal paynent
assurance systens, Gonfhdentrtdindtyastt @h25 demtgarvi ded hese, nby m@ans of
whi ch t he. exchange of th transport . keys can |i kew se be automated. For
this purpdse, the mség&ﬁda grxotA¥rkep2 rihRggehBntt ¢3¢ MHandihs
Services on the basigagkmi30 SYMRELICalg et ods) ndef ines, appkheprkey |evel
that is referred to as the master transport key (referred to below as
KTM . This key has More¢evéeénst atl edsdn allso log ypsucreddthatietthspéeiyal
security precaution nd WD 2004/ 072911 PCT/ DE2004/ 000083 14 consequently
only has to be exch%%ggle%egflrg%yenﬁiéﬂre%n &p(/a(f%r}n?érg,e t?\%a%aﬂjégK is
installed on all sysiegs.pdhkics decy tmen ancitdt s tdectiansnQrity keys KT

10 ensured by the WebSentry crypto-card.

* Integrity of the content: it must not be

possible for third parties to forge parts of the

key.
15
* Authentication: both communication partners must
be certain that the identity of the
sender/recipient is correct. From the viewpoint
of the recipient, this means that the key was
20 generated by the Postage Point. From the

viewpoint of the sender, it must be ensured that
only valid ZinS local crypto-systems are allowed

to receive the key.

25 In the symmetrical method presented, both communication
partners have the same key KT. The value transfer
center (Postage Point) uses the key KT to encr?pt the
data key KD that is to be transmitted and then
transfers said data key KD to the server of the payment

30 assurance system (ZinS central system).

From the central payment assurance system, this key is

then further distributed to the ZinS local crypto-




that are thereby distributed and inported in an 5 autonmated manner via the
sane channel. The distribution takes place in the sane way as the
distribution of the data keys. The initialization of the individual
systens or of their crypto-cards is described in greater detail in the
sections belmm@“/@ﬂ%%’der to ensure the integrity ACT/RE204EME83as wel |
as the authentication of the sender (= Postage Point), a matrix code (MAC
is formed for the individual key nessages. In order to generate the MAC,
the signature 15 key KS is needed which, like the KTM is inported during

the initialigaktensobst henLr YPESL CRLGmeRe 2 NI AL esPEc LS, dahaskey

messages is subsequently carried ouf with this KS. The confidentiality of
the infornmasyohedar Lhljevheet hamseniassess tb the heys&feenidnc20 thesl ntranet

of the Deuts Post . | hus..secured_ through the use, of is_strang
cryptographi§Q§£¥ﬁ§th§nkegsg cralPy 2gréf'ar é&cﬁeFﬁSdkﬁgr%?héseﬁgggption
and decrypttonseturesgagestestTehpl kePERD( keyihgnghe 1&8nskbbig). ibash

val ues are preferably conputed b% means of 25 the SHA-1 algorithm The
various perib8sabovhefaregdt hat bexpyt agt thRetrpaspageé PB¥mt and on the
crypto-systens of the paynent assurance systens have to be taken into
account for the 30 distribution and storage of the data keys. A nmaxi mum of
two keys KD fawmeet allle Il ghdpmabtt hesbBashage Roitrdms ateaayvegi e poi nt
in time, namal%é one key,that is WD 2004/ 072911 PST/DE2004/000083 15
currently vaP?lcafd %ot her 1ReyAf t REGAFSAewrY 9§EAOFat2dSHBEFAEE amount s

are to be engryRELIrt KRRGWKT between each local crypto-server and
10 the value transfer center (Postage Point). For security
reasons, however, this key KT should be renewed like

the data key KD at regular intervals. However, since

not as much text is encrypted with this key as with the

key KD, a longer exchange interval can be selected. An

15 exchange interval of one or two years is especially

advantageous here.

An essential component of this approach is the key
exchange of the transport keys KT which, for security
20 reasons, should not take place via the same channel as
the exchange of the data keys KD. This exchange is not
carried out manually. Since this procedure has to be
carried out at regular intervals for several of the
local payment assurance systems, another method has to
25 be provided here, by means of which the exchange of the

transport keys can likewise be automated.

For this purpose, the ANSI standard X9.17 (Key
Management for Financial Services on the basis of
30 symmetrical methods) defines another key level that is
referred to as the master transport key (referred to
below as KTM). This key has to be installed on the

crypto-card under special security precautions and




In the ~exchange' node of operation of the existing key 5 with the key
(KDnew) , the new key is transmtted to the crypto-systens of the paynent
assurance systenms. Once this key has successfully been inported by all of

the crypto-systens of the |ocal paynment assurance systens, a release
nmessage of t NEOZ0A40Z&H]ral systemis 10 generated amRCT/ARE29P408083poi nt in

time, KDnew is used for the encryptionléf new postage anpbunts in the
Postage Point. As of this point intine, the old KD should be deleted from
t he Postage Point and should not be used any nore for the generation of

new postage cbasubHSly Tha 1S}t wald 0Bl Spdi IR g t It hexe kYRl Syst ens
of the local paynent assurance systens: since a downl oaded postage anount
can be used fiotexvirletlef Healsl,e pbei ogane HIMi ds oinstatledanphealilhree

nont hs, in or pr-aduc ostage indicia, there are several Kk KD
t hat have tosgl(%retegn\%éi I a%se %f g}é‘ﬁgf ﬁnr?gr%%es ptc%(? a%léarilﬁ%?#aﬁcey (r%)eigver,
when it comeshlaa tbeddi shiddaly ordodtEhpuZedkeysd | imphawat alisp ke t aken
into consjderation what happens to keys that could not be inported into

sone of 1 he3¥PPRESEy BRBRE TaNd ac s ey ehen@edot The SdSatRE 198t t he
Postage Poi niaxkl b3 aRRSSiIPIGd halnd Nes .5@)’%?’"82&%?%%&%% I3t @Rt her

crypto-systens and, as a 30 natter of princip be taken into
consi der at i odateh&egsduffhegihdatied ivertiifonc atfi ahe. IMOiFAGUVal7 29EL ems

1 ove a ol o8F Glr SGHFNGEPEPRERERS s ARSI 260 18 SEFAHE S bl o
syst em mai nt gpange, skheibakl punpg. execution formof the nmethod of key
distribution is
10
In order to ensure the integrity of the message as well
as the authentication of the sender (= Postage Point),
a matrix code (MAC) is formed for the individual key
messages. In order to generate the MAC, the signature
15 key KS is needed which, like the KTM, is imported
during the initialization of the crypto-card. The
signature of the data key messages is subsequently
carried out with this KS. The confidentiality‘of the
information during the transmission of the messages in
20 the Intranet of the Deutsche Post is thus secured
through the use of this strong cryptographic method. An
especially preferred method for the encryption and
decryption of messages is Triple DES (key length 168
bits). Hash values are preferably computed by means of

25 the SHA-1 algorithm.

The various periods of validity that exist at the
Postage Point and on the crypto-systems of the payment
assurance systems have to be taken into account for the
30 distribution and storage of the data keys. A maximum of
two keys KD have to be available at the Postage Point

at any given point in time, namely, one key that is



5 especially advantageous: a) Data keys are transmtted in encrypted form
with an unanbi guous key I D (key phase indicator), an anbi guous generation
counter and an end date for 10 the valid preceding data key. The
generation counter serves to distinguish erroneous nultiple |oading
attenpts froW@@8p48®91ldpdat es of the symmetrical datRCKBER004A80083ng
transaction security, see g)). 15 b) Eath transm ssion of a data key from
the value transfer center (Postage Point) should be acknow edged by the
central paynment assurance system by neans of a confirmation nessage. 20 c)

|1 the acknowhedgerens %IRQsi Linte. tNR Al a key has bean sucaegsiully

installed in all' local paynent assurance systens and can be 1ssuéd to
t he cust oner sensiragePCrpsiafengmoRbtnatrki $ochseenthgpgede&DLah.counter is
i ncreased by one for the transm ssion of a succeeding data key. d) If the
acknow edgenent is negative, the data key 30 has not been successfully

installed inIal khkocakchpayaenhodassvirakeR raxsbanerartesbaulsd ingt Ke§ | ssued
by the value transfer center to custoner systens meant for t-he production
of postage WOL8bokhe7xeY1 (BEraDE200W Ono0skey 17si hupobaitspacsocother wi se

there |5 a TL3ko8h-8ystRRS YL/AL NBalhetd ' IRARIEEFstbls! NoRgase. the
generation counter IS not
this key has successfully been imported by all of the
crypto-systems of the local payment assurance systems,
a release message of the 7ZinS central system is
10 generated and, as of this point in time, KDpew is used
for the encryption of new postage amounts in the
Postage Point. As of this point in time, the old KD
should be deleted from the Postage Point and should not

be used any more for the generation of new postage

15 amounts.

The situation is different with the crypto-systems of
the local payment assurance systems: since a downloaded
postage amount can be used for a predefinable period of
20 time of, for example, three months, in order to produce
postage indicia, there are several keys KD that have to

be available for verifying the postage indicia.

Moreover, when it comes to the distribution of the
25 keys, 1t should also be taken into consideration what
happens to keys that could not be imported into some of
the crypto-systems and could therefore not be activated
at the Postage Point. It is possible that these keys
were imported into other crypto-systems and, as a
30 matter of principle, should be taken into consideration

there during future verifications.



i ncreased by one for the transm ssion of a 5 succeeding data key, that is
to say, it remains at the value of the preceding transmssion. e) If there
is no acknow edgenent, in the interim the value transfer center (Postage
Point) cannot._ 10 start any further key transmi ssion to the central paynent

assurance sy¥@pl¢#0R1dentral) (such attenpts woul PCHPE2604/8€0083e

ignored by the paynent assurance systeh§ but should also be blocked in
the value transfer center). 15 f) If an acknow edgenent by the paynent
assurance systemis absent for a prolonged period of tine (tinme-out

exceeded), than dhgevaldee beansfes eMESFm(RRHAAS &0 MorLanyhicgger an
alarmvia 20 its direct or indirect user interface. g) As soon as a

crypto-card fééerded £lian Keysipnindelad eshal kegk talse wiath &eyshehat have
the sane ge i C val ue as the .mst recent 25 transm ssion. This
ensures t hat ,Q%lrnﬁﬁggge ;g#’é‘égfé%gr FE R R AT T and ess%%ﬂ,ok’é?g t hat
coul d previ oggkyuatiby bfoancegssing | pekbaded £ oREQ soE: ©fpw@t1owf ikhe
crypto-cards are ,deleted. This allows a transaction-secure key 30

transni ssi on®SR§CERL L Ke2 Y §PEBILANES in the | ocal paynent assurance
systens, a routine is invoked WD 2004/072911 PCT/ DE2004/ 000083 18

repeatedly, preferably regularly, especially daily, that deletes the data
keys that are noa) |Iagerkeeedede #Wratasmikeydi sndehergdtedli fioam with

an unambiguous key ID (key phase indicator), an
ambiguous generation counter and an end date for
10 the valid preceding data key.
The generation counter serves to distinguish
erroneous multiple loading attempts from desired
updates of the symmetrical data keys (ensuring
transaction security, see g)).
15
b) Each transmission of a data key from the value
transfer center (Postage Point) shoﬁld be
acknowledged by the central payment assurance
system by means of a confirmation message.
20
c) If the acknowledgement is positive, the data key
has been successfully installed in all local
payment assurance systems and can be issued to
the customers using PC franking.
25 In this <case, the generation counter is
increased by one for the transmission of a

succeeding data key.

d) If the acknowledgement is negative, the data key

30 has not been successfully installed in all local
payment assurance systems and should not be

issued by the value transfer center to customer

systems meant for the production of postage



advant ageous enbodi nent

the current system date.
10 key, a grace

post age i ndi W@28P407REd with an expired postage amRGT/DE2004/000083
recogni zed as being valid for two nore Hays after the end of their
validity when they are 15 checked in the area of the |ocal paynent

assurance system Moreover, a tine-lag between the production and the

in addition to Point g)) 5 when the end date stored
for the succeeding data key in the CKA END DATE attribute is smaller
i) Wien it conmes to the end date of the preceding
eriod (as short as possible) should be planned since

t han
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presented. by way of an exanple with the use of crypto-cards. WO
2004/ 072911" PCT/ DEZDERFOR0EB3 davarkest dthadl 11s the aay. i Atwiesrifse
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i nsofar as the

e) If there is no acknowledgement, in the interim,

g)

the value transfer center (Postage Point) cannot
start any further key transmission to the
central payment assurance system (ZinS central)
(such attempts would, of course, be ignqred by
the payment assurance system, but should also be

blocked in the value transfer center).

If an acknowledgement by the payment assurance
system is absent for a prolonged period of time
(time-out exceeded), then the value transfer
center (Postage Point) can trigger an alarm via

its direct or indirect user interface.

As soon as a crypto-card receives a data key, it
deletes all of the data keys that have the same
generation counter value as the most recent
transmission. This ensures that, in case of
error-related multiple transmission, keys that
could previously only be successfully loaded
onto some of all of the crypto-cards are
deleted. This allows a transaction-secure key

transmission.

On the crypto-cards in the local payment

assurance systems, a routine 1is invoked

uploadlng t he




manuf act urer has not al ready done so. The functionality of the firmare
was expanded by enbedded code (proprietary software routines) 10 and, for
security reasons, the PKCS#11-specific (Public-Key Cryptography Standards)

key routines i.qn, deletion, etc.) should be blocked for the user.
Thus, a highgﬁsg§§ﬁé2&hrity is ensured on the card. BGI/DE2POHPQG08A of

clusters (with several crypto- cards) eneration and storage of a | ocal
master key 20 LMK. The LMK should be distributed over at |east three
conponents of which two conponents are especially advantageous for
recreating or new yrepshtialliyzi ngremalds Ber veigeBa dsy, Predeeabhyly each of
the conponents is witten onto Smart 25 Cards wth le protection, whereby

the security adm rfidttat ofdatecdslrtes Siklet Gatte keyadditdtorare baekup
Smart Cards should 259,02 MdRiepubse-gguantlyy Ll dlpepves sahhe

above-descri bed master transport key user admnrstration
del etion of the defaivantzeeonstymaddimestr ahonddndidef icni Podntofy)he WO

2004/ 072911 PCT/ DE2004/ 000083 .2Q security adm nistrators includi ng the
requisitg’;L authentiéﬁﬁ?oﬁh?u?ﬁg g@ﬁﬁrF%ﬁFégbggédf%eQéH@FSFgéﬁgogaﬁg initia
signature key KS, jee@nahypth&n dRM apph NEATH the ¢ hep kdIM and sherage as a

file. The later copying of this fil® onto a
than the current system date.

i) When it comes to the end date of the preceding

10 key, a grace period (as short as possible)
should be planned since postage indicia produced

with an expired postage amount are still
recognized as being valid for two more days

after the end of their validity when they are

15 checked in the area of the 1local payment
assurance system. Moreover, a time-lag between

the production and the release of the new data

key also has to be taken into account.

20 Figure 2 shows an overview of areas of application of
the presented key management and its use in the area of
payment assurance. Moreover, preferred areas of

application are presented.

25 The application cases are described in greater detail

below.

Subsequently, details about the described key
management method'will be presented.

30
The described applications are presented by way of an

example with the use of crypto-cards.




di skette shoul d be possible (access to the file/diskette should only be
possible for the security admnistrators). 10 generation of a first
transport key KT, creation of the appertaining key nessage and storage of
the nessage in a file as well as later copying of this file onto a

di skette (ac¥¥320846BHlonly 15 be possible for the REIME20G4/000083

adm nistrators). Generating the transpol? master keys New transport naster
keys (KTM are preferably 20 generated in the manner described bel ow. The
| ocal master key (LMK) of an appertaining confirmation card serves as the

KTM For secpri-ty rgasons, e LK Shoulghibe dhw d@p_lfd;msﬂc@fdé,ea% three
conponents, of which at feast t wo” conponents are needed for

re-inportati dnit281likhedi adi thdualreeonforbet yadne stransdegn cemietrCasds,

wher eby each secur%tﬁ_adninistrator receives a SmartCard and secures it
with an indi Yf88&"' BN Keep- ing the PIN secret and storing the Snart Cards
in a safe 30 place is to prevent unauthorized persons frombeing able to
access them WO 2004/072911 PCT/ DE2004/000083 21 In order to inplenent the
transpor t2 mast er * keyzStahéps iogy eapef epaBgURa Y At afvo LK E8&Fonent s -

AR T T R iy
to be a Triple DESkeyufdbeur2nat thdbutroof alheakgy donsi sks.of Taetype
| dentification amj§ﬂhctionality of the firmware was expanded by
embedded code (proprietary software routines)
10 and, for security reasons, the PKCS#ll-specific
(Public-Key Cryptography Standards) key routines
(generation, deletion, etc.) should be blocked
for the user. Thus, a higher key security is
ensured on the card.
15

e definition of clusters (with several crypto-

cards)

e Generation and storage of a local master key
20 LMK. The LMK should be distributed over at least
three components of which two components are
especially advantageous for recreating or newly
initializing crypto-server cards. Preferably,
each of the components is written onto Smart-
25 Cards with PIN protection, whereby the security
administrators receive a SmartCard. In addition,
backup SmartCards should also be made. Subse-
quently, the LMK serves as the above-described
master transport key KTM.
30
e user administration: deletion of the default

security administrator and definition of the




unanbi guous nunber. 10 Type identification: KT Unanbiguous nunber: 01 to
99. Length: fix 4 bytes is filed as CK CHAR ]. 15 As a matter of

principle, various security mechanisns are suitable for ensuring that only
aut hori zed persons are able to carry out an exchange of the keys. The
enbodi nent d¥RPPYEE7A94 ow usi ng si gnature- keys, h(ﬂ?éE/EEZOOAHO%&Sﬁi cularly
advant ageous since it accounts 20 for 2kpecially high security against
mani pul ati on. The signature key secures the integrity of the key nessages.
It can also be used before the inport of the Kkey to ascertain whether the
sender of the key nR&sagesy 2adh$ntiBe rBest-a08 O ind NengePeratsgReof the
signature key should only be possible by a security admnistrator who is
regi stered via a Sdfth@irdicathien sholgsl b¥martGDES kasedhat has the
security attributes "sensitive' set to TRUE and "extractable' set to FALSE
in order to 30 prevent the key plain text from being discovered outside of
the card. The I D atdaridmaeioh tB€ key nonsisls §{gaatype | deptikication
and an unanbi guous nunber, WO 2004/ 072911 PCT/ DE2004/ 000083 22 Type

i dentification: KSR Gtous (WGAPEANI01 i-lmotheeKJith:and xSBOEHEES | s
filed as CK CHAR] ] I Or f e ; r - ag to be
wrapped with the K‘Ial\?l fﬁdﬂlirlté)‘l gﬂtﬁ e%té%%r% Jéﬁ(g ??I gﬁg% kg 8i ls)[zg?tg The

di skette has to be kigptethea slseulide be possible (access to the

file/diskette should only be possible for the

security administrators).

10
* generation of a first transport key KT, creation
of the appertaining key message and storage of
the message in a file as well as later copying
of this file onto a diskette (access should only
15 be possible for the security administrators).

Generating the transport master keys

New transport master keys (KTM) are preferably
20 generated in the manner described below. The local
master key (LMK) of an appertaining confirmation card
serves as the KTM. For security reasons, the LMK should
be divided into at least three components, of which at
least two components are needed for re-importation.
25
The individual components are stored on SmartCards,
whereby each security administrator receives a
SmartCard and secures it with an individual PIN. Keep-
ing the PIN secret and storing the SmartCards in a safe
30 place is to prevent unauthorized persons from being

able to access them.




pl ace and serves for the initialization of the crypto 10 server cards. The
integrity of the key file is ensured by a processing routine preferably
stored in the cards that is used for the wapping. Preferred attributes of
t he transpor&vke KS are 15 conpiled in the follomdﬂg table. Attributes of
t he transpor Q@iso‘}@p%éyAttri bute Value CKA |D KS EHREZ004/PQ083

unanbi guous nunber (KS01 to KS99) for 2Zhanbi guous designation of the key.
CKA LABEL Is not filled, corresponds to the default value of the hardware
at the time of the generation. CKA START DATE Date as of which the key is

supposed to be vabed itk ti léﬂggﬁﬂﬂhéOfﬁ§ﬁs%b§t5ﬂggtékeﬂeygy thersecurity
adm ni strator) CKA END DATE Date after which the preceding key is to be

del et ed. CKA2SENSIPH &/ TRUE Y CKAL EXTRAGTABL EWRPAL SBMK CKACKNCRYTE FRUE WD

2004/ 072911 . 000083 3 .. TRUE.The r om punber in
Che LBt ot EoTobp0Hds HEORES 1083 o R ERER gﬁ%@és%fzg:%l?’%p&a?ﬁgntogphe
crypto-servethat an automated implementation of a dual control

5 principle is carried out.

The KTM has to be a Triple DES key. The ID attribute of
the key consists of a type identification and an
unambiguous number.

10
Type identification: KT
Unambiguous number: 01 to 99.

Length: fix 4 bytes is filed as CK_CHAR[ ].

15 As a matter of principle, various security mechanisms
are suitable for ensuring that only authorized persons
are able to carry out an exchange of the keys. The
embodiment described below using signature’ keys,
however, is particularly advantageous since it accounts

20 for especially high security against manipulation.

The signature key secures the integrity of the key
messages. It can also be used before the import of the
key to ascertain whether the sender of the key messages
25 1is the Postage Point. The generation of the signature
key should only be possible by a security administrator
who 1is registered via a SmartCard. This should be a
TDES key that has the security attributes ‘sensitive’
set to TRUE and ‘extractable’ set to FALSE in ofder to
30 prevent the key plain text from being discovered
outside of the card. The ID attribute of the key
consists of a type identification and an unambiguous

number.




cards. A hash value (for exanple, by neans of SHA-1) is 5 fornmed for this
random nunber and it is used for confirmng the successful inport as well
as for releasing the transport key. The CKA ID and CKA LABEL attri butes
are to be filled as 10 CK CHAR All further attributes are defined in the
type via th&QrBMPTIVU | e. The signature key is encPGHIBR0OFOH0ABEe KTM
(=LMK, CKM KEY WRAP WEBSENTRY nechani s?3 and i s upl oaded onto 15 the
hardware on site like the LMK. The generation of the transport key will be
described below. 20 In this application case, a transport key including
the appertaining key nessage is generated. Preferably, the Kkey generation
modul e is configured in such as way that the generation of the transport
key and/ or ofYPReldgppéfiarihing k&P nessage can only be initiated by a 25
security adm;pi ¢hange i gi,erval should be one-or two years.
The transpowﬂiﬁ?%ﬁﬁ?urxgﬁbgg'aa?LDEg Etéy with the following attribute
settings: 30Lé&ngthbufex of biyhest Lanspoet key cKTcHE®AqLri bute Val ue WO
2004/ 072911 PCT/ DE2004/ 000083 24 CKA I D KT + consecutive unanbi guous
nunber (KTO1l to KT99) for unanbi guous designation of the key. CKA LABEL

Random val uethayrig: # heorl egh h 1y 64obYLSLPBL MRS it has to be
wrapped with the KTM and it is then stored as a file on

a diskette. The diskette has to be kept in a -secure

place and serves for the initialization of the crypto-

10 server cards. The integfity of the key file is ensured

by a processing routine preferably stored in the cards

that is used for the wrapping.

Preferred attributes of the transport key KS are

15 compiled in the following table.

Attributes of the transport key KS

KeyAttribute Value

CKA ID KS + consecutive unambiguous
number (KS01 to KS99) for
unambiguous designation of
the key.

CKA LABEL Is not filled, corresponds
to the default value of the
hardware at the time of the
generation. '

CKA_START_DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is specified
by the security

administrator)
CKA_END_ DATE Date after which the
preceding key is to be
deleted.
CKA SENSITIVE TRUE

CKA_EXTRACTABLE FALSE
CKA_ENCRYPT TRUE




generated using the PKCS#11 C CenerateRandom net hod. ' CKA START_DATE Date
as of which the key is supposed to be valid in the PKCS#11 format (is
specified by the security adm nistrator) CKA END DATE Date after which
the preceding key is to be deleted. CKA SENSI TI VE TRUE CKA EXTRACTABLE
FALSE CKAEN H®JR11 cKA DECRYPT TRUE The random REnHRE20047G0983 AREL
attribute serves to confirmthe succes¥ful inport into the crypto-server
cards. A hash value (for exanple, by nmeans of SHA-1) is 5 fornmed for this
random nunber and it is used for confirmng the successful inport as well
as for releasi h ort K ne CRATD and CRA LABEL ajtri butes
are to be fillem%gé;%?gk?%%gHAR [ %RU further attributes areldefined in
the type via the pkcsll.h file. The transport key is encrypted with the
KTM (=LMK, £ M KEY 3P, B§§NTB¥ rechanh sp) aa”cdc  JEesade A ng, 15 the
followi ng structure 1s for for thée ransnlsS|on ron t Ae Val ue transf er

center to theoséhtrmalthgaysmtdtesasalr dmge 13ty Sigtd %@&%ﬁ%@ﬁ&%&rver

PCT/DE2004/000083 25 Item Lengt Byte no. Designation EESCfIRtIOﬂ
cards. A hash value (f0r example, by means of SH

5 formed for this random number and it i1is used for
confirming the successful import as well as for

releasing the transport key.

The CKA_ID and CKA LABEL attributes are to be filled as
10 CK CHAR. All further attributes are defined in the type
via the pkcsll.h file.

The signature key is encrypted with the KTM (=LMK,
CKM_KEY WRAP_ WEBSENTRY mechanism) and is uploaded onto
15 the hardware on site like the LMK.

The generation of the transport key will be described

below.

20 In this application case, a transport key including the
appertaining key message is generated. Preferably, the
key generation module is configured in such as way that
the generation of the transport key and/or of the
appertaining key message can only be initiated by a

25 security administrator. The exchange interval should be

one or two years.

The transport key, in turn, is a TDES key with the

following attribute settings:
30

Attributes of the transport key KT

KeyAttribute Value




12 fl- f2 MsgType ldentification of the key nessage, constant "KT' 2 1
f3 Version Version of the structure of the nessage, 1 byte starting with
the value "01' 3 4 f4 - f8 KeylD ID of the transport key in plain text 4
4 f9 - f12 SigKeylD ID of the key wused for the signature 5 n-13 f13 - fni
Tr anspKeyEnc §@497%ﬂllt he ypt encryption (wrap) CBCT/R@29%(QQQ58|3t key 6
24 fn+l - MAC MAC for the key fn+24 nmedbage; is' forned in that an SHA-1
hash value is fornmed for the Fields 1 to 5 of the nessage, and this
hash value is encrypted with the signature key (CKM DES3 CBC PAD

mechani sm the I%Kﬁj&ﬂlllea up\Mtg& Z%&%&bcd%lve unambiguous

number (KT01l to KT99) for
unambiguous designation of
the key.

CKA LABEL Random value having the
length of 64 bytes that was
generated using the PKCS#11
C_GenerateRandom method.

CKA_START DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is specified
by the security

administrator)

CKA END DATE Date after which the
preceding key is to be
deleted.

CKA_SENSITIVE TRUE

CKA_EXTRACTABLE FALSE

CKA ENCRYPT TRUE

CKA DECRYPT TRUE

The random number in the LABEL attribute serves to
confirm the successful import into the crypto-server
cards. A hash value (for example, by means of SHA-1) is
5 formed for this random number and it is wused for
confirming the successful import as well as for

releasing the transport key.

The CKA_ ID and CKA LABEL attributes are to be filled as
10 CK CHAR [ ]. All further attributes are defined in the
type via the pkcsll.h file.

The transport key is encrypted with the KTM (=LMK,
CKM_KEY WRAP WEBSENTRY mechanism) and a message having
15 the following structure is formed for the transmission
from the value transfer center to the central payment

assurance system:



field 5). Subsequent to the further distribution, this transport key
nmessage is transferred to the ZinS central server. 5 The interface is
realized as a Session Bean, this service is |ooked up by neans of a nam ng
service (Javg{ and Directory Interface - JNDI ). The nethod for

2004/ 072911 @r/Z%E‘Z /@)00083 26 the transport shoulREEREE4/PH83
above-nmentioned data block. Mreover, 2he nessage is stored at the Postage
Point as 5 a file so that the security adm nistrators can later store it
onto one or nore diskettes that are to be kept in a safe place. The

di skettes are then used for the initialization of new crypto-server cards.
10 A preferpred enmhodinent for releasing the transport key wll be
expl ai ned belItem Thenytl Byte ansf ar DesighatsosoNf i guDeéscriptieh a Viay
that it can|rel egse whejtransport (key KT. In order to 15 release the
transport kepyKF1therersan—tnterface—via—whiech—the—ecentratl—vatue
transfer center dan el ¢adé ~tBes |traMdp@fyPkey gridentlfisatdpcassflul |y
been distrjbuted and sdiccessfully inported into|dlte keyalmegs@aeant
assurance slysteng (Zi nSjcrypto-systens). Owly 20 tdvma:cgalmtt h&T’el easq is the

appertai ni ng tyanspoyt_Key Used ~ubse\gbt;enx IYtne et o of |dat a
th
%ﬁsm q

keys (KD). | The iinterfag¢e is Tealijzed ervijce i s
| ooked up by nearls of a|naming sefvice. 25 The daF%I§FWﬁEFh t He
rel easing proceddre préferably has the fol | owi ngS&SR&%verls: yltteem Lengt
Byt e no. Delsi gnatli on Degcri ption starting with the
value ‘01’
3 4 f4 - £8 KeyID ID of the
transport key in
plain text
4 4 f9 - £12 SigKeyID ID of the key
used for the
signature
5 n-13 [ £13 - £u; | TranspKeyEncr | Result of the
ypt encryption (wrap)
of the transport
key
6 24 foer = MAC MAC for the key
fnr24 message; is’

formed in that an
SHA-1 hash value
is formed for the
Fields 1 to 5 of
the message, and
this hash wvalue
is encrypted with
the signature key
(CKM_DES3_CBC_PAD
mechanism, the IV
is filled up with
zeros; ID see
field 5).

Subsequent to the further distribution, this transport
key message is transferred to the ZinS central server.
5 The interface is realized as a Session Bean, this
service is looked up by means of a naming service (Java

Naming and Directory Interface - JNDI). The method for



h14fl - f4 KeylIDID of the transport key in plain text 2 201 f4 - f24
RandonmHash SHA-1 hash val ue WD 2004/ 072911 PCT/ DE2004/ 000083 27 of the
random nunber that was transferred as the LABEL attribute of the

transport ke ate Result of the encryption;' true = processing
necessary, &é?%é%&&2§ﬁﬁtake place false = proces§“ﬁBDﬁ89@“9W§@ ssful 4
128 26 - Message Detail ed nessage f15% about the error causes, or

detail ed success nessage The authentication of the key allocation system

of the paynent assurance system (Zi nS KeyManagenent systen) vis-a-vis the

PP KeyManagethat txysispoits snbuiled eupedt VidePasyRd aierd idhés Hata hash
value that is Lgined using the SHA-1 nethod fromthe LABEL attri bute of

t he

Moreover, the message is stored at the Postage Point as
5 a file so that the security administrators can later
store it onto one or more diskettes that are to be kept
in a safe place. The diskettes are then used for the

initialization of new crypto-server cards.

10 A preferred embodiment for releasing the transport key

will be explained below.

The value transfer center is configured in such a way
that it can release the transport key KT. In order to
15 release the transport key KT, there is an interféce via
which the central value transfer center can release
this transport key once it has successfully been
distributed and successfully imported into all local
payment assurance systems (ZinS crypto-systems). Only
20 through the release is the appertaining transport key

used subsequently for the encryption of data keys (KD).

The interface is realized as a Session Bean. This
service is looked up by means of a naming service.

25
The data structure for the releasing procedure

preferably has the following parameters:

Item | Lengt | Byte no. Designation Description
h
1 4 f1 - f4 KeyID ID of the
transport key in
plain text
2 201 f4 - £f24 RandomHash SHA-1 hash value




transport key. The LABEL attribute is filled wwth a random value at the
time of the generation of the transport key. Since the transport key and
all of its 10 attributes are encrypted during the transm ssion, only the
Zi nS crypt o- onpute the correct hash value. If the transmtted
hash val ue |§F¢é§%/§2% (ito the hash 15 value of the BET/DERROA/BY0G83r t he
LABEL attribute, whereby said hash valdie is |ocated on the Postage Point
WebSentry nodule, and if the transmtted processing status = true, then
the transport key is activated. WD 2004/072911 PCT/ DE2004/00Q083 28 This
means that pubsequently, the data]key nessages ar %fej}gyﬂg@g}nwth tlhe
transport key. Ajvariantl of this application casq gt ddad Ras S
processing js errloneous |(transmttied status = fal Stej?ansﬂé}rté?i% ase,| t he
status for fthis Key generation and key di strl but ot oco | ed [and t he
appertainin transport [key is delleted accordi nglly thL rtr ed exanpl e
of a generation df new data keys ils shown bel ow th]il‘rﬁ 3%1 ftidn case,
a data key jincluding the appertailning key nessacetliasnst%’%r eé’d
Preferably,| ti®e |15 key|{all goati on systemits COI’IfIR};}gﬁd: id¥ $eh a way t hat

this action can gnly bejinitiated|by a security lroehtor Thi § shoul d
be done evefy thrlee nonths. |f a|data key KD is Zd%h whi ch
no feedback (rellease on error) has yet been recuve 0 e cgntral
paynent assjurancg system (Zi nS central systen), eneration of new
KDs is blocked uyntil the feedback has been recei \éeaizse C% Teke
false =
processing not
successful
4 128 £26 - Message Detailed message
£153 about the error

causes, oOr
detailed success
message

The authentication of the key allocation system of the
payment assurance system (ZinS KeyManagement system)
vis-a-vis the PP KeyManagement system is carried out
5 via Parameter 2. This is a hash value that is formed
using the SHA-1 method from the LABEL attribute of the
transport key. The LABEL attribute is filled with a
random value at the time of the generation of the
transport key. Since the transport key and all of its
10 attributes are encrypted during the transmission, only
the ZinS crypto-server can compute the correct hash

value.

If the transmitted hash value is identical to the hash
15 value of the KT computed for the LABEL attribute,
whereby said hash value is located on the Postage Point
WebSentry module, and if the transmitted processing

status = true, then the transport key is activated.



The data key (KD) serves for the encryption of certain 25 matrix code
contents and al so ensures that no valid postage indicia can be produced
for which no paynment has been made to the postal service provider. This

data key se rify the digital postage indicia at the ZinS

crypt o-serveWéfE%‘@O@tlé keys are |ikew se TDES 30 k&¥</PE300449Q0082ner at ed
using the PKCS#l 1 function C GenerateKdy and that have the foll owing
attributes: Attributes of the data key ED WD 2004/ 072911 PCT/ DE2004/ 000083

29 KeyAttribute Value CKA ID Consecutive unanbi guous nunber (e.g. 01) for
unanbi guous Tebs gnesnontét btbsk&giehtiNodheadptef k&Y mes8bHESPARES tO the
key phase indicator that is encoded in the postage indiciumand in the
Post agel D. CRACTYRERD 1¢itipythe EraRPROrBnkeBunter for sinplified del etion
of keys in the ZinS crypto- systens that could not be activated Bytes
2-65: random value having the length of 64 bytes that was generated
usi ng t he PKES#HEIr GirGenerfat €éKdys mapbdd.ca tCkf SEARE DARE sat eids phewhi ch
t he key %s sqggosed to.be valid in the )
: processing 1s erroneous (transmitted status = false).
In this case, the status for this key generation and
key distribution is protocolled and the appertaining

transport key is deleted accordingly.

10 A preferred example of a generation of new data keys is

shown below.

In this application case, a data key includihg the
appertaining key message is generated. Preferably, the
I5 key allocation system is configured in such a way that
this action can only be initiated by a security
administrator. This should be done every three months.
If a data key KD is in circulation for which no
feedback (release or error) has yet been received from
20 the central payment assurance system (ZinS central
system), then the generation of new KDs is blocked

until the feedback has been received.

The data key (KD) serves for the encryption of certain
25 matrix code contents and also ensures that no valid
postage indicia can be produced for which no payment
has been made to the postal service provider. This data
key serves to verify the digital postage indicia.at the
ZinS crypto-servers. The data keys are likewise TDES
30 keys that are generated using the PKCS#11 function
C_GenerateKey and that have the following attributes:

Attributes of the data key KD




PKCS#11 format (is filled wth the current date) CKA END DATE Does not

i ndicate the end of the validity of the key itself but rather the end of
the validity of the predecessor The date after which the precedi ng key
is to be gékﬁﬁfho SENSI TI VE TRUE CKA EXTRACTABLE FALSE CKA ENCRYPT
TRUE CKA 4H®321The val ues for the CKA I D att PAIPE2QHH0Q0R83
generation counter are prescribed by t¥e system The CKS IDis always
counted upwards by one, whereas the generation 5 counter is only increased
when the key rel ease has been successful. The CKA I D and CKA LABEL

attributes are {o K CHAR T ] rther atiributes are
defined in the fype Via T#’np n%ql h file V\I)Aglﬁg)if%ﬂ?ZQll PCT/ DFE2004/ 000083

30 The randon1njﬂﬁBLIDn the LABEL abhskebutte veeivmambtiguotsnf i rm | he
successful inpoft into the cryptorsempet (eagdso1A Wagh value ip fornmed (by
means of SHA-1)|for 5 this randon1uggﬁg&ggggsl@ebggﬁggqohobfconflrning t he
successful inport as well as for ghga§bgg %g%hoh%agsgg%%lggy The
generation of alnessage for the e % ??gwpg faheo 1 Eggsa somewhat

at d

nore conpl ex angd consists of the ence: la key is
encrypted with the KTM (=LMK oF BHAL % enco
the postage indicium and in

the PostagelID.

CKA LABEL 1st Byte: Generation counter
for simplified deletion of
keys in the ZinS crypto-
systems that could not be
activated

Bytes 2-65: random value
having the length of 64
bytes that was generated
using the PKCS#11
C_GenerateKey method.

CKA START_ DATE Date as of which the key is
supposed to be valid in the
PKCS#11 format (is filled
with the current date)

CKA_END_ DATE Does not indicate the end of
the validity of the key
itself but rather the end of
the validity of the
predecessor. The date after
which the preceding key is
to be deleted.

CKA_SENSITIVE TRUE
CKA_EXTRACTABLE FALSE
CKA ENCRYPT TRUE
CKA DECRYPT TRUE

The values for the CKA ID attribute and the generation
counter are prescribed by the system. The CKS ID is
always counted upwards by one, whereas the gengration

5 counter is only increased when the key release has been
successful. The CKA ID and CKA_LABEL attributes are to
be filled as CK CHAR [ ]. All further attributes are
defined in the type via the pkcsll.h file.



CKM KEY WRAP WEBSENTRY nechanism. This has the 15 advantage that all of
the attributes of the key (anong ot hers, CKA EXTRACTABLE=fal se) are
concomtantly encrypted and are set correctly again at the tine of the
decryption. Wth this encrypted byte sequence, an interimnessage with the
20 fol | owi ngW& 242811 s formed: Structure of an intPQrTi/lﬂE?w@%"éwgS?r or data
key KD Item Lengt Byte no. DesignatioBODescription h 1 n fl - n

Dat aKeyEncryp Result of the t encryption (wap) of the data key KD with
the special WbSentry nechanism (key KTM 2. The interimmnessage, in
turn, is encrypted with the active transport key KT nmaking use of the 25
CKM DES3 CBC PAD nechanism (the initialization vector [Vis filled with
zeros). WO ZDoR/ GRPSEM PCYMPEZOOUR 0 GiG3LABEL 3 2 tTthel s age rvie shet ©

di stributed i nd, L he _f ol l.ow S ct e St e of the
di stributi onéérr%fsg%rggqtk%r dst%ée(:éd]g gulieémp%t H@?ﬁj Lt(g?\l:::;ét Cg{f%t%o%g&%gnat I on
Descri ption dards 2 Al hash2 ieHgiBy pes | denhedli ¢l aradfs dhesHmeyl nessage,

constant _ KT' |, , , .
5 this random number and it is used for confirming the

successful import as well as for releasing the

transport key.

The generation of a message for the exchange of the
10 data key is somewhat more complex and consists of the

following sequence:

1. The data key 1is encrypted with the KTM (=LMK,

CKM KEY WRAP WEBSENTRY mechanism). This has the

15 advantage that all of the attributes of the key
(among others, CKA_EXTRACTABLE=false) are
concomitantly encrypted and are set correctly again

at the time of the decryption. With this encrypted

byte sequence, an interim message with the

20 following structure is formed:

Structure of an interim message for data key KD

Item | Lengt | Byte no. Designation Description
h
1 n fl - n DataKeyEncryp | Result of the
t encryption (wrap)

of the data key
KD with the
special WebSentry
mechanism (key
KTM)

2. The interim message, in turn, is encrypted with the
active transport key KT making use of the
25 CKkM_DES3_cBC_paD mechanism (the initialization vector

IV is filled with =zeros).




2 1 f3 Version Version of the structure of the nessage, 1 byte starting
with the value "01' 3 1 f4 KeylDID of the data key in plaintext 4 2 f5
- f7 KeyGeneration Generation counter in plain text e.g. ‘01' 54 f8 -
f12 Si gKeyl D_]| f the key used for the signature - KTID |

the f16 tran%?&)‘l@ 91ysed for the encryption of tr?@T/Dﬁtz@ﬁ)‘VﬂQQ?@%sage 7 n
f 16 - fn Hel perMsgEncr Result of the s3lypt encryption of the interim
nmessage 8 24 fnl+l - MAC MAC for the fnl+24 interimnessage; is formed in
that an SHA-1 hash value is gener- ated for the Fields 1-7 of the
message and this hash value, provided with the signature key

3. The message to be distributed is formed and it has

the following structure:

Structure of the distribution message for the data key

KD
Item | Lengt | Byte no. Designation Description
h
1 2 f1 - £2 MsgType Identification of
the key message,
constant ‘KT’
2 1 £3 Version Version of the

structure of the
message, 1 byte
starting with the
value ‘017

3 1 f4 KeyID ID of the data
key in plain text

4 2 £f5 - £f7 | KeyGeneration | Generation
counter in plain
text, e.g. ‘01’

5 4 £f8 - f12 SigKeyID ID of the key
used for the
signature

6 4 f12 - KTID ID of the

flé transport key

used for the
encryption of the
interim message

7 n f16 - f, | HelperMsgEncr | Result of the
S ypt encryption of the
interim message
8 24 faiv1 - MAC MAC for the
fni+2a interim message;

is formed in that
an SHA-1 hash
value is gener-
ated for the
Fields 1-7 of the
message and this
hash wvalue,
provided with the
signature key




WD 2004/ 072911 PCT/ DE2004/ 000083 32 (CKM DES3 CBC PAD nechanism the IV

is filled with
the data key nessage is transferred
ser

central
onto one or
they can be
10 The adva
| ess ci pher
consequent |
15 For purp
mechani sm a
protocol | ed
in such a
distributio
of the | oca

appert ai ni ng dat a key subsequently used for the encryp

B s Postagecdici a and

i'S encoded in

crypto-stri

then the appertalnlng&ﬁgﬁgl?denﬁ
identificatfon i hfiptheti odiRastiagel Bh Ofoposhagezlns

t he

10

15

20

25

zeros; IDsee field 5), is

for further

is stored by the securi

ﬁ@?%oﬁ?éﬁgﬁ?es that have to be kept in dﬂigiﬁﬁg&kﬁﬁ
used for the initializati of new Zi nS crypto- server

nt age of the double encryption of the nmessage content is

text has to be transmtted to the KTIMvia the |Intranet

encrypted. 4. Subsequen

S

y, cryjpto- analysis of [this key is rerdexedpey3dchedrone dif
bses of reledsing the data key KD, an |imd&{draican, ank awpr
e prgvi ded by neans off which the rel elasseflojlécheﬂlqg{a ke

The [centrall paynent fassurance systegéf%énegﬁﬂgggy con
way that the|data key i|s only rel easeq af % %? succe
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central
server. Moreover, it is stored by the security
administrators onto one or more diskettes that have
to be kept in a secure place so that they can be
used for the initialization of new ZinS crypto-

server cards.

The advantage of the double encryption of the message
content is that less cipher text has to be transmitted
to the KTM wvia the Intranet and consequently, crypto-
analysis of this key is rendered much more difficult.

For purposes of releasing the data key KD, an interface
and a protocol mechanism are provided by means of which
the release of the data key is protocolled. The central
payment assurance system is preferably configured in
such a way that the data key is only released after the
successful distribution and successful import of a data
key into the crypto-systems of the local payment
assurance systems. Only through this release 1is the
appertaining data key subsequently used for the encryp-
tion of crypto-strings that are to be incorporated into
the postage indicia and then the appertaining key
identification information KeyID is encoded in the
identification information

(PostageID) of postage

amounts.

tly,

distribution to the Zi nS
rators

o that
cards.
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ficult.
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amounts. WO 2004/ 072911 PCT/ DE2004/ 000083 33 The interface is realized via
CWEB (conputerized work nanagenent systens) between the central paynent
assurance systen1(ZinS central) and the |ocal paynment assurance system

(ZinS local ) ywih ﬁ@’ﬂé iransfer 5 center (Postage Po?ghhggsgpﬁﬁﬁbggs t he

I nformation V|a appropriate bean. The data stru

rel easi ng procedure has the follow ng ntents: Structure of the nethod for
rel easing data keys KD Item Lengt Byte no. Designation Description h 11
fl1 KeylD ID of the data key in plain text 2 20 f2 - f22 RandonHash SHA-1

hash val ue ofhehéntandere rmbezatlhaedwesa CHAMSS niddrerhtasri 41de LABEL
attrlbute of gﬁg e%%} %y 3.1 f§3 B ate Result of the §§pcrypt|on true
processi ng - shEEesst Y$&FB5 SreRe  Hhececepir P&3#8RREsi ng not
successfull%ééﬁkéﬁée sb@&éﬁgq2@ﬁ§“ééﬁkﬁ§§§agﬁd the local payment
assurance system (ZinS 1local). The wvalue transfer
5 center (Postage Point) PP receives the information via
the appropriate bean. The data structure for the

releasing procedure has the following contents:

Structure of the method for releasing data keys KD

Item | Lengt | Byte no. Designation Description
h
1 1 fl KeyID ID of the data
key in plain text
2 20 f2 - £22 RandomHash SHA-1 hash value

of the random
number that was
transmitted as
the LABEL
attribute of the
data key

3 1 £23 State Result of the
encryption:.

true = processing
successful,
release can take
place

false =
processing not
successful

4 128 £23 - Message Detailed message
£151 about error
causes, or
detailed success
message

10 The authentication of the key allocation system of the
payment assurance system vis-a-vis the key allocation
system of the value transfer center PP is carried out
via parameter 2. This is preferably a hash value that

is formed using the SHA-1 method from the LABEL




f 151 about error causes, or detailed success nessage 10 The

aut hentication of the key allocation systemof the paynent assurance
systemvis-a-vis the key allocation systemof the value transfer center PP
is carried out via parameter 2. This is preferably a hash value that is
formed usi ngMh20@H¢2P1ket hod from the LABEL WD 2004/REAZDE2004/000083

PCT/ DE2004/ 000083 34 attribute of the Hata key. The LABEL attribute is
filled with the randomvalue at the tine of the generation of the data
key. Since the data key and all of its attributes are encrypted during the

5 transm ssi ope r§BG+EOr s ECl HIASRaVYAl UReGaN PRLY IRGBEICORRYLEG Uk t A

crypto-server of the paynent assurance “system |f the transmtted hash
value is idehilted teithe tlash randeml ueadfiet het Kirhichatt ives lbdentB6énput ed

for the LABEL _attribute_and is | ocated an the Post Ppi nt - \\eb try
nodul e, and ‘?‘Fn?ﬁ@£f?ﬁn8ffri it?‘gd PG & g TG UShE ggfﬁe,ge¥h3}r/ll\gt ggﬂdata key
I's activat edofTh!iStgearascﬂb@but%@seqwtl)é,ndn?ot:émpt dgkinggs the the
postage 15 indicial/ postage anounts are encrypted with this data key. Wen

a data kéy israpemiasd®nt hdhfeneoaiett dof eV adfuq h€adi gRELT ePRey is
rcneaaeg Te B RuLAY P, S ARE LML SRR E Beblrslee 20
status for thystéey generation and key distribution is protocolled and the
appertaining data key is correspondingly deleted on the card. In
If the transmitted hash value is identical to the hash
10 value of the KD that has been computed for the LABEL
attribute and is located on the Postage Point-WebSentry
module, and if the transmitted processing status =
true, then the data key is activated. This means that
subsequently, the crypto-strings for the postage
15 indicia/postage amounts are encrypted with this data
key. When a data key is activated, the generation

counter of the signature key is increased by one.

A variant of this application case exists if the
20 processing is erroneous (transmitted status = false).
In this case, the status for this key generation and
key distribution is protocolled and the appertaining
data key is correspondingly deleted on the card. In
this case, the generation counter is not increased by

25 one.

Preferably, the key allocation systems contain a status
memory to store the executed key generations. As long
as no feedback has been received from the central
30 payment assurance system (ZinS central system) about
the executed key distribution, the status is displayed
as open. After the successful feedback and

distribution, the key is designated as having been



this case, the generation counter is not increased by 25 one. Preferably,
the key allocation systens contain a status nenory to store the executed
key generations. As |long as no feedback has been received fromthe central
30 paynment assurance system (ZinS central systen) about the executed key
di stributi onWQPRO4QZRNE i s displayed as open. AftePGTHBEZQROOB3I
feedback and distribution, the key is 3 esignated as having been WO

2004/ 072911 PCT/ DE2004/ 000083 35 activated. In case of error, the
transmtted status nessage is displayed. In case of errors or the

prol onged absepceapbaa ﬁﬁ{eéﬁgenﬁﬂ§aggro§0 efﬁgrtrkgﬁﬁﬁkkgﬁii aEQthne I's

invoked. 5 It is advantageous to performan archiving of the keys.
preferred arehbsagg ofist hdikpismyedt helmr ezané tdE emroestransfehecenter
will be descr] bgd bel ow., I n_order 0 secyre the ke t he securit¥

t ;
adni ni st r at dt* ¢aR™26%t aPE AT Sr 8fi vAngt§ ﬁé??on’“?ﬁé?‘ggnc@/ﬁt SafProf the

keys (exceptifwsstdddt 1ok hrohie KIM § OM KEYGWRAP  WEBSENTRY nechani sm) and
returns them These keys should be securely stored in the database or in a

secure fille systemarea. 15 After the successful archiving, all of the keys
R R s LR e LA
t he area of A herefibneedt raandfieriraend£r tRB -kdys t hat thbe aafeGhiofedt key dat a
I's decrypt evdalax?eaitnragrygl\?l\érapgeer?%e?nvgils{ O}geeddgsnc}::?gega]ggio;heln order
to secure the keys, the security administrator can
10 start an archiving function that encrypts all of the
keys (except for KTM) with the KTM (CKM_KEY_WRAP_
WEBSENTRY mechanism) and returns them. These keys
should be securely stored in the database or in a
secure file system area.
15
After the successful archiving, all of the keys are
deleted that have exceeded their initial validiﬁy date

by more than six months and are no longer active.

20 Keys are restored - especially in the area of the value
transfer center PP - in that the archived key data is
decrypted again (unwrapped) and stored on the card. The

mechanism used is once again CKM KEY WRAP WEBSENTRY.

25 After a key has been decrypted, a key with the same key
identification information KeyID that already exists on

the card is deleted.

Through special security measures of the WebSentry card
30 and through the distribution onto several SmartCards,
the master transport key KTM is reliably secured

against being compromised.



mechani sm used.i s once again CKM KEY WRAP WEBSENTRY. 25 After a key has
been decrypted, a key with the sane key identification information KeylD
that already exists on the card is deleted. Through special security
nmeasures of the WebSentry card 30 and through the distribution onto
several Smar WEARYM/O729hL" master transport key KTM i s PCA/PEBPGA/QQI083 ed

agai nst bei ng conprom sed. WD 2004/ 072$61 PCT/ DE2004/ 000083 36 | f
nevert hel ess an exchange of the master transport key is to be made, then
anal ogous to the application case involving an initialization of a

"crypto-car di f (FE&ereheDe¥s KIM agchBhbeasrNeWeShaBaEYr ErkR¥Portr REFPOr L
keys 5 and data keys have to be generated. The prior KTMremains on the

card as a solZaFPe®e Tgslavanthenkanahaonus te Bhcapmppicat 8y @efeted by
t he SeCUf'tyi39819i§§r$hoﬁn'{9aﬁﬁ%% VS do l%;‘ég é%bﬁ f@”O(P%P? gey
| F'b&"d be he a al so

al l ocation system escribe OW. esen ion applies
to applicatiomes KiMahkls aredds of hée pagnemtireassyrgncersyspem Rays is

especi al |y adv qia eous if 15 individual conponents are inplenented

pr ef er abl i%ngh ata keydrhave toche geymERtedssurance systemor of the
central paynent assurance system However, use in each of the other
paynment assurance systemis |ikewi se possible. 20 A first application case
i's the initiBhézatiionr okKTMhereoryiptso- car dche tderdr es oé tde- payhedt

assurance sy&égﬁgnt LMK” and has to be appropriately deleted by

the security administrator.

10
Preferred application cases of the key allocation
system will be described below. The presentation also
applies to applications in all areas of the payment
assurance system. This is especially advantageous if

15 individual components are implemented preferably in the
area of the local payment assurance system or of the
central payment assurance system. However, use in each
of the other payment assurance system 1is likewise
possible.

20
A first application case is the initialization of the
crypto-card in the area of the payment assurance

system.

25 In order to initialize the crypto-card, the following
basic configurations are to be undertaken, whereby most
of the functionality can be managed via a management

tool (WebSentryManager) :

30 * installation and configuration of the card,
uploading the card firmware, insofar as the
manufacturer has not already done so. The

firmware contains the Embedded Code (proprietary



25 In order to initialize the crypto-card, the follow ng basic
configurations are to be undertaken, whereby nost of the functionality can
be managed via a managenent tool (WbSentryManager): 30 installation and
configuration of the card, wuploading the card firmvare, insofar as the
manuf act ur er MEa2004072911k eady done so. The firmare PSH/BERASO4/GWOBIbedded
Code (proprietary WO 2004/ 072911 PCT/ DE2004/ 000083 37 software routines)
(the latter functionality is integrated into the WbSentryManager)
definition of clusters (wth several crypto- 5 cards) (WbSentryManager)

i nport of the t_ranw&ww@f»‘asu{sﬁxegKThs(khesq%tﬁ@xpagéﬁ@tméi%i99 case
(functionality is provided by the WebSentryManager) 10 user

admi ni stration: deligtiegragfed hientdefthe tWelssmiriyWeareygmi st rat or and
definition of the security admnistrators including the requisite
aut hentication rules (SmartCard-based) 15 Generation of two “"normal" users

(one for key verifdecmin DHibnongt f en uk@edPQLtikHt habveattihadk gt bhensel ves
via a predefined PIN. The functionality of the user admnistration is
| i kewi se 2provi ded ISEndfe VEtERSRNSNBRIRIST)20 i nport of the signature keys
(KS); see separate application case inport of the transport keys (KT);
see separate 25 application case

* import of the transport master key (KTM), see

separate application case (functionality is
provided by the WebSentryManager)

10

* user administration: deletion of the default
security administrator and definition of the
security administrators including the requisite
authentication rules (SmartCard-based)

15 Generation of two “normal” users (one for key
verification / one for key import) that
authorize themselves via a predefined PIN.

The functionality of the user administration is
likewise provided by the WebSentryManager..

20

* import of the signature keys (KS); see separate

application case

* import of the transport keys (KT); see separate

25 application case

¢ optionally also import of the data keys (KD);
(likewise see their own application case)
insofar as they have already been generated.
30
Here, the keys have to be imported in the above-defined
sequence. The card can be initialized at a central

place, whereby the complete crypto-system computer has



optionally also inport of the data keys (KD); (likew se see their own

application case) insofar as they have al ready been generated. 30 Here,

the keys have to be inported in the above-defined sequence. The card can
entral place, whereby the conplete crypt stem

[ e KSYS N ¢
cgn%ﬂle:ahggagQSQE@Qi%&égll PCT/ DE2004/ 000083 38 toIHEWDﬁﬁgﬁﬂ&N%éa and

subsequently has to be sent. This is b¥cause the WbSentry card del etes
the internal nmenory as soon as it is pulled out of the PCl slot. 5
Preferably, the transport naster key can only be inported by at |east two

security adntaiBsérahotsathgedhava kosakhyehdet hhisedot bemsehyesTvis- a-vis
the crypto-systemby neans of a SmartCard reader and the associated
Smart Cards. bie hesathee i #p6r t UabSept rvhecked DRlehgst fihe kiyternasnly be

i mported ontp.t card in . he.du t i pELP LS means that
at | east tmoeo$P¥h%éFfﬁ?%rgFe%?eagS L%?ggrégktﬁgtE&%rgeéeggégfed in the
application case "transport naster key" are needed for the inport. 15

Since th ter transport key KTM can only be | oaded onto the card using
bot h Srras’t ﬁﬂ%fﬁﬁa%giﬁme% kPSR s TRISESF othX eF2T t Oi“ﬁyengﬁr ed t hat

this key canimgplyele pynsial heds@ntiq,d hee£atd e ysinghidies dupd o conihel 20
principle. This providés a very high |evel of “protection against the key

bei ng breacheaveThigchddgt i driekdnt yfiedprbhieded Iwies t hal sradrayésentheool
JebSent 1y MROSE L o 10U S L TR APTROL L OYle TRKERa Lhca?d ROSRIY! CuAQ LREC @
associated SmartCards. Due to the importance of the key
10 KTM, this key can only be imported onto the card using
the dual control principle. This means that at least
two of the PIN-protected SmartCards that were generated
in the application case “transport master key” are
needed for the import.
15
Since the master transport key KTM can only be loaded
onto the card using both SmartCards and since the key
use 1s PIN-protected, it is ensured that this key can
only be installed onto the card using the dual control

20 principle. This provides a very high level of

protection against the key being breached.

This functionality is provided via the management tool
WebSentryManager. This management tool makes it
25 possible to load a so-called local master key (LMK
corresponds to the KTM described in this concept) via
SmartCards and to store them in a secure storage area

of the card.

30 It is especially advantageous to distribute the LMK
onto three SmartCards, whereby all three parts are

needed in order to import the LMK onto the crypto-



corresponds to the KTM described in this concept) via SmartCards and to
store themin a secure storage area of the card. 30 It is especially
advant ageous to distribute the LMK onto three Smart Cards, whereby al

three parts are needed in order to inport the LMK onto the crypto WO

2004/ 072911 BE208H0T41000083 39 hardware. In this RCHDE2AO4E083urity
adm nistrators are needed for inportingdPthe master transport key KTM The
signature key ensures the integrity of the key 5 nessages; it can al so be
used before the inport of the key to determ ne whether the sender of the

key message nhsalilieevalie i 20SEEGecCRSed POStage, POLA ni Thgargignat ur e

key can be generated in different ways, er eby exanpl es presented
here are espeacteahtgddd advamnmpgebtiusg The appertraitmangpley keys&FM.is stored
by the adm nistrator onto a diskette and, through this application case,
is inmported onto a crypto-card of the paynent assurance systemthat is to

be initializede kbidrnnoider ket | BROUkelsher k&Y i dthey keyy MBES agee skered on
the diskette is decrypted with the master transport key KTM (PKCS#HI |
functi on T_URSPEPISEKMLKEFaMRAR A\EBSENEYY beBehantba) impheti afedhicty of

-the key ness i_call .S _koutin I with 20
this KeylD aﬁggagé g%?%?ggkft%#gxg%%gggﬁgﬁ$¥@égél%%egbe ESV %ﬁgs ?%ther
transport ofisheche anvgard kewnsmsasagesntdihe (Perawargef pPoiatgent Tak paynent
assurance s sten1§rovides an interface via which the distribution 25 and

the subsequeRtIPABYTE i KBE PR cifpt §SORAERI ofiD t Aé TERESA Ul YPacal
payment assUFRBEELTYSERES LahPEes! Hid M ®bed here are especially

10 advantageous. The appertaining key message is stored by
the administrator onto a diskette and, through this
application case, is imported onto a crypto-card of the

payment assurance system that is to be initialized.

15 In order to import the key, the key message stored on
the diskette is decrypted with the master transport key
KTM (PKCS#11 function C_Unwrap, CKM _KEY_ WRAP WEBSENTRY
mechanism). The integrity of the key message 1is
automatically checked by this routine. If a key with

20 this KeyID already exists, it is subsequently deleted.

For the further transport of the transport key
messages, the server of the central payment assurance
system provides an interface via which the distribution
25 and the subsequent import into the crypto-systems of
the individual local payment assurance systems can be

initiated.

The interface 1is realized as an RMI service. This
30 service 1is looked up by means of a naming service
(JNDI). The distribution is carried out via the CWMS
(computerized work management system) used for the

distribution of the P/N list.



The interface is realized as an RM service. This 30 service is |ooked up
by nmeans of a naming service (JNDI). The distribution is carried out via
the CWWB (conputerized work managenment systen) used for the distribution
of the P/N.list. WD 2004/072911 PCT/ DE2004/ 000083 40 If a new di stribution
job is creatW® 2QM4O7R8YI nessage is forwarded to al | PEI/REA0G4RA08HT | y

regi stered crypto- systens and a protoddl entry is witten for each case. 5
The managenent of the crypto-systens is carried out via an application
case of the paynent assurance system The receipt of new key messages is
checked at the individual crypto-systens by an InportController at 10
regular intervals (as a function of the distribution nechanism Wen a new
message i s rktedvady distrdppitiicat i ovb casecrienped; thhendpriy tM&eyages
automatical ly_ launched. . The returp value of this actio i d. If a
negati ve fee a% rvi’asr#iee etlc\)/e , t%gntgiSC]tlﬁ)ée? %rfe%ﬁg%?aiép§é%§at ed up
to three tinegstdris tdwedi APprbtosost iehlt Myoti PassSidden afdered dif eeasat t enpt s,
then a protocol nessage about the failure is sent to the ZinS central

syst em ( OncelRRydranageneyn dhinehe oRr ¥PtOneY s E s pbe t CHeERaRi QRF. V1 the

| TpOrL Vas | AMCgasEiUle1dh ROS T YE DRONOERoIESSa0E Aol Salietkn The pr of 0co

nmessages are processed centr y via i i cation case "protocol key
processing". The release 25 of the transport key is also triggered

accordingly._The inpart of .the transport keys is,either carried out by a
security adm it sEESEIP WhB T rﬁ?‘f’aﬁi esPEREAEEFPt b SPaH N ittgh%r el se

this inport jsqivigastedt3best opBtemal Iy bunt hendsPOCHLRRLIAKIEra0f the
key 10 regular intervals (as a function of the distribution
mechanism). When a new message 1s received, the
application <case ‘“import transport key” 1is
automatically launched. The return value of this action
is checked. If a negative feedback is received, then

15 the import attempt is repeated up to three times.

If the import is still not possible after three
attempts, then a protocol message about the failure is
sent to the ZinS central system (once again as a
20 function of the transport mechanism). If the import was

successful, a positive protocol message is issued.

The protocol messages are processed centrally via the
application case “protocol key processing”. The release

25 of the transport key is also triggered accordingly.

The import of the transport keys is either carried out
by a security administrator who initializes the crypto-
system on site or else this import is triggered
30 automatically by the ImportController of the key
distribution when the ImportController receives a new
transport key message. The key is preferably imported

according to the following process steps:




di stribution when the InportController receives a new transport key
nmessage. The key is preferably inported according to the follow ng process
steps: WD 2004/ 072911 PCT/ DE2004/ 000083 41 1. A registration on the card
is carried oyt with the |ID and PIN belonging to the Kelyl ort user. 5 2. A
hash val ue | ¥Q8P0@7291 Fields 1 - 5 of the transpdl@ /ng()%@@%)éé usi ng
the SHA-1 nethod. 3. The signature key 4ls ascertained that owns the KeylD
that was indicated in Field 4. 10 4. This key is used to encrypt the hash
val ue formed wunder Point 2 (CKM DES3 CBC PAD nechani sm the

initialization vector IVis filled wwth zeros) and conpared to Field 6. If
these two values match, the 15 integrity is ensured and it is assured that
the messagelwas?crediafirpyirheorCticaanty syscarrisd dhe ebhbhehbeof Fiel d

5 of the message;hs C t j t M (C Unw apKey pet hod, 20 CKM
KEY WRAP WEBSE %@@%ﬁ?ﬁ??%iﬁgrg‘?ﬁ? {(%%P%%%%p%%{ & transport key
object is generated automatically and stored on the card. In addition,

t he nmech i5£1once aggin inpliqitl¥ checks the_integrity of the key as
vel | as the torrlechasdnderluers s tormgdidipy FhedRs sane ReydD &lfeady

exists on the carghshdrt Skde! RLELaqd & HAS _ d for the LABEL
attribute of 30 the?%eaﬁy ?ﬁporte%g{eggﬁggngh%ﬁ%ﬁﬁk&f%éﬁgt od and this is

returned together with the KeylD and the positive nessage as the return
val ue. 3. The signature key 1s ascertained that owns the
KeyID that was indicated in Field 4.
10
4. This key is used to encrypt the hash value formed
under Point 2 (ckM_DES3 cBCc_PaD mechanism, the
initialization vector IV is filled with zeros) and
compared to Field 6. If these two values match, the
15 integrity is ensured and it 1is assured that the

message was created by the PC franking system.

5. The content of Field 5 of the message is decrypted
with the KTM (C_UnwrapKey method,

20 CKM_KEY WRAP_WEBSENTRY mechanism). As a result, the
appropriate transport key object 1is generated
automatically and stored on the card. In addition,

the mechanism once again implicitly checks the

integrity of the key as well as the correct éender.

25
6. If a key with the same KeyID already exists on the
card, it is deleted.
7. A hash value is formed for the LABEL attribute of
30 the newly imported key using the SHA-1 method and

this is returned together with the KeyID and the

positive message as the return value.



WO 2004/ 072911 PCT/ DE2004/ 000083 42 8. The user session is ended. 9. A
protocol nessage is created fromthe return values and it is sent to the
ZinS central system 5 10. Any failed attenpts stored for this KeylD (see
vari ant described below) are reset. A variant of this application case is
that one of W{@20040728Uili nes or the checking of the NIIYDERD04/000083t hi s
case, further processing is aborted andda return value is returned
containing the KeylD, the error code as well as an error nessage. For the
Keyl D, the stored nunber of failed attenpts is increased by one. Once 15

this nunber pas fgached, t BLEE; oA ngggagh_rressage is created fromthe nost
recently transferred return va?ue and sent to the central paynent

assurance system In case of manual initiation, the result of the inport

20 is additignally displayed on the nonitor of the _security adm nistrator.
Preferably, _gt ep}é zplf%P c¥§n PIEREPy TH (HETEY fsrd’f“lwﬁ:h& (.Jéﬁg}é‘&&ed_
code). This increasesstigd 26 pgréentmpeetas wehk asnthPg1segytkhy agai nst
being breached. For the further transport of the data key nessages, the

server of’ the central paynent assurance system provides 30 anot her

interface by aps.,of j ' i Qution, and t sub t i.nport of
the data key%a?n{t‘&%yt hfemér:]%i %% l?glipsi'{:gry%&g-rsey%tg% gtfemt%e%%g'ﬁ égyg%ent
assurance systenmsataketpdaseriW€d200360Y291¢ PEFEDE2004/ 000083 43

A variant of this application case is that one of the
10 routines or the checking of the MACs fails. In this
case, further processing is aborted and a return value
is returned containing the KeyID, the error code as
well as an error message. For the KeyID, the stored
number of failed attempts 1is increased by one. Once
15 this number has reached three, a protocol message is
created from the most recently transferred return value

and sent to the central payment assurance system.

In case of manual initiation, the result of the import
20 is additionally displayed on the monitor of the

security administrator.

Preferably, steps 2 to 7 run directly in the card
software (embedded code). This 1increases the
25 performance as well as the security against being

breached.

For the further transport of the data key messages, the
server of the central payment assurance system provides
30 another interface by means of which the distribution
and the subsequent import of the data keys into the
individual crypto-systems of the local payment

assurance systems take place.



The interface is realized as a Session Bean; this service is |ooked up by
nmeans of a namng service (Java Namng and Directory Interface - JNDI). 5
The distribution is carried out via the CWB (conputerized work nanagemnent
systen) used for the distribution of the PINIlist. 10 If a new

di stributi onWQB00E0E94t ed, the key nessage is for BUTAOE2004/000083f t he
currently registered crypto- systens aMB a protocol entry is witten for
each case. The crypto-systens is nanaged via an allocation system |If a
distribution job for a data key is already in 15 circulation for which no
f eedback has been received at the value transfer center PP, then the
acceptance of further distribution jobs for data keys is rejected until

t he point inTheneirfethacéeedbackald®ekhe asecai [Ste safi arewBkey ;nesbages i s

checked at the _individual, crypto-systens by an | nportController at
regul ar int e??/ﬁV%C?aésaf?ﬁh‘éfimﬂ Byy{“ﬁanai §¥r Pbliffong ﬁﬁfﬁéﬁ?sg‘ff’lvﬁ\hen a

new message Nsmig§ehN@Upitb8roAPPIhEatEQReCaSgNDETPOrt transport key" is
| aunched 25 automatically. The return value of this action is checked. If

a negative feedback is received, then the inport attenpt is repeated up to
three tines. t i Ls stiJdl not _paossjible after three 3 tenpts,
then a prot ochaFe nggssléég;g;%%gﬁt%r)t hel§ai?ﬁfglies(]l seh t%ltahet s (gvgﬂ ral
system (once(agapatagiaed unekkomahagbrehranspotémpeahasd sMor | thehe
import was successful, a positive protocol nessage is issued. WD

2004/ 072911 PEAFPERWBUPDOPDSEIE 48/ FhbipEet ocol nmessages are processed

centrally via the

10 If a new distribution job is created, the key message
is forwarded to all of the currently registered crypto-
systems and a protocol entry is written for each case.
The crypto-systems is managed via an allocation system.
If a distribution job for a data key is already in

15 circulation for which no feedback has been received at
the value transfer center PP, then the accepténce of
further distribution jobs for data keys is rejected

until the point in time of the feedback.

20 The receipt of new key messages 1is checked at the
individual crypto-systems by an ImportController at
regular intervals (as a function of the distribution
mechanism). When a new message 1s received, the
application case “import transport key” is launched

25 automatically. The return value of this action is
checked. If a negative feedback is received, then the

import attempt is repeated up to three times.

If the import 1is still not possible after three
30 attempts, then a protocol message about the failure is
sent to the ZinS central system (once again as a
function of the transport mechanism). If the import was

successful, a positive protocol message is issued.



application case "protocol key processing”". The release of the transport
key is also triggered by this applica- 5 tion case. The inport of the data
keys is either carried out by a security admnistrator who initializes the
crypto- systemon site or else this inport is triggered 10 automatically by
the | mport CoMQ 30044072811t he key distribution when t RET/RE3P4R083] | er
receives a new data key nessage. The k& is inported anal ogously to the
import of the 15 transport key, taking into account the special features
of a data key nessage: 1. A registration on the card is carried out with
the |ID and PIN belonging to the Keylnport user. 20 2. A hash value is
formed for Fields 1 - 7 of the data key nessage using the SHA-1 net hod. 3.
The si gnat urBh&eprosoasdemes sages hareomrecelssed2 S akeytdl thavigashendi cat ed
in Field 5. 4, This _key is used to encrypt the hash_vaglug, for nder

Poi nt 2 ( KV BRSS Cat AT e AP SREOENEEY] REBFREEIRP, on TUECERT TS <
filled with gerese engnsPoeonrayedst alkbek@i§gekbdt Bosentwoapplitiea-mat ch,
the integrity is ensured and it is assured that the nmessage was created
by the PE friah®?ng28§stem WO 2004/ 072911 PCT/ DE2004/ 000083 45 5. The
transport key is ascertained that owns the KeylD that was indicated in
Field 6. 6. The content of Field 7 of the nessage is decryptéd 5 with the
key ascertaiTied imdertPofnthe da€aDécrwptis net tioel EKivtDES30uBCoRABD
mechanism the initiali-

security administrator who initializes the crypto-
system on site or else this import is triggered
10 automatically by the ImportController of the key
distribution when the ImportController receives a new

data key message.

The key is imported analogously to the import of the
15 transport key, taking into account the special features

of a data key message:

1. A registration on the card is carried out with the

ID and PIN belonging to the KeyImport user.

20

2. A hash value is formed for Fields 1 - 7 of the data
key message using the SHA-1 method.

3. The signature key is ascertained that owns the

25 KeyID that was indicated in Field 5.

4. This key is used to encrypt the hash value formed
under Point 2 (ckM_DES3 cBc_PaD mechanism, the
initialization vector IV is filled with zeros) and

30 compared to Field 8. If these two values match, the

integrity is ensured and it is assured that the

message was created by the PC franking system.




zation vector IVis filled up with zeros) . The result of the decryption
is an interimnessage. 10 7. The content of Field 1 of the interimnessage
is decrypted with the KTM (C Unw apKey net hod, CKM KEY WRAP WEBSENTRY
mechanism. As a result, the appropriate data key object is generated

aut omat i cal | Wap@D4@720¢d on the card. In addition, 1PGIMBEARANN08M once
again inmplicitly checks the integrity4sf the key as well as the correct
sender. 8. If a key with the sane KeylD already exists on the card, it is
deleted. 20 9. Al of the data keys on the crypto-card are read and

checked as tg whgther. ye of  tk i C r.n LABEL
attribute, byte 1, isgt}ﬁsexysaﬁe k%syt g naggﬁf?%r%ggge e@. o:‘@stﬂlﬁé is 25
the case, these keykD arleat endyethdiomtdedeicaFideld These are keys that - due
to an error in the inport into a crypto-system of another |ocal paynent

assurance system - were not released on the value transfer center PP. 30

10. A hash vgl ueris tonfefcfeE bykes 2- &F afnd hee 18t &é&?g%f?e@f the
newly inported key using the SHA-1 WO 2004/072911 PCT/ DE2004/ 000083 46

met hod ald thi s Whth etlue nkayt egeehsninech uide Ke3dimt ahd(t BeDposyPive
message as the rr?é%ﬁ{lé‘d"a'c‘éﬁ- pids 10€ Phb 38 ;éﬁh%tm‘r’i“et {;‘g%heiz?{é’P pycard is

ended. 5 12. A'profocbl hessage-is -€rea urn-~values and it
is sent to the ZaS eentvedtsysto¥mis filled up with =zeros). The

result of the decryption is an interim message.

10 7. The content of Field 1 of the interim message 1is
decrypted with the KTM (C_UnwrapKey method,
CKM_KEY WRAP_ WEBSENTRY mechanism). As a result, the
appropriate data key object is Ggenerated
automatically and stored on the card. In addition,

15 the mechanism once again implicitly checks the

integrity of the key as well as the correct sender.

8. If a key with the same KeyID already exists-on the
card, it is deleted. |
20
9. All of the data keys on the crypto-card are read
and checked as to whether the value of the
generation counter in the LABEL attribute, byte 1,
is the same as the newly imported key. If this is
25 the case, these keys are removed from the card.
These are keys that - due to an error in the import
into a crypto-system of another local payment
assurance system - were not released on the value
transfer center PP.
30
10. A hash value is formed for bytes 2-65 of the LABEL
attribute of the newly imported key using the SHA-1




13. Any failed attenpts stored for this KeylD (see 10 vari ant descri bed
below) are reset. A variant of this application case is that one of the
routi nes or the checking of the MACs fails. In this case, further
processing is_aborted and a return value 15 is returned containing t he
Keyl D, the eMQP0CMQE293d well as an error nessage. P&T/PEE0G4A0083t he
stored nunber of failed attenpts is irfreased by one. Once this nunber
has reached three, a protocol nessage is created fromthe nost recently
transferred return value 20 and it is sent to the central paynent assurance

. system (ZinS cenétrdbdsysdiethis! NscaseuheABRYgbthBkt kdthOBhet ReyEBsUl t Of
the inport 1is additionally displayed on the nmonitor of the 25 security

admini strator. FRederldl POSEEEPS Pe$8ade aanthereetvynivelwe. card software
(enmbedded code). This increases the performance as well as the security
agai nst being 30 breached (especially of the initialization vectors IV as
wel | as of the. KIMs)usdO 20841 O 2011dh PEHE DE2ZPPE6 0080831 s dended] eanup of the
data keys is carried out repeatedly, preferably regularly, on as many
crypto-systens of the paynment assurance system as possible, preferably on

all of thempand sprdesc4P q?ése«;&%@'atias keys dthat #80tha | PEggEnneeded.

Procedure of the data key cleanup 1. Al of the data keys KD | ocated on the
card are 10 ascexlwmeahdnit sbsteeht ntastead?hgsS ocertratcoysieny. to their
ID (CKA ID attribute). 2. For each key of this list, the foll ow ng checking

13. Any failed attempts stored for this KeyID (see

10 variant described below) are reset.

A variant of this application case is that one of the
routines or the checking of the MACs fails. In this
case, further processing is aborted and a return value
15 1is returned containing the KeyID, the error code as
well as an error message. For the KeyID, the stored
number of failed attempts is increased by one. Once
this number has reached three, a protocdl message 1s
created from the most recently transferred return value
20 and it is sent to the central payment assurance system

(ZinS central system).

In case of manual initiation, the result of the import
is additionally displayed on the monitor of the

25 security administrator.

Preferably, steps 2 to 10 run directly in the card
software (embedded code). This increases the
performance as well as the security against being
30 breached (especially of the initialization vectors IV

as well as of the KTMs).



procedures are carried out: 15 1. The successor of the key is determ ned
(next- larger ID. Il. If present, the following is verified: 20 |I.whether
the CKA END DATE attribute of the successor indicating the end of the
validity of the(?redecessor is smaller than the cur- rent systemdate. |f
this is the B4380040&9125 the currently processed kePGIH/DERGO4/QGN083 s

del eted. 2. whether the generation courd7?r of the successor (byte 1 of the
CKA LABEL attribute) 30 is identical to the generation counter of the
currently processed key. If this is the case, then the currently processed

key of the |ASE1e5ﬁu9ad¥f%heVﬁAQQOﬁégZZQ%ld%?@%&?qg§é0998@§te&§¥7he key

processing is preferably protocolled on the server of the central paynent
assurance syBrefefdpbhy regnflpallyserorerds mdrey keygptdrasysrtemprofotbel ed by

this 5 applicati the t t k d the data. key. h
di'stribut ot FOISTa BT SEbEOF1 SV FAlnegpPOF AUPLAL | HGCEOLORMERHeE b

crypto-systesttieekey add BeESREGE MRSJEERte [RItLaRbySYEhem akk eash
distribution job, a separate entry is generated that is first set at the

status "Sent*ongex gpeeded- successful but al so after each unsuccessful 15
key processing, the individual crypto-systens generate

Procedure of the data key cleanup

1. All of the data keys KD located on the card are
10 ascertained and sorted in ascending order according

to their ID (CKA_ID attribute).

2. For each key of this list, the following checking’
procedures are carried out:
15
I. The successor of the key is determined (next-

larger 1ID).

IT. If present, the following is verified:
20
l.whether the CKA _END DATE attribute of the
successor indicating the end of the validity
of the predecessor is smaller than the cur-
rent system date. If this is the case, then
25 the currently processed key of the list is
deleted.

2.whether the generation counter of the
successor (byte 1 of the CKA LABEL attribute)
30 is identical to the generation counter of the
currently processed key. If this is the case,
then the currently processed key of the list
is deleted.



a protocol nessage and send it to the central paynent assurance system
(ZinS central systenm)." This distribution either takes place via JM5
gueues or by database replication. 20 In the area of the central paynent
assurance systenb after the nessages have been received, thgé are used to
updat e the aBdY@0EeE 1 bed protocol entries. For thi PCHDERBH00G083 st at us
"processing successful” / "not 25 succedsful" as well as possibly an error
code and the nessage are stored. Followi ng the processing of the protocol
nmessages, it 1is checked whether distribution jobs exist that were 30
successfully incorporated by all of the crypto-systens. If this is the
case, then the rel ease of each appertaining key, especially in the area of
the value tFhfAstkay ceheeessiad nisi arederadlspoprasogodypsederamOthe

2004/ 072911 2 / 0 49 .reports an_error, a correspo ?Ln nmessage
with a negagl%-(éggt %&3819?% g%ﬁé—'rrgtle THTH 3?33r5‘?"ctehes3</saﬁfg ¢ %Qgsfer
center. 5 Theefitiehlt batvehe . kanhe alegasetms deenptovoketleéa Bot ediswith the
distributjon job so that no additional releases are carried out for a
gi ven job ARPPLAGARSON: 23Rt Brehdvit eFraRADORGL KR¥naBat diel, dataew
attenpt is g@?g at regular intervals to contact the release 10 service. A
special variant is present when, after a period of tine to be defined,
preferably several days, for exanple, three days, feedback has not been
received yetFolz.5 feraocrH aldlis?:fri%huetfchptj%bs,ysgengfo@géga tihse %X alwrnat {18” of

indicating to which active crypto-system the key

10 message was sent. For each system and each distribution
job, a separate entry is generated that is first set at

the status “sent”.

After each successful but also after each unsuccessful
15 key processing, the individual crypto-systems generate
a protocol message and send it to the central payment
assurance system (ZinS central system). This
distribution either takes place via JMS queues or by
database replication.
20
In the area of the central payment assurance system,
after the messages have been received, they are used to
update the above-described protocol entries. For this
purpose, the status “processing successful” / “not
25 successful” as well as possibly an error code and the

message are stored.

Following the processing of the protocol messages, it
is checked whether distribution jobs exist that were
30 successfully incorporated by all of the crypto-systems.
If this is the case, then the release of each
appertaining key, especially in the area of the value

transfer center, 1is initiated. As soon as a system



this time, a negative rel ease nessage is sent to the value transfer

center. Preferably, the key allocation systemhas a user 20 interface that
allows an adm nistrator to check the status of a key distribution job. The
following data is then displayed for each distribution job: the nunber of
systens to WW@RO@44@729i13tri buti on 25 nmessage was semCT/DER004/006083of
systens that have reported back a succgssful processing 30 the nunber of
systens that have not yet reported back the outconme of the processing WO
2004/ 072911 PCT/ DE2004/ 000083 50 the nunber of systens that have reported

back an uns ful _pro i.hg r i .St 1 ng,: e drawn
up in which ygﬁtgzzScu??engggt%gt’usygfgggg%sgggggkﬁ s%%isjsépﬁ%%/eg{lﬁg gn

al ternative, negatsvpossiahlus tis dysptaytedcahl thet herdeeyst stheedadnet he
appertaining card,_ 10 It is advantageous for all of the keys for which

di stributi ontf3BSIGEr €°QERErated to be archived in the area of the central
paynment assurance system Preferably, no archiving is carried out on the

| ocal systens. There, the keys are stored in the non-volatile 15 nenory of
t he card.5 OnThekégchesbageshehkeywsedealssohasebeasednao&edr disi veedThe key

restoration of trapsport.keys . .and. data. keys can . be | aunch g. entrally for
a specific cV§B®o-g§§teﬁ%sﬁﬁlQRf%%?s t3%e,® hg?E%FréH? & l?%SHF he
archive are asteastsi aed atwlrse88 batt spechivencrHypt.o-mysieny &er this
pur pose, protocol nessages are |ikew se generated. Wth .

the note, however, has not been entered, a new attempt

is made at regular intervals to contact the release

10 service.

A special variant is present when, after a period of
time to be defined, preferably several days, for
example, three days, feedback has not been received yet
15 from all of the crypto-systems. After the expiration of
this time, a negative release message is sent to the

value transfer center.

Preferably, the key allocation system has a user
20 interface that allows an administrator to check the
status of a key distribution job. The following data is

then displayed for each distribution job:

. the number of systems to which the distribution

25 message was sent

. the number of systems that have reported back a

successful processing

30 . the number of systems that have not yet

reported back the outcome of the processing



this type of key distribution, only the rel ease nessage is absent. 25 If
the master transport key KTMis lost, then the corresponding crypto-system
either has to be sent to the security adm nistrators for new
initialization or else the security admnistrators have to initialize 30
each syst em WO 200440729hé master transport key KTM i s PCAVDEROGA/GHO83 ed

agai nst being conprom sed through specis® security WO 2004/072911

PCT/ DE2004/ 000083 51 neasures of the WbSentry card and t hrough the
distribution onto several SmartCards as well as through the multi-stage

ey, system S Neverthel ehsmobl a4 axehange ohathe TRsLasdsanepssty key is

to take place, a new naster transp S new signature
keys, transport keysmmanthsiat@eskBys pmaveetoibe generated. 10 These then
have to be inported into all of the crypto- systens of the |ocal paynent
assurance systens. This involves nore effort since either all of the

Crypto- systigiBebodg, 19 bethianporifdii® EAR S8NWrakin AN M SkhakhoN Site
and back again, or el se the 15 security admnistrators have to travel to
all of tRe theesuntenhestatas phyeeeh agsteante gdyspbayed. Therefore, the
use of the security nmechani snms according to the invention for the nmaster
transport key KTMis especially advantageous. 20 The prior master
transport keys KAM mamRiditoivd heieand @Ss$ilsDecabl ed sdayransch MKy and has

to be
the keys stored on the appertaining card.

10 It is advantageous for all of the keys for which
distribution jobs were generated to be archived in the
area of the central payment assurance system.
Preferably, no archiving is carried out on the local
systems. There, the keys are stored in the non-volatile

15 memory of the card. Only key messages that were also

released are archived.

The key restoration of transport keys and data keys can
be launched centrally for a specific crypto-system. In
20 this case, the current keys from the archive are-ascer—
tained and sent to the specific crypto-system. For this
purpose, protocol messages are likewise generated. With
this type of key distribution, only the release message
is absent.
25
If the master transport key KTM 1is 1lost, then the
corresponding crypto-system either has to be sent to
the security administrators for new initialization or
else the security administrators have to initialize

30 each system on site.

The master transport key KTM 1is reliably secured

against being compromised through special security




appropriately deleted by the security admnistrator. 25 The key handling
and the decryption should be present on the crypto-card as enbedded code.
In this manner, not only a greater degree of security is achieved but

al so a performance i nprovenent of the crypto-systemis expected. 30
Preferably, W 2QM4y@t291tards contain the standard PRCIHDE20041@4008%s |i sted
bel ow. WO 2004/ 072911 PCT/ DE2004/ 0000831 52 C O oseSession C GetSlotlList
Clnit C-lInitialize 5 C _Login C_Logout C OpenSession along with the
presented extensions. Mreover, 10 permanently stored functions should not

contain any pfyshhels %tf”%'h@s v@ébéghegypar;a'r%s %@Qﬂ%%& RS ORg

required here are exclusively integrate unctions for crypto-cards of
t he paynent dssUrahmelsgs®an 46vénadr BmartOaddsi ganawvelfiheserhedded
key- handl i ng,_ et ho PKCS#11 DLL, these nethods are given a prefix.

This prefix F&e d@?f%%d?%%g%f¥eylﬁyfﬁ?§ case, CE stands for Crypto

Ext ensi on. 20 Each enbedded nethod supplies a return value of the type
CK_ RV, which is defined as a fixed conmponent of the pkcsll.h include file.
It is advant¥geeusheinas, iduramgexisdangs er@nthei owsifelt her anbeagBd

methods,  adgliipnal,eripr LELHLN YahugsnaLedel [0gdrand KBGSRT as

well as new signature keys, transport keys and data

keys have to be generated.

10 These then have to be imported into all of the crypto-
systems of the local payment assurance systems. This
involves more effort since either all of the crypto-
systems have to Dbe transported to the central
administration site and back again, or else the

15 security administrators have to travel to all of the
sites of the 1local payment assurance syétems.
Therefore, the use of the security mechanisms according
to the invention for the master transport key KIM is
especially advantageous.

20
The prior master transport key KIM remains on the card
as a so-called “dormant LMK” and has to be

appropriately deleted by the security administrator.

25 The key handling and the decryption should be present
on the crypto-card as embedded code. In this manner,
not only a greater degree of security is achieved but
also a performance improvement of the crypto-system is
expected.

30
Preferably, the crypto-cards contain the standard

PKCS#11 functions listed below:



25 are provided in a C++ header file for integration. This neasure is
advant ageous in that, through an invocation of an enbedded nethod, various
Pkcsl | nethods can be invoked which are nested on the hardware. Another
advant age here is the conpletely newy established key- 30 handling within
t he sof t war e V0P 2004/0231dt o- car ds. Exanpl e for il ust rRET/BDFE2004/00€0830d
syntax: WD 2004/ 072911 PCT/ DE2004/ 0000832 53 CK RV = CE Met hodNane
(paraneter list) Wthin the paraneter |ist, paranmeters that have to be
filled wwth a result are transferred by nmeans of call 5 by reference. The
met hod nanme is forned &r@qbgggg%ﬁgng word combi nations that -provide a good
i dea of what the nethod does. e word selection is made in such a way as
to allow an 10 assoei @t GehSobtheani ng contents, for exanple, through the
use of English technLc&I teﬁns. The introduction of two enuneration types
serves to verify the fuhBtFonality of different enbedded nethods. 15 A

distinction is made betwegnrtheigauneration type for Kkey types and key

attributes. CE_EnunKey = { CE-KT, CE-DT, CE-SE, CE_KA } 20 CE_KA assunes a
special position. 1t*iS_hegim key but rather the set of all keys. If this
EnunEl enent is indiga eﬂogg n the methods inplenment a functionality that
relates to all of the keys®contained in the card. 25 CE EnunKeyAttribute =

{ CE-I1D, CE-LABEL, CE STepdnpdEsiofE ENDDATE } The necessary defines are to
be taken over into the pkcsll.h file. The defined extensions can be
| ocated in 30 a separate header file that are enclosed in the

along with the presented extensions. Moreover,
10 permanently stored functions should not contain any
further extensions of third parties and the extensions
required here are exclusively integrated as functions

for crypto-cards of the payment assurance system.

15 In order to designate the embedded key-handling methods
of the PKCS#11 DLL, these methods are given a prefix.
This prefix is defined as CE_. In this case, CE stands

for Crypto Extension.

20 Each embedded method supplies a return value of the
type CK RV, which is defined as a fixed component of
the pkcsll.h include file. It is advantageous that,
during the implementation of the embedded methods,
additional error return values are defined and these

25 are provided in a C++ header file for integration. This
measure 1is advantageous in that, through an invocation
of an embedded method, various Pkcsll methods‘can be
invoked which are nested on the hardware. Another
advantage here is the completely newly established key-

30 handling within the software of the crypto-cards.

Example for illustrating the method syntax:



pkcsll.h file. Various nmechanisns are possible to inplenent the enbedded
nmet hods. WD 2004/ 072911 PCT/ DE2004/ 000083 54 In the cryptographic
environnment, a nmethod is defined that autononously carries out all of the
relevant verifications with the PKCS#11 nethods that are available to it.
5 CK_RV CE- DO 2984/Q7221 BESSI ON_HANDLE sessi on, CK_BYUH/DEROOH6GH§E,
CK_BYTE* postagel D CK BBOOL bCk) 10 Fumsdion description: The enbedded
cryptography nmethod receives a 57-byte long date in the paranmeter nessage
and this date corresponds to the matrix code of the postage indicium 15

The counting in the fQd k@M ,ﬁ,ﬂﬁ?&' 0 Sl.aps starts at one.
1St Step: formation (g'?d-trﬁ)ém i %Eteir% 1 za |%nua v(ﬁ:%gogﬁv%%\sht% initialization

vector, the first two bytes 20 are filled with zeros and then bytes f6 -
flOplus byte f14 are appended to the matrix code. 2nd Step: determ nation
of the KD to&b*%hhgeg{‘?hé’ai@)me&ﬁa‘%eljrﬁﬁi cHPSF‘mF§e€§ntt§aﬁed‘ai‘E? byPePf14; 25

it indicatesspied ke¥ni & LRNA USehe TRENKEL PRASSy Il CALOF Ea13tored in
the CKA ID key attribute and thus unanbiguously idéentifies the key. The

key handl i gy desEerereef UFh@erebebdwnsheulid abkwedafiromf heenéngffilndi ng of
the key. 30 &FQd Ségﬁglggﬁ%%ﬁﬂgg iptgr%%icdce)antaalgnoeodd eI YPLEd EpSRRE  The

mechani sm enploye
method does.

The word selection is made in such a way as to allow an
10 association of meaning contents, for example, through

the use of English technical terms.

The introduction of two enumeration types serves to
verify the functionality of different embedded methods.
15 A distinction is made between the enumeration type for

key types and key attributes.

CE_EnumKey = { CE_KT, CE DT, CE SE, CE KA }

20 CE KA assumes a special position. It is not a key but
rather the set of all keys. If this EnumElement is
indicated, then the methods implement a functionality

that relates to all of the keys contained in the card.

25 CE_EnumKeyAttribute = { CE_ID, CE_LABEL, CE_STARTDATE,
CE_ENDDATE }

The necessary defines are to be taken over into the
pkcsll.h file. The defined extensions can be located in
30 a separate header file that are enclosed in the
pkcsll.h file. Various mechanisms are possible to

implement the embedded methods.



CKM DES3_CBC. Bytes f15 - f38 are decrypted, that WO 2004/072911

PCT/ DE2004/ 000083 55 is 24 bytes, the first 12 bytes of the decrypted
result are output by the paraneter postagel D. Once the decryption has been
carried out successfully, the process continues with Step 4, otherw se
with 5 StepW20040BNHp: formation and cl eanup of t RCHRHE2004DORI8E
specially constructed 77-byte | arge dat® bl ock serves as the basis for the
formati on of the hash 10 value of the date. Bytes 1 to 53: correspondi ng
to the first 53 bytes of the matrix code Bytes 54 to 65: corresponding to

the first 12 r ‘ Lypte ‘
(Post agel D) Bt 6520 SRRt PEptiAl (ERG4 URRRETED L hOPRqgOEs PRk ined | o

current, unehbayptadtoprssagelpar ta2@iBre batsh sdluef s ther nedlasiang SHA- 1
and, after this_procedure, the first four bytes have to ch bytes f54 -
f57. If thisv?§lﬁﬁ9§qﬁ9%§sevlgﬁentﬁﬁe g&ﬁ%ﬁ%¥;rﬁﬁtggpﬁdvgbﬁtanagﬁror
occurs duringviheapexegdgtien of the hashing or if there is a 25 di screpancy

in the hash value, then the procedure is as in Step 5. 5th Step: return of
the success indicator The parameter bk is filled with "true" if all of 30

the work ste re-s ul, ~p-a i . " it _.the hash val ue cl eanup
has revealedeg— |s§$eg§§§§5£oéCF%Egﬁgﬁép—ﬁhgbzgcgﬁfflﬁgfhods has caused an
error. The reKupvTEalug hasskgeACCHI BymgkypbetageID

CK_BBOOL bOk)
10 Function description:

The embedded cryptography method receives a 57-byte
long date in the parameter message and this date
corresponds to the matrix code of the postage indicium.
15 The counting in the following explanation of the work

steps starts at one.

1°* Step: formation of the initialization vector IV
As the initialization vector, the first two bytes
20 are filled with zeros and then bytes f6 - £f10 plus
byte fl4 are appended to the matrix code.

2" Step: determination of the KD to be used
The key phase indicator is contained in byfe £f14;
25 it indicates which key is to be used. The key phase
indicator is stored in the CKA ID key attribute and
thus unambiguously identifies the key. The key
handling described further below should allow an
efficient finding of the key.
30
3™ Step: decryption of the contained encrypted message
The mechanism employed in CK_MECHANISM 1is
CKM_DES3_CBC. Bytes f15 - £38 are decrypted, that



WO 2004/ 072911 PCT/ DE2004/ 000083 56 filled with the error nessage or with
CKR K if no error has occurred. CK RV DE VerifyMsg (CK SESSI ON HANDLE
session, 5 CK BYTE [ ] nessage, int length, CK BBOOL bCk) A general data
bl ock nmessage for the verification procedure is shown below 10 Data bl ock
for the veri WQ3P94072Mdcedure. I1tem Lengt Byte no. RSEEDEREQ4/600083
Description h 1 2 f1 - f2 MgType Ideniification of the key nessage,
constant "KT' or KD 2 1 f3 Version Version of the structure of the
nessage, 1 byte starting with the value 01' 3 2 f4 - f5 KeyCeneration

Ceneration counigr jign phadd), tRX it 191byded & Kayd DikProbrthe data
key in plain text 5 4 f7 - fil KeylD ID of t%e transport key in plain

text 6 4 f12 - SrgKeytDarp olutphd Key thdepasadefeor phstageID. Once

the decryption has been carried out successfully,
the process continues with Step 4, otherwise with
5 Step 5.
4*" Step: formation and cleanup of the hash value
A specially constructed 77-byte large data block
serves as the basis for the formation of the hash

10 value of the date.

Bytes 1 to 53: corresponding to the first 53 bytes

of the matrix code

Bytes 54 to 65: corresponding to the first 12 bytes
15 of the current, unencrypted message part

(PostagelD)

Bytes 66 to 77: corresponding to the last 12 bytes

of the current, unencrypted message part

20 The hash value 1is formed using SHA—l and, after
this procedure, the first four bytes have to match
bytes £f54 - £57. If this is not the case, then the
date is not valid. If an error occurs during the
execution of the hashing or if there is a

25 discrepancy in the hash value, then the procedure
is as in Step 5.

5" Step: return of the success indicator

The parameter bOk is filled with “true” if all of

30 the work steps were successful, and with “false” if
the hash value cleanup has revealed a discrepancy
or 1if one of the Pkcs#ll methods has caused an

error. The return value has to accordingly be




signature 7 4 f17 - KTID ID of the f21 transport key used fbr t he
encryption of the interimnessage (see Item?2) 8 n-22 f22 - fn

TranspKeyEncr KT: result of the WD 2004/072911 PCT/ DE2004/ 000083 57 ypt
encryption (mwaEB of the'transport ------------- key ----------
____________ WO02004/Q72911. . . . ... .. ... _._._..... _......PCI/DE2004/000083 ... ._.._.
Hel per MsgEncr - ------------ ypt KD: reslt of the encryption of the

interimmessage 9 24 fn+tl - MAC KT: MAC for the fn+24 key nessage; is
formed in that an SHA-1 hash value is forned for the Fields 1+2+5+6+8

of the nessage, fanredhisthashe ¥2kde e s YUt agh v tEKR tde SF gRa@t ure key
(CKM DES3 CBC PAD -
error has occurred.

CK_RV DE VerifyMsg (CK_SESSION HANDLE session,
5 CK BYTE [ ] message, int length,
CK_BBOOL bOk)

A general data block message for the verification
procedure is shown below:

10

Data block for the verification procedure.

Item | Lengt | Byte no. Designation Description
h
1 2 fl1 - £2 MsgType Identification of

the key message,
constant ‘KT’ or
\KDI

2 1 £3 Version Version of the
structure of the
message, 1 byte
starting with the
value ‘01’

3 2 f4 - £5 | KeyGeneration | Generation
counter in plain
text, e.g. ‘01’

4 1 fe KeyID ID of the data
key in plain text

5 4 £f7 - f11 KeyID ID of the
transport key in
plain text

6 4 flz - SigKeyID ID of the key

fl6 used for the
signature

7 4 £17 - KTID ID of the

£f21 transport key

used for the
encryption of the
interim message
(see Item 2)

8 n-22 | £22 - £, | TranspKeyEncr | KT: result of the




mechanism the IV is filled up wwith =zeros; ID see item6).
------------------------------------------------------------ KD: MAC for
the key nmessage; is forned in that an SHA-1 hash value is forned for
the Fields 1+2+4+3+6+7+8 of the nmessage, and this hash value is
encrypted wi WM 2QHO70¢hat ure key (CKM DES 3 CBC PABCHRREZN40A008%he 1V is
filled up with zeros; ID see item 6).5W 2004/072911 PCT/ DE2004/ 000083

58 Unused fields are filled up with zeros. The node of operation of the
method is determ ned via the paraneter MgType. 5 A generated data bl ock
Is transferfred 1 nessage 1or The MRgType KT angig Ty P8 oRa @ rBLHCK S
filled up th each of |the recei yéd nessages. of the ‘transport

——————————— key
HelperMsgEncr | ———--—-——-——-—-
ypt KD: result of the
encryption of the
interim message
? 24 far - | MAC KT: MAC for the
fne2e key message; is

formed in that an
SHA-1 hash value
is formed for the
Fields 1+2+5+6+8
of the message,
and this hash
value is
encrypted with
the signature key
(CKM_DES3_CBC_PAD
mechanism, the IV
is filled up with
zeros; ID see
item 6).

KD: MAC for the
key message; is
formed in that an
SHA-1 hash wvalue
is formed for the
Fields
1+2+4+3+6+7+8 of
the message, and
this hash value
is encrypted with
the signature key
(CKM_DES3_CBC._PAD
mechanism, the IV
is filled up with
zeros; ID see
item 6).




The function allocation CE VerifyMsg KT for the MsgType 10 KT receives the
conplete transport key nessage in the MESSAGE attribute, and its length in
the LENGTH attribute. This enbedded nessage serves to ensure the

integrity of r rt key nessage at the recipi to
actuate the 9&??@@%@#&ﬁﬂ, the 15 foll ow ng steps hanﬂ%QEh@y®@ﬂ$g§ned: 1St
Step: formation of the initialization wdctor 1V The initialization vector
is filled with zeros. 20 2nd Step: decryption of the received encrypted
message The nechanismused in CK MECHANISMis cKM DEs3 cBC PAD. The bytes
of the vari ahes®BCffiiedlds are dddriynt edp Witan B¢rof. oTher Snatie i 6§ t he
decodi ng, then the_groc dure is as.in Step 4. 25 3rd Step: cleanup of the
hash val ue 1%PFYetORo® oF%?tW%tﬁ%§h1§a¢ﬁgeﬁW1Pﬁ@ Yagelthy Hé§ﬁmeF§rforned
fromthe Fi ekggrJgl+5+6+8 of the transport key message and it is conpared
to the 30 hash” of Step 2. The hash value is forned- using SHA-1. If the
hash val ues are not identical, then the date is not valid. If an error

occurs duri he_execution of .the hashing or if there is a W 2004/072911
b D200 CRoBBHEZEE SG P Rt D8R o hc FonRE o bt Smalt i fasr S08dur o 1 s
as in Step 4chdiMs$rgpe Ketsha RD. t hResUeE8SE1b8RI €8t @6 1Dedhgpprianet er bk
is filled with "true" if "all of the work steps were successful, and with

"fal se" if ¢ MRENRRA peceleadupenadIeeveal ed a discrepancy or if one of
t he Pkcs#l | nmethods has caused an

The function allocation CE VerifyMsg KT for the MsgType
10 KT receives the complete transport key message in the
MESSAGE attribute, and 1its 1length in the LENGTH
attribute. This embedded message serves to ensure the
integrity of the transport key message at the
recipient. In order to actuate the verification, the

15 following steps have to be performed:

1°* Step: formation of the initialization vector IV

The initialization vector is filled with zeros.

20 2™ Step: decryption of the received encrypted message
The mechanism used in CK_MECHANISM is
ckM DEsS3_cBc_pap. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decoding, then the procedure is as in Step 4.

25
3" Step: cleanup of the hash value
In order to form the hash value of the date, a hash
is formed from the Fields 1+2+5+6+8 of the
transport key message and it is compared to the
30 hash of Step 2. The hash value is formed using

SHA-1. If the hash values are not identical, then
the date is not wvalid. If an error occurs during

the execution of the hashing or if there is a




error. The return value has to be filled 10 accordingly with the error
nmessage or wwth CKR K if no error has occurred. After the function
al l ocation CE VerifyMsg for the MsgType KD, the conplete data key nessage
is 15 transhfrréd in the MESSAGE attribute, and its length in the LENGTH
attribute. TMQ28MUEDo ensure the integrity of tHRCVPERAPHP00EEy
message at the recipient. In order to 2tuate the verification, the
foll owi ng steps have to be perfornmed: 20 1st Step: formation- of the
initialization vector' IV The initialization vector is filled with zeros.
2nd Step: decrypliebrepable rieceivedhepsr ¥Rllelk negsagetRE pheceBehani sm
used in CK MECHANI SMis CKM DES3 CBC PAD. The bytes of the variable MAC
field are decrypfeds IR @ReBrfer occurs during the decoding, then the
procedure is as in Step 4. 30 3rd Step: cleanup of the hash value In order
to formthe hash value of the date, a hash is forned fromthe Fields
1+2+4+3+6+7+8"0f Stép: dataurkeyfmeheagacaerdsi tnddécaanpared to the hash of
Step WO 2004/072911 PCT/ DE2004/ 000083 _60.2. The hash value_is.forned using
is carried out Eé?n§a§ﬁ&9feqqumelﬁagﬁgéépu&§9§%aFﬁﬂeid%ﬁtféilP%Ethen
the date is not yRbigorkl s@Bp8r i@ke0GabR @Yl , | RGJ A texeqdhise aff the
hashing or if there is a 5 discrepancy in the hash value, then the
procedure is asthe Besh 4alih slepnupethwsn ufvededuacddscirRgpdatior The
paranmeter bk Iso.frl li'i:Edo\r’lMet hoftq:H% L!’]ch#ilofmethods has caused an
error. The return value has to be filled
10 accordingly with the error message or with CKR_OK

if no error has occurred.

After the function allocation CE VerifyMsg for the
MsgType KD, the complete data key message is
15 transferred in the MESSAGE attribute, and its length in
the LENGTH attribute. This serves to ensure the
integrity of the transport key message at the
recipient. In order to actuate the verification, the

following steps have to be performed:

20
1% Step: formation of the initialization vector IV
The initialization vector is filled with zeros.
2" Step: decryption of the received encrypted message
25 The mechanism used in CK_MECHANISM is

ckM_DES3_cBC_PAD. The bytes of the variable MAC field
are decrypted. If an error occurs during the

decoding, then the procedure is as in Step 4.

30 3% Step: cleanup of the hash value
In order to form the hash value of the date, a hash
is formed from the Fields 1+2+4+3+6+7+4+8 of the data

key message and it is compared to the hash of Step



10 the work steps were successful, and with "false” if the hash val ue

cl eanup has reveal ed a discrepancy or if one of the Pkcs#l1l net hods has
caused an error. The return value has to be filled accordingly with the
error nessage or with CKR K 15 if no error has occurred. These enbedded

key- handl i ngM@2MYdY28hbul d conprise the key inport PET/REMMAWH8key and
an efficient key managenent. Keys of tdfe type KS, KD and KT should be 20
i mported. CK RV CE | nportKey (CK _SESSI ON HANDLE session, CK BYTE PTR dat a,
CK_ULONG | ength, CK BYTE* HashValue, 25 CE _EnunKey KeyType, CK_CHAR [ ]

KeyKTI D) The fungti®Re ahhasatyon,CE; LMYy ﬁn@ Si rE’ eferabl v &argied out as
descri bed bel ow 30 The CKM KEY V\RA% VWEBSENTR = anlgs%bq{ srlused for the

wWr appi ng. Accord-ifhlgigy Sfﬁlhel sahe nbehmsmxnaduwecﬁada froot  1dentubewhppi n
The key obtai nedcbles | 0 d into the 004 072911 PCT/ DE2004/ 000083 61
crypt o- har dwar e I"the unvﬁ’ eppjr%gno%‘é? by al ke tHaECT | SEFIPDr %% a second

time, that is tormpythed éhetheionaE ke pﬂi@é?@ln@VéF:VWl'ft asdie o dakey. 5
The vvrapged key is transferred to the DATA paraneter and its length in the

LENGTH par anet erdiSHHeERaHgY hibf thendha@y dependstbant Hard iproerdwret he key
attributes. The key thP%EeSp verified by the KeyType paraneter and treated
accordingly. 10 ) '

4*8 Step: return of the success indicator

The parameter bOk is filled with “true” if all of
10 the work steps were successful, and with “false” if
the hash value cleanup has revealed a discrepancy
or if one of the Pkcs#ll methods has cauéed an
error. The return value has to be filled
accordingly with the error message or with CKR_OK

15 if no error has occurred.

These embedded key-handling methods should comprise the

key import of a wrapped key and an efficient key

management. Keys of the type KS, KD and KT should be
20 imported.

CK_RV CE_ImportKey (CK_SESSION HANDLE session,
CK_BYTE_PTR data,
CK_ULONG length, CK BYTE* HashValue,
25 ~ CE_EnumKey KeyType,
CK_CHAR [ ] KeyKTID)

The function allocation CE ImportKey 1is preferably
carried out as described below:

30
The CKM_KEY WRAP_WEBSENTRY mechanism is used for the
wrapping. Accordingly, the same mechanism is needed for

the unwrapping. The key obtained is imported into the




The key is then taken into the key managenent held in the cache operation
and, if applicable, the duplicate predecessor is deleted. 15 The DT is
decrypted by the KT that is identified by the KeyKTID paraneter; for al

of the other key types, this paraneter is not taken into consideration and
is filled wMO20@/@GR91120 The dependence of the CKAPENEDE20M/RR00B3 bute is
inportant. It indicates the end date ofélt he key predecessor. The key
attribute of the inported key contains the 25 random nunber by neans of

whi ch the hash value is to be formed using SHA-1. The hash value is

returned in &ng}zgﬁﬁQggl,,g?ep%&a@ﬁ;%ﬁ&rgﬁﬁiﬁ e%%qeggt hpdc e Jhenfash

val ue i s neede or t ey ackno gene §sage. I'n case of error
during the ubsw dpprectieahni snmseconkle tiesh thewatisontot keyappriopgri ehe error
code is output in_ the return value, otherw CKR OK. WD 2004/072911
PCT/ DE2004/ 0DBBR3KCE PSRy ECERT KEGBobie f’iﬁ_‘é%%a ON_HANDLE sessi on,
CE_EnunKey KeyType, int* counter) 5 The function allocation CEGet KeyCount
shows how many keys of each key type are registered on the card in the
key managenehieheirapped heexathe topersidwred | kot the DifitneParamatREy

sLiribul s caabeckead i |1 £o MARLAN ML, 1o doaes ed el ow
HANDLE sessibhe k& DRwafels kayType, filling of the key attributes.
The key type is verified by the KeyType paramefer and
treated accordingly.
10
The key is then taken into the key management held in
the cache operation and, if applicable, the duplicate

predecessor is deleted.

15 The DT is decrypted by the KT that is identified by the
KeyKTID parameter; for all of the other key types, this
parameter is not taken into consideration and is filled

with zeros.

20 The dependence of the CKA END DATE attribute 1s
important. It indicates the end date of the key

predecessor.

The key attribute of the imported key contains the
25 random number by means of which the hash value is to be
formed using SHA-1. The hash value is returned in the
HashValue parameter of the embedded method. The hash

value is needed for the key acknowledgement message.

30 In case of error during the unwrap mechanism or the
hash formation, the appropriate error code is output in

the return value, otherwise CKR_OK.




15 CE EnunKeyAttribute KeyAttribute, int pos, CK BYTE[ ] * attribute,
int* length) 20 The key type is determ ned via the KeyType paraneter and
thus also the table that is to be read fromwhen the different key types
on the crypto-hardware are recorded in different lists according to the
type of keyWOEOM2REV At tri bute parameter specifi ePCIMBE200400008% t hat
is to be read out and the | TEM paranet &2 i ndi cates the starting point
within a table; its maxinumvalue first has to be acquired using the CE
Get KeyCount met hod for 30 all keys or else for one key type. Wen the

G(A_END_DATECI@_tFQ\yi(Fth@e 'I?enﬁlcg%{ {,Q?%gk'?él@@ %g&tgeys%%ge | ast current

key is theorettcally1n untit a new the same type is
i nported) ards_Emuniew ey Dv@d,11 PCT/ DE2004/ 000083 63 its CKA END DATE
attribute, contains the end date for the predecessor key of the sane key
type, wherebthe®©BRAEND DATE of this indicated key is output. 5 The
attributes for a date have a fixed length of 8 bytes whereas the CSK ID
and CKA_LABEL attributes have a fixed length of 128 bytes. If the
attribut@s Wit funehéorepd losa tins eCEwoe phe afiennt s sbleois dhdye BawY t er

than 128 bYtgsyo LIETL 40 ST ALO0, XU ESo P10 428 ot 10,11 Lodoup v th

zeros. Thus, e user can provide i cient nenory for e net hods
in question.kdy masageietusies1or dvi dese aclhdhleropdpdtisnt oamsnmehls the

information is trinmed and_a nessage to this effect is ,
manner, the key attributes can be read out in
conjunction with the method described below.

10

This method is defined as follows:

CK_RV CE_GetAttribute (CK_SESSION HANDLE session,
CE_EnumKey KeyType,
15 CE_EnumKeyAttribute KeyAttribute,
int pos,
CK BYTE [ ] * attribute,
int* length)

20 The key type is determined via the KeyType parameter
and thus also the table that is to be read from when
the different key types on the crypto-hardware are
recorded in different lists according to the type of
key.

25
The KeyAttribute parameter specifies the attribute that
is to be read out and the ITEM parameter indicates the
starting point within a table; its maximum value first
has to be acquired using the CE GetKeyCount method for

30 all keys or else for one key type. When the
CKA_END _DATE attribute is output, it must be noted that
the last current key is theoretically infinitely valid

(until a new key of the same type is imported) and, in



transmtted via CK RV. 15 CK RV CE_Del et eExpi redKeys ( CK_SESSI ON_HANDLE
session, CE EnunKey KeyType, int* counter) 20 The function allocation CE
Del et eExpi redKeys searches the card for expired keys and del etes them from
the card. Expired keys can be identified by the fact that the systemdate
i s ol der t haWQ RRO4EKROEND DATE of the successor keyPCIZREROME0028%. 8; this
al so applies to KT 25 and KS. Sel ective3del etion is made possi bl e through
the Enunifype and the entire card can be deleted by neans of - CE KA (only
the LMK is retained). It is inportant that this nethod nust not be allowed

to becore actiyecyhiepd pka% LIRS caLshed: aut «pBhichd Sl ogbl y 30

controlled in the e I ndi cate an appropriate return
val ue. ThanKSheopthdeceeasmr&eyanyf thdetanni hatye tsipks, effiecelsyi hhehe

i nt ernal key % e_avo dgg WD 2004/ 072911 PCT/DE2004/000083 64
The int erfac% %a?lﬁjeﬁtl SGR5R k%i}s’r%n‘?‘ém the val ue transfer
center is preferably as narrow as possible in order to rule out
mani pul ation 5 possibilities through side channels. The structure of the
interfacd befheertitidveiere forarsfdateertase (Postidpd Pé?ﬁg)’—harmftﬂe

e T T 3 L R e
nmeans of whighfkeys lgeremnated 1218th_?t|§ey|\/liliagﬂf&rﬁticﬁm@ﬂeﬂt wothihe val ue
the keys for thege two parameters should be shorter
than 128 bytes, then the remaining bytes up to 128 are
10 filled up with zeros. Thus, the user can always provide
sufficient memory for the methods in question. In case
the user provides a buffer that is too small, the
information is trimmed and a message to this effect is
transmitted via CK_RV.
15
CK RV CE DeleteExpiredKeys (CK_SESSION_HANDLE session,
CE_EnumKey KeyType,

int* counter)

20 The function allocation CE DeleteExpiredKeys searches
the card for expired keys and deletes them from the
card. Expired keys can be identified by the fact that
the system date is older than the CKA END_DATE of the
successor key, see under 2.5.8; this also applies to KT

25 and KS. Selective deletion is made possible through the
EnumType and the entire card can be deleted by means of
CE_KA (only the LMK is retained). It is important that
this method must not be allowed to become active when a
key import is <carried out. This is preferably

30 controlled in the embedded code and indicated with an
appropriate return value. Thanks to this measure, any
indeterminate side effects in the internél key

management are avoided.




transfer center (Postage Point) can be distributed to 15 the crypto-systens
of the paynent assurance systens. The value transfer center provides the
paynent assurance systemw th a key release interface by nmeans of which

t he paynent assurance system can rel ease the 20 key after _the successful

di stributi onWEha0M/GEEddi ng of said key. Since mai nIRETYREZV400083 i n bot h
projects, an application interface rea® zation using Session Beans 25 is
reconmended. In order to uncouple the two systens, the services should be

| ooked up by a nam ng service wusing JNDI. A Session Bean provides the
necessary functionality for 30 inporting the key data into the ZinS
central system The entire comrunication is shown in Figure 4. WO

2004/ 072911 Pag/ beRegfroe0b8Evesd Rikpireavehbwasproerss syepsmy gpd

i ntegration a ' t tyal S ange,.syskem (Zi nS
central). 5 8 5%@@%@555%%%?%2 F%%&%ﬁﬂé&gtP§§§g§?§l?ﬁe dat a ﬁey set to
t he Zi nS cenpbalsidkpending ordde use of rASN 1 oessagesnitthilsapiooess
routi ne prepares . the received nessage and causes the 10 nessage to be
stored i t hBogathbaseieThEnpPEgBsSIPGUEPrAB N PASort Key then initiates the
distribution of the key data to the ZinS |ocal systens by neans of CWAE.
15 The sequence of inporting the data into the database and subsequent
di stributionTbe thermessagesofhouhe bbptebiemmedbﬁfhk%ﬂén§@%§sVﬁﬁ&@ t he
received datgrggsfggcgg% e?engggtg%%kain% n%n%pt%% %%ﬂ@ﬂgllﬂéyﬁQN%
assurance system is shown in Figure 3.
10
The central payment assurance system provides an
interface for distributing keys by means of which keys
generated in the KeyManagement component of the value
transfer center (Postage Point) can be distributed to

15 the crypto-systems of the payment assurance systems.

The value transfer center provides the payment
assurance system with a key release interface by means
of which the payment assurance system can release the
20 key after the successful distribution and processing of

said key.

Since mainly Java is used in both projects, an
application interface realization using Session Beans
25 is recommended. In order to uncouple the two systems,
the services should be looked up by a naming service

using JNDI.

A Session Bean provides the necessary functionality for
30 importing the key data into the ZinS central system.

The entire communication is shown in Figure 4.




advantage of this approach is that events in the realm20 of errors can be
better reconstructed and, in case of a data |oss, access can be gained to
t he database if need be. The paraneters of the InsertKeyData nethod are
not yet 25 specified since at this point intinme, it is not yet clear
whet her t he WEN2QO4/Bi2Q4t i s supported. However, theP@EYDB004/00008%ve to be
equi pped with two paraneters in order 650 al so be able to sent a detailed
nessage to the Postage Point. 30 In ZinS central, the distribution nethod
of the key allocation systemis responsible for the follow ng: WO

2004/ 072911 PCT| RE2904 00008386 51 < ALENI NG L ke JIPSsage gucihe Zi nS

central serv 2. distributing the key nessages Trom ostage 5 Point
to the indi Vielwalinimmi |tlcentensriay npapseat ddwmuBMEE i syetkeace(pinyi ded by
Vibris. The struciure and use of the CAS service can be found in the
manual of tH ¥ i i trface. 10 3. after the distribution and inport into the
i ndividual mail centers has been conpleted, an appertaining return nessage
is generated. The data is transmtted fromthe value transfer center 15

( Post age SPoiTh§ PHOERESAINUL g mdmpoTh&eapperans feng thet wlata ekpvnse i s

| i kew se expegt e@oi{h hZelﬁAsS%e]ht of mat . Instead of this format, however,
other formats ~can, of course, also be used. The particular formats are

adapted for use by a suitable parser. 20
Depending on the use of ASN.1 messages,‘this érocess
routine prepares the received message and causes the
10 message to be stored in the database. The process
routine ImportKey then initiates the distribution of
the key data to the ZinS local systems by means of
CWMS.

15 The sequence of importing the data into the database
and subsequent distribution of the messages should be
observed. This ensures that the received data is
secured before work is done to it or with it. The
advantage of this approach is that events in the realm

20 of errors can be better reconstructed and, in case of a
data loss, access can be gained to the database if need

be.

The parameters of the InsertKeyData method are not yet
25 specified since at this point in time, it is not yet
clear whether the ASN.1 format is supported. However,
the method will have to be equipped with two parameters
in order to also be able to sent a detailed message to
the Postage Point.
30
In ZinS central, the distribution method of the key

allocation system is responsible for the following:



Preferred data formats in ASN.1 are the followi ng: Distribution nessage
for the transport key TransportKeyMessage ::= SEQUENCE 1 25 MsgType OCTET
STRING ( fix "KT' Version OCTET STRING ( O0x01 KeylD OCTET STRI NG, (
CKA I D SigKeyl D OCTET STRING, ( CKA ID of SignatureKey used for MAC ) 30
Tr ansKeyEncr‘X’ 9HIrRING, ( Transport Key Wappedpmﬁzq_(ﬁwo%@ OCTET
STRING ( MAC over all previous el enment$6 } WO 2004/ 072911 PCT/ DE2004/ 000083
67 Distribution nessage for the data key PostageKeyMessage SEQUENCE { 5
MsgType OCTET STRING, ( fix "KD  Version OCTET STRING ( 0x01 ) KeylD

OCTET STRING. ( &G 1®ihgKeyienara) i arQGHT SR Nge (20491 caspansdi ng

Si gKeyl D OCTET STRING ( CKA I D of SignatureKey used 10 for MAC)
TransKeyl D GEPFERISTRI NG ( CKA I D of TransportKey DataKeyEncrypted OCTET
STRI NG, ( PostageKey wapped with LMK and 15 encrypted with Transport Key
MAC OCTET STRING ( MAC over all previous elenents } Al so see section
2.4.6. 2. distributing the key messages from the Postage

5 Point to the individual mail centers by means of
the CWMS interface provided by Vibris. The
structure and use of the CWMS service can be found

in the manual of this interface.

10 3. after the distribution and import into the
individual mail centers has been completed, an

appertaining return message is generated.

The data is transmitted from the value transfer.center
15 (Postage Point) in the ASN.l1 format. The appertaining
return response is likewise expected in the ASN.1
format. Instead of this format, however, other formats
can, of course, also be used. The particular formats
are adapted for use by a suitable parser.
20
Preferred data formats in ASN.1l are the following:
Distribution message for the transport key
TransportKeyMessage ::= SEQUENCE
{
25 MsgType OCTET STRING, ( fix ‘KT’ )
Version OCTET STRING, ( 0x01 )
KeyID OCTET STRING, ( CKA ID )
SigKeyID OCTET STRING, ( CKA ID of SignatureKey used
for MAC )
30 TransKeyEncrypt OCTET STRING, ( TransportKey wrapped
with LMK )
MAC OCTET STRING ( MAC over all previous elements )

}




20 Rel ease nmessage KeyExchangeRecei pt SEQUENCE { Keyl D OCTET STRI NG (
CKA I D of received key ) KeyLabel Hash OCTET STRING ( SHA-1 hash of

CKA LABEL of 25 received key ) State BOOLEAN, ( TRUE/ FALSE to

enabl e/ di sm ss ke Message OCTET STRING ( Description of success/failure
} 30 The dat\é{%(}@@&m%b can have a different set-upPCTH3ERA04/00088%et - up
according to the enbodi nents presented7is especially advantageous since
they allow the transmi ssion of all of the information that is to WO

2004/ 072911 PCT/ DE2004/ 000083 68 be taken into consideration and they
account- for a small data transm ssion effort. In particular, the data is
transmtted via CWB to the |ocal paynent assurance systens which are
preferably |Deshridytiominessagerfonithe davapbeyal service provider. Wen

the ASN. 1 f ' LS e dat %@% irst have to be parsed into the
i nternal ke;.lédr?;ésa}s eZ]Ke, vﬁcﬁjslsc%é]e woul ZS d‘\lﬁj%%ensed with if the nmessages
defined in this 10 docunent were used directly. The data packets received

t hrough the CWMS correspond to the key messages previously defined in this
document : TM%%& a B i¥en subjeci® tb the 15 VerifyMsg met hod of

the enbedded;gade, afd@fpt %ﬂ@é@/ﬁa% 1;(%@1 peen adapted to the data table

above title "Attributes of t ey KD'. After the wverification,
either the ikgod GITEheSTHEANG,s 6t@KA D via the enbedded code or el se an

apprOpriateﬂ%§é£heration OCTET STRING, ( 0x01 ascending )

SigKeyID OCTET STRING, ( CKA ID of SignatureKey used

10 for MAC)
TransKeyID OCTET STRING, ( CKA ID of TransportKey )
DataKeyEncrypted OCTET STRING, ( PostageKey wrapped
with LMK
and

15 encrypted with TransportKey )
MAC OCTET STRING ( MAC over all previous elementé )
}

Also see section 2.4.6.

20 Release message
KeyExchangeReceipt ::= SEQUENCE
{
KeyID OCTET STRING, ( CKA ID of received key )
KeyLabelHash OCTET STRING, ( SHA-1 hash of CKA LABEL of
25 received key )
State BOOLEAN, ( TRUE/FALSE to enable/dismiss key )
Message OCTET STRING ( Description of success/failure )

}

30 The data structures can have a different set-up.
However, a set-up according to the embodiments
presented 1s especially advantageous since they allow

the transmission of all of the information that is to




20 nmessage i s generated. Conpare key nessages and pages 12 to 14 in terns
of the inport data structure of the CE InportKey enbedded code nethod. The
deletion of the old keys as well as the updating are carried out

autonaticallﬁlb t he above-descri bed enbedded code 25 nethods. Every day,
t he CE_Del et @(%@Q“é‘?ﬂ@% method is invoked which reR&VEEZPNS/Q008B3 ed keys

fromthe crypto-hardware daily, whenevd this is necessary. During the
import, 30 the CA InportKey nmethod ensures that duplicate keys are deleted
and that newer ones replace them WD 2004/072911 PCT/ DE2004/ 000083 69 The

enbedded codee neldkeds aneobaibisiQetheiapplddt kaey ycébendaviwcl ass
Crypt oAdapters. CryptoAdapters offer all functions (simlarly nanmed) that

t he embeddedSabe dakr braesnprESHn 1ehEPRbdsIpf Perticubprpebs 82t3NI, a
DLL (Crypto p j d iRt tat i cal i hke

provi ded by@gxﬁgén%ﬁtéécg??tg ri s%orga}%rﬁgéﬁr#%%%dg%%?ga%ét he
static |inksygtedd WheclKtare nprefenablyoboobtétieidNhaibt eehaeesabgo

provi des error handling for, each requested session; in this context, see
Stage 3 @ndethe® RPEF2hrebyhg® -PROYRESY PCFM Desi gn Docunent. The wor ker
concept is supported 15 in that the crypto-hardware is initialized in the
mul tithreadi ng node and, after the login, each worker gets its own session
(get Sessi on, Wik GettBesAM) 1 dormaty ebsil used, whitch date wuled fsreégi stered

in the DLL ﬁggeeESOBeh%g%ggggfn 5¥¥ﬁgﬂi§¥g¥£§feﬁé§lﬁgggggLPrwhggh
would be dispensed with if the messages defined in this

10 document were used directly.

The data packets received through the CWMS correspond
to the key messages previously defined in this
document. These messages are then subjected to the
15 VerifyMsg method of the embedded code after they have
first been adapted to the data table above title
“Attributes of the data key KD”. After the
verification, either the import of the key is started
via the embedded code or else an appropriate error
20 message is generated. Compare key messages and pages 12
to 14 in terms of the import data structure of the
CE_ImportKey embedded code method. The deletion of the
old keys as well as the updating are carried out
automatically by the above-described embedded code

25 methods.

Every day, the CE DeleteExpiredKeys method is invoked
which removes the expired keys from the crypto—hérdware
daily, whenever this is necessary. During the import,
30 the CA ImportKey method ensures that duplicate keys are

deleted and that newer ones replace them.



20 worker. The mai nstream of the DLL is addressed by the |ogin and

| i kewi se has its own error handling for the execution of Pkcs#l | nethods
and the enbedded nmethods. Figure 6 shows an overview of the

i npl enentation. 25 Preferably, the key list and the code that is provided
by the enbedWsU2084HE941are renpved. Ctherwi se, the PSE/DER0K0QAR83
structures nust be selected to be ideri9cal. 30 Connection of the DLL A
preferred encapsul ati on and an advant ageous error handling are shown in
Figure 7 by way of an exanple. WD 2004/072911 PCT/ DE2004/ 000083 70 An

| npl enent at i pRe 0bnbBEAKEY cbbid! Sadthdiy feedsshidd Ehecnkeyppiskarabg hel d
conpletely in the enbedded code of the crypto-hardware. e GetAttribute

met hods decrledsthet davhe s siGigyet dhdarpbeion ©fypheAdabedyedosier
CE GetAttrib hod; hy ,the. t oken, .t i nvocat | r i nport
gif a%c??bng (s%§1§%r y.naméq)r¥%at th% gh??ég%ﬁycggg

and its inplénen ron are uceéd-’since this 1s autonm carried out
by the enbesdedo€iosle PktS#11 heethaasf ecfef.the necessary data. 10 An
expanded error constant list is provided in the enbedded code. The key

nessagesSfron1the Postage Point are stored in ZinS central in a database

in order to gl | aF efg7 15,57 a f hvesl ogal paygent
assurance sy%ytﬁﬁéﬁ%iﬁitﬁﬁ 'a?l?E?t??29P38§??g5g?hg?53hgsnessage as such
be incorpor ated stbdichkd ldat hbakedantesdridndpyovidhdt adniaxss r afhee

information be received. .20 Co sequentIXh.the foIIomﬂﬂghdgﬂgbg%gtggbles are

needed. TranSPOf tkéyBack “dpitehkpStNFinimized thro

linking.
10
The C++ implementation of the JNI interface also
provides error handling for each requested session; in
this context, see Stage 3 under “multithreading”-in the
PCFM Design Document. The worker concept is supported
15 in that the crypto-hardware is initialized in the
multithreading mode and, after the login, each worker
gets its own session (getSession, C_GetSession), as a
result of which this worker is registered in the DLL
and error handling is established specifically for the
20 worker. The mainstream of the DLL is addressed by the
login and likewise has its own error handling for the

execution of Pkcs#11 methods and the embedded methods.

Figure 6 shows an overview of the implementation.
25 Preferably, the key list and the code that is provided
by the embedded methods are removed. Otherwise, the
set-up of the structures must be selected to be

identical.

30 Connection of the DLL
A preferred encapsulation and an advantageous error

handling are shown in Figure 7 by way of an example.




Key data record See table on page 29 Key data stores the key nmessage in
the way in which it was received by the Postage Point; in case of a
failure 25 of a | ocal paynment assurance system the archiving of the key
nmessage serves to coordinate the failed |ocal paynment assurance system

with the ot h®O ¢MQROhY | ocal paynent assurance sy&CAHBEBYO40R988%i ng t he
archived key. Before the storage, the Message has to be parsed 30 by ASN. 1

in order to transmt it to the local systens. WO 2004/072911
PCT/ DE2004/ 000083 71 The shared formof the data records is preferred as

the storageanpdabiénientt Sos0bEespeNdeyt 0iEhe 1 abhett Hakdedeserthes the
data block that is used for the CE VerifyMessage enbedded nethod. 5

Tr anspor t Keyk@¥adgéfbhit arsnheiNocMupbetel Redi phBateatddeq ¢ode ngst anp

EnaSi at us VAREAR 355 BREPTRFERT ARG i s Ha P ecar i Ras e

central signtdicahee. drig stsbhglal | ,intoseries t wevathat e enieed@edback
received from the |ocal, paynment assurance systemin the il centers, 10

preferably atF_Getid TP EtBenP&tdadhiat B e FREegPafls&d GHEY t hetR&iling

system of the,pgssal 088" ¥ote dHOVIASErt 88dWBls asnd LekORdscior &apabl e
error analysis and to alarmof the system operator whenever the tine is

exceeded durreducée discei bbtisord spraodeuhate.cally carried out by the

embedded code after the transfer of the necessary data.

10 An expanded error constant list is provided in the

embedded code.

The key messages from the Postage Point are stored in
-ZinS central in a database in order to allow a later
15 replacement of a defective local payment assurance Sys-
tem. First of all, it is required that the message as
such be incorporated into the database and secondly,

that administrative information be received.

20 Consequently, the following database tables are needed.

TransportKeyData
SDItemNo INT
Key data record See table on page
29

Key data stores the key message in the way in which it
was received by the Postage Point; in case of a failure
25 of a local payment assurance system, the archiving of
the key message serves to coordinate the failed local
payment assurance system with the other remaining local
payment assurance systems by importing the archived
key. Before the storage, the message has to be parsed

30 by ASN.1 in order to transmit it to the local systems.




15 By the sane token, this table involves adm nistrative information
processing. This makes it possible to use the entry SNItenNo to all ocate
and to evaluate the appertaining TransportKeyData table and the 20
Transport KeyRepl ssage of the individual (83) mail__centers, |f

appl i cabl e, .“%Sgaé%l\/&?@kgy%pl ayMessage SNItemNo NunmB&GT/AAB200000983911
PCT/ DE2004/ 000083 72 Mai | Cent er No Nunmb&r MessageDate DATE ( / tinestanp
MessageText VARCHAR(520) In this table, the individual key response
nmessages of the |ocal paynent assurance systemare archived 'in the nail
centers of tihRepoRhaktdsebyinCerpeael daraasedordsf tBChirefeetretingsi gpert
procedure. WO 2004/072911 PCT/ DE2004/000083 73 Cains: 1. A nethod for
veri fyi ng thétateAentmadalltof/ athpgsteyerssrinduntgendeatedPiRi ek

franki ng keyyaad,;%applied oglo.a fRiRI €Gy, Mhereby, CLypt ograpbhe
information contained in the postage indiciumis decrypted and used for
veri fying theEauehefiyMessygeoémbhddpdsiaghodndi ci um characterized in that
10 a datgskey (KD) is generated, transmtted froma central paynent
assurance system (ZinS central) to |ocal paynent assurance systens (ZinS

| ocal ) and inport¢d Dy the “f%éﬁgpofgké§ﬁ§n§%éﬁ§%.'[ of —the

SNItemNo Number

ReceiptDate DATE ( / timestamp
)

CompletionDate DATE ( / timestamp
)

DistributionDate DATE ( / timestamp
)

EndStatus VARCHAR (20)

StatusText VARCHAR (20)

This data record has a central significance. First of
all, it serves to evaluate the feedback received from
the local payment assurance system in the mail centers,

10 preferably all of the mail centers that are integrated
into the mailing system of the postal service provider,
as well as to conduct a capable error analysis and to
alarm of the system operator whenever the time is
exceeded during the distribution procedure.

15
By the same token, this table involves administrative
ihformation processing. This makes it possible to use
the entry SNItemNo to allocate and to evaluate the
appertaining TransportKeyData table and the

20 TransportKeyReplayMessage of the individual (83) mail

centers, if applicable,.

TransportKeyReplayMessage
SNItemNo Number




inport is transmtted to the central paynent 15 assurance system (ZinS
central) and in that, once the data key (KD) has been successfully
inported into essentially all |ocal paynent assurance systens (ZinS

| ocal ), the KD) is released for the production of new postage
indicia. 20 §$5$Héﬁ dd according to Claim1, chaﬂﬁgﬂgﬁpﬁgﬂowxﬁﬁhat t he
data key is provided with an end date f& the preceding data key and/or it
is transmtted with 25 the end date. 3. The nethod according to daim 2,
characterized in that the franking key is transmtted to a cryptographic
30 elenent and int :qt ogr aphr @ t  checks whefher other data
keys have an end d'!r’ﬂgatlalré}% \A]%ai\f P? TEP Fr%ﬁlng)zr%g stored for the successor
data WO 2004/ 072911 MRECHEIR04 000083 1HXK®Y ( Y dJidesstdngn a date stored
in the payment asgurance system 4. The )rethod according to|one or nore of
the 5 preceding clfans,——charactertzed—m—that—the—data—+key—+s provi ded
with a generation ¢ERBISTETH or i s trandRGHARS X20det her witth the
generation counter. 10 5. The method according to Claim4, characterized

in that the data key is_transmtted to a cryptographic
In thEsyta%le, the individual %gy gesgonse messages of

the local payment assurance system are archived in the
mail centers of the postal service provider as a

5 function of the import procedure.




el ement, especially to a crypto-card, and in that,
crypt ographic el enent receives the data key, it deletes all of the data

keys that have

characteri zed"PRPHAY2% e resuit of the inport is trdifs
record. 25 7. The nethod according to C aim6,

15 as soon as the

t he sane generation counter value as the transmtted data
key. 20 6. The nethod according to one or nore of the recedi ng cl ai s,

2aer/8d0083dat a

characterized in that,

t he

data record contains a key. 30 8. The n#thod according to one or nore of
the preceding clains, characterized in that, W 2004/072911

PCT/ DE2004/ 000@8a3s:75 the result of the inport

transfer center

the 5 preceding clains, characterized in that the result is checked by

decryption of thg kex.nl0. Fae ”%%QQQ&?E%ﬁVQ%%Q LR ARG QL H0r e 0f the

precedi ng clains, characterized in th

is transnmtted to a val ue

(Postage Point). 9. The nethod according to one or nore of

ce the data key has been

successful | y i npopsédgei nhdiessangicakingtald usdcal apdyeeiti ngs Sarvarae
systens (ZinS |local), the d@ta key is released. at .15 the ¥§Iue E{ nsf er
p Pfd onto a C

center (Pbstage BB

10
15
20

2.
25

3.
30

mallpilece, whereby cryptographi
information contained in the postage indicium 1is
decrypted and used for verifying the authenticity
of the postage indicium,

characterized in that

a data key (KD) is generated, transmitted from a
central payment assurance system (ZinS central) to
local payment assurance systems (ZinS local) and
imported by the latter, 1in that a result of the
import 1s transmitted to the central payment
assurance system (ZinS central) and in that, once
the data key (KD) has been successfully imported
into essentially all local payment assurance

systems (ZinS local), the data key (KD) is released

for the production of new postage indicia.

The method according to Claim 1,

characterized in that

the data key is provided with an end date for the
preceding data key and/or it is transmitted with

the end date.

The method according to Claim 2,

characterized in that

the franking key 1is transmitted to a cryptographic
element and in that the cryptographic element
checks whether other data keys have an end date and

whether the end date stored for the successor data

10



11. The method according to one or nore of the preceding clains,
characterized in that 20 the data key is a symretrical key. 12. The net hod
according to one or nore of the preceding clains, characterized in that 25
the new data_key is transmtted fromthe value transfer center (Postage
Point) to th&@2AP487291daynment assurance system 13. PREDEBOMHBOUSEor di ng
to one or nore of the 30 preceding clains, characterized in that WD

2004/ 072911 PCT/ DE2004/ 000083 76 the v#d ue transfer center encrypts the
data key wth a transport key (KT). 14. The nethod according to Caim?9,
S characterized kayt had theer ansRer ta ka¥tes SnefyPt edh Wehd paRaSher
transport key (KTM. 15. The nethod according to one or nore of the 10
precedi ng cl ai ns2SERAPAECeFYSEEM-n that the data key is generated in the
area of the value transfer center. 15 16. The nethod according to one or
nore of the preceding clainms, characterized in that the data key is

provi ded w t i.ke¥hedenkithiodat ia@rcoddifray metd onon?0 or more of the

5 preceding claims,
characterized in that
the data key is provided with a generation counter

and/or is transmitted together with the generation

counter.
10
5. The method according to Claim 4,
characterized in that
the data key 1is transmitted to a cryptographic
element, especially to a crypto-card, and in that,
15 as soon as the cryptographic element receives the

data key, it deletes all of the data keys that have
the same generation counter value as the

transmitted data key.

20 6. The method according to one or more of the
preceding claims,
characterized in that
the result of the import is‘transmitted as a data
record.
25
7. The method according to Claim 6,
characterized in that,

the data record contains a key.

30 8. The method according to one or more of the
preceding claims,

characterized in that,



17. The method according to Claim 16, characterized in that the key
Identification information is transmtted in encrypted form 25 18. The
nmet hod according to one or nore of the preceding clains, characterized in

that the data keé or at least part of the data key forns 30 a conponent of
a franking k&PO2BP4PR¥ldenerati on of postage indi ci &CT/DE2004/00008

75

the result of the import is transmitted to a value

transfer center (Postage Point).

9. The method according to one or more of the
5 preceding claims,
characterized in that

the result is checked by decryption of the key.

10. The method according to one or more of the
10 preceding claims,
characterized in that
once the data key has been successfully imported
into essentially all 1local payment assurance
systems (ZinS local), the data key is released at

15 the value transfer center (Postage Point).

11. The method according to one or more of the
preceding claims,
characterized in that

20 the data key is a symmetrical key.

12. The method according to one or more of the
preceding claims,
characterized in that
25 the new data key 1is transmitted from the value
transfer center (Postage Point) to the central

payment assurance system.

13. The method according to one or more of the
30 preceding claims,

characterized in that
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14.

15.

l6.

17.

18.

76

the wvalue transfer center encrypts the data key

with a transport key (KT).

The method according to Claim 9,
characterized in that
the transport key 1is encrypted with a master

transport key (KTM).

The method according to one or more of the
preceding claims,

characterized in that

the data key is generated in the area of the value

transfer center.

The method according to one or more of the
preceding claims,

characterized in that

the data key is provided with key identification

information.

The method according to Claim 16,
characterized in that
the key identification information is transmitted

in encrypted form.

The method according to one or more of the
preceding claims,

characterized in that

the data key or at least part of the data key forms
a component of a franking key for the generation of

postage indicia.



