1 MOBI LE TELECOMMUNI CATI ONS DEVI CE TRACKI NG METHOD,
SYSTEM AND APPARATUS Fi el d ofy the Invention 5 This
invention relates to a nobile tel ecommunications
devi ce tracki ng nethod, system and apparatus, and
refers to such a nethod, system and apparatus for
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Background of the Invention
25
Mobile telecommunications devices are regularly lost or stolen. The trade in lost or
stolen mobile telecommunications devices s large. When a mobile
telecommunications device is fost or stolen, all the data stored therein is also lost
or stolen. Recovery of the mobile telecommunications device, and the data, is
.30 - normally impossible. Quite often the mobile telecommunications device is used
thus incurring cost fo the genuine owner, often before the genuine owner becomes

aware of the Ios_s or theft of their mobile telecommunications device.

Because of technologies incorporated in one converged device, mobile

35  telecommunications devices are more than just a communication tool. They are
also the devices in which are kept contacts, messages, schedules, emails, images,
music, video and even banking information. N




nmusi ¢, video and even banking information. 2 Due to

its conpact size, |large data capacity, |onger battery
life, better input (keyboard & stylus), larger &
better display (larger, color, high resolution) and
data 5 transm ssion capabilities, nobile

t el ecommuni cati ons devices are used to keep nore

i nformati on than PC or notebook conputers in the

office or at honme. It is now, for nost people, the
thing that they can't live without. 10 Summary of the
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owner is different to the correspondi ng data, raising

35 an @t&bdnce with a second preferred aspect there is provided a method for
25 tracking a mobile telecommunications device, the mobile telecommunications
device having a subscriber identification module containing data of a valid owner,
and a memory; the method comprising:
writing to the merriory the data of the valid owner and a profile of the valid
owner,
30 upon the subscriber’s identification module being replaced with a new
| subscriber identification module, comparing the data of the valid owner as written
to the memory with corresponding data in the new subscriber identification module;
and
if the data of the valid owner is different to the corresponding data, raising
35  analert.

- For both aspects the alert may be raised without consent or verification by a user

‘of the mobile telecommunications device. The alert may comprise displaying on a
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"30 The data of the valid owner may comprise an International Mobile Subscriber
Identifier. The corresponding data may comprise an International Mobile
Subscriber Identifier. The information retrieved from the new subscriber identifier
module may comprise a new contact number for the mobile telecommunications
device, and an identity of a telecommunications cell in which the mobile

35 telecommunications device is located.




nodul e may conpri se a new contact nunber for the
nmobi | e tel ecomuni cations dey ce, and an identity of
a tel ecomuni cations cell in which the nobile 35

t el ecommuni cations device is |ocated. 4 In accordance
with a third preferred aspect there is provided a
software arrangement that is operable on a processor,
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20 In the dramngs: Figure 1 is a schematic
i |1 uSHiefReseiiption qrthe Rip®ings architecture; Figure 2 is
a flow chart for system set-up; Flgure 3is aflow
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t el ecommuni cati ons devices run under a nobile

el eparEdisligat i on network such as, for exanmple, GSM
and UMTS (3G both of which require a Subscriber 35
Identification Module (SIM card to uniquely identify
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Figure 2 is a flow chart for system set-up;
Figure 3 is a flow chart for system authentication;
25  Figure 4 is a flow chart for alert generation;
Figure 5 is a fiow chart for a first remote command;
Figure 6 is a flow chart for a second remote command; and
Figure 7 is a fiow chart for a third remote command;

30
Detailed Description of the Preferred Embodiments

Mobile telecommunications devices run under a mobile telecommunication network
such as, for example, GSM and UMTS (3G) both of which require a Subscriber
.35 Identification Module (SIM) card to uniguely identify subscribers (the user of the
~ mobile telecommunications devices) for communication (mobile ‘phone number)
and billing purposes. Each SIM card contains a unique International Maobile
Subscriber Identity (IMSI) number that is used to identify the owner of the mobile




nobi | e tel econmuni cati ons devices) for comuni cation
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start (201).

The SIM card 106 includes an International Mobile Subscriber Identity (IMS1) code
30 that is a unique code associated with the subscriber and is entered into the SIM
card 106 when the SIM card 106 is activated. During the setup, the BMS! is read
from the SIM card 106 (202). This will be considered as the identity of the valid

owner.

35 Using the keys 103, the profile of the valid owner is then entered (203). The profile
may include, for example one or more of: password, name, contact details (e.g.

address and/or alternative telephone number), a notify number of the second
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Alert Greeting

This phone belongs to

Name:

Contact:

If found, please contact the above.
Reward provided

Table 1

The profile and the IMSI are then encrypted and written to the memory 105 (204).
The module 107 is then set as an auto-start application (205) so that the module
10 107 will run whenever the device 101 is switched on. When the module 107 runs,
it will do so in the background and will be invisible to a user. The set-up then ends

(208).

Whenever the device 101 is started, an authentication procedure is activated. This

15 is shown in Figure 3.
At the starting of the device 101 (301) the profile and IMSI are read from the
memory 105 (302) and the IMS is read from the SIM card 106. A query is raised
(304} comparing the two IMSI] codes. If they are the same (305), the authentication
20 ends (306). It they are different (307) an alert is operated (308) and the

authentication process ends {306). The IMSI codes will be different if the SIM card
The
operation of the alert 308 will be silent, and no consent or verification is performed

106 has been changed, as is often the case for stolen or lost devices 101.

or sought.
25




it will do so in the background and will be invisible
to a user. The set-up then ends .(206). \Wenever the
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The remote command of backup (407} is shown in Figure 6. Upon being selected
(601), the module 107 establishes a connection to the sever 113 (602} then
30 uploads to server 113 all the data in the fields as pre-set in the settings shown in
Table 1. This may be one or more of: contact information, calendar entries,
messages (in, draft and sent), images, emails (in, draft and sent}, call log or
récords, notes, voicemail, phonebook, and so forth. The data backed up may

subsequently be recovered.

35

' Figure 7 shows the remote command of query (408). When this option is selected
{701) a query is sent (702) to check on the status of device 101 and the pre-set
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15 to performcertain tasks w thout the know edge and
consent of the new user (or thief). Wilst there has
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enbodi nents of the present invention, it will be
understood by those skilled in the 20 technol ogy
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t he

5. A system as claimed in claim 4, wherein the message comprises
25  information retrieved from the profile and from the new subscriber identification

module.

G. A system as claimed in claim 4 or claim 5, wherein after the message is
sent, a remote command is received, the remote command being selected from the

30 group consisting of: delete data, backup, and query.

7. A system as claimed in claim 6, wherein delete data comprises deleting
data from the memory, the data being pre-set during a set-up procedure.

35 8. A system as claimed in claim 6, wherein backup comprises backing up
data from the memory to a remote server, the data belng pre-set dunng a sef-up

~ procedure.




30 group consisting of: delete data, backup, and

guery. 7. A systemas clainediyn claim®6, wherein

del ete data conprises deleting data fromthe nmenory,

the data being pre-set during a set-up procedure. 35

8. A systemas clainmed in claim®6, wherein backup

conprises backing up data fromthe nenory to a renote

server, the data being pre set during a set- up

proc dure 10 9. % |ned in claim
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bei ng pre-set during a set-up procedure
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password, name, contact details, address, alternative telephone number, a notify

number of a second telephonic device to be notified of the alert, and settings on
25  how the module is to behave when the alert is to be generated and responses

thereto.

14. A system as claimed in any one of claims 1 to 13, wherein the data of the
valid owner comprises an International Mobile Subscriber Identifier.

30
15. A system as claimed in any one of claims 1 to 13, wherein the
corresponding data comprises an International Mobile Subscriber |dentifier.

186. A system as claimed in claim 5, wherein the information retrieved from the
35  new subscriber identifier module comprises a new contact number for the mobile
telecommunications device, and an identity of a telecommunications cell in which

the mobile telecommunications device is located.




thereto. 14. A systemas clainmed in any one of clains
1 to 13, wherein the data of the valid owner
conprises an International Mobile Subscriber
Identifier. 30 15. A systemas clained in any one of
claims 1 to 13, wherein the corresponding data
conprises an International Mobile Subscriber
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1y, wherein the alert is rai sed wi t hout consent or
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the profile. 20 20. A nethod as clained in any one of
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t he nessage conpri ses
21. A method as claimed in claim 20, wherein the message comprises

information retrieved from the profile and from the new subscriber identification

25 module,

22, A method as claimed in claim 20 or claim 21, wherein after the message is
sent, a remote command is received, the remote command being selected from the
group consisting of: delete data, backup, and query.

30

| 23. A method as claimed in claim 22, wherein delete data comprises deleting

data from the memory, the data being pre-set during a set-up procedure.

24, A method as claimed in claim 22, wherein backup comprises backing up
35 . data from the memory to a remote server, the data being pre-set during a set-up
procedure. '




information retrieved fromthe profile and fromthe
new subscriber identificationg;, 25 nodule. 22. A nethod
as claimed in claim?20 or claim?21l, wherein after the
nmessage is sent, a renote command is received, the
renot e conmand bei ng selected fromthe group
consisting of: delete data, backup, and query. 30 23.
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30. A method as claimed in any one of claims 17 to 29, wherein the data of the

valid owner comprises an International Mobile Subscriber Identifier.

30 31. A method as claimed in any one of claims 17 to 30, wherein the

corresponding data comprises an International Mobile Subscriber 1dentifier.

32, A method as claimed in claim 21, wherein the information retrieved from
the new subscriber identifier module comprises a new contact number for the
35 mobile tefecommunications device, and an identity of a telecommunications cell in

~ which the mobite telecommunications device is located.




how the nodule is to behave when the alert is to be
generated and responses 25 thereto. 30. A nethod as
claimed in any one of clainms 17 to 29, wherein the
data of the wvalid owner conprises an Internationa
Mobi | e Subscriber ldentifier. 30 31. A nethod as
clainmed in any one of clains 17 to 30, wherein the
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Subscri ber ldentifier. 32. A as claine
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contact nunber for the 35 nobile tel econmunications
device, and an identity of a tel ecomunications cel
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| ocabbgkimd 87 832. A software arrangenent that is
operabl e on a processor, the software arrangemnent
conprising a conmputer programthat configures the
pr oc 8% sor Atepbile iefecom mugieations dayise éncluding @i sefixarg farrgngement as
met hedimel irtdBimape of clains 17 to 32. 5 34. A nobile

| ecommuni cations device for perform ng the method of
any one of clains 17 to 32. 35. A nobile
t el ecommuni cati ons device including a software
arrangenent as clainmed in claim33. 10




