[0001] SIGNALING METHOD FOR WLAN NETWORK CONTROL [0002]
FIELD OF INVENTION [0003] The present invention relates to wireless
local area network (WLAN) systems, and more particularly, to remote
radio resource management (RRM) in a W LAN. [0004] BACKGROUND
[0005] Simple network management protocol (SNMP) is a widely utilized
client-server based protocol allowing a remote network management
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WLAN tion into multiple cell deployments, RRM can be used to
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measurement reports fo inform the radio network controfler (RNC) of critical
situations such as handover, high interference levels in a cell, or a change in soft
handover candidate cells. These notifications are an efficient means of keeping
signaling overhead low in a mobile communications network.

[0007] WLANs based on 802.11 have only three standardized notifications
(Disassociate, Deauthenticate, and Authenticate Failure). These notifications are part
of the standardized 802.11 management information base (MIB). With the move
towards WLAN integration into muitiple cell deploymenis, RRM can be used to
maintain efficiency and inter-operability of WLAN access. Presently, there is no
existing [EEE 802.11 standard relating to remote RRM (i.e., not implemented in the
AP) to benefit from the signaling efficiency and traffic load reduction as allowed by
event-triggered reporting in UMTS, for example.

[0008] SUMMARY
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point (AP), and a network management entity (NME). A method for remote
radio resource management (RRM) in the WLAN begins by configuring a
trigger condition at the AP. A determination is made whether the trigger
condition has been met, and a notification message is sent from the AP to
the NME if the trigger condition has been met. [0010] Another method for
remote RRM in the WLAN begins by transmitting a request message from
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message. [0013] An access point (AP) in a wireless local area network

[ LANPHERIGOS: station and a network management entity (NME)
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THE %%%éﬁ@?ﬁ%ﬁ?t% the i 1Rt 4 PR IRREFRER R RHARN AR
: A network management entity (NME) for remote radic resource

management in a wireless local area network (WLAN) having a station and an
access point (AP) includes receiving means for receiving a notjﬁcation message from
the AP, processing means for processing the notification message, and managing
means for managing the radio resources of the WLAN based on the contents of the
notification message.

[0013] An access point (AP) in a wireless local area network (WLAN) having
a station and a network management entity (NME) includes receiving means for
receiving information from the station; processing means for processing the
information and generating a notification message, the contents of the notification
message based on -the processed- information; and transmitting means for

transmitting the notification message to the NME.
[0014]

[0015]BRIEF DESCRIPTION OF THE DRAWINGS
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-2 [0016] A more detailed understanding of the invention may be had from
the following description of a preferred embodiment, given by way of
example and to be understood in conjunction with the accompanying
drawings, wherein: [0017] Figure 1 is a block diagram of the IEEE 802.11
protocol stack; [0018] Figure 2 is a flow diagram showing sending a -
notification message based on an association response frame; [0019]
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[0023] Figure 7 is a flow diagram showing sending a generic notification
message when a trigger is activated at the AP; and

[0024] ' Figure 8 is a flow diagram showing an alternate embodiment of sending

a generic notification message when a frigger is activated at the AP.



management frames (for example, beacons). Generally speaking, there
are several subtypes for each frame type. These frame types all have
particular contents or information elements (IEs) as set forth in current
802.11 specifications. [0028] As shown in Figure 1, a-service primitive is
an internal station signaling message used for inter-layer and/or
inter-protocol entity exchanges (for example, from a station management
entity (SME) to a MAC sublayer management entity (MLME) and vice
v%r%sgéwith standardized mes‘?g\ie contents. The particular format _of the
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only the content is specified. This type of message is usually used to initiate and/or

confirm an action such as sending a particular frame for management purposes to

another station. |

[0029] To abhieve remote RRM in a WLAN environment, the following set of

signaling messages (station management (SMT) notifications) are proposed. Each

of the messages is defined as a SMT notification. An SMT notification in accordance

with a preferred embodiment of the present invention is a simple signaling message

on the network side (functioning like a measurement report message from a Node

B to a RNC in UMTS exchanged over the UMTS lub/fur interfaces). Basically, the AP
sends SMT notifications as a kind of SNMP protocol message once certain

conditions are fulfilled. The conditions can come from L1 and L2, and will likely
contain measurements. Because SNMP is situated above L1 and L2 (the MAC

layer), a UDP/IP message format would typically be used. An SMT notification can

be exchanged by other rheans, such as from a station to an AP over the air interface
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the protocol entities reside in the same physical piece of hardware. For
example, a notification could be sent as a primitive across the service
access point (SAP) from the MAC layer to the IP layer, with both layers
residing on the station. [0031] For purposes of discussion of the operation
of the present invention, it is assumed that the notifications will be sent
using SNMP, and are also referred to herein as "SMT notifications." It is
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the station 206 to the AP 202 in an attempt to associate the station 206 in the basic
service set (BSS) with the AP 202 (step 210). The AP 202 in turn replies to the
station 206 with an Association Response frame (step 212), which includes a status
code indicating whether the association was successful or not, and if not successful,
a reason code for the failed association. it is noted that the status codes used are
the status codes set forth in the 802.11 standards.

[0033] The AP 202 evaluates the status ‘code contained in the Association
Response frame (step 214). If the status code indicates a successful association,
then the AP 202 sends an Associate notification to the NME 204 (step 216). The
Associate notification includes the MAC address of the station 206 to which the
Association Response frame was sent. If the status code does not indicate a
successful association (step 214), then the AP 202 sends an Associate Failed
notification fo the NME 204 (step 218). The Associate Failed notification includes the
MAC address of the station 206 to which the Association Response frame was sent

and the reason for the association failure.



frame sent by the AP 302 to a station 306. A Reassociation Request
frame is sent by a roaming station 306 to a new AP 302 in an attempt to
reassociate the station 306 with the new AP 302 (step 310). The new AP
‘302 in turn replies to the station 306 with a Reassociation Response
frame (step 312), which includes a status code indicating whether the
reassociation was successful or not, and if not successful, a reason code
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threshold, a Traffic Load . .
sent by an AP 402 to a NME 404 depending upon a channel occupation value sent

from a station 406 to the AP 402, A Traffic Load notification is a message to signal
from the AP 402 to the NME 404 that the averaged experienced traffic load in the
BSS exceeds a certain limit.

[0037] The station 406 measures the channel occupation (step 410) and
reports the channel occupation value to the AP 402 (step 412). The AP 402
compares the channel occupation value reported by the station 406 to a
predetermined threshold (step 414). The threshold is exceeded when the average
channel occupation ratio is higher than a predetermined percentage for longer than
a predetermined time. It is noted that the baseline channel occupation ratio and the
minimum time are implementation-specific. In one embodiment of the invention, the
baseline channe! occupation ratio is 30% and the minimum time is 10 minutes.
[0038] If the channel occupation value exceeds the threshold, a Traffic L.oad
notification is sent to the NME 404 (step 416). The Traffic Load notification includes
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notification is sent to the NME 404 (step 416). The Traffic Load notification
includes -6 the traffic load value as corresponding to a predetermined
value. If the channel occupation value does not exceed the threshold
(step 418), then the AP 402 waits for receipt of an updated channel
occupation value, and continues with normal AP operation. [0039] Figure
5 is a flow diagram showing a Low Signal Quality notification message
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depending upon an'in band interference value sent from a station 606 to
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noise ratio (SNR), and the minimum time is 10 minutes.

[0041] If the signal quality is below the threshold, then a Low Signal Quality
notification is sent to the NME 504 (step 516). The Low Signal Quality noftification
includes the MAC address of the station experiencing low signal quality and its
average signal quality level. If the signal quality value exceeds the threshold (step
518), then the AP 502 waits for receipt of an updated signal quality value, and
continues with normal AP operation.

[0042] Figure 6 is a flow diagram showing an In Band Interference nofification
message sent by an AP 602 to a NME 604 depending upon an invband interference
value sent from a station 606 to the AP 602. An In Band Interference nofification is
a message to signal from the AP 602 to the NME 604 that the average experienced
interference level in the BSS exceeds a certain limit.

[0043] The station 606 measures the in band interference (step 610) and
reports the in band interference value to the AP 602 (step 612). The AP 602
determines whether the in band interference value exceeds a predetermined
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a message to signal from the AP 602 to the NME 604 that the average
experienced interference level in the BSS exceeds a certain limit. [0043]
The station 606 measures the in band interference (step 610) and reports
the in band interference value to the AP 602 (step 612). The AP 602
determines whether the in band interference value exceeds a
predetermined -7 threshold (step 614). The threshold is exceeded when
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configures trigger conditions and transmits the trigger conditions to the AP 702 (step
710). In order for the trigger to be activated, one of two events can occur: some
activity at the AP 702 (step 712} or a station 706 sends information to the AP 702
(step 714). It is noted that either one or both of the steps 712, 714 may satisfy the
trigger conditions, and is dependent upon the trigger conditions set by the NME
(hence, steps 712 and 714 are shown as dashed boxes, because both steps do not
have 1o be performed). Step 712 can include AP-based events such as an internal
AP measurement or other internal AP triggér. Step 714 caninclude any action taken
by the station 708, such as sending a request frame to the AP 702.

[0047] A determination is made whether the trigger conditions are met (step
716). If the trigger conditions are not met, then the AP 702 waits for additional
acfivity, as indicated by steps 712, 714. If the trigger conditions are met (step 716),
then a notification is sent from the AP 702 to the NME 704 (step 718). The AP then

" returns to waiting for additional activity, as indicated by steps 712, 714.
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(hence, steps 712 and 714 are shown as dashed boxes, because both
steps do not have to be performed). Step 712 can include AP-based
events such as an internal AP measurement or other internal AP trigger.
Step 714 can include any action taken by the station 706, such as
sending a request frame to the AP 702. [0047] A determination is made
whether the trigger conditions are met (step 716). If the trigger conditions
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occur: some activity at the, AP 802 (step 812) or a station 806 sends
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5%@5%1%%3&(;@;@@@1 gd>trigger. Step 814 can include any

actlon taken by the station 806, such as sending a request frame to the
[R@48b2. [ooﬁgﬂ’%t%m@%%ﬁdﬁﬁé%%%ﬂﬁﬁ&ﬁé?%@tﬁ@% HREh Ao drier
gnel.(stene 8Gdelf dbadiioaeraenditionst atesnothaetPtizen thaitdRd0ditional
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elements of the present invention are described in the preferred

BRdimentdthqsidbiriediinm ARths YRER e afuHeSoPreRsMe VRN B are
gsadigdang wihpuidhedosthardeiaiures iandsiamnestsfitbagrsfesddifecature or

element can be used alone without the other features and elements of the preferred
embodiments or in various combinations with or without other features and elements
of the present invention. While specific embodiments of the present invention have
been shown and described, many modifications and variations could be made by
one skilled in the art without departing from the scope of the invention. The above

description serves {o illustrate and not limit the particular invention in any way.
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embodiments or in various combinations with or without other features
and elements of the present invention. While specific embodiments of the
present invention have been shown and described, many modifications
and variations could be made by one skilled in the art without departing
from the scope of the invention. The above description serves to illustrate
and not limit the particular invention in any way. -9 CLAIMS What is
claimed is: 1. A method for remote radio resource management,
comprising: configuring a trigger condition at a station; determining
whether the trigger condition has been met; and sending a notification
message from the station if the trigg@\@ ondition has been met. 2. The
method according to claim 1, wherein the trigger condition is met upon

WhabRiRgiAathBasurement at the station. 3. The method according to any one
of claims 1 or 2, further comprising receiving a request message at the

station. 44 FufBeth kR AISIaL0.AB M Taghere s igger condition

is met.by receiving a message frO{.n an access point (AP). 5. The method
conﬁ%\értqga i} congiuon. &Sfia 1on .
accordmg to claim 4, wherein the message includes a measurement

takepFTifHRg whether thrtiaetheendEen ffin oy (et wherein the
messale imchiiflesiannirckiegt onnfidberstiteiPtib atcagparamitte niaesholdt.
has been crossed, 7. A method for remote radio resource management,

comprising;, IRRIVING- 2 IGAUERt Mezspdg.atan tﬁ89t%5§‘e‘30'£‘%§£%ﬂ" & met upon
stafion; processing the request message; responding 10 the request

takipngsas AR5 e G $398ponse message to the station; evaluating the

contents of the response message at the AP; and sending a notification
MessagetRsaaMak- SRR ELME BheBiibLhased: oNihe S ABIEHHSN9FdBSying a
reqlﬂggtgﬁ)@s%ggggﬁﬁgggaﬁon.

4, The methed according to claim 4, wherein the trigger condition is met by
receiving a message from an access point (AP).

5. The method according to claim 4, wherein the message includes a measurement
taken by the AP, '

8. The method according fo claim 4, wherein the message includes an indication
from the AP that a parameter threshold has been crossed.

7. A method for remote radio resource management, comprising:

receiving a request message at an access point from a station;

processing the request message;

responding to the request message by sending a response message to the stafion;

evaluating the contents of the response message at the AP; and

sending a notification message to a network management entity based on the contents
of the response message.
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10 8. The method according to claim 7, wherein the request message is
an association request message; and the response message is an
association response message. 9. The method according to claim 8,
wherein the notification message is an association notification if the
association is successful. 10. The method according to claim 9, wherein
the association notification includes a media access control address of
the station to which the association response message was sent. 11, The
method according to claim 8, wherein the notification message is an
asbciatiSRFAREPASGHANGHAFIFE 4s9beidifion failed. 12. The method
acdbzdauyds clespadbls ehessinidte assactatiessdgdeshaotification includes
a mesliaspsrassalptokaddass aiihesiationieudhich the association
response message was sent; and a reason code to indicate a reason for
the failed_association. 13. The method according to claim 7, wherein the
reqliest MB&sEGHE LreddlgciaisA e fuakiorisdhgecifiertitne mespraests an
asspa@fisagetifcaire ddsoemationtirespensessiessage. 14. The method
according to claim 13, wherein the notification message is a reassociation
notfication, s sAsserialion (niscasslil, 1o Jhemeihadiaceerdng i2
claim 14, wherein the reassociation n’o\?’l‘lcaiion inCiUdes a Media accesses @
Mo RS RIS AREs ShHsreRfaMie iR AbssSerialion rexisppR@essage was
senimessage was sent. 16. The method according to claim 13, wherein the
notification message is a reassociation failed notification if the
reagsociation J@{ﬁ%{ 'éc?chdTnBetE”,%F%‘%d £egarding fo.claim 10, whereinthe
reassociation failed notification includes
association faiied nofification if the association fatied.

12. The method according to ciaim 11, wherein the association failed notification
includes

a media access controi address of the station o which the association response
message was sent; and

a reason code to indicate a reason for the failed association.

13.  The method according to claim 7, wherein
the request message is a reassociation request message; and

the response message is a reassociation response message.

14, The method according to claim 13, wherein the notification message is a
reassociation notification if the reassociation is successful.

15. The method according to claim 14, wherein the reassociation notification inciudes
a media access control address of the station to which the reassociation response message
was sent.

16.  The method according to claim 13, wherein the notification message is a
reassociation failed notification if the reassociation failed.



a media access control address of the station to which the reassociation
response message was sent; and a reason code to indicate a reason for
the failed reassociation. 18. A method for remote radio resource
management, comprising: measuring a parameter at a station; comparing
the parameter to a condition threshold; and sending a notification
message from the station to an access point if the parameter meets the
condition threshold. 19. The method according to claim 18, wherein the
parameter is a channel occupation value; and the notification message is

a traffic 10t MSERRAABHPY0S thedheifodbresr difgassersiptiordaisrarifation

incltlessending includes posting the traffic load natification if the channel

OCCHIPRSRS ¥elbia @xaeadsitiessandition HnEashOlchidhl tENRABEINEN response
me%%%%r\ggg%égt,cé%n 20, wherein the condition threshold is exceeded when

an average channel occupation ratio is higher than a predetermined

per@SPEYECRIPISHIEFatha FPaspRdachs iR eapiecia®Mhe method

according to claim 18, wherein the parameter is a signal quality value;

andithe natifigationMassRysds RIewsignabguality potification. 23. The

mem@%&%"&%@%@&&‘%@ égﬂ?wherein the sending includes posting the
I .

low signal quality notification Iif the signal quality value is below the

conAibA T EEHSIE A Hha FHAHEH AESERAREE claim 23, wherein the
sigisahgjoalirynotiigatits hedesea dropo tditisetithr s lvol dsvbmnpaimtail dhagerameter
mesigthal guaition kemehisa predetermined percentage lower than a
predetermined value for longer than a predetermined time. 12 25. The
me%od a cordi%gPto claim 18, wherein the parameter is an in band noise
|

valué: an Qﬁg'ﬁ RESHSH R ASEAR 1R #ASFPand noise notification. 26.
ThehBarIteERE dordIPR]6! OREivAZES! Weiereincthe sending includes posting
the th® notification message is a traffic load notification.

20. The method according fo claim 19, wherein the sending includes posting the
traffic load noftification if the channel occupation vaiue exceeds the condition threshold.

21. The method according to claim 20, wherein the condition threshold is exceeded
when an average channel accupation ratio is higher than a predetermined percentage for ionger
than a predetermined time.

22. The method according to claim 18, wherein
the parameter is a signal guality value; and

the notification message is a low signal quality nofification.

23. The method according to claim 22, wherein the sending includes posting the low
signat quality notification if the signal quality value is below the condition threshoid.

24 The method according to claim 23, wherein the signal quality value is below the

condition threshold when an average signat quality level is a predetermined percentage lower
than a predetermined value for longer than a predetermined time.

12



band noise notification if the in band noise value exceeds the condition
threshold. 27, The method according to claim 26, wherein the condition
threshold is exceeded when an average noise level is higher than a
predetermined value for longer than a predetermined time. 28. An access
point (AP), comprising: a receiver configured to receive information from a
station; a processor configured to process the information and generate a
notification message, the contents of the notification message based on

th%Proceﬁ‘%qgekﬂg%rgég&gmr?%gl a%r?gl%rnger configured to transmit the

notification message to a network management entlty 29. The access

poifif ABERRE ?fdstandfhﬂ"f‘{‘%‘”ﬁﬁﬂéﬁ]éﬁn 3R information includes a request
frathe netfiehlied fressetisdsstatioreng aisprodiissimis configured to: process
the request frame; generate a response frame to be sent to the station;

evajyate e aagwg%c%t&ms {@%%‘ém%% Tameiand gﬁmg Re D&-&%r agrﬁnn % in

the notification messa ased on the contents of t response
bangFoige RotiGalian 'b‘t*iﬁw‘c‘“g@éﬂr‘a‘?ﬁﬁ {8"Sinresss e ihritithtion

includes a measurement received from the station; said processor is
configurethionepBpaie it fgmeasuem amardth adtesteiermiredotine sheddied

wheﬂngngg{ﬂ@r% RB%&Q@U&“E } gfrkb‘? QQ&H'C@E}Q&QS%Q% Pé}ﬁgdfé?“xéﬁ&er than a

esu tS of the comparlson 1
pregetermined time.

28. An access point (AP), comprising:

a receiver configured to receive information from a siation;

a processor configured to process the information and generate a notification message,
the contents of the notification message based on the processed information; and

a transmitter configurad to transmit the notification message {0 a network management
entity.

28.  The access point according to ciaim 28, wherein
the informaticn includes a request frame received from the stafion;
said processor is configured fo:
process the request frame;
generate a response frame to be sent to the station;
evaiuate the contents of the response frame; and
generate the contents of the notification massage based on the contents of the

response frame.

30. The access point according o claim 28, wherein
the information includes a measurement received from the station;
said processor is configured to:
compare the measurement with a predetermined threshold; and
generate the contenis of the noftification message based on the resulis of the

comparison.



