ON- LI NE MEMBERSHI P VERI FI CATI ON Cr oss- Reference to Rel ated Applications
This application clainms the benefit of US Provisional Application No.

61/ 270, 5™ 2BfivdossisJul y 10, 2009 and herein incor por at egCoyusec@vprance.
Technical Field The present invention relates to a system and net hod
of providing on-line verification of various credentials w thout requiring
second site authentication. 10 Background of the Invention The question of
on-line identity has been an active area of research for a nunber of years.
The question of whether a person or organization is who they claimto be
has produced a nunber of web-based innovations. Oten associated with

on-line retailers, a 15wePNIINE MBVBERSHIRYERIFIGATION anot her site that

purports to "verify" the authenticity of the on-line retailer. By clicking
on the link, .a r (such as a potential customer) is re-directed to

anot her web ?f&{f?%‘i’%’éffé‘%ﬂﬂe‘fﬂ’é""%‘é’ﬂi ficate" of the on-line retailer. In
general, these s¥bikepmicalon claiisahd igefit@f ©S ProsBiofd AhpplidadoraNb.lsenvo,sat i on" and

have (unfortuyun | W) en, found to be relatively easy to forge. Donain
names t ha afﬁ%(]a#ug'l %t%o\?gla'&d ESRE |"§?rp?r6teql@'prﬁ€ér§8?ee 20"verification services"
may be purchased by unscrupul ous individuals who may then create 'fake'
certificatesya cagg;%‘fnt themto unwary third parties | ooking for
verification of a certain product or service. Sinply put, good sites send

you to other goodhpressst ifysntienrelatentoiasatténond nipshpd of previdimenotligou t o ot her bad

sites. Moreakfficatibhér RfiQlsicleatbhis Win& rdafing b6 shidaliflGudREK et pl ace of
second site authentication services renains problematic. Wiile 25sone -

browser #ld-ons may alert the user to "bad sites", this solution results in
a race bet WemikgrbndFthedmySuipin0 create new bad sites, and the people who

adm ni ster the a?ﬁl_ ons. an nl‘lﬁlve t he htaa]?ﬁlé gf conti nl%?J Ie%ﬂgf;())dat [ ! g e
i dentification of "LHEUOPCEL - Tfe{dROLY hat brerangshyeaPtins EHM°45C't he one
used by par ertal Tieapestioh of wigdti®r & perst@onor@inidanidreis wab tHagsi@ith to be has ‘
produced a number of web-based innovations. Often associated with on-line retailers, a
15  web site may include a link to another site that purports to “verify” the authenticity of the
on-line retailer. By clicking on the link, a user (such as a potential customer) is re-directed
to another web page displaying the “certificate” of the on-line retailer. In general, these
sjstems are referréd to as “second site authentication” and have (unfortunately) been
found to be relatively easy to forge. Domain names that are relatively similar to reputable
20  “verification services” may be purchased by unscrupulous individuals who may then
create ‘fake’ certificates and present them to unwary third parties looking for verification
of a certain product or service. Simply put, good sites send you to other good sites for
authentication, bad sites send you to other bad sites. Moreover, the proliferation of bad
sites in the marketplace of second site authentication services remains problematic. While
25  some browser add-ons may alert the user to “bad sites”, this solution results in a race
between the bad guys who create new bad sites, and the people who administer the add-
ons and have the task of continually updating the identification of bad sites. Indeed, this
approach is the same as the one used by parental control tools to warn of internet-based
sexual material. Experience has thus shown that the race is never over, and there will
30 always be ways to access untoward information.
One prior art attempt to address some of these problems is disclosed in US Patent
Application Publication 2009/0177694, issued on July 9, 2009 to Paul L. Olson. In this

disclosure, a central repository is created for storing all authenticated credentials, where
1



sexual material. Experience has thus shown that the race is never over, and
there will 30al ways be ways to access untoward i nformation. One prior
art attempd2om/msgisess sone of these problens is di scl opet/uiseo1loi84Rad ent
Application Publication 2009/0177694, issued on July 9, 2009 to Paul L.

A son. In this disclosure, a central repository is created for storing all
aut henticated credentials, where each credential is forned to include a
checksum An individual interested in reviewing a particular credential

t hen accesses the repository, retrieves the desired credential and the
checksumis cal cu d .and resent or verjfication. The existence of a
match is t hueé"gb Zfsefﬂrmteg %ﬂf‘H@rﬁ’tﬁgﬁc&f“é“ tHeindivigppl itsrestedyip ViR vi dual .
S5Wi l e an adwaioler m@muﬂ then BREResgRIVepaItorg eetiends th Uesiraditrodentidl asdt then
processes, i,S Sti sible for. so one tQ inplement th stem of

O son so as <{h“kguent‘'Scalc"l 8(? PR Vcﬁwoﬁiﬁg'eg?%’?ceﬁg? tﬁg'srﬁ% e
credential s qomt@@ﬂm&@"v@aﬁhecrcdeﬁ}mtcrtbamdlmdtmr S is possible is that the
originatiNg or gaRhzath Qign %vﬂ the, rPiQ%e%gél 208k AS3AChALER! rﬁ?ce&gé Et%ges

| i censing organi zations an fol retaln contro
certificat esS"“rEB%S'btﬁafgfsSOt“H@'mt@melantthes)'i'@m@ﬁ@éﬁpm 735 1o FRlipR ﬁ@rma”tt%’er‘e is no

i ndi cation tdak sadmfoktiontthethkeotddeftalsiPRsiRflardndnh& AL feddonitgs ispedsiwdad with the
data stored in the repository, Summary of the |nvention 15These and ot her

limtations B% tftewegﬁrtrn@ror%rmzataqné(easdaroéeeer&' pyoctianprdeesitietiignt i on, which
relates to aorgshisis arrudhmelsreoncfteerta.m&rrbrdifnﬁcyram;aftdsca& bA3B theih o¥fas theus

credentla s to an ind dent per.son wtho ilize a "second
ol ten 't o MhortB ity ETOR: Meecsrd BHicatPh a0 g RSP R R of et

i nventr on, aindydst evith ehrediataBtohwdn ths rgppsieiyded t hat 20utilizes protocols and
cryptography to assure custoners (generally referred to hereinafter as
"users") that they are dealing with a person (or organi zation) that can
present mnultiple, non-repudiable proof of their identification. The system

is launched gj5e6) byms IRdpe user's browser such that certificate
verification 1s M’Jy’or rre?'t"opocal ly", without needing to go out and obtain

i nf or mat ton f rom}%hﬁet‘fr?eq‘he(f Heitaiians ofihesrrion prtiare addresspdiby shetRseseminvemiogpi r at i on

date is prefgfighkMedns @ystar.lepd éthdd feﬁ;ﬁn.&ﬁ%e nsateh ofnner&%dertmse@sure t hat

the certificate-is not "stale" and to create a fixed date upon whi ch the
certificate Wrnqep@g?ﬂt person without the need to utilize a ‘second site” to perform the

verification.
In accordance with the present invention, a system and method is provided that
20  utilizes protocols and cryptography to assure customers (generally referred to hereinafter
as “‘users”) that they are dealing with a person (or organization) that can present multiple,
non-repudiable proof of their identification. The syStem is launched directly from the
user’s browser such that certificate verification is performed “locally”, without needing to
go out and obtain information from another (perhaps unscrupulous) web site. An
25  expiration date is preferably associated with each credential in order to ensure that the
certificate is not “stale” and to create a fixed date upon which the certificate will expire.
It is an aspect of the present invention that the certificates provided by the system
and method are difficult to forge or steal. While it is possible for a knowledgeable (i.e.,
computer-savvy) user to manually verify the authenticity of the certificate, the preferred
30 embodiment of the inventive system is based upon the creation of a new MIME (i.e.
Multipurpose Internet Mail Extensions) type that is employed by the user’s browser and
utilizes public keys associated with the credentialing organizations in combination with a

public key of the verification organization. Unlike the prior art, the credentialing
2



It is an aspect of the present invention that the certificates provided by
the systemand nethod are difficult to forge or steal. Wiile it is possible
for a knowbedgaasdie (i.e., conputer-savvy) user to manuaClryuse@viofiy4a he
authenticity of the certificate, the preferred 30enbodi ment of the
inventive systemis based upon the creation of a new MM (i.e.

Mul ti purpose Internet Mail Extensions) type that is enployed by the user's
browser and utilizes public keys associated with the credentialing

organi zations in conbination with a public key of the verification

organi zation. Unlike the prior art, the credentialing organization retains
control of t%eanizatiqniretaiaggqntrol of theentifjeate di s Gsther nopsible & 24pw SWItiRIA t i pl e

persons assogks3heMsosiated “mh%e&fr@eﬁratmgadrgda&atwngangrzaﬁfb@rhefc&déiugln off on the
credenti al i di dition cert that the certificate i s genuine.
Beyond bei ng‘P\’/‘é%g ?‘@8'0 cgriainty a‘ltl"’n‘?”% i‘rgﬁ'l‘*ﬂ”ﬁ verification service, the
system 50f the pBeﬁﬁﬂbelth@iﬂed Bﬁthb Sn-ﬁ&pﬁéﬂmtersﬁfp verifedatiet d&gndéeﬂht §jsemt i on by
ot her reput t%lthe rt art

tion t hus vidin
nul tiple, separate. té"\yg on %/ca% ﬁ‘?fl“}fadméver ication yl%%‘r‘?@“‘@ﬁ%%ﬂ‘idd’é of the
pr esent |nve\r¢tlf mon gerviges, tpmsm\/mdnag hatigarstpacke leves of stréflshiiahment  of
certificates by feguldhbifhal M ADplEACHIRIRER SIRMEL dhdblon service to
separately sign-o on eac requ ed cer icate froma specific
or gani zat i orestabligomprd of eprtéficpigs bh@ﬂmawbmrshr&n@"@mbd|merv@30n@fer‘/t0h@ pr esent

i nvention W'&eﬁarQ@?@igﬁoﬁBl?@Jcﬁméquggtgd'c@ﬂfu@fr&ﬁygp%aﬁggrggm%ut)ﬁ)l I owi ng
di scussi on and reference to the acconpanying draw ngs. Brief Description

of the DM%wi ngs é?'lé’rf\‘m‘r?gasr%‘if\f ang eppdimgenis Gt thgpresent inventionyill hecpme yst r at es
an exenpl ar yapp@timaidngakd @0ge sBRé following BldueydnEad b R @&k tdtfe Menber shi p
verification service of the present invention; FIG 2 contains a
flowchart il EStHPRTEY*ENEexenpl ary process for allowi ng an organi zation to
subscribe to the on-line nenbership verification service; 20FIG 3 shows

an exenpl ary ic.ke 1SS ciated with an organi zation; FIG 4 shows
an exenpl ar yBgf}%eﬁfrgg'ﬁéff 5?6‘8”% Sed with the on-linemenbership verification
system amij ser vi Refeginginhe tqpthedmwwings,nvent i on; FIG 5 shows an

exerrpl ary "si gne‘f‘llcpqt?ilJsﬁatEse%"ex?rﬁ;ﬂ%nét@oﬁ(rlﬁar%gggt(f’ori%%lo?fng tlle%h ﬁeUpon

signature by the private
membership verification servnce of the present invention;

FIG. 2 contains a flowchart illustrating an exemplary process for allowing an
organization to subscribe to the on-line membership verification service; -
20 FIG. 3 shows an exemplary public key associated with an organization;
FIG. 4 shows an exemplary private key associated with the on-line'membership
verification system and service of the present invention;
FIG. 5 shows an exemplary “signed public kéy”, that is the public key of FIG. 3
upon signature by the private key of FIG. 4;
25 FIG. 6 shows an original “membership certificate” created by an organization
FIG. 7 shows a signed version of the membership certificate of FIG. 6;
"FIG. 8 isan exemplary GUI of a certificate as expanded by the add-on and viewed
by a user interested in validity a presented certificate;
FIG. 9 contains a listing of the parameters used to control the validity tests
30 .associated with the certificate handler process;
FIG. 10 is a flow chart of an exemplary process executed by the cert handler
MIME type to check the authenticity of a presented “certificate”

FIG. 11 is an exemplary GUI created for an “invalid” certificate; and
3



25FI G 6 shows an original "nmenbership certificate" created by an

organi zation FIG 7 shows a signed version of the nenbership certificate of
FIG 6; wo2011Ri0&158 i s an exenplary GUJI of a certificarertas2expanded by

t he add-on and viewed by a user interested in validity a presented

certificate; FIG 9 contains a listing of the paraneters used to
control the validity tests 30associated with the certificate handl er
process; FIG 10 is a flow chart of an exenplary process executed by
the cert handler M I\/E type to check the authenticity of a presented
"certificate" is_an exenplary QU created for _an "invalid"
certificate; andcli!'IG 12 'Saﬁ?‘t?hai‘?fP%e"émf"Iaﬁ\ﬁr‘??ﬁsérafs°8?te‘§ﬁ“lé5i%'f&ﬁ"§f“§‘"‘&r ocess

associ at ed Witso9 tsiifiigtedinagediRioh Agh e dBAnCREMbdrdhipatetifitaionsepad Atieon Wi th t he
on-|ine nmenbershj B,V rification service of the present invention. 5

Det ai | ed DesErffe"{' on o As will be explained in detail bel ow and shown
in FIG 1, the on-line menbership verification system 10 and nethod of the
present i gveB )m(;ed e§crﬁ;tact| ced within an environnent including a web server
20 (for exarrp for storing public keys 16 and a web browser 30
(for exanple, Fi rAsfvoi e explediesid ant éethilbietoly aad shown imFlGe hythd erglineanepdeishiip an

10i ndi vi dual yQfficRlcA3kertd A nfbhod A ik g@geﬁemnaomp.%ake@wnsnworkl ng of the
present invention is the creation and use of i ghed keys” 18 - that is,

public keys erv¥eRTat Beuding hweb sarsr %%&fwn@ﬂql%é@a%lfer perEg pylkierseld and

"signed of f"afan WJB%rdvﬂH@'@)Rfdf%xdi‘fd@?ﬁe?&) Rssy@dtbd wiend !ls@ﬂatt%ﬁfut\mgqg verifj1gn Process
|s simlar, glldt not limted t he creati on. of 9 certificate. These

"si gned" 1Rey Wiglualop orgpnizatign 69 e%IS'E‘Hf%baSE“éP?fé’PC %p'%&?‘ g pEKadpventon
15needed, bylstt}h'tﬁ:rea&did afndmeetcbfugigzwackeﬁsss thailﬁ@uﬂfcﬂ&ﬁd’ﬁssdcﬁ\éemmon The details
of this procedure ng

n.a 1 i
figures. rgariZatigng t}'ﬁt gavegfen ‘ieﬁﬁedfﬁ" sggng?gfg tk? Wée'\“ ?/@ﬁ'f‘%?sé" rocess isto
i nstall an- adalifoationServioe. Eheyps@essgs sivetbardnuone mit@tot tha¢reantoh bf @%@Qﬂ e a new

MIVE type hangh el #eloagbhOpd |0 OalAloPE\Mledd 9b o HEHLANS 10 downl oad

a current set o onto e user s nmac
15  needed, by the verification process of the present invention. The details of this procedure

will be discussed in association with the following figures.

In particular, the first step in the inventive process is to install an'add-on 15 for a
user’s web browser 30 that will execute a new MIME type handler (as described in detail
below) that functions to download a current set of signed keys 18 onto the user’s machine

20  via web browser 30 and thereafter execute a process to determine the validity of a
presented membership certificate. To implement this new MIME type, web browser 30
first accesses a trusted source 50 of add-ons (such as, for example, the site run by Mozilla
for Firefox) and downloads add-on 15, as well as a file containing a current set of signed
public keys 18 from web server 20. It is to be understood that the add-on code will not

25  change (except for bug fixes and upgrades), but the list of signed public keys 18 will be
frequently updated as old keys expire and new organizations subscriber to the on-line
membership verification service. The install process is the same as that which is used for
installing any add-on, and will include the registering of the new MIME type. The user’s
machine is now enabled to process certificates in an automated fashion.

30 Upon enablement, therefore, the user is able to verify a “certificate” that appears
on a website of an individual or organization directly through his own browser 30 (without
requiring access to ‘second side’ authentication). Every time the user starts his browser

30, add-on 15 is triggered and will search for an updated list of signed keys 18.
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20via web browser 30 and thereafter execute a process to determ ne the
validity of a presented nenbership certificate. To inplenent this new M ME
type, webwbronwessi30 first accesses a trusted source 50Ppofi/usdaooma4¢ such
as, for exanple, the site run by Mzilla for Firefox) and downl oads add-on
15, as well as a file containing a current set of signed public keys 18
fromweb server 20. It is to be understood that the add-on code will not
25change (except for bug fixes and upgrades), but the list of signed public
keys 18 will be frequently updated as ol d keys expire and new organi zati ons
subscriber to the on-1ine nenbership verification service. The instal
process is tAbCraAinely.dhe seprah fofpn endated lish obsiened keybn Lt will be prigesrsy Pul- on, and

wi |1 i ncl udefilshRe ba8¢ Slahi MhnQpdadagisiewuM, l}(va@@ownT&aeemernsﬁumhl ne is
now enabl ed é‘ﬁé@r ocess certificates in an automated fashi on.

enabl enent , Bf Bpchinctip plagesof thejpeevigus wergien. JRasmpgh a thedayg wifl; 06'53’&" that
appears on avanelusighaj wfthadm liftctham batsailp vafﬁcatrcg@awca,tth@a.sﬁhbrcame:lnyabddnrough hi s
own browser ﬁ r‘i uiring.access to 'second side' authentication).
Every ti &' e§é?"°t sfs F's browser 30, add-on 15 is triggered and wil |l
search for an updated list of signed keys 18. Alternatively, the search
for an updated i 6351 e trl r rst use
of the add-on. Ifﬁg fo(%wg]é% Qrgg IaliLﬁ1 *'lﬁﬁrsgg\#ﬁlgé thgtp rocesfﬁgg b(;g Wﬁ?rﬁ{A %‘L{Oand
instal |l ed onSUPﬁelb‘U@élite%‘ lmmﬂm’@efslmnvglfa@t@n@mrméolpwewbbméesvmtlgn efthe | nasnuch
as the keys webfm@RhVcdd§ ¥mkod dbsfnrlr%'tggﬁﬁtn@éﬁtetth@cr%mlxdhﬂgo%mﬁml

verification service, there is no concern about 5the injection of "fal se"
keys. 10 asppeiated Wit ishRsCribed Qrgrniprtion.ar fhe crefsngiplingess ap prgenizatien prbcess used
by an organi @adiagToleRarfipldShlohMge fediltpe on-1ine nenbership verification
service, followed by a description of the use of the .service by soneone .
desiring to authenticate the credentialing of an individual 10associ ated
with a subscri beGemmgapiaimr'gﬂﬁzanoﬁ td preticipAtel mthé Mvertiye @n-Bine Or gani zat i on

itself (such an_on- line retailer). Setting up an
Or gani zat i on]v"ta'c')‘bf)réc‘l'ﬁl ‘;%"%rc?tgm Sﬁ' ffe i nventive On-Line Membership

Veri ficattbon SystFé@n21®Ftla@s a foedmntt af the stepsfabsoviathdwith the ptokess &tlleped Bswoci at ed
N e DY OGS al O] dONEE 2D HAANAR haRIREI VekifidubOsUBSRIDe L0 the

on-|ine nenbe p ver cation service o esent I nvention. The
"organi zat i opreseptgyvenéon. flhe “e@ganinalien” map be dercxampa ah edugationglinstiition hi gh

school , col | ggf 1sc%€gb@l%be, stehies |s¢hol)laWw§9}n>9pEtc%@BB}esm&a%@;rﬁz%ﬁbrpQ?rlade
Organ|2at|0n a trade associ ation rou om an

i ndi vi dual i &oialig PR @thel FoumNh Y"E@b@’b‘f’%““d%tsﬁésoﬁ'ﬁgéeé%m?’g’ BSPRES t hat used

by convenpi omabroeeﬁ isiliké maztusaﬂby%hwkmmﬁal Cetif{caisi) Adiibrivied (JAg) iohlenfiy@&nti ty of
an organi zati,on, o ommer ci al gank to.ver] i ndi vi dual

a a
or organi zat 198} ryp?fraBPrgf“b'Z%‘Bg’rﬁr ﬂét ‘éfe‘ic)%tyn?coé{‘é'%ctﬂll ankp vgify ?’é‘l”&\df’aﬂﬁr to FIG 2,
a first st eporgdikaiion Bhowvpesngmnbank ganurz.aThue refeming kakIGN, afirstegpédtist 0

subscribe to h%&ﬁasozﬂn or%agl%atn% %&Q'ap q\égl{ ofslulg:sg‘rtibeQO the Sh Yllnceeggersl fed in
accordance t% f% ganl zatron 1s ?W

verlﬂcatlon service offered in accordancc the prescnt invention. The organization is then
25  requested to present verifying material to the on-line membership verification service (step

110). The verifying material may include one or mbre items selected from, for example,

Articles of Incorporation, notarized organizational papers, letters on company stationery

including a corporate seé!, references from other companies, etc. The specific types of

verifying material are not pertinent to the operation of the on-line mefnbership service of
30  the present invention.

_ The on-line membership verification service then proceeds, in step 120, to review

the presented verifying material and either accept the organization and approve the



25requested to present verifying material to the on-1ine menbership
verification service (step 110). The verifying material may include one or
nore itemwoeliawssad from for exanple, Articles of |ncoPponastelondiinot ari zed
organi zati onal papers, letters on conpany stationery including a corporate
seal, references fromother conpanies, etc. The specific types of verifying
material are not pertinent to the operation of the on-line nenbership
service of 30the present invention. The on-1ine nmenbership
verification service then proceeds, in step 120, to review the presented

verl 11 ng. Ml Ll o Bl IS nAGGEP o e ARRABLE ROPAS, AR ove the

subscri ption, AN At I'ne” process
performed bysertigs. éfehwresented matﬁhaé cgmets@rvcl@ﬁtdntm @ﬁllleatl is denmddstefbSveri fi ed, the

request is deni eq {3t hJ@@or Wwbsfchﬁtonftme Qraant 23kdved ik mitoscri ption
to the service is approve %e next step In the process (ste 130) is for

the verifi catfRoiR t'@@FQFFSééS‘?Pdmh'éfﬂfFPea'e'ﬂ% rvicg fo lppnsh g ssayeshfor Hei on' s publi c

key 16 toskeygs@laMéils plic kdyGe tdkdy sbvatdoaFRs 3amus@af@srmle§énypu%ﬁpém.e k&ey for a
subscri bed og)ganl zation (in this case, Yale Universit g ni zation's

publ i ¢ key 18T f ubpgibed oragnizati @wrtta'sai*ﬁq YafeUrhsitie) dhe B’ge‘@ﬁ“f’? s alipREYsy st em 10
and si gned by & iien didorteetorsasTine inshbgshieverificatiah | k)@fénﬁle)l’a\w §ignadibl lheiohs own

private key st ep, .140 An exenpl.ar rivat 7 S C|ated with the
o e ool reSup i Pheabh fR G oPEb B R (PR R S o ol gned:
public key 1&emplagtyoimte key IFlaSochated Bithy the dn-hieymdiBbearshipr erifieiposdraéck is 0 web

server 2Gp(sh8niifb A0 LUURG NS, |disbuoll PEENSISRUBILD KRYS I TS (O

be noted tha e sign ers verification service
does not chawgertqdh@wvlmewrZﬁf(S}mMQ)@nd(@ycdltethcellgt%fe\snedwbb%k?piarli R G 3 to

FIG 5, but !'icﬁ‘édhﬁc{t t@'s%ﬂ&t&ﬂe%tﬁel‘bﬂhm& n@mbc@ih‘id \Q:hﬁ&lt'igtll kc‘;wg@d()e;-rﬁ)tb@a% é)een

accepted by the on-line menbersh |&va i dation service as 5authent| c. Thus,

as organi zat "M RLTIITEEY 1© 25 B3 BY foBWRLNE HHe ‘Srfl‘Fl%E“tﬁ%h%é‘lgg'ﬁFsdhat

verificati onthe@itial fudlic kéyel6lhasbech hecatéd ByRhd@YISne WeklbeGRIP il Gont sOrvie V.
Preparin Certifi.cate for a Veri t%ﬁglﬂrll\/lﬁnber 20For the purposes

nb
of the patré2e?|\'}/?ehef‘ﬁ"\r'/Zlhﬁllt’?Sﬁorg‘f"t‘uf'gnsﬁf"ég‘ﬂ?ﬁ@d“qsﬂé{’[e PYBAT s PoN

verification service, the list of active keys will continue to grow.

Preparing a Membership Certificate for a Verified Member

20 For the purposes of the present invention, it is presumed that each organization
utilizes its own methods of “verifying” its members. For the sake of discussion, it is
presumed that a graduate of Yale University would like to include this information on his
website and requests a “membership certificate” from Yale (where Yale has previously
subscribed to the on-line membership verification service as described above). :

25 Yale then proceeds to create a membership certificate 70 for the requesting
graduate, with an exemplary type of certificate payload 70 being as shown in FIG. 6. The
three necessary components of certificate 70 are: (1) the identity of the credentialing
organization (contained between the <organization> and </organization> tags and shown
on line A of certificate 70); (2) the website with which the requested certificate will be

30  associated (shown as <website> on line B of certificate 70); and (3) the expiration date of
the certificate (shown as <expires> on line C of certificate 70). The other information
included in exemplary certificate 70 of FIG. 6 is considered to be optional. The created

certificate 70 is then digitally signed by Yale with its private key, rendering a “signed
6



utilizes its own nethods of "verifying" its nmenbers. For the sake of
di scussion, it is presuned that a graduate of Yale University would like to
i ncl ude two=oimfssisati on on his website and requests a 'POErdsesivhin40
certificate" fromYale (where Yale has previously subscribed to the on-Iline
menbership verification service as descri bed above). 25Yal e then proceeds
to create a nenbership certificate 70 for the requesting graduate, with an
exenplary type of certificate payload 70 being as shown in FIG 6. The
three necessary conponents of certificate 70 are: (1) the identity of t he
credentialin nLzation t t he, <or an| za
</ organi zat i % ? t: Z%?ic’s ﬁgoﬂ VP}E' %é’qﬁ'ﬂ) sfg"%%rret'sl ?hf"t’:v?a d 2[; tl{e
website wt hplwhted’lﬁiPtHWOf‘éqgtest attlerceitablefprieae beymdtﬂodblegmaslmom@hed (shown as
<websi te> on,dof e Bufh 1elesid: i CRderiliie 95 PER gke of the
certificate ? hown% as t<e>?<) e|t5ér élisn>a¥t%nz c)reate%r}ggp céaptf!%% catee%gi. e ot her
i nfor mati on ISﬁ@readleeifienné)(%wp¢lﬁ¢ exampleaifild calede y7lg-caln. qeri@sc. GAtithis paittsi dered t o
be optional . nIRAME IRAEH 288t Oht %R‘ﬁla% ﬁfﬁ&ﬁ%‘thﬂ'ugésttﬁé PP AhIRgd by Yale

er

with its private key, rendering ficate" 72 as shown in FIG
7. Wiile a P@Iﬁrglhaﬁ%ﬁomr@ lings aémﬁﬂﬁp faéhe %‘b‘ﬁi‘&’a‘tfe)d”e\rﬁat“ﬁ“t’h‘éwtﬁl?’ﬂ)‘&’ﬁ% PGP key of
Yal e, any ot g caMictrabdcpnprivate key methodol ogy nay be used in accordance
with the present inyentionto create a signed certificate 72. Created
certificate is stof’)é”d inafile, inthis specific exanple a file called:
yal e- cahn. cert . adteadeN ‘Comeérs-Tpgee: reki/x-oh’j;he M VE header is added. One

exenpl ary way of ,doing this uses the PHP | anguage, where the follow ng

| ines are added at the beginning of yal e-cahn.cert.asc to produce

yal e- cahn. cefThisdicis lap forwargérao HeactmestinCmdivising-fanipdusidanex his xebrkile; 10?> Thi s

file is then forweqf%@mg%,g%@oecemg&g% bl N W bied B hoGEHAAN, 1N NP s

web site. revi certific is to be
not ed that t fae ehils Cleé'tﬁﬁﬁﬁ" diffgesnicfeqm fhe Pepireon datgef therppganigaiogist f er ent

from the expprigda amneiaéyel 6q£orﬁsaee AGIAhE Aol rRdna@of Bt BHifidIhdybekey 16
(compare FI G 3 - the EXPI ration date of the certificate may be
earlier, but not later than, the expiration date of the key). It is also important for signed
certificate 72 to include an expiration date inasmuch as otherwise an “unending”
certificate is created, where the credentialing organization then becomes hard-pressed to
rescind or modify all outstanding certificates. That is, it may be possible that Yale (in this
example) decides to issue more information in a future certificate, but without a certificate
20  having an expiration date there may be multiple versions of the certificate floating around

in the digital space of the intemet.

Activating and Validating a Created Certificate for Users visiting a website

' 25 As noted above, a signed certificate 72, upon creation, is then included in the web
site of the requesting individual (i.e., the authenticated member of the organization
creating the certificate) and thereafter ‘advertised’ by the web site’s owner (i.e., the
“requesting individual”) as available to confirm his/her authenticity. In fact, some sites
may include several such certificates, some associated with educational institutions (e.g.,

30 verifying degrees eamed), professional associations (e.g., affirming member-in-good-

standing of the AMA), civic associations (e.g., Rotarian of the Northeast Region), business

groups (e.g., member of local BBB).



15earlier, but not later than, the expiration date of the key). It is also
inportant for signed certificate 72 to include an expiration date inasnuch
as ot her weeonmossinendi ng" certificate is created, wherecrhs2awedanti al i ng
organi zati on then becones hard-pressed to rescind or nodify all outstanding
certificates. That is, it nmay be possible that Yale (in this exanple)
decides to issue nore information in a future certificate, but w thout a
certificate 20having an expiration date there may be multiple versions of
the certificate floating around in the digital space of the intenet.
Activating and Vi g?atln aCreated Certificate for ers visiting a
website 25As note d gerdficgisdd max bt 1FssEiBie by Yoy SQPg%HC*’tE"rdé‘éWBﬁ is then

i nclhuded in tghﬁzlwgabmbanobptahmp@p.u@&feitageﬂnmdie\sigdhta:le fabst ﬁeo]?letvhﬂmg

aut henti cate ani zat i certific

t hereaft er %\'Hlnglr“t i Sd“ebﬁva 1"&3 t%f"t“ h‘?m'?fy‘gone pHeere f%‘?ﬂf&%ﬁl ng

i ndi vi dual ") nesg fiathe dsabdireet"ﬁhus,onfmcbmamgﬁthme peasetrinme:nmnta;MIMEnybact sone
sites maygin ‘caﬂﬁca&%ﬁ&l@rl’)(rays&n%ggtga {obe aﬂéﬁssfor 2 8Rq 250G a@;&%%

educati onal nstitution ESSI onal
associ at i onsaf(de/lfgved baf fiser fiicng Pﬁm‘fbeenungran gdo@ﬂualéﬁtwtﬁbgwwe thiseMIMUB) , civic

associ ati ons tyﬁ@rs%c’ludg@ﬁa%a @E‘ 19predi &%ly\'}{ﬁd’dw&%@he RROL Adnind Wb aRSw@F 0UPS

(e.g., nenber | ocal le a signed certificate 72 may be
accessi bl e by? %ﬁéh&wrslaﬁllﬁs'ﬁ"éétseasqﬁéw§ (n exemplapngrapheehesbinerfagsddPDPGP and

GPG in or deﬁssédi)atée&:vlthftb{nsE&ﬁﬁ&kd}ﬁﬁdlwpeocemho\ﬂ%ml@ gisiting an ' ndi vi dual '
web site and desiri ngrtdto confirmthe authenticity of qgne or

certificdPes need”PUPUAXE "4l dheqiresppt dnventigpand Psrfha‘ff?:B‘ergn%éhe\/&eT“ﬁ”ﬁ%e present
invention, ahdiNEpdrippes Hir'spevifid tﬁsksat)ewrhanﬁii heé certifita fhrapn-repudiationd t hat

| f d d d b - :
oo or, SRR OACRE oo AR AR AR e €
included in a:dchtmnhr& ipa bealbyerbbsen I(lccad@dretﬁmodnrt(shewmsmebtmnrlhmhﬁer@i)lwfa web
browser 30, 251P QU e Fafing h AfhafHh R5RE: B2 1R1caL FHRTR ALY 87 aphi cal

user interface assocl this certl Ica er process is
shown i n 1Fl Geol®); and(3h Weites outdgrewtapfithe Yahéwpﬁséssﬂwnlaﬁmmn Blhin thgiVlas shown

in FIG 8, theriees tinkidedtioraostbess aﬁl@wn%lrsa bl BHd paraREEls sh&wﬁlﬁ%kég (1) wites
out the certificate for non-repudi ation (shown as section in the QU of

FIG 8); (2)™“h f*\@é”SHiﬁt‘OCa“?'b‘&*&rq‘pe Addearyvill storg the cetifipaiplistyd léétemirlpty phrase in

EI Ieocgl I z\h chamed) aﬁtver:]lﬁaas,the gie:@f;ﬂﬁ armo&dany-érﬁ;ls@waloasrr&%s&etcpgrakdang n the GU fOf
: er shadi n a isinte e indicative o
the incl usio C%Q °5£%58%F%?‘%‘° wh ‘°(a§3'dw?v}di’>fbg°§‘ aBpks’t %’i‘gafej%ﬁi)‘f’é hegperishe validity

tests (shownbrassesedlithan tHlsl phrasg, attaé wehdlite cn‘uldl-'slir@ly &ovmaewdleb@b ktfat @bkst hi s
process are ers s ws t he
ﬁl%r{ﬁ \%L h Cfglog)ﬁa%gﬁci nl{lﬂbe t8 r]'Ec:rt:fh rt In%es%thf: eFrefs[%héaae ang{]

| ocation where ore the'c (10,
above, as melnlthqa“§ew%eolsl€cr3@peamnas@rcmﬁdd@ctadmgyhmaé'weahﬂ wer. willhe secr et

phrase and yuow that someone is trying to present a false cemﬁcate verification page to him.

25 - The following steps outline the process performed by a user’s web browser 30
when presented with a “certificate”. At this point in time, the user has no idea whether or
not the offered “certificate” shown on a web site being viewed is valid or invalid.

When add-on 15 receives a “certificate” from a web site being viewed by the user,
a series of steps are performed as outlined in the flowchart of FIG. 10 to determine if the
30  “certificate” is valid, or a forgery. As shown, the process begins at step 200 with receiving
- (from a web site being accessed) a certificate to be checked by add-on 15. Add-on 15 first
checks (step 210) that the site specified by the <website> tag on the certificate matches the

site from which the certificate was downloaded. If there is no match, the verification
8



| ocal | y-chosen color are used to avoid "playback attacks"” and are local to
the user's 20browser. Wthout this phrase, a bad website could sinply

provi de aveebiipmgHast hat | ooks |i ke the verification pagecshusesioiomiké G 8.
Therefore, unless the "secret phrase"” - printed in the "secret color”
appears in the process of checking the certificate, the user will know t hat
soneone is trying to present a false certificate verification page to him
25The followi ng steps outline the process performed by a user's web browser
30 when presented with a "certificate". At this point in tinme, the user has
no i dea whether or not the offered "certificate" shown on a web site being
viewed is vaPW°EFS§)fa il5. Jpdgeflghis aspect of thppriqeestypakssamaythepticaeq sutificateapdtp  cat o
froma web Sist'E:eﬂaﬂnﬁlsElgnmoﬂi&Edeﬂ)shet he user, a series of steps are per f or med
as outlined int

"certificate" |sq>\e/%ﬂ‘ﬁnﬁ’m%&?ata%arﬁ8ffwejﬁﬂ§ "gﬁﬁcg",\}}]e prtoﬁeés B'Pbeéé%rg’arﬂé‘bftﬁ’s at step
200 wi th r ec@2Onddpu(dheotire partigllsersiitagiobkndigr taq:enﬁsseﬁb)remamda:rrbfﬂhe edldiey t 0 be
checked by a first st e Q site
specified byg:g[ﬂgpu%@ s]f&gggp%{lca%{? ér erelyég‘[%‘é Sltca’fecueg\Je %15 e()%gﬁfte from
whi ch the ceﬂlaiffoﬂ%ﬁt“@hwa@dﬂo\)\hl@Hd@tﬁoneldfabwqehy@erfmng thmctmk op He
verificationyspt QeeRgchif! t|h§mciuﬁ@?@f@i’seéra'pﬁrascsipggcalw ChtOQ:?l cgfopﬁlQI%Stesﬁmé(es an
authenticated certificate hard to steal and use on another web

Presum ng t hBrOARPraYsats aph-seitimpteasatssstiomtptingo pash eff phagd é@‘sﬁ%ﬁ@es for ward to

step 220 andRE@HiﬂﬁﬂﬂﬁGthﬁtk@&Tritbﬁthes@%rﬁalufxﬁgQ@Jtd %whayﬁéﬁaot@s@@rsmrmthe
r emai nder gcal application), nerely

t he valjdjt i
pr oceeds lf’o g‘)‘ie‘f:‘hrte%“}f’ %8%1'53& ieé\‘ées‘c‘f)g% 'gf"feqt’ﬂé‘? the gepiration qgfe;sp by l?;’Fdd on 15.
As nenti oned<adpowss tagon tpaacrffeaardn‘bﬂgﬁda&r’sumhm&rmmed et thiseertificasrhasrachi ne, the

process. pr eveREs fsie Bl FRRAE Ao, PERe S ShRRInAE ch-ssad My oihar
certificatesto tﬁ(elisetruppmgultlm oFth& ‘ceitffjcatehi phssitlgs steyf in tHegps@esscavahowmmy t est s,
shown as stepngg;gfthéecg;n%c%tg iffi 10the "current date" of the validity
request is before or equal to't e expiration date set by the <expires> tag
on the oftffered " dEgspmingghet dre cerfificapethap mot gxnired. vyt stendsten 1) proesedsité | cat e”

has expired, dét&&lr@ﬁ%ﬁ&d 3@AinE kdyl dighed E}ltq:kcraéenhaﬂmgoga%lzéﬁon ans @l ary
screen that |S$resente to t e User UEO” lure of the "certificate" to

pass this st &5hy #iPelisd 93d9aads by yeb 0. oM ‘\“F pfasepshere map &e enceitiond lemt e of
FIG 11. 15Pivestaddash tshatl gb ba t@wntet b0 eatsar thaset aﬂstlgr@&rawsed,.s duRéntnext step

step 240 eterm ne. i ey. - d by the
o eaonet ol i PSRERESS: b BhRcdSelotuss fie! Budind e A0t 0 osiueile by v
server 2Qo Aprotdcd Sgasntsatgenew ke pftkepmRIf Dieeydsmod folund) teeh tistpeqeesstven sopsld- on 15

wil'l go out degg‘%d égta fo see if the set of signed keys 18 is current.

Shoul d there &d set of keys, they will first be downl oaded and
the check will If found signed key 18 is then checked (step 250) to determine if the signature is

good (that is, the proper private key 18 is associated with the organization’s public key 16)
and that it has not expired (step 260). Lastly, the signed key is checked (step 270) to see if
25  has been signed by an unexpired key of the on-line membership verification service (see

FIG. 5). If this last test is passed, the certificate is defined as “valid”. Otherwise, the user
is informed that the certificate is invalid; the user is thus “warned” that he may be dealing
with an unscrupulous individual/source.

The above-described validity tests as outlined in FIG. 10 are used to ensure that an

.30 unexpired certificate from a proper (i.e., previously-authenticated) site has been

downloaded. Only after each one of these tests has been passed is the certificate accepted
as “valid”. It is to be understood that the specific order of these tests is not fixed; for

example, one may check the signature first and check the website at the end of the process.
9



20proceed agai nst the new set of keys. If a key is not found, then the
process will stop and be defined as a failure. I f found, signed key
18 i s t hewochaokssis(step 250) to determ ne if the signatrarasesogendo (t hat
is, the proper private key 18 is associated with the organization's public
key 16) and that it has not expired (step 260). Lastly, the signed key is
checked (step 270) to see if 25 has been signed by an unexpired key of the
on-line nenbership verification service (see FIG 5). If this last test is
passed, the certificate is defined as "valid". Qtherw se, the user is

infornmed that the, certificate is Lnvalid; .fhe user is thus "warned" that he

mmy be. deal | ng wANCHTERHOE e tale oot B arerEb overtion farsd B8 descr | bed

val i dity testdl-auslSassotintadeith the labe@s biodvsaraad dise ot raguzaithel irdividuakto &¢

30unexpi r ed iy ; (1 e ovi Qusl v-authenticated) site

has been domgf%gfgfédd& %ﬁﬁe{/&tgﬁrg/? Hff'acgg %%i’enooF ect0 'ﬁ({esgt\é ?g@to ?sce(ﬁgsfhebeen passed is

the certifi c¥alidatipppegsesstl Ts inclugion df expiration datesontiee agnidists.tkoxscnd hat t he

specific ord t ; i hoc®etall QL+ may check the

o anat Ur e 11§ e e uie Bt ehiiE Qe R e e

Advant ageousP¥Fulatile val i dation process of the present invention is carried

out by add-on 15 associated with the user's browser and does not require

the individual to be directed to any other site for verification (i.e., no

"second site" is involved in the validation process). The inclusion of

expiration dates on the certificate, keys and 5signatures are considered to

usef ul iqoprevengﬁﬁgk;sﬁﬁl?' certificates to remain in circulation.

10Addi ti onal Feat nalteatrey s possi bl e that existing, : _

commer ci al | y- availt imbbssibtehihat dxipagt opmgeiatlyayailsge third eartynmyurdhesirvieest o becone

associated w =11 cship verifl L SLrV] .Of e present

i nventi on, rhﬁgd%P§$?§$%§Q§%%?¥?gﬁgpkﬁg@@{@ggﬁgﬁkfﬁgﬁgﬁ%gﬁfgﬁ”¥gﬁa specific

certificate. PEFentiRYestienagus proiding gedisiangayelsof apthrintieatipoie 4spedifit t ed by bot h

the on-line d&amaResthisRaahé b RLAIRRLaRBIh &8 ALy M L fiElineassoci at ed

third party security service, with the organi zation's public key then

"si gned” By BSRPEreht \Frifieationpravieandiany ethgr asspeigied third pAry SRR S§TVisBdY i ed i n

tAI hi s case t?)thleGﬁgklai_ia?i]?n’aﬁﬁblk&sﬂlivtgéﬁl‘&ig&i:cgr@%tﬂh%&vﬁé.f'ﬂi;@;értilﬂya}tfﬁafﬁbllefer¥i ce.
ternative a_di ent t can, be created specjfic for

handl i ng. mul PoBRE-Sece i dytcssetsidek o 09 B sienuires ABEH REED SPicehe

present i nveAtteroatively JuedifieredtiMIMB pexah Séitrpatadespecificary fob RangBiigrhaigpleray be

configured tgg&ﬁkgﬂ" each individual certificate created by a specific

organi zation, “ratfer than performa one-tinme sign-off on the public key of

t hat' or gafi zat i orn aiegativerodiodwnent ofithg pedsew inentiomplheemelime et mberslipbi nat i on

wi th the aboyerdang ,&&Wg@' Wbd doRhfiretd 197G G KN Snai BT &rlRGe BAGES hyppal third
party security service sSn may
specific organization, rather than perform a one-time sign-off on the public key of that

organization. This embodiment may also be implemented in combination with the above-
described multiple-signed keys, where the additional third party security service(s) may
25  attest to only one or both of the signatures associated with the certificate.

Inasmuch as many organizations already have created and used X.509 certificates |
for other business purposes, they may desired to use these certificates in place of signed
keys to create membership certificates in association with the present invention. In this
case, the on-line membership verification system and service of the present invention

30 operates in a slightly different manner. A presented X.509 certificate is itself signed with
the private key of a known certificate authority. The X.509 certificate can be signed by

the on-line membership verification service and stored in a database 19 created for such

10



25attest to only one or both of the signatures associated with the
certificate. | nasnmuch as many organi zati ons al ready have created and
used X 5080certiofsisat es for ot her busi ness purposes, thegTrsgoidesined to
use these certificates in place of signed keys to create nmenbership
certificates in association with the present invention. In this case, the
on-1ine nenbership verification systemand service of the present invention
30operates in a slightly different manner. A presented X 509 certificate is
itself signed with the private key of a known certificate authority. The

X. 509 certifi e ga Lgned by the on-1ine nenbers pverlflcatlon
servi ce and §f65£ '&d Wf'eg?(o@tb gﬁﬂg‘é“ejd EP"eﬁf‘é‘ﬁ“dfeélmegg;@lﬁwsf IPESeSEPS o | " si gned
X. 509 certi f battiteest the fidwehacerf Fichandl er then fol |l ows the process as outlined
in the flowhart . ert hap first

| ook (step 300) f%ISthgﬂbegc %Bg?ndgf.r gd ﬁgtér%mqw[é%}tog% ﬁ‘e&a({pﬁrbag(légecfgwé?teeat ed as
not ed above. in datahasg éf eieftedastnoted gbavet Ifh oertificaless vqh f@nd)stept3ne), the owesss Swi | |
exit and the . 4i5&h W hk ke WAl 264 dttnﬁh o Ppd N ARtifon st d Yl fMsEMeST S

Ot herwi se, the process conti nues B kT a correct signature from
the ori gi nat PIogesoeegiinmes Ay Phsekipsog °°“I°Ft semtwerfmtnﬁhc Qriginaling erganéatiad not f ound,

or -the si gnagIog iichndd @e cBIIBRRE is ngthsur;armﬁe%sﬁnitase 1§no@Efépérh@e brabdséifalls | S
alidate the certificate.

reported to the i (?|vldua ttenpting to v
Presuning a AP "eg I'yre & é‘ﬂ‘? R ‘E%‘Bd'&'gg"t' pYempYpgetojvalidas fhrcertificd®axpi rati on dat e
Ix sSSSec ked ]g_i?feﬁﬁmﬂ.@ﬁﬁt@beraﬁiknbchx .5py wﬁ&stemamndnmapm‘mn aﬁdlsQﬁécﬁed Gtep t hed

: certi as not e er telst en parse
intoits 1£9ef :3%@8"%%?738 FEhtY F‘éef gpangﬁg?' mﬁgtgslqgc cﬁ%? aiﬁ(fte’éor’n@dfl elod of the
"menber shi p" cer tThfe|>cm9@emnﬁca1hedicedaréestuep1t§dﬂﬁ)1ed®nfpemntsf(stea34maandhie:s ei t her
Lhe common. nebafiaGEORN S MhnlueSligChAltchlf LROMLREAL) W S8l |1 Lhere

is a mismatch, can error message 1s i8sue |ng stops. The
"validity" f imatchies cithrs ths comman eﬁ@m«@cgaaltzat@o éﬁemlohfaﬁéo? ¢ertifisatec lfithesnt tine is

not between {henisRath, RELR: res@fis isARY ot tB@ﬁroces@t{k s%pg Ofhd TR aIRAYendIgs Creat ed
and issued. Presumng the certificate is valid he signature of the

certificabe P thenspaeked a ErmipOane ifthsspiment s isgpt lteﬁtéﬁef‘éhoe netdelesr end i cat e

Aut hority (Cﬂaothﬁbrshear&msﬁgdbs clehtBddrldYissuddh @reduhvihg &eK@'Mﬁ@dMs kay, thype of the
organi zation js rea [ he_on-1ine

check the. si na re af
eaber ohi p vSETFIERLMEUERS i bor Pine SAmspRLo T Feiits GHENRE | he
si gnat ure i s Authbrig (CAhnarstemm/md; ﬂhiaayi'thermmindfes h:ﬁquge)rphloflheatgmnmnom Bported

(step 390); ?éaﬁgr(n s§aetb c l(?hrerspgl%iitllr% o.i“ @Q?E ﬁﬁe men?bers{nﬁ) venll'lcab rv(?cefo?ehfg,nder SF ood

that the cer need t0 veri d agai nst
the URL cP th@sqmageentl@rr l\ﬁarpnlgtlmensrvdiidxrfhsmar‘verlévd”enﬂnrbgrstﬂp@elmémte ki cate to do

so manual ly (agned &b ﬁi)’?oﬁ{eﬂﬂﬁé H{é%%}:s imkAfurther extension of this service
isin the area of verif e education, work
It is to be understood that the cert handler will still need to verify the <website>

field against the URL of the page, or warn the individual reviewing the certificate to do so
manually (as with GPG signatures).

25 A further extension of this service is in the area of verifying the education, work
history, and other background of a job candidate. The job candidate creates a web site that
can only be accessed by a password. When a prospective employer wants to check his or
her background he wishes to know that the prospective employee is not masquerading as
someone else. To prove control 6f the site the job candidate asks the prospective

30 employer for a user id, password pair that they wishes to use. The job seeker then enables
the user id, password for his or her web site and when the prospective employer logs on he

or she can be assured that the person they have spoken with is the person described by the

11



hi story, and other background of a job candidate. The job candi date creates
a web site that can only be accessed by a password. Wien a prospective

enpl oyer wanos/dssisheck his or her background he w shespto/uspawotiiaé t he
prospective enpl oyee is not masqueradi ng as sonmeone el se. To prove control
of the site the job candidate asks the prospective 30 enployer for a user
id, password pair that they wishes to use. The job seeker then enables the
user id, password for his or her web site and when the prospective enpl oyer
| ogs on he or she can be assured that the person they have spoken with is
L he person. IEaREt BY Wkl Sic, SRETRELGARES of fnbdife URAuRL L8 or IR oo ¢

mai nt ai ni ng ewﬁ@ndemﬁﬂafmawmnmmcoMkEhehpresent |nvent|on as descrlbed
above, is associ alth@greWn'i mvémlof?@shés 9"18S §oQ|a}{39er Jh'aﬁ@ﬁ high service and
syst em wher eby organi zati ons certl credentials a nenber for a

gi ven web si fémpesad Yeaﬁéﬂlowqrwcqmsw&%@herebm@ayéwn%@ng‘v%§reﬁtéwérs t he

ability te pspavmsl@oemehgwwvupyé aQb8AN vl hORedbdr] ThedehMRZiveOmOhBS S USi ng
certificates S|gned t he organi zation(a) and the on-|ine nenbership

verificationh€a Wé%vrawswha\éwaﬂovh%rg?wamqf@'@ gt to Phers dYRE Yt Fequi re t hat
t he organi zatig@d bglbmulng&rgalﬂemﬁoneaee:ﬁdahe e niethbblsidp S@tfichiiem.seMdk t i pl e si gner S

may be required e OVI tlonal certaj th

CortiTi cate PEVgnahNertg SHioBht pLrgi it inestitip b oAbt | oaded
onto client kgupuhesesvicniiltige sigiersl mdyde atghioniad sigmb key, providiee ddditginalg t he M ME
handl | 19 2R3l SERRET ARG F YA eploat I EEd 02
future probl emp a\nqnts@mpmetswodxgw vilide priomaticalbrinyoked ysingdhe MiMHE handhinglescri bed

herein with Ew%étﬁﬁ@r%&&&wéﬁ@&&ﬁeb&h&%ﬁ@&*tﬁ&@hﬁﬁoat&Qfﬁ‘i biieeallyl Qdte b Not
intended to be |[imted to the details shown. vari éus nodi fications

may be nade PSHEHE OBétted?qabmWhﬂens’i‘P“fdrf@mg@B‘Hépfélh'dmra&ﬁ’ge of equival ents of the
claims and W t houtithdeghand intightibi BMustRed AAY BELEAKRD hereRath refSrefidead spRelfit S:

1. A systemfor verifying certificat ari.n o a, web sit rportin
Lo tert: 5 embaEnisn s MeBhes b Ree Bl iR oeds S oo el PO MY

organi zat i Onvartobemsqlﬁctaﬁms(]ﬂaﬂh’eln&kmgtl& ddatlawins te 6doppald ratgelofys associ at ed
with a plural%ﬁ mnm b %%Forgaqhm§5|8%§$ﬁo ngprg?nlzatiop capabLe of
creating a we ased cer iFicate contarn an e fonic signature of the
organi zati on; an on-1ine nenbership verlflcatlon pl atform f or

downl oadi ng a sel ected public key fromthe data base of public keys and,
upon verifying the authenticity of the organization associated with the

sel ected public key, signing the public key to create a signed public 10key
and re-exporting the signed public key to a data base of signed public
keys; a MM type avail able as an add-on for a | ocal browser that,
when triggered, will verify the validity of an offered "certificate", using
as one input the data base of signed public keys, and provide a user with a
graphi cal user interface (GQJ ) indication of either the validity or
invalidity of the offered "certificate"” w thout querying an additional site
for
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15val i dati on. 2. The systemas defined in claiml1 wherein the GU

i ndi cation supplied to the use includes a copy of the offered "certificate"
and a | ocablytigessasat ed private nessage control |l ed by tireTaSse010/041140

3. The systemas defined in claim2 wherein the |ocally-generated private
message 20i ncludes a | ocally-known, private phrase presented in a

| ocal | y-sel ected col or. 4. The systemas defined in claim1l wherein
the validity checks perfornmed by the MM type include an expiration check
of the offered "certificate", an expiration check of an associated public
key (if foun?hy @hec for a "signed" version of the public key and an
expiration o hee Y key. 255. The systemas defined in claima1 wherein
at | east one addit l/’myabm\fc&r\/ieififymgtcérﬂﬂca‘&elapﬁemgioa anebditd purirtiyg té teetifpubl | ¢ key

of an organi Zi%eln%g' hlgo%tﬁé Q?M’xg%w%r wnt%r I leCLn%h ani %hondtﬂgsgngrm%rrngnso

certificate presente or e
on-1ine rrenbershl@WFequ@a‘tlwdnyssaemmcéwahdP'@l@h’p’rqfsuMg Otgaelzgtoegsad)f 30a)

recei vi ng san oRbighi8hl capaBt bi &rlbiRs Swed-BlseLMRAIAL b&&urﬁﬁﬂﬁ'e@ea%@één%ﬁwwr porting
menbership in a predefined organi zation; b) conparing a <website> tag

cont ai ned i n°ofHeoBrTIEiRR) "cert | f| cate" to the website purporting nmenbership

and, if not the Saihrmvlmhﬁféhﬁbé}glu@v fﬁ@ét‘oHrﬁtforﬁﬁ%ﬁmwa@iﬁ@@%&éc&@1publ|c key c)
evaluatlngt dlt%/eogf the offered "certi te" ﬁf i.nvalid,
S

issuing a "f “’T“LIE‘ a1 haxecol QROlCKE TNt Ve verifying ”H’} eB‘b‘t'%{l hﬁ@'gémfﬁl’ﬁﬁ‘l c key
associ at ed Wassheiittrewidt el @fldcred Quislicgay) isighing BB public key to create@)sigdet giblie ni ng i f

the publ I i\ k%g)% dnd ¢ gﬁpo%ma %s%lp Spugllcblééyttoada?arbase or}%xg?nen%%%ﬁcspéyp overification

servi ce and I SSUl N ure message
ot herw se a MIME type available as an add-on for a local browser that, when triggered, will

verify the validity of an offered “certificate”, using as one input the data base of signed

public keys, and provide a user with a graphical user interface (GUI) indication of either

the validity or invalidity of the offered “certificate” without querying an additional site for
15  validation.

2. The system as defined in claim 1 wherein the GUI indication supplied to the use
includes a copy of the offered “certificate” and a locally-generated private message
controlled by the user.

3. The sysfcm as defined in claim 2 wherein the locally-generated private message

20  includes a locally-known, private phrase presented in a locally-selected color.
4. The system as defined in claim 1 wherein the validity checks performed by the
MIME type include an expiration check of the offered “certificate™, an expiration check of
“an associated public key (if found), a check for a “signed” version of the public key and an
expiration of the signed key.
25 S. The system as defined in claim 1 wherein at least one additional verification
service is used to sign the public key of an organization.

6. A method of verifying an on-line membership certificate presented by a web
site owner, the method performed by an on-line membership verification service and
comprising the steps of:

30 a) receiving an offered “certificate” for evaluation from a website purporting
membership in a predefined organization;

b) comparing a <website> tag contained in the offered “certificate” to the website

purporting membership and, if not the same, issuing a “failure” message, otherwise;
13



f) presenting a statenent to a user that the offered "certificate" is

val i d. 7. The nethod as defined in claim6 wherein in performng
step c), wbeoavmbsiati ng i ncl udes the steps of: determ nipang/ustomeliad f er ed
"certificate" contains an expiration date and, if so, 10checking the
current date against the expiration date and if the "certificate" has
expired, issuing a "failure" nessage, otherwise; determning if the offered
"certificate" contains a valid signature fromthe predeterm ned

organi zati on and, if no signature is found, issuing a "fai | ure" nessage.

8. The method as n eLn.in per ste e), the
det er ni ni ng 15i ncC§j é"sa??%tb ﬁ‘é’ﬁ%gg&m&%&deﬁw aﬁgari‘drf 'hvé ‘gusﬁ'i’l‘ aKkey contains
an expi r at i offfathat’emesseage, dtfersios; checki ng the current date agai nst the

expi r at i O{’l date a(ﬁ'%bt%hm%@?ut‘ﬁ cﬁezj%%?c?%%l Elghe prgd%tlne%g)rgangt?lnl ure” nessage,

ot herw se; contai ns valid signature from
the predeter ni ned) g@emiging if theipoblickaylis valid méSlsm@rbatﬁwrce ling nfembership i ssui ng a

"failure” sMesgARRion service anddif inVAfd SBb\GHe @ SssARe 4 AL %&La%l: r&r@ﬁl.w ther

including the step of creafing a securi t¥ st ep associ ate a | ocal
machi ne per f or ni TYPTEIFBURRA Sagnept o@yipes thef ¢ %9%@? ‘Iegrtifipnde”dy valid. 10. The

nmet hod as defi ned. irRe GétBddAs Aehive il IdimisNVeheRBOH hbrformHz QR bﬁme'édeﬂ&atnh%e steps
of : 25creati ngwgqssecret hrase and presenti ng tﬁe secr et rase in a

| ocal | y- knowt' 3B s 0S 9 portion of the presenting in step f). 11. A
met hod of initi atdesgmimUubse bff@td ‘@Brtificat@RofAing dnreaplmabezrtsmdpifwri fication

ifer vice Ggrt I Caéh%clju?grthg‘purr%lﬁ%{yaéf;il;[lslt R explratloan% 9 if e cem?categ ht he steps

expired, issuing a “failure” message, otherwise;
determining if the offered “certificate” contains a valid signature from the
predetermined organization and, if no signature is found, issuing a “failure” message.
8. The method as defined in claim 7 wherein in performing step e), the determining
15 includes the steps of:
determining if the public key contains an expiration date and, if so,
checking the current date against the expiratioﬁ date and if the key has expired,
issuing a “failure” message, otherwise;
determining if the key contains a valid signature from the predetermined
20  organization and, if no signature is found, issuing a “failure” message.
9. The method as defined in claim 6 further including the step of creating a security
step associated with a local machine performing the validity tests of steps b) and d).
' 10. The method as defined in claim 9 wherein the security step includes the steps
of:
25 creating a secret phrase; and
presenting the secret phrase in a locally-known color as a portion of the presenting
in step f).
11. A method of initiating a subscription to an on-line membership verification
service certificate for an organization, the method comprising the steps of:
30 receiving a subscription request for the on-line membership verification service
from a requesting organfzation;
reviewing verifying materials associated with the requested organization and

assessing the validity of the organization and, if valid,
14



30receiving a subscription request for the on-line nmenbership verification
service froma requesting organization; reviewi ng verifying materials
associ at esowntinossie r equest ed organi zati on and assessi ng@Crhmsmaloikdue y of
the organization and, if valid, downloading a public key associated with

t he organi zation froma public key data base; signing the public key
with a private key associated with the on-line nenbership verification
service to forma "signed" public key; and 5exporting the "signed" public
key to a data base of signed public keys. 12. The method as defined in
claim1l wherein . . | suppl epent i ng. t.he .si gned
public key with é%ﬁﬁﬁ?ﬁ&%gﬂ?pgﬁégg°8§8?RF¢@QEE?T§RV%5? P4 F&ﬁyg%?vicesAto
add | evel s oPasgecurity to the verification process.

signing the public key with a private key associated with the on-line membership
verification service to form a “signed” public key; and _
5 exporting the “signed” public key to a data base of signed public keys.
12. The method as defined in claim 11 wherein the method further comprises
supplementing the signed public key with signatures from other third party

verification services to add levels of security to the verification process.
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