;e3eVS|j $6ZT!' 0 6 NOV 2002 USER AUTHENTI CATI ON USI NG A VI RTUAL. PRI VATE KEY
CROSS REFERENCE TO RELATED APPLI CATI ONS This application is PCTgls @égﬁﬂlo,
and clains priority fromthe U S. Provisional Application 60/084,4 S
filed on May 6, 1998 and the U s. Uility Application 09/129,795 filed on
August 6, 1998. BACKGROUND OF THE I NVENTION Field of the Invention This

i nvention relates to a nmethod for providing io strong authentication of

users within a Publjc Ke I_,,,F‘r_jrastructure PKI)...ln one preferred
embodi nent, the i JAﬁ& B ' G ﬂié§¥555¥5§§he

i nvention also relates to a program product bearing software which enabl es
user is aut heRDESAREFERENCE &0V REIAZIED NPEIFEATIOND be practiced on a

conput er systen1‘ng i nvention further relagﬁﬁ.tolp conput er system which
operates so that U9 aBRMtF2EHN 18 p&YHIRAP L%Q%?gg)ra vEREUalC iRt e
key. I'n a second preferred enbodi nent, the invention zo involves a nethod
for providi ngréerdky froHerithedlidn BFovissienalt AbRlacrkionsitfy OB 4diite
such as a nagnetic sw pe

s filed on May 6, 1998 and the U.S. Utility Application

09/129,795 filed on August 6, 1998.

BACKGROUND OF THE INVENTION

Field of the Invention

This invention relates to a method for providing
10 strong authentication of wusers within a Public Key
Infrastructure (PKI).

In one preferred embodiment, the invention involves
using a wvirtual private key. The invention also relates
to a program product bearing software which enables user

1s authentication with a virtual private key to be practiced
on a computer system. The invention further relates to a
conputer system which operates S0 that user
authentication is performed using a virtual private key.

In a second preferred embodiment, the invention

20 involves é method for providing strong authentication of
users within a PKI using a device such as a magnetic

swipe
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1~-MENDED SItEET D 6 NOV 2002 WO 99157846 PCT/1B99/00910 card or a

bi onetric device. The invention also relates to a progran1prodmdiNB§aﬂmhg
sof tware whi ch enabl es user authentication with a magnetic sw pe card or

t he 'l i kewio»elsesqgr acti ced on a conputer system The inventipefitahod/éddey S
relates to a conputer system which operates so that user authentication is
performed using a magnetic swipe card or the like . In athird preferred
enbodi ment, the invention involves a nethod for providing strong

aut hent i catirdn caf dObuswesrit Hevmiae PKl Tiei ngvanpassplalase. rellardanvient i on
also relates to a program product bearing software which enabl es user

aut henti cat i progiafh a pyegsplr apeatrdnbe podeivaced VNich CoOMAKESs SYsdm The
invention further relates to a conputer system which operates so that user

aut hent i cat-aBnkS da% iRAY FWAMMEG USdHE B PRSI 2384 RBe! ated 1AL 1, R
systens today, authentication of a user may be based on that user's

know edge ol ot oL, KEY cANALS Koktenlove B 600l ROTELILAL (1oL @

user can beé 1o expected fo Te t he
case, therebore, that a user's private keg.gg stored in encrypted fromon

the usér' $p&FEFnat® conptt &t &dSYE 8¢ IRPGHTE aFs ef O witt i ta WS wor d.
This is a problem -2 ) _ .
authentication is performed using a magnetic swipe card or

the like.
In a third preferred embodiment, the invention
involves a method for providing strong authentication of
10 users within a PKI using a passphrase. The invention also
relates to a program product bearing software which enables
user authentication with a passphrase to be practiced on a
computer system. The invention further relates to a
computer system which operates so that user authentication

15 is performed using a passphrase.

Related Art

In PKI systems today, authentication of a user may be
based on that user's knowledge of a private key. Private
keys, however, are not something that a user can be

20 expected to remember and to enter himself. It is often the
case, therefore, that a user's private key is stored in
encrypted from on the wuser's personal computer, and is

accessed by the user with a password. This is a problem,

-2-



0 6 NOV 2002 ~JO 99157846 PCT/ 1B99l 00910 however, because now it the
password whi ch becones the weakest link in the security chain. BEs 800 4R
that users can renenber are notorious for being easy to deternine by the

cl ever ?’rﬂ?gﬂﬁé‘fﬁ or hacker. If that password can be s hacP&d/1B9%@M1Q nt r uder,
then the otherw se strong security offered by the PKI is reduced to sinple
passwor d- based security. Thus, today's PKI systens may be said to have a

weak |ink % n1@%3%ﬁgEC) he. pri e jsn ssword i
pr ot ect edbgﬁ\%g ﬁér pr obl'em Flgbt hé? P%?Feti gggéﬁgg{j ?‘ggg%)l)(y%oecsotﬁx}seesd itg’ecertai n
environment s, where .storage_is limted. To expl ai it should be noted that
PKI systeﬁﬁaﬁgﬁtdﬁép%ml iﬁ%%tﬁ?@grfBYeHEEFB'thg%ﬁﬁWRﬁéﬁcFP?toPsﬁﬁé sender
is of a nessage. gg to 2, 000 bytes are required for digital signatures
based on 28R4IENETREYs AUPWRYEPLTLIPYS s BPLNGt €gHY, §2 fstAsmipeadyi cal or
possible to directly use PKI technol ogy, especially digital signatures, due
to |inmtathenslieverheirpvidennemt  h&ckene exXdhptraof puussvoad ecamr benent
i nvol ves cards with nagnetic strips. Devices such as credit cards and ot her
magnets ¢ BucRedcaydsarioinetudare thencapeci dyhdmwisdeor ecr8ng security
offered by the PKI is reduced to simple password-based
security.
Thus, today's PKI systems may be said to have a weak
link problem because of the private key being only password
10 protected.
Another problem is that PKI is cannot readily be used
in certain environments where storage is limited.
To explain, it should be noted that PKI systems use
digital signatures to ensure the authenticity of the sender
15 of a message. Up to 2,000 bytes are required for digital
signatures based on 1024-bit keys. However, in some
situations, it is not practical or possible to directly use
PKI technology, especially digital signatures, due to
limitations in the environment.
20 One example of such an environment involves cards with

magnetic strips. Devices such as credit cards and other

magnetic swipe cards do not have the capacity to store
¢



0 6 NOV 2002 WD 99157846 2,0D0 bytes. signatures. PCT/1B99100910 Thus, such
devi ces cannot use digital Another exanple of a limting envi r onBBnNOexDEB: s
in renote.access systens. Here, the client station does not s conmunicate
directly Wp®B#5M4Gecurity server. Instead, the client stati earagywaemiocat es
wi th a comuni cations server, which, in turn, communicates with a renote
access security server. The protocol used for comunication between the
client station and the conmuni cations server is typically io designed to
get a user? d®%hd PEdhord fFBRFt heSuskr . ARVEFBEcalca®RRfl st Hich Bl
protocol is the Point to Point Protocol (PPP). Such userid/password

ori ented pgbIRABIEETan pass about 60 bytes in their userid/ password fields,
which is insufficient to support for the direct use of is public key

t echnol ogy for Arssrthexut keatptat i of, aentimptioy, envifmonmbngg t akistgnatrur es.
Thus, PKI authentication cannot effectively be used in this type of renote

access sysi&mprdO0aceabsat sheewrak | nakepr ebleeral idier eshavechepdevgldoped
so-called "two-factor” techniques for inproving 20 the strength of the user

PuLnert) b LORLRE g AU S obetlen s el (e
Do ebead bl B seRian SAIFIEA L ERL T B Seb R Tt
Factor tecQQﬁé‘r‘f?’ igv?:vr.lzrirj, %rclanimrtlfz{iucdaetreskn\«(r):{,\t’:shtQer%?n%%\gmadcgefss? security
server. The protocol used for communication between the
client station and the communications server is typically
10 designed to get a userid and password £from the user. A
typical example of such a protocol is the Point to Point
Protocol (PPP). Such userid/password oriented protocols
can pass about 60 bytes in their userid/password fields,
which is insufficient to support for the direct use of
15 public key technology for user authentication, encryption,
or for digital signatures. Thus, PKI authentication cannot
effectively be used in this type of remote access system.
To combat the weak 1link problem, there have been
developed so-called "two-factor" techniques for improving
20 the strength of the user authentication procedure. Here,
authentication of the user 1is based on two factors:

something the user knows (e.g., a password), and something

a user has (e.g., a smart card, a fingerprint, or the

-4-



user, the intruder will not be authenticated unless he satisfies the other
factor (i.e., possesses the necessary s smart card or fingerprint)ggTney 2002

factor a,ggghﬂges provi de very strong protection, and ovzﬁﬁggg%the weak

|l i nk probl’émof password protection, but are very di sadv 10 The
di sadvant age of a systemusing a two factor technique is the requirenent
for 10 additional devices to performuser authentication. For exanple, a

system using)the tMp fachar dchivé o€ il Ic RIBE QY 2eSMa te G@r ¢ @3 opne of
the two falct o)r s. This necessi ta%llgg théﬁ%r escence lofga card readera%ggapt ed to

read the SImLL ar d. cbEKEW s, ehXE0AA00 acSer’ Sd nggLonbal i a3 a

factor regquires a fingéerprint Scanner. Such additional “devices a ot

comonly included with conputer, systens today, and this is problematic for
the user YHF ne&ds t dnbER rm&@aﬂ% %’ﬁat gHEE“‘EHElgl?ll':ﬁdad’g?lﬁﬁﬁnall"edevi ce.

Moreover, such additional devices may i0 be costly. Two-factor techniques
provi de fortisfiras ethasothedt At i(dne -andPe9eeeone the wesgesisasy

probl em of -5 0 B NOV 2002 password protection, but they are neverthel ess
an undesismxtte cotditaorfingetprisitneeded i s an i nproved approach to user

aut henti cati on which overcones the weak |ink problemof s password
protected privie E&ysor btkechhigheal sraxidesvebe ahavag ¢ardtdddddn,

di sadvant ages of the two factor

and overcome the weak link problem of password protection,
but are very disadvantageous. The disadvantage of a system
using a two factor technique 1is the requirewment for

10 additional devices to perform user authentication. For
example, a system using the two factor technique might
employ a smart card as one of the two factors. This
necessitates the presence of a card reader adapted to read
the smart card. Likewise, relying on a user's fingerprint

15 as a factor requires a fingerprint scanner.

Such additional devices are not commonly included with
computer systems today, and this is problematic for the
user who needs to use a workstation that has no such
additional device. Moreover, such additional devices may

20 be costly.
Two-factor techniques provide for improved |user

authentication, and overcome the weak 1link problem of



techni ques. Al so, what is needed is a way to use PKI technology in
environnents where storage is limted. io In EP O 807 911 A2, thggeN)s 2002
described a protocol for establishing the authenticity of a user operating
at aclient to a server by using two nessages, with the goal of avoiding
digital signatures in view of their conputational expense. A tinme stanp

concat enat e ' S sio ey ¢ nc te Lent yith
%éé{"‘s&t}o’i‘ Sﬁﬁd‘@é’é‘ﬂﬁﬁg?, Buk ﬂ}?‘?f LYl %delf“gﬁte?étg A aM

t he public y of the server and sent as a st nessage.

certificate @%@%%grﬁéirsa'§§lﬁ$ Lypt ed with the session key and sent to the

server as a &ser ver decrypts the first nessage with its
20 private key, yielding the tine stanp and the session key. The server
decrypts the secolfBafessfigen@fdadt hbs sefsi diipedved \arprPade @ tiyseate
for verification with the certification authority. Digital signatures are
avoi ded. Thi suahpntiachtiequiwheisch hevandemesaklihe seadkndliafk 2brbhéemesstt on
key itself in a nmessage. This is an = - 6 ~1MENDED SHEET 0 6 NOV 20U2
undesirabl e phepwbedauseotéctodCOTivaMey kB8l canit Ohdth ah$6or et idENt S

for space As nentioned a key can take up space in excess of that avail able
in certain spgee- LB keddRAYITeRMEN M sadvantages of the two factor
techniques.
Also, what is needed is a way to use PKI technology
in environments where storage is limited.
10 In EP 0 807 911 A2, there is described a protocol
for establishing the authenticity of a user operating at
a client to a server by using two messages, with the goal
of avoiding digital signatures in view of their
computational expense. A time stamp concatenated with a
15 random session key is encrypted by the client with the
public key of the server and sent as a first message.
Next, the certificate of the user is encrypted with the
session key and sent to the server as a second message.
The server decrypts the first message with its
20 private key, yielding the time stamp and the session key.
The server decrypts the second message with the session
key to yield the certificate for verification with the
certification authority. Digital signatures are avoided.
This approach requires the undesirable sending of

25 the session key itself in a message. This is an
_.6...
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s In addition, this use of two nmessages for each authentication undesirably
requires two nmessages and additional encryption steps. SUMMVARY Og gTNBV 2002

| NVENTI ON Thi s invention involves solving the above-identified io problens
using digests in a two step process of registration and authentication. In
one preferred enbodi nent, there is a nmethod of user authentication using
PKI t echnol aghdd ¢4 iyl & 0O8BEPt Bebhake bifMidederadpasidy ieyesést dbheahdPKI
technology is use. In a magnetic swi pe card system the data storage is the
capacity th i i s t ess i al: te gth
of the user ?éa%épg;sg\l%gPé‘%%Pgh sTf'ai gsgﬁe cagc‘gg;‘ci tyA#jhg&erﬁt&gbﬂ%@t eg]. k%}’g lr:n%%:lhod
according to the invention is nost useful mggre there gre zo limtati,ons on
the space afablM® fSP2ERI TRefHRSSH sOf. BPAt AVEEAREe siEETCerkagnnoy
2002 WO 99157846 PCT/|1B99/009! 0 According to this first enbodi nent of the
invention) SBR/RTLEMEISY EBVLEREMEALSuch a way that PKI techni ques can be
used without actually transferring |l engthy keys or certificates. The nethod
of the invention Bisadaitines alsig eatmd que f dwonapgissg g sr elfatti vekghshort
data field onto a full private key field. In the case of applying the

net hod of thaitheenicoDién ranakeiaedeys eRyuiewEenitvot heesHugesi 0OBNd
nodi fi es both the conventional registration and authentication processes ~o
normal |y usqgmjfgggﬁgingn&9¥bhgohngggﬁggn, a virtual private key is used so
that PKI can be used w thoul passing actual PKI keys, certificates, or

di gital signatures.

SUMMARY OF THE INVENTION

This invention involves solving the above-identified

10 problems using digests in a two step ©process ©of

registration and authentication.

In one preferred embodiment, there is a method of
user authentication using PKI technology in environments
where limited capacity prevents direct PKI technology

15 use. In a magnetic swipe card system, the data storage
is the capacity that is limited. In a remote access
(dial-up) system, the length of the userid/password
fields is the capacity that is limited. The method
according to the invention is most useful where there are

20 limitations on the space available for PKI credentials.

- 6/1 -
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In the main, the invention resides in a nethod, a is conputer system and a
conput er program product providing for authentication of user Eéﬁbbgmz
usi ng PKI technology in environnments where limted capacity prevents direct

PKI t eclydorggsgUse- The invention is advantageous where tgpf/ﬁgﬁ%@w
limtations on the space available for PKI credentials, zo such as in the

userid and password fields of a renpte access protocol. PKI techniques are
used without actually transferring | engthy keys, certificates, or digital
si gnat ures ondecardingt ital tleg siimtti oemipodieast i sf th¥OiA9ehTB4A, 0a6 NOV
2002 PCT/1B99/ 00910 conplete. A private key authenticates a user at a

client angviel WHeld ietiseyein suehed wnerymiedpReCcEeEhkedued dhgest is
conput ed of the secret key, the user's X 509 | SO standard public key

certificale, 2Rt awichBust aBReukq 1% f Wildhele HN Y ZQ_e?@ﬁh | Z?e%fs the
I f rcate (the

nmessage, the unique serial nunber of the user's Certi

certific r._al _nunmb ferr t o e ceriificat [n) _may be
enpl oyed?cle%ﬁé' ch%é:g , tg%he? ﬁéé&\}mgghgf%hg%fselrrﬁge%%ﬁr} f%ic%é e“é‘%ﬁlgfs nBrmber
and the ti stanp,,. forns a, conpact .nmessage ~Q that may be transmtted in
The uder (4F S PL S (PSS B T8 LABISES T cu O CErS LA nEREPI date Key
and the secret key are not sent. The secret key, stored beforehand at the
server, iBlds@Fixasaegkmivt Kied€ sent user's certificate serial nunber and
the sent tinme stanp to ~s conpute another digest which is conpared with the
first digest. Whdhe magevoiligpeisingt the mhthaderfi $heonsiveéstédnatabhenti c.
The time stanp is used to prevent replay attacks. In a second enbodi nent of
t he i nventdmate tdweress enviyponeded, athay ihvensionembdiiiesf borht ichl
referred to as a "reference" instead of a user's private key. Basically,

the secondrrdhediomnt diégessrdt 08nt haidd r shueRBRELERALohN Hidlcddaasuser's
private key is required during only the -8

10 normally used.

According to the invention, a virtual private key is
used so that PKI can be used without passing actual PKI
keys, certificates, or digital signatures.

In the main, the invention resides in a method, a

15 computer system, and a computer program product providing
for authentication of user messages using PKI technology in
environments where limited capacity prevents direct PKI
technology use. The invention is advantageous where there
are limitations on the space available for PKI credentials,

20 such as in the userid and password fields of a remote
access protocol. PKI techniques are used without actually
transferring lengthy keys, certificates, or digital

signatures once an initial registration process is

-7



WD 99/57846 0 6 NOV 2002 PCT/1B99/ 00910 registration process. Thereafter,
the user's private key is not used but, rather, a reference is rgegadohr 202
sonmet hing the user has, such as a nagnetic swipe card or a bionetric
devi ce. Wioasedaer ence is digested to provide a client s segraBodsyio and a
prelimnary digest is made of the user's certificate serial nunber, a tine
stanp, and this secret key. This prelimnary digest is sent, along with the
user's certificate serial nunber and the tinme stanp, to the authentication
server. Tlemadehent i cAt PIAVEELYdeYmuBhenEidasashear sberedde d tskiénor my
store a digested version of the reference. The digested reference serves as
t he servemansedmsetukey. tdppatreeeept atovied , neswaypt edutdermatcdddyon i 5
performed by digesting the tine stanp and user certificate serial nunber
and secreldikeyr and cOMPAdddot htBeCeBpYEed ke, ditgRStudit s tes g et @i nary
di gest sent in the nessage. This enbodi nent of the invention is
advant age I ha r e I % 5 sto t the.cld A ker
deanarhabubigc ‘%&%}y ReSciiFiPakeSt OfLH al thge é%.so, nRGK

cannot obtain t erence attacking the client station.

user's _pripy. key . s nqt ed afjer = i siration reover, when, the
user has 5“%§§ﬁéi¥8qﬁﬁ¥§§:§§%1€§J%rﬁ§|?é§?*%%%? Rier R nu5g9§ee§§F}?l
determ ne when the _card is mssing. Instead of a magnetic sw pe card, the
reference“xﬁ‘ﬁ%eﬁe f oViltfedUB§T ast i J9RCS eAbRE, q%é%tilr%cafﬁ_ sepigl nov
2002 scanner, or the like. In addition, the reference itself is sent only
during t h@umegrst ralren 1afeeaed BAd ashekbaf earbifigatepes/BE s@n beer the
network. According to the third preferred enbodi nent of the s invention,
there i s pmplioyed .a s phigsst whi ehetshdnst with eshéonsehésr ebeceéfiteatén

ot her words, the third enbodinment is substantially simlar to the second

except thafertihe usefbepesndotchy ovime 8tampPi NFormecha asompsdt PReE8hde0r a
fingerprint. The user provides fromnmenory a i o passphrase which serves as

a refepencgaclidg, t Be refefiteed Nt PAESPIIRSS A Sl p St MERY ah&bgscl I ent
and cannot therefiore be discovered by hacker. As in the second enbodi nent,

th ' ' [ [ ly t L ti d
he passphace | SERary; iRl SHLBRCID Y, (IR BRAPREE: AN DA Epetuer

the third enbodi nent of the inventiopn does not require an ard reader or
bi omet 1 ¢ TRAACe TR%A5S Phe FE8Sphr ABE RBG-BE ERVer SG°8SPnGAORERABG d.
According to the invention, therefore, there is 20 provided a nethod, a
system arfd a AHPUEBEVBFogr & prEGGct FANHetvBrh ni Py auFRBRt | BFEY '6f a
user nessage. ldentical client and server secret keys are provided. A
current tigertsitfimatad sexligestnusben |aaubt thee dlenént t4oer etstRap ahd t he
time stanp are transmtted. The 2s receiver of the nessage nakes a
conparissorcanpuc &i gasichefr -di@est RwhRickDEDs SHmpared 6whth 2002 first

digest. When the two digests match, the user is considered

authentic. The time stamp is used to prevent replay
attacks.

In a second embodiment of the invention, there is

20 provided a way to use certain information referred to as a

"reference" instead of a user's private key. Basically,

the second embodiment differs from the first embodiment in

that the user's private key is required during only the

-8~



at | east the server secret key and the current time stanp recei vg@ M\, tol02
1

message wbbbsighe recei ved digest. The conparison proves I y of the
sender when the two digests match. s The client secret kgﬁéﬁgﬂﬁk’#érent

fromthe private key of the user. Prior to sending the nmessage, there is
provided a registration step in which the user provides his private key and
a secret kegistypdieratprodessn it Tardediterat the uses! semrivatenckept ed
form The secret key is sent to the server in encrypted form together with
a digital iz grat wsed The: secatthekpyai sebépeece aist headefven edhething
encryption and verification of the digital signature. In the checking of a

later message,uddye 8£Er ebukrYaksal %a‘#ﬂe%ii'&e%vﬁtpet head 18nta abiShecric
aut henti cation and provision of the client's private key. It is preferred

that, at the,dd ent,phbhe r%o%%&%trrrleér%teyi?e Cﬁr)agéggoedtwi th-4heypull iglf%)cf& of the

user. In an alternative € he registration step zo doés

generate the secret key fromthe . user's private .key ut_generates_ it by

di gest i ng saecrreﬁeter}é%'e %?%vladga‘eg)}mtlﬁgrﬁs .ge’f%e J'r"sefnbarcgenc C%he beSgr S
passphrase, or, sone other  ipput such as froma bionetri¢ device, token, or
smart car &84T lrﬁasteenﬁﬁﬁ?‘?rgntn,u icl # efrt ™o cF A MRey 2P st oPBETEE only
the server, and not the cljent. The - 10/1 A~ ~ENDED SHEET 0 6 NOV 2002
client secdy®t- keyThést hese bt agestidastnol SsubfBEt tDUIScMoshr ethy
attack upon the client station. The digest, in a preferred enbodinent, is a

di gest of usdr 'onlgextie tdame stamin hmunter canéntheetime &eymppbutostheéso a
user certificate serial nunber associated with the user. This is quite

conveni entawitefioRsatiain agksb-végni f ThR@NaLyhéntibecienosbreért igydsgese. |t
is preferred that the prelimnary digest be conputed after a step of

aut henfyi C{ANO-d POr&tsed Pesde 611 RAY- sdBYS, al BEgbOLBES§8P8iS/NL L PhEhe
server defines a present nessage including the first time stanp, the user

certificate periale numbgr, NG 6380 REE! IIRAY 9h95He server

secret key. Upon receipt of the message, authentication is
performed by digesting the time stamp and user certificate
serial number and secret key, and comparing this computed
15 digest with the preliminary digest gent in the message.
This embodiment of the invention is advantageous in that
the reference is not stored at the client. A hacker cannot
obtain the reference by attacking the client station.
Also, the user's ©private key is not used after
20 registration. Moreover, when the user has a magnetic swipe
card or the like, the user can very easily determine when
the card is missing. Instead of a magnetic swipe card, the

reference may be provided by a fingerprint reader, retinal

-9-



The nessage may be sent as an unencrypted nessage. To nmake the conpari
descri bed above, the server is retrieves the server secret key f§ Br0M §&2ge
on the basis of the user certificate serial nunber, and generates a present
conput ed digest of the first time stanp, the user certificate serial nunber
included in the present nmessage, and the server secret key. The conpari son

is 20 between-drhfe P &5ENEREr €Lkl Nary, dhgestiand the HasdnLONPEsetr
di gest. The nessage is determned to be authentic when the two digests are

identical. Lt.is fe t : er . be enc ted
with the serl\?er'ssgléﬁbl H::ﬁ ey%;rnlé’rqensﬂé_/m/ Eaaggﬁtﬁﬁﬁ% P%It??{eesc%f 6 2002
associ at i ont\(#;th the user certificate serial nupber fgr s'grrpl ified
retrieval . ITeFrtHerr 2ARUIREht S rEpPayC%eT atRe BFEWBFEvent ed. When each
subsequent nessage is sent, there s is conputed at_the client a subsequent
prelinnary di geftceFrdingcbAd theetBipfdppasfernrasd ewpefingnte ferthe
nunber, and the client secret key. The server generates a subsequent

conput edsdi gesterdgfiarhe sddmnre ti ds st papviidethe aesspgesphhasaserwhich
certificate serial nunmber included io in the subsequent nmessage, and the

server secr efubesyitutees nBssagke i seflekengened Iho dtheautdardd C ind ythirdhe
subsequent prelimnary digest is identical to the subsequent conputed

di gest and anghdieersecosd stibdR antarn 1ys d Bierark hes the fddsdnd | 8RcEHAND.
is Validating the certificate of the user nay al so be perforned to ensure

security. Al§o,aceoL dﬁE?rt BoklRe gtV &lid Pile tger.ghg-_ggdi SHased & ”E%*ﬂf}gf of

server authentication of nessages. This nethod is scribed 1n terns
el oS, ot B8, 50 I B0 MRS R aE B ey -
especti e Lol SheLed, Useh, oD, L seLver [ cCelucs i dr esery L anaisol on
Iors 2 PO tondd) otnd" SiBepRndsd E0RrT e L we i SSIVE AR
cannot therefore be discovered by hacker. As in the
second embodiment, the user's private key is used during
only the registration process, and the passphrase is not
15 per se sent over the network afterward. Moreover, the
third embodiment of the invention does not require any
card reader or biometric device because the passphrase
may be entered using a keyboard.
According to the invention, therefore, there is
20 provided a method, a system, and a computer program
product for determining authenticity of a user message.
Identical client and server secret keys are provided. A
current time stamp and a digest of at least the client

secret key and the time stamp are transmitted. The

25 receiver of the message makes a comparison of a digest of

- 10 -~
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~~"~ENI~ED SHEET a s ~ov retrieves one of the plurality of registered
secret keys based on the certificate serial nunber and generateq;@wﬂWnﬁmled
di gest of the certificate serial nunber, the first time stanp, and the
secret key that was retrieved. s The server conpares the conputed di gest
with the received digest, and determ nes the present nessage to be

authent | ¢ waen i anut ed-dhgestopod Lhe nepeined didest: amd depddsal

The advant ages and operatlons of the iInvention wl become nore clear in

O i ng. {1 QUFEELYE 10 g h%?iﬁéé%%@%é‘é@k?%ﬁ 3@%@9 SR E NG B0

PCT/ 1 B99J(f 0910 BRI EF DESCRI PTI ON OF THE DRAW NG FI GURES Fig. 1 |IIustrates
a security SOMPATISH REIVED authenticity of the sender when the

digests match.
s The client secret key is different from the private
key of the user.

Prior to sending the message, there is provided a
registration step in which the user provides his private
key and a secret key is generated from it and kept at the

10 client in encrypted form. The secret key is sent to the
server in encrypted form, together with a digital
signature. The secret key is stored at the server after
encryption and verification of the digital signature. In
the checking of a later message, the secret key 1is

1s obtained at the client after authentication and provision
of the client's private key. It is preferred that, at
the client, the secret key be encrypted with the public
key of the user.

In an alternative embodiment, the registration step

20 does not generate the secret key from the user's private
key, but generates it by digesting a reference provided
by the user. The reference can be a passphrase, or some
other input such as from a biometric device, token, or
smart card. In this embodiment, the client secret key is

2s stored at only the server, and not the client. The

- 10/1 -
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network security. Fig. 2 illustrates the use of public and private keys s
in a PKI system Fig. 3 illustrates a public key |ook-up table. Fd%NO'Q 2002
illustrates how a digital signature may be included in a nessage [
illustrates how a digital signature included in io a nessage may be

verified. Fig. 6 illustrates the data flows involved in digital signature
production and verification. Fig. 7 illustrates a renpte access

envi ronmentel fégt BeldrletStikaf essa the@ Sddvah€Ag@6@EEJUNR tf 0sulsy ést Vicot ual
Private Key (VPK) . Fig. 9 illustrates an authentication procedure using a
VPK. Fig. 1@15&18%5@“8? Qtﬁsekshbéh' PRePERGRAYN & tiakk idif.f erent enbodi ments
of the invention. 11 illustrates an authentication procedure

correspondi ng to tr I 578d6
0 6 NOV 2~2 PCT/ Tféggfjr@%f et %%ﬁé‘qmﬁﬁﬁﬁ%%%
EMBODI MENTS The pres preferr enbodj nent s_of e inve ' now
be descri bed ??ESP &F ﬁ%F %@Wf %d%g%§n n§?FBﬁEE%FY'A ward,
t he |nvent|on will be s descrlbed W th respect to a magnetic swngg card
envi ronfent@1¥Ref, UERE CAVEATLGALR ISetialdesihyersFeRirbegerit
passphrase. The description of these three presently preferred enbodlnents

i ncl udes nuseeopus defhillks. ikt iitte beanwsrisrdnd, aldwedees t hat t led
present invention

significantly to the length of the digest. It is

preferred that the preliminary digest be computed after a
step of authenticating the user at the client. Thus, the
10 message sent to the server defines a present message
including the first time stamp, the user certificate
serial number, and the present preliminary digest.
The message may be sent as an unencrypted message.
To make the comparison described above, the server
18 retrieves the server secret key from storage on the basis
of the user certificate serial number, and generates a
present computed digest of the first time stamp, the user
certificate serial number included in the present
message, and the server secret key. The comparison is
20 between the present preliminary digest and the present
computed digest. The message 1is determined to be
authentic when the two digests are identical.
It is preferred that the server secret key be stored

encrypted with the server's public key, and in

- 10/2 -
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io may be practiced without incorporating these specific configurations.
Enbodi ment of the invention in a renpte access environs In parti 86 N0V 2Re
description of the invention in a renote access environment will begin with
a description of ~s some of the underlying principles of the invention, to
wit, the security server approach to security, the use of public and
private keys in a PKI system and digital signatures. Security is a serious
probl em on alssolitadriiest whthother wsdti cenmdtiidced e oslayi a An numpet afiox
aspect of 20 network security is user authentication. User authentication

i ncl udes t heiwpliffical imgtmifeddie. i dentity of a user at the initiation of a
session or other activity, -12 0 6 NOV 2002 and al so the prevention of

unaut hori zed mmgry af afuﬁtm@ady-éﬁﬁfd&iix@h@,ser-re‘héqa@eal aMtBRKSECURLEY,
the industry has adopted a security server approach. Under this approach, a

S securily pole(fingcy. Nt RLARS AL APt BBEUCAyEheHe AULAN: 8PRA! | CliSre

N.
server. The'role the security server i's to bet sole |I'Tnhk 'between the
client and t.he appli.cations, server. The securit erver. establishes
cormuni ot i s SELEE FE ERF ehELand on s bRt G rulve OF Feaha
only if the user at the client is authentjcated. The term"security,
server," as9sed i A®FRPE sEARE, FE2RBant the cRESFPaSRTEEELFRES seehdRd,
proxy servers, firewalls, and_authentication servers. The security server
approach i s THibSIecaRd ytBer g enfpramanet skeyl ustThat abrver veeyesehpsifi ed
form in Fig. 1. In Fig. 1, reference nuneral 110 indicates a client. A

client may lee suhkeguentd competadpdigest tdifatthensecond ddmer adtaow pbse or
speci ali zed conputer system A client, as a process, nay represent a 20

gzte\rm \r/vikshi NaHe mes$Hge) Sehe Rt éont fibatespeetallo Pl isatu@sdon a
.m in the subsequent message, and the server secret key.
The message 1is determined to be authentic only 1if the
subsequent preliminary digest is identical to the
subsequent computed digest and also the second time stamp
is later than the first time stamp.
15 Validating the certificate of the user may also be
performed to ensure security.
Also according to the invention, there is disclosed
a method of server authentication of messages. This
method is described in terms of actions at only the
20 server, and includes storing, beforehand, a plurality of
registered secret keys, each of them associated with a
respective registered user. When the server receives a
present transmission message, it obtains from it the

certificate serial number of the sending user, a present

2s first stamp, and a received digest. The server then

- 10/3 -
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In Fig. 1, reference nuneral 120 indicates a security server and reference
nuneral 130 indicates an applications - 13 ~r~'|ENDE ~~4EET 0 @g@NOV 2882
server. There is no direct conmunication between the client 110 and the
applications server 130. The security server 120 is interposed between
client 110 and applications server 130. Security server 120 may be s
understood to be a process that runs on a general purpose or specialized
comput er Sy 3l AR 163 | 9 LHEN P30 @) S0 MBL B cunder Ytk d Ocbgsa
process in _ikelhanner. Mor e partﬁgﬂiar €9a usergﬁgsh?ng to pe#%or gone
operation Wbta%egfsé?ﬁ‘?tthteo ePﬂ%‘?Eétgsess%fiéf”huin%%fasa&{? B’e%e{r%ttee[sf age to
t he network, ‘and comrunicatés vi'a Security server 0 Wi T h=appliicat’l ons
server 130_ The eration desired by the user is to be perforped by

appl i cati on§ 1§69e§$ i AferdoRi Ff G35e s&aFeA L 2BUBE eI honhlE n
Fig. 1, a certain nmeasure of security is is obtained. That is, users who
are aut hori ZdFst s stpatanmhsthe secpekf keethsl wppl FehrieNsdser ver
130 are authenticated by security server 120, and are allowed to cause such
oper ati oms. User sThwho sareremot cempauelor tzed comp\prey entigek sty , wikbur thy
server 120, from passing ao commands to cause unauthorized operations to
appl i cati ongessyivedd Idllgedt, | Sndygetakmihat the ¢ENErH SsdLpes, tolpbe
which client 110, security server 120, and applications server 130 all run,
are physi caldwtilidd £ eRHh&OMHET SHBOIBA - dfigest ~BLaBEDSEEE e ce yfaNOV
2002 separated by great distances. Although this arrangenent is typical,

t he conceptdggéggaéygng&égt§g£ypr approach applies also even when the
three foregol ng processes are not running on physically different conputer

systems, or The advantages and operations of the invention will

10 become more «clear in the 1light of the detailed
description below taken in conjunction with the drawing

figures.

- 10/4 -
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s are not on conputer systens separated by great distances. dé 5 z
appreci at W@ 998®sever, that the general context of this desgpir ﬁ (% | at es
to the typical arrangement just described. The nanner in whic e conputer
systens conmmunicate io is treated herein at a high level, and the details
are omtted for the sake of clarlty For nore detailed infornation on such

comuni cat FRHE e B Conput er Conmuni cati ons

or to Local Net ks,; bat | lJ am St_al i s Processes (|nclud|ng
client pr ocessepg,g seclur ?tlr}"%\eerrvwetrelépr orHces:‘l"eCJéquq PV at iPERE O8&ty e
processes) | evel , are supplied as software on any one of a
variety ofn?éghf%:%&hq1 nor e, the software actually is or is based on
statenents wit [ ramm ng 20 | anguage. Such progranm ng | anguage
st at enent s, rf‘gefxejguf]eﬁ LBy @BnpE eMsec Afs Pulhel € oandit Brivatackeis

accor dance, mnth t he - ~| ~E~i DED ~NEET WD 99/57846 0 6 NOV 2002
PCT/IBQQ/GH@EDEBQ}ﬁW@GFEY content of the statenents, thereby causing the
defined process to run in a predetern ned manner. FurthernDre sof t ware may
be provided inFdgy AudBdusciratesmn publudi kgy Dubknehp kiawited to, original
sour ce code,

Fig. 4 illustrates how a digital signature may be

included in a message.

Fig. 5 illustrates how a digital signature included in
10 a message may be verified.
Fig. 6 illustrates the data flows involved in digital
signature production and verification.
Fig. 7 illustrates a remote access environment.

Fig. 8 illustrates a registration procedure for a

15 Virtual Private Key (VPK).

Fig. 9 illustrates an authentication procedure using a

VPK.

Fig. 10 illustrates a registration procedure in

different embodiments of the invention.

20 Fig. 11 illustrates an authentication procedure

corresponding to the registration procedures of Fig. 10.

-11-



s assenbly code, object code, nmachi ne | anguage, conpressed or encrypted
versions of the foregoing, and any and all equival ents. One knowl edgeabl e
in conputer systens will appreciate that "nedia", or "conpute ?srgﬁ\flamze
medi a", WO ME&d6here, io may include a diskette, a tape, ®CIdBpH@YIMi sc, an
integrated circuit, a cartridge, a renote transm ssion via a conmuni cations
circuit, or any other simlar nmedi umuseable by conputers. For exanple, to

supply so h f i j ght. provi de a
i ket t o BEARLE R RS RA TR QR B BT POy el i e

transm ssi on, The aprksestliyelppferedd nkmbodiment$ hefl it nehveAt 1 BAUGH
such software instructions mght be "witten on" a diskette, "stored in" an
i ntegrategighr cably, 9§ ZfsCAIBE®d QUSst AuGRRMUPLERLEONS &I hCULLmoll Wil
be appreciated that) for the purposes of this discussion, the conputer
usabl e nedi il f dto " I ng'..the . re. T , Lhe term
"beari ng" Qlcg'é}s\r%’f[ eﬁ&gfgx{oﬁnﬁr 0 @M&r@z eﬁgtgmégggg’ﬁgogbovgfgndb%lll
equi val ent vva%sbi whi ch, sof t ware nay ge associ ated with a conputer uysable
medi unt FOFSEREPSESke BREL npFEEPEGT thePef ofe, TS " SWdEPam BRHAuct "
is hereafter used to refer to a s conputer useable nedium as defined
above, whPEiBERFENSof t wvateRn BRY FOMERLECAR YWithuSei 19289 Ress Bakh

typi cal arrangenent to provide for security in a network of conputer
systens. PRESpesthned ogy PasIpheaser e tHe papsaryprbtosomfuniieesd ohbreehere
has been devel oped a system known as a Public Key Infrastructure (PKI). In
a PKl systemseaadly pardfenredsembods mewn scrimptlogiephnem&eyss dheains.
cryptographi c keys are a public key and a private key. The public key is of

a user isi1g key sehiwd hsda¥atbell enbneday, Othgt user préener iuakackey of a
user i s never revealed to any other user. The use of private and public

keys Wyl | magw B di Seussededsi R9eAodt "Phhbbedoexainbe. +FRLeMLEdeE]L! ed

configurations.

Embod; ¢ the i C o . ‘

In particular, the description of the invention in a

remote access environment will begin with a description of

15 some of the underlying principles of the invention, to wit,

the security server approach to security, the use of public
and private keys in a PKI system, and digital signatures.

Security is a serious problem on the Internet and

other public networks today. An important aspect of

20 network security is user authentication. User

authentication includes the verification of the identity of

a user at the initiation of a session or other activity,

-12-



i nformati on concerning PKI systens, reference may be nade zo to Secure

El ectronic Cormerce, by Warwi ck Ford and M chael Baum Prenticgghg 200h SBN
0-13-476342-4. - 17 ~~~ENDED SHEET 4 6 ~OV 2AU2 VSO 991 57846

PCT/ 1B99/ 00910 Fig. 2 shows a sender, indicated by User A and a receiver,

i ndi cated by User B. User A wishes to send a nessage mto user B under a
PKI system In this PKI system User B has a public key B-pub and_a private
key Bs pri.2Ffg. 255QhdRe aPEEBERTE0D \f c ARt tRPHYZas eMiBICRY pRfs@s in
the PKI system It will be appreciated that, although the actual

i mpl enent at edbnestyraerd £36Q usex.PKI systemis not exactly that is
illustrated in Fig. 3, the ~o concepts are the sane. Table 300 may be
referred to as aTpubde=zl keythookeaonritap) e thRubindukeyyl dals upddpbkd 300

i ncludes, for each user, information such as a certificate serial nunber, a
user nane, gaduiRybl igedmr Tagpeeathfi cat ey al tilgbepppbypiedl,ly ds a
nunmeric identifier is that uniquely identifies a particular user. The user
name mays besagugiRRANYEBLEE Eaexé%gb@eh' Yob€pabhT Y NG13HECragq O V-
The public key in this exanple is 1,024 bits in length. Returning to Fig.

2, User Ah . that_is 2 sent..t o I I

det er m nes ?ﬁgﬁﬁl%ﬁ@}%ey@%%% of &ﬁﬁergoggf rot;%%‘b%ebl %giéfégth%%FlYArt gbﬁ e
300. The unencrypted ssa mis, encr ed by an encryption praqcess 240
usi ng the pgﬁli %eyt gpuﬁ% Us]e]rrﬁB %Eéw%ﬁﬁryﬁth@d -ghlenyp 89 7 06
NOV 2002 PCT/1 B99/ 00910 nessage, suitable for transm ssion, is indicated
by ref erenc@P@yisaticns VeEVelser BrReceis@xrity, servRcr Bttehldfhifgh a
decryption process 2S0. Decryption process 250 uses the private key B-pri
of User B. ThamstngdatdtamskebeBwpen ofhésalilnts kndwithal wopd idsdriddis The
out put from decryption process 250 is the decrypted nessage m The content
of decr ypt edexrwazage in farodn decYyptidn phecease250aits the SaTE eas: t hies
content of unencrypted nessage m produced by User A as |long as the nessage

has i0 not BegheptliRiaRGdlUri Mhd r e8sM SYhrifEREr ¥pEdressageukan, Mhich
has been encrypted with B-pub) is conpletely unintelligible and can be

decrypted opiy qMddhdd Pris JEbise €8CEMEB{§gg$§S§%t&%gH%W T REG Gohf sent

over any communi cat1ons network w thout o]
servers, firewalls, and authentication servers.

The security server approach

15 The security server approach is illustrated, in very
simplified form, in Fig. 1. In Fig. 1, reference numeral
110 indicates a client. A client may be understood to be
a process that runs on a general purpose or specialized
computer system. A client, as a process, may represent a

20 user wishing to perform some operation with respect to an
application on a network.

In Fig. 1, reference numeral 120 indicates a
security server and reference numeral 130 indicates an

applications

- 13 -
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~s nessage being read by an unauthorized recipient. The existence of public
key | ook-up table 300 is not conpletely essential to a PKI syste&§ Nov pmy
be imagi ned that, to establish secure conmunications, User A does not use
public key Look-up table 300 to determ ne B-pub but, zo rather, asks User B
directly for B-pub. Since B-pub is the public key of User B, User B may

freely provide H pub. Thus, i.t wll be appreciated that, i PKl system a

sender encrfﬁtrsv 'ssag %e]ﬁ%i ﬁ‘& t A8 rcglcj?ﬁe?cggr'c@%ﬁc@%é{ﬂ Bfgwee 757846

0 6 NOV 2002 PCT/1B991 00910 and a receiver decrypts nessaggs recei ved using
f

its own priFieENKeyt1l9and thPorPRALCRELIABEE SEEYST HAC . i fINR TSR BHEY ypt s
a nessage using B-pri, then the nessage can be decrypted only with B-pub. s
Al t hough Useexyemy 3268urely rdodierposatesshgbwsent tolient andlfe adndred
that no unauthorized parties could have read and understood the encrypted
nmessage i n tappisidgtidees Bexamrot 1B6.cert$eaunityhesesowwre 120 t heynelssage.
A nessage that states it has been sent by User A m ght have io been sent,

i nst ead) sby udsddr £ $BS Gtier 86 Agpaschser thAatThums Usera Gdeetdi ephrpbabt
send a nmessage to User B (a bank) such as, "I amUser A and | direct you to

wire all th%ﬁé"@éﬁcié@ﬂk@& empiiter! G mC " APBE iFRTIR%E CUtFkbe130
encrypted using 8-pub, because'this information is freely is avail able.

A ough oery 8 Sl 56 Ukl e Roes0ge LNoORLEs 36016k sHafeasl

decrypti on does € nessage cane f Signat ure

PKI t i.de for digital signat t the identity of th
Cendel of 3 MoosdiREe TRAE SLEGEI ha S MR SBARg i o RGE Saighs PRE

message with a digital signature which proves that the nessage was sent by
the -20 Wworerabhaw with respect to 'a network uses client 110 as

10 his interface to the network, and communicates via
security server 120 with applications server 130. The
operation desired by the user is to be performed by
applications server 130. By interposing security server
120 as shown in Fig. 1, a certain measure of security is

15 obtained. That is, users who are authorized to cause
operations to be performed by applications server 130 are
authenticated by security server 120, and are allowed to
cause such operations. Users who are not so authorized
are prevented by, security server 120, from passing

20 commands to cause unauthorized operations to applications
server 130.

It is typical that the computer systems, upon which
client 110, security server 120, and.applications server

130 all run, are physically different computer systems

- 14 -
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D 6 NOV 2002 PCT/1 B99/00910 sender and, noreover, that the nessgqﬁ was not
changed by another after the generation of the dlgltal S|gnatuﬂh Ngﬂmh
shows the high-level steps involved in generating a digital signature. In a

first step 410, a s digest

sent. This is understood by those who practice in this art but, for the

sake of expl
simlar to

a
step.is the 10

checksum ~The inpu e di ges

resul | yi

&%gé}ﬁggunc%)y\(l)mrglleﬁe &l%{egnég t aAqtq}eO%-{gol'{ ﬁlgug‘i"rta(ﬁ eme gul t

ation

is conputed with respect to the nessage to be

e. cal in the
conput ati on %% ﬁégg dn&‘% °B€eP geéh?osﬁu&lﬁé’ss%%’é grgéggarqaﬁ:h,:, g.
4, the output of step 410 is the conputed digest, cd. The conputed di gest
cd is the i mpRPligssedsosamyen when h@hﬁﬂﬁ?qniﬁﬁﬁng%%lPrP§e§ﬁéﬁyﬁFed
using the private key of the sender, to provide encrypted digest ed. In
step 430,

step 440,s t hereonbnahi conputlt entmisdebgeste@dbangdrevgsages tances.
encrypted using the receiver's public key to provide an encrypted nessage
txm In thisigagei1las apphlddasted owetde, ofh ot NeheMBERRYR 1D Wordledd the

signature of the Sender. ~J1

digital

10

15

20

of this description relates to the typical arrangement
just described.

The manner in which the computer systems communicate
is treated herein at a high level, and the details are
omitted for the sake of clarity. For more detailed
information on such communications, reference may be made

to Data and Computer Communications or to Local Networks,

both by William Stallings.

Processes (including client ©processes, security
server processes, and applications server proeesses), on
a practical level, are supplied as software on any one of
a variety of media. Furthermore, the software actually
is or is based on statements written in a programming
language. Such programming language' statements, when
executed by a computer, cause the computer to act in

accordance with the

..15_
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WO 99/57846 p 6 NOV 2002 PCT/1 B99/00910 Fig. 5 shows the high | evel steps
in decrypting such a nessage. The incom ng encrypted nessage tx@6i 8OV i2002t
decrypted using the private key of the receiver in step 510. The result is
a conmbWVeIstd6 of t he unencrypted s nessage m and t he encrGasBSSI0MNRESage
digest ed (i.e., ed+m. These two are separated in step 520. In step 530,
the unencrypted nessage mnay be used to determ ne the supposed identity of

the sender. This inforpmation be used in step 550 as descri bed bel ow. -~o
st ep BHEELGHERT cORBENERPinEhE: Y ee RS Sge" REFebTs E4U8G PBorth o
message %%gest' the result is a conputed digest cd. In step 550, the public
key of t 0s®¥osesGer F8 obfWl nedn THe | BEREELeYBENEHe JMASPWYed sender
may be is included in nessage mand determned in step 530. The identity is
used, al Bungchvirtropubl isossateookrayp bablEr&0idied o idet enyi neumtber pudfl i ¢ key
to be used to decrypt ed. In step 560, the public key thus obtained is used
to decrypirmsl, ihbladprgyi Gutg otletinpiedl dbgestiddnazo sbeceomyudeed di gest
cd, derived fromthe nessage m is conpared with the decrypted digest dd,

derived fsamihe dbaest opgrpYt @dday m%h&%dqrang}aazgtéi, At J@mich, then it
follows that the decryption of ed nust have been -22 WD 99157846 0 6 NOV
200Z PCT, #ﬁgg‘é 1 fulLs appgcc ich. ks Si l.y when

t he one : 0 é%%gtﬁgéﬁggggée %ossgggedyéﬁﬁggﬁ? 'rygﬁ%y %?étﬁghgen é?
(recall that tiﬁﬁggblic key of the sender was used in the decryption of

ed). It EVEIOA Ws that the nmessage s mcould not have been altered,

because the diges rovi,ded
Oég kngwgedgeable in computer systems will appreciate

that "media", or "computer-readable media"“, as used here,

10 may include a diskette, a tape, a compact disc, an

integrated circuit, a cartridge, a remote transmission via

a communications c¢ircuit, or any other similar medium

useable by computers. For example, to supply software that

defines a process, the supplier might provide a diskette or

15 might transmit the software in some form wvia satellite

transmission, via a direct telephone 1link, or via the
Internet.

Although such software instructions might be "written

on" a diskette, "stored in" an integrated circuit, or

20 "carried over" a communications «c¢ircuit, it will Dbe

appreciated that, for the purposes of this discussion, the

computer usable medium will be referred to as "bearing" the

software. Thus, the term ‘"bearing" is intended to

-16-



by the sender matches the digest conmputed by the receiver. The sending of a
message with its digest in the foregoing manner, or in a sinl arg geadve@02
provi ding the sane end result, nay be referred to as the use of a digital
io signature. Fig. 6 illustrates the use of a digital signature between a
sender, User A, and a receiver, User B. Like reference nunerals and synbol s
are used for steps or itens already explained. In Fig. 6, A-pri indicates
the private e’ W AboStneastepslir gaFigslent amis hdve phégh
omtted for clarity. The result of the conparison between cd and dd is
shown as a rssfitware mhe peasssceiatedsiwighdegicbabusiegnatsabdse medised t o
great advantage to provide guarantees of authenticity for zo the public
keys contained i regrblile kesakoolp sabipas.ciligre, taerefsired t khed pathy,
often called the "certification authority,” digitally signs each public key

in the '00ku$nt<%g££m lﬁr%{i&tt’heig dipQlele (I INAILUELS £23 re V99137846 0 6
NOV 2002 PCT/I 9/ 00910 uni versal ly understandable, the I SO X 509 standard

f bl | i fi f .00 | < Th 9 Shay I
for the Pnclillicel IRETAT chERSRY, Fa SRt ikl ety ML SRl ©

certificate sgéial nunberh (?% s the certificate's validity dates; (c) the
name of the T¥SULRTDIEhd¥efPFPicate (i.e., the certification authority):
(d) the nanme of the owner of the_public key; (e% t he owner's public key;
(f) the digital sFyPatdr LSt RdlEStEiphiesattRm AYPASALt 2 TOTRINERTRRNYE aFO
t hrough (e).

provide for security in a network of computer systems.

PKI technology

10 To ensure the privacy of communications, there has
been developed a system known as a Public Key
Infrastructure (PKI). In a PKI system, each party or
user has two cryptographic keys. The two cryptographic
keys are a public key and a private key. The public key

15 of a user is a key which is available to any other user.
The private key of a user is never revealed to any other
user. The use of private and public keys will now be
discussed using a simplified example. For more detailed
information concerning PKI systems, reference may be made

20 to Secure Electronic Commerce, by Warwick Ford and

Michael Baum, Prentice-Hall, ISBN 0-13-476342-4.

- 17 -
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~0 Thus, an X. 509 certificate binds a user (or user nane) to hi?sﬂ“ﬂ'ﬁﬂZKEY
wth the certification authority's digital signature. This digital
signature also makes it possible to verify that the data in the certificate
has not W 786anged since it was signed (e.g., a user ofPGTHBIYEONADLIic key
certificate should verify that the validity dates have not been changed).

It is to be noted that the certification authority self-signs the public
key of the authority and inserts tgis certificate into_the | ookup table so
that. all ot herF8rti% i E8P¥SsiHnSEOFRE  calf® g zéybeuﬁféfi fired2Rft IR t he
public key in the certification authority certificate. Certification

aut hori ti scasvarly imdivdageda er Vsercdt-e r &¢6&ath offilShes (WRLFevdrtaficate
in the [ ookup -24 WO 99157846 0 6 NOV 2002 PCTI|B99/00910 table. This
CRL is a hiestagé the teertsérc® eunderala nifier systewmerti fincatksst eI have
been di savowed. The list is signed and dated by the certification

authoritysybeens Oteruld imaskeypidiam tie, | Dokutp Akl @ ganvihhen ak- t he
CRL s to ensure that the potential recipient of a nessage or sender of a

digital sigpature is still in good standing. Renote access A description of
the preferred enbodinment with respect to a renpote access environnment w ||

now be di scussed wt SRoNBr g p@ék%jhgug%roit hf@ﬁhirsef%%ffaebfé) Eiog't:l—Ze I n

Fig. 7 client 18 cominrdat &s wi Sécurity server I'na renoté access,
or dial -up manner., Because of this, client 11Q requires a.co ni cations
server 708°FFPRSutITNFRR F&A0YSi&ss & i“ff'é’gsspgl é.PHrﬁC&&F% tRat,
operation, client 110 communjcates with comuni cations server 700 along a
remot e ac@e§80HBRK thlp. aghval | iFR1AESNEREOBe Gfef BRPEE 30Casi®i & -BRTI i nk

710. The conmuni cati ons protocol used on link 710 is a renote access
prot ocol syehems ishenPbi exarslpoititatPr bs oddlugPPREedWhithFig. 3, the

10 concepts are the same. Table 300 may be referred to as a
public key 1look-up table. Public key look-up table 300
includes, for each user, information such as a certificate
serial number, a user name, and a public key. The
certificate serial number typically is a numeric identifier

15 that uniquely identifies a particular user. The user name
may be an alphanumeric for conveniently identifying a
user's entry. The public key in this example is 1,024 bits
in length.

Returning to Fig. 2, User A has a message m that is to

20 be sent to User B. User A determines the public key B-pub
of User B from public key 1look-up table 300. The
unencrypted message m is encrypted by an encryption process

240 using the public key B-pub of User B. The encrypted

-18-



iois well known in this field. The |link between the conmuni cati ons server
700 and security server 120 may be another protocol, such as TAGACRKROVr 2002
RADI US, W@ ®fs78e6e al so well known in this field. -25 p g’ NOV 202 The
reader is referred to the follow ng docunents for nore ba EJ('B&%P”O

i nformati on on TACACS and RADI US: Internet RFC 1492, "An Access Contr ol
Prot ocol, Sonetinmes called TACACS', July, 1993 (see s

http:/ /] evihessage | amgueddbI@/ | Hdmt ef pehdhiss)snand ;lnt ex RFC 21?38, "TXT
Renote Authentication Dial in User Service (RA%?US) ,lsJanagfs%?a%@? Jee

http://1 evi-@.félﬁéh@@.mgﬁ%'ﬂm&ﬁr{.i nt er r . 10 Regjstration The
i nvention involves an "authentication wgl%%{:eg'%% i cff STt SFe pﬁ’@bedéﬂ by a

registrati@f. dyre. regigtration procedure will first be described
with refer enceséoseFil%& 8‘,3- iy %i%ﬁcm‘éﬁ’?lf@i"?@&r?w-ser WRecnyptiz2@, and

communi cat er 700 are _shown. First, a user, via client 110,
request s oérocpieg oéﬁéni“ﬁﬁq oh8es RIS ERIOKAY c Fnisdt | ©f Wisdr sScuri ryeser ver

120. The comuni cations server notifies the security server of this
request’ed RIONRNE i 6%y BnBrihed ¥sesold cig skndren usetyf ao hisemiseri draad
password. Assuming that a valid userid and password are supplied at this
poi nt, t hePWorHfunt xa idergricr msicdld SIEk Bs conseabbedpbetarisghient
110 and security server 120. Once this connection - 26 ~~~E~" ~~E~"SHEET
m. The content of decrypted message m from decryption
process 250 is the same as the content of unencrypted
message m produced by User A, as long as the message has
10 not been altered during transmission.

Encrypted message txm, which has been encrypted with
B-pub, is completely unintelligible and can be decrypted
only with B-pri. Thus, encrypted message txm may securely
be sent over any communications network without fear of the

15 message being read by an unauthorized recipient.

The existence of public key look-up table 300 is not
completely essential to a PKI system. It may be imagined
that, to establish secure communications, User A does not
use public key look-up table 300 to determine B-pub but,

20 rather, asks User B directly for B-pub. Since B-pub is the
public key of User B, User B may freely provide B-pub.

Thus, it will be appreciated that, in a PKI system, a

sender encrypts messages using the receiver's public key,

-19-



BYO 99157846 0 6 NOV 200Z PC f/1B99/009! O is established, the client 110
and the security server 120 can conmuni cate and send messages of 0&r®\ rzﬂﬂzy
| engt h and. t he communi cations server 700 is of no particular inmport. The

f or egoi NYOPBT86s are represented as step 810. s The securRQT/IBEYO0IEY 120,
in step 820, then sends to the client 110 its certificate (see Fig. 3,
public key | ook-up table 300). The certificate makes it easier for the
client 110 _t.0 determ.ne thg gubl '{:c ke%/ of the security server 120 from

publ ic ke§™fodk- G5FABISE 3067 YB Pn TTERRERD, SETEUSS BFovP ded Shi ¥ ri vat e
key to the client. The private key may be entered manua_:%ty, using a

magneti c SRAYETEAREY -wi tH alfi AGBPEFARE SCalifde &L IQKERAt or i HeSETKR. In
step 840, the client generates a random arbitrary secret key using PKI

t echnol oggnERYREAarthemessagedensingd bypnihoséheanithar megssagenhicarf ikéd. In
step 850, the client encrypts the secret key just generated with the user's
publ i ¢ keyeamgpsedr enlyvheitchu® -puir.ypt ed secret key at the client. As is
apparent, the thus-stored secret key can be decrypted only with the zo

user' ssprivat eaAieyoubR isRir 850hayd S8E9PEEY | BePéePar dmkokagending whth a
digital signature generated with the user's private key. The nessage

includes the See &le ke¥sGL08T 8had b StRPuEHOriZdd parties could have

read and understood the encrypted message in transit, User
B cannot be certain of the source of the message. A
message that states it has been sent by User A might have
to been sent, instead, by User C masquerading as User A.
Thus, User C (a thief) might send a message to User B (a
bank) such as, "I am User A and I direct you to wire all
the money from my account to User C." The message could be
encrypted using B-pub, because this information is freely
1s available. Although User B can decrypt the message, the
mere fact of successful decryption does not mean the

message came from User A.

Digital signature

PKI systems provide for digital signatures to prove
20 the identity of the sender of a message. That is to say,
the sender of a message signs the message with a digital

signature which proves that the message was sent by the
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0 6 NOV 200Z WO 99157846 PCT/I1B99/00910 and the user's certificate. In
terms of the drawing figures already explained (i.e., Figs. 2,08 N0, 208 d
6), it waypesassuned that these two itens of mfornahorp&qmggbo;\gﬁ nmessage
m which has ed as the appended digital signature. s Thus, tan I ch has
been encrypted with the security server's public key (obtained easily using
the security server's certificate) is sent fromclient 110 to security
server 1Xknder sép@, ST@recversectintdt yther wesssge dew ypis thangddudbiyng its
own private key and obtains the nessage m having the secret key of the
client anthdtrererfidi cie Pindher tdn et ,cindiialivalohtiajnas urbe di gi t al
signature of the client ed which may be verified. Verification, as has been

descri bed, invalyes: sdecdngRid Ngc g t%%ta.le@edd é@éwg ?nvélxp@ésagﬁ di gest

of mto obtaln cd; and conparing cd wt see Fig . 5) . Fromthe
server vie e nmay o] of nt _secret
key si nczgeﬁﬁée stelg‘;%t Iak\tla%/l%/\as ge%t %ha%ﬁ ser\?gr Eprg%?%tussgrgﬁ %}éoeuser

s digest 1s computed with respect to the message to be sent.
This is understocod by those who practice in this art but,
for the sake of explanation, it will be noted that a digest
is a numerical result similar to a hash function or
checksum. The input to the digest computation step is the

10 original message. The numerical result of applying the
computation to the message may be referred to as a message
digest. In Fig. 4, the output of step 410 is the computed
digest, cd.

The computed digest c¢d is the input to step 420, in

15 which the digest itself is encrypted, using the private key
of the sender, to provide encrypted digest ed. In step
430, encrypted digest ed is combined with the unencrypted
message m. The result of combining ed and m is referred to
as ed+m for convenience. In step 440, the combination of

20 encrypted digest ed and message m is encrypted using the
receiver's public key to provide an encrypted message txm.
In this case, txm includes not only the original message

but also the digital signature of the sender.
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certificate may be validated as already descri bed above. Zo In step 8BO,
the security server encrypts and stores the user's secret key Igongvvﬁ[mh

t he us ificate for easy retrieval. To facilitate t hese
may be e{vg;gg%q%‘% NOV 2002 ' WO 99157846 PCT/1B99/ 00910 Stpgﬁ‘télébﬁyﬁko tabl e

which may be referred to as an authentication table. The security server at
this time may perform additional validation checks which shall be referred
to in s generdigs Vatholes i nige t hbghuskeval cetepd i tat dectyppangi subar a the
authenticity of the user nay be checked by validating the user's nane with
the certifhéssdfe s di difeal isicohahyr edSrydtedi tdBddge | ntxtnhe i%. 589 rsc
certificate described above). Also, the server may access the CRL to io

ensure t hatc Lhe: cer Liskigat g,of o r.{'@af:'ée)%lCaoEOttlﬁee?eEEY95§d ifS b8 f the

server may e re th he use S certi te is presently Wi e range
of dates %f‘ﬁ t he cerﬁ}lflcate IS aﬂ: ck| nﬂltem in the
X. 509 cer icat sEESEE abBved c,&% ot elcﬂf et h&PERGFEPTE

"val idate user's certlflcate means to perform one or nore of the foregm ng
addi t i'ondle%339%at i 3R chBek8NCEHYPERhFeSFAPE a1 8REEKET The®r egP&HMAti on
procedure need be perforned only one tine, but nust precede the first
oper at i onTreggii ey ¢He Asragehent it ﬁ&ﬁppri}’&edurelft 0SBePpeYIor médre |t

wi |l be understood that) in the preferred enbodi nent of the invention, a

security seenerypegd shessagany userie Asedseosdeaad'mahsothlaeisnppess[@e?cti ve
secret keys) are WO 99157846 0 6 NOV 2002 PCT/1 B99/ 00910 regi stered,

they may beertidtrghbfoftis behfg@ranorthis pinfatniyiod magi Herededsars.
Their secret keys may be thought of as being anong a plurality of

register egtg§y§5olgsvmégc§i§@dt;§el@pr eci ated that, although the secret s
keys are di scussed bei ng stored "at " the server, this does not nean that

th t k f t
security server” ?QeBZX%?B{Zt‘*e" R TR I

stored at anx | ocati on accessi bl e by.the server and ihe |nvent| on
used to compute a message ‘digest; the resu a computed

digest cd.
In step 550, the public key of the supposed sender is
obtained. The identity of the supposed sender may be
15 included in message m and determined in step 530. The
identity is used, along with public key look-up table 300,
to determine the public key to be used to decrypt ed. In
step 560, the public key thus obtained is used to decrypt
ed, thus providing a decrypted digest dd.
20 The computed digest cd, derived from the message m, 1is
compared with the decrypted digest dd, derived from the
digest computed by the sender. 1If cd and dd match, then it

follows that the decryption of ed must have been
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~0 would still work. Performance considerations, however, would urge the
storage of the plurality of registered secret keys at a rapﬂ@l YOV 2 evabl e
st or agewb®9atssen. The sane may be said of the infornmati opcirigéo e

menti oned as being stored "at" the client. is The registration procedure
havi ng been described and illustrated, a description will now be provided
of the authentication procedure. Authentication The authentication

pr ocedur esuccgssfiudr redneadruriremce whikder i s egpoesibleo cofdgn wh&eSshen, Vvia
t he conmuni cations server, and further via the security server, with the
appl i catiqiis ©8€6Veknt- Ahe RAebsdd 2002-¥E-89:52846 iRETYI BAS/ Q0P10LLN
particular, with reference to Fig. 9, the user provides his private key to
a client S g q;,gi i t niev previ y
stored sé%%et e§}%%%1£e2$§¥as t eﬂgg%gétﬁggyggsﬁﬁg t é&géérwégpggégte key
in a step, 920. In step 930, certain Lie f ozl ropatio e collected. The
itens are't ﬁ%‘%s@?c@%w?f? a?g?'seril'rgl gﬁﬁﬁbé??igwiu%aﬁt %Fnﬁ‘e%éﬁﬁ, and
the user's secret key. These iterrs,%gﬁu% one after another, may be thought
of as‘a 16 FPetEnPREr PaTES RRAN FRYETHRTHh 2ECRRSERF | F1P8FRr PBEVESAPUt ed i n
step 940. This prelimnary nessage is never sent. The entire goal of

col | ecti iy tHsesendsm WALeheDriRe | DP9 (mmKked bypsssi Beeetyepr oduce t he
digest. Thus, calling this collection of information a prelimnary ~s
nmessage i s forTHe ngersting cafverm emeesegky. withstigps 94l gesudi gast the
conputed for the prelimnary nmessage. The di gest nmay be conputed, e.g.,

usi ng key®skddimy aden| goti Lhra, shetibaef mahnel previelhgkegun shpePKl
technology. It will be appreciated that the digest is very :o short and
easily fidgy Wikl et hepsigerddd Lepassygr ddf i ghdsrel f&amle agcﬁagiﬂ%?t ocol s.
Since the digest I1s conputed fromthe prelimnary nessage, It y hereafter
be rekerr%g%ﬁ%t@ea prelimnary digest. -31 0 6 NOv 2002 WD 99/57846
PCT/ 1 B99/ n-step 950, a nessage is prepared which actually is
transmtted (step 960). .Thi ssage, i s here called,a transm ssion nessage
to differenti aé’egl t Efor d‘rJn-ETur%r%%&Isi ntRGr W%s?&geawﬁ%‘-’rﬁ r FISETeThe
transm ssion s nessage prepared in step 950 includes the user's certificate
serial nurdEreeRhe tFeRARY anyseRatA vadldsdd FRCHI§hg Vaerphel i midkey
digest, and the prelimnary digest itself. These three itens, even

al t oget hereference i hhmekhelds emdugymwlfs tayen sed uber i dtéppasswatensi el ds
of the ~o presently used renote access protocols such as PPP. Not shown in
Fig. 9 arsltéadgt epplafinede clirerdigonéachipgit hadtoavusi caki grivaeever and
requesting a connection with the security server; the comrunications server
contagd i ngeyhersagad+t X . serygsne aRdpbN&rom Figs. 4 and 5 have been

omitted for clarity. The result of the comparison between

cd and dd is shown as a result r.
The practice of using digital signatures is used to
great advantage to provide guarantees of authenticity for
20 the public keys contained in public key lookup tables.
Here, a trusted third party, often called the
"certification authority," digitally signs each public key

in the lookup table. To make these digital signatures
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i s conmuni cations server soliciting the user's userid and B@S@mﬁg"ﬁfron1the
client. b%]g?%g 960, the transm ssion nmessage is placed in th serid and
passwor ¥ o8} and sent to the comunications server whifSTIBMIYs t he
data fromthe fields to the zo security server. It is to be noted that the
client does not provide a normal userid or password but, instead, inserts

into these, fJ e oo i ed ans@hssi S repared. i n
step 950?&3’3‘}23%% 99“?@%%66‘ R 505 |B§8?’8§31§%%§’d§5?8 sﬁ’g t he
security server takes the.transm ssion ssage dat a_t.hat S, supplied in
the userif®! p%f%’mo?ﬁrgf‘gfagégnafsoe&qartadf? i 8 cBREHIt ue\ranﬁ"lp%r B‘g,goﬁamel Y,
the user's certificate serial nunber, the tine s sta determined in step
930, and ST | FRhbF yEAFgEEe dHFIHEERN Y He® | ﬁeﬁ%ngt efigdds" I n step
975, the security server uses the user's certificate serial nunber to
retrieve ¥nom stantddei qates | (&1 orbhehecext Wergd eat iser itedbl mymbpée;  (b)
corresponding user's certificate and encrypted io secret key, and decrypts
t he secrethkeyestifidateown priluidieykegatdst holgh tticet atzme reifi e’ i s
used here, it is quite possible that the correspondi ng secret key already
happens tpsdigd N BAM othéhe ddMefibate reiréeye nelye Si malne iBaadIdH ng the
proper key information in to rapid is access registers as necessary.

_Retri eveiushanl donot (B constiMfdl be B IdIded be anacpansipl iyl sk 1N

step 980, rity server conputes a digest using the user’s
certificate serial nunbe I d j.n e NSy SSi.on ssage t tinme
stanmp (al éeg‘) pgéﬁ &éﬂ‘?‘gﬁ { h Bégyét:rgr% gl Sél onegsggﬁaﬁang??ﬁa k%gr et key
(retrieved fromthe securit erver's own storage). In step 985, the
security \Feerr"ﬂo‘ﬁ’p%ﬁ"‘%’so‘? H%““} L0 U AT TG g‘@gt tATIRG e‘p‘-ﬁr'el i m nary
di gest that was provided in the transmssion -33 WO 99/ 57846

10 Thus, an X.509 certificate binds a user (or user name)

to his public key with the certification authority's
digital signature. This digital signature also makes it
possible to verify that the data in the certificate has not
been changed since it was signed (e.g., a user of the
15 public key certificate should verify that the wvalidity
dates have not been changed). It is to be noted that the
certification authority self-signs the public key of the
authority and inserts this certificate into the lookup
table so that all other certificate signatures can easily
20 be verified with the public key in the certification
authority certificate.
Certification authorities usually provide a

certificate revocation list (CRL) certificate in the lookup
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0 6 NOV,_20 /1B99/009 t O nessage. The two di gests can bpbeNial200an! y
when th&%sggéaggrof the transmi ssion nessage possesses t hdJéB998094kcr et

key. Since the user's secret key is encrypted with the user's public key
prior to being stored at the client, this s further inplies that the sender
possesses cbRgeUSer il | Ve K8Y.a | dep 390 nbhe SEENEL Lye serygl fompar es
the received tine stanp wth the tine stanp of the nbost recent nessage from
the user. This.is do o.avoid r y.attacks. To ~ ai it, shoul d be
noted thaP NRER  Cio Casse fabRke=t hBaF) kvl Estn Pl n e A d |

password fields to the securjty server, this nessage can he intercepted and
recorded Bf ﬁ&ﬁﬂﬂﬂw%¥¥d§ﬁ€¥£&ﬁé.t%%cﬁeaﬁléﬁSBFHSPif@& SN mi PR Sery

wel | replay such an intercepted nmessage is at a later tine to attenpt to
convi nce PliePsbdirci kpYsefvem that lopkupn&@Her icssd W@ oheak tHe USRr . Such
an attenpt to breach security by replaying an intercepted nessage nmay be
under st oodtot cesuner eglazy Bhé agiateria st epeeiPieansi dbr s asessagki dbor
nmessages that do not zo have a tine stanp that is later than the nost
recently segderedfnasdagecaneinnychipteexpressilhis i godbd seandimg.a present
nmessage is received, and its tine stanp is stored. Then, a subsequent
nmessage is received, and its tine stanp -34 WO 99/57846 4 6 NOV 2002

PC f/1 B99/00910 is conpared to thgnsdOrRbddgye stanp of the nessage that
was, until receipt of the subsequent nessage, the present nessage. Here, it
shoul d be not ed tAeSCTLRE1P8r A" $h6r étrefma%echcﬁm%cgww yWhtlor ngepeer a

| ocation on a disk, for s exanple. The essence of this termin this context
is that the \al nemofet hecpeevietys noaseage wihke sownpel sdisrmsdrdt edithh sone
manner, whether witten on disk, saved in RAM or witten into a register.

I n ot her wa@s paiytivulavetef witRpr@8@8renaehtboFtigansni ssion nmessage is
valid only one tine. The storage

In Fig. 7 client 110 communicates with security server

120 in a remote access, or dial-up manner. Because of

this, client 110 requires a communications server 700

without which remote access is impossible. In normal

15 operation, client 110 communicates with communications
server 700 along a remote access link 710. This link may

also be referred to as dial-up 1link 710. The
communications protocol used on link 710 is a remote access

protocol such as the Point to Point Protccol (PPP), which

20 is well known in this field. The 1link between the
communications server 700 and security server 120 may be

another protocol, such as TACACS or RADIUS, which are also

well known in this field.

-25-



of the nost recent tine stanp for each user (for exanple, in the

aut hentication table) thus provides security against replay atg R0 s2002

Furt hernore, when an unauthorized person edits the userid and password
fields to insert a newtinme is stanp where the old tine stanp was, this
causes a m smatch between the digest conputed by the security server and
the prelimnary digest sent in the transm ssion nessage. In addition, since
t he unaut hori zed person does not know the secret key_ of the user, the
prelinmnary di gestbecarfidtebe 3@ referescedtd orthf f £RLLAYIAPNEAQEERPRES | n
step 992, the user's certificate may be validated by the security server
120 as al reddyr dusty idpsckgitmyued infohmat toheomotAGACHagndhREDEVEP need not
be perforned at -35- , WO 99/57846 0 6 NOV 2002 PCTI 1 B99/00910 only this
poi nt but, ratherintemgidt bREPPriogel at €'t i Redesst aoRBb50 Botocavpi d
undertaki ng the conputation of the conputed di gest when the user's

certificate is invakbfletThesseckgli1kgy | snpasged onfyignce, jpg3enciypked
form s fromthe client to the security server. This occurs during the

registragion prOCedHESP:W?ce%‘?LS‘Eﬁtag‘E% hs.le;a%‘?dﬁo/l%g%uec; rﬁtg/%ﬁéé)”f the

aut henti cati on proce e'is carried out. I'S nee ient and at
the security server. _Thus, the secret key may be referred to as a to
Virtual Private Keya? PK) because it is used so frequently but never
actual ly passed duriqglthe aut hentication process. _The foregoin

regi stration procethf %EngGt@%ﬂ§cafF63[ﬁ%ﬁ%&%réthﬁBGﬁF@§§é§r@&%%d

which allows is full public key benefits w thout the actual transm ssion of
the relatively | ongiRKl Usegdedeiralise B @S)he tFameadBsi ohddbsshgeewit h
its prelimnary digest is quite short, it can be sent in short data fields.
It may be said that hthe:dldesiadéuami.ftiasmd ietvernd /Adrs irdwe dest Arfieg) £t o map Zo
relatively long PKI information onto short data fields. The invention is
not limted, however, to renote access environnents. It is equally

appl i cabje to providing security faReqhyttyptonf environnment in which space

- 36 . . . . .
The invention -involves an authentication procedure

which must be preceded by a registration procedure. The

registration procedure will first be described with

reference to Fig. 8, in which client 110, security server
15 120, and communications server 700 are shown.

First, a user, via client 110, requests of the
communications server 700 a connection with security
server 120. The communications server notifies the
security server of this requested connection, and then

20 solicits the user for his userid and password. Assuming
that a valid userid and password are supplied at this
point, the communications server establishes a connection
between client 110 and security server 120. Once this

connection

- 26 -
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O 99/57846 precludes information. s so 0 6 NOV 2002 PCT/1B99/ 00910 the
passing of the relatively |long PKI Enbodi nent of the inventiof & 0¥ 2002
magneti c card environment Another presently preferred enbodi ment involves
the use of YOMdad®fy standard magnetic stripe cards, also kndGT1829/8081%e
cards. Such cards have Iimted storage space. Analytically, the problem of
smal | storage on such a card may be seen as substantially simlar to the

probl em of spall useri.d ssword fjelds jp,a_protocol. Both problens

i nvol ve the h%easgégiééégai'twean T c%ﬁ%oﬁﬁ?aﬁi ) SSFY3 taseTvste B a
than will fit, and both are anepable to the VPK approach of the invention.
Many aspect sCo® CREMURISACEoRRF t FePds FESS IS S h%geﬁ‘ﬁ&altﬁféﬁt’ ilgngthagmet i c
card environnent are substantially is simlar to correspondi ng aspects of
t he i nventi okhas coastilisad icaisoveervigy h7p@spect of onPhaariimiud aac cegsort .
environment. For the sake of sinplicity and clarity, such aspects will not

agai n be di sThssfdregoilrgaattiBagi arearepnesenibé aegsseépasion procedure
will be described with reference to Fig. 10. Communi cations server 700 is

not showns - 37 Bhé M@éu&Qng VL 8957840, in step 820, then sends to
the client 110 its certificate (see Fig. 3, public key
look-up table 300). The certificate makes it easier for
the client 110 to determine the public key of the security
server 120 from public key look-up table 300.

10 In step 830, the user provides his private key to the
client. The private key may be entered manually, using a
magnetic swipe card, with a fingerprint scanner, a token,
or the like. In step 840, the client generates a random,
arbitrary secret key using PKI technology in a manner

15 understood by those familiar with this field.

In step 850, the client encrypts the secret key just
generated with the user's public key and stores the thus-
encrypted secret key at the client. As is apparent, the
thus-stored secret key can be decrypted only with the

20 user's private key.

In step 860, a message is prepared for sending with a
digital signature generated with the user's private key.

The message includes the secret key generated in step 840
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PCT/ 1 B99/ 00910 In step 810, a user, via client 110, requests a connection
wth security server 120. A connectl on i s established between0®& N&ht200210
and security server 120. The security server 120, in step 820, then sends
to s the clwenismiedd its certificate. In step 1030, the clienpctadpodioe
magnetic strip on which certain informati on may be recorded. The contents,
or at |east sone subset of the contents (which fromnow on will be referred
to as the "reference"), are digested in io step 1040. The di gest conputed
fromthe refenéndae s ussmsd sas cens idecease .key. Ihn sexps 836 tdlee usiarawing
provides his private key to the client. The private key may be entered in
any manner, sugires abpealilyeaplwinbda (dnert @digd. is The seceal key, i
this enbodiment, is not stored at the client, and neither is the reference.

In step 860, ngy MESSAE8uhEdPERRAT @Hekar esendicResWich 1% fUrHaledlo o5 A
gener at ed W|th the user's prlvate key. The rressage |ncI udes the secret key

generated in %;%%%éoﬁio $R1300 (Lfle gelss ﬁ@régéb ?tgﬁ?ro%%ca]t%r

encrypt ed wi b seturi ty server s pub ent ient” 110
to securi ty rver 120. 2002 V. JO 99I 5784 /1 B99/ 00910 In
step 870,° Z&%Cur’f’f’? se“%b"ecih lﬂ? ﬂ??ﬁ‘ts PREVRESS aght §t SHMFLE
private key and obtai ns the rressagz havi n the selcret key of t he user

(gener at ed” b§eFHRr F | diHblic g kevy hdokFaEpEd Ykeyflﬁﬁd the augittate
of the s user, and al so obt ains the digital SI gnature of the user which is
verified. Theemura?t;fegémféucasgd dsoseny fapmdfld ante Lerte cmaufiwate
at this point. In step 880) the security server encrypts and stores the

user's secretekegraladog with the user's certificate for 10 easy retrieval.
These may be stored in an authentication table for quick reference. Again,

the registration proceess e gmed RpepeséOurtely ondarvaie tLhoe, dbdiypHst txm
precede the first operation requiring the authentication procedure to be

per f or med, ﬁskh%l $tk0 hf tRrhddated Neng0BbeRAL 850k nEhGeldstlgeS ABMEIAS

card are never r se transmtted to the securlty server. Thé digested

contents of the G rc%e%! ekég”tcsf AEhlantcelr% te rg‘;?:%%ge %.ﬁ@lﬂé’é@e dags t?!t?é

contain, for “eéxanple credit car er sonal

|nfornat|on. . .
client, and also obtains the digital signature of the

client ed which may be verified. Verification, as has been
described, involves: decrypting ed to obtain dd; taking a

15 message digest of m to obtain cd; and comparing cd with dd
(see Fig. 5). From the server's point of view, the secret
key may be thought of as a sent secret key since the secret
key was sent to the server from a user. The wuser's
certificate may be validated as already described above.

20 In step 880, the security server encrypts and stores
the user's secret key along with the user's certificate for

easy retrieval. To facilitate retrieval, these may be
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It is to be noted that the user's private key used to prepare the
registration will not be required for subsequent authenticati of 6o 0ons
and therengg %he -39 WD 99157846 p 6 NOV 2002 PCT/1B99/ 00910 magnetic
swi pe card 0P VR84 i ke will be thereafter sufficient. AuthenPCEEBIOBAIN t h
reference to Fig. 11, the user provides his s magnetic card, which is read
by a client process 110 in step 1110. The contents of the card may be

referred to ref erence, _.The client, which _has neither,the secret key
nor the refe%%ﬁ%%% cdﬁbut%s 5?%?%es¥h%$hth@ayefgfengéﬁgﬁaxﬁges‘%héa%ig%@t

of the reference as a secret y. is The prelimnary nessage of step 930
i ncl udes the%ﬁgngQﬁﬁﬁq¥¥béF§S§eriaI number, a current time stanmp, and the

user's secret key obtained in step 1110. This prelimnary nessage is never
sent. In step 940The di §8SETiEY coPsIved f ort t héhdsel | BiWar y "BY nepeaferm
Since the digest is conputed fromthe prelimnary nmessage, it is hereafter
referred to asidd tproglalm vk ddatiigestchdakst epi @50shallr desmefHmedessags i S
prepared. The transm ssion nessage prepared in step 950 includes the zo

user's centifderairalseraal nwlhelatie tthe staey 'tshatcepsigsedtén maki pg
the prelimnary digest, and the prelimnary digest itself. -40 Vi ~O

99157846 0 6 MM 2002 FCHABIOHDicicy of the user may be checked by

validating the user's name with the certificate's digital

signature (e.g., item (f) in the X.509 <certificate

described above). Also, the server may access the CRL to

10 ensure that the certificate of the user has not been

revoked. As well, the server may ensure that the user's

certificate 1s presently within the range of dates for

which the certificate is wvalid (e.g., checking item (b) in

the X.509 certificate described above). As used herein,

15 therefore, to ‘'"validate  user's certificate" means to

perform one or more of the foregoing additional validation
checks, or other similar checks.

The registration procedure need be performed only one

time, but must precede the first operation requiring the

20 authentication procedure to be performed. It will be

understood that, in the preferred embodiment of the

invention, a security server registers many users. As

users (and also their respective secret keys) are
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In step 1160 , the transm ssion nmessage is sent to the security _server, It
is worth noting that the transm ssion nessage does not contain Y eNWQQNHS
original information, and does not contain even the secret key. s Steps
970-992 ar¥%5¥4ntially the sane as set out in the enbodi nRGEIREOPI0
respect to a renote access environnent, as described above. In step 970,
the security server takes the transm ssion nessage data that was supplied
in the userigd.dg@hdpass field n ts Ets,go0 jtue ts,
nanmel y, the %’5 %’ S ceC?'ti f'%lygéafle d%%i Z‘?énﬂtﬂ%&e(‘%ﬁteheojtki rr%gsﬁ%r}bﬁ%et er?oﬁ‘nﬁieda in
step 930, and, the prelimnary. di gest conputed the client in step 940. In
step 975, tl‘él%xéag]ulr? yog]er ec-%/l%segrseé h‘ésgggr' s @é?f‘?‘fisceﬁreer%se}f?%? Wngbg‘i‘e is
to retrieve fromthe authentjcation table the corresponding certificate and
secret key a yﬁgéa?kEF%QQr%Wo%%ya PLUERLHLYSEE FRILSERYEAT tke¥ser ver
conputes a digest using_the user's certificate serial nunber (provided in
the transm ssion %s&’agé) alspe he PRSP tad s Shptoviadddiought hdiez secret
transm ssi on nessage), and the secret key (retrieved fromthe security
server's sowkaysr age) .discwsissyd 985, Hdimmgestprey set/er thenparesrt hechis
just-conputed digest with the prelimnary digest that was provided in the
transm ssi ondodd no¥OHHH 7844t 0 theNQLZRWY? Re¥sl 529D/ 989t0oveaS2E2y HiE
two digests can be equal only when the sender of the transm ssion nessage

possesses a gRgneiheecahl WhhBACORLENES Ufat1twer’séjétgp§'$}9d1sé§.a}&g ts heyr

previously sent user's secret key. Since the user's secret key an
reference ar tor t I J ) is furthern | jpli at the
sender posse%’é%géjf%e mg)glne qechcg%&d}%’t I\?\/gé &segéieat ktﬁe téloqné%?be stored

registration, _In_step 99Q, the securi.ty server avoids replay attacks b
conparing t h&®r 8B¥; 3é°§at e ﬁcﬁﬁ?%ti#t% FF‘ﬁ'e SRS c?fr% o"ytiene"%%’?”r ent
nmessage fromthe _user,_ The step 990 considers as invalid nessages that do
not have'n tVAeldt afplthat¥asK ] at ePerkOFMaRE S SONSdEERRLYOREcei HREVeT,
nmessage. The storage of the nost recent tine stanp for each user provides
security agawesldrepras atheicketorags n athe tihe prdwirads tanbodi neegistémced i ne
stanp may be conveniently stored in the authentication table. In step 992,
the user's ceetrétcRegsmay he neylidiat erktyidvebkecstotygsel ot kG, byThe
perform ng one or nore additional validity checks. io The secret key is

passed only gage, mak eher ¥8iQdofordhe f iRfbHNELEbhethako ddie w&aoiliddad as
server. This occurs during the registration procedure. The secret key is

used, howevepe;gyeLyotk@Ebie ayLhent bagtion procedure is carried -42
15 The registration procedure having been described and

illustrated, a description will now be provided of the

authentication procedure.

Authentication

The authentication procedure is performed each time a
20 user requests to open a session, via the communications
server, and further via the security server, with the

applications server.
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WD 99157846 0 6 NOV 2002 PCT/1B99100910 out . The secret key is a Virtual
Private Key (VPK) ; it is frequently used but never actually @B&&ed 2002 i ng
aut hent i Cat\i’899/548?6i s to be noted that the authentication pr?,ﬁess does s
not require use of the user's private key. Enbodiment of theFRUIBR{GO3N
using a passphrase A third presently preferred enbodi nent invol ves the use
of a passphrase. A passphrase is sonething the user nenorizes. It is |like
the "reference" néntipaesdiculéhe ~dfjhustrefesmnideedtenb®iy mertt,, bhe coses
forth fromthe user's nenory instead of froma magnetic swi pe card or from

a bionetric dewiidesr Hite ptkeacdt Key ptef ar alllieddhaprébespagsphrigses b, of
sufficient length to foil password breaki ng schenes that depend on shor

passwords. ~g;Wany 1aepeatieft AdieridVentind hretibssipi &dopaRodioplt 2L g

substantially simlar to correspondi ng aspects of the nagnetic sw pe ca
envi r onnment Le rihed._  FE t ke. i LCLt nd clarity,.such
aspects wil | tht agéarﬁﬁiget %scsl?scg](’éacf p‘ﬁe%g{‘ a]frg. %%égig%t%a |]0\r’1atl%eke3¥ in
regi stration_proced 8 will be described with reference to Fig. 10. It is
to be undérsfo8§=Pn % this third enbodi nent differs fromthe second
enbodi nent only in -43 0 6 NOV Z~2 WD 99/57846 PCTI 1B99/ 00910 that the
reference is provitded §5%n ad8er’ SSERYY | hsEBRd &F vilPkomatdan ceare
Communi cations server 700 is not shown. In step 810, a user, via client
110, request §calectefnect iThe withmSeca®et Fhger V8T 190 coxtddhimattsi onersal
est abl i shed between client 110 and security server 120.

number, a current time stamp, and the user's secret key.

These items, put one after another, may be thought of as a
10 preliminary message for which a digest will later be

computed in step 940. This preliminary message is never

sent. The entire goal of collecting these items of

information is to make it possible to produce the digest.

Thus, calling this collection of information a preliminary
1s message is for linguistic convenience only.

In step 940, a digest is computed for the preliminary
message. The digest may be computed, e.g., using keyed MDS
or SHAl algorithms, bsth of which are well known in PKI
technology. It will be appreciated that the digest is very

0 short and easily fits within the userid / password fields
of remote access protocols. Since the digest is computed
from the preliminary message, it may hereafter be referred

to as a preliminary digest.
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The security server 120, in step 820, then sends to the client 110 its
certificate. In step 1030, the client obtains fromthe user the io
passphrase as the reference. The passphrase, as the reference, 08 NﬂNg@Z ed
in step 1V4DIY/SIB4 di gest conputed fromthe reference i s userCEmBIYN®IsECT et
key. Steps 830, 860, 870, and 880 are perforned in a manner identical to
the second enbodi nent. ~s The registration procedure need be perfornmed only

one tinme, but nust preced he _first eration requijri he aut henti cation
procedure to be Egr fscgrerPengét s “}eossoa%%noltsedp’f%%?g?%ewagg 'sacrfé‘}‘?g‘r"’zebls
passphrase never is pgr Ee transmtted to the security server. The Zo

di gest ed coRFeRESiSFEAsehFteRn 36N er ceptBif nBES5§88t htsF efltime d68d 166: 3
contain the passphrase. -44 WO 99/57846 0 6 NOV 2002 PCT/1B99/ 00910

Aut hent i cat FEANPNLESLeher eMegsageFi gto 11 ditfifengsdiadst er $tt hefpamsphtlage as
the reference, and this is input by a client process 110 in step 1110. The

client, whiphkehamineryhenessdde wbadcat keynoor sems .r ef @henceranempssesn a
di gest of the reference and uses the digest of the reference as a secret

key (step 1hé@kagéhe peephnead sieps sklewn 950 Fi dnclillide t hgesangsas: set
forth in the above-identified second enbodinent. io The secret key is

passed only-@regfikAreNWariiad dairer f reme theméel 5ebhpt @nbRe RCULddY in
server. This occurs during the registration procedure. The secret key Is

secret Koy eriRirrand BRel R BURR R TR ERE e B Lo T
never actual.ly R%ssed uring uthenticatioh. Cener,al i zati on Go ot her . .
enbodi nent s *§8fitFar |y, TR ustgmfﬁe a WeRSeout i De 3%616&"6 sAEF REghetic

stores permanently affixed to things other than zo cards, such_ as
mer chandi se ShOESemNough P t §itt bRefde userid / password fields of the

10 presently used remote access protocols such as PPP.

Not shown in Fig. 9 are the steps of the client
contacting the communications server and requesting a
connection with the security server; the communications
server contacting the security server; and the

1S communications server soliciting the wuser's userid and
password from the client.

In step 960, the transmission message is placed in the
userid and password fields and sent to the communications
server which forwards the data from the fields to the

20 security server. It is to be noted that the client does
not provide a normal userid or password but, instead,
inserts into these fields the above-identified transmission

message prepared in step 950.
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bracelets, and the |Iike. For the sake of convenience, things other than

cards and papers shall be referred to as "articles". Likew se, ofRul d
be Iogical&g %fsociated -45- 0 6 NOV 2002 with bionetric devices such
as finger p At 8P4 et i nal scanners. For exanple, a retinal RCHABIYOMHIYt

produce froma scanned retina a certain output that is always the sane
whenever the retina is scanned. This s output could be used as the

"reference" and prgcessgi WogH gl pragiL£ss 2% rib ,0.-t he di ts
whi ch have been Iaﬁd ouF@Pn detail.q%fthoﬁghugﬁzginvggfygﬁ ha%ggg%n e
described in _terns

.of .certain steps.to arried out,. it is to be io .
nder Stood 1 FEATERE S EEn TerPaas ats ) RRaCe s, PR ot Erateoersnia
according to the steps outlined above, and also in a program product

bearing sof t ®&Ce P3ESWARB| i hif Lo oRpht e?XSYRF M tiS SopEPREELIEREBEJiRRFED any
of the enbodi nents outlined above. is In the drawing figures, the
particul ar omdaelyf, stbps usenbs atewisfigatg cslerigand sembarn sthes tiwe be
performed in parallel with others or in a different order. - 46 AMENDED
SHEET 056 Nmamd002eteékmeimed, int steemob3conpEred etle neceddaniyatriyatdidiest
certificate serial nunber be sent, but any unique identifier would be
sufficient. Adrpoued ceyt aiHe eabodhentrs Baep been. desthi katkg nogsdet @nd ,

the invention is not to be construed as being

security server uses the user's certificate serial number
to retrieve from storage (i.e., from the authentication
table) the corresponding user's certificate and encrypted

lo secret key, and decrypts the secret key with 1its own
private key. Although the term "retrieve" is used here, it
is quite possible that the corresponding secret key already
happens to be in RAM or the like. Thus, retrieve may
simply mean moving the proper key information in to rapid

1S access registers as necessary. "Retrieve" should not be
construed to be limited to an access of a disk.

In step 980, the security server computes a digest
using the user's certificate serial number (provided in the
transmission message), the time stamp (also provided in the

20 transmission message), and the secret key (retrieved from
the security server's own storage). In step 985, the
security server compares the just-computed digest with the

preliminary digest that was provided in the transmission
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limted to such enbodi nents, but in accordance with the appended cl ai ns and
wher ever a VPK can be used to advantage. - 47 ~~ ~EN-ED SHEEjJg NGV Q[mIO\/
2002 I CLAIM t In a systeminvolving a client (110) and a server

(120) V\her‘eoa”/ﬁr@é‘r message is sent fromthe client to the srgaﬂr&srmw

met hod for determning the authenticity of the a user nessage, conprising:
s providing identical cIient and server secret keys s transmtting a

current tine stanp an .of at |least said t cret key and said
current timE"% r%ﬁp ch %%%a??goh ©of U3 | é@‘t et ghg e rkd%
server to secret key and sar d current time stanp with said 11 di gest of at
| east said @f eﬁpeseEFéf‘SWe§séﬂH BRI AL ¢ PASERS IS Fe t8CanpSeRNY isecret
determ ning said authenticity based on said conparison. t 2. The nethod as
in claimil, keerei firde ekhsaiwbsst'sp sectepr deyli A§ i ererymrad cvieht ted
server secret keys, s said client secret key associated with a user is

obt ai ned a atsexr'd ipuntl {d10ey apdisai doseeriay seoreld kay tle redlirdmyvedisisat a
server (120), wherein said client secret key is s different froma user
private key siradd useplies 48chdd~EcRED S6RBEr possesses the user's

private key.

In step 990, the security server compares the received
time stamp with the time stamp of the most recent message
from the user. This 1is done to avoid replay attacks. To

10 explain, it should be noted that, when the user sends the
transmission message in the userid / password fields to the
security server, this message can be intercepted and
recorded by unauthorized persons. Such an unauthorized
person might very well replay such an intercepted message

15 at a later time to attempt to convince the security server
that the unauthorized person is the user. Such an attempt
to breach security by replaying an intercepted message may
be understood to be a replay attack.

The step 990 considers as invalid messages that do not

20 have a time stamp that is later than the most recently
received message. One way to express this is to say that a
present message is received, and its time stamp is stored.

Then, a subsequent message is received, and its time stamp
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a 6 Nov 2002 t 3. The nethod as in claim2, wherein said step of z
providing identical client and server secret keys s includes afgegg\styg@tion
step of . aw@baknuhg fromsaid user said private key of sai dP fikoo/cbo1o
generating at said client (110) said client secret key; s sending 10 said
server (120) a secret key nessage including said client secret key, a user
certificate s serial nunber, and a digital signature of said user; 9

aut henti cat i nig sacupsredettkeyhaessagedat t sme d ssamperoft ot id 2Gesbaged wat
said digital signature; and ti storing said client secret key as said
server secretwdg, kexrilt receli® et heHeassubs€dnddid Sme¥beEe| Nchal GhrddeBit
secret z key is obtained by authenticating said user at said s client,

obt ai ni ng saighdistle Pri yake ke fERBuSE! BelSRned £RAE T BURNG O OGS YIS

client secret key value s associated wth said user, and decrypting said

Sard ol tent ke ik, mas ST ARECED EPLoBEIS oila Bupyt B

encrypted z user secret_key value is created by encrypting said 3 client
St ot ey w DR ! | ENFupSarien Phidaris  cagn  ANEHPED SRPEFXC 16 NBE
2002 t 6. The nmethod as in claim?2, wherein said step of z providin

i dentical clieM ¥atUGePfelthCeRaVIQYS TSFRAREAIEIME FEGMSL ridt i TAM et :
a obtaining fromsaid user said private key of said user; s receiving from
sai d user a rifesemeemanngirgestiigiheni dritteremie diskhr ovdved sand RAM, entr
secret key; a sending to said server (120) a secret key nessage i ncl uding
said client secittekelnta aseesgietérficate to serial nunber) and a digital
signature of said user; 11 authenticating said secret key nessage at said

server 12 (120) bagged eghed d ¢beisal Pyonatykeueande 3 st&pi ngggai d Lldent
secret key as said server secret to key . t 7. The method as in claim§6,

wher ei nsaig c+ii%§;§,§§§éf&ﬁ kksagRo Al 0 16t 1Y btset ;e Ob;ﬁe?j cSlage

sai dclient3 ( y aut henticafing said user atsal lent (1
o 19, PSR SRR REOSAE £ R RS U™\ S Bl e
in the authentication table) thus provides security against
replay attacks. Furthermore, when an unaﬁthorized person
edits the userid and password fields to insert a new time
15 stamp where the old time stamp was, this causes a mismatch
between the digest computed by the security server and the
preliminary digest sent in the transmission message. In
addition, since the unauthorized person does not know the
secret key of the user, the preliminary digest cannot be

20 replicated for differing time stamps.

In step 992, the user's certificate may be validated

by the security server 120 as already described above. It

should be noted that this step need not be performed at
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0O 6 NOVv 2002 t 8. The nethod as in claim7, wherein said step of z
obtaining fromsaid user said reference conprises reading s sai chg%grwe
froma magnetic swipe card. t 9. The nethod as in claim?7, wherein sai
step of queﬁafﬁ?ﬁ%g fromsaid user said reference conprisesPCFAEIVMYIB as
said reference an output froma bionetric device. t 10. The nethod as in
claim?7, wherein said step of z obtaining fromsaid user said reference

conprises s [WeTp Ld.r re fr.om gret i . af fixed to_4 an
el ot PRIV, BBLA: (BLE SRR H oA MM SRS A AR R ng
fromsaid user sajd reference conprjses.s obht.aini said reference_froma
nmagneti c stgﬁgpa?dfq%eﬁotssa Saﬁ‘é’g?"d[ Liréd.ej‘:ﬁ”?g(% H:g% SRR R °F wWhBRei n
said step of 2 obtaijnjng fromsaid user said reference conprises said s
user enteri SORUHESs SHIRSE sdehithe e ifc€ertificagepipEpnypid. 0 6 NOV
2002 t 13. The nmethod as in claim2, wherein said digest is a z present
prelimnary di gefteofsegiiar dtay ehs papeedtanpy agn@ a fnrsncrypeedt fopm, sai d
client secret key, and also a a user certificate serial nunber associ ated
W th sai d ufefom tchied.cThentret dothasseouelay nsd8vemher thilssatdudsgestihg 2
conputed after a step of authenticating said user at said 3 client. t 15.

The method aned N relglgtdak i dhengide ik St ep ok zskkadsm kbiyngigai dsdihgest
i ncludes providing fromsaid client to said server (120) a present nessage

including aygpjedeld r e Sha@Phe SaLEhUEACLSCLI4A T e i 108"
and said pr g??r?t eglr els%vm nary di gebsute. t 16. Tﬁégrret h%déggd?ﬁéc?gi réna%‘,&@ﬁ

‘ﬂfgﬂ&%ﬂ%@gsenitz SRS 88N eAS AN UIRNCLYURL ek MBIRA0E. 1128y
server. Thus, the secret key may be referred to as a
10 Virtual Private Key (VPK) because it is used so frequently
but never actually passed during the authentication
process.

The foregoing registration procedure and
authentication procedures amount to a method which allows
1s  full public key benefits without the actual transmission of
the relatively long PKI credentials. Because the
transmission message with its preliminary digest is quite
short, it can be sent in short data fields. It may be said
that the above-identified invention provides a way to map

20 relatively long PKI information onto short data fields.
The invention is not 1limited, however, to remote

access environments. It is equally applicable to providing

security for any type of environment in which space
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0 6 NOV 2002 i 17. The method as in claim15, wherein saidstep ofz making
sai d conparison conprises:retrieving said server secret key on t fs of
sai da usery, 6%@% 5cate serial nunber;s generating at said S§§¥ﬁ§!$ §i§
present conput éds di gest of said first tine stanp, said user ?

serial number included in saidpresents nessage, and said server secret key;
and9 nmaki ng said conparison with respect to saidpresentio prelimnary

di gest and spirdcpudeent €eaputrtbgdirgest of t dife ThelagtiRedyas isng! aipril?,
wherein said present z nessage is determned to be authentic when said
present s prehirprpakYodi gest and said present conputed digest are a
identical. i 19. The nethod as in claim 18, wherein said server z secret
key is stored encrypted with a publlc key of said 3 server (120) and said
server secrebk Kew. t ; S >

serial nunber. , ' B

claim 17, further A@@ﬁbEIrSI pgesencbyrpmren@emedsanedmbotimnnt( 11ﬁ)yohvess1bststﬁjent
prelimnary s digest of a second tinme stanp, said user certificate a serial
number, and ssied of | adusteey estikngard paguedioagsteipai dasesyeralctk?20ndwn
subsequent nmessage s including said second tine stanp, said user
certificate gerighipaneirdsand sRicth SHRS&§UGRKea DIl tdh n%ft)érﬁ%;gesépacge
generating at said server (120) a subsequent conputed to digesf of said

second time gﬁqaﬁg«ci%%iﬁ Setrhelépﬁ%iétfn' o2t &raghi agtaagg(g%fo ﬂa gheﬂe | 0, 5ai d

subsequent 1 sage, d sal d server secret key; erm ning 'said
subsequent nmessage to be authentlc mh sald ubse uent. prelimnary
B 13 foatfes St ndhaPafh

digest is ideftic $ai d° s auen rdl dPE8PIEecthd
time is stanp is_later 1 n sal |rst i me st t 21. The nethod as in

claim17, fu L HIRFS |P?f’gSSZ” i Bhe1y M cér PFPFE&P& -of BRfil RE@Plews 54
A~' ~E~~~d S~~~T a s Nov 200z
to involve the need for security, and the concomitant need to

pass more data than will fit, and both are amenable to the
VPK approach of the invention.

Many aspects of the invention with respect to the

embodiment in a magnetic card environment are substantially

15 similar to corresponding aspects of the invention as

described, above, with respect to the remote access

environment. For the sake of simplicity and clarity, such

aspects will not again be discussed in detail.

Registration
20 The registration procedure will be described with
reference to Fig. 10. Communications server 700 1is not

shown.
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t 22. In a systeminvolving a server (1,20) where a user z nessage isS
received at the server, a nethod for the 3 server (120) for det ﬁpNiHBZthe
authenticity of the user a nessage, conprising: s storing at said server
(120) a plwoedorsvgdeof regi stered 6 secret keys, each associ atmci/ag9v/bosao
respective registered user; s receiving a present transm ssion nessage; 9
obt ai ning a sending user certificate serial nunber, a to present first

stanp, and a receiyed diges rom sai 1 present. transnj ssion nessage; 12
retrieving one oflghiéqﬁ urgﬁﬁfyn%fa¥%%%5té¥%% s%%%%ﬁitglégysrﬁgggﬁ% n &aid
sendi ng user certificate serial to nunber; is generating a conputed digest
of said sendiFRPFRES @&FbifFESPEIEXriﬁ?rﬁﬁﬁbe??osaid 3 S OFt aRs,
and 17 said one of said plurality of registered secret keys; is conparing
sai d conput edshiadsitshfd refaiaen €ddiendd 119 dinge fecu Y Fataesr Akfi-ng sai d
present nessage to be authentic when 21 said conputed digest and said

recei ved di gest arkhe22sedenityalserves5 170-ENDED SHEET820p G Hdov 260@st £23.
The nethod for server authentication as set forth in z claim22, wherein
sai d step sof HoOrdINErnaidass Tareddiidatg.a regi strati on request nessage
froma user; a sending to said user a server certificate; s receiving a

secret key nessagepn 6s€l@sr YPBONT t3R o BLEKC! rk@UsMRIRAIRaYSE Ok AsPHPT Grkey
of said user to provide a decrypted secret key nessage; a obtaining a

digital signafyys, apdr-aasent n¥eehetikaY ddyP e SR VP! 8 SOk,

message;

or at least some subset of the contents (which from now on
will be referred to as the '"reference"), are digested in

10 step 1040. The digest computed from the reference is used
as the secret key.

In step 830, the user provides his private key to the
client. The private key may be entered in any manner, such
as manually or with a smart card.

15 The secret key, in this embodiment, is not stored at
the client, and neither is the reference.

In step 860, a message is prepared for sending with a
digital signature generated with the user's private key.
The message includes the secret key generated in step 1040

20 and the user's certificate. The message is encrypted with
the security server's public key and is sent from client

110 to security server 120.
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to authenticating said secret key nessage based on said 11 digital
signature; and 12 storing at said server said sent secret key aggowdy @802j s
sai d pIurawda@égwregistered secret keys. t 24. The nethod faor server

aut henti cation as set forth in z claim23, further conprisi RGTIB¥MRIY pting
said sent secret key with a public key of 4 said server (120) before
storing said sent secret s key; and s storing said sent secret key in

associ ati on with pncejddd i @ateg otheai secigity - 2ivel~ENDED &&Eprs 0 th
2002 t 25. The nethod for server authentication as set forth in 2 claim?22,

further conprigédge 8shifgeiMddofn SHRSGAHENkeLS Wéﬁéé’ﬂné‘ﬁﬁﬁégﬁeﬁa e
obt ai ning said sending uSer certificate serial er, a s second ti

nunb
oL AP o2 AnBYRREIURD! SRBEELY R TLg00h oS oM GAd abseRYeRt, ! AR eST on

nmessage; generating a subseéquent “coipu Iges sal

certificate serial nunbe sai d_second, ti st and said one of said
plurality of *r 8y stt&'eedch)eggcr%ﬁcﬁféys%{eige&@[dgm%i GG TEditd CabSs eefiertthe
nmessage to be authentjc when to said subsequent_received digest is

i denti cal ¥ t oU88F d £3ds dsEQueRtaddspithel digktel afdoparyree@dt e museranp
tois later than said first tinme stanp. - 57 |~~~ENDED SHEET 0 6 NOV
2002 i 26. TWhigkt hbsl ferifiedr authent segurdohyasseryveforid0i risal| aiay 25,

wherein said step of storing includes: s receiving a registration request
message fromvalidete whseseuden(st oeseiflivses =t setderpaiatt i ficate;

In step 880, the security server encrypts and stores
the user's secret key along with the user's certificate for

10 easy retrieval. These may be stored in an authentication
table for quick reference.

Again, the registration procedure need be performed
only one time, but must precede the first operation
requiring the authentication procedure to be performed.

15 It is to be noted that the contents of the user's
magnetic card are never per se transmitted to the security
server. The digested contents of the card are sent. An
intercepted message therefore does not contain, for
example, a user's credit card number or other personal

20 information.

It is to be noted that the user's private key used to
prepare the registration will not be required for

subsequent authentication operations and therefore the
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S receiving a secret key nessage; b decrypting said secret key nessage
using a public key of said user to provide a decrypted secret k@}sﬂags%ﬁé;
S obtain@ %wg digital signature and a sent secret key from9 said decrypted
secret k § @d%ge; io0 authenticating said secret key nmesf5JABBYYRH on” sai d
ti digital signature; and iz storing at said server said sent secret key as
one of i3 said plurality of registered secret keys. i 27. The nethod for
server aut j i 0 set. forth.in | ai 6, h co |.SLRQ...S
encryptingmggﬁﬁeggntggg?ﬁetﬁaggv;?t agB%bI}gk%éy‘%#I% g%?d ggétééggiﬁo)
before storing.said sent secret s key; and storing said sent secret key in
associatioﬁugﬁfﬁlgnﬁertificate of said user. - 58 ~NENDED Sf~EET 0 6
NOvV 2002 t 28. The nethod for server authentication as set forth in a claim
22, further conprising validating a certificate of s said user. t 29. A
conput er program product for enabfPKGERELEABEPEr 2 to function in a client
| server systenwushnOr@ebteéfc@ntks Priyat e keythd harmpt-ek i REQIN AL
product being a a conputer readabl e nedium bearing instructions, the s
| nstrucki ORgghet Bl N aper ghiens fOr rAkeNIy NLNG: aHE NBBLLELLY Al 3, Hser
message, characterized by; providing identi'cal client and server ‘secret
keys; s tr ittihbng a r I a a igest _of at_9 least _said
client sec?ggng§lgﬁd g@#% %%#?%% t?%egpg g%éﬁ%?ﬁ¥f %%kf%€e5F n%%r?gon of
a digest of at gggft sai d server tz secre .%&g and said. current tinme stanp
o

with said F88diTdT %t | 8% ShiGPLri & DRF ASLTHET TR £8ZRFrent

time stanp;' and is deternmning said authenticity based on said conparison.
. 59 R-ENBED QdgETthe reference, computes a digest of the reference

and uses the digest of the reference as a secret key.

10 The preliminary message of step 930 includes the
user's certificate serial number, a current time stamp, and
the user's secret key obtained in step 1110. This
preliminary message is never sent.

In step 940, a digest is computed for the preliminary

15 message. Since the digest is computed from the preliminary
message, it is hereafter referred to as a preliminary
digest.

In step 950, a transmission message is prepared. The
transmission message prepared in step 950 includes the

20 user's certificate serial number, the time stamp that was
used in making the preliminary digest, and the preliminary

digest itself.
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0 s ~ov 200z t 30. The conputer program product as in claim?29, z wh re&ﬁh
after said step of providing identical client 3 and server secr etd 5<§§¥,

said cli er\g,os)gg;s% key associated 4 with a user is obtained at a client
(110) and sai'd"server s secret key is retrieved at a serverpf?ggywmﬁﬂkrein
said s client secret key is different froma user private key of said user.
i 31. The conputer program productas in clainB0, wherein2 said step of
provi di ng identichtcstept 1a8d, setheert saesel Ss kay smessdgeessaseagi sor atheon
stepof:a obtaining fromsaid user said private key ofsaid user;s generating

at said cliegécdil cképhbrsecre! key; GoseAdnBEihg $AaE eV &l rdrlt)sdion
secret key nessagei ncluding said client secretkey, a usercertificate s

serial nunb gggga. Lgit Sj e sgkd,user,, - iSsauthentd ' sai d
secret key ?rrﬁe%%age atdgggi dr%ster\k/:gga%gh( Z% Egggd§oﬁr§ il?illééi &%faﬁ%%%gfur e;
and ii storing,said client secret ke said server secret 12 key . - 60
ANAENDED SH % rl\%\ﬁ%r@{x? %%?XTgéec%ﬁ%ﬁé rk?%’ogram product as in
claim31l, wherein 2 said client secre k%§ i.S ﬁbtained by aut henticating
said 3 user at satteRFi AP ° 3Dt &FRi RYPSLAREIEL! YpErfat@™MEe st 56k L Saild

user, retrieving an encrypted client secret key s value associated with
sai d user, ahlde deBPYPTABL sHiBheFEEPECEd tifset LRMALR ARSL M| SRV EinREai d
user private key to provide said client secret key. i 33. The conputer
progr am pr odastdasciibed adlpeBd2, wherein a said encrypted user secret key
value is created by 3 encrypting said client secret key wwth a public key
of a said user. -Ipl drdfENDEIYGBHEETEhe  security server takes the
transmission message data that was supplied in the userid
10 and password fields and extracts its constituent parts,
namely, the user's certificate serial number, the time
stamp determined in step 930, and the preliminary digest
computed by the client in step 940. In step 975, the
security server uses the user's certificate serial number
1S to retrieve from the authentication table the corresponding
certificate and secret key and decrypts the secret key.

In step 980, the security server computes a digest
using the user's certificate serial number (provided in the
transmission message), the time stamp (also provided in the

20 transmission message), and the secret key (retrieved from
the security server's own storage). In step 985, the

security server compares the just-computed digest with the

preliminary digest that was provided in the transmission
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O 6 NOV 200 t 34. The computer program product as in claim30, wherein z
said step of providing identical client and server secret s keyg ¢ iyphuged a
registration step of: a obtaining fromsaid user said private key of said
user; s MQRY¥¥IB#Hy from said user a reference; s digesting BaraBmwmbEwence to
provide said client secret key; s sending to said server (120) a secret key
message 9 including said client secret key, a user certificate to serial

nunber, and a digital, sigpature of said user; it.authenticati sai d, secret
key messagdSHSAE o szf‘?epw‘izd%?%ﬁ}sbgéﬁd SneGHRY GRdivt APes; Jjﬁgt §f&deInd s
storing said client secret key as said server secret to key . t 35. The
conput er prefgr BRALpLFRTEMISSioR MeHSHIRL, PAFRISSF 22 sBRENEFienfasdc Wdtthkey
associated with said user is s obtained at said client (110) by

aut henti cat¢ontemis udet.a ahepai digeéseed, amtdthenhebt prewingudlyomsemitd
user a s reference, and digesting said reference to provide said s client

secret key.use®bZs ~se¢ENDED IGHEET ircdNOERe-2 dse¥b.s The:G@tpulker, plagg am
product as in claim35, wherein 2 said step of obtaining fromsaid user

sai d refer epceeSec08Pr he€S neadi Hthsa d fef eancecf1am a magnet irg  $Wpe a
card. t 37. The conputer program product as in claim35, wherein z said

. £ obt e o f . . : ' ; i d
step of obt g Ngs f QA SaL o USRI R F’pé&éé’é&é@efﬁ%gﬁﬁ%ﬁ—g&f@@%g@ Thatd!

reference an output froma a bionetri'c devi ce. conmpu program

product as in claim 35, erein x.said. step of obtaining fromsaid user
sai d referefitd %%%%:’Ia e%i%\%b%]a'f‘%i%fg g%éjﬁ%xég% Thce froma magnetic store a
affixed to an article. t 39 Thﬁﬁconputer rogram product as _in claim 35,

wherein 2 said stBpS&EPoBPAi nit ﬁFGHF&&iYS BT AP I ey RTERRKS ses

obtaining said reference froma magnetic store a affixed to paper. t 40.
The conput epY peogpamipgodiiet reseined| sime3stappemdith Theaitdmet gsagp of
obtaining fromsaid user said reference 3 conprises said user entering a
passphr ase tlsesandsa redermnceiessage from the user. The step 990
considers as invalid messages that do not have a time stamp
that is later than the most recently received message. The
storage of the most recent time stamp for each user
provides security against replay attacks. As in the
15 previous embodiment, the time stamp may be conveniently
stored in the authentication table.

In step 992, the user's certificate may be validated
by the security server 120 by performing one or more
additional validity checks.

20 The secret key is passed only once, in encrypted form,
from the client to the security server. This occurs during

the registration procedure. The secret key is used,

however, every time the authentication procedure is carried
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- 63 ~~ENDED SHEET 0 6 NOV 2002 t 41. The conputer progran1product as in
claim 30, wherein z said digest is a present prelimnary dlgest NV @002
current ti as a first time stanp, said client a sec and
also a usegséééﬁl icate serial nunber s associated with salgskgégxm?"MZ

The conputer program product as in claim4l, wherein z said digest is
conputed after a step of authenticating 3 said user at said client. t 43.
The conput eyir.ogr@ne pseduet &eyi nsclairAialwherisiatez Kay d(wpiep; oft is
transmtting said digest includes providing 3 fromsaid client to said
server (120)tredquesslyt neRgwape duucl udwg saiadclialil, ti BRsgkaTD, agak dquser
certificate s serial nunber, and said present prelimnary digest. t 44 The

conput er progadB Qductiofas in claim43, wherein a said present nessage is
sent as an unencrypted nessage. - 64 - ' ~~E~DED SHEET p g ~aVv 2002 t 45.
The conputer pro r L pclal Lnz.said step of nakin
sai d conpari son g@ﬁg%gségugé ?F%gvFﬁégggﬁ%mggggéﬁgéggtg?nk% ogﬁ?ﬁeéﬁﬁgisof
sai da user certlflcaie serial _ nuynber ener.at i ng at said server (120)

apr esent conpiRedC g tiss i |Urs:~ﬁrgﬁ PE 1VBEEp K8¥ai d usercertificate
serial nunber includedin saldpresents nmessage, and sai d server secret key;
and9 naki ng said conparlson W th respectto saldpresentto prelimnary digest
and sai d presEntecips . =l e S WE&& am product as in

claim45, wherei rhat%@r@ %?é@@ﬁtﬂ?sgﬁ%éﬁ@t enBbASHeAE BerARJLARNT LR When
s said present prellnlnary di gest and said present conputed a digest are

dent I h L
denti ol wdf. "% SOBHISELBE0TT O BLoieg5 L8 SRR vt ols?
ool 10 AR e P, R L BB B

2002
10 just-described embodiment, but comes forth from the user's

memory instead of from a magnetic swipe card or from a
biometric device or the like. It is preferable that the
passphrase be of sufficient 1length to foil password
breaking schemes that depend on short passwords.

s Many aspects of the invention in this third embodiment
are substantially similar to corresponding aspects of the
magnetic swipe card environment already described. For the
sake of simplicity and clarity, such aspects will not again

be discussed in detail.

20 Registration

The registration procedure will be described with
reSerence to Fig. 10. It is to be understood that this
third embodiment differs from the second embodiment only in
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t 48. The conputer program product as in claim45, further z conprising: s
conputing at said client (110) a subsequent prelimnary 4 di g%sst Ng\; v)
second tinme stanp, said user certificate s serial nunber, and“salrd client
secr et kéypgggﬁggviding to said server (120) a subsequent rREFIBOYOMOKE| udi ng
said second tine stanp, said user s certificate serial nunber, and said
subsequent 9 prelimnary digest; to generating at said server (120) a
subsequent d.ticdi (- ik o] i , i.d.user
certificatéﬁggpﬁa% gﬁ%égéﬁﬁéﬂ%ﬁkﬁ?ﬁ?ﬁ%ﬁ?dgg% s%ﬁﬁ%%?nFBnﬁ@?gggzﬁsgﬁédsaid
server sec&ﬁ; key: anddyo.deternining sai d subsequent nessage to be

aut hentic e s S€%%d §HB§SQUent prelimnary digest is identical to is
sai d subsequent conputed digest and said second tinme 17 stanp is later than
said first tineCSMgMpicationsTREIYSRHUCS 4% FQtadi®*@duct as in cl ai m 45,
further a conprising validating a certificate of said user. - 66 A~Et~DED
SHEET O 6 NOVIZOO2tep5081A, neéworkesystehaf orliRthent}Cat imagusstsessages
from2 a user in a client / server environment using public and 3 private
keys, the neinmeckiopst eithnckadumgtyg cseewmer(118).a amdl acaeremridnl2Q@k each
Wi th a respective processor and s each with respective software

i nstructi onsstdabliadhéds Deeweet] iold MU0 dald Heormrdnss ajdwns f100.

determ ning authenticity of a user nessage, characterized by: s providing

i dentical clienirpndsS@Ly¥EEy Seekelerkeyso, 9 ihr aitadp t BROY acidl r 8Bhaki R
stanp and a digest of at to |east said client secret key and said current
tinme 11 st gy clléerm._ki NG 3 GO @réisﬂ Qe @ digest of at least said server
t3 secret key an sa|& current  time stanp with said to digest of at |east
said client secret keéaa?#ip sai d 'bs cu];rent toibrtr'%i%tsarrgfoandtg s deter ng'hréi ng

sai d aut henti ci ty* b8 Wi 9 88 TR, m the user
10 passphrase as the reference. The passphrase, as the
reference, 1s digested in step 1040. The digest computed

from the reference is used as the secret key.
Steps 830, 860, 870, and 880 are performed in a manner
identical to the second embodiment.
1s The registration procedure need be performed only one
time, but must precede the first operation requiring the
authentication procedure to be performed.
It is to be noted that the user's memorized passphrase
never is per se transmitted to the security server. The
20 digested contents are sent. An intercepted message

therefore does not contain the passphrase.
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t 51. The network systemas in claimb50, wherein, after z said step of
providing identical client and server secret 3 keys, said cliefpt ¥@pcre key
associateqwﬁdgh a user is a obtained at a client (110) and said server
secret key"PS”d’8#%t i eved at a server (120), wherein said clPCIABI%MEILt 6
key is different froma user private key of said user. - 67 ANME~DED SHEfT
0 6 NOV 2002 t 52. The network systemas in claimb51, wherein said step z

of providing identical client andfﬁﬂéﬁ%né%?!é?aﬁeys s includes a
registration step of: a obtaining fromsaid user said private key of said

user; s generatinitdt seefewdnent tai dFEgi enllsectée keysers sowedrsg thesai d
server (120) a secret key nessage including said client secret key, a user
certificate sassplirdseuabetheapdfardnget alarsi gitaisir esofinpat dbyser c19ent

aut henticating said secret key nmessage at said server to (120) based on

sai d digitalpshana uigs and et 91109 SairHeCld1gRIntSeCkRlcke)ads \%@Jﬂker_
server secret 12 key . 1 53. The network systemas in claimb52, erern

Sl @ Ol SNn@oLiElok kel Snlll Aed e ANAIN LOAL00- o3 IHREE Beal 20l d

client, obtarning sard user private romsaid user, revi

encrypted client secret_ key_val s associated wth said user, and
decrypting saf re%%‘:r?/p?%% ’}S{Sﬁgelréggecrlﬁesl%eyoga’fﬁ% ﬁsi’%ﬁﬁegﬁ?daﬁs@r S5t e
key to provigde s?id client secret key. t 54. The network systemas in claim
53, wherein Y d'SF¥ 4 %ed user secret key value is created by encrypting

3 said client secret key with a public key of said user. - 68 ~~IENDED
SHEF T The remaining steps shown in Fig. 11 are the same as

set forth in the above-identified second embodiment.

10 The secret key is passed only once, in encrypted form,
from the client to the security server. This occurs during
the registration procedure. The secret key is used,
however, every time the authentication procedure is carried
out. The secret key is a Virtual Private Key (VPK); it is

1s frequently used but never actually passed during

authentication.

g 1i . ) bodi
Similarly, the use of a VPK could be applied to small

magnetic stores permanently affixed to things other than
20 cards, such as merchandise, papers, exhibits, tokens,
bracelets, and the like. For the sake of convenience,
things other than cards and papers shall be referred to as

"articles". Likewise, a VPK could be logically associated
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0 6 NOV 2002 t 55. The network systemas in claimb51, wherein said step z

of providing identical client and server secret keys 3 includes a

regi stration step of: 4 obtaining fromsaid user said privateglgeyowfmpai d
user; s receiving fromsaid user a reference; 6 digesting said reference to
provide said client secret key; s sending to said server (120) a secret key
message 9 including said client secret key, a user certificate to serial
nunber, and a di giriith sbgometirécof deaiidcassersudi aeshertiirnortrpristi dosecret -
key message at said server to (120) based on said digital signature; and is
storing sai dketi®al seahfkriey aBosaicttai@legr seebelintd kanndr Shighhe
network systemas in claimb55, wherein said a client secret key associ at ed

Wi th said usgFodgcObiraineth Ssabnfadd xdd @ 61Nt aublephtcaiiyg sai d
user at said a client, and then obtaining fromsaid user a reference, s and

di gesting saj erence PLAEG Sl i {53 S8Gre - 69qp 4
AARFNDED SD%Eﬁld}?% e gé’% e?ﬁegﬂgtmlgr ls?/s?%‘m éé%gﬁe%rai mBgS
wherein said step, 2 of .optaining fromsaid pser said feference conprises 3
Foad ng dai PTETRF 0Bl OB 2 Uibshets o e par Ehp Behfels Sf CBRQFRIREETS o
as in claimb56, erein said step z ., of ohtaining fromsaid user sajd
ref erence cdﬁﬁ?}gggrggFéﬁﬁiﬁé Q§S§£F§epeﬂé¥éﬂE% %WPQ&RTﬁRt$rBH+§hbh8ﬁ€tric
a device. t 59. The network systemas in claimb56, wherein said step 2 of
obt ai ni ng f reeeRaldidsertsinddespélence conprises 3 obtaining said
reference froma magnetic store affixed to a an article. t 60. The network
system as in cl ai Al&Boughertdien snventsiep hast ldemi diesgriibed s dtesms sai d
reference conprises s obtaining said reference froma magnetic store
affixed to acpapeerthifil. sthpsnetwor besydrpiasd | nowt 2l M. 66, iwhetsi nheai d
step a of obtaining fromsaid user said reference conprises said 3 user
entering,@ PaagePsessdasthatd tREer eRGentioA0 rksiBNRED; RHEET computer

system that operates according to the steps outlined

above, and also in a program product bearing software for

enabling a computer system to operate according to any of

the embodiments outlined above.

15 In the drawing figures, the particular order of
steps is not always critical, and certain steps may be

performed in parallel with others or in a different

order.
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a 6 NOvVv 2002 t 62. The network systemas in claimb51l, wherein said z digest
is a present prelimnary digest of said current 3 tine stanp as first
time stanp, said client secret key, a and also a user certifi ca@tﬁNQMrZSUﬁZ
nunber associated with s said user. t 63. The network systemas in claim
62, wherein said 2 digest is conputed after a step of authenticating said 3
user at said client. t 64. The netmork systemas in claim®63, wherein said
step z of trans sa cl udes vi ding fromsa ient to
sai d server (123}'%%&%&%5 agE Emﬁ?ﬂﬁ %%%?%apﬁ ﬁﬁ?%lhﬁ gtgﬁb, sai d
user certificate serial s nunber, and said present prellnlna di gest

65. The net GBFEISISRER asSeRia} ai ABRETWhBRei PR d ab BFeséﬁﬁ)/m}E?a‘Qeel s
sent as an unencrypted nessage. - 71 ~~tEt~DED SHEET O 6 NOV 2002 i 66.
The net wor k isigsttdfisyr iwowldibn i ffieridnt sai d stepz of making said
conparison conprises:retrieving said server secret key onthe basis of saida
user certificate2dahalghucdetain genkrdimegtast eara bseenedest2Gbeaprizsent
conput ed6 digest of said first tinme stanp, said usercertificate seria
nunber ipcl adediin ,satHepriefaiitsidressaderoBndosabd LRI RRLT 86 Keyimnd9
maki ng sai d conparison with respectto said presentto prelimnary digest and

sai d_presenyqoudededli gash: dmbfaigdicdiet e ieéss@é% ahe CLakih Ghe

wherein said z present nessage IS ternln e aut entlc when saird 3

present prellnl di est nd s esen co i est
i denti cal . n%’l%% r{l syrﬁae }gsrels‘ﬁ I'E:I arm v%er el% sa‘?gae% ste? ver

secret key |s gred encrypted with a public key a of said server (120),
and sai d se”P¥ key is a stored in association with said user
certificate serlal S nunber. - 72 AIVIENDED SHEET 0 6 Nov 2002 t 69. The
network systemas in claim66, further z conprising: s conputing at said
client (110) a subsequent prelimnary 4 digest of a second tinme stanp, said
user certificate s serial nunber, and said client secret key;
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s providing to said server (120) a subsequent nessage including said,
second tine stanp, said user s certificate serial nunber, and &8&i K0V 2002
subsequent 9 prelimnary digest; to generating at said server (120) a
subsequent conputed 11 digest of said second tine stanp, said user to
certificate serial nunber included in said subsequent t3 nessage, and said
server secret key; and to determ ning said subsequent nessage to be

aut hentic when is said subsequent prelimnary digest is identical to is

sai d 'subsequBn€LBaMput ed di gest and said second tine 17 stanp is later than
said first tine stanp. t 70. The network systemas in claim®66, further a
conpri si ng validating a certificate of said user. - 73 A ~ENDED SHEET

- AFfy. A9l A3 A A9z é? ¥eh 1nvolv1npc‘3s client (110) and a server
[ A A . A9 A AYaSe A A&( AY Al . A@ A9, A35. AL. Al Y. A3n, . AL A. A%e. A(R A A

(AP, 05 A 1 BST M YR S 1 B AR LA oAbk R O
120G | v nhERviERa) & dYRUARA] EaFe SPERFRPLERG e SAT R LA o8 coERonal ¢

a]ca]ca]ca]ca]ca]ca]ca]ca]ca]c“a Lﬂc“a]caLﬂca $O0?2M\Wy!'\ )*G MQ] b c
zt 0j e’ [ V] ta] eapxapesFeakoajcovdalics ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] caUl caU] ca]caU ca]jc$alE F k u

5 providing identical client and server secret keys;

2,

transmitting a current time stamp and a digest of at

7 least said client secret key and said current time
8 stamp;

9 making a comparison of a digest of at least said sexrver
10 secret key and said current time stamp with said
11 digest of at 1least said client secret key and said
12 current time stamp; and
13 determining said authenticity based on said comparison.

1 2. The method as in claim 1, wherein, after said step

2 of providing identical client and server secret keys,
3  said client secret key associated with a user is obtained
4 at a client (110) and said server secret key is retrieved
5 at a server (120), wherein said client secret key is

6 different from a user private key of said user.
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je [V]]ca]ca]ca]ca]ca]ca]ca]ca]ca]l ca] ca] cal ca] ca] cal] ca] cal] ca] c"a] ca] ca] ca
] ca] ca] cal,calcal.caMl g cavdieal DYZUA WBGI2W  secrer

; >?A} & wr rrhc"Y] ] c] cal ca] ca] ca] cal calca] ca] ca] ca] ca] ca] ca] ca] caTca] ca] ca] cal

caUl ca] cal.ca cal &F

IU} Wr} gb] X] ] E]C,?J[f %]aq%]c(a?gca I:a ca] %?rgéﬁ car]l 1'a’]%a?ca] ca

ca] ca] ca] ca] ca]ca calcal ca] cal,89LMIUs=zv~ zu calca

] ca} ca} ca} ca}“c% rca% g}rgz:} cg%ga]‘éai‘c%]lﬂ“hsaﬂ%] gaita) ‘&‘3 6"3% %X] ]cta‘]’ca] c
ay] ca] cal] ca! { %AB]
@' bW upki’al WIEI¢e) 23t L aFLhFRE] BaFERT cBF¥a] ca] ca] cal] ca] cal] ca] ca] ca] ca] ¢
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HW | ~zt oj e_Ykfa\W]] c”a] cra] ca] ca] cal] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca]
ca] ca] caU] ca] caU] ca] ca] ca] ca] ca] ca] ca] cal.ca] ca
EE[ bj | w. (1| W mhc " ¥RE a\\RHRh] 28] o} c SLeaT af c a] g2 R aFEdFc a$RETYRF R ca
U] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c™a] c”a] c”a
D 7Z1! - : JKI~yswerT YkdeaNe ] | Y a[wedle ajicaUrsaptscc abya) eafraptatbcafaifical ¢
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caj] ca] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca] calcapca] ca] ca] ca] ca] cal] ca] cal] cal] ca
] caU] ca] ca] ca] ca] ca]ca]ca!i*] +29IWe#_ WX wr mhc”Y] ca] c"a] ca] ca] ca] ca]ca]ca]c
aJ calcalcalcalcalcalctalca]c"alcalcalcalcalcalcalc"a]ca]lca]lca]ca]lca]lcalcalc
a] ca! (/ @VsxUWOP_ABzupkf a\ W] ca] (RBEENDED S8HEER] ca] ca] ca] c"a] ca] ca] ca] ca]

ca] ca] caV] ca] ca] ca] ca] cal] ca] c"a] ca] ca] ca] ca] ca] ca] caU] ca! Brevl EFX_ss* #
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>fCE"109& ()-y 109%& ()- 3 109%& ()-f3 10%& ()-f FF

"109&' ()- 3% 10%& ()-+GM Hl 109& ()- S109%& ()-9"109%& ()- 109& ()-f

109 & ()-f & 109%&' ()-109& ()-G ~ =*110% , 90" 109& ()- .109%& ()-) 109%& ()-!'#
#1098 ()-!#"10%& ()-! 109%& ()-$}rg\=I 109$109%& ()- 10 10 10=&L0%& ()-Y! &6
109%& ()-16 109& ()-1410%& ()-3$0?y!\dEg\ =l 10% - #10%& ()-f ! 1098 § NOV 2002
T1109& ()-"1109%& ()-"110%& ()-9F10%& ()-\ GQ

}A<g\ =1 1098 #g#109%&' ()- St! 10%& ()--!

9OAOYR ()--1 9M0%R ()--10%& ()-s!10%& ()-Q 1 |qf[<l 10%r9d0%& ()- 10 10
109mL0%& ()-!, , (#10%& ()- &, (#10%& ()-& , (#109%& ()-& u

}A2F [ <l 1004v109& ( Fhe10wgthdl @d 0obry&Rim 189k vhereinogsaid: Stapoel ) -

2 providing identical client and sexver secret keys

3 includes a registration step of:

4 obtaining from said user said private key of said user;

5 receiving from said user a reference;

6 digesting said reference to provide said client secret
7 key;

8 sending to said server (120) a secret key message
9 including said client secret key, a user certificate
10 serial number, and a digital signature of said user;
11 authenticating said secret key message at said server
12 (120) based on said digital signature; and

13 storing said client secret key as said server secret
14 key.

1 7. The method as in claim 6, wherein said client secret

2 key associated with said user is obtained at said client
3 (110) by authenticating said user at said client (110),
4 and then obtaining from said user a reference, and
s digesting said reference to provide said client secret

6 key.
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*\ dEf [ <1 10% #s! 109%&' () -! 10%& () - 109%& () - 109%&' ()-1 109%& ()- ! 10%&, () x= <
10% z#10%' () - 0g) naV etd

-109% ()-+ 1109 ()-y) 109Kk ()-s' !'109% () - F¥&#10%& () - Ax|} ~b@ 109% @'10%30
08 ()-%40%& ()- 10 10 10@Y10%& ()- 4s!109%& () -
1s!109%&' ()-S}"?b@ 10%ys ! 10908 () - F@10%0& () -! Y! 109008 () - 10%0& () - " Fy10%O
& ()-1dZ 10%KOKO& ()-<D}[9b@ 10! 9%4#10%00& () -! %#10% O O& () -!
FH#1090O/0& () -! f#109%00& () -1!110%0& ()-VY! 10%0& () -1h{Y:110!!109%& ()-! Y#109&
()-Tk& 9, (109%22& ()- @ 100 100 100 910%%&' ()-! @ %+10%30C0& () - hE}[ <{Y: | 10!
#109&' ()-4! #10%&k ()-4! #109& ()-  !#109& ()-_ 109& ()- t!109%& ()- :>?"7?4:
10, 810%&1 () -8-1! 10542 ( uothasbgae) - in10942im- £, 10drein said step of
#109%&' () -4?@\N6nN " 109%&' () -y! 10%& ()-S
&109& () »f yrvgainigy! 1008 63idd0ser( paid) redigk-en@eN/cangost d9gr¢3ding
109 ()- ! (s#10%& ()- y-10% ()- OY 10%]& ()-vy,!'10%& ()- Uli dEnV " 100
109" () - 3" 126k d ) re 1€PEAES - £BANUR haghét 108w {pe SEa Q%K' () -1 @UvVaB7/ 1009;
109 ()-& 9; 10%& ()-&B#10%&' ()-G 710%& ()-5S 10%& ()-2 10% ()-VWKe# T K/
10@ 10%&' ()- f"109& ()-mf"109%& ()-m 9! 109%& ()-%d0%& ()-3

1 9. The method as in claim 7, wherein said step of

2 obtaining from said user said reference comprises reading

3 as said reference an output from a biometric device.

1 10. The method as in claim 7, wherein said step of
2 obtaining from said user said reference comprises

3 obtaining said reference from a magnetic store affixed to

4 an article.

1 11. The method as in claim 7, wherein said step of
2 obtaining from said user said reference comprises

3 obtaining said reference from a magnetic store affixed to

4 paper.

1 12. The method as in claim 7, wherein said step of
2 obtaining from said user said reference comprises said

3 user entering a passphrase as said reference.
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10 10 "THI"3#{Y: K/ 1 “#10%& ()-! “#109%&' ()-! #109%&' ()-

, O#10%& () -! 9#10%& () - @ 10%& () - 3#; #L#MENFOH\ #h#x#bC 1 06 NOV 2002

1 109 & ()-10% & ()-9%0% & ()- 10 10 10>109%& ()-F; 109%& () - x#Z$$" %% %8| 9bC
| Ss! 109% (& ()-910% & ()-!10% & ()-! @10% (& ()- !=@*10% (& ()- !'f
#10%(F(& ()-3%&_' " 9(: (; (" A6C

10(910% & ()-y2! 10% & () - O#10% & ()-*!10% & ()-,! !#10% (& ()-3

I #10% & ()-3; (<(=(1(e(1))nmdBC 10(!#10%&h&h& ()-F! <

@#109%hh& () - y' @#109%hh& ()-y!" 0% h h& ()-&F10% h& ()- 10(

10( mr* W h 0%,h& ()-! . . .
|#(10cy(9;3;&- F@i‘% 5‘%%};% gg]@ o ﬁt&m(él #w.ilb%/réin said digest is a

h& ()-F, OS—T U- V- b- ~- 11, #10% ( &10%: ()-Ly10% ()- 10 h 10 h
10 h910%2h&'Q§e$e§t$i’6‘%ﬁg}lpflr§fd d/:l@ffjgzzczﬁvx 8 FHYEgrt time stamp as

3 a first time stamp, said client secret key, and also a

4 user certificate serial number associated with said user.

1 14. The method as in claim 13, wherein said digest is

2 computed after a step of authenticating said user at said

3 client.

1 15. The method as in claim 14, wherein said step of
2 transmitting said digest includes providing from said
3 client to said server (120) a present message including
4 said first time stamp, said user certificate serial

5 number, and said present preliminary digest.

1 16. The method as in claim 15, wherein said present

2 message is sent as an unencrypted message.
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. 1's! 1098B% () Genentatoing (&Y ) -said Yeeoses () (120 0%Bsnresers’ memputed

6 digest of said first time stamp, said user
7 certificate serial number included in said present
8 message, and said server secret key; and

9 making said comparison with zrespect to said present
10 preliminary digest and said present computed digest.

1 18. The method as in claim 17, wherein said present
2 message 1is determined to be authentic when said present

3 preliminary digest and said present computed digest are

4 identical.

1 19. The method as in claim 18, wherein =said sexrver
2 secret key is stored encrypted with a public key of said
3 server (120), and said server secret key is stored in

4 association with said user certificate serial number.
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ysgl0%&' (4) - yF 1053/&iallymurik]98@ (éndlé)%d(&ll‘SéAQ‘V%&eé ke
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10 ()3 130/@;;»1%% .ega) ﬁlw&eﬂd&\ izt 10901, floase

I R ()-! 10% I % 0
<I F@¥10 /& () 110n§11g211ng gsrLangL ()seconci& t:Lme 1%tamp, said user

7 certificate sexrial number, and said subsequent
8 preliminary digest;

9 gener;ating at saild server (120) a subsequent computed
10 digest of said second time stamp, said user
11 certificate serial number included in said subsequent
12 message, and said server secret key; and

13 determining said subsequent message to be authentic when
14 sald subsequent preliminary digest is identical to
15 sald subsequent computed digest and said second time
16 stamp is later than said first time stamp.

1 21. The method as in claim 17, further comprising

2 validating a certificate of said user.
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3 server (120) for determining the authenticity of the user

4 message, comprising:

5 storing at said server (120) a plurality of registered
6 secret keys, each associated with a respective
7 registered user;
8 receiving a present transmission message;
9 obtaining a sending user certificate serial number, a
10 present first stamp, and a received digest from said
it present transmission message;
12 retrieving one of said plurality of registered secret
13 keys based on said sending user certificate sgerial
14 number ;
15 generating a computed digest of said sending user
16 certificate serial number, said first time stamp, and
17 said one of said plurality of registered secret keys;
18 comparing said computed digest with said received
19 digest; and
20 determining said present message to be authentic when
21 said computed digest and said received digest are
22 identical.
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3 receiving a registration request message from a user;

4 sending to said user a server certificate;

5 receiving a secret key message;

6 decrypting said secret key message using a public key of
7 said user to provide a decrypted secret key message;

8 obtaining a digital signature and a sent secret key from
9 said decrypted secret key message;

10 authenticating said secret key message based on said
11 digital signature; and

12 storing at said server said sent secret key as one of
13 said plurality of registered secret keys.

1 24, The method for server authentication as set forth in

2 claim 23, further comprising:

3 encrypting said sent secret key with a public key of

4 said server (120) before storing said sent secret
5 key; and
6 storing said sent secret key in association with a
7 certificate of said user.
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4 obtaining said sending user certificate serial number, a
5 second time stamp, and a subsequent received digest
6 from said subsequent transmission message;
7 generating a subsequent computed digest of said sending
8 user certificate serial number, said second time
9 gstamp, and said one of said plurality of registered
10 secret keys;
1 determining said subseguent message to be authentic when
12 said subsequent received digest is identical to said
13 subsequent computed digest and said second time stamp
14 is later than said first time stamp.
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5 receiving a secret key message;
6 decrypting said secret key message using a public key of
7 said user to provide a decrypted secret key message;
8 obtaining a digital signature and a sent secret key from
9 gaid decrypted secret key message;
10 authenticating said secret key message based on said
11 digital signature; and
12 storing at said server said sent secret key as one of
13 said plurality of registered secret keys.

1 27. The method foxr server authentication as set forth in
2 claim 26, further comprising:

3 encrypting said sent secret key with a public key of

4 said server (120) before storing said sent secret
5 key; and
6 storing said sent secret key in association with a
7 certificate of said user.
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2 claim 22, further comprising wvalidating a certificate of

3 said user.

1 29. A computer program product for enabling a computer
2 to function in a client / server system using public and
3 private keys, the computer program product being a
4 computer readable wmedium Dbearing instructions, the
5 instructions defining operations for determining

6 authenticity of a user message, characterized by:

7 providing identical client and server secret keys;

8 transmitting a current time stamp and a digest of at
9 least said client secret key and said current time
10 stamp;

11 making a comparison of a digest of at least said server

12 secret key and said current time stamp with said
13 digest of at least said client secret key and said
14 current time stamp;' and
15 determining said authenticity based on said comparison.
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7 gaid user.

1 31. The computer program product as in claim 30, wherein
2 said step of providing identical client and server secret

3 keys includes a registration step of:

4 obtaining from said user said private key of said user;
5 generating at said client said client secret key;
6 sending to said sexrver (120) a secret key message
7 including said client secret key, a user certificate
8 serial number, and a digital signature of said user;
9 authenticating said secret key message at said server
10 (120) based on said digital signature; and
1 storing said client secret key as saild server secret
12 key.
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user at saild client, obtaining said user private key from
said user, retrieving an encrypted client secret key
value associated with sald wuser, and decrypting said
encrypted user secret key value using said user private

key to provide said client secret key.

33. The computer program product as in claim 32, wherein
said encrypted user secret key value 1is created by

encrypting said client secret key with a public key of

sald user.
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3  keys includes a registration step of:
4 obtaining from said user said private key of said user;
s receiving from said user a reference;
6 digesting said reference to provide said client secret
7 key;
8 sending to said server (120) a secret key message
9 including said client secret key, a user certificate
10 gserial number, and a digital signature of said user;
1 authenticating said secret key message at said server
12 (120) based on said dig;tal signature; and
13 storing said client secret key as said server secret
14 key.

1 35. The computer program product as in claim 34, wherein
2 said client secret ‘key associated with said user is
3 obtained at said client (110) by authenticating said user
4 at said client, and then obtaining £from said wuser a

s reference, and digesting said reference to provide said

6 client secret key.
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T e computer program pro as 1n clain 35, wherein

2 said step of obtaining from said user said reference

3 comprises reading said reference f£rom a magnetic swipe

4 card.

1 37. The computer program product as in claim 35, wherein
2 said step of obtaining from said user said reference

3  comprises reading as said reference an output from a

4 biometric device.

1 38. The computer program product as in claim 35, wherein
2 said step of obtaining from said user said reference

3 comprises obtaining said reference from a magnetic store

4 affixed to an article.

1  39. The computer program product as in claim 35, wherein
2 said step of obtaining from said user said reference

3 comprises obtaining said reference from a magnetic store

4 affixed to paper.

1 40. The computer program product as in claim 35, wherein
2 said step of obtaining from said user said reference

3 comprises said user entering a passphrase as gaid

4 reference.
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5 associated with said user.

1 42. The computer program product as in claim 41, wherein
2 said digest is computed after a step of authenticating

3 salid user at said client.

1 43. The computer program product as in claim 42, wherein
2 salid step of transmitting said digest includes providing
3 from said client to said server (120) a present message
4 including said first time stamp, sald user certificate

5 serial number, and said present preliminary digest.

1 44. The computer program product as in claim 43, wherein

2 said present message is sent as an unencrypted message.
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45. The computer program product as in claim 43, wherein
said step of making said comparison comprises:
retrieving said server secret key on the basis of said
user certificate serial number;
generating at said server (120) a present computed
digest of said first time stamp, said user
certificate serial number included in said present
message, and said server secret key; apd
making said comparison with respect to said present

preliminary digest and said present computed digest.

46. The computer program product as in claim 45, wherein
said present message is determined to be authentic when

said present preliminary digest and said present computed

digest are identical.

47. The computer program product as in claim 46, wherein
gaid server secret key is stored encrypted with a public
key of said server (120), and said server secret key is

stored in association with said user certificate serial

number.
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48. The computer program product as in claim 45, further
comprising:
computing at said client (110) a subsequent preliminary
digest of a second time stamp, said user certificate
serial number, and said client secret key;
providing to said server (120) a subsequent message
including said second time stamp, said user
certificate gserial number, and said subseqguent
preliminary digest;
generating at said server (120) a subsequent computed
digest of sald second time stamp, said user
certificate serial number included in said subsequent
message, and said server secret key; and
determining said subsequent message to be authentic when
said subsequent preliminary digest is identical to
said subsequent computed digest and said second time

stamp is later than said first time stamp.

49. The computer program product as in claim 45, further

comprising validating a cexrtificate of said user.
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50. A network system for authentication of messages from
a user in a client / server environment using public and
private keys, the network system including a client (110)
and a server (120) each with a respective processor and
each with respective software instructions in said
respective memory defining operations for determining
authenticity of a user message, characterized by:
providing identical client and server secret keys;
transmitting a current time stamp and a digest of at
least said client secret key and said current time
stamp;
making a comparison of a digest of at least said server
gsecret key and said current time stamp with said
digest of at least said client secret key and said
current time stamp; and

determining said authenticity based on said comparison.

51. The network system as in claim 50, wherxein, after
said step of providing identical client and server secret
keys, said client secret key associated with a user is
obtained at a client (110) and said server secret key is
retrieved at a server (120), wherein =said client secret

key is different from a user private key of said user.
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V 10AL§{&&'gcludes a registration step of:

4 obtaining from said user said private key of said user;

5 generating at said client said client secret key;

6 sending to said server (120) a secret key message
7 including said client secret key, a user certificate
8 serial number, and a digital signature of said user;

9 authenticating said secret key message at said server
10 (120) based on said digital signature; and

1 gtoring said client secret key as said server secret

12 key.

1 53. The network system as in claim 52, wherein said
2 client secret key is obtained by authenticating said user
3 at said client, obéaining said user private key from said
4 user, retrieving an encrypted client secret key wvalue
5 associated with said user, and decrypting said encrypted
6 user secret key value using said user private key to

7 provide said client secret key.

1 54. The network system as in claim 53, wherein said
2 encrypted user secret key value is created by encrypting
3 said client secret key with a public key of said user.
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55. The network system as in claim 51, wherein said step
of providing identical client and server secret keys
includes a registration step of:
obtaining from said user said private key of said user;
receiving from said user a reference;
digesting said reference to provide said client secret
key;
sending to said server (120) a secret key message
including said client secret key, a user certificate
serial number, and a digital signature of said user;
authenticating said secret key message at said server
(120) based on said digital signature; and

storing said client secret key as said server secret

key.

56. The network system as in claim 55, wherein said
client secret key associated with said user is obtained
at said client (110) by authenticating said user at said
client, and then obtaining from said user a reference,

and digesting said reference to provide said client

secret key.
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3 time stamp as a first time stamp, said client secret key,

4 and also a user certificate serial number associated with

5 sald user.

1 63. The network system as in claim 62, wherein said

2 digest is computed after a step of authenticating said

3 user at said client.

1 64. The network system as in claim 63, wherein said step
2 of transmitting said digest includes providing from said
3 client to said server (120) a present message including
4 said first time stamp, said user certificate serial

5 number, and said present preliminary digest.

1 65. The network system as in claim 64, wherein said

2 present message is sent as an unencrypted message.
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66. The network system as in claim 64, wherein said step
of making said comparison comprises:
retrieving said server secret key on the basis of said
user certificate serial number;
generating at said server (120) a present computed
digest of said first time stamp, said user
certificate serial number included in said present
message, and said server secret key; and
making said comparison with respect to said present

preliminary digest and said present computed digest.

67. The network system as in claim 66, wherein said
present message is determined to be authentic when said

present preliminary digest and said present computed

digest are identical.

68. The network system as in claim 67, wherein said
server secret key isg stored encrypted with a public key
of said server (120), and said server secret key is

stored in assgociation with said user certificate serial

number.
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69. The network system as in claim 66, further
comprising:
computing at said client (110) a subsequent preliminary
digest of a second time stamp, said user certificate
serial number, and said client secret key;
providing to said server (120) a subsequent message
including said second time stamp, said user
certificate serial number, and =said subsequent
preliminary digest;
generating at said server (120) a subsequent computed
digest of said second time stamp, said  user
certificate serial number included in said subsequent
message, and said server secret key; and
determining said subsequent message to be authentic when
said subsequent preliminary digest is identical to
said subsequent computed digest and said second time

stamp is later than said first time stamp.

70. The network system as in claim 66, further

comprising validating a certificate of said user.
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